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Before you Begin

Before you begin using this manaul, take a look at the copyright, trademark, and safety informa-
tion in this section.

Copyright

This publication, including all photographs, illustrations and software, is protected under interna-
tional copyright laws, with all rights reserved. Neither this manual, nor any of the material con-
tained herein, may be reproduced without written consent of D-Link.

Copyright 2005

Version 1.0

Disclaimer

The information in this document is subject to change without notice. The manufacturer makes no
representations or warranties with respect to the contents hereof and specifically disclaims any
implied warranties of merchantability or fitness for any particular purpose. The manufacturer
reserves the right to revise this publication and to make changes from time to time in the content
hereof without obligation of the manufacturer to notify any person of such revision or changes.

Trademark Recognition

MSN (‘I@‘ ) is a registered trademark of Microsoft Corporation

ICQ ('ﬁ) is a registered trademark of ICQ Inc.

Yahoo (ﬂ‘!’:) is a registered trademark of Yahoo! Inc.

QQ (a ) is a registered trademark of TENCENT Inc.

Skype (@) is a registered trademark of Skype Technologies.

IRC (E) is a registered trademark of mIRC Co. Ltd.

Odigo () is a registered trademark of Comverse Technology, Inc.
Rediff (I':-") is a registered trademark of rediff.com India Limited.
ezPeer(a) is a registered trademark of

Kuro (E)is a registered trademark of music.com.tw Int.

Gnutella () is a registered trademark of OSMB, LLC



Kazza (ﬁ) is a registered trademark of Sharman Networks

BitTorrent (@m) is a registered trademark of BitTorrent, Inc.
DirectConnect (';‘E) is a registered trademark of Neo Modus Inc.

PP365 (¢ eanss ) is a registered trademark of pp365.com Inc.

WinMX (ﬁ) is a registered trademark of Frontcode Technologies
GetRight (@) is a registered trademark of Headlight Software. Inc.

MS Media Player (@) is a registered trademark of Microsoft Corporation
iTunes ( 'E-'E) is a registered trademark of Apple Computer, Inc.

Winamp () is a registered trademark of Nullsoft

Player365 () is a registered trademark of Nullsoft Live365, Inc.
D-Link is a registered trademark of D-Link Systems, Inc.

Java is a trademarks or registered trademark of Sun Microsystems, Inc. in the United States and
other countries.

All other product names used in this manual are the properties of their respective owners and are
acknowledged.

Federal Communications Commission (FCC)

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful inter-
ference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and the receiver.

¢ Connect the equipment onto an outlet on a circuit different from that to which the receiver is
connected.

¢ Consult the dealer or an experienced radio/TV technician for help.

Shielded interconnect cables and a shielded AC power cable must be employed with this equip-
ment to ensure compliance with the pertinent RF emission limits governing this device. Changes
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or modifications not expressly approved by the system's manufacturer could void the user's
authority to operate the equipment.

Declaration of Conformity

This device complies with part 15 of the FCC rules. Operation is subject to the following condi-
tions:

e This device may not cause harmful interference, and
¢ This device must accept any interference received, including interference that may cause
undesired operation.

Safety Certifications
CE, C-Tick, TUV, UL

About this Manual

This manual provides information for setting up and configuring the DFL-M510. This manual is
intended for network administrators.

Safety Information

READ THIS IMPORTANT SAFETY INFORMATION SECTION. RETAIN THIS MANUAL
FOR REFERENCE. READ THIS SECTION BEFORE SERVICING.

CAUTION:
To reduce the risk of electric shock, this device should only be serviced by qualified service per-
sonnel.

Follow all warnings and cautions in this manual and on the unit case.

Do not place the unit on an unstable surface, cart, or stand.

Avoid using the system near water, in direct sunlight, or near a heating device.
Do not place heavy objects such as books or bags on the unit.

Only use the supplied power cord.
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CHAPTER 1:
GETTING STARTED WITH THE DFL-M510

The DFL-M510 is a transparent network device. To ensure there is no disruption to your network,
it can be installed in In-Line mode with a hardware bypass function enabled. The hardware bypass
ensures that if the DFL-M510 crashes, experiences a power out or some other problem, your net-
work is still up and running. This allows your network administrator to begin monitoring selected
PCs, while checking for anything that may upset your current network environment. Refer to the
Quick Guide for instructions on connecting the DFL-M510 to your network. This section covers
the following topics:

» “Identifying Components” on page 1
*  “Configuring the DFL-M510” on page 3
* “Running the Setup Wizard” on page 10

Before using this manual, take a look at the copyright,
@ trademark, and safety information section. See
“Before you Begin” on page i.

NOTE

Identifying Components
The following illustrations show the front and rear of the DFL-M510.

FRONT VIEW

1 2 3 4 5 6
1 LCD Console
2 Status LEDs
3 LCM Navigation Buttons
4 WAN Port
5 LAN Port
6 Console Port
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LCM BuTTON DESCRIPTION

The LCM buttons are described below.

Button Name Description

Q Up Scroll Up

Q Down Scroll Down

<] ESC Go back to the previous screen
> Enter Next screen

STATUS LEDs
The following table describes the status LEDs on the front of the DFL-M510.

Function | Naming Color Status LED Description
Power Power Green Off Power off

On Power
System System Green Off Power off (System not ready)

On System ready and running ok
Bypass Bypass Red Off Hardware bypass is not enabled

On Hardware bypass is enabled
Inbound Inbound Green Off Ethernet link OK and the speed is 10Mbps
(Left) (LAN)

On Ethernet link OK and the speed is 100Mbps
Inbound Green Off No packets sending/receiving
(Right) On Link

Blinking Activity, port is sending/receiving data
Outbound | Outbound Green Off Ethernet link ok, and the speed is 10Mbps
(Left) (WAN) On Ethernet link ok, and the speed is 100Mbps
Outbound Green Off No packets sending/receiving
(Right) On Link

Blinking Activity, port is sending/receiving data

2 -- Chapter 1: Getting Started with the DFL-M510



Information Security Gateway

REAR VIEW

1 Power socket

2 Power switch

I

NOTE

Detailed information on the LCM can be found in the
Appendix. See “Appendix A: The Command Line Inter-
face” on page 105.

Configuring the DFL-M510

Before managing the DFL-M510, it must be initialized. This procedure is accomplished through
the DFL-M510 Command Line Interface. Access to the Command Line Interface can be made
either through SSH or from a terminal connected directly to the DFL-M510.

You can use Hyper Terminal, SSH v2 or browser to set up the IP parameters of the DFL-M510.
The following are the default settings:

IP Address

192.168.1.1

Subnet Mask

255.255.255.0

Default Gateway

192.168.1.254

User name

admin

Password

admin

CONFIGURATION THROUGH THE COMMAND LINE INTERFACE

Configure the DFL-M510 using the following parameters.

u

NOTE

The IP address shown below is only an example.
Instead use the IP address for your network.

Chapter 1: Getting Started with the DFL-M510 -- 3
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IP Address 192.168.62.100
Subnet Mask 255.255.255.0
Default Gateway 192.168.62.1

1. Connect one end of the RS-232 cable to the console port on the DFL-M510 and the other end
to the COM1 or COM2 port on the PC. (The pin out definitions are shown below.)

Terminal Emulation VT-100, ANSI, ot auto
Bit per Second 115200

Data Bits 8

Parity None

Stop Bits 1

Flow Control Nine

2. To open a connection in Windows 95/98/NT/2000/XP go to, Program Files - Accessory 2>
Communications > Super Terminal.

3. Once you access the Command Line Interface (CLI) with a terminal connection, press any
key. The following prompt appears:

Helcome to D-Link DFL-M510 Console Environment
Copyright (C)} 2005 D-Link Corp. <www.dlink.com>
DFL-M510 login:

4 -- Chapter 1: Getting Started with the DFL-M510
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4. Type in the username and password.

Helcome to D-Link DFL-M5180 Console Environment
Copyright (C) 2005 D-Link Corp. <www.dlink.com>

DFL-M510 login: admin
Password:

>>> Welcome to the DFL-M510 Administration Console <<<

You can configure and manage vour DFL-H510 system
by making selections from the displaved menu.

help - This message.

get - Get system information.

set - Set system parameters.

history — Show all command history.

exit - Log out.

reboot - Reboot system.

reset - Reset system configurations to manufacturing defaults.
ping - Ping utility

>>

5. Use the get system command to get information on the DFL-M510.

Device name: DFL-M510
HMAC Address: 00:0a:1b:12:12:88
DFL-M510 IP Address:192.168. 1. 1, netmask:255.255.2505. 0,
gateway:192.168. 1.254
TCP cold start duration time: 30 seconds
VLAN function: off. VLAN ID: 0.
Detection parameters:
Maximum ping packet size: 1000.
TCP state check bypass: on.
WAN port: policy check < on> Stealth <off> max ping 10000.
LAN port: policy check < on> Stealth <off> max ping 10000.
Remote access:

HTTP:

Access: all

1 - Client IP: all Netmask: 255.205.255. 0
2 - Client IP: B. 6. B. B MHNetmask: 255.255.255. @
gSﬁ Client IP: B. 0. B. 0 MNetmask: 255.255.255. @
Access: all

1 - Client IP: all Netmask: 255.255.255. @
2 - Client IP: B. 6. B. B Metmask: 255.255.255. @
3 - Client IP: B. 6. B. B MHNetmask: 255.255.255. @

>>

Chapter 1: Getting Started with the DFL-M510 -- 5
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6. Use the set system ip command to set the IP address.

Password:
>>> Helcome to the DFL-M510 Administration Console <<

You can configure and manage your DFL-M510 systen
by making selections from the displayed menu.

help - This message.

get - Get system information.

set - Set system parameters.

history — Show all command history.

exit - Log out.

reboot - Reboot system.

reset - Reset system configurations to manufacturing defaults.
ping - Ping utility

>> set system ip 192.168.62.100

Do vou want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n) v
Change device ip 0K

Device ip 1s changed, reboot now
Are vou sure to reboot system? (y/n) v

7. After the system reboots, use set system gateway to set the default gateway.

Password:
»>>> Helcome to the DFL-M510 Administration Console <<<

You can configure and manage your DFL-M510 system
by making selections from the displaved menu.

help - This message.
get - Get system information.
set - Set system parameters.

history — Show all command history.

exit - Log out.

reboot - Reboot system.

reset - Reset system configurations to manufacturing defaults.
plng - Ping utility

>> set system gateway 192.168.62.1

Do vou want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n) v
route: SIOCIADD|DELIRT: Mo such process

Change device gateway 0K.

>>

8. After setting the IP address, Mask and Gateway, use the get system command to get correct
information. Use the web-based interface to configure other parameters. See “Configuration

6 -- Chapter 1: Getting Started with the DFL-M510
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Through a Web-based Interface” on page 7.

Device name: DFL-M510
MAC Address: 00:0a:1b:12:12:88
DFL-M5108 IP Address:192.168. 62.108, netmask:255.255.255. @,
gateway:192.168. 62. 1
TCP cold start duration time: 38 seconds
VLAN function: off. VLAN ID: 0.
Detection parameters:
Maximum ping packet size: 1000.
TCP state check bypass: on.
WAN port: policy check < on> Stealth <off> max ping 10008.
LAN port: policy check < on> Stealth <off> max ping 100600.
Remote access:

HTTP:

Access: all

1 - Client IP: all Netmask: 255.255.255. @
2 - Client IP: 8. B. B. B HNetmask: 255.255.255. @
gSH Client IP: @. B. 8. B HNetmask: 255.255.255. @
Access: all

1 - Client IP: all Netmask: 255.200.255. @
2 - Client IP: 8. 0. 0. 0 HNetmask: 255.255.255. 0O
3 - Client IP: 8. 8. B. B HNetmask: 255.255.255. @

>>

CONFIGURATION THROUGH A WEB-BASED INTERFACE

The DFL-M510 GUI is a Web-based application that allows you to manage the DFL-M510. The
GUI is a Java™ applet application. Before accessing the GUI from any PC, you must install Java
Run Time Environment (J2RE V1.4.2 or above). Then you can log on to the DFL-M510 from any
computer on the network via a Web browser. You can download J2RE from www.java.com or you
can download it from the link within the DFL-M510 GUI.

The PC you log in from must have the following system requirements:

Microsoft Windows XP professional operation systems
Device with Internet connection

CPU: Intel Pentium IV 2.0G or 100% compatible
Memory: 512MB RAM or above

Java Run Time Environment (J2RE V1.4.2 or above)

Refer to the following to log on to the DFL-M510.

Chapter 1: Getting Started with the DFL-M510 -- 7
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1. Open your Web browser and type the IP address into the Address Bar: http://192.168.1.1
The login screen appears.

Welcome

Java(TM}) 2 Runtime Env¥ironment is required.

Click to Download the newest JRE.

Click to Log on.

2. Click on the link to download the Java Runtime Environment.
3. Click Run to start the installation. Follow the onscreen prompts to complete the installation.
The following Security Warning appears.

Warning - Security

Do you want 1o trust the signed applet distributed by "D-Link"?
Publisher authenticity can not be verified.

.-'IE The security certificate was ssued by & company that is not frusted,

@mmwmmwmmwmw is still valid.

More Detaits

Lyes J[ o |[ amays |
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4. Click Always to continue and prevent this screen appearing again. The login screen appears.

The IP address shown below is only an example.
@ Instead use the IP address for your network.
NOTE
Connect to 192.168.62.110 o
N
S
N
Erter your account and password
Account admin
Pazsword kR
(829 Cancel

5. Type in the default account name admin and the default password admin and click OK.

For security reasons, you should change the default

O password to a more secure password after you have

/] completed the setup. See “Account Tab” on page 43.
IMPORTANT]

Chapter 1: Getting Started with the DFL-M510 -- 9
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6. After two or three minutes the GUI opens on the DFL-M510 main screen.

oLz ormation Secuity Gabemsy a2

oo Loggedras Resd Only
5 12 B82S

T
ke

0 Syspeim
g Mol a Grougr
-y Policy - I
A Pl Tame onitor DFL-M510
w4 Report & Log
i States
i Help
ﬁ: System ‘A Hosts [ Graups
ity ared oty dyrilom par el 5, ot a8 dale ared tee Learn and sdd-Sadover Pt m e refivirk o mersigs
SIS, el LETS A R 6 T e MOy N R O
l_\ Palicy k Real-Time Monitar
Bedruind T O RO (ORCRES ol AR 10 Enal- Tirws MCADA Pt IF BT e s Do
deierent FosSLgr oupa wih TOF M wersrm
t,l Repart & Lag j‘:g Status
Propvicks s Bl neysrn DO K vispwepe repaort arsd pysiess Shrve T e rdormalion wd poikcy Hsbap
K5

7. To log out click the Close button @ at the top-right of the screen.

Running the Setup Wizard

The Setup Wizard helps you to quickly apply basic settings for the DFL-M510. You will need
the following information for your network to complete the Setup Wizard:

IP Address
Subnet Mask
Default Gateway
DNS Server

To run the Setup Wizard.

The first time you log on to the DFL-M510, the Setup
@ Wizard starts automatically.

NOTE
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1.

2.

Click System, Setup Wizard.
The Setup Wizard window appears.

DFL-E50
S o
ban 2 e
prem Mprsan | Sutep Wizard 1 @
S
Pl Fisas Bl Welcome to the D-Link DFL-M5710
Fiaport A Loy
Staws Setup Assistant
Help Ths s WAt it T Turid ey PEiss 1 10Bg U i
EFL-A 1) it 2 et iaariy peiicy aed Ehiedl Thm Maritarisg
0 ytur Stk SO pREIBONT,
a Bacs i u: h Caron
| [ ——

Click Next to continue.

A & Bl J P 1 e ]

S itesTabl VL
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3. You need to provide your IP Address, Subnet Mask, Default Gateway, and DNS Server
address to enable the device to connect to your network. If the network was set by CLI, check
the settings here.

Type in the required information and click Next.

L prL s s Il i iation: Secar iy Gabrweay a8
Euuuh- P
K i - 12N BT 2
i DL msn
- i Syretvem
W Selup WA
4 Daln & Timae
L = I oFag Srtugp Wiraid Applic ation Palicy Slling a
W Manionanco ———
W Hosts Gl oups
54,1 Pokey Setp Chick fiay CRCKing th Ehech bivs) th spple sins
t-mlh:::lu y ) yin el i 10 Bloek
o Sty [rE———
L Help Pk fustting =
IFra :_Hm':w: - et oo Pty [}
] v inkmerand Pl Shearing (F2F)
ols Cortindd
Fibe TiarviTes
e
Slrearns Weda
4
« Dack bl
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4. Select the check boxes for the applications you want to block and click Next.

You can leave all the boxes unchecked to be sure the
g DFL-M510 is set up correctly. Later you can add appli-
cations to be blocked in the Policy menu. See “Chap-
TiP ter 4: Policy” on page 55.
[ I ormution Siciefy oy aa
s Lipged e Adnskedetrslon
iy - PR EAED D
Mo DFL-SI0
& Sytem
W Serlug Wrad
T Ddw & Tima
s Ntk B Lo Setup Wirard Faal Time Mosdor o
iy Ml cranc e
T :‘mam o Wl [ U el P e T
L [ 0 TR
e e | -
a8y Sali
. Bres
| AHes i Mosdor -
-

5. Select the No radio button and click Finish.

If you select Yes in the screen above, you are taken to
@ the Real Time Monitor screen when setup completes.
See “Chapter 5: Real Time Monitor” on page 79.

NOTE

It takes 30 seconds for the settings to be processed and then the following screen appears:

i DFL-M510 Processing )
w Waiting for the device's rezponse . . .
_—
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When the setup is successful, the following screen appears:

K. DFL-M510 Info O

\]‘2) =ave data successiully!

6. Click OK. You are returned to the System menu.

I fLamiie ormation Secmity el a2

1 Lo rias Rmed Only
‘ Log - 150 AEBETH

i W510

1 g Mo G oagn
10 Policy '
[ Pt T e I_—'.b DFL-M510
4, Rupart & Log
¥ iy St

1 Heip

@ System ‘g Hosts | Graups

e ol oty dyrtlem par aelir 1| buck a8 dale ared S Lears o mie-Sagorer Fosts i e ralwork ard merssgs

ARG, AT PGS e S ST i O NS O

U Palicy 'h. Real-Time Manitar

ekl T R DO RO ae] S99 00 ol Tirest WY Pl 1F BT ) w0t Al alioe
deirant oS Lr g wih TOP M wass

E.'l Repart & Lag b Status

Fripvicis s il seyery TOF W visrves repeort and priss Shece T e idormalion e polcy L

™
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CHAPTER 2:
SYSTEM

The System menu is where you carry out the basic setup of the DFL-M510 such as integration
with your network. The System menu also lets you set local time settings and carry out mainte-

nance.

The System Screen

After you log on, click System to open the following screen:

N o1 ormation Security Gateway

aa

S W

£/ Py Softing tg Setup Wizard

L Schishuli S VTR (A0S L TRDLP COPIGLE B I ) ey
B

£ Roprt & Log “ Metwark

43 Hinliy Corsiigrs De Cevs i et GRS e Mace ERCngL
Farncto acceas Corfrol and Sypast selSng

t-' Drate & Time

S o b, i, ] vl P8 P HF I il

v Mairtenance

Upgrmce, epiors i Daciap Configue Sonipolcy wnd

g scooun

oo Loggedin et Aedimersts abor
D i 12 bR 3

The System screen gives you access to the following screens:

* “Running the Setup Wizard” on page 15
* “The Date & Time Screen” on page 21

* “The Network Screen” on page 23

* “The Maintenance Screen” on page 39

Running the Setup Wizard

The Setup Wizard helps you to quickly apply basic settings for the DFL-M510. You will need
the following information for your network to complete the Setup Wizard:
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e |P Address
¢ Subnet Mask
¢ Default Gateway

* DNS Server
The first time you log on to the DFL-M510, the Setup
Wizard runs automatically. You can run the Setup Wiz-
ard anytime you want to change the basic configura-
NOTE tion.

To run the Setup Wizard.

1. Click System, Setup Wizard.
The Setup Wizard window appears.
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2. Click Next to continue.

|9.-mwsumw

3. You need to provide your IP Address, Subnet Mask, Default Gateway, and DNS Server
address to enable the device to connect to your network. If the network was set by CLI, check
the settings here.
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Type in the required information and click Next.

ol 1 S F
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4. Select the check boxes for the applications you want to block and click Next.

You can leave all the boxes unchecked to be sure the
g DFL-M510 is set up correctly. Later you can add appli-
cations to be blocked in the Policy menu. See “Chap-
TiP ter 4: Policy” on page 55.
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5. Select the No radio button and click Finish.

If you select Yes in the screen above, you are taken to
@ the Real Time Monitor screen when setup completes.
See “Chapter 5: Real Time Monitor” on page 79.

NOTE

It takes 30 seconds for the settings to be processed and then the following screen appears:

i DFL-M510 Processing )
w Waiting for the device's rezponse . . .
_—
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When the setup is successful, the following screen appears:

K. DFL-M510 Info O

% l J =ave data successiully!

6. Click OK. You are returned to the System menu.
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The Date & Time Screen

Use Date & Time to adjust the time for your location.

1. Click System > Date & Time.
The Date & Time window appears.

Goorumie
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2. Click [ to the right of Current Date and Time.

ML DFL-M510 )
January |‘r| 2000 |
1 2 N3 A 4 ol 5 f Bl 7
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3. Select the current date and click @ to return to the Date and Time screen.
Coorumsie [rr T — a2
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4. In the Current Date and Time field, type in the current time and then choose the time zone
for your location from the drop-down list.
5. Click Apply to confirm your settings. The following screen appears:

¥ DFL-M510 Info o

J ) Save data successiully!

6. Click OK to exit.

If your location uses daylight saving time:
@ A. Check Enable daylight saving time

B. At Offset, set the offset time
NOTE

C. Click i to set the start and end dates and then
click Apply.
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The Network Screen

The Network screen lets you configure settings for your network.

1. Click System > Network.

The Network window appears.
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The Network screen has four tabs. Click on a tab to view the settings.

NETWORK SETTING TAB

Click the Network Setting tab. The following screen appears.
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Device Name Type a name for the device.
Inactivity Timeout Set the inactivity time out.
When more than one DFL-M510 is installed in your
g; location, assign device names to help identify different
units.
TIP
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DEVICE SETTING

These fields display the IP address and related network information of the device.

evicn Saftang:
F Address 189 JEm
Subeet Mask 2EL 25500
[I5 Server o AL

Dofsd Gabewery 182 188

IP Address

Device IP Address

Subnet Mask

Device Subnet Mask

DNS Server

Device DNS Server

Default Gateway

Device Default Gateway

ADMIN EMAIL

To enable the network administrator to receive emails from the DFL-M510, the following fields

must be completed.

rAdmin Ermesl -

Emad Address
SMTF Server o -0 .0 .0
[ +]
Pacspword
Servid Chiscll

Email Address

Type the administrator’'s email address

SMTP Server Type the IP of the SMTP server

ID Type an ID if sender authentication is
required

Password Type a password if sender authentication

is required
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Server Check When the above fields are completed,
click Server Check to verify the mail
account.
The ID/Password field must be filled in if your mail
@ server requires authentication.
NOTE

SNMP CONFIGURATION

To set up SNMP (Simple Network Management Protocol), the SNMP communities have to be set
and access control to the SNMP server has to be enabled

“SHMP Configiration
Set Community Server Access b
Get Communidy
Trag Commuridy
Trag Sarer o .0 il . 0

Set Community Type the SNMP community that allows the

SNMP set command. You can use SNMP
software to configure the device such as
System Contact, Name, Location.

Get Community Type the SNMP community that allows the
SNMP get command. You can use SNMP
software to retrieve configuration informa-
tion from the device such as System
description, Object ID, Up time, Name,
Location, and Service.

Trap Community Type the SNMP community that allows the
SNMP trap command. When the device
reboots, the device sends the trap to the
trap server.

Trap Server Type the IP of the SNMP management
center that should be reported.
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Server Access

Options are:
Disable - No access from LAN or WAN

All - Access from LAN and WAN

(Note: This setting has no remote access
restrictions; any IP address will have
access to the DFL-M510.)

WAN - Access fron WAN only
LAN - Access from LAN only
The default option is Disable.

Secure Client

Options are All or Selected IP Address,

IP Address that the SNMP commands are restricted to
come from.
Add/Delete Use Add/Delete to select IP addresses.

Configuring Server Access for LAN and WAN for Specific IP Addresses

1. Select All in the Server Access field.
Note: This setting has no remote access restrictions; any IP address will have access to the

DFL-M510.
2. Click the Selected IP Address radio button and click Add.
i DFL-M510 Add Client IP
P Address 192 72 1583 .0
Subnet Mask 2552552550 -
................... e e

@

3. Type in the IP Address and Subnet Mask for the PC that will access the DFL-M510 and click
OK. The IP Address is added to the Selected IP Address window. Repeat steps 2 and 3 to add
other IP Addresses.

Zecure Cliert IP Addrezs

Al

E=elected P Address 19272 530024 P hd

Apply Feset Help
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4. Click Apply. The new settings are processed.

. DFL-M510 Processing @
w Waiting for the device's response . ..
——

When the settings are processed, the following screen appears:

K. DFL-M510 Info @

L] "
L l ) Save data successully!

5. Click OK to finish.

INTERFACE TAB

Click the Interface tab. The following screen appears.
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LINK SETTING

Set the Ethernet ports for the speed you want and click Apply.

Interface Link Setup WAN - 10/100/Half/Full/Auto

LAN - 10/100/Half/Full/Auto

INTERFACE STEALTH SETTING
The LAN/WAN Ports can be configured in Stealth Mode by selecting On.

Stealth Mode WAN - On/Off
LAN - On/Off
Subnet Mask LAN Port

After you make changes, click Apply. The new settings are processed and the following screen
appears:

. DFL-M510 Info o

L
__1 I) Save data successully!

Click OK to finish.

REMOTE ACCESS TAB

Click the Remote Access tab. The following screen appears.
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The DFL-M510 can be remotely managed via HTTP or SSH. The Remote Access tab lets you

control access rights.

HTTP/SSH

The descriptions for the HTTP and SSH fields are the same.

Server Access

Options are All, Disabled, Allowed from
LAN, or Allowed from WAN. The default

is All.
Secure Client IP Options are All or Selected IP Address.
Address
Add/Delete Use Add/Delete to add IP Addresses or a

Subnet address to the Selected IP
Address window.

Configuring Server Access for SSH for Specific IP Addresses
1. Select WAN in the Server Access field.
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2. Click the Selected IP Address radio button and click Add.

¥, DFL-M510 Add Client IP G
IP Address 192 T2 |53 |0
Subnet Mask 2552552550 -
................... OH G

3. Type in the IP Address and Subnet Mask for the PC that will access the DFL-M510 and click
OK. The IP Address is added to the Selected IP Address window. Repeat steps 2 and 3 to add
other IP Addresses.

Secure Cliert IP Addrezs

A
@selected P Address 192.72.53.0/24 Y
Delete
Apply | Reszet Help
4. Click Apply. The new settings are processed.
.. DFL-M510 Processing @

P,
| 4 Wiaiting for the device's rezponze . ..

=

When the settings are processed, the following screen appears:
§. DFL-M510 Info o

L.
\_1 l‘) Save data successully!

5. Click OK to finish.
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PARAMETER TAB

Click the Parameter tab. The following screen appears.
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This tab defines management parameters.

OPERATION MODE

IMPORTANT

The DFL-M510 only protects and monitors your net-
work when set to In-Line mode. The other modes offer
limited monitoring and are used for integrating the
DFL-M510 smoothly with your network.
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=Operation Mode
Bin-Lire
Bypass

Monkor

In-Line In In-Line mode, the DFL-M510 works as a transparent gateway in
your network. All traffic is inspected as it passes through the DFL-
M510. The DFL-M510 responds to illegal activities based on policy
rules.

When attacks are detected, the DFL-M510 can take the following
action:

* Drop the Packet

* Reset the Connection

* Log the Event

* Save the Packet Message Content

Bypass In Bypass mode, the DFL-M510 works like a bridge with all rules
and actions disabled. This mode is designed to help network admin-
istrators to debug and trace network abnormalities.

When bypass mode is selected, the DFL-M510 will not detect nor
take action to security events in the network.

Monitor Monitor mode allows you to analyze network activities and make
early-stage diagnosis before deployment. the DFL-M510 will detect
all events by inspecting all packets.

In this mode, the DFL-M510 will log all events, but will not take any
countermeasure (reset, drop actions). It is suggested to monitor net-
work traffic in this mode before setting In-Line mode, in order to fine
tune your security policy and network performance.

DMZ BypPAss

In order to speed up traffic from the intranet to DMZ, hosts within the given DMZ subnet
addresses are not checked and all packets from or to those hosts pass unhindered.
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rOMZ Bypass
P Address o .0 .0 .0 Subnet Mask 0000 -
P Address 1] L0 .0 .0 Subonet Mask 0.0.0.0 ¥
P Address o o o |o Subnet Mask 0.0.0.0 -
IP Address Type in the IP Address
Subnet Mask Type in the Subnet Mask
The IP addresses of the hosts in a subnet must be
continuous. That is, the network mask contains only
two pairs: the leading 1s, and the following Os.
NOTE
DMZ Bypass prevents the DFL-M510 from causing a
g bottleneck in your intranet. For example, a mail/FTP
server could be assigned an IP address in the DMZ
TiP Bypass to provide wire speed traffic from the internal

network to mail/FTP networks.

Setting Up the DMZ Bypass Function

In the following example, a mail server with the IP address 10.10.10.250 is added to DMZ
Bypass.
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1. Type in the IP address and the Subnet mask of the mail server.

B Remole Access Parameter  wLaN

9 RS Dypass

P ARESLS 0 i i 250 Sakeet Mok Pttt
P Addrass o} 0 .0 .0 Sadwret Maik (=X ed T -
P Address o ke o Uo Subewt Mask o0oD -

Eypassed LiseriGnoun

=

2. Click Save.

HosT/GRoupPs BYPASS

Hosts within the intranet which do not need to be monitored are added to the Bypassed User/
Group. These hosts have unhindered access to the WAN, but may be less secure than In-Line
hosts.

The IP addresses of the hosts in the bypass list must

be in the host table first. That is, the host must be
learned or entered before you can select it. Otherwise,
NOTE the host must be within a group and specified by a

subnet. Such a host is automatically added to the
bypass list when it is learned.
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rHosUGroup Bypass
Anpdabls LisoriGroup Brypassa Liser AGroup
H-84 Defai
Available Select the User or Group and click >> to
User/Group add the User/Group to the Bypassed
User/Group list.
Bypassed Lists Users and Groups that have been
User/Group added.

After you make changes, click Save. The new settings are processed and the following screen
appears:

i, DFL-M510 Infio o

_\_1) Save data successfully!

Click OK to continue.
An IP address in the Host Bypass implies bypass
g source IP. To provide more throughput, you could set
up the servers IP (ERP/mail/ftp) in the Host Bypass if
TiP the servers are located in the internal network.
VLAN TAB

Click the VLAN tab. The following screen appears.
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A VLAN (Virtual LAN) is a group of devices on one or more LANs that are configured (using
management software) so that they can communicate as if they were attached to the same wire,
when in fact they are located on a number of different LAN segments. Because VLANSs are based
on logical instead of physical connections, they are extremely flexible.

The IEEE 802.1Q standard defines VLAN ID #1 as the default VLAN. The default VLAN
includes all the ports as the factory default. The default VLAN’s egress rule restricts the ports to
be all untagged, so it can, by default, be easily used as a simple 802.1D bridging domain. The
default VLAN’s domain shrinks as untagged ports are defined in other VLAN:Ss.

Configure VLAN settings before connecting the DFL-
@ M510 to the intranet.

NOTE

CONFIGURING VLAN SETTINGS

The following is an example of a network environment with four VLAN sets.

Item Description
VID1 1
VID2 3
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VID3 5
VID4 7
Management VID2

Refer to the following to configure the VLAN setting.

1. Click System > Network and then select the VLAN tab.
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VLAN Enabled Enables or disables the VLAN function
VID1 - VID7 Type in the VLAN ID.
Management Select the Management VLAN Group
Group

2. Click the VLAN Enabled checkbox to enable VLAN.
3. Type in each VID in the VIDI to VID7 boxes.

The DFL-M510 supports up to seven VLANSs.

@ The Management VID must be either PVID, or VID1 to
VID7. Configurations depend on your environment.

NOTE
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4. Click Apply. The screen updates as follows.
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Management IP Shows the device IP address

Management VLAN | Shows the Management VLAN Group ID

VID1 - VID7 Shows the ID of each VLAN

The Maintenance Screen

The Maintenance screen lets you carry out network maintenance.
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1. Click System > Maintenance.
The Maintenance window appears.
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The Maintenance screen has two tabs. Click on a tab to view the settings.

CONFIGURATION TAB

Click the Configuration tab. The following screen appears.
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Download the latest firmware file or the application pattern file from D-Link’s Web site.

FIRMWARE UPGRADE

rEirmararne LUpgrads

Firrmsare Uipdate

Fibe Path Ercrwse Uipkoad

Application Pattern Update

File Paih Erowsze Lipload
Firmware/Application Firmware updates improve or add new
Pattern Update functionality. Application Pattern updates

improve or add new rules and filters.
File Path Type the file path to the update file.
Browse Press Browse to locate the update file.

Then press Upload to send the newest file
to the device.

Upload Press Upload to begin the update.
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BACKUP
rlackup
Backup condiguration 1o
Eroresn =]
Feestors coniguralion from
Brivdta Faslors
Backup configuration to Press Backup configuration to to store

the currents settings to a file. The backup
configuration dialog displays to ask the
name of the stored file.

Restore configuration from Press Restore configuration from to
restore setting from a file on the manage-
ment GUI. The restore configuration dialog
would display to ask the name of the file.

Restoring a Configuration Backup

1. Click Browse.
2. Locate the DFL-M510.cbk file and click Open.
3. Click Backup to send the file to the device.
4. When the update completes, click Reboot to reboot the device. (See “System Reboot” on
page 42.).
@ The configuration file includes the user-defined policy.
NOTE
SYSTEM REBOOT
Syetem Raboot
Rebaot Reset to Factory Datsul
Reboot After an update completes, press Reboot
to boot the device from the new firmware.
Reset to Factory Default Press Reset to Factory Default to restore
the factory default settings.
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Rebooting or resetting the device closes the GUI. Log
@ back on as you normally do.

NOTE

ACCOUNT TAB

Click the Account tab. The following screen appears.

I uamiie W ion Secmity Gabeway 32

| o Logredeoat Sednielnster
EL et - 152 VBB

N, M50 Comfigpar gt | Aooosa
=i Syseem
Lm:ﬂ- -_llu. L Bodr Iawwd Wiewen Losgien
by Blaind enasnce
g Hosis G pps
-1 Polcy
i inil Tirross ddtest
=4, Mgt & Lag
#hy Slabos
I3 Halp
Al Lioajn Sauk
ACCOUNTS
No. Shows the current number of accounts
Name Shows the name for each account
Role Shows the shows the level of the user’s
policy: Administrator; Read Only; or
Write.
Last Time Login Shows the last time the account was
accessed
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I

NOTE

Only users that are assigned the Administrator role
can edit the Account and Hosts/Groups menus.

Creating a New Account

To create a new account click Add. The Account Edit dialog box appears.

l-ir DFL-M510

Matre

Led

Account Edit @

Pazsword

b33

Canfirm Pazsswword

E21]

Privilege
-
Ik, Cancel
Name Type a name for the account.
Password Type a password.

Confirm Password

Retype the password.

Privilege

Assign privilege status: Administrator;
Read Only; or Write.

Click OK to confirm. The account is added to the Accounts list.
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To review or audit an account, click Login Status. The following screen appears:

i oFLMs10 Login Status e
~Login Detail
®

Gose | [ new

A log is created each time a user logs on or logs out. Monitor this list for added security. See “The
Log Tab” on page 94.
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CHAPTER 3:
HOST/GROUPS

A host is a client computer with a network interface. A group is a set of hosts. The DFL-M510
learns host information from packets passing through the device. Host information includes the
MAC address, IP address and VLAN address. In order to manage the host internet access, we can
lock a host with a MAC address and/or an IP address.

Assign names to hosts to make them easier to manage. Otherwise, the DFL-M510 learns the
device name from the network. Assigned names take priority over learned names.

The Host/Groups Screen

After you log on, click Host/Groups to open the following screen:

o Loy b A
“m-!ﬂlﬂﬂ!

k. 31;1:“ St MM Sty Crouprs
e Setep Warard
o Db & Tamia

W Mtk [ W, | Sete | MostiP Addesss [T Hame: WACHP Bl | MAC- Lok

W Mamemance
- g HestsGromps
-4 Pulicy
= Faral Time Bonsto
=4, Feport & Log
) flpat
W Log
L 5 S
i Help

S N N

W ot within §50
Bzt 1 Heaty

B Ot Hosts
K ol

Fetiedh A3 (gt AL

The Host/Groups screen has the following two tabs:

*  “The Setup Hosts Tab” on page 47
*  “The Setup Groups Tab” on page 51

THE SETUP HOSTS TAB

The Setup Hosts tab lets you add new hosts and manage current hosts.
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1. To view the Setup Hosts tab, click Hosts/Groups > Setup Hosts.

el o L
2 s - N2 BB 22

k. DL -5 100 AU HOE  Sehup Ciiups
o Sytem
K Setep Wazard
o Date & Tima
B Mok | Wo. | Stste | MostiP Addesss A Hame: WACHP Bind | MAC-Losk
W Msmimancn . ]
. HOSIE G = o
i Policy = =
e Pl Thme Blcond o ] o
=4, Feport & Log [} -
) Repan - #
W Log L] o
b 15 Shaum & o
i3 el
W Mgty within 150
Bypacs Hottt
B s Retigih 31 [t Apphy
K o vemml
B Iy ot ew
No. Shows the current number of hosts
State Shows the status for each host (refer to

color legend at the bottom of the screen)

Host/IP Address Shows the host IP address

MAC Shows the host MAC address
Name Shows the host name
MAC-IP Bind Check this box to lock an IP address to the

host’s MAC address

MAC-Lock Check this box to lock the MAC address

Hosts within 150 Hosts all within 150 hosts

Bypass Hosts Hosts that are not monitored

Other Hosts The DFL-M510 can manage 150 hosts. If
you select Block, hosts that exceed 150
have no Internet access. If you select For-
ward, those hosts will have Internet access
but will not be monitored by the DFL-M510.

CHANGING THE STATUS OF A HOST

In the following example, the status of No. 50 is changed from Hosts within 150 to Other Hosts.
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1. Right-click on the host you want to change the status of.

2. Select Move to Standby.
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Notice, the State icon is now green, indicating the host is now in the Other Hosts category.

ADDING A HOST

Refer to the following to add a host.
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1. Click Add.
i, DFL-MS510 Haost Edit g
arme Jeft
IP Address 192 . B8 . B2 200
MALC: b'll-lilﬁ-u'-‘ﬂ S 2-22-45
L MAC P Bind i Lock

0], 4 Cancel

2. Type in the required information and click OK. The new host is added to host table.

L o Howl@ Addr oas HAL Mo AL e MACLock

[
|

AALEAREER

EXPORTING A HOST DATABASE

You can export a host database to reuse or to import into another DFL-M510. Refer to the follow-
ing to export a host database.

1. Click Export.
i DFL-M310 Export Host o

Expert i Fibe B

a4 Carosl
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2. Click 4 .. The Save dialog box appears.

i Sk ER A

)

Srvelr | () Cwstiop et (g c 3| ==

F iy M

iy o Typar | Eupeir [ i)

TaE Ll
3. Enter a file name and click Save.
L CFL-MEn0 Export Host a
Emcltbc! Tl enls m'sm:umbesmp'ﬂsnmm é
O Canced
4. Click OK to confirm the export.
K. DFL-M510 Info o

-
\_l_ I) Expart M1

5. Click OK to continue.

THE SETUP GROUPS TAB

There is one Default Setup Group in the DFL-M510. The Setup Groups tab lets you add and

configure additional Setup Groups.
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1. To view the Setup Groups tab, click Hosts/Groups > Setup Groups.

I oL asss I mation Seceriy Gateway 1)
o Loggedin e Adimniwtrator
D i 08
' EL-”W Stug Bosts | SetuR Groups
:: Sysinm
o Hewts Groups i (R e Ty (i A ]
A Poly
am Pl e Rloraind LS e s
414, Fiepert & Log 83 P
& t;mﬂ' B i “
™ Seppion
Detmrty ] e P Sskited Griug

GROUP SETTING

B TESTLACHTran (Vi 160 62
B PSS S8 02 0B 1
B et imern

B st aasiaaioit s s
B rereropiss vz 5y

B EFTRILPRATSIR SRR
B R o mcsian 1w e
[ —

A4t

Add Click to add a new Setup Group
Delete Click to delete a Setup Group

Up Click to move a Setup Group up
Down Click to move a Setup Group down

QuicK AssIGN USER/GROUP

Group Name

Type in the group name

Quota

Total available space to a group

Session

Total sessions available to a group

Available Hosts

Lists the available hosts

Hosts in Selected
Group

Lists the hosts in the selected group
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Add Subnet Click to add a sequential IP address range
to a group.

ASSIGNING HOSTS TO GROUPS

You can assign a host to a group by checking the button crossing the host and the group. Refer to

the following to add a host to a group.

1. Click Add.

N DFL-M510 Add Group Hame

roup Mame Prml

ik, Canizel

2. Type a group name and click OK.

Nnigr Ui

Aralable Hodtd et iy Selediod Cotuge
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B ety videa 5
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B et dsacesasma nesga L
B errevosasian s

B mrrer esci oo seaas

B LB L 50

3. Select the host and click !

Q0

' to add it to the Hosts in Selected Group window.
4. Click Apply.

K. DFL-M510 Info

@

N_1 I) Save data successfully!
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5. Click OK to finish. The new group is added to the Group Setting list.
.W-
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CHAPTER 4:
PoLIiCcy

Policy is the most important information in the DFL-M510 Management System. A policy can
consist of thousands of patterns. Each pattern defines how to detect an application, how to
respond when an application is detected, what to block, and when to block. You can view and
modify the settings, including applying scope, acting schedule, actions and information such as
category, and constraints.

The Policy Screen

After you log on, click Policy to open the following screen:

K DrLanm oo estion Security oty @l

oo Loggediees  Adendnsineter
Hﬂm-!ﬂ.‘!ﬂﬂ}

G St
W Hosls Grnups
1, Policy i
0 Templat Wiz t"‘ r
£ Policy Setting Paolicy
Uk User Defned Pattern
 Schode
[¥ mancnage Setting
u;}:?‘“”" m | Template Wizard \_-j Palicy Setting
vt BAOTO8
o4 Repon & Log Template WiTand puides o Prough polcy Merpiele Caedigprs polty |emplale, iR polty o vis e polty
a1 Wlabes Coestnn ) edby Se0d [T
Ly Heip
u Uzer Dafined Paliey ‘: Seheduls
Dt sbplecabion Doboy By DRI OF B P [ s Sl s i tessplaes 1od oy i s Bt
@ Message Setting ‘;: ¢ Heywaord Fliter
Moty mred wirw Popap and s miert mezzags S up S brywvord Al dor LIPS, Wb conbert, Mad smd
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The Policy screen gives you access to the following screens:

* “Running the Template Wizard” on page 56
* “The Policy Setting Screen” on page 58

« “User Defined Pattern” on page 68

*  “The Schedule Screen” on page 72

» “Message Setting” on page 74

« “Keyword Filter” on page 76
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After the policy database is published and fetched, it is uploaded to the DFL-M510. To manage
the users and applications, policies are defined and each of them complies with a company policy.
Then each policy can be applied to a host or a group. We define a policy before applying it or cre-
ating a template. A template can be defined manually or via the template wizard. Once a template
is defined, it can be assigned to a host or a group and it becomes a complete policy.

Running the Template Wizard

The Template Wizard helps you to quickly set up a policy template. Refer to the following to run
the Template Wizard.

1. Click Policy, Template Wizard.
The Template Wizard window appears.
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r
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2. Click Next to continue.
(o™ - L oo

| Pk § Templste Virand | Semp Hotts

3. Type a name for the template and click Next.

Fokcry § T renpiete inard 1 Setup Flor
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4. Select the applications that you want to block. (If you check the Internet File Sharing (P2P)
check box, all P2P applications are blocked. You can modify these settings later. See “The
Assign Policy Tab” on page 66.) And then click Next.

(PR Il ion e iy Labewony e

o Liggedin Aderiniet s
[ T

K Scheduln Tiepaby Ton t—- et e =T
% biniuage Saftng 3 i HE-

5. Click the drop-down arrow at Schedule and select a schedule for the template. (You can
change this setting later. See “The Schedule Screen” on page 72.) And then click Finish.
The settings are processed and when the setup is successful, the following screen appears:

\_ DFL-M510 Info ()

J{) & newy template iz added.

6. Click OK to exit the Setup Wizard.

The Policy Setting Screen
After you log on, click Policy/Policy Setting to open the following screen:
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R. DFL-M510 Information Security Gateway @
#» Loggedinas Administrator
admin - 192 165.1.101
[\, DFL-M510 Template Setting assign Policy | Policy Viewer
£} System
. Hu%ls.f(imups T List rOpti
-4, Policy Bypass &l
i -4 Template Wizard Eypazs Al Elock
> 55 -
) Policy Setting Block P2P nad oo A
{§ User Defined Pattern Eiock In+P2p @ Wieh Cortrol Pass
-4 Schedule Elock &1l 1 (- Streaming Mecia () Alert by Emsil
-{¥ Message Setting Duplicate [-{f Message Exchange (M)
-4 Keyword Filter - Internet File Sharing (P2P) Win Popup Message
4w Real Time Monitor - - File Transfer Conmurication blocked by .. | v
.. Report & Log o il
E-40) Status Wb Message
“_‘ Help

Web site agzinst the security . | »

Schedule Always -

A d Content

Apply | Cancel Help

Every template, including the global template created by the device wizard, can be created or
modified.

The protocols displayed on the policy are described as follows.

A. The IM/Remote Access Application that can be managed by the DFL-M510

Item Protocol Management Type Support Version
Message MSN MSN Keyword 7.0(Build 7.0.0813)
Exchange File Transfer
(IM) Chat

Login

Online Game

Audio Communication
Video Communication
ICQ Chat ICQ5
File Transfer

Login

Audio Communication
Video Communication
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AIM

Chat

File Transfer

Login

Audio Communication
Video Communication

5.9.3759

1Chat

Chat

File Transfer

Login

Audio Communication
Video Communication

2.1

Yahoo
Messenger

File Transfer

Login

Chat

Audio Communication
Video Communication

6.0.0.1921

QQ

Login
File Transfer

QQ2005

™

Login
File Transfer

TM?2005Betal

Skype

Login

1.3.0.51.

IRC

Login
File Transfer

MIRC 6.16

Odigo

Login

v4.0 Beta(Build 689)

Rediff BOL

Login

Chat

Audio Communication
File Transfer

7.0 Beta(Build 175)

Web
Control

Web
Application

Web Page Keyword
URL Keyword
Upload

Web Post
Download

Java Applet

Cookie

Mail

SMTP

Mail Attached File
Connect
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B. The P2P/Remote Access Application that can be allowed/blocked by the DFL-M510

Item Protocol Software Version
Internet File EzPeer EzPeer 1.9
Sharing Kuro Kuro 6.0
(P2P) eDonkey2000 eMule 0.46a
eDonkey 1.3
mldonkey 2.5.x
eMule Plus 1.1d
amule 2.0.3
Morpheus 5.0 beta
eMule Morphxt7.1
Gnutella Gnutella 2.2.0.0
Bearshare Lite 5.0.1
Morpheus 5.0 Beta
Shareaza 2.1.2.0 beta
Xnamp 2.5.3
FastRack Kazaa Lite Resurrection 0.0.7.6.E
Kazaa Lite Tool K++ 2.7.0 beta 1
Kazza 3.0
Grokster 2.6
mldonkey 2.5.x
BitTorrent BitTornado 0.3.12
BitComet 0.59
BitTorrent Experimental 3.2.1 beta 2
Shareaza 2.1.2.0 beta
BitTorrent 4.1.2 beta
mldonkey 2.5.x
DirectConnect PeerWeb DC++ 0.205
DC++ 0.674
DirectConnect 2.205
PiGO PiIGO V 3.0
PP365 PP365 V2004
WinMX WinMX 3.53
PC Anywhere PC Anywhere 11
VNC VNC Ver. 3.37
SoftEher SoftEher Ver. 2.0
Web Control | Porn -
Web Mail Yahoo Mail
Gmail
Hotmail
File Transfer | FTP Application File Transfer
Command Execution
Getright 5.2d
Mail POP3 --
IMAP4 -
NNTP --
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Streaming Realone 10.5

Media MS Media Player 10.0
H.323 -
1Tunes 4.8
Winamp 5.09
Player365 -

The DFL-M510 manages P2P downloads by using
g P2P Protocol. In this architecture, no matter what ver-

sion of client is used, the DFL-M510 can manage it.
TIP

The DFL-M510 only supports HTTP downloads via

g; Getright.

TIP

The Policy Setting screen has the following three tabs:
* “The Template Setting Tab” on page 63

* “The Assign Policy Tab” on page 66
*  “The Policy Viewer Tab” on page 68
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THE TEMPLATE SETTING TAB

To view the Template Setting tab, click Policy > Policy Setting > Template Setting.

L DFL-M510 Information Security Gateway <]

#» Logged in as Administrator
acdmin - 192 168.1 101

i, DFL-M510

({:3 System

-4 HostsiGroups

-4, Palicy

L -4 Template Wizard
;J Policy Setting

Template Setting  Assign Policy | Policy Viewer

rT List

rOptions

_— Bypass Al
Bypass All

Block
Elock P2P

--§ § User Defined Pattern

C Schedule

% Message Setting
-4 Keyweord Filter

s Real Time Monitor

[#-4., Report & Log

i) Status

H %2 Help

Elock IM+P2F
Elock Al

Add

Duplicate

il Al

(- wiel Cortrol

- Streaming Media

- - Meszage Exchange (M)
- Internet File Sharing (P2P)
|‘+j - File Transter

- Ml

Pass

Alert by Email

Win Popup Message

Communication blocked by s

Wieh Message

-

Weh site agsinst the security... | w

Schedule Alvays v

g d Content

Apply | Cancel Help

When you select a template from this list, its patterns are listed in the center pane. You can add,
delete, and duplicate templates.

2,

TIP

To quickly make a new template, find an existing tem-
plate that has a similar pattern and duplicate it. Then
modify the new template as desired.

Each time only one category, application, or pattern can be chosen and settings are shown in the
Options pane. When a category is chosen, the options or the constraints show that all patterns of
the category are the same. When an application is chosen, the options or the constraints show that
all patterns of the application are the same. When a pattern is chosen, it shows all the options and
all the constraints of it. The options or constraints which are not shown are grayed out.

Changes made in the fields under Options apply to all patterns.

THE OPTIONS PANE

When a pattern is detected, the DFL-M510 takes certain management actions, such as blocking
the connection, or notifying the administrator. There are five actions that can be taken:

Chapter 4: Policy -- 63



DFL-M510

-0ptions
Block

Paz=

| &lert by Email

o win Popup Message

-
o wish Message
-
Zchedule 2
Action Description
Block The pattern packet is dropped and its connection cut off.
Pass Just log the event.
Alert by Email An email with details of the attack to the administrator defined in email man-

agement parameter.

Win Popup Message Send a Windows popup message to the user.

Web Message Send a message to the user and cut the web connection and replace it with a
web page.

When you turn off Messenger Service or enable Per-
sonal Firewall, the Win Popup Message function
works correctly.

NOTE

DEFINING THE ACTIVE SCHEDULE
It is possible to define the active time range of a pattern. The default setting is Always (all the
time).

The Scope confines the detection ranges of a pattern rule to some hosts or some directions of traf-
fic. This is very helpful for users who need to fine tune the policy so as to match their environ-
ment. For example, if you want to block your staff using P2P software, you can limit the detection

64 -- Chapter 4: Policy




Information Security Gateway

range of the P2P policy to only intranet, and skip detection against DMZ. Thus, false-positives
can be reduced, while maintaining performance.

If the detection scope is defined as Directional, the scope is distinguished by source and destina-
tion.

If it is defined as Non-directional, the rule will manage. Therefore, an administrator does not have
to choose the detection scope from the combo box. Instead it is fine tuned before the policy data-
base is published. The only thing the administrator needs to do is to apply the templates or the pol-
icy to the hosts or the groups.

Schedule [ -

Alvways
Weekdays
Weekend

Keyword C
|- et un11 Working Hours \

Only schedules already defined show in the combo
box. If you want to use custom schedule, you need to
define it first. See “The Schedule Screen” on page 72.

NOTE

DEFINE KEYWORD CONTENT

Some patterns have constraint parameters. If such a pattern rule is selected, there is a constraint
parameter section as following.

Keyword: The user defined keyword to match the content of packets.

Keyword Content
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THE ASSIGN PoLicy TAB

To view the Assign Policy tab, click Policy > Policy Setting > Assign Policy.

i DFL-M510

-7 Policy Setting
i § User Defined Pattern
1§ Schedule
{9 Message Setting
B . Keyword Fitter
+-{jw Real Time Monitor
.. Report & Log
-4y Status
-3 Help

Available Templates

Palicy for the temnplate

Evpass Al
Block P2P
Block IM+P2F
EBlock Al

[#l-Wiek Cortrol

reaming Media
+-Message Exchange (M)
- Internet File Sharing (P2P)
[ﬂ File Tranzter

- Ml

How TO ASSIGN A PoLicy

Aply

Information Security Gateway (]2}
/> Logged inas Administrator
adimin - 192.168.1.101
[ DFL-M510 Template Setting | Assign Policy | policy Viewer
E!(:;p System
+-ig: Hosts/Groups HostiGroup
(5-403 Palicy Templat
L4 Template Wizard ol

-] 84 Detaut

Cancel Help

In the following example, the Security group is assigned a policy only allowing Web control such

as Web browsing.
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1. Inthe Template Setting tab, click Add to add a new template.

R\, DFL-M510

A Status
A Help

Apply

Cancel Help
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¢ Logged inas Administrator
adrmin - 192.168.1.101
s DFL-M510 Template Setting | Agsign Policy | Policy Viewer
i System
- Hns_ts!ﬁmups o e o
-4, Policy - Mame Security
] . Template Wizard Eypass Al o
-7 Poli i
_/ Policy Setting Black P2P e A
+--4_§ User Defined Pattern Elock IM+P2P - @ wieh Cortrol [ Pass
-4 Schedule Block Al ] Streaming Media o
~-{$ Message Setting Security Duplicate | Message Exchange (M)
b t.“ Keywum Fi!ter | Internet File Shating (P2P1 Win Popup Message
= Real Time Monitor | File Transfer Cormurication blocked by 5 |
., Report & Log | il
> Status ‘Wieh Message
-4 Help ‘wieh site against the security... =
Schedule M b
Y d Content
Apply Cancel Help
. . .
2. Click the Assign Policy tab.
W, DFL-M510 Information Security Gateway v
a Logged in 55 Administrator
adrmin - 1921681101
'\, DFL-M310 Template Setting | ASsign Policy | Policy Wiewer
£} System
& Hosts/Groups HostiGraup
-4, Policy T
& Template Wizard - Al
7,’ Policy Setting Available Templates Policy for the termplate el
{(} User Defined Pattern 3 o R o) o 84 ==
[+ el ulglifel
I\ Schedule ypess {1 €4 Detaut
9 Message Setting BlockPak
A Keyword Filter Elock IMsP2P
4w Real Time Monitor Bloceal
4. Report & Log security
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3. Select the template from the Available Templates pane and then select the policy you want
from the Policy for the template pane.
4. Under Host/Group, select Security and click Apply.

THE PoLicy VIEWER TAB

In the Policy Viewer tab, you can view all policies of groups. In the example below, we check the
policy of the Security group. To view the Assign Viewer tab, click Policy > Policy Setting >
Policy Viewer and then select Security in the Host/Group pane.

W DFL-M510 Information Security Gateway OO

s> Logged in s Administrator
admin - 192.168.1.101

[, DFL-M510
- System
+-- g1 Hosts/Groups

Template Setting | Assign Policy | Policy Viewer

HostiGroup

-4, Policy
- Template Wizard
b Policy Setting
+--{§ User Defined Pattern
+-§ Schedule
-9 Message Setting
-7 Keyword Filter
+--§« Real Time Monitor
-4, Report & Log
%> Status
-3 Help

=82
-8 cs(19272532385)
-8 192725317
(&84 Detaut

¥

Template Msme  Security

Al

A Wich Cortral

; Streating Media
Message Exchange (IM)
Internet File Sharing (P2P)
File Transfer

Mail

-Opti

Block

o Pass
Alert by Emnsil

Web Meszage

Win Popup Message

Schedule Alvays -

rkeyword Content

Help

User Defined Pattern

The pattern database is made by a team of professional signature researchers. They are familiar
with protocols, system vulnerability, and application patterns.

After a new application pattern is detected, the pattern is put into the pattern database and pub-
lished. Before publishing, there are still ways for a manager to define application patterns. If a
specific application is always connecting to several specific servers or by several specific ports.
The servers and the ports can be blocked by a user-defined pattern.

Policies can be defined in the following Policy/User Defined Policy screen:
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¥ DFLM510 Information Security Gateway Q0

& Logged in &5 Administrator
admin - 192 168 62.2

[\, DFL-M510
{3 System rUser-Defined Patter attern
-4 HostsIGroups

=4, Policy @ey Protocol
.E) ;eu?gas’t:“vi‘:;am I By Application Zerver
R
+{§ User Defined Pattern e
4 Schedule Marme
=49 Message Setting Delete
-4 Keyword Filter Category | Messs I I -

-4 Real Time Monitor

rPattern Port:
@rce Cupe
:: gz:::[;:lsltﬂ;l:us ISource Part
4.3 Help I Uﬂ I Dﬂ > |
Destination Port
= =

Save Help

After a pattern is defined, the pattern is displayed in the pattern list, contained in a template, and
assigned with options and constraints. Click Edit to edit a defined rule. Click Delete to delete a
defined rule.

DEFINING A PATTERN BY PROTOCOL

For example, a Streaming Media sees TCP 3001 ports to connect to Media servers. To block this
Streaming Media game do the following.
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1. In the User Defined Pattern screen, click Add.

¥, DFL-M510

Information Security Gateway

@0

[\, DFL-M510
¢ System
-4 Hosts/Groups
E1-4.3 Policy
-4 Template Wizard
- Policy Setting
+--{_§ User Defined Pattern
4 Schedule
{9 Message Setting
-4 Keyword Filter
Y= Real Time Monitor
-4, Report & Log
-4 Report
i Log
-4 Status
- Device Info
K Policy Status
-4 Help

rUser-Defined Patter

g Logged in s Administrator

admin - 192166 62.2

Edit

Crelete

rPattern

ey Protocol

By Application Server
MNarne Streaming 1
Category | Streaming Media >

rPattern Port:

@rce COuop

gSUurce Port

From I 3,001;’ To I

Destination Port

3001 :’

| =il o5

Save Help

2. Type in Streaming1 for the pattern name and click OK.
o0

K. DFL-M510

Pattern Mame

I
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3. Input a pattern named Streaming 1, with category Streaming Media and TCP port 3001.
. DFL-M510 Information Security Gateway

(2]

#» Loggedin s Administrator
admin - 192.168.1.101

(i, DFL-M510

£ System rUser-Defined Patter rPattern
E‘ E Eols_lsJ‘Gmups [=l-Streaming Media

7 Policy L

| i Template Wizard &

Add

7 Policy Setting Edit
Ui User Defined Pattern : Strearning 1
i--§ Schedule Delste
i £ Message Setting Streaming Media v
i L Keyword Fitter

= Real Time Monitor
[#-4_, Report & Log
(-4 Status

4.3 Help

rPattern Ports

4. Click Save.

DEFINING A PATTERN BY SERVER

In this scenario, a web chat application is always connecting to a network server with the IP

address 140.126.21.4. You can block this web chat application and then click the Save button to
add a new rule as follows.

1. In the User Defined Pattern screen, click Add.

. DFL-M510 Add Pattern Hame G‘G

Pattern Mame Wik Chat 1

Ok Cancel

2. Type in Web Chat 1 for the pattern name and click OK.
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3. Input a rule name Web Chat 1, with category Web Control and servers, 140.126.21.4.

. DFL-M510 Information Security Gatevway (<] ]
g Logged in &= Administrator
adrin - 192.168.1.101
[\, DFL-M510
#-J¢ System -User-Defined Patter: rPattern
[ Hn§1smruups - Streaming Madia By Protocol
=40 Policy
i~ Template Wizard b Add @By Application Server
+-§ Policy Setting Edit
+--i{_§ User Defined Pattern Nlatne: Wik Chat 1
- Schedule Deiete |
-9 Message Setting Category =
47 Keyword Filter
- Real Time Manitor peeruer I#
#-&_, Report & Log
-4 Status Server List
- Help
140.126.21 4
Server IP
-
<
Save Help

4. Click Save.

The DFL-M510 supports 1500 sets of user-defined
@ patterns by protocol and 1500 sets of user-defined

patterns by Application Server.
NOTE

The Schedule Screen

It is possible to define the active time range of a policy. The time range can be defined by the
schedule. Each schedule has a name, and a time range. The time range is specified in units of
hours.

Click Policy > Schedule to access the Schedule screen.
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L DFL-M510 Information Security Gateway (=]<)

> Logged inas  Administrator
admin - 192.1658.62.2

. DFL-M510
#-{ System
+-41 Hosts/Groups
-4, Policy
- Template Wizard

7 Policy Setting i List
-{(§ User Defined Pattern
4 Schedule Schedul List :
+-{2 Message Setting
-4 Keyword Filter
-4 Real Time Monitor
D "' 2 ip:‘n;:pﬂn‘rlt_og Wyorking Hours
| iefg Log
=400 Status
*--§ Device Info
=K Policy Status
-4 Help

Blbevays
Wyeekdays o
Wieekend '

Help

There are four predefined schedules. The Always schedule means the policy is always active. The
Working Hours schedule means the policy is active during working hours. The regular working
hours are Monday to Friday from 9:00 AM to 5:00 PM. The Weekdays schedule means the policy
is active during the whole workdays. The regular workdays are Monday to Friday. The Weekend
schedule means the policy is not active during the whole workdays. The regular Weekend days
are Saturday to Sunday.

To Add or Modify a schedule press the Add or Modify button to open the schedule editing dialog

box. Modify the schedule name and check the hour tab to include or exclude the hour represented
by the tab.
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AL DFL-M510

Schedule

Schedule Mame ||

! ‘Whale week | |

Weekday ! !

Wizekend | |

‘Working hours |

SLIR

T 8 9 j10 j11 §12

13 14

15

16 17 18 19 20 1 22 23

AR

TUE

WWED

THU

FRI

SAT

Refresh

QK

Cancel

Message Setting

In this section, you can edit popup or Web messages. Refer to the following to add a popup mes-

sage.

1. Click Policy > Message Setting.

¥ DFL-M510

Information Security Gateway

=

[, DFL-M510
£ System
& Hosts/Groups

-4, Policy

4. Template Wizard

./ Policy Setting

A} User Defined Pattern
AL Schedule

A" Keyword Filter
= Real Time Monitor
4.1 Report & Loy

74 -- Chapter 4: Policy

rPopup

g Logged in as  Administrator
admin - 1921681101

ge to User

Ho.
1

Message Description
Cornmunication blocked by security policy

Message Text
Uzer detined text messange

| | Eciit | | Delete | | Help
rWeb M to User
Ho. Message Description Message Text
1 WWeh site against the security policy Your Application Comtnunication has been blocked by a Policy
Add | [ Exit | [ Delete | | Help
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2. Under Popup Message to User, click Add.

Rar DFL-M510 Popup Message Property Edit S
Mezzage D . 2
Dezcription Hello

ou can't uze thiz application

Ik, Cancel Help
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3. Type a description and the content of the message and click OK.

i DFL-M510 Information Security Gateway 1]

8 Logged in s Administrator
admin - 192 168.1.101

[l DFL-M510

-4t System ~Popup to User
-4 HostsiGroups
E‘""«L‘ Policy Ho. Message Description Message Text

-4 Template Wizard I SCUHt F ‘ : |
ello ou cant use this application
2 |Hel ¥ 't uze this spplica |

+-i] Policy Setting
-4} User Defined Pattern
-4 Schedule
-4 9 Message Setting
47 Keyword Filter
i Real Time Monitor
¥4, Report & Loy
-4 Status
4@ Help PR oo : ; el

rWweb to User

Ho. Message Description Message Text

A E Help

When you turn off Messenger Service or enable Per-
sonal Firewall, the Win Popup Message function
works correctly.

NOTE

Keyword Filter
The DFL-M510 provides the following keyword functions:
* Web page keyword

* URL keyword
e MSN keywork

These keyword functions are used to describe applications of MSN and Web browsers.
Since all the keyword policies and other policies are too complex to display in a page, an inte-

grated GUI frame is designed to aggregate these rules to use more easily. The special keyword
policy GUI is illustrated as following.
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'-_ DFL-M510

Information Security Gateway [S1%)
| g Logyed inas MAdministrator
K ackin - 192 1651 11
i, DFL-M510
- System aword T
+-- g1 Hosts/Groups
[=-4,» Policy Ho.  Keyword Hame Keyword Content
s Template Wizard 1 |Wieb Page Keyword 1
4 b’ Policy Setting 2 |web Page Keyword 2
i “ User Defined Pattern 3 |web Page Keyword 3
-4 Schedule : 'jg:: :Eeywwj ;
% I Eyar
g ressa:f_:ﬂlng 6 |URL Keyword 3
47 Keyword Filter YT
7 yweord 1
- Real Time Monitor 5 MEH Kayword 2
., Report & Log 9 [MsMKeyword 3

> Status
-3 Help

A S ————————

| Ediit | | Help |

Ve i e

This function only supports chapter by ASCII encod-
ing.

NOTE
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CHAPTER 5:
REAL TIME MONITOR

The Real Time Monitor provides real-time tracking of network usage in the form of text and
graphs. System administrators can monitor significant application pattern events, quickly under-
stand network status, and take imperative action.

The Real Time Monitor Screen

After you log on, click Real Time Monitor to open the following screen:

I DL ki e st i Secuiny Galheeay 2]+ ]
_—
o Lopged mosy Admandetreton
ey 1L TERET D
([oFL-AE5 00
k'f @ Syatem EMiral Tira Tradic Fral Tme Appicaton -
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1K ser Doiined Patiem wanes — -— op 1 Top 3
P — e SN
S Hisyweord Filti et
b Tl Tirmes bbb ok
i opart & Log o e
=i Sl E-IK
- e Dcu Infi W AT
K1 Policy SEstus ETeTE
=k Heip 18k
T
] = = = =
AT . L E ] L Rk ] T xge B el o e
Tima
B ierren Pl Sharna (POP1 D00 b 6
e T LBE ey VAlsb Conbecl 06 PEE 10TR
H-AI.L d ™ dlrkrrn:lu- H-“x Fila Trorafer &5 HEx 130T%

B sessenes Exchnes (W) X2 HEs 82

AL @ meE Wiish Control
~ Ll L E s 10 b TETR

M Cxop AN W Seaing Meds

I el Aot
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For Real-time Monitor to work properly, port 8801 -
@ 8810 must be opened on the client PC to receive the
analysis data from the DFL-M510.

NOTE
D-Link recommends not managing the DFL-M510
0 through a WAN link, since the Real-time Monitor fea-
[/ ture would get data from the DFL-M510.
IMPORTANT
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The Real Time Monitor screen gives you access to the following:

* “Monitoring Real Time Traffic” on page 80
* “Monitoring Real Time Application” on page 81

MONITORING REAL TIME TRAFFIC

To monitor Real Time Traffic check the Real Time Traffic radio button.

[ Irformation Secumity Gateway 22
E‘x:a;nna
"‘,” ?m ¥t Tima Trattc Pl T Appicaton -
¥ HoptaGreugs ~Raal Timw blonsr Tog B Chart
1) Poscy '
W Template Wersd 2y Bore By b
£ Pollcy Settng
E:‘fMTMn P11 —— ‘\_v-__,.f" _"\\ ;,' - Top 1 - Tep 8
0¥ perssage Semng el W
" Hispsor e Filli 28K
i Tl T islonited B
i | Poport & Log RS s
L] E -
% Devica infa 047K
N Palicy Shstus TR
.1 Help A
R o e e e
Tire
B i Fis Sharna (PP 008 Hes 5
&ﬂn Lnkr sty Web Condecil 06 Fir 107N
= # m  EErETese  EE M T Eracge e L RS
marwn @FErer  FEves coiol = :TE:T;HI i
Mt AW F W Sheaing deda
e | ——
ALL The number of bytes of all packets received
ALL M510 The total amount of traffic the DFL-M510 can manage
Drop The number of bytes of packets that are identified as an application pattern and
discarded by the DFL-M510
IM The number of bytes of all applications of the IM category
P2P The number of bytes of all applications of the P2P category
Mail The number of bytes of all applications of the Mail category

File Transfer

The number of bytes of all applications of the File Transfer category

Web Control

The number of bytes of all applications of the Web Control category

Streaming Media

The number of bytes of all applications of the Streaming Media category
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Misc. The number of bytes of all traffic which does not belong to IM, P2P, Mail, File
Transfer, or Streaming Media

Health Alert/Sec The number of events that a packet was detected as a heath concern packet

Administrators can accumulate and analyze detected application patterns by information revealed
from their packets. These are explained in the Top N analysis section.
REFRESH TIME

The system provides the new traffic status every thirty seconds.

TRAFFIC LINES
One line in the traffic chart means one meter of current time. Each line can be hidden or shown by
clicking the check box before the specified label.

SCOPE
Click the drop-down arrow to select a group or subnet to monitor. It filters hosts and doesn’t affect
the current traffic status but instead zooms into the subset of the hosts that are specific by each
case.

MONITORING REAL TIME APPLICATION

To monitor Real Time Application check the Real Time Application radio button.

e DFL-MS10
v Ty Fnal Tima Tratfe (EWiesd Te Apphestien -
S Hosts Groaps T
=i Poboy
o izl iy 2 Berte By By
K Policy Sotting | mose W Magsl Agent [ r—
L Usir Defissd Pattion
N Scheduly
—EF Message Setting
W Fapween o Filter
L Harall Wieee el oo
-4, . Fzpart & Log
i Stalus
R Duwice o
SN Py Saalus
L g

v el b r T W Clmit

B 12 T

B rteceet Fie Srarina (FOF) 2083 Hms 6
Mciiace Ectitaros (W) NI HE3 05

Wi ool 113 His 480
Wapspnie Metweork Protacol B e A2 H 3
@kt (haciing B i Rt 46 MG 1 BTN
Em
J— »

The Real Time Application page shows management information classified by pre-defined types
and hosts.
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The left of this screen displays the current application information; the right of this screen dis-
plays the accumulated application information for Top N analyzing. The right part is the same as
the right part of real time traffic.

There are three tables: the common network protocol table; the EIM table; and the health check-
ing table. Select the radio button to display each table. The EIM table is the default.

CoMMON NETWORK PROTOCOL

The common network protocol table shows the current status of each host. This table is a layer 4
table and network applications are monitored at the network port number. The common network
protocol contains HTTP, HTTPS, SMTP, FTP, TELNET, POP3, IRC, NNTP, and IMAP. If a host
is connecting to the Internet via the above ports, the table shows a check mark to indicate the host
is currently connecting.

Ct St Fimai Tiv: TrwdFic (e Trvs Appicnton -

i Templatn Wicard Il e (ByBye
" Policy Seming | most WTIP  WTTPS  SMIP FTF | TELWIT | POPD
LF Ui Dsfirsned Pattinira |
i Schadaln
0% passsgn Selliteg
7 Wanyword Filler
A Pl Timvss Dol o
A Mgt & Log
= I‘-\.gm
i Dz i
Wi Poloy Stalus
A0 Help

B éeerent File Sharina (F3F) 1833 bis
bepsage Exchangs (M) 13 His 0K
Weh Conbrol 804 Hbs 4 4E%

B Myt et Frof ] B G b BOER
Fipalth Chaciing B Fie Trensier &3 RS 200N
Em
1 e ——] ®

HEALTH CHECKING

The Health Checking table is a layer seven table. Instead of classifying the application pattern,
several packets that come from attacking tools can damage the host. Some of the packets are
assembled and stored in the file system and are detectable by anti-virus software. Some packets
try to get system authorized control and run as an operating system’s administrator without stor-
ing to the file system. These packets are invisible to almost all anti-virus software, but detectable
by the DFL-M510. When those packets come from a host and are detected, the corresponding
field shows a check mark to indicate the host has health concern problems.

Health concern problems include network based worms, illegal agents, and tunnels. Network
based worms do not include common viruses, since they are easy to discover by standard virus

software.

Illegal agents include backdoors, trojans, spyware, and ad-ware.
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Tunnels are host-based software. They provide a secure channel for communication. The purpose
is to break through a firewall and escape content inspecting. For example, like soft ether, VNN,

and VNC.

. DFL-ss10
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The EIM table provides layer seven monitoring. A packet is classified by its application pattern
and summarized into six categories: IM, P2P, Web application, file transfer, E-mail, and media.

If a host is connecting to the Internet and identified as a category application, the table shows a
check mark to indicate the host is currently running the application with that specific category.
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Two LEVELS ToP N ANALYSIS

Administrators can review detected application patterns by information revealed from its packets.
All triggered incidents are categorized on the principle of sequence, health, time of occurrence,
name of pattern, source address, destination address, counts, and responsive actions (dropping
packets, disconnects, emailing the administrator in charge, or keeping logs of incidents,) and are
all displayed in charts for administrators to quickly understand the present status of the network.
These monitoring charts have two levels. First: choose one chart from the six charts; then pick one
item from the first level to display the second level chart.

Tor N CATEGORIES/TOP N APPLICATION

In these charts, the first level shows the top 7 categories. When a category is chosen, the second
level shows the top 10 applications in the chosen category. The following means that the top cate-
gory is the IM category. The following means that the top category is Message Exchange (IM).

rTop H Chart

< @6y Hit By Byte

Top 1-Top 4

rTop H Information

B Meszage Exchange (M) 335 Hiz 642
Web Control 79 Hits 1322%
Mail 77 Hiz 14.84%

B  Internet File Sharing (P2F) 26 Hitz 5.3

Reset
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The lower list shows details of each category. When the IM category is chosen, the second level
chart covers the first chart as follows:

~Top H Chart

ind

@y Hit [ By Byte

Top 1-Top 4

-Top H Information

B MK 364 His 87.29%
Yahoo Messenger 25 Hiz 6.71%
[CoyalW 17 Hits 4.03%

B co & Hiz 1.892%

Reset Eack

It would be understood that the MSN is the most frequent application within the IM category.

@ to the previous page.

NOTE

If you press Reset, all data is erased. Click Back to go

ToP N APPLICATIONS / TOP N USERS

In these charts, the first level shows the top 10 applications. When an application is chosen, the
second level shows the top 10 users in the chosen application.
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The following means that the top application is MSN.

Top M Applications ! Top M Users hd
~Top H Chart
K] @6y Ht By Byte
Top 1- Top 4

-Top H Information

Bl S T3 OHits 48.03%
Wieh &pplication 56 Hits 36.54%
POPS 14 Hits 9.72%

B  ahooMessenger 9 Hits 5.92%

Reset Back

TopP N GROuUPS/TOP N APPLICATIONS

In these charts, the first level shows the top 10 groups. When a group is chosen, the second level
shows the top 10 Applications. The following means that the top group is the default group.
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Top M Groups f Top M Applications b
~Top H Chart
L) @eyHt By Byte
Top 1- Top 1

rTop H Information

B O=foult 1156 Hits 100%

Top N USersS/ToP N APPLICATIONS

In these charts, the first level shows the top 10 users. When a user is chosen, the second level
shows the top 10 applications in the chosen user. The following means that the top user is Terry.
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Top M Users ¥ Top M Applications hd
rTop H Chart
K] @ey Ht By Byte
Top 1 - Top 10

-~Top H Information

TERRYLIN(192.168.168.70) 391 Hit:
SQUALL-DESKTOP(192 168167 1331
ANDY(192.166.168.57) 109 Hits 1
PETER-EQCASDATT(192.165.20.38) |
JERRY(192.168.5013) 42 Hts 4.4
FRAMKCHEN(192.166 60.67) 36 Hit

CHEM(192.163.165.66] 36 Hits 38 ¥
I e — | >

.

ToP N HEALTH CONCERNS/TOP N USERS

In these charts, the first level shows the top 3 health concerns. When a health concern is chosen,
the second level shows the top 10 users in the chosen health concern.

The following means that the top health concern is the illegal agent.
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Top M Health Concerns f Top M Lsers -

~Top H Chart

'IM a’ By Hit By Biyte

Top 1 - Top 1

rTop H Information

B CMPPRG 37 Hits 100%

ToP N USeER WITH HEALTH CONCERNS/ToP N HEALTH CONCERNS

In these charts, the first level shows the top 10 users with health concerns. When a user is chosen,
the second level shows the top 3 health concerns in the chosen user.

The following means that the top user with health concern is CJHO.
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|T|:|p M Uzers with Health Concern f Top M Health Co.. | - |

~Top H Chart
K] EvHt BBy Byts

Top 1 - Top 2

~Top H Information

B  CHO(192165.166) 19 His 51.35%
KMIGHT-NE(192165.50.75) 18 Hits &
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CHAPTER 6:
REPORT & LOG

The Report & Log screen allows administrators to view detailed reports and logs of the device
status.

The Report & Log Screen
After you log on, click Report & Log to open the following screen:
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The Report & Log screen gives you access to the following tabs:

* “The Report Tab” on page 92
* “The Log Tab” on page 94
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THE REPORT TAB

To view the Report tab, click Report & Log /Report.

|__|;.|lul|-:|

Inforention Siscusity Galmay

fo. M0
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i Setup Wirard
i Dl & Tt
e Metwoik

E:_]l Report & Log

4 Lopgedias Administrator
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g oSG s
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i3 beig

‘; Report
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MU Lrpee TOP N Warwer

‘_1 Log

Wi and search Syrine loge

In the Report Title field, type a title for the report and click Generate.

INTERACTIVE REPORT

After you click Generate, the report window opens.
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i DFL-mza0 Report a9
Prirt Save As g hs
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The above screen is described in the Real Time Monitor chapter. See “Monitoring Real Time
Traffic” on page 80.

Click Print to print the report. Click Save As to save the report to the local computer. Click Close
to close the report window.

VIEWING A SAVED REPORT

Reports are saved in HTML format and can be viewed in a Web browser.

1. Click Save As.

i, pFL-0 Smm As a
Lotk e | I3 Dink - |E G S s
Fibe Harrs: Ted
Figzof Typs | ‘Save A% him, himi) -

Save A3 o)
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2. Type a name for the report and click Save As.
3. Open the file you saved in your Web browser.

e =
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Scroll down to view the details of the report.

THE LoG TAB
To view the Log tab, click Report & Log/Log.
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The log involves three lists of records. The system log records the device status changes and firm-
ware operational conditions. It will statically list out incidents on the log windows when there are
any. It is the administrator’s decision to activate the log display by clicking Refresh. On the log
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display list, the default setting of the system is to display all information regarding incidents,
including the occurring, source, and message. Administrators can inspect data and filter out
unnecessary events.

SEARCHING FOR LOGS BY A SPECIFIC TIME

To search a log for a specific time, specify the time under Specific Time and click Search.

SETTING THE LOG DISPLAY
The Display in one page field, lets you define how many log records display in one page. The
default value is 10.

NAVIGATING LOGS

Use the navigation arrows </> to jump to the first or last page. Use Prev/Next, to go to the previ-
ous or next page. Go to a specific page by selecting it from the Page drop-down arrow.
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CHAPTER 7:
STATUS

The Status screen provides information on the current network and system settings. You can also
find details of what applications can be monitored and incorporated into your policies.

The Status Screen

After you log on, click Status to open the following screen:

5 OFL-M510 Information Security Gateway (z]=]
= Logged inas Administrator
admin - 192,168 62.7
i m510
-4 System rHetwork Informati y Infor
- Setup Wizard
> Date & Time P Acioress 192168 62.110 Maodel Matne DFL-M510
-4 Network
:‘: Maintenance Subnet Mask 255.255.255.0 Device Mame: mMs10
-~ HostsiGroups Default Gatewsy 192168621 Kernel YYersiont 0og
-4 Policy Last time Upetated N
-2 Template Wizard DNS Server 165.95.192.1
- Policy Setting Pattern Version! 288
i User Defined Pattern Coeration Mode RNk Ane Last time Lptlated! 20051507 13,01:05
& Schedule Stealth Made None
€2 Message Setting Pattern number 3r2
- .Q.'3 Keyword Filter Lan Link Moce Auto
s Real Time Monitor Boct Timedp Time 2005/05/07 13:00:53 1
-4, Report & Log War Link Moce At 0 Dayis) 11:30:3
i sanis . DMZ Bypass 182168 1 0724 Device Time 2005/05/08 00 31:24
i Device Info
- Policy Status CPU Lilization = 18%
43 Help
RAM Usage —_— TE%
Host Bypass
Flash Usage [~} 9%
Current Users B
Current Sessions 8
Refresh

Status [ Device Info § Setup Hosts

The Status screen gives you access to the following tabs:

*  “The Device Info. Tab” on page 98
* “The Policy Status Tab” on page 100
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THE DEVICE INFO. TAB

The Device Info. tab information is updated every minute. You can also click the Refresh button
to update the information. To view the Device Info. tab, click Status/Device Info.

¥, OFL-Ms10 Information Security Gateway @0

> Logged inas Administrator
admin - 192 168 62 7

. M510
=~ System rHetwork Informati -System Informati
4 Setup Wizard
-4 Date & Time IP Address 192188 62110 Madel Mame DFL-M510
Network 3
;"‘: Maintenance Subnet Mask 255.255.255.0 Device kame 510
& HostsiGroups Defautt Gatewway 192,168 621 Kernel Wersion! ong
=40 Policy Last time Upeated s
- Template Wizard DS Server 168.95.192.1
-] Policy Setting Pattern YWersion/ 285
- User Defined Pattern Lxeretion ModeRn ik Livst time updated 20050507 13.01.05
-4 Schedule Steatth Mode Mane
- @ Message Setting Pattern number 372
& Keyword Filter LanLink Mode  Auto
Real Time Monitor Boot Tinep Tne  2005/05007 1300:53 /
o r Report & Log Wyan Link Moce Auto 0Day(s) 11:30:31
=-4,» Status ) DMZ Bypass 192.168.1.0/24 Device Time 2005/05/05 00:31:24
i g Device Info
- §i7 Policy Status CPU Ltilization = 18%
-4 Help
RAM Usage _ TE%
Host Bypass
Flash Usage = 9%
Current Users L}
Current Sessions 8

Refresh

Status [ Device Info f Setup Hosts

NETWORK INFORMATION

IP Address Shows the IP Address (the default is 192.168.1.1)

Subnet Mask Shows the subnet mask (the default is 255.255.255.0)
Default Gateway Shows the default gateway (the default is 192.168.1.254
DNS Server Shows the DNS server address

Operation Mode Shows the defense status of the device

Stealth Mode Shows if stealth mode is enabled

Lan Link Mode Shows the LAN link mode

Wan Link Mode Shows the WAN link mode

DMZ Bypass Shows the DMZ bypass; packets are not monitored in DMZ
Host Bypass Shows the host bypass
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SYSTEM INFORMATION

Model Name

Shows the model name

Device Name

Shows the device name

Kernal Version

Shows the kernal version

Last time updated

Shows last time the firmware was updated

Pattern Version

Shows the pattern version

Last time updated

Shows the last time the pattern was updated

Pattern number

Shows the pattern number

Boot Time/Up Time

Shows the last time the device was booted up

Device Time

Shows the system device time

CPU Utilization

Shows CPU utilization, monitor CPU usage to prevent overload

RAM Usage

Shows RAM usage, monitor memory usage to prevent overload

Flash Usage

Shows flash usage, monitor flash usage to prevent overload

Current Users

Shows the total number of hosts, monitor the host table to pre-
vent it from running out

Current Sessions

Shows the total number of sessions, monitor the sessions table
to prevent connection sessions from running out

L

NOTE

CPU utilization, RAM and Flash Usage display the
percentage being used, expressed as an integer per-
centage and calculated as a simple by time interval.
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THE PoLicy STATUS TAB

To view the Policy Status tab, click Status/Policy Status.

£ DFL-M510 Information Security Gateway

@

#» Logged inas  Administrator
admin - 192.168.62.7

h. Ma10

- System

+--4g1 Hosts/Groups:
-0 Policy

-~ s Real Time Monitor
4., Report & Loy

- Status

-l Device Info

[ : Palicy Status Application
~-i.» Help

Supported Yersion

- feh SN

“¥ahoo Yeh mail

Wik mail

Wed Radio: Windows Media Player 10.0
HTTP

HTTP=

User Request

Help

Status  Policy Status

APPLICATION STATUS

Click Application to select the application category which you want to know. It will display the

current version in the right field. The following are the currently supported applications and ver-
sion of the DFL-M510.

Application Support Version

Web Control Web MSN

Yahoo Web mail

Web Radio: Windows Media Player 10.0

HTTP

HTTPs
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Internet File Sharing (P2P) | Bittorrent 4.0.1

ezPeer 1.9

Overnet: eDonkey 2000-1.1.2

MLdonkey2.5

Shareaza V2.1.0.0

Morpheus 4.6.1

Bearshare 4.6.3.1

Kuro 6.0

KaZaa 3.0

Gnutrlla

Grokster v2.6

DirectConnect 2.2.0

Beedo 2.0

PP365 2004

Streaming Media RealPlayer 10.5

Stream ASF Download: Windows Media Player 10.0

Stream WMV Download: Windows Media Player 10.0

H.323

RTSP

iTunes 4.7

WinAmp 2.80

Player365

File Transfer General FTP Application

GetRight 5.01
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Message Exchange (IM)

MSN 7.X

AIM 5.5

QQ 2004

ICQ4, ICQ 2003b

Yahoo Messenger 6.0

Odigo v4.0 Beta (Build 689)

TM2.5 Build0728

MIRC 6.16

Rediff BOL 7.0 Beta

Mail

SMTP

POP3

IMAP4

u

NOTE

The DFL-M510 manages P2P downloads by using the
P2P Protocol. In this architecture, no what version of
the client you use, the DFL-M510 can manage it.

REQUEST NEW APPLICATION SUPPORT

If there is a new application that the DFL-M510 can not support, you can use this function to

request support.
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1. Click User Request. The following screen appears.

Yy DFL-M510 Application On Demand e

Category Wieh Caontral -
Application Mame
“ersion

Application Link

Application Description

Reporter

Ernil

Send Cancel Help

2. Complete all information of the new application, and click Send. You will be contacted by the
D-Link support team.
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APPENDIX A:
THE COMMAND LINE INTERFACE

This section covers the following topics:

» “Terminal/SSH (Secure Shell) Connection ” on page 105
*  “CLI Command List” on page 106

* “Help Command” on page 106

* “Get Command” on page 107

+ “Set Command” on page 108

+ “Exit Command” on page 115

*  “Reboot Command” on page 116

+ “Reset Command” on page 116

*  “Ping Command” on page 116

Terminal/SSH (Secure Shell) Connection

The DFL-M510 Console Service provides administrators a text-mode interface to configure the
DFL-M510 and its arguments via an RS-232 serial cable. The DFL-M510 devices provides termi-
nal emulation and SSH connection service. Administrators can attach an RS-232 cable to the RS-
232 console port on the DFL-M510, and log in with the super terminal program provided by Win-
dows 95/98/2000/NT/XP; or use the remote login command line interface by using terminal con-
nection software with SSHv2 encryption function.

These two methods of accessing the command line interface have three major differences between
them:

1. SSH service provides administrators an ISG remote control mechanism and higher security
compared to a traditional Telnet connection.

2. Since remote access is considered more risky than accessing from a terminal connection, some
functions are limited to the terminal connection service only. For example, the device booting
message does not show on the remote access. (Details of the limited functions are provided in the
next section.)

3. For the sake of security, the SSH service provided by ISG devices can be shut down. From
security stand point, the best way to protect against brute force approach is to prolong the interval
between login attempts. Therefore, the SSH login attempt is limited to 3 times, and each interval
60 seconds. If a user has failed logins that exceeds this or is stuck in the login process for more
than 60 seconds, the SSH connection will be terminated, and login resources are released.

In addition, the DFL-MS510 only allows one SSH connection at a time for the consideration of the
conformity of system configuration and the security of the remote connection.
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Getting Started

Once you have accessed the Command Line Interface (CLI) with a terminal connection, press any
key and the following prompt will appear. Enter the user name and password: the default user
name is admin, the default password is admin.

Welcome to D-Link DFL-M510 Console Environment

Copyright (C) 2005 D-Link Corp. <www.dlink.com>

DFL-M510 login:

CLI Command List

You can use the console or SSH to connect the DFL-M510. After login, you can use the CLI com-
mands to configure the DFL-M510. The complete CLI commands are described as follows.

Commands Description

help Getting information of all command’s usage and argument configuration

get Display all kinds of configuration information of the DFL-M510the DFL-
M510

set Set the system paramter

history Display all commands which you have used

exit Exit command shell

reboot Reboot system

reset Reset system configuration to default settings, type “y” to load default
setting.

ping Send ICMP echo request messages

Help Command

Help is used for getting information of other command’s usage and argument configuration.

Main Sub command Example Command description

command

help get help get Display all information of “get” command.
set help set Display all information of “set” command.
history help history Display all information of “help” command
exit help exit Display all information of “exit” command
reboot help reboot Display all information of “reboot” command
reset help reset Display all information of “reset” command
ping help ping Display all information of “ping” command

EXAMPLE
(A) help get
>> help get

get - Get system parameters. Available commands
- System configurations, including IP, password and etc.

system

time - Device clock setting
state - Device operation state
interface

- Device interface configuration
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(B) help set
>> help set
set - Set system parameters. Available commands
system - System configurations, including IP, password and etc.
time - Device clock setting
state - Device operation state
remote - Setup remote access configuration.

Interface - Change interface link mode

(C) help history
>> help history
history - Show all command history

(D) help exit
>> help exit
exit - Log out

(E) help reboot
>> help reboot
reboot - Reboot system

(F) help reset
>> help reset
reset - Reset system configurations to manufacturing defaults

(G) help set
>> help ping
ping - Ping utility

Get Command

This command will display all kinds of configuration information of the DFL-M510.

Main Sub Example Command description

command | command

get system get system Display system configurations, including IP, password

and etc.
time get time Display device clock setting
state get state Display device operation state
interface get interface Display device interface configuration
EXAMPLE

(A) get system
>> get system
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Device name: Mo10
MAC Address: 00:00:00:00:00:00
DFL-M910 IP Address:192.168. 80.244, netmask:255.255. 0. 8,
gateway:192.168.168.253
TCP cold start duration time: 300 seconds
VLAN function: off. VMLAN ID: 1.
Detection parameters:
Maximum ping packet size: 1024.
TCP state check bypass: off.
WAN port: policy check <off> Stealth < on> max ping 10008.
LAN port: policy check <off> Stealth < on> max ping 10000.
Remote access:
HTTP:
Access: all
1 - Client IP: all Netmask: 205.250. 0. 0
2 - Client IP: 0. 0. B. B MHNetmask: 255.255.255. @
gSﬁ Client IP: 0. 0. B. B MNetmask: 255.255.255. @
Access: all
1 - Client IP: all Netmask: 255.250.255. @
2 - Client IP: 0. 0. B. B HNetmask: 255.255.255. @
3 - Client IP: 0. 0. B. B HNetmask: 255.255.255. @
>
(B) get time
>> get time
Currenttime  : (GMT + 0) Mon Apr 18 08:34:37 2005
DST time : (GMT + 0) Mon Apr 18 08:34:37 2005

System duration: 0 days 0:43:10

(C) get state
>> get state
Operation mode: In-Line

(D) get interface
>> get interface
Interface:
WAN: auto.
LAN: auto.

Set Command

Use this command to set the system’s parameter.

Main Sub command | Command description
command
set system Set system configurations, including IP, password and etc.
time Set device clock
state Set device operation mode
remote Set remote control mode
interface Set interface link mode
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“SET SYSTEM” COMMAND

Prefix 2nd Example Command description
command
set system | ip set system ip 192.168.80.244 Set device’s IP
mask set system mask 255.255.0.0 Set device’s mask
gateway set system gateway Set device’s default gateway
192.168.80.244
passwd set system passwd Set administrator’s new password
detect set system detect Set the relating arguments for ISG’s
outgoing and incoming packets
detection.
vlan set system vlan Set the VLAN environment related
parameters
name set system name Set device’s name
Prefix ond 3rd Postfix Example Command description
command | command | command | command
setsystem | tcptimeout | 20 - set system detect Set TCP connection
detect 2592000 tcptimeout 6000 timeout
policy wan on/ set system detect Turn on wan port’s policy
policy wan on check
off set system detect Turn off wan port’s policy
policy wan off check
lan on set system detect Turn on lan port’s policy
policy lan on check
off set system detect Turn off lan port’s policy
policy lan off check
pingmax wan 10 - 300000 | set system detect Set max ICMP count of
ping wan 5000 wan port
lan 10 - 300000 | set system detect Set max ICMP count of
ping lan 5000 lan port
stateful on set system detect Turn on TCP state
stateful on bypass
off set system detect Turn off TCP state
stateful off bypass
pinglen 64 - 1500 set system detect Set max acceptable
pinglen 1024 ICMP size 64 - 1500
tcpcoldstart | 0 - 300 set system detect Set TCP cold start timer
tcpcoldstart 250
Prefix ond 3rd Example Command description
command | command
set on set system vlan on Turn on VLAN function
system off set system vlan off Turn off VLAN function
vlan vid 1-4094 set system vlan 1 Set VLAN ID
EXAMPLE

(A) set system ip
>> set system ip 192.168.1..245
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Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(B) set system mask
>> set system mask 255.255.255.0
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(C) set system gateway
>> set system gateway 255.255.255.0
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(D) set system passwd
>> set system passwd
Original password; *****
New password: *****
Retype password: *****

(E) set system detect tcptimeout
>> set system detect tcptimeout 100000
Change TCP session time out limit OK.

(F) set system detect policy wan on
>> set system detect policy wan on
Apply policy check for wan interface OK.

(G) set system detect policy wan off
>> set system detect policy wan off
Remove policy check for wan interface OK.

(H) set system detect policy lan on
>> set system detect policy lan on
Apply policy check for lan interface OK.

(I) set system detect pingmax wan 100000
>> set system detect pingmax wan 100000
Change wan port maximum ping packet limit OK.

(J) set system detect pingmax lan 100000
>> set system detect pingmax wan 100000
Change lan port maximum ping packet limit OK

(K) set system detect stateful on
>> set system detect stateful on

Turn on TCP state check bypass

(L) set system detect stateful off
>> set system detect stateful off
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Turn off TCP state check bypass

(M) set system detect pinglen 1024
>> set system detect pinglen 1024
Change maximum length of ping packet OK.
(N) set system detect tcpcoldstart 250
>> set system detect tcpcoldstart 250
Change TCP cold start duration time OK.

(O) set system vlan on
>>set system vlan on
Turn on VLAN function.

(P) set system vlan off
>>set system vlan off
Turn off VLAN function.

(Q) set system vlan vid 1
>>set system vlan vid 1
Set VLAN ID OK

(R) set system name
>>set system name
Press new device name: M510

“SET TIME” COMMAND

Main command Sub command | Example Command description
set time set time Set device clock
EXAMPLE
(A) set time
>> set time
Current time : (GMT + 0) Mon Apr 18 10:57:15 2005

Specify year [2000-2099] :
Specify month [1-12] :
Specify date [1-31] :
Specify hour [0-23] :
Specify minute [0-59] :
Specify second [0-59] :
Specify timezone [-12to +12] :
Change time successfully !

Current time : (GMT + 0) Mon Apr 18 10:57:43 2005

DST time : (GMT + 0) Mon Apr 18 10:57:43 2005
System duration: 0 days 1:9:1
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“SET STATE” COMMAND

Prefix 2nd command Example

Command description

set state inline Set state inline

Set ISG to execute normally based on its
configured policy

Monitor Set state monitor

ISG only inspects and keep logs does not drop
packets or disconnects on its own accord

Bypass Set state bypass

ISG will transmit all received packets to work on
another port unconditionally, which can be
regarded as bridge mode.

Span Set state span

ISG accept packets mirrored from hub or switch
mirror port and is able to reset network
connection; two connection ports of ISG work
separately at this time.

EXAMPLE

(A) set state inline
>> set state inline
Set system state to In-Line mode.

(B) set state monitor
>> set state monitor
Set system state to MONITOR mode.

(C) set state bypass

>> set state bypass
Set system state to BYPASS mode.

(D) set state span

>> set state span
Set system state to SPAN mode.
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“SET REMOTE” COMMAND

Prefix ond 3rd Postfix Command description
command | command | command | command
set remote | access wan Enable remote access using browser from
http wan port
lan Enable remote access using browser from
lan port
all Enable remote access using browser from
wan and lan port
disable Disable remote access using browser
ip 1 XXX.XXX.XXX.XXX | Assign specify IP can use browser to remote
g access device
mask 1 XXX.XXX.XXX.XXX | Assign specify subnet mask can use
g browser to remote access device
Prefix ond 3rd Postfix Command description
command | command | command | command
setremote | access wan Enable remote access using SSH from wan
ssh port
lan Enable remote access using SSH from lan
port
all Enable remote access using SSH from wan
and lan port
disable Disable remote access using SSH
ip 1 XXX.XXX.XXX.XXX | Assign specify IP can use SSH to remote
% access device
mask 1 XXX.XXX.XXX.XXX | Assign specify subnet mask can use SSH to
2 remote access device
3
EXAMPLE

(A) set remote http access wan
>> set remote http access wan
Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)

(B) set remote http access lan
>> set remote http access lan
Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)

(C) set remote http access all
>> set remote http access all
Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)

(D) set remote http access disable
>> set remote http access disable
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Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(E) set remote http ip 1 192.168.1.230

>> set remote http ip 1 192.168.1.230
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(F) set remote http mask 1 255.255.255.0
>> set remote http mask 1 255.255.255.0
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(G) set remote ssh access wan
>> set remote ssh access wan
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)
(H) set remote ssh access lan
>> set remote ssh access lan
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(I) set remote ssh access all
>> set remote ssh access all
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(J) set remote ssh access disable
>> set remote ssh access disable
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(K) set remote ssh ip 1 192.168.1.230
>> set remote ssh ip 1 192.168.1.230
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(L) set remote ssh mask 1 255.255.255.0
>> set remote ssh mask 1 255.255.255.0
Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)
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“SET INTERFACE” COMMAND

Main Sub command | Command description

command

set interface Set interface link mode
EXAMPLE

(A) set interface

>> set interface
Interface.
WAN: auto
LAN: auto

Setup WAN port configuration :

Specify auto mode or speed [auto /10 /100] :
Specify stealth mode [on / off] :

Setup LAN port configuration :

Specify auto mode or speed [auto/ 10/ 100]:
Specify stealth mode [on / off] :

Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

History Command

This command will display all commands which you have used.

Main Sub command | Example Command description
command
history none history Display all commands which you have used

EXAMPLE
(A) history
>> history

1: get system
2 : history

Exit Command

Use this command to exit command shell.

Main Sub command | Example Command description
command
exit none exit Exit command shell

EXAMPLE
(A) exit
>> exit
Logout

Welcome to D-Link DFL-M510 Console Environment

Copyright (C) 2005 D-Link Corp. <www.dlink.com>
DFL-M510 login:
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Reboot Command

Use this command to reboot system.

Main Sub command | Example Command description
command
reboot none reboot Reboot system, type "y" 1o reboot the sysiem.
EXAMPLE
(A) exit
>> reboot

Are you sure to reboot system? (y/n)

Reset Command

Use this command to reset system configuration to default settings.

Main Sub command | Example Command description
command
reset none reset Reset system configuration to default settings, type "y"
totype "y" to load default setting.
EXAMPLE
(A) reset
>> reset

This will set the system configuration to the default values, and then reboot the system.
Continue? (y/n)

Ping Command

Use this command to reset system configuration to default settings.

Main Sub command | Example Command description
command
Ping XXX XXX XXX XXX | PIng 168.95.192.1 Send ICMP echo request messages
EXAMPLE
(A) ping

>> ping 192.168.80.243
PING 192.168.80.243 (168.95.192.1) : 56 data bytes

--- 168.95.192.1 ping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss
Round-trip min/avg/max = 2.2/2.2/2.2 ms
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GLOSSARY

Bandwidth

The transmission capacity of a given device or network

Bit

A Binary Digit (either a one or a zero); a single digit number in base-2. A bit is the smallest unit of
computerized data.

Bridge

A device that connects two different kinds of local networks, such as a wireless network to a wired
Ethernet.

Browser

A browser is an application program that provide a way to look at and interact with all the information on
the World Wide Web

CLI (Command Line Interface)

In this interface, you can use line commands to configure the device or perform advanced device
diagnostics and troubleshooting.

Console

This is a device (usually a computer) that you use to manage a networking device via a serial port (RS232)
connection.

Crossover Cable

A cable that wires a pin to its opposite pin, for example, RX+ is wired to TX+. This cable connects two
similar devices, for example, two data terminal equipment (DTE) or data communications equipment
(DCE) devices.

DNS (Domain Name System)

Domain Name System links names to IP addresses. When you access Web sites on the Internet you can
type the IP address of the site or the DNS name.

Domain Name

The unique name that identifies an Internet site. Domain Names always have two or more parts that are
separated by dots. The part on the left is the most specific and the part on the right is the most general.
Ethernet

A very common method of networking computers in a LAN. There are a number of adaptations to the IEEE
802.3 Ethernet standard, including adaptations with data rates of 10 Mbits/sec and 100 Mbits/sec over
coaxial cable, twisted-pair cable and fiber-optic cable. The latest version of Ethernet, Gigabit Ethernet, has
a data rate of 1 Gbit/sec.

Events

These are network activities. Some activities are direct attacks on your system, while others might be
depending on the circumstances. Therefore, any activity, regardless of severity is called an event. An
event may or may not be a direct attack on your system.

FCC (Federal Communications Commission)

The FCC (Federal Communications Commission) is in charge of allocating the electromagnetic spectrum
and thus the bandwidth of various communication systems.

Firewall

A hardware or software "wall" that restricts access in and out of a network. Firewalls are most

often used to separate an internal LAN or WAN from the Internet.

Flash memory
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A nonvolatile storage device that can be electrically erased and reprogrammed so that data can be stored,
booted and rewritten as necessary.

FTP (File Transfer Protocol)

File Transfer Protocol is an Internet file transfer service that operates on the Internet and over TCP/IP
networks. A system running the FTP server accepts commands from a system running an FTP client. The
service allows users to send commands to the server for uploading and downloading files.

Gateway

A gateway is a computer system or other device that acts as a translator between two systems that do not
use the same communication protocols, data formatting structures, languages and/or architecture.

HTTP (Hyper Text Transfer Protocol)

The most common protocol used on the Internet. HTTP is the primary protocol used for web sites and web
browsers. It is also prone to certain kinds of attacks.

HTTPS (HyperText Transfer Protocol over Secure Socket Layer)

HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is a web protocol that encrypts
and decrypts web pages. Secure Socket Layer (SSL) is an application-level protocol that enables secure
transactions of data by ensuring confidentiality (an unauthorized party cannot read the transferred data),
authentication (one party can identify the other party) and data integrity (you know if data has been
changed).

ICMP (Internet Control Message Protocol)

A message control and error-reporting protocol between a host server and a gateway to the Internet ICMP
uses Internet Protocol (IP) datagram, but the messages are processed by the TCP/IP software and are not
directly apparent to the application user.

IM (Instant Messaging)

IM (Instant Messaging) refers to chat applications. Chat is real-time, text-based communication between
two or more users via networked-connected devices.

IP (Internet Protocol)

(Currently IP version 4 or IPv4) The underlying protocol for routing packets on the Internet and other TCP/
IP-based networks.

IRC (Internet Relay Chat)

It is a way for multiple users on a system to “chat” over the network.

ISP (Internet Service Providers)

Provide connections into the Internet for home users and businesses. There are local, regional, national,
and global ISPs. You can think of local ISPs as the gatekeepers into the Internet.

LAN (Local Area Network)

A shared communication system to which many computers are attached. A LAN, as its name implies, is
limited to a local area. LANs have different topologies, the most common being the linear bus and the star
configuration.

Logs

Logs are device information that a device is scheduled to send out.

NAT (Network Address Translation)

The translation of an Internet Protocol address used within one network to a different IP address known
within another network.

Network

Any time you connect two or more computers together, allowing them to share resources, you have a
computer network. Connect two or more networks together and you have an internet.

NIC (Network Interface Card)

A board that provides network communication capabilities to and from a computer system. Also called an
adapter.

P2P (Peer-To-Peer)
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Peer-to-peer (P2P) is where computing devices link directly to each other and can directly initiate
communication with each other; they do not need an intermediary. A device can be both the client and the
server.

Packet Filter

A filter that scans packets and decides whether to let them through or not.

Port

An Internet port refers to a number that is part of a URL, appearing after a colon (:), directly following the
domain name. Every service on an Internet server listens on a particular port number on that server. Most
services have standard port numbers, for example, Web servers normally listen on port 80.

Protocol

A “language” for communicating on a network. Protocols are sets of standards or rules used to define,
format and transmit data across a network. There are many different protocols used on networks. For
example, most web pages are transmitted using the HTTP protocol.

Router

A device that connects two networks together. Routers monitor, direct and filter information that passes
between these networks.

RS-232

RS-232 is an EIA standard which is the most common way of linking data devices together.

Server

A computer, or a software package, that provides a specific kind of service to client software running on
other computers.

SSL (Secured Socket Layer)

Technology that allows you to send information that only the server can read. SSL allows servers and
browsers to encrypt data as they communicate with each other. This makes it very difficult for third parties
to understand the communications.

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your device will compute the
subnet mask automatically based on the IP Address that you entered. You do not need to change the
computer subnet mask unless you are instructed to do so.

Switch

A layer-2 network device that selects a path or circuit to send a data packet through.

TCP (Transmission Control Protocol)

TCP is a connection-oriented transport service that ensures the reliability of message delivery. It verifies
that messages and data were received.

Telnet

Telnet is the login and terminal emulation protocol common on the Internet and in UNIX environments. It
operates over TCP/IP networks. Its primary function is to allow users to log into remote host systems.
Terminal

A device that allows you to send commands to a computer somewhere else. At a minimum, this usually
means a keyboard, display screen and some simple circuitry.

TFTP (Trivial File Transfer Protocol)

TFTP is an Internet file transfer protocol similar to FTP (File Transfer Protocol), but it is scaled back in
functionality so that it requires fewer resources to run. TFTP uses the UDP (User Datagram Protocol)
rather than TCP (Transmission Control Protocol).

Transparent Firewall

A transparent firewall, also known as a bridge firewall, is a device that can act as a bridge and also filter/
inspect packets. You do not have to change other network settings when you add a transparent firewall to
the network.

URL (Uniform Resource Locator)
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URL is an object on the Internet or an intranet that resides on a host system. Objects include directories
and an assortment of file types, including text files, graphics, video and audio. A URL is the address of an
object that is normally typed in the Address field of a Web browser. A URL is basically a pointer to the
location of an object.

WAN (Wide Area Networks)

WANSs link geographically dispersed offices in other cities or around the globe including switched and

permanent telephone circuits, terrestrial radio systems and satellite systems.
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APPENDIX C:

FEATURES AND SPECIFICATIONS

Hardware Specification

CPU D-Link SOC DL-5100

System memory 128M SDRAM on board, 16M Flash on board

Ethernet 2 x 10/100 M auto-sensing auto-crossing with frog light
Other port RS232(9 pin)

LCD Module Blue background with white light LCD Panel

Power AC LINE 100-240V AC 50-60Hz 0.8A MAX

Dimension (L*D*H, mm) 440mm * 250mm * 44mm

Features Specification

Application Detection / Prevention / Management

Application Class Application Type Application Name/ Control Points
1.Message *Instant Messengers 1. MSN 1. Login
Exchange (IM) 2. Yahoo 2. Send/Receive
Messenger Message
3. ICQ/AIM 3. Send File
4. QQ 4. File Type/Name/Size
5. IChat (MAC) 5. Receive File
7. Odigo 6. VolP Establishment
8. Trillian.... 7. Video Establishment
8. White Board
Establishment
2.Internet File *Peer-to-Peer (P2P) 1. EzPeer 1. Connection
Sharing 2. eDonkey Establishment
3. Skype
4. eMule
6. Kazaa
7. Limwire
8. BitTorrent
9. Grokster
10. Gnutella

11. Shareaza

12. Morpheus
13. Bearshare
14. WimMX
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3. Web Application Web Browser 1. Web Mail 1. Login
Control (HTTP/HTML) 2. Web Uploading 2. Post/Put
3. Web Download 3. Upload
4. Web Posting 4. Download
5. Web IM 5. URL
6. Web URL Filter |6. Keyword
7. Web Content 7. Cookie Retrieval
Java Applet /ActiveX 1. Anti-WebPage 1. ActiveX/Java Applet
Application 2. Kidnap Webpage Download
4. File Transfer *FTP 1. FTP Applications |1. Login/Password
2. FlashGet 2. Download File
3. GetRight 3. Upload File
4. NetTranport
5. Media *Streaming Media 1. Media Player 1. Connection
2. RealOne Establishment
3. Winamp
Internet Audio Radio on line 1. Connection
6. Mail SMTP 1. Restricted “mail from”
Address
2. Restricted “rcpt to”
POP3 Login/Password
IMAP4 Login/Password
Mail Content Keyword Matching

Intranet lllegal Agent

*lllegal Intranet-Internet
Tunnel

1. SoftEther

Connection Establishment

Spyware

Block Outgoing Information

*Backdoor / Trojan

1. Backorifice
2. Subseven

Deny Replying to Hacker

Troubleshooting
Helper

Victim Identification

1. Worm affected
Hosts

2. Trojan affected
Hosts

3. Spyware/ADware
affected Hosts

4. Intruded Hosts

Detect affected packet
generated by Victim
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LCM Module

Main Menu Sub-Menu Description

Device Status System Info. Firmware Ver

Policy Ver

Policy Number

Current Date

Current Time

Dev. Up Time

CPU Load

Memory Usage

Current Session

Traffic Info. WAN RX

WAN Drop

LAN RX

LAN Drop

Traffic Level

Alert Monitor Traffic Alert

Device Config IP Info, Device Name

IP Address

IP Mask

Gateway IP

DNS IP

Operation Mode

Interface Info. LAN Link Mode

LAN Stealth

WAN Link Mode

WAN Stealth
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Reset Reset Confirm

Reboot Reboot Confirm

Other Specifications
Performance: 30-40 Mbps (All function enabled), Wires peed for L3 switching
Concurrent Users: 150
Concurrent TCP Sessions: 4,000
System Operation Mode:
In-Line mode
Monitor mode
Bypass mode
SPAN mode (Monitor 2 Subnets)
Bypass DMZ / Intranet (at least 3 specified subnets)
Bypass Group/Host
Stealth Mode (Not to reply to any ICMP packet)
Hardware Bypass (Fail-open)
Layer3/4 Access control > 128 rules
Policy
User-defined Policy/category
By Protocol
By Server Address
“‘Rule Template” for frequent setting
“‘Rule Wizard” for easy configuration.
Activation
By schedule
always, when work day, when work hour, not workday, not work hour,
By Group/IP
By Subnet

By Host name
% DNS name lookup % NetBIOS

name lookup
Actions
Drop packet
Reset connection (only for TCP Connection)

Log event.

124 -- Appendix C: Features and Specifications



Information Security Gateway

Send e-mail to Administrator
Send windows popup message to source. (only for “Drop” rule.)
Response a web page message to source. (only for “Drop” rule.)

Filter Keyword.
Security
Network Worm Detection/ Prevention
ADware Detection/Prevention

Spyware Detection/Prevention
IM SPAM/ Malware Detection/Prevention
Trojan Detection/Prevention
lllegal agent Detection/Prevention
Detection / Prevention DDOS/DOS
Inactivity Timeout mechanism
Bandwidth Control
By User/Group
By Subnet
Management
Web-based GUI support.(HTTP)
RS232 Console Port Management
SSH Remote Access
SNMP Management (version 2)
CLI Console Command
Backup/Restore Configuration
ACL for SSH/HTTP remote access
Multiple Level User Administration
Real Time Monitor
Shot term / Long term Monitor interval
Real Time Traffic Monitor
Packet/Sec
Byte/Sec
Drop Traffic Byte/Sec
Health Alert /Sec
Utilization
IM Byte/Sec
P2P Byte/Sec
FTP Byte/Sec
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Media Byte/Sec
2 levels Top N Monitor ~ Top N Categories / Top N

Applications

Top N Applications / Top N Users
Top N Groups / Top N Users
Top N Users / Top N Applications
Top N Health Concerns/ Top N Users
Top N Users with Health Concerns / Top N Health Concerns
Real Time Application Monitor
Common Network Protocols
Health Concern
EIM
2 levels Top N Monitor
Top N Categories / Top N Applications
Top N Applications / Top N Users
Top N Groups / Top N Users
Top N Users / Top N Applications
Top N Health Concerns/ Top N Users
Top N Users with Health Concerns / Top N Health Concerns
Report & Log
System Log /Event Log
Sort / Filter Logs
Alert by mail
Save as PDF and HTML format
Print report as what you see
Summary view and Detail view
3 Levels Top N Report
Top N Categories / Top N Applications/ Top N Users
Top N Applications / Top N Users/ Top N Applications
Top N Groups / Top N Applications/ Top N Users

Top N Users / Top N Categories/ Top N Applications
Top N Health Concerns Categories/ Top N Health Concerns/ Top N Users

Top N Users with Health Concerns / Top N Health Concerns Category /
Top N Health Concerns
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Mechanic & ID Design Front LED indicators

Function Naming | Color | Status LED description
Power Power | Green Off Power off
On Power on
System System | Green Off |Power off (System not ready)
On System ready and running ok
Bypass Bypass Red Off System bypass not enable
On System bypass or failed
Inbound Inbound | Green Off [Ethernet link ok, and the speed is 10Mbps
(left) (LAN) On [Ethernet link ok, and the speed is 100Mbps
Inbound Yellow Off No packet forwarding
(right) ON Link
Blinking Act
Outbound |Outbound| Green Off [Ethernet link ok, and the speed is 10 Mbps
(left) (WAN) On  [Ethernet link ok, and the speed is 100Mbps
Outbound Yellow Off No packets Send/Receive
(right) On [Link
Blinking Act

LCD Panel Module
4 button for “ESC”, “Enter”, ©’, and

“ESC” for exit
“Enter” to set the parameter

Scroll up; Number forward; Previous options...

Scroll Down; Number backward; Next options...

Monitor display
~ System information:
Device name

Firmware version
Build-in policy version

Total policy numbers Current

time/date

Device up time

~ Alert monitor

Specific traffic loading status Alert

System failed with error code.

Configuration display ~ System

IP information

IP address : XXX XXX XXX XXX
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Mask: XXX XXX XXX. XXX
Gateway: XXX XXX XXX XXX
DNS: XXX XXX XXX XXX
Operation Mode
In-Line
Bypass
Monitor
SPAN
Interface information
LAN: auto/10half/10full/100half/100full/stealth on/stealth off
WAN: auto/10half/10full/100half/100full/stealth on/stealth off
Reset to Manufactory Setting
Reboot

Physical Environment

Power
~ 25W Open Frame Switching Power Supply, Input AC range 100 ~ 240V 50/60Hz.

Operation Temperature
0-60

Storage Temperature
-20-70

Humidity
Operation: 10%~90% RH
Storage: 5%~90% RH

128 -- Appendix C: Features and Specifications



INDEX

A

Active schedule, template 64
Administrator, email notification 25
Application block, new 102
Application blocking, supported 100
Assign Policy tab 66

B
Bypass zone, DMZ 33
Bypass, hosts/groups 35

C

Command line interface 105

Common network protocol 82
Configuring, Command Line Interface 3
Configuring, Web-based Interface 7

D
Date and time, adjust 21

EIM 83

F
Front view 1

H

Heath checking 82

Host database, exporting 50

Host, adding 49

Hosts, assigning to groups 53
HTTP/SSH, remote management 30



I
Interface tab 28

K
Keyword content, template 65
Keyword filter 76

L

LCM Button Description 2
Log tab 94

Log, searching for 95
Logging on the DFL-M510 7
Logs, navigating 95

M
Maintenance screen 39

N

Network analysis 84
Network screen 23
Network Setting tab 23
Network, status 98

O
Operation mode, inline, bypass, monitor 32

P

Parameter tab 32
Pattern, user defined 68
Policy rule, by server 71
Policy rule, defining 69
Policy screen 55

Policy Setting screen 58
Policy Status tab 100
Policy Viewer tab 68
Policy, how to assign 66
Popup messages, editing 74
Ports, speed 29

Ports, stealth mode 29
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R

Real Time Application, monitoring 81
Real Time Monitor screen 79

Real Time Traffic, monitoring 80
Rear View 3

Remote Access tab 29

Report tab 92

Report, interactive 92

S

Schedule screen 72

Server access, configuring 27

Server access, configuring for SSH 30
Setup Groups tab 51

Setup Wizard, run 10

SNMP, configuring 26

Status LEDs 2

System Screen 15

System, status 99

T

Template Setting tab 63
Template wizard, running 56
Template, options 63
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