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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

L] Network engineers
L Technical salespersons

M Network administrators

Conventions in this Document

1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.
{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.

/l:Lines starting with an exclamation mark "//" are annotated.



3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.

Caution

N Descript, prompt, tip or any other necessary supplement or explanation for

the operation.
Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
N configure port types according to the support on various products.
Note The display information of some examples in this manual may include the
information on other series products, like model and description. The details

are subject to the used equipments.
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CLI Authorization
Configuration Commands

1.1 alias

You can use the alias command to configure an alias of a command in the
global configuration mode. Use the no form of the command to remove the alias
of a specified command or all the aliases under one mode.

alias mode command-alias original-command

no alias mode command-alias

Parameter Description

mode Mode of the command represented by
Parameter the alias
description command-alias Alias of the command

original-command | Syntax of the command represented

by the alias
Default Some commands in the privileged EXEC mode have
Settings default alias names.
Command
mode Global configuration mode.

The following table lists the default alias of the commands
in the privileged EXEC mode.

Alias Actual Command
Usage h help
guidelines .

p ping

s show
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un undebug

The default alias cannot be deleted by the no alias exec
command.

By setting the alias, you can use a word to replace a
command. For example, you can create an alias to
represent the first part of a command, and then type the
rest part of the command.

The mode of the command represented by the alias is the
command mode existing in the current system. In the
global configuration mode, you can use alias ? to list all
the modes under which you can configure alias for
commands.

DES-7200(config)# alias ?

aaa-gs AAA server group mode
acl acl configure mode
bgp Configure bgp Protocol
config globle configure mode

The alias also has its help information that is displayed
after * in the following format:

*command-al ias=original-command

For example, in the privileged EXEC mode, the default
alias s stands for show. You can enter s? to query the key
words beginning with s and the help information of the
alias.

DES-7200#s?

*s=show show start-chat start-terminal-service

If an alias represents more than one word, the command
will be displayed in brackets. For example, if you set sv
stand for show version in the privileged EXEC mode,
then:

DES-7200#s?

*s=show *sv="'show version" show start-chat

start-terminal-service

The alias must begin with the first letter of the command.
The first letter of the command cannot be a space. The
space before the command cannot be used as a valid
alias.

DES-7200# s?

show start-chat start-terminal-service

The command alias also has its help information. For
example, if the alias ia represents ip address in the
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Examples

Related
commands

interface configuration mode, then:
DES-7200(config-if)#ia ?
A.B.C.D IP address
dhcp IP Address via DHCP
DES-7200(config-if)# ip address

The above help information lists the parameters of ip
address and shows the actual command name.

You must enter an entire alias; otherwise it cannot be
recognized.

Use the show aliases command to show the aliases
setting in the system.

In the global configuration mode, use def-route to
represent the default route setting of ip route 0.0.0.0
0.0.0.0 192.168.1.1:

DES-7200# configure terminal

DES-7200(config)# alias config def-route ip route 0.0.0.0
0.0.0.0 192.168.1.1

DES-7200(config)#def-route?

*def-route=""ip route 0.0.0.0 0.0.0.0 192.168.1.1"
DES-7200(config)# end

DES-7200# show aliases config

globle configure mode alias:

def-route ip route 0.0.0.0 0.0.0.0
192.168.1.1

Command Description

show aliases Show the aliases settings.

1.2 privilege

To attribute the execution rights of a command to a command level, use
privilege in the global configuration mode. The no form of this command

recovers the execution rights of a command to the default setting.

privilege mode [all] [level level | reset ] command-string

no privilege mode [all] [level level ] command-string

Parameter
description

Parameter Description

mode CLI mode of the command to which
the execution rights are attributed.

all Alias of the command

level Specify the execution right levels
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(0-15) of a command
sub-commands

or

reset

Restore the command execution rights

to its default level

command-string:

Command string to be authorized

Default
Settings

Command
mode

Usage
guidelines

N/A.

Global configuration mode.

The following table lists some key words that can be

authorized by command privilege in the CLI mode. The

number of command modes that can be authorized may

vary with different devices. In the global configuration

mode, you can use privilege ? to list all CLI command

modes that can be authorized.

Mode

Descripton

config

Global configuration mode.

exec

Privileged EXEC mode

interface

Interface configuration mode

ip-dhcp-pool

configuration mode

DHCP address pool

keychain

KeyChain configuration mode

keychain-key

mode

KeyChain-key configuration

time-range

Time-Range configuration mode

Examples

Set the password of CLI level 1 as test and attribute the

reload rights to reset the device:

DES-7200(config)#enable secret level 1 0 test

DES-7200(config)#privilege exec level 1 reload

After the above setting, you can access the CLI window as

level-1 user to use the reload command:

DES-7200>reload ?

LINE Reason for reload
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Related
commands

<Cr>
You can use the key word all to attribute all sub-commands
of reload to level-1 users:
DES-7200(config)# privilege exec all level 1 reload

After the above setting, you can access the CLI window as
level-1 user to use all sub commands of the reload
command:

DES-7200>reload ?

LINE Reason for reload

1.3 show aliases

at reload at a specific time/date
cancel cancel pending reload scheme
in reload after a time interval

<Cr>

Command Description

enable secret Set CLI-level password

To display all the command aliases or aliases in special command modes, run

the show aliases command in the privileged EXEC mode.

show aliases [mode]

Parameter
description

Default
Settings

Command
mode

Usage
guidelines

Examples

Parameter Description

mode Mode of the command represented by
the alias.

N/A.

EXEC mode.

Show all the configuration of aliases if the command mode
has not been input.

Following example shows the command alias in the EXEC
mode:

DES-7200#show aliases exec
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Related
commands

exec mode alias:

h help

p ping

s show

u undebug

un undebug

Command Description

alias Set the alias of a command.
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Switch Management
Configuration Commands

2.1  User Management
Related Commands

211 disable

To exit from privileged user mode to normal user mode or lower the privilege
level, execute the privileged user command disable.

disable [ privilege-level ]

Parameter Parameter Description
description privilege-level Privilege level
Command

mode Privileged mode.

Use this command to return to user mode from privileged
mode. If a privilege level is added, the current privilege
level will be lowered to the specified level.

Usage
guidelines N The privilege level following the disable
command must be lower than the current
Note level.

The example below lowers the current privilege level of the
Examples device down to level 10:

DES-7200# disable 10

Command Description
Related From user mode enter to the
commands enable privieged mode or log on the

higher level of authority.
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2.1.2 enable

To enter into the privileged user mode, execute the normal user configuration
command enable.

For the details of the command, see the Security Configuration Command
Reference.

2.1.3 enable
password

To configure the password for different privilege level, execute the global
configuration command enable password. The no form of this command is
used to delete the password of the specified level.

enable password [level level] {password | [0]7] encrypted-password}

no enable password [level level]

Parameter Description
Password for user to enter into the
Password ) .
EXEC configuration layer
Parameter Level User's level.
description Password encryption type, "0" for
0|7 no encryption, "7" for simple
encryption
encrypted-password | Password text.
Command
mode Global configuration mode.
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Usage
guidelines

Examples

Related
commands

No encryption is required in general. The encryption type is

required generally when the password that has been

encrypted with the
copies and pasted.

command for the device are to be

The effective password is defined as below:

B Consists of 1 ~ 26 letter in upeer/lower case and

numerals

B Leading spaces are allowed but ignored. Spaces in
between or at the end are regarded as part of the

password.

If an encryption type is specified and then a
plaintext password is entered, it is
\~ impossible to enter into the privileged
EXEC mode. A lost password that has
Caution  been encrypted with any method cannot be
restored. The only way is to reconfigure the
device password.

The example below configures the password as pw10:

DES-7200(config)# enable password pwlO

Command

Description

enable secret

Set the security password

214 enable secret

To configure the security password for different privilege level, execute the
global configuration command enable secret. The no form of this command is
used to delete the password of the specified level.

enable secret [level level] {secret | [0|5] encrypted-secret}

no enable secret

Parameter
description

Parameter Description

Password for user to enter into the
secret ) .

EXEC configuration layer
level User's level.

Password encryption type, "0" for
0|5 no encryption, "5" for security

encryption

encrypted-password

Password text
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

The password falls into "password® and "security"
passwords. The ‘"password" is simple encryption
password, which can be set only for level 15. The
"security" means the security encryption password, which
can be set for level 0 ~ 15. If the two kinds of passwords
exist in the system at the same time, the "password" type
password will not take effect. If a "password" type
password is set for a level other than 15, an alert is
provided and the password is automatically converted into
the "security" password. If "password" type password is
set for level 15 and the same as the "security" password,
an alert is provided. The password must be saved in
encrypted manner, with simple encryption for the
"password" type password and security encryption for the
"security" type password.

The example below configures the security password as
pw10:

DES-7200(config)# enable secret 0 pwlO

Command Description
enable Set passwords for different privilege
password levels.

215 enable service

To enable or disable the specified service such as SSH Server/Telnet
Server/Web Server/SNMP Agent, use the enable service command in the
global configuration mode:

enable service { ssh-sesrver | telnet-server | web-server | snmp-agent}

Parameter
description

Keyword Description

Enable SSH Server, and the IPv4 and
ssh-server IPv6 services are enabled at the same
time.

Enable Telnet Server, and the IPv4 and
telnet-server | IPv6 services are enabled at the same
time.
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Enable HTTP Server, and the IPv4 and
web-server IPv6 services are enabled at the same
time.
Enable SNMP Agent, and the IPv4 and
snmp-agent | IPv6 services are enabled at the same
time.
Command
mode Global configuration mode.
U This command is used to enable the specified service. Use
sage
) g ) the no enable service command to disable the specified
guidelines .
service.
The example below enables the SSH Server:
Examples
DES-7200(Config)# enable service ssh-sesrver
Command Description
Related
View the service status of the current
commands show service
system.

2.1.6 execute

To execute the commands in the batch files, use the privileged EXEC mode
command execute.

execute [flash: ] filename

Parameter Description
Parameter . .
i flash: Parent directory of the batch file
description
filename Name of the batch file
Default
_ ) N/A
configuration
Command
mode Privileged EXEC mode.
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Usage
guidelines

Examples

This command is used to execute the commands in the
batch files. Users could self-specify the filename and
content of the batch file. In general, after finishing editting
the batch files on the user PC , the files are transmit to the
Flash of the device through the TFTP. The content of
batch files completely imitates the user entering, so the
content should be edited in order of CLI command
configuration. Besides, for some interactive commands
the response message should be pre-wrote into the batch
files to ensure the commands can be normally executed.

Caution: The size of the batch file shall not exceed 128K,
otherwise the execution of batch files may fail. For the
over-sized batch files, you can divide them into several
small files with size less than 128K to complete the
execution.

The example below executes the batch file
line_rcms_script.text ,which is used to enable the reverse
Telnet function for all asynchronous Interfaces, and whose
contents are as follows:

configure terminal
line tty 1 16
transport input all
no exec

end

The execution result is as below:
DES-7200# execute fTlash:line_rcms_script.text

executing script file line_rcms_script.text ......
executing done
DES-7200# configure terminal

Enter configuration commands, one per line. End with

CNTL/Z.

DES-7200(config)# line tty 1 16
DES-7200(config-line)# transport input all
DES-7200(config-line)# no exec

DES-7200(config-line)# end
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2.1.7 ip http
authenticatio
n

When using the Http Server, it needs to perform the logon authentication to
enter the Web page. Use this command to set the mode of Web logon
authentication.

ip http authentication {enable | local }

Keyword Description

Use the password set by the enable
enable password or enable secret, the password

Parameter
I must be of the levell5.
description
Use the username and password set by the
local local username command. The user must
bind to the privilege of levell5.
Default enable
Command
mode Global configuration mode.
U This command is used to set the mode of Web logon
sage
) g ) authentication. Use the no ip http authentication
guidelines

command to restore it to the default setting.

The example below sets the mode of Web logon
Examples authentication as local:
DES-7200(Config)# ip http authentication local

Command Description
Related 2

Enable or disable the specified
service.

commands enable service

2.1.8 ip http port

To set the port of the HTTP service ,use this command in the global
configuration mode:

ip http port number
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Keyword Description
Parameter
description number Port number of the HTTP server, the default
value is 80.
Default
. . 80
configuration
Command
mode Global configuration mode.
U This command is used to set the port of the HTTP service.
sage
.g ) Use the no ip http port command to restore it to the
guidelines .
default setting.
The example below set the port of the HTTP service as
Examples 8080:
DES-7200(Config)# ip http port 8080
Command Description
Related
Enable or disable the specified
commands enable service _ P
service
2.1.9 ip http

source-port

This command is used to configure the port for HTTPS services in the global

configuration mode.

ip http source-port number

Parameter Description
Parameter : :
description number Configure the port for HTTPS services, and
the default value is 443.
Default
, ) 443
configuration
Command
mode Global configuration mode.
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This command is used to configure the port for HTTPS
services. The no form of this command is used to restore
the default port configuration.

Usage
guidelines

The example below sets the port for HTTPS services as
Examples 4443.

DES-7200(config)# ip http secure-port 4443

Command Description
. Enable or disable the specified
Related enable service service.
commands
show
web-server Show the status of the web server.
status

2.1.10 ip telnet
source-interfa
ce

To specify the IP address of one interface as the source address for the Telnet
connection, use the ip telnet source-interface command in the global
configuration mode:

ip telnet source-interface interface-name

Parameter Keyword Description

description interface-name | Name of the specified interface
Command

mode Global configuration mode.

This command is used to specify the IP address of one
interface as the source address for the global Telnet
connetction. When using the telnet command to log in a

Usage . . .
T Telnet server, if no source interface or source address is
guidelines . ) . . .
specified for this connnetcion, the global setting is
used.Use the no ip telnet source-interface command to
restore it to the default setting.
The example below specifies the IP address of the
interface Loopbackl as the source address for the global
Examples

Telnet connection.
DES-7200(Config)# ip telnet source-interface Loopback 1
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Related Command Description
commands telnet log in a Telnet server
2.1.11  lock

To set a temporary password at the terminal, execute the EXEC mode
command lock.

lock
Parameter
description N/A.
Command
mode Privileged mode.
You can lock the terminal interface but maintain the
continuity of session, to prevent it from being accessed by
setting the temporary password.The terminal interface can
be locked by the steps below:
1. Enter the lock command, and the system will prompt
you to enter the password:
2. Enter the password, which may be any string.The
Usage system will prompt you to confirm the entered
guidelines password, and then clear the screen as well as show
the "Locked" information.
3. To enter into the terminal, enter the set temporary
password.
To use the terminal locked function at the terminal,
execute the lockable command in the line configuration
mode, and enable the characteristic to support the terminal
lock in corresponding line.
The example below locks a terminal interface:
DES-7200(config-line)# lockable
DES-7200(config-line)# end
DES-7200# lock
Exan1p|es Password: <password>
Again: <password>
Locked
Password: <password>
DES-7200#
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Related
commands

Command

Description

lockable

Set to support the terminal lock
function in the line.

2.1.12 lockable

To support the use of the lock command at the terminal, execute the lockable

command in the line configuration mode. The terminal doesn’t support the lock

command, by default.Use the no command to cancel the setting.

lockable

no lockable

Parameter
description

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Line configuration mode.

This command is used to support the terminal lock function

in corresponding line. To lock the terminal, execute the

lock command in the EXEC mode.

The example below enables the terminal lock function at

the console port and locks the console:

DES-7200(config)# line console 0
DES-7200(config-line)# lockable
DES-7200(config-line)# end

DES-7200# lock

Password: <password>

Again: <password>

Locked

Password: <password>

DES-7200#
Command Description
lock Lock the terminal.

2-11



DES-7200 CLI Reference Guide Chapter 2 Switch Management Configuration Commands

2.1.13 login

In case the AAA is disabled, to enable simple logon password authentication on
the interface, execute the interface configuration command login. The no form
of this command is used to delete the line logon password authentication.

login
no login
Parameter
description N/A.
Command
mode Line configuration mode.
If the AAA security server is not enabled, this command is
Usage used for the simple password authentication at logon. The
guidelines password here is the one configured for VTY or console
interface.
The example below shows how to set the logon password
authentication on VTY.
Exan1p|es DES-7200(config)# no aaa new-model
DES-7200(config)# line vty O
DES-7200(config-line)# password O normatest
DES-7200(config-line)# login
Related Command Description
commands password Configure the line logon password
2.1.14 login
authenticatio
n

In case the AAA is enabled, the authentication with the AAA server must be
performed for logon. Use this command to associate logon authentication
method list. The no form of this command is used to delete the logon
authentication method list.

login authentication {default | list-name}

no login authentication {default | list-name}
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Parameter Description
Parameter default Name of the default authentication
description method list
list-name Name of the method list available
Command
mode Line configuration mode.
U If the AAA security server is enabled, this command is
sage
) 9 ) used for the logon authentication with the specified method
guidelines )
list.
The example below shows how to associate method list on
VTY and perform logon authentication with radius.
Examples DES-7200(config)# aaa new-model
DES-7200(config)# aaa authentication login default radius
DES-7200(config)# line vty O
DES-7200(config-line)# login authentication default
Command Description
Related aaa new-model Enable the AAA security service
aaa
commands o Configure the logon authentication
authentication )
) method list
login

2.1.15 login local

In case the AAA is disabled, to enable local user authentication on the interface,
execute the interface configuration command login local. The no form of this
command is used to delete the line local user authentication.

login local

no login local

Parameter

description N/A.

Command

mode Line configuration mode.
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If the AAA security server is not enabled, this command is

Usage used for the local user authentication at logon. The user
guidelines here means the one configured with the username
command.

The example below shows how to set the local user
authentication on VTY.

DES-7200(config)# no aaa new-model

Examples
DES-7200(config)# username test password O test
DES-7200(config)# line vty O
DES-7200(config-line)# login local

Related Command Description

commands username Configure the local user information.

2.1.16 password

To configure the password for line logonexecute the line configuration command
password. The no form of this command is used to delete the line logon
password.

password {password | [0]|7] encrypted-password}

no password

Parameter Description
password Password for line of remote user
Parameter Password encryption type, "0" for
description 0|7 no encryption, "7" for simple
encryption
encrypted-password | Password text

Command
mode Line configuration mode.
Usage This command is used to configure the authentication
guidelines password for the line logon of remote user.
The example below configures the line logon password as
Ilr. II:
Examples ed

DES-7200(config)# line vty O
DES-7200(config-line)# password red
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Command Description

Related

commands login From user mode enter to the privileged mode

or log on the higher level of authority.

2.1.17 privilege
mode

Please refer to the chapter of configure CLI authorization commands.

Default Please refer to the chapter of configure CLI authorization
configuration commands.
Command Please refer to the chapter of configure CLI authorization
mode commands.
Usage Please refer to the chapter of configure CLI authorization
guidelines commands.

Please refer to the chapter of configure CLI authorization
Examples

commands.

2.1.18 service
password-enc
ryption

To encrypt the password, execute this command. The no form of this command
restores to the default value, but the password in cipher text cannot be restored
to plain text.

service password-encryption

no service password-encryption

Parameter

description N/A.

Command

mode Global configuration mode.
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This command is disabled by default. Various passwords
are displayed in form of plain text, unless it is directly
U configured in cipher text form. After you execute the
sage
.g ) service password-encryption and show running or
guidelines _ , :
write command to save the configuration, the password
transforms into cipher text. If you disable the command,
the password in cipher text cannot be restored to plain text.
The example below encrypts the password:
Examples P P P
DES-7200(config)# service password-encryption
Related Command Description
commands enable password | Set passwords of different privileges.
2.1.19 telnet

To log in one server which supports the telnet connection, use the telnet
command to log on in the EXEC (privileged) mode.

telnet host [port] [/source {ip AB.C.D | ipv6 XXXX:X | interface
interface-name}] [/vrf vrf-name]

Parameter Description
host The IP address of host or host name to
5
be logged in.
ort Select the TCP port number to be used
P for the login, 23 by default.
Specify the source IP or source interface
/source )
used by the Telnet client.
Parameter _
description ip AB.CD Specify the source IPv4 address used by
the Telnet client.
ipv6 Specify the source IPv6 address used by
XXX XX the Telnet client.
interface Specify the source interface used by the
interface-name | Telnet client.
Specify the VRF routing table to be
Ivrf vrf-name )
queried.
Command
mode Privileged mode.
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This command is used to log in a telnet server.
Usage
guidelines The /ipv6 keyword is only applied to
] the IPv6 supported devices.
Caution
The example below commands telnet to 192.168.1.11, the
port uses the default value, and the source interface is
specified as Gi 0/1, the queried VRF route table is
specified as vpnl.
Examples DES-7200# telnet 192.168.1.11 /source-interface
gigabitEthernet 0/1 /vrf vpnl
The example below commands telnet to
2AAA:BBBB:CCCC
DES-7200# telnet 2AAA:BBBB::CCCC
Command Description
Specify the I[P address of the
Ip telnet | .
) interface as the source address for
Related source-interface )
the Telnet connection.
commands -
) Show the currently established
show sessions )
Telnet sessions.
exit Exit current connection.

2.1.20 username

To set the local username, execute the global configuration mode command
username.

username name {nopassword | password { password | [0]7]
encrypted-password }} username name privilege privilege-level

no username name

Parameter Description
name Username
password User password
Parameter
description 0|7 Password encryption type, 0 for no

encryption, 7 for simple encryption

encrypted-password | Password text

privilege-level User bound privilege level
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Command
mode Global configuration mode.
This command is used to establish local user database for
the purpose of authentication.
If the type of encryption is specified as
7, the length of the entered legal cipher
text should be even.
Usage o _
guidelines N In general, it is not .necessary to specify
the type of encryption as 7.

Note Commonly, it is necessary to specify
the type of encryption as 7 only when
the encrypted password is copied and
pasted.

The example below configures a username and password
and bind the user to level 15.

Examples
DES-7200(config)# username test privilege 15 password O
pwl5

Related Command Description

commands login local Enable local authentication

2.2 Basic System
Management Related
Commands

2.2.1  banner login

To configure the login banner, execute the banner login command in the global
configuration mode. You can use the no banner login command to remove the
configuration.

banner login ¢ message ¢

Parameter Description

Separator of the message of logging

Parameter o )
_ banner. Delimiters are not allowed in
description
the MOTD.
message Contents of login banner
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Command
mode Global configuration mode.
U This command sets the logging banner message, which is
sage
. g . displayed upon login. All characters behind the
guidelines

terminating symbol will be discarded by the system.

The following example shows the configuration of logging
Examples banner:
DES-7200(config)# banner login $ enter your password $

222 banner motd

To set the Message-of-the-Day (MOTD), run the banner motd command in the
global configuration mode. To delete the MOTD setting, run the no banner
motd command.

banner motd ¢ message ¢

Parameter Description
Parameter c Separator of the MOTD. Delimiters are
description not allowed in the MOTD.
message Contents of an MOTD
Command
mode Global configuration mode.
U This command sets the MOTD, which is displayed upon
sage
) 9 ) login. The letters entered after the separator will be
guidelines )
discarded.
The following example shows the configuration of MOTD:
Examples DES-7200(config)
DES-7200(config)# banner motd $ hello,world $

2.2.3  boot config

This command is used to set the boot configuration filename for the device. The
no form of this command is used to delete the configured boot configuration
filename.

boot config prefix:/[directory/]filename
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no boot config

Parameter
description

Parameter

Description

prefix:

Prefix of file system type. Note that
prefix can be used to locate and
access files in V10.4(2) or later
versions. Refer to File System
Configuration Guide for details.

[[directory/]filename

File directory and filename

Default
configuration

Command
mode

None

Global configuration mode.
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Usage
guidelines

Examples

This command is used to specify the device’s boot
configuration filename. When booting the device, the system
loads configuration file according to the following principles:

If the service config command is not configured, the
sequence of loading configuration files is as follows:
boot configuration filenames configured using the boot
config command, flash:/config.text, network boot
configuration filenames configured using the boot
network command, and the default factory-delivered
configuration (null configuration).

If the service config command is configured, the
sequence of loading the configuration file is as follows:
network boot configuration filename configured using
the boot network command, boot configuration filename
configured using the boot config command,
flash:/config.text, and the default factory-delivered
configuration (null configuration).

When loading the files in sequence, the system will not
load the other configuration files as long as one
configuration file is successfully loaded.

This function can be used for fast failure recovery when the

device’s main configuration file is damaged.

As this command configuration is used by
A the system in the early boot stage, the

configuration is saved in the device Boot

Caution

ROM instead of the configuration file.

Related
commands

The following example sets the device’s boot configuration

filename as “flash:/config_main.text”:

DES-7200(config)# boot config flash:/config_main.text

Command

Description

boot network

Set the device’'s network boot
configuration filename.

service config

Allow the device to first download the
boot configuration file from a remote
network server.

show boot

Show the device’s boot configuration.
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2.24  bootip

This command is used to configure a local IP for TFTP transmission during
device booting. The no form of this command is used to delete the

configuration.

boot ip local-ip [gateway gateway-ip mask mask-ip]

no boot ip
Parameter Description
i Local IP for TFTP transmission during
local-ip . .
device booting.
Parameter —
description gateway-ip Gateway IP for TFTP transmission
during device booting.
. Mask IP for TFTP transmission during
mask-ip . .
device booting.
Default
) ] None

configuration

Command

mode Global configuration mode.
This command is used to configure a local IP for TFTP
transmission during device booting. When the device is
booting, the system uses this IP as the local IP for TFTP
transmission. If a gateway and mask are also configured, and
the local IP and gateway IP are not in the same network
segment, TFTP uses the gateway for file transmission during
system booting.

Usage Only when the boot ip command is correctly

guidelines configured, can the system download the

remote TFTP file configured by the boot

A network or boot system command during
system booting.

Caution As this command configuration is used by
the system in the early boot stage, the
configuration is saved in the device Boot
ROM instead of the configuration file.
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Examples

Related
commands

The following example configures a local IP for TFTP
transmission during device booting:

DES-7200(config)# boot ip 192.168.7.11

Command

Description

show boot

Show the boot related configuration of
the device.

2.25 boot network

This command is used to set the network boot configuration filename for the
divice. The no form of this command is used to delete the configured network
boot configuration filename.

boot network tftp:// location / filename

no boot network

Parameter
description

Default
configuration

Command
mode

Parameter Description

location Address of the TFTP server.
filename Filename on the TFTP server.
None

Global configuration mode.
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Usage
guidelines

Examples

Related

This command is used to specify the device’'s network boot
configuration filename. When booting the device, the system
loads the configuration file according to the following
principles:

B If the service config command is not configured, the
sequence of loading the configuration file is as follows:
boot configuration filename configured using the boot
config command, flash:/config.text, network boot
configuration filename configured using the boot
network command, and the default factory-delivered
configuration (null configuration).

B |f the service config command is configured, the
sequence of loading the configuration file is as follows:
network boot configuration filename configured using
the boot network command, boot configuration filename
configured using the boot config command,
flash:/config.text, and the default factory-delivered
configuration (null configuration).

B When loading the files in sequence, the system will not
load the other configuration files as long as one
configuration file is successfully loaded.

This function can be used for fast failure recovery when the

device’s master configuration file is damaged accidentally.

You should use the boot ip command to
correctly configure the local IP address
used by the device during booting, before
the system can get the remote file through
A TFTP. Otherwise any TFTP transmission

will fail during booting.
Caution ) i L
As this command configuration is used by

the system in the early boot stage, the
configuration is saved in the device Boot
ROM instead of the configuration file.

The following example configures the network boot
configuration filename for the device:

DES-7200(config)# boot network
tftp://192.168.7.24/config.text

Command Description
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Show the boot related configuration of

show boot .
the device.
. Set the device’'s boot configuration
boot config ]
filename.
) Configure the local IP for TFTP
boot ip

transmission during device booting.

Allow the device to first download the
service config | boot configuration file from a remote
network server.

2.2.6  boot system

This command is used to set a filename for the device’s startup main program
and specify the boot priority. The no form of this command is used to delete the
filename of the main program corresponding to the priority.

boot system priority prefix:/[directory/]filename

no boot system [priority]

Parameter
description

Default
configuration

Parameter Description

Boot priority of a main program, in
priority the range of 1 to 10, and 1 is for the
highest priority.

Prefix of the file system. Note that
prefix can be used to locate and
prefix: access files in V10.4(2) or later
versions. Refer to File System
Configuration Guide for details.

Filename of a main program used
for booting. Note that when the
[[directory/]filename | prefix is used to locate a file, the
directory following “:” should be the
absolute path.

Command
mode

The default filename of the main boot program is flash:/
firmware.bin, with the priority being 5.

Global configuration mode.
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Usage
guidelines

This command can be used to set filenames for multiple

main programs used for booting and specify the booting

priority. The system will attempt to boot the main programs

according to their priority levels in the descending order (1 as

the top priority and 10 as the lowest priority) during the boot

stage. This function can be used for fast failure recovery

when the device’s main program is damaged.

YN

Caution

You should use the boot ip command to
correctly configure the local IP address
used by the device during booting, before
the system can get the remote file
through TFTP. Otherwise any TFTP
transmission will fail during booting.
When using TFTP to transmit the boot
file, make sure the device’s built-in flash
has enough space for the boot file. The
boot file is saved in the built-in flash as a
hidden file during booting and it will be
deleted prior to the next booting.

The no boot system [priority] command
can be used to delete the configured
name of the main program corresponding
to the boot priority level. If the priority
parameter is not set, the configured
filenames of all boot main programs will
be deleted.

If the no boot system command is used
to delete all the configured filenames of
boot main programs and no filenames of
boot main programs are configured, then
the system will automatically recover the
default configuration (filename of the
main program is “flash:/firmware.bin” with
the priority level of 5) during the next
booting.

As this command configuration is used by
the system in the early boot stage, the
configuration is saved in the device Boot
ROM instead of the configuration file.
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Example 1: Configure the name of the main program to
“flash:/firmware.bin” and the name of the backup main
program to “flash:/ firmware_bak.bin”.

DES-7200(config)# boot system 5 flash:/firmware.bin
DES-7200(config)# boot system 8 flash:/firmware_bak.bin
As “flash:/firmware.bin” is of a higher priority lever, the
device will first boot this file. If “flash:/firmware.bin” is
damaged accidentally, which results in booting failure, the
system will automatically boot “flash:/firmware_bak.bin” of
a lower priority level.

Example 2: Configure to boot the file from a TFTP server.

DES-7200(config)# boot system 9

tftp://192.168.7.24/Firmware.bin
Examples

Example 3: Configure to boot the file from a USB drive.
DES-7200(config)# boot system 1 usbl:/firmware.bin

Example 4: Delete the configured filename of the main
program corresponding to priority level 8.

DES-7200(config)# no boot system 8
Delete boot system config: [Priority: 8; File Name:
flash:/firmware_bak.bin]? [no] yes

Example 5: Delete all configured filenames of boot main
programs.

DES-7200(config)# no boot system

Clear ALL boot system config? [no] yes

Command Description

Show the boot related configuration of
Related show boot

the device.
commands

Configure the local IP for TFTP
transmission during device booting.

boot ip

Platform
o N/A
description
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2.2.7 clock set

To configure system clock manually, execute one of the two formats of the
privileged user command clock set:

clock set hh:mm:ss month day year

Parameter Description
Current time, in the format of Hour
hh:mm:ss )
(24-hour): Minute: Second
Parameter
_ day Date (1-31) of month
description
month Month (1-12) OF year
car Year (1993-2035), abbreviation is not
y allowed.
Command
mode Privileged mode.
Use this command to set the system time to facilitate the
management.
Usage For devices without hardware clock, the time set by the
guidelines clock set command takes effect for only the current

setting. Once the device powers off, the manually set time
becomes invalid.

The example below configures the current time as
10:20:30AM March 17" 2003.
Examples DES-7200# clock set 10:20:30 Mar 17 2003

DES-7200# show clock
clock: 2003-3-17 10:20:32

Related Command Description
commands show clock Show current clock.
2.2.8 clock

update-calen

dar

In the privleged EXEC mode, you can execute command clock
update-calendar to overwrite the value of hardware clock by software clock.
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clock update-calendar

Parameter

description N/A.

Command

mode Privileged EXEC mode.
Some platforms use hardware clock to complement
software clock. Since battery enables hardware clock to
run continuously, even though the device is closed or

Usage restarts, hardware clock still runs.

guidelines If hardware clock and software clock are asynchronous,
then software clock is more accurate. Execute clock
update-calendar command to copy date and time of
software clock to hardware clock.
The example below copies the current time and date of

Examples software clock to hardware clock:
DES-7200# clock update-calendar

Related Command Description

commands clock Set the softwar clock with the hardware
read-calendar clock value.

229 exec-timeout

To configure the connection timeout to this equipment in the LINE, use the
exec-timeout command.Once the connection timeout in the LINE is cancelled
by the no exec-timeout command, the connection will never be timeout.

exec-timeout minutes [seconds]

no exec-timeout

Parameter Description
Parameter - - — -
I minutes The minutes of specified timeout.
description
seconds (optional parameter) The seconds of
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specified timeout.

Default
configuration

Command
mode

Usage
guidelines

Examples

The default timeout is 10min.

Line configuration mode.

If there is no input/output information for this connection
within specified time, this connection will be interrupted,
and this LINE will be restored to the free status.

The example below specifies the connection timeout is
5'30".

DES-7200(config-line)#exec-timeout 5 30

2.2.10 hostname

To specify or modify the hostname of the device, execute the global

configuration command hostname.

hostname name

Parameter
description

Parameter Description

Default

Device hostname, the string, numeral or
name hyphen are supported only. The
maximum length is 63 characters.

configuration

Command
mode

Usage
guidelines

Examples

The default hostname is DES-7200.

Global Configuration Mode.

This hostname is mainly used to identify the device and is
taken as the username for the local device in the dialup
and CHAP authentication.

The example below configures the hostname of the device
as BeiJingAgenda:
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DES-7200(config)# hostname BeiJingAgenda
BeiJingAgenda(config)#

2.2.11 prompt

To set the prompt command, run the prompt command in the global
configuration mode. To delete the prompt setting, run the no prompt command.

prompt string

Parameter Description
Parameter Character string of the prompt
description string command. The maximum length is 32
letters.
Command
mode Global configuration mode.
U If you have not set the prompt string, the prompt string is
sage
'dg i the system name, which varies with the system name. The
uidelines
g prompt command is valid only in the EXEC mode.
Set the prompt string to DES-7210:
Exan1p|es DES-7200(config)# prompt des-7210
DES-7210(config)# end
DES-7210#
2.2.12 reload

To restart the device system, execute the privileged user command reload.

reload [text | in [ hh: ] mm [text ]| at hh:mm [month day year ] [text] | cancel ]

Parameter Parameter Description

description text Cause to restart, 1-255 bytes

, The system is restarted after specified
in mmm hh:mm |
time interval.

at hh:mm | The system is restarted at the specified
month day year | time. Up to 200 days is supported

Month in the range January to

month
December
day Date in the range 1 to 31
year Year in the range 1993 to 2035
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cancel Cancel scheduled restart.
Command
mode Privileged mode.
Usage This command is used to restart the device at specified
guidelines time, which may facilitate the management.

2.2.13  service config

This command is used to enable the device to first download the boot
configuration file from a remote network server. The no form of this command is
used to disable this function.

service config

no service config

Parameter Parameter Description
description - -

Default

configuration Disabled.

Command

mode Global configuration mode.
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Usage
guideline
S

Examples

Related
commands

This command needs to be used in combination with the boot
config and boot network commands. When booting the
device, the system loads the configuration file according to the
following principles:

B If the service config command is not configured, the
sequence of loading the configuration file is as follows:
boot configuration filename configured using the boot
config command, flash:/config.text, network boot
configuration filename configured using the boot network
command, and the default factory-delivered configuration
(null configuration).

B |f the service config command is configured, the
sequence of loading the configuration file is as follows:
network boot configuration filename configured using the
boot network command, boot configuration filename
configured using the boot config command,
flash:/config.text, and the default factory-delivered
configuration (null configuration).

B When loading the files in sequence, the system will not
load the other configuration files as long as one
configuration file is successfully loaded.

As this command configuration is used by the
A system in the early boot stage, the
configuration is saved in the device Boot

Caution oM instead of the configuration file.

The example below enables the device to first download
the boot configuration file from a remote network server
and configure the network boot configuration filename:
DES-7200(config)# service config

DES-7200(config)# boot network
tftp://192.168.7.24/config.text

Command Description

Set the boot configuration filename for

boot config the device.

Set the network boot configuration

boot network filename for the device.
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2.2.14 session-timeo
ut

To configure the session timeout for the remote terminal established in current
LINE, use the session-timeout command.When the session timeout for the
remote terminal in the LINE is cancelled, the session will never be timeout.
session-timeout minutes [output]

no session-timeout

Parameter Description
Parameter minutes The minutes of specified timeout.
description tout Regard data output as the input to
outpu
P determine whether timeouts.
Default
configuration The default timeout is 0 min.
Command
mode LINE configuration mode.
If there is no input/output information for the session to the
Usage remote terminal established in current LINE within
guidelines specified time, this connection will be interrupted, and this
LINE will be restored to the free status.
The example below specifies the timeout of session is 5
Examples minutes.
DES-7200(config-line)#exec-timeout 5 output
2.2.15 speed

To set speed at which the terminal transmits packets, execute the speed speed
command in the line configuration mode. To restore the speed to its default
value, run the no speed command.

speed speed

Parameter Description
Parameter Transmllssmn rate (bps) 9n the terminal.
description speed For serial ports, the optional rates are

9600, 19200, 38400, 57600, and 115200
bps. The default rate is 9600 bps.
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Command
mode

Default
Configuration

Usage
guidelines

Examples

2.2.16 write

Global configuration mode.

The default rate is 9600.

This command sets the speed at which the terminal
transmits packets.

The following example shows how to configure the rate of
the serial port to 57600 bps:

DES-7200(config)#

DES-7200(config)# line console 0O
DES-7200(config-line)# speed 57600
DES-7200(config-line)#

To perform the read/write operation for the device configurations (startup
configuration or system configuration), execute the privileged user command

write.

write [ memory | network | terminal ]

Parameter
description

Parameter Description

Write  the  system  configuration
(running-config) into NVRAM, which is
memor
y equivalent to copy running-config

startup-config.

Save the system configuration into the
network TFTP server, which is equivalent to
copy running-config tftp.

Command
mode

) Show the system configuration, which is
terminal . ) )
equivalent to show running-config.

Privileged mode.
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Usage
guidelines

Examples

Related
commands

Despite of the alternative command, these commands
have been widely used and accepted, so they are
reserved to facilitate user's operation.

The no form with the command is equivalent to add the
memory operation.

The example below saves the device configuration:
DES-7200# write

Building configuration...

[OK]

Command Description

show

) ) View the system configuration.
running-config

copy Copy the device configuration files.
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2.3 Showing Related
Commands

2.3.1 show boot

Use this command to show the boot related configuration of the device.

show boot {config | network |system | ip}

Parameter Description
. Show the configuration of the
config o
startup-config filename.
Show the configuration of the network
Parameter network _—
o startup-config filename.
description
Show the configuration of the startup
system . '
main program filename.
. Show the configuration of local IP
i
P address used in the device starting.
Command
mode Privileged mode
This command is used to show current boot related
configuration of the device.
The size and modified time of the
Usage files in the remote TFTP servers are
guidelines \ shown as “N/A”. When perform the
show boot system command, if the
Note corresponding main program does
not exist, the size and modified time
of the file are also shown as “N/A”
1.The example below shows the configuration of the
startup-config filename:
DES-7200# show boot config
| Boot config file: [/config_main.text]
Examples Service config: [Disabled]
2.The example below shows the configuration of network
startup-config filename:
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DES-7200# show boot network
Network config file: [tftp://192.168.7.24/config.text]

Service config: [Enabled]

3.The example below shows the configuration of the main

pr

ogram filename and boot priority:

DES-7200# show boot system

Boot system config:

Prio Size Modified Name

1

2

3

4

5 3205120 2008-08-26 05:22:46 flash:/firmware.bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin
9 NZA N/A

tftp://192.168.7.24/

firmware.bin

10

4. The example below shows the configuration of local IP
address that used in the device starting:

DES-7200# show boot ip
System boot ip: [192.168.7.11]

2.3.2 show mainfile

This command is used to show the current filename of the boot main program.

show mainfile

Parameter
description

Command
mode

Usage
guidelines

Parameter Description

Privileged mode

This command is used to show the current filename of the
boot main program.
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DES-7200# show mainfile
Examples
MainFile name: /firmware.bin
Command Description
Related
commands boot svstem Set the filename of the boot main
y program.

2.3.3 show clock

To view the system time, execute the privileged user command show clock.

show clock

Parameter Parameter Description

description - -

Command

mode Privileged mode

Usage

guidelines This command is used to view current system clock.
The example below is an execution result of the show
clock command:

Examples
DES-7200# show clock
clock: 2003-3-17 10:27:21

Related Command Description

commands clock set Set the system clock.

2.3.4 show line

To show the configuration of a line, execute the show line command in the
privileged mode.

show line {console line-num | vty line-num | line-num}

Parameter Parameter Description
description

Show the configuration of a console
console i
line.
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vty Show the configuration of a vty line.

line-num Number of the line

Command
mode

Usage
guidelines

Examples

Privileged mode.

This command shows the configuration information of a
line.

The following example shows the configuration of console
port:

DES-7200# show line console 0O

CON Type speed Overruns

*0 CON 9600 45927

Line 0, Location: ", Type: "vtl100"

Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect Activation

X none M
Timeouts: Idle EXEC Idle Session
never never

History is enabled, history size is 10.
Total input: 53564 bytes

Total output: 395756 bytes

Data overflow: 27697 bytes

stop rx interrupt: O times

2.35 show reload

To show the restart settings of the system, execute the show reload command
in the privileged EXEC mode.

show reload

Parameter
description

Command
mode

Usage
guidelines

Examples

N/A.

Privileged mode.

Use this command to show the restart settings of the
system.

The following example shows the restart settings of the
system:
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DES-7200# show reload

Reload scheduled in 595 seconds.
At 2003-12-29 11:37:42

Reload reason: test.

2.3.6  show
running-confi

9

To show the configuration information current device system is running, execute
the privileged user command show running-config.

show running-config

Command
mode Privileged mode.
2.3.7  show

startup-confi

g

To view the configuration of device stored in the Non Volatile Random Access
Memory (NVRAM), execute the privileged user command show
startup-config.

show startup-config

Command

mode Privileged mode.

Usage The configuration of device stored in the NVRAM is that
guidelines executed when the device is startup.

2.3.8 show version

To view the information of the system, execute the command show version in
the privileged mode.

show clock [slots | devices| module]

Parameter Description
slots Current slot information of the device.
Parameter : :
description module Current module information of the
device.
devices Current device information
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Command
mode

Usage
guidelines

Examples

2.3.9 show

Privileged mode

This command is used to view current system information,
mainly including the system start time, version information,
device information, serial number ,etc.

The example below shows the system information.

DES-7200# show clock detail

clock: 2003-3-17 10:27:21

Clock read from calendar when system boot.
DES-7200# show version

System description : DES-7200 Dual Stack Multi-Layer
Switch By D-Link Corporation

System start time: 1970-6-14 11:49:53

System uptime: 3:17:1:17

System hardware version: 2.0

System software version: 10.3.00(4), Release(34679)
System boot version: 10.2.34077

System CTRL version: 10.2.24136

System serial number: 1234942570001

web-server

status

This command is used to show the configuration and status of a web server.

show web-server status

Parameter
description

Parameter Description

Command
mode

Usage
guidelines

Examples

Privileged mode

N/A

The example below is an execution result of the show
web-server status command:

DES-7200# show web-server status

http server status : enabled

http server port : 80
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https server status: enabled

https server port: 443
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SSH Configuration
Commands

3.1 Related Configuration
Commands

3.1.1  crypto key
generate

In global configuration mode, use this command to generate a public key on the
SSH server:

crypto key generate {rsajdsa}

Parameter Description
Parameter
description rsa Generate an RSA key.
dsa Generate a DSA key.
Default By default, the SSH server does not generate a public
configuration key.
Command
mode Global configuration mode.
When you need to enable the SSH Server service, use this
command to generate a public key on the SSH server and
enable the SSH SERVER service by command enable
service ssh-server at the same time. SSH 1 uses the RSA
key; SSH 2 uses the RSA or DSA key. Therefore, if a RSA
Usage key has been generated, both SSH1 and SSH2 can use it. If
guidelines only a DSA key is generated, only SSH2 can use it.
A A key can be deleted by using the
crypto key zeroize command. The no
. crypto key generate command is not
Caution .
available.
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DES-7200# configure terminal
Examples
DES-7200(config)# crypto key generate rsa
Command Description
i Show the current status of the SSH
show ip ssh
Related Server.
commands crypto key
] Delete DSA and RSA keys and
zeroize {rsa || . )
dsa) disable the SSH Server function.
sa

3.1.2  crypto key
Zeroize

In global configuration mode, use this command to delete the public key on the
SSH server.

crypto key zeroize {rsa | dsa}

Parameter Description
Parameter
I rsa Delete the RSA key.
description
dsa Delete the DSA key.
Default
configuration N/A.
Command
mode Global configuration mode.
This command deletes the public key of the SSH Server.
Usage After the key is deleted, the SSH Server state becomes
guidelines DISABLE. If you want to disable the SSH Server, run the
no enable service ssh-server command.
DES-7200# configure terminal
Examples
DES-7200(config)# crypto key zeroize rsa

3-2



DES-7200 CLI Reference Guide

Chapter 3 SSH Configuration Commands

Command Description
) Show the current status of the SSH
show ip ssh
Related Server.
commands crypto key
generate Generate DSA and RSA keys.
{rsaldsa}
3.1.3 ip ssh

authenticatio
n-retries

Use this command to set the authentication retry times of the SSH Server. Use
the no form of this command to restore it to the default setting.

ip ssh authentication-retries retry times

no ip ssh authentication-retries

Parameter
description

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Parameter

Description

retry times

Authentication retry times

The default authentication retry times are 3.

Global configuration mode.

User authentication is considered failed if authentication is
not successful when the configured authentication retry
times on the SSH server is exceeded. Use the show ip
ssh command to view the configuration of the SSH Server.

The following example sets the authentication retry times

to 2:

DES-7200# configure terminal
DES-7200(config)# ip ssh authentication-retries 2

Command

Description

show ip ssh

Show the current status of the SSH
Server.
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3.14 ip ssh
time-out

Use this command to set the authentication timeout for the SSH Server. Use the

no form of this command to restore it to the default setting.

ip ssh time-out time

no ip ssh time-out

Parameter Parameter Description
description time Authentication timeout
Default

configuration The timeout value is 120s by default.
Command

mode Global configuration mode.

The authentication is considered timeout and failed if the
Usage authentication is not successful within 120s starting from
guidelines receiving a connection request. Use the show ip ssh

command to view the configuration of the SSH server.

The following example sets the timeout value as 100s:

Examples DES-7200# configure terminal
DES-7200(config)# ip ssh time-out 100

Command

Description

Related

commands show ip ssh

Show the current status of the SSH
Server.

3.15 ip ssh version

Use this command to set the version of the SSH server. Use the no form of this
command to restore it to the default setting.

ip ssh version {1 ] 2}

no ip ssh version
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3.2

Parameter
description

Default
configuration

Parameter Description

1 Support the SSH1 client connection
request.

) Support the SSH2 client connection
request.

Command
mode

Usage
guidelines

Examples

Related
commands

SSH1 and SSH2 are compatible by default. When a
version is set, the connection sent by the SSH client of
this version is accepted only. The no ip ssh version
command can also be used to restore it to the default
setting.

Global configuration mode.

This command is used to configure the SSH connection
protocol version supported by SSH Server. By default, the
SSH Server supports SSH1 and SSH2. If Version 1 or 2 is
set, only the SSH client of this version can connect to the
SSH Server. Use the show ip ssh command to show the
current status of SSH Server.

The following example sets the version of the SSH Server:

DES-7200# configure terminal
DES-7200(config)# ip ssh version 2

Showing Related
Commands

Command Description
i Show the current status of the SSH
show ip ssh
Server.

3.2.1 disconnect

ssh

Use this command to disconnect the established SSH connection.

disconnect ssh [vty] session-id
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Parameter Description
Parameter ) :
description session-id ID of the established SSH connection
session.
Default
configuration N/A.
Command
mode Privileged EXEC mode.
You can disconnect a SSH connection by entering the 1D
Usage of the SSH connection or disconnect a SSH connection by
guidelines entering the specified VTY connection ID. Only
connections of the SSH type can be disconnected.
DES-7200# disconnect ssh 1 Or
Examples i
DES-7200# disconnect ssh vty 1
Command Description
Show the information about the
Related show ssh , .
established SSH connection.
commands
clear line vty . .
. Disconnect the current VTY connection.
line_number

3.2.2  show crypto
key
mypubkey

Use this command to show the information about the public key part of the
public key on the SSH Server.

show crypto key mypubkey {rsa/dsa}

Parameter Description
Show the public key part of the
Parameter rsa
I RSA key.
description
Show the public key part of the
dsa

DSA key.
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Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Privileged EXEC mode.

This command is used to show the information about the
public key part of the generated public key on the SSH
Server, including key generation time, key name, contents
in the public key part, etc.

DES-7200# show crypto key mypubkey rsa

Command Description

crypto key

generate {rsa | Generate DSA and RSA keys.
dsa}

3.2.3  showipssh

Use this command to show the information of the SSH Server.

show ip ssh

Parameter
description

Default
configuration

Command
mode

Usage
guidelines

N/A.

N/A.

Privileged EXEC mode.

This command is used to show the information of the SSH
Server, including version, enablement state, authentication
timeout, and authentication retry times.

Note: If no key is generated for the SSH Server, the SSH
version is still unavailable even if this SSH version has
been configured.
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Examples DES-7200# show ip ssh

Command Description

) ) Configure the version for the SSH
ip ssh version {1 2} s
erver.

Related
Set the authentication timeout for

commands ip ssh time-out time
the SSH Server.

ip ssh Set the authentication retry times
authentication-retries | for the SSH Server.

3.24 show ssh

Use this command to show the information about the SSH connection.

show ssh
Parameter
description N/A.
Default
configuration N/A.
Command
mode Privileged EXEC mode.
This command is used to show the information about the
U established SSH connections, including VTY number of
sage
'dg i connection, SSH version, encryption algorithm, message
uidelines
g authentication algorithm, connection status, and user
name.
Examples DES-7200# show ssh
Related
commands N/A.
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LINE Configuration
Commands

Configuration Related
Commands

41.1 access-class

Set the applied ACL (Access Control List) in Line. Use the access-class
{ access-list-number | access-list-name }  { in | out } command to configure
the ACL in Line. Use the no access-class {access-list-number |
access-list-name} {in | out} command to cancel the ACL configuration in LINE.

access-class { access-list-number | access-list-name } {in | out}

no access-class { access-list-number | access-list-name } {in | out}

Parameter Description

access-list-number| | Specify the ACL defined by

configuration

access-list-name access-list
Parameter
description in Perform access control over the
incoming connections
) Perform access control over the
ou . .
outgoing connections
By default, no ACL is configured under Line. All
Default

connections are accepted, and all outgoing connections
are allowed.

Command
mode Line configuration mode.

This command is used to configure ACLs under Line. By
Usage default, all the incoming and outgoing connections are
guidelines allowed, and no connection is filtered. After access-class

is configured, only the connections that pass access list
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Examples

Related
commands

filtering can be established successfully. Use the show
running command to view configuration information under
Line.

In line vty 0 4, configure access-list for the accepted
connections to 10:

DES-7200# configure terminal
DES-7200(config)# line vty 0 4
DES-7200(config-line)# access-class 10 in

Command Description

41.2 line

show running | Show status information

To enter the specified LINE mode, use the following command:

line [console | vty] first-line [last-line]

Parameter
description

Parameter Description
console Console port
vty Virtual terminal line, applicable for

telnet/ssh connection.

Default
configuration

Command
mode

Usage
guidelines

Examples

Related

first-line Number of first-line to enter
last-line Number of last-line to enter
N/A.

Global configuration mode.

Access to the specified LINE mode.

Enter the LINE mode from LINE VTY 1 to 3:
DES-7200(config)# line vty 1 3

N/A.
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commands

4.1.3 line vty

This command can be used to increase the number of VTY connections
currently available. The number of currently available VTY connections can be
decreased by using the no form of this command.

line vty line-number

no line vty line-number

Default By default, there are five available VTY connections,
configuration numbered 0--4.

Command

mode Global configuration mode.

Usage When you need to increase or decrease the number of
guidelines available VTY connections, use the above commands.

Increase the number of available VTY connections to 20.
The available VTY connections are numbered 0--19.
DES-7200(config)# line vty 19

Examples
Decrease the number of available VTY connections to 10.
The available VTY connections are numbered 0-9.
DES-7200(config)# line vty 10

Related

commands N/A.

4.1.4 transport
input

To set the specified protocol under Line that can be used for communication,
use the transport input command. Use default transport input to restore
the protocols under Line that can be used for communication to the default
value.

transport input {all | ssh|telnet | none}

default transport input
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Parameter
description

Default
configuration

Parameter Description
I Allow all the protocols under Line to be
a
used for communication
h Allow only the SSH protocol under Line
Ss
to be used for communication
relnet Allow only the Telnet protocol under
elne
Line to be used for communication
Allow none of protocols under Line to be
none
used for communication

Command
mode

Usage
guidelines

Examples

By default, VTY allows all the protocols to be used for
communication. The default value of other types of TTYs
is NONE, indicating that no protocols are allowed for
communication. After some protocols are set to be
available for communication, use the default transport
input command to restore the setting to the default value.

Line configuration mode.

This command is used to set the protocols in the Line
mode that are available for communication. By default,
VTY allows all the protocols for communication. After
protocols available for communication are set, only these
protocols can connect on the specific VTY successfully.
Use the show running command to view configuration
information under Line.

Note: You can restore the default configuration by using
the default
transport input command is used to disable all the
communication protocols in the LINE mode. The setting
result is the same as that of transport input none.

transport  input command. The no

Specify that only the Telnet protocol is allowed to login in
line vty 0 4:

DES-7200# configure terminal
DES-7200(config)# line vty 0 4
DES-7200(config-line)# transport input telnet
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Related
commands

Command Description

show running | Show status information
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Network Connectivity Test Tool
Configuration Commands

5.1 Configuration Related
Commands

511 ping

Use this command to test the connectivity of a network to locate the network
connectivity problem. The command format is as follows:

ping [vrf vrf-name | ip] [ip-address [length length ] [ntimes times] [timeout
seconds] [data data] [source source] [df-bit] [validate]]

Parameter Description
vrf-name VRF name
ip-address Specifies an IPv4 address.
Specifies the length of the packet to be
length
sent.
. Specifies the number of packets to be
times
sent.
seconds Specifies the timeout time.
Parameter data Specifies the data to fill in.
description Specifies the source IPv4 address or
the source interface. The loopback
seconds interface address(for example:
127.0.0.1) is not allowed to be the
source address.
Sets the DF bit for the IP address. DF
df-bit bit=1 indicates not to segmentate the
datagrams. By default, the DF bit is 0.
) Sets whether to validate the reply
validate
packets or not.
Default Five packets with 100Byte in length are sent to the
efau
specified IP address within specified time (2s by default).
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Command
mode

Usage
guidelines

Examples

Platform
description

Privileged mode.

The ping command can be used in the ordinary user mode
and the privileged mode. In the ordinary mode, only the
basic functions of ping are available. In the privileged
mode, in addition to the basic functions, the extension
functions of the ping are also available. For the ordinary
functions of ping, five packets of 100Byte in length are sent
to the specified IP address within the specified period (2s
by default). If response is received, V' is displayed. If no
response is received, ‘.’ displayed, and the statistics is
displayed at the end. For the extension functions of ping,
the number, quantity and timeout time of the packets to be
sent can be specified, and the statistics is also displayed in
the end. To use the domain name function, configure the
domain name server firstly. For the concrete configuration,
refer to the DNS Configuration section.

The example below shows the ordinary ping.

DES-7200# ping 192.168.5.1
Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout
is 2 seconds:

< press Ctrl+C to break >
Success rate is 100 percent (5/5), round-trip min/avg/max
= 1/2/10 ms

The example below shows the extension ping.

DES-7200# ping 192.168.5.197 length 1500 ntimes 100

timeout 3

Sending 100, 1500-byte ICMP Echoes to 192.168.5.197,

timeout is 3 seconds, data ffff source 192.168.4.10:
< press Ctrl+C to break >

RRRRRRR RN RN RN RN RN RN RN R RN RN R RN R RN R RN R RN RN

Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms
DES-7200#

The command is supported by all equipments.
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512  pingipv6

Use this command to test the connectivity of a network to locate the network
connectivity problem. The command format is as follows:

ping [ipv6] [ipv6-address [length length ] [ntimes times] [timeout seconds]
[data data] [source source]

Parameter
description

Default

Command

mode

Parameter

Description

Ipv6-address

Specifies an IPv6 address.

Specifies the length of the packet to be

length
sent.
. Specifies the number of packets to be
times
sent.
seconds Specifies the timeout time.
data Specifies the data to fill in.
Specifies the source IPv6 address or
the source interface. The loopback
source interface address(for example:

127.0.0.1) is not allowed to be the
source address.

Five packets with 100Byte in length are sent to the
specified IP address within specified time (2s by default).

Privileged mode.
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Usage
guidelines

Examples

Platform
description

The ping ipv6 command can be used in the ordinary user
mode and the privileged mode. In the ordinary mode, only
the basic functions of ping ipv6 are available. In the
privileged mode, in addition to the basic functions, the
extension functions of the ping ipv6 are also available. For
the ordinary functions of ping ipv6, five packets of 100Byte
in length are sent to the specified IP address within the
specified period (2s by default). If response is received, ‘"
is displayed. If no response is received, ‘.’ displayed, and
the statistics is displayed at the end. For the extension
functions of ping ipv6, the number, quantity and timeout
time of the packets to be sent can be specified, and the
statistics is also displayed in the end. To use the domain
name function, configure the domain name server firstly.
For the concrete configuration, refer to the DNS
Configuration section.

The example below shows the ordinary ping ipv6.
DES-7200# ping ipv6 2000::1
Sending 5, 100-byte ICMP Echoes to 2000::1, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max
= 1/2/10 ms

The example below shows the extension ping ipv6.

DES-7200# ping 1ipv6 2000::1 length 1500 ntimes 100
timeout 3 data fFff source 192.168.4.10:
Sending 100, 1500-byte ICMP Echoes to 2000::1, timeout
is 3 seconds

< press Ctrl+C to break >

Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms

The command is supported by all ipv6 equipments.

5.1.3 traceroute

Execute the traceroute command to show all gateways passed by the test

packets from the source address to the destination address.
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traceroute [vrf vrf-name | ip] [ip-address [probe number ] [source source]
[timeout seconds] [ttl minimum maximum]]

Parameter Description

vrf-name VRF name

ip-address Specifies an IPv4 address.

Specifies the number of probe packets
number
to be sent.

Parameter Specifies the source IPv4 address or
description the source interface. The loopback

source interface address(for example:
127.0.0.1) is not allowed to be the
source address.

seconds Specifies the timeout time.

minimum Specifies the minimum and maximum
maximum TTL values.

Command
mode Privileged mode.

Use the traceroute command to test the connectivity of a
network to exactly locate the network connectivity problem
Usage when the network failure occurs. To use the function
guidelines domain name, configure the domain name server. For the
concrete configuration, refer to the DNS Configuration

part.

The following is two examples of the application bout
traceroute, the one is of the smooth network, and the other
is the network in which some gateways aren’t connected
successfully.

1. When the network is connected smoothly:

DES-7200# traceroute 61.154.22_36
< press Ctrl+C to break >
Examples Tracing the route to 61.154.22_36

192.168.12.1
192.168.9.2

0O msec O msec O msec
4
192.168.9.1 8 msec 8 msec 4 msec
4
4

msec 4 msec 4 msec

192.168.0.10
192.168.9.2
202.101.143.154 12 msec 8 msec 24 msec
61.154.22.36 12 msec 8 msec 22 msec

msec 28 msec 12 msec

msec 4 msec 4 msec

N o g~ WN P
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From above result, it's clear to know that the gateways

passed by the packets sent to the host with an IP address
of 61.154.22.36 (gateways 1~6) and the spent time are
displayed. Such information is helpful for network analysis.

2. When some gateways in the network fail:

DES-7200# traceroute 202.108.37.42
< press Ctrl+C to break >
Tracing the route to 202.108.37

1 192.168.12.1

2 192.168.9.2

3 192.168.110.1

4 * ok %

5 61.154.8.129

6 61.154.8.17

7 61.154.8.250

8 218.85.157.222

9 218.85.157.130
10 218.85.157.77
11 202.97.40.65

12 202.97.37.65

13 202.97.38.162
14 202.96.12.38

15 202.106.192.226
16 202.106.192.174
17 210.74.176.158
18 202.108.37.42
The above

.42

0 msec 0 msec 0O msec

0 msec 4 msec 4 msec

16 msec 12 msec 16 msec
12 msec 28 msec 12 msec
8 msec 12 msec 16 msec
12 msec 12 msec 12 msec
12 msec 12 msec 12 msec
16 msec 16 msec 16 msec
16 msec 48 msec 16 msec
76 msec 24 msec 24 msec
32 msec 24 msec 24 msec
52 msec 52 msec 224 msec
84 msec 52 msec 52 msec
88 msec 52 msec 52 msec

52 msec 52 msec 88 msec

100 msec 52 msec 84 msec

48

msec

48 msec 52 msec

result clearly shown that the gateways passed

by the packets sent to the host with an IP address of
202.108.37.42 (gateways 1~17) and the spent time are
displayed, and gateway 4 fails.

DES-7200# traceroute www.ietf.org

Translating "www.ietf.org"...[0K]

< press Ctrl+C to break >
Tracing the route to 64.170.98.32

© 00 N o 0o b~ W NP

N
= O

192.168.217.1
10.10.25.1
10.10.24.1
10.10.30.1
218.5.3.254
61.154.8.49
202.109.204.210
202.97.41.69
202.97.34.65
202.97.57.222
219.141.130.122

0 msec 0O msec
0 msec 0O msec
0 msec 0O msec
10 msec 0 msec
0 msec 0O msec
10 msec O msec

0 msec O msec

0 msec
0 msec
0 msec
0 msec
0 msec
0 msec

0 msec

20 msec 10 msec 20 msec

40 msec 40 msec 50 msec

50 msec 40 msec 40 msec

40 msec 50 msec 40 msec
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Platform

description

12 219.142.11.10 40 msec 50 msec 30 msec
13 211.157.37.14 50 msec 40 msec 50 msec
14 222.35.65.1 40 msec 50 msec 40 msec
15 222.35.65.18 40 msec 40 msec 40 msec
16 222.35.15.109 50 msec 50 msec 50 msec
17 * * *

18 64.170.98.32 40 msec 40 msec 40 msec

The command is supported by all equipments.

514 traceroute

ipv6

Use this command to show all gateways passed by the test packets from the
source address to the destination address.

traceroute [ ipv6 ] [ ip-address [ probe number ] [ timeout seconds ] [ ttl
minimum maximum ] ]

Parameter Description
Ipv6-address Specifies an IPv6 address.
Parameter number Specifies the number of probe packets
description to be sent.
seconds Specifies the timeout time.
minimum Specifies the minimum and maximum
maximum TTL values.
Command
mode Privileged mode.
Use the traceroute ipv6 command to test the connectivity
of a network to exactly locate the network connectivity
Usage problem when the network failure occurs. To use the
guidelines function domain name, configure the domain name server.
For the concrete configuration, refer to the DNS
Configuration part.
The following is two examples of the application bout
traceroute ipv6, the one is of the smooth network, and the
Examples other is the network in which some gateways aren't

connected successfully.

1. When the network is connected smoothly:
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DES-7200# traceroute ipv6 3004::1
< press Ctrl+C to break >

Tracing the route to 3004::1

1 3000::1 0 msec 0 msec O msec
2 3001::1 4 msec 4 msec 4 msec
3 3002::1 8 msec 8 msec 4 msec
4 3004::1 4 msec 28 msec 12 msec

From above result, it's clear to know that the gateways
passed by the packets sent to the host with an IP address
of 3004::1 (gateways 1~4) and the spent time are
displayed. Such information is helpful for network analysis.

2. When some gateways in the network fail:
DES-7200# traceroute ipv6 3004::1

< press Ctrl+C to break >
Tracing the route to 3004::1

1 3000::1 0 msec O msec O msec

2 3001::1 4 msec 4 msec 4 msec

3 3002::1 8 msec 8 msec 4 msec

4 ER—

5 3004::1 4 msec 28 msec 12 msec

The above result clearly shown that the gateways passed
by the packets sent to the host with an IP address of
3004::1 (gateways 1~5) and the spent time are displayed,
and gateway 4 fails.
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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

L] Network engineers
L Technical salespersons

M Network administrators

Conventions in this Document

1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.
{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.

/l:Lines starting with an exclamation mark "//" are annotated.



3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.

Caution

N Descript, prompt, tip or any other necessary supplement or explanation for

the operation.
Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
N configure port types according to the support on various products.
Note The display information of some examples in this manual may include the
information on other series products, like model and description. The details

are subject to the used equipments.
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Interface
Commands

1.1 Configuration Related Commands

1.1.1  carrier-delay

Configuration

In the interface configuration mode, execute the carrier-delay command to set

the carrier delay on the interface, and the no carrier-delay command to restore

it to the default value.
carrier-delay [ seconds ]

no carrier-delay

Parameter Description

Parameter

description seconds Optional parameter in the range of
1 to 60 seconds

Default

configuration The default carrier delay is 2 seconds.

Command

mode Interface configuration mode
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1.1.2

Usage
guidelines

Examples

clear counters

This parameter refers to the delay after which the carrier
detection signal DCD of the interface link changes from the
Down status to the Up status. If the DCD changes within
the delay, the system will ignore such changes without
disconnecting the upper data link layer for renegotiation.

If the DCD carrier is disconnected for a long time, the
parameter should be set longer to accelerate route
aggregation so that the routing table can be converged
more quickly. On the contrary, if the DCD carrier
interruption period is shorter than the time used for route
aggregation, you should set the parameter to a higher
value to avoid unnecessary route vibration.

The following example shows how to configure the carrier
delay of serial interface to 5 seconds:
DES-7200(config)# interface gigabitethernet 1/1

DES-7200(config)# carrier-delay 5

Use this command to clear the counters on the specified interface.

clear counters [interface-id]

Parameter
description

Parameter Description

Command
mode

interface-id Interface type and interface ID

Usage
guidelines

Examples

Related
commands

Privileged mode.

In the privileged EXEC mode, use the show interfaces
command to display the counters or the clear counters
command to clear the counters. If the interface is not
specified, the counters on all interfaces will be cleared.

DES-7200# clear counters gigabitethernet 1/1

Command Description

show ) i )
] Show the interface information.
interfaces
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1.1.3 clear interface

Reset the interface hardware.

clear interface interface-id

Parameter Parameter Description

description interface-id Interface type and interface 1D
Command

mode Privileged mode.

This command is only used on the switch port, member
Usage port of the L2 Aggregate port, routing port, and member
guidelines port of the L3 aggregate port. This command is equal to
the shutdown and no shutdown commands.

Examples DES-7200# clear interface gigabitethernet 1/1
Related Command Description
commands shutdown Shutdown the interface.

1.1.4  description

Use this command to set the alias of interface.. Use the no form of the
command to restore the default setting.

description string

no description

Parameter Parameter Description
description string Interface alias
Default

configuration By default, there is no alias.
Command

mode Interface configuration mode.
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Usage
guidelines

Examples

Related
commands

Use show interfaces to display the interface information,
including the alias.

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# description GBIC-1

Command Description

show interfaces | Show the interface information.

1.1.5  duplex

Use the duplex command in the interface configuration mode to specify the
duplex mode for the interface. Use the no form of the command to restore it to

the default setting.

duplex {auto | full | half}

no duplex

Parameter
description

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Parameter Description

auto Self-adaptive full duplex and half duplex
full Full duplex

half Half duplex

Auto.

Interface configuration mode.

The duplex mode is associated with the interface type.
Use show interfaces to display the duplex mode of the
interface

DES-7200(config-if)# duplex full

Command Description

show . . .
Show the interface information.

interfaces
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1.1.6 flowcontrol

Use this command to enable or disable the flow control. Use the no form of the
command to restore it to the default setting.

flowcontrol {auto | off | on | receive {auto | off | on } | send {auto | off | on}}

no flowcontrol

Parameter Description
auto Self-negotiate the flow control.
off Disable the flow control.
Parameter on Enable the flow control.
description , - L
receive Receiving direction of the
non-symmetric flow control.
send Sending direction of the non-symmetric
flow control.
Default
configuration By default, flow control is disabled.
Command
mode Interface configuration mode.
Usage Use show interfaces to display the flow control
guidelines configurations.
This example shows how to enable flow control on
fastEthernet port 1/1:
Examples
DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# flowcontrol on
Command Description
Related
show
commands ) Show the interface information.
interfaces

117 interface aggregateport

Use this command to access or create an aggregate port and enter interface
configuration mode. Use the no form of the command to remove this port.

interface aggregateport port-number
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Parameter
description

Parameter Description

Command
mode

Aggregate port number. Its range
port-number depends on the equipment and

extended modules.

Usage
guidelines

Examples

Related
commands

Global configuration mode.

According to some rules, you can add other ports to an
aggregate port. All the port members of an aggregate port
are considered in a whole, and their attributes depend on
the ones of the aggregate port. You can use show
interfaces or show interfaces aggregateport commands
to display the interface configuration.

DES-7200(config)#interface aggregateport 3
DES-7200(config-if)#

Command Description

Platform
description

show interfaces | Show the interface information.

DES-7200 series support up to 8 port members and create
up to 128 AP globally.

interface fastEthernet

Use this command to select a Ethernet interface, and enter the interface

configuration mode.

interface fastEthernet mod-num/port-num

Parameter
description

Parameter Description

Command

mode

The range depends on the device
mod-num/port-num
and the extended module.

Global configuration mode.
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Usage
guidelines

Examples

The no form of the command is not available, and this
interface type cannot be deleted. Use show interfaces or
show interfaces fastEthernet to display the interface
configurations.

DES-7200(config)# interface fastEthernet 1/2
DES-7200(config-if)#

Related

Command Description

commands

show interfaces | Show the interface information.

Platform
Description

N/A

1.1.9 interface giagbitEthernet

Use this command to select a Gigabit Ethernet interface, and enter the interface

configuration mode.

interface gigabitEthernet mod-num/port-num

Parameter Description

Parameter
description

The range depends on the device

mod-num/port-num
and the extended module.

Command
mode

Usage
guidelines

Examples

Global configuration mode.

The no form of the command is not available, and this
interface type cannot be deleted. Use show interfaces or
show interfaces gigabitEthernet to display the interface
configurations.

DES-7200(config)# interface gigabitEthernet 1/2
DES-7200(config-if)#

Related

Command Description

commands

show interfaces | Show the interface information.
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1.1.10

1111

interface tenGiagbitEthernet

Use this command to select a 10G Ethernet interface, and enter the interface

configuration mode.

interface tenGigabitEthernet mod-num/port-num

Description

The range depends on the device
and the extended module.

The no form of the command is not available, and this
interface type cannot be deleted. Use show interfaces or
show interfaces tenGigabitEthernet to display the

DES-7200(config)# interface tenGigabitEthernet 1/2

Description

Show the interface information.

Parameter
Parameter
description mod-num/port-num
Command
mode Global configuration mode.
Usage
guidelines

interface configurations.
Examples

DES-7200(config-if)#
Related Command
commands show interfaces
Platform
Description

interface vlan

No product supports this command till now.

Use the interface vlan command in the global configuration mode to access or
create the SVI (Switch Virtual Interface). Use the no form of the command to

remove the SVI.

interface vlan vlan-id

no interface vlan vlan-id

Parameter
Parameter

Description

description vlan-id

VLAN ID. lts
products.

range depends by
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Command

mode Global configuration mode.

Usage Use show interfaces or show interfaces vlan to display

guidelines the interface configurations.

Exan1p|es DES-7200(config)# interface vlan 2
DES-7200(config-if)#

Related Command Description

commands show interfaces | Show the interface information.

PIatfo.rm. DES-7200 series devices support up to 2K SVI ports and

Description 2K IP addresses.

1.1.12 line-detect

Use this command to detect the cable connection status.

line-detect
Command
mode Interface configuration mode.
U This command is used to detect the line status and locate
sage . . . L
o the problem in case of a line failure, for example, the line is
guidelines
torn down.
DES-7200(config)#interface gigabitEthernet 0/1
DES-7200(config-if-GigabitEthernet 0/1)#line-detect
Interface : GigabitEthernet 0/1
start cable-diagnoses,please wait. ..
cable-daignoses end!this is result:
Examples i
4 pairs
pair state length(meters)
A Ok 1
pair state length(meters)
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B Ok

pair state

C Short

pair state

length(meters)

length(meters)

Description

pairs

Number of line pairs included. For
example, the twisted pair
includes four pairs of lines.

state

Status of the current line pair:
OK, Short or Open. In general,
the 100M twisted pairs A and B
are OK, C and D are Short. The
1000M twisted pairs A, B, C and
D are all OK.

length

Length of the line in meter. Only
the length of the line pair whose
status is OK takes effect. Since
the length is calculated based on
the transmission time of signal,
there may have a certain
difference. The length of the line
pair whose status is Short or
Open is the length from the port
to the faulty point.

1.1.13 medium-type

Use this command to select the medium type for an interface. Use the no form
of the command to restore it to the default setting.

medium-type { auto-select [prefer [fiber | copper]] | fiber | copper }

no medium-type

Parameter
description

Parameter

Description

fiber

Optical interface.

prefer[fiber|

The preferred medium type for the

copper] interface is selected.

Auto-select the medium type for the
auto-select i

interface.
copper Copper interface.
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Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Copper interface.

Interface configuration (physical interface, except for AP
and SVI)

If a port can be selected as an optical port or electrical
port, you can only select one of them. Once the media type
is selected, the attributes of the port, for example, status,
duplex, flow control, and rate, all mean those of the
currently selected media type. After the port type is
changed, the attributes of the new port type take the
default values, which can be modified as needed.

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# medium-type copeer

Command Description

Platform
description

show interfaces | Show the interface information.

1114 mtu

The 12 SFP interfaces of the 24SFP/12GT line cards and
1210/100/1000M BASE-T interfaces allow for dynamic
switching.

The combo interface is not supported to automatically
determine whether the current port is the SFP interface or
the 10/100/1000M BASE-T interface.

Use this command to set the MTU supported on the interface.

mtu num
Parameter Description
Parameter
description num 64 to 9216 (or 65536, which varies by
products)
Default

configuration

By default, the num is 1500.
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Command

mode Interface configuration mode.

U Set the maximum transmission unit (MTU) supported on

sage ) . .
) 9 ) the interface. DES-7200 series now supports the setting

guidelines o
on physical interfaces.

Exan1p|es DES—?ZOO(config)# interface gigabitethernet 1/1
DES-7200(config-if)# mtu 9216
Command Description

Related i
show

commands ) Show the interface information.
interfaces

1.1.15 shutdown

Use the shutdown command in the interface configuration mode to disable an
interface. Use the no form of the command to enable a disabled port.

shutdown

no shutdown

Command
mode Interface configuration mode
Use this command to stop the forwarding on the interface
(Gigabit Ethernet interface, Aggregate port or SVI). You
Usage can enable the port with the no shutdown command. If
guidelines you shut down the interface, the configuration of the
interface exists, but does not take effect. You can view the
interface status by using the show interfaces command.
Shut down Ap 1:
DES-7200(config)# interface aggregateport 1
Exan1p|es DES-7200(config-if)# shutdown
Enable Ap 1:
DES-7200(config)# interface aggregateport 1
DES-7200(config-if)# no shutdown
Related Command Description
commands clear interface Reset the hardware.
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show interfaces Show the interface information.

If you use the script to run no

\ shutdown frequently and rapidly,

T the system may prompt the
Note interface status reversal.

1.1.16 snmp trap link-status

You can set whether to send LinkTrap on a port. If the function is enabled, the
SNMP will send the LinkTrap when the link status of the port changes. The no
form of this command prevents the SNMP from sending the LinkTrap.

snmp trap link-status

no snmp trap link-status

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

This function is enabled. If the link status of the port
changes, the SNMP sends the LinkTrap.

Interface configuration mode.

For an interface (for instance, Ethernet interface, AP
interface, and SVI interface), this command sets whether
to send LinkTrap on the interface. If the function is
enabled, the SNMP sends the LinkTrap when the link
status of the interface changes.

Do not send LinkTrap on the interface:
DES-7200(config)# interface gigabitEthernet 1/1

DES-7200(config-if)# no snmp trap link-status
Following configuration shows how to configure the
interface to forwarding Link trap:

DES-7200(config)# interface gigabitEthernet 1/1

DES-7200(config-if)# snmp trap link-status

Command Function
DES-7200(config-if)# Enable sending LinkTrap on
snmp trap link-status the interface.
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DES-7200(config-ifyj¥ no | Disable sending LinkTrap on
snmp trap link-status the interface.

1.1.17 speed

Use this command to configure the speed on the port. Use the no form of the

command to restore it to the default setting.

Parameter
description

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Parameter Description

10 Means that the transmission rate of the
interface is 10Mbps.

100 Means that the transmission rate of the
interface is 100Mbps.

1000 Means that the transmission rate of the
interface is 1000Mbps.

10G Means that the transmission rate of the
interface is 10Gbps.

auto Self-adaptive

Auto.

Interface configuration mode.

If an interface is the member of an aggregate port, the rate

of the interface depends on the rate of the aggregate port.

You can set the rate of the interface, but it does not take

effect until the interface exits the aggregate port. Use

show interfaces to display configuration. The rate varies

by interface types. For example, you cannot set the rate of
a SFP interface to 10M or 100M.

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# speed 100

Command Description

show . ) )

. Show the interface information.
interfaces
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1.1.18

1.1.19

switchport

In the interface configuration mode, you can use switchport without any
parameter to configure an interface as Layer 2 mode. Use the no switchport
command without any parameter to configure it as Layer 3 interface.

switchport

no switchport

Default

Command
mode

Usage
guidelines

Examples

Related
commands

All the interfaces are in Layer 2 mode by default.

Interface configuration mode.

This command is valid only for physical interfaces. The
switchport command is used to disable the interface and
re-enable it. In this status, the device will send the
information to indicate the connect status. If the interface is
changed to Layer 3 mode from Layer 2, all the attributes in
Layer 2 mode will be cleared.

DES-7200(config-if)# switchport

Command Description

Platform
description

show interfaces | Show the interface information.

switchport access

DES-7200 series support the creation of L3 aggregate
ports, up to 128 L3 Aps globally. Up to 2000 IP addresses
are supported.

Use this command to configure an interface as a statics access port and add it
to a VLAN. Use the no form of the command to assign the port to the default

VLAN.

switchport access vlan vlan-id

no switchport access vlan

Parameter
description

Parameter Description

vlan-id The VLAN ID at which the port to be
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effect.

added.
Default By default, the switch port is an access port and the VLAN
configuration is VLAN 1.
Command
mode Interface configuration mode.

Enter one VLAN ID. The system will create a new one and

add the interface to the VLAN if you enter a new VLAN ID.
Usage If the VLAN ID already exists, the command adds the
guidelines interface to the VLAN.

If the port is a trunk port, the operation does not take

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# switchport access vlan 2

Description

Specify the interface as Layer 2
mode( switch port mode).

Examples
Command
switchport
commands
switchport
trunk

Use this command to specify a native
VLAN and the allowed-VLAN list for the
trunkport.

1.1.20 switchport mode

Use this command to specify a L2 interface (switch port) mode. You can specify
this interface to be an access port or a trunk port or an 802.1Q tunnel. Use the
no form of the command to restore it to the default setting.

switchport mode {access | trunk}

no switchport mode

Parameter Description
Parameter Configure the switch port as an access
_ access
description port.
trunk Configure the switch port as a trunk port.
Default The default mode of switch port is access port.
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configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Interface configuration mode.

If a switch port mode is access port, it can be the member
port of only one VLAN. Use switchport access vlan to
specify the member of the VLAN.

A trunk port can be the member port of various VLANs
defined by the allowed-VLAN list. The allowed VLAN list of
the interface determines the VLANSs to which the interface
may belong. The trunk port is the member of all the VLANs
in the allowed VLAN list. Use switchport trunk to define
the allowed-VLANS list.

DES-7200(config-if)# switchport mode trunk

Command Description
) Use this command to configure an
switchport . ,
interface as a statics access port and
access

assign it to a VLAN.

switchport trunk

Use this command to specify a native
VLAN and the allowed-VLAN list for
the trunk port.

1.1.21 switchport trunk

Use this command to specify a native VLAN and the allowed-VLAN list for the
trunk port. Use the no form of the command to restore it to the default setting.

switchport trunk {allowed vlan {all | [add | remove | except] vlan-list }| native

vlan vlan-id}

no switchport trunk {allowed vlan | native vlan}
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Parameter
description

Parameter Description

Configure the list of VLANs allowed on
the trunk port. vlan-list can be a VLAN
or a range of VLANs starting with the
smaller VLAN ID and ending with the
larger VLAN ID and being separated by
hyphen, for example, 10 to 20. The
segments can be separated with a
comma (,), for example, 1 to 10, 20 to
allowed vlan 25, 30, 33.

vlan-list all means that the allowed VLAN list
contains all the supported VLANS;

add means to add the specified VLAN
list to the allowed VLAN list;

remove means to remove the specified
VLAN list from the allowed VLAN list;
except means to add all the VLANs
other than those in the specified VLAN
list to the allowed VLAN list;

Default
configuration

native vlan ) ,
Specify the native VLAN.

vlan-id

Command
mode

Usage
guidelines

The allowed VLAN list is all, the Native VLAN is VLAN1.

Interface configuration mode.

Native VLAN:

A trunk port belongs to one native VLAN. A native VLAN
means that the untagged packets received/sent on the
trunk port belong to the VLAN. Obviously, the default
VLAN ID of the interface (that is, the PVID in the IEEE
802.1Q) is the VLAN ID of the native VLAN. In addition,
when frames belonging to the native VLAN are sent over
the trunk port, they are untagged.

Allowed-VLAN List:

By default, a trunk port sends traffic to and received traffic
from all VLANs (ID 1 to 4094). However, you can prevent
the traffic from passing over the trunk by configuring
allowed VLAN lists on a trunk.

Use show interfaces switchport to display configuration.
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The example below removes port 1/15 from VLAN 2:

DES-7200(config)# interface fastethernet 1/15
DES-7200(config-if)# switchport trunk al lowed vlan remove
2
DES-7200(config-if)# end
Exan1p|es DES-7200# show interfaces fastethernetl/15 switchport
Switchport is enabled
Mode is trunk port
Access vlan is 1,Native vlan is 1
Protected is disabled
Vlan lists is

1,3-4094

Command Description

Related show interfaces | Show the interface information.

Use this command to configure an
commands switchport . , g
interface as a statics access port and

access Lo
assign it to a VLAN.

1.2 Showing Related Command

1.2.1 show interfaces

Use this command to show the interface information and optical module
information.

show interfaces [interface-id] [counters | description | status | switchport |
trunk | transceiver [alarm | diagnosis| line-detect]]

Parameter Parameter Description
description Interface (including Ethernet interface,
interface-id aggregate port, SVI or loopback
interface).
counters The counters on the interface.
o The description of the interface,
description . . .
including the link status.
All the link status of the Layer 2
status ) . .
interface, including the rate and duplex.
switchport Layer 2 interface information.
Trunk port, applicable for physical port
trunk

and aggregate port.
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transceiver Basic optical module information.

Alarm information of the optical module.

alarm The “None” is displayed when no fault
exists.
) , Diagnosis parameter value of the optical
diagnosis
module.
line-detect Line detecting status of the port.

Default
configuration

Command
mode

Usage
guidelines

Examples

Show all the information.

Privileged mode.

Show the basic information if no parameter is specified.

The follow example shows the interface information when
the Gi0/1 is Trunk port:
SwitchA#show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
RXload is 1 ,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, O drops;
Input queue 0/75, O drops
Switchport attributes:
interface"s description:""
medium-type is copper
lastchange time:0 Day: O Hour: O Minute:13 Second
Priority is O

admin duplex mode is AUTO, oper duplex is Unknown
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admin speed is AUTO, oper speed is Unknown

flow receive control admin status is OFF, flow send control
admin status is OFF,flow receive control oper status is

Unknown,flow send control oper status is Unknown

broadcast Storm Control 1is OFF,multicast Storm

Control is OFF,unicast Storm Control is OFF
Port-type: trunk
Native vlan:1
Allowed vlan lists:1-4094
Active vlan lists:1, 3-4
5 minutes input rate O bits/sec, 0 packets/sec
5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received O broadcasts, O runts, O giants
0 input errors, 0 CRC, O frame, O overrun, O abort
0 packets output, 0 bytes, 0 underruns , O dropped

0 output errors, O collisions, O interface resets

The following example shows the interface information
when the Gi0/1 is Access port:
SwitchA#show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
RXload is 1 ,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, O drops;
Input queue 0/75, O drops
Switchport attributes:
interface"s description:™"
medium-type is copper
lastchange time:0 Day: O Hour: O Minute:13 Second
Priority is O
admin duplex mode is AUTO, oper duplex is Unknown

admin speed is AUTO, oper speed is Unknown
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flow receive control admin status is OFF,flow send
control admin status is OFF,flow receive control oper

status is Unknown, flow send control oper status is Unknown

broadcast Storm Control is OFF,multicast Storm

Control is OFF,unicast Storm Control is OFF

Port-type: access
Vlan id : 2

5 minutes input rate O bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received O broadcasts, O runts, O giants
0 input errors, 0 CRC, O frame, O overrun, O abort
0 packets output, 0 bytes, 0 underruns , O dropped

0 output errors, 0 collisions, 0 interface resets

The following example shows the layer-2 interface
information when the Gi0/1 is Hybrid port.
SwitchA#show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
RXload is 1 ,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, O drops;
Input queue 0/75, O drops
Switchport attributes:
interface"s description:™"
medium-type is copper
lastchange time:0 Day: O Hour: O Minute:13 Second
Priority is O
admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown

flow receive control admin status is OFF,flow send control admin
status is OFF,flow receive control oper status is Unknown,flow send

control oper status is Unknown
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Related
commands

broadcast Storm Control is OFF,multicast Storm

Control is OFF,unicast Storm Control is OFF

Port-type: hybrid
Tagged vlan id:2

Untagged vlan id:none

5 minutes input rate O bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer, 0 dropped

Received O broadcasts, O runts, O giants

0 input errors, 0 CRC, O frame, O overrun, O abort

0 packets output, 0 bytes, 0 underruns , O dropped

0 output errors, 0 collisions, 0 interface resets

The following example shows the layer-2 information of the

Gio/1.

DES-7200# show interfacesgigabitEthernet 0/1 switchport

Interface Switchport ModeAccess Native Protected VLAN

lists

GigabitEthernet 0/1 enabled Access 11 Disabled ALL

Command Description

duplex Duplex

flowcontrol Flow control status.

interface Select the interface and enter the

gigabitEthernet

interface configuration mode.

interface
aggregateport

Create or access the aggregate port,
and enter the interface configuration
mode.

interface vlan

Create or access the switch virtual
interface (SVI), and enter the
interface configuration mode.

shutdown Disable the interface.

speed Configure the speed on the port.
switchport Configure the default 802.1q
priority interface priority.

switchport Specify the interface as a protected
protected port.
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N

Caution

The functions of showing the optical module information, alarming
the fault and diagnosing the parameters shall be used combining
with the optical module of the D-Link.

To show the optical module and alarm the fault and diagnose the
parameters, the function of Digital Diagnostic Monitoring must be
supported by the optical module.
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MAC Address
Configuration Commands

2.1 Configuration Related Commands

211 address-bind

Use this command to configure IP address-MAC address binding.
address-bind ip-address mac-address

no address-bind ip-address

Parameter Description
Parameter ]
I ip-address IP address to be bound
description
mac-address MAC address to be bound
Command
mode Global configuration mode.
U If you have bound an IP address and a MAC address, the
sage
) g ] switch will discard the packets that have the same source
guidelines

IP address but different source MAC address.

This is an example of binding the IP address 3.3.3.3 and
Examples the MAC address 00d0.f811.1112.
DES-7200(config)# address-bind 3.3.3.3 00d0.f811.1112

Command Description
Related
Show the IP address-MAC
commands show address-bind o
address binding table.
Platform DES-7200 series support up to 1000 IP address-MAC
description address binding.
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2.1.2  address-bind ip-address

Use this command to configure IP address-MAC address binding.

address-bind ip-address mac-address

no address-bind ip-address

Parameter Description
Parameter ip-address IP address to be bound
description
mac-address MAC address to be bound
Command _ )
Global configuration mode.
mode
U If you have bound an IP address and a MAC address, the
sage
'dg i switch will discard the packets that have the same source
uidelines
g IP address but different source MAC address.
This is an example of binding the IP address 3.3.3.3 and
Examples MAC address 00d0.f811.1112.
DES-7200(config)# address-bind 3.3.3.3 00d0.f811.1112
Command Function
Related
commands ) Show the IP address-MAC
show address-bind .
address binding table.
Platform DES-7200 series support up to 1000 IP address-MAC
description address binding.

2.1.3  address-bind ipv6-mode

Use this command to set the IP mode of IP address binding.

Set the compatbile mode:

address-bind ipv6-mode compatible

Set the loose mode:

address-bind ipv6-mode loose
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Set the compatbile mode:

address-bind ipv6-mode strict

Parameter
description

Command
mode

Default
value

Usage
guidelines

N/A.

Global configuration mode.

Strict mode

There are three IP address binding modes: compatible,
loose and strict. The following table shows the forwarding
rules corresponding to binding modes.

Mode IPv4 forwarding | IPv6 forwarding
rule rule

Strict Only the packets | No IPv6 packets are
matching IPv4 and | forwarded (default).
MAC are
forwarded.

Loose Only the packets | All IPv6 packets are
matching IPv4 and | forwarded.
MAC are
forwarded.

compatible | Only the packets | Only the IPv6

matching IPv4 and | packets whose

MAC are | source MAC address

forwarded. is the bound MAC
address are
forwarded.

Examples

Bind the IP address 192.168.5.2 and the MAC address
00do.f822.33aa and forward the corresponding packets:
DES-7200# configure t

Enter configuration commands, one per line. End with

CNTL/Z.

DES-7200(config)# address-bind 00d0.f822_33aa ip
192.168.5.2

DES-7200(config)# address-bind ipv6-mode compatible
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Command Function
Related
commands show address-bind | Show the exceptional port of
uplink the address binding.
Platform
o N/A
description

214 address-bind install

Use this command to install or uninstall the exceptional port.
address-bind install

no address-bind install

Parameter
o N/A.
description
Command , i
Global configuration mode.
mode
Usage If you have installed the exceptional port, you can run this
guidelines command to make installation policy take effect.
Install fa 0/1 port:
Examples DES-7200(config)# address-bind uplink fa0/1
DES-7200(config)# address-bind install
Command Function
Related
commands show address-bind | Show the exceptional port of
uplink the address binding.
Platform . i
o The version must be firmware v10.1 and later.
description

2.15 address-bind uplink

Use this command to configure IP address-MAC address binding.

address-bind uplink intf-id
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no address-bind uplink intf-id

Parameter Parameter Description

description intf-id Exceptional port

Command , )
Global configuration mode.

mode
If you have bound an IP address and a MAC address, the
switch will discard the packets that have the same source

Usage IP address but different source MAC address.

guidelines If the port is an exceptional port and is installed (see
address-bind install), this binding policy does not take
effect.
Following example is to set the fa 0/1 port as an

Examples exceptional port for address binding.

DES-7200(config)#address-bind uplink fa0/1
Command Function

Related

commands show address-bind | Show the exceptional port of
uplink address binding.

Platform . )

o The version must be firmware v10.1 and later.
description

2.1.6  clear mac-address-table dynamic

Use this command to clear the dynamic MAC address.

clear mac-address-table dynamic [address mac-addr] [interface interface-id]
[ vlan vian-id]

Parameter Parameter Description

description dynamic Clear all the dynamic MAC addresses.
address Clear the specified dynamic MAC
mac-addr address.
interface Clear all the dynamic MAC addresses
interface-id of the specified interface.
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Clear all the dynamic MAC addresses

vlan vlan-id .
of the specified VLAN.

Command
mode

Usage
guidelines

Examples

Related
commands

Privileged mode.

Use show mac-address-table dynamic to display all the
dynamic MAC addresses.

Clear all the dynamic MAC addresses:

DES-7200# clear mac-address-table dynamic

Command Description

show . .
Use this command to display

mac-address-table )
dynamic MAC address.

dynamic

2.1.7  clear mac-address-table filtering

Use this command to clear the filtering MAC address.

clear mac-address-table filtering [address mac-addr] [vlan vlan-id]

Parameter
description

Parameter Description
o Clear all the filtering MAC
filtering

addresses.

Clear the specified filtering

address mac-addr
MAC address.

Clear all the filtering MAC
addresses of the specified
VLAN.

vlan vlan-id

Command
mode

Usage
guidelines

Examples

Privileged mode.

Use show mac-address-table filtering to display all the
filtering MAC addresses.

Clear the filtering MAC address 00d0.f800.0cOc:

DES-7200# clear mac-address-table filtering address
00d0.¥800.0c0c
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Related
commands

Command Description
mac-address-table Configure the filtering MAC
filtering address.

show
mac-address-table
filtering

Show the filtering MAC
address.

2.1.8 clear mac-address-table static

Use this command to clear the static MAC address.

clear mac-address-table static [address mac-addr] [interface interface-id]

[vlan vlan-id]

Parameter
description

Parameter

Description

static

Clear all the static MAC addresses.

address mac-addr

Clear the specified static MAC
address.

interface interface-id

Clear all the static MAC addresses of
the specified interface.

vlan vlan-id

Clear all the static MAC addresses of
the specified VLAN.

Command
mode

Usage
guidelines

Examples

Related
commands

Privileged mode.

Use show mac-address-table static to display all the

static MAC addresses.

The example below is to clear the static MAC address

00d0.f800.073c:

DES-7200# clear mac-address-table static address

00d0.f800.073c

Command Description
mac-address-table Configure the static MAC
static address.

show

mac-address-table
static

Show the static MAC address.
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2.1.9 mac-address-learning

Use this command to enable / disable the MAC address learning on the
interface.

mac-address-learning

Parameter
o N/A.
description
Default
configuration Enabled.
Command i _
Interface configuration mode.
mode
The MAC address learning could not be disabled on the
Usage interface with the security function enabled. The interface
guidelines with the MAC address learning function disabled could not
be configured the security function.
The following example disables the MAC address learning.
Examples DES-7200(config-if)# no mac-address-learning

2.1.10 mac-address-table aging-time

Use this command to specify the aging time of the dynamic MAC address. Use
the no form of the command to restore it to the default setting.

mac-address-table aging-time seconds

no mac-address-table aging-time

Parameter Description
Parameter Aging time of the dynamic MAC
description seconds address (in seconds). The time range
depends on the switch.

Default
configuration 300 seconds.
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

Use show mac-address-table aging-time to display
configuration.

Use show mac-address-table dynamic to display the
dynamic MAC address table.

DES-7200(config)# mac-address-table aging-time 150

Command Description

show Use this command to display the

mac-address-table | aging time of the dynamic MAC

aging-time address.

show . .
Use this command to display

mac-address-table )

) dynamic MAC address.
dynamic

2.1.11 mac-address-table filtering

Use this command to configure the filtering MAC address. Use the no form of
the command to remove the filtering address.

mac-address-table filtering mac-address vlan vlan-id [source | destination]

no mac-address-table filtering mac-address vlan vlan-id

Parameter
description

Parameter Description

mac-address Filtering Address

. VLAN ID. Its range depends on
vlan vlan-id

Default
configuration

the switch.
Filter the frame according to the
source
souce MAC address only.
o Filter the frame according to the
destination

destination MAC address only.

No filtering address is configured by default.

When configuring this command without the source or
destination specified, the frame received in the specified
VLAN, which has the same source/destination MAC
address with the specified MAC address, will be filtered.
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2.1.12

Command
mode Global configuration mode.
U The filtering MAC address shall not be a multicast address.
sage
.g ) Use show mac-address-table filtering to display the
guidelines o
filtering MAC addresses.
Exambples DES-7200(config)# mac-address-table filtering
P 00d0f8000000 vlan 1
Command Description
clear __
dd tabl Clear the filtering MAC
mac-address-table
Related iltert address.
commands lltering
show __
Show the filtering MAC
mac-address-table
. address.
filtering

mac-address-table notification

Use this command to enable the MAC address notification function. You can
use The no form of the command to disable this function.

mac-address-table notification [interval value | history-size value]

no mac-address-table notification [interval | history-size]

Parameter Description
Specify the interval of sending the MAC
Parameter interval value address trap message, 1 second by
description default
Specify the maximum number of the
history-size value entries in the MAC address notification
table, 50 entries by default.
Default By default, the interval is 1 and the maximum number of
configuration the entries in the MAC address notification table is 50.
Command
mode Global configuration mode.

2-10



DES-7200 CLI Reference Guide

Chapter 2 MAC Address Configuration Commands

Usage
guidelines

Examples

Related
commands

The MAC address natification function is specific for only
dynamic MAC address and secure MAC address. No MAC
address trap message is generated for static MAC
addresses. In the global configuration mode, you can use
the snmp-server enable traps mac-notification
command to enable or disable the switch to send the MAC
address trap message.

DES-7200(config)# mac-address-table notification
DES-7200(config)# mac-address-table notification
interval 40

DES-7200(config)# mac-address-table notification
history-size 100

Command Description
snmp-server enable Set the method of handling the
traps MAC address trap message..

Show the MAC address
notification configuration and
the MAC address trap
notification table.

show
mac-address-table
notification

Enable the MAC address trap

snmp trap . .
notification function on the

mac-notification o
specified interface.

2.1.13 mac-address-table static

Use this command to configure a static MAC address. Use the no form of the
command to remove a static MAC address.

mac-address-table static mac-addr vlan vlan-id interface interface-id

no mac-address-table static mac-addr vlan vlan-id interface interface-id

Parameter
description

Parameter Description

Destination MAC address of the
mac-addr .

specified entry
vlan-id VLAN ID of the specified entry.

Interface (physical interface or
interface-id aggregate port) that packets are
forwarded to

Default

No static MAC address is configured by default.

2-11



DES-7200 CLI Reference Guide

Chapter 2 MAC Address Configuration Commands

configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

A static MAC address has the same function as the
dynamic MAC address that the switch learns. Compared
with the dynamic MAC address, the static MAC address
will not be aged out. It can only be configured and removed
by manual. Even if the switch is reset, the static MAC
address will not be lost. A static MAC address shall not be
configured as a multicast address. Use show
mac-address-table static to display the static MAC
address. Use clear mac-address-table static to clear
static MAC address.

When the packet destined to 00d0 f800 073c arrives at
VLAN4, it will be forwarded to the specified port
gigabitethernet 1/1:

DES-7200(config)# mac-address-table static
00d0.f800.073c vlan 4 interface gigabitethernet 1/1

Command Description

show
mac-address-table Show the static MAC address.
static

Platform
description

clear
mac-address-table Clear the static MAC address.
static

For DES-7200 series, the global entry number in the MAC
address table is 16000 and the global static MAC address
number is 1000.

2.1.14 mac-manage-learning dispersive

Use this command to set the management and learning mode of the dynamic
MAC address to the dispersive mode.

Parameter
description

N/A.
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

After the management and learning mode of the dynamic
MAC address is set to the dispersive mode, the device can
learn more MAC addresses.

N/A.

Command Function

Show the MAC address
management and learning

show mac-address-table

mac-manage-learning

mode.

2.1.15 mac-manage-learning uniform

Use this command to set the management and learning mode of the dynamic
MAC address to the uniform mode.

Parameter
description

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Global configuration mode.

Setting the management and learning mode of the
dynamic MAC address to the uniform mode can improve
the L2 switching efficiency. After changing the MAC
learning mode, you must save it and restart before the new
mode takes effect.

N/A.

Command Function

show mac-address-table | Show the MAC management

mac-manage-learning and learning mode.
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Platform
o N/A
description

2.1.16 mac-manage-learning uniform learning-synchronization

Use this command to synchronize the dynamic MAC address in the whole
device in the uniform mode.

[no] mac-manage-learning uniform learning-sychronization

Parameter
o N/A.
description
Command , i
Global configuration mode.
mode
In the uniform mode, the synchronization of the dynamic
Usage MAC address in the whole device can further improve the
guidelines L2 switching efficiency. You can use the no form of this
command to cancel the synchronization.
Examples N/A.
Command Function
Related
Show the MAC address
commands show mac-address-table _
] management and learning
mac-manage-learning
mode.
Platform
o N/A
description

2.1.17 snmp trap mac-notification

Use this command to enable the MAC address trap notification on the specified
interface. You can use The no form of the command to disable this function.

snmp trap mac-notification {added | removed}

no snmp trap mac-notification {added | removed}
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Parameter Description
Parameter added Notify when a MAC address is
description added.
Notify when a MAC address is
removed
removed
Default
configuration Disabled.
Command
mode Interface configuration mode.
Usage Use show mac-address-table notification interface to
guidelines display configuration.
Examples DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# snmp trap mac-notification added
Command Description
mac-address-table Enable MAC address
Related notification notification.
commands show Show the MAC address
notification configuration and
mac-address-table o
. the MAC address natification
notification
table.

2.2  Showing Related Command

221 show address-bind

Use this command to show IP address-MAC address binding.

show address-bind

Command

mode Privileged mode.
Usage

guidelines N/A.
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DES-7200# show address-bind

IP Address Binding MAC Addr
Examples = = @ o

3.3.3.3 00d0.f811.1112

3.3.3.4 00d0.f811.1117

Command Description
Related

) Enable IP address-MAC
commands address-bind o
address binding.

2.2.2  show address-bind uplink

Use this command to show the exceptional port.

show address-bind uplink

Command
mode Privileged mode.
Usage
guidelines N/A.
DES-7200# show address-bind uplink
Ports State
Examples
Fa0/1 Disabled
Fa0/2 Disabled
Related Command Description
commands address-bind uplink Set the exceptional port.

2.2.3  show mac-address-learning

Use this command to show the MAC address learning.

show mac-address-learning

Command
mode Privileged mode.

The following example shows the MAC address learning
Examples DES-7200# show mac-address-learning
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224 show mac-address-table address

Use this command to show all types of MAC addresses (including dynamic

address, static address and filtering address)

show mac-address-table [address mac-addr] [interface interface-id] [ vlan

vlan-id]

Parameter
description

Parameter

Description

address mac-addr

Specified MAC address.

interface interface-id

Interface 1D

vlan vlan-id

VLAN ID

Command
mode

Command
mode

Related
commands

Privileged mode.

DES-7200# show mac-address-table address 00d0.f800.1001

Vlan MAC Address Type Interface
1 00d0.¥800.1001 STATIC Gil/1
Command Description

show

mac-address-table
static

Show the static MAC address.

show
mac-address-table
filtering

Show the filtering MAC
address.

show
mac-address-table
dynamic

Show the dynamic MAC
address.

show
mac-address-table
interface

Show all types of MAC
addresses of the specified
interface

show
mac-address-table
vlan

Show all types of MAC
addresses of the specified
VLAN

show
mac-address-table
count

Show the address counts in the
MAC address table.

2-17



DES-7200 CLI Reference Guide

Chapter 2 MAC Address Configuration Commands

show
mac-address-table Show the static MAC address.
static
show .
Show the filtering MAC
mac-address-table
o address.
filtering

2.25  show mac-address-table aging-time

Use this command to display the aging time of the dynamic MAC address.

show mac-address-table aging-time

Command
mode Privileged mode.
DES-7200# show mac-address-table aging-time
Examples i i
Aging time : 300
Command Description
Related
commands mac-address-table | Specify the aging time of the
aging-time dynamic MAC address.
2.2.6 show mac-address-table count
Use this command to display the mac-address-table count.
show mac-address-table count
Command
mode Privileged mode.
DES-7200# show mac-address-table count
Dynamic Address Count : 51
Static Address Count : O
Examples i
Filter Address Count : O
Total Mac Addresses - 51
Total Mac Address Space Available: 8139
Related Command Description
commands show
mac-address-table Display the static address.
static
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show
mac-address-table
filtering

Display the filtering address.

show
mac-address-table
dynamic

Display the dynamic address.

show
mac-address-table
address

Display all the address
information of the specified

address.

show
mac-address-table
interface

Display all the address
information of the specified

interface.

show

mac-address-table vlan

Display all the address
information of the specified

vian.

2.2.7

show mac-address-table dynamic

Use this command to show the dynamic MAC address.

show mac-address-table dynamic [address mac-addr] [interface interface-id]

[ vlan vlan-id]

Parameter
description

Default
configuration

Parameter Description
Destination MAC address of the
mac-addr
entry
vlan-id VLAN of the entry
Interface that the packet is
, ) forwarded to.
interface-id

(It may be a physical port or an
aggregate port)

Command
mode

Examples

All the MAC addresses are displayed by default.

Privileged mode.

DES-7200# show mac-address-table dynamic

Vian MAC Address

1 0000.0000.0001
1 0001.960c.a740
1 0007.95c7.dff9

Type Interface

DYNAMIC gigabitethernet 1/1
DYNAMIC gigabitethernet 1/1
DYNAMIC gigabitethernet 1/1
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1 0007 .95cf.eee0 DYNAMIC gigabitethernet 1/1
1 0007.95cf.f41f DYNAMIC gigabitethernet 1/1
1 0009.b715.d400 DYNAMIC gigabitethernet 1/1
1 0050.bade.63c4 DYNAMIC gigabitethernet 1/1
Command Description

Clear the dynamic MAC

commands mac-address-table
) address.

dynamic

2.2.8  show mac-address-table filtering

Use this command to show the filtering MAC address.

show mac-address-table filtering [addr mac-addr] [vlan vlan-id]

Parameter Description
Parameter Destination MAC address of the
. mac-addr
description entry
vlan-id VLAN ID of the entry
Command
mode Privileged mode.
DES-7200# show mac-address-table filtering
Exan1p|es Vlan MAC Address Type Interface
1 0000.2222.2222 FILTER Not available
Command Description
clear Clear the filtering MAC
ear e filterin
Related mac-address-table i g
address.
commands filtering
mac-address-table Configure the filtering MAC
filtering address.

2.29 show mac-address-table interface

Use this command to show all the MAC address information of the specified
interface (including static and dynamic MAC address).

show mac-address-table interface [interface-id] [vlan vlan-id]
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Parameter
description

Command
mode

Parameter Description
Show the MAC address

) ) information of the specified

interface-id .
Interface(physical interface or
aggregate port).

i Show the MAC address
vlan-id

information of the VLAN.

Examples

Related
commands

Privileged mode.

DES-7200# show mac-address-table interface

gigabitethernet 1/1

Vlan MAC Address Type Interface

1 00d0.f800.1001 STATIC gigabitethernet 1/1
1 00d0.¥800.1002 STATIC gigabitethernet 1/1
1 00d0.f800.1003 STATIC gigabitethernet 1/1
1 00d0.f800.1004 STATIC gigabitethernet 1/1
Command Description

show

mac-address-table
static

Show the static MAC address.

show
mac-address-table
filtering

Show the filtering MAC
address.

show
mac-address-table
dynamic

Show the dynamic MAC
address.

show
mac-address-table
address

Show all types of MAC
addresses.

show

mac-address-table vlan

Show all types of MAC
addresses of the specified
VLAN.

show
mac-address-table
count

Show the address counts in
the MAC address table.
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2.2.10

2.2.11

show mac-address-table mac-manage-learning

Use this command to show the management and learning mode of the dynamic

MAC address.

Command .
Privileged mode.

mode

Usage

o N/A.

guidelines
DES-7200# show mac-address-table mac-manage-learning
#HHHH#AMAC manage-learning

Exan1p|e5 running mode: uniform
configuration mode: uniform
dynamic address learning-synchronization: off.
Command Function

Set the management and
mac-manage-learning learning mode of the
uniform dynamic MAC address to

the uniform mode.

Related . . .
q mac-manage-learning Synchronize the dynamic
commands . .
uniform MAC address in the whole
learning-synchronization device.

Set the management and
mac-manage-learning learning mode of the
dispersive dynamic MAC address to

the dispersive mode.

show mac-address-table notification

Use this command to show the MAC address notification configuration and the

MAC address notification table.

show mac-address-table notification [interface [interface-id] | history ]

Parameter Description
Interface ID. Show the MAC
Parameter ) ] ] o
o interface interface-id address notification
description

configuration on the interface.

history Show the MAC address
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2.2.12

notification history.

Default
configuration

Command
mode

Examples

Related
commands

The MAC address notification configuration is shown by
default.

Privileged mode.

DES-7200# show mac-address-table notification interface
Interface MAC Added Trap MAC Removed Trap

GigabitEthernetl/14 Disabled Disabled
DES-7200# show mac-address-table notification

MAC Notification Feature: Disabled

Interval between Notification Traps: 1 secs

Maximum Number of entries configured in History Table:1
Current History Table Length: 0O

DES-7200# show mac-address-table notification history
History Index: O

MAC Changed Message:

Operation:ADD Vlan: 1 MAC Addr: 00f8.d012.3456
GigabitEthernet 3/1

Command Description
mac-address-table Enable MAC address
notification notification.

Enable the MAC address
trap notification function on
the specified interface.

snmp trap
mac-notification

show mac-address-table static

Use this command to show the static MAC address.

show mac-address-table static [addr mac-addr] [interface interface-id] [vlan

vlan-id ]

Parameter
description

Parameter Description

Destination MAC address of the
mac-addr

entry
vlan-id VLAN ID of the entry

Interface of the entry (physical

interface-id i
interface or aggregate port)
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2.2.13

Command
mode

Examples

Related
commands

Privileged mode.

Show only static MAC addresses

DES-7200# show mac-address-table static

Vian MAC Address

1 00d0.¥800.1001
1 00d0.¥800.1002
1 00d0.¥800.1003

Type Interface

STATIC gigabitethernet 1/1
STATIC gigabitethernet 1/1
STATIC gigabitethernet 1/1

Command

Description

mac-address-table
static

Configure the static MAC
address.

clear
mac-address-table
static

Clear the static MAC address.

show mac-address-table vian

Use this command to show all types of MAC addresses of the specified VLAN

show mac-address-table vlan [vlan-id]

Parameter
description

Parameter

Description

vlan-id

VLAN ID of the entry

Command
mode

Examples

Related
commands

Privileged mode.

DES-7200# show mac-address-table vlan 1
Vlan MAC Address Type Interface

1 00d0.¥800.1001
1 00d0.¥800.1002
1 00d0.¥800.1003

STATIC gigabitethernet 1/1
STATIC (gigabitethernet 1/1
STATIC gigabitethernet 1/1

Command

Description

show
mac-address-table
static

Show the static MAC address.
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show
mac-address-table
filtering

Show the filtering MAC address.

show

Show the dynamic MAC
mac-address-table
) address.
dynamic
show

mac-address-table
address

Show all types of MAC
addresses.

show
mac-address-table
interface

Show all types of MAC
addresses of the specified
interface.

show
mac-address-table
count

Show the address counts in the
MAC address table.
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Aggregate Port
Configuration Commands

3.1 Configuration Related Commands

3.1.1  aggregateport load-balance

Specify a load-balance algorithm. Use the no command to return it to the

default setting.

aggregateport load-balance {dst-mac | src-mac | src-dst-mac | dst-ip |

src-ip | src-dstip }

no aggregateport load-balance

Parameter
description

Parameter

Description

dst-mac

Traffic is distributed according to the
destination MAC addresses of the
incoming packets. For all the links of an
aggregate port, the messages with the
same destination MAC addresses are
sent to the same port, and those with
different destination MAC addresses
are sent to different ports.

Src-mac

Traffic is distributed according to the
source MAC addresses of the incoming
packets. For all the links of an
aggregate port, the messages from
different addresses are distributed to
different ports, and those from the
same addresses are distributed to the
same port.
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Src-dst-ip

Traffic is distributed according to the
source IP address and destination IP
address. Packets with different source
and destination IP address pairs are
forwarded through different ports. The
packets with the same source and
destination [P address pairs are
forwarded through the same links. At
layer 3, this load balancing style is
recommended.

dst-ip

Traffic is distributed according to the
destination [P addresses of the
incoming packets. For all the links of an
aggregate port, the messages with the
same destination IP addresses are sent
to the same port, and those with
different destination IP addresses are
sent to different ports.

src-ip

Traffic is distributed according to the
source IP addresses of the incoming
packets. For all the links of an
aggregate port, the messages from
different addresses are distributed to
different ports, and those from the
same addresses are distributed to the
same port.

Default
configuration

src-dst-mac

Traffic is distributed according to the
source and destination MAC
addresses. Packets with different
source and destination MAC address
pairs are forwarded through different
ports. The packets with the same
source and destination MAC address
pairs are forwarded through the same
port.

Command
mode

Traffic is distributed according to the destination and

source MAC addresses of the incoming packets.

Global configuration mode.
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Usage
guidelines

Examples

Related
commands

Use show aggregateport to display load-balance
configuration.

DES-7200(config)# aggregateport load-balance dst-mac

Command Description

Platform
description

show
aggregateport
load-balance

Use this command to display
aggregate port configurations.

3.1.2 port-group

N/A

Use this command to assign a physical interface to be a member port of an
aggregate port. Use the no form of the command to remove the membership

from the aggregate port.

port-group port-group-number

no port-group

Parameter
description

Parameter Description

Default
configuration

Number of the member group of an
port-group-number | aggregate port, the interface number
of the aggregate port

Command
mode

Usage
guidelines

Examples

By default, the physical port does not belong to any
aggregate port.

Interface configuration mode.

All the members of an aggregate port belong to a VLAN or
configured to be trunk ports. The ports belonging to
different native VLANs cannot form an aggregate port.

This example shows how to specify the Ethernet interface
1/3 and 1/4 as members of AP 3:

DES-7200(config)# interface gigabitethernet 1/3
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DES-7200(config-if)# port-group 3

Platform DES-7200 series support up to 8 member ports and create
description up to 128 AP globally.

3.2  Showing Related Command

3.2.1 show aggregateport

Use this command to display the aggregate port configurations.

show aggregateport {{aggregate-port-number] summary | load-balance}

Parameter Description
aggregate-port-number | Number of the aggregate port.
Parameter load-balance Show the load-balance algorithm
description on the aggregate port.
summary Show the summary of the
aggregate port.
Command
mode Privileged mode.
Usage If the aggregate port number is not specified, all the
guidelines aggregate port information will be displayed.
DES-7200# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Ports
Examples
Agl 8 Enabled ACCESS
Command Description
Related
commands aggregateport Configure a load-balance
load-balance algorithm of AP.
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LACP Configuration
Commands

4.1 Configuration Related Commands

4.1.1  port-group mode

Use this command to enable LACP and specify the group ID and the
aggregation mode. Use the no form of this command to disable the LACP.

port-group key mode {active | passive}

no port-group

Parameter Description
key Specify the group ID on the port to be
aggregated. The key values vary with
the aggregation group numbers
supported for different products.
Parameter Places r.;l port ihto an active neg-oFif";lting
description active state, in which the port initiates
negotiations with remote ports by
sending LACP packets.
Places a port into a passive negotiating
) state, in which the port responds to
passive . .
LACP packets it receives but does not
initiate LACP negotiation.
Default
configuration By default, the LACP function is disabled on the interface.
Command
mode Interface configuration mode.
Usage N/A
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guidelines

Examples

Related
commands

DES-7200(config)# interface gigabitethernet 1/1

DES-7200(config-if)# port-group 1 mode active

Command Description

lacp port-priority Set the LACP port priority.

4.1.2 lacp port-priority

Use this command to set the LACP port priority. Use the no form of this
command to return to the default value.

lacp port-priority port-priority

no lacp port-priority

Parameter
description

Default
configuration

Parameter Description

The port priority, in the range of

ort-priorit
por-p y 0-65535.

Command
mode

Usage
guidelines

By default, the port priority is 32768.

Interface configuration mode.

When multiple ports are to be aggregated, the ports with
high priorities take precedence and the port with the
highest priority is selected as the master port. The port
priority sequence is determined according to the wire
quality.

The LACP cannot be enabled on the ports with the function
of forbidding the member ports to add to or leave the AP
enabled; and the function of forbidding the member ports to
add to or leave the AP cannot be enabled on the LACP
member ports. The AP with the function of forbidding the
member ports to add to or leave cannot configured as the
LACP AP, and function of forbidding the member ports to
add to or leave the AP cannot be enabled on the LACP AP.

The SYSLOG will be displayed when the LACP fails to
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Examples

Related
commands

leave the AP due to external function limitations, such as:
%LACP-5-UNBUNDLE_FAIL: Interface FastEthernet 0/1
failed to leave the AggregatePort 1. In this case, please
modify the configuration to cancel the related configuration
of forbidding the member ports to leave the AP, otherwise
the normal packets transmission on the AP will be
influenced.

DES-7200(config)# interface gigabitethernet 1/1

DES-7200(config-if)# lacp port-priority 4096

Command Description

4.1.3 lacp system-priority

Enable the LACP on the port
port-group key mode | and specify the aggregation
{active | passive} group ID and operation
mode.

Use this command to set the LACP system priority. The no form of it restores it

to the default.

lacp system-priority system-priority

no lacp system-priority

Parameter
description

Parameter Description

Default
configuration

system-priority The LACP system priority, in
the range of 0-65535.

Command

mode

Usage
guidelines

By default, the system priority is 32768.

Global configuration mode.

LACP system priority consists of the Layer2 management
MAC address and its priority value, where the MAC
address is fixed but the priority value is configurable. If two
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priorities are equal, then the smaller the MAC address is,
the higher the priority is. All LACP groups on the switch
share the system priority. Changing the system priority
may influence the whole aggregation groups on the switch.

Examples DES-7200(config)# lacp system-priority 4096

Command

Description

Related port-group key mode
commands {active | passive}

Enable the LACP on the port
and specify the aggregation
group ID and operation mode.

lacp port-priority

Set the LACP port priority.

4.2  Showing Related Command

4.2.1  show lacp summary

Use this command to show the LACP aggregation information.

show lacp summary [key]

Parameter Description
Parameter key Specify the aggregation group id to
description show. If it is not specified, all
aggregation group information is shown
by default.
Command
mode Privileged mode.
Usage
guidelines N/A.
DES-7200# show LACP summary
Flags:S - Device is sending Slow LACPDUs  F - Device is sending
Example fast LACPDUs.
S A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:
Local information:
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LACP port

Port Flags State

Gio/1 SA bndl
0x3d
Gi0/2 SA bndl
0x3d
Gio/3 SA bndl
0x3d

Partner information:

LACP port

Port Flags Priority

Oper Port Port

Priority Key Number State

4096 0x3 Ox1
4096 0x3 0x2
4096 0x3 0x3

Oper Port Port

1D Key Number State

Gi0/1 SA 61440 00d0.¥800.0002 0x3 Ox1 0x3d

Gi0/2 SA 61440 00d0.¥800.0002 0x3 0x2 0x3d

Gi0/3 SA 61440 00d0.¥800.0002 0Ox3 0x3 0x3d

Field

Description

Local information

Show the local LACP
information.

Port

Show the system port
ID.

Flags

Show the port state flag:
“S” indicates that the
LACP is stable and in
the state of periodically
sending the LACPPDU;
“A” indicates that the
port is in the active
mode.

State

Show the port
aggregation

information: “bndlI”
indicates that the port is
aggregated; “Down”
represents the
disconnection port
state; “susp” indicates
that the port is not
aggregated.
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o Show the LACP port
LACP Port Priority o
priority.
Show the port operation
Oper Key
key.
Port Number Show the port number.
Show the flag bit for the
Port State
LACP port state.
Partly show the LACP
Partner infomation information of the peer
port.
Partly show the system
Dev ID MAC information of the
peer device.
Command Description
Related Enable the LACP on the port and
commands port-group key mode | specify the aggregation group ID
and operation mode.
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VLAN Configuration

Commands

5.1 Configuration Related Commands

5.1.1 add

Use this command to add one or a group Access interface into current VLAN.
Use the no form of the command to remove the Access interface.

add interface { interface-id | range interface-range }

no add interface { interface-id | range interface-range }

Parameter
description

Default
configuration

Parameter Description
) ) Layer-2 Ethernet interface or layer-2 AP
interface-id
port.
range Range of the Layer-2 Ethernet interface

interface-range

or layer-2 AP port.

Command
mode

All layer-2 Ethernet interfaces are in the VLAN1.

VLAN configuration mode.
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Usage
guidelines

Examples

This command is only valid for the access port.

The configuration of this command is the same as
specifying the VLAN to which interface belongs in the
interface configuration mode (that is the switchport
access vlan vlan-id). For the two commands of
adding the interface to the VLAN, the command
configured later will overwrite the one configured
before and take effect.

B The configuration of adding the layer-2 AP into
current VLAN through this command will only take
effect for the layer-2 AP port, but not for the member
port of the layer-2 AP port.

The following example adds the interface GigabitEthernet
0/10 into the VLAN20.

DES-7200# configure terminal

SwitchA(config)#vlan 20

SwitchA(config-vlan)#add interface GigabitEthernet 0/10
DES-7200# show interface GigabitEthernet 0/10 switchport

Interface Switchport Mode Access Native Protected

VLAN lists

GigabitEthernet 0/10 enabled ACCESS 20 1 Disabled
ALL

The following example adds the interface range
GigabitEthernet 0/1-10 into the VLANZ200.

DES-7200# configure terminal
SwitchA(config)#vlan 200

SwitchA(config-vlan)#add interface range GigabitEthernet
0/1-10

DES-7200# show vlan
SwitchA#show vlan

VLAN Name Status Ports

1 VLANOOO1 STATIC
Gi0/11,G6i10/12,G6i0/13,Gi0/1
4,Gi0/15,
Gi0/16,G6i0/17,G6i0/18,Gi0/1
9,610/20,Gi10/21, Gi0/22,
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Gi0/23, Gi0/24

200 VLANO200 STATIC Gi0/1,Gi0/2,Gi0/3,Gi0/4,Gi0/5,
Gi0/6,Gi0/7,Gi0/8,Gi0
/9,Gi0/10

The following example adds the AggregatePort10 into the
VLAN20.

DES-7200# configure terminal

SwitchA(config)#vlan 20

SwitchA(config-vlan)#add interface aggregateport 10
DES-7200# show interface aggregateport 10 switchport

Interface Switchport Mode Access Native Protected

VLAN lists

AggregatePort 10 enabled ACCESS 20 1 Disabled ALL

Command Description

Related show interface

commands interface-id Show the layer-2 interfaces.
switchport

51.2 name

Use the command to specify the name of a VLAN. Use the no form of the
command to restore it to the default setting.

name vlan-name

no name

Parameter Parameter Description

description vlan-name VLAN name

Default The default name of a VLAN is the combination of

efau
) ) “VLAN” and VLAN ID, for example, the default hame of
configuration .
the VLAN 2 is “WVLANO0002".

Command i )
VLAN configuration Mode.
mode
Usage You can view the VLAN settings by using the show vlan
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guidelines command.

DES-7200(config)# vlan 10

Examples
DES-7200(config-vlan)# name vlanl0
Related Command Description
commands show vlan Show member ports of the VLAN.

5.1.3  switchport access

Use this command to configure an interface as a statics access port and assign
it to a VLAN. Use the no form of the command to assign the port to the default
VLAN.

switchport access vlan vlan-id

no switchport access vlan

Parameter Description
Parameter _
description vian-id The VLAN ID at which the port to be
added.
Default By default, the switch port is an access port and the VLAN
configuration is VLAN 1.
Command i .
Interface configuration mode.
mode
Enter one VLAN ID. The system will create a new one and
add the interface to the VLAN if you enter a new VLAN ID.
Usage If the VLAN ID already exists, the command adds the port
guidelines to the VLAN.
If the port is a trunk port, the operation does not take
effect.
Exan1p|es DES—7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# switchport access vlan 2
Related Command Description
commands switchport Specify the interface as Layer 2 mode
mode (switch port mode).
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514  switchport mode

switchport
trunk

Use this command to specify a native
VLAN and the allowed-VLAN list for the
trunkport.

Use this command to specify a L2 interface (switch port) mode. You can specify
this interface to be an access port or a trunk port or an 802.1Q tunnel. Use the

no form of the command to restore the default setting.

switchport mode {access | trunk | hybrid | uplink | dotlg-tunnel}

no switchport mode

configuration

Command
mode

Usage
guidelines

Examples

Parameter Description
Configure the switch port as an access
access
port.
Configure the switch port as a trunk
trunk
Parameter port. . _ .
description hybrid Configure the switch port as a hybrid
port.
. Configure the switch port as an uplink
uplink
port.
Configure the switch port as a 802.1Q
dotlg-tunnel
tunnel port.
Default

By default, the switch port is an access port.

Interface configuration mode.

If a switch port mode is access port, it can be the member

port of only one VLAN. Use switchport access vlan to
specify the member of the VLAN.

A trunk port can be the member port of various VLANS
defined by the allowed-VLAN list. The allowed VLAN list of
the interface determines the VLANSs to which the interface
may belong. The trunk port is the member of all the VLANSs
in the allowed VLAN list. Use switchport trunk to define
the allowed-VLANS list.

DES-7200(config-if)# switchport mode trunk
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Description

Use this command to configure an
interface as a statics access port and
assign it to a VLAN.

Command

switchport
Related access
commands

switchport

trunk

Use this command to specify a native
VLAN and the allowed-VLAN list for the
trunkport.

515  switchport trunk

Use this command to specify a native VLAN and the allowed-VLAN list for the
trunk port. Use the no form of the command to restore the default setting.

switchport trunk {allowed vlan { all | [add | remove | except] vian-list }|

native vlan vian-id}

no switchport trunk {allowed vlan | native vlan }

Parameter

Description

Parameter allowed vlan

description vian-list

Configure the list of VLANs allowed on
the trunk port. vlan-list can be a VLAN
or a range of VLANs starting with the
smaller VLAN ID and ending with the
larger VLAN ID and being separated by
hyphen, for example, 10 to 20. The
segments can be separated with a
comma (,), for example, 1 to 10, 20 to
25, 30, 33.

all means that the allowed VLAN list
contains all the supported VLANS;

add means to add the specified VLAN
list to the allowed VLAN list;

remove means to remove the specified
VLAN list from the allowed VLAN list;
except means to add all the VLANs
other than those in the specified VLAN
list to the allowed VLAN list;

native vlan
vlan-id

Specify the native VLAN.

Default The default allowed-VLAN list is all the VLANS, the default
configuration native VLAN is VLAN 1.
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5.1.6

Command
mode

Usage
guidelines

Examples

Related
commands

Interface configuration mode.

Native VLAN:

A trunk port belongs to one native VLAN. A native VLAN
means that the untagged packets received/sent on the
trunk port belong to the VLAN. Obviously, the default
VLAN ID of the interface (that is, the PVID in the IEEE
802.1Q) is the VLAN ID of the native VLAN. In addition,
when frames belonging to the native VLAN are sent over
the trunk port, they are untagged.

Allowed-VLAN List:

By default, a trunk port sends traffic to and received traffic
from all VLANs (ID 1 to 4094). However, you can prevent
the traffic from passing over the trunk port by configuring
allowed VLAN lists on a trunk port .

Use show interfaces switchport to display configuration.

The example below removes port 1/15 from VLAN 2:

DES-7200(config)# interface fastethernet 1/15
DES-7200(config-if)# switchport trunk al lowed vlan remove
2

DES-7200(config-if)# end

DES-7200# show interfaces fastethernetl/15 switchport
Interface Switchport Mode Access Native Protected VLAN

lists

FigabitEthernet 1/15 enabled TRUNK 1 1 Disabled
1,3-4094

vlan

Command Description
show . . .
) Show the interface information.
interfaces

i Use this command to configure an
switchport i .

interface as a statics access port and

access

assign it to a VLAN.

Use this command to enter the VLAN configuration mode. Use the no form of
the command to remove the VLAN.

vlan vlan-id
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no vlan vlan-id

Parameter Description
Parameter VLAN ID
description vlan-id Default VLAN (VLAN 1) cannot be
removed.
Command , i
Global configuration mode.
mode
To return to the privileged EXEC mode, input end or
Usage .
s pressing Ctrl+C.
guidelines . ) ) )
To return to the global configuration mode, input exit.
DES-72 fig)# vlan 1
Examples S-7200(con !g) vlan
DES-7200(config-vlan)#
Related Command Description
commands show vlan Show member ports of the VLAN.

5.2 Showing Related Commands

5.2.1 show vlan

Show member ports of the VLAN.

show vlan [id vlan-id]

Parameter Parameter Description
description vlan-id VLAN ID
Default

configuration Show all the information by default.
Command

mode Privileged mode.
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To return to the privileged EXEC mode, input end or
Usage pressing Ctrl+C.
guidelines , . . .
To return to the global configuration mode, input exit.
DES-7200# show vlan id 1
VLAN Name Status Ports
Examples
1 VLANOOO1 STATIC  Fa0/1, Fa0/2
Command Description
Related name VLAN name.
commands switchport )
Add the interface to a VLAN.
access
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Super-VLAN
Configuration Commands

6.1 Configuring Related Commands

6.1.1 subvlan

Use this command to set the sub VLAN of this super VLAN or delete sub VLAN.

subvlan vlan-id-list

no subvlan [vlan-id-list]

Parameter Description

Parameter

ool Sub VLAN ID of the VLAN. Multiple
description vlan-id-list P
VLANS are supported.

Command

mode VLAN configuration Mode.

Usage Use no subvlan command to delete all sub VLANS of this

guidelines super VLAN.
DES-7200(config)# vlan 3

Examples DES—7200(c0nfig—vlan)# supervilan
DES-7200(config-vlan)# subvlan 5
DES-7200(config-vlan)# subvlan 7-19
Command Description

Related P
show

commands Show the super VLAN information.
supervlan

6.1.2  subvlan-address-range

Use this command to set the IP address range of the sub VLAN.

subvlan-address-range start-ip end-ip
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no subvlan-address-range

Parameter Description

Parameter ) .
L start-ip The start IP address of this sub VLAN

description

end-ip The end IP address of this sub VLAN
Command
mode VLAN configuration Mode.

To return to the privileged EXEC mode, input end or press
Usage Ctrl+C.
guidelines

To return to the global configuration mode, input exit.

DES-7200(config)# vlan 3
Exan1p|es DES-7200(config-vlan)# subvlan-address-range
192.168.3.10 192.168.3.100

Command Description

Related
show

commands Show the super VLAN information.
supervlan

6.1.3  supervlan

Use this command to set the VLAN as a super VLAN.
supervlan

no supervlan

Parameter
o N/A.

description

Command i i
VLAN configuration Mode.

mode
To return to the privileged EXEC mode, input end or press

Usage Ctrl+C.

guidelines _ . . .
To return to the global configuration mode, input exit.
DES-7200 fig)# vlan 3

Examples (config)# vlan
DES-7200(config-vlan)# supervilan
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Related Command Description

commands show supervlan | Show the super VLAN information.
Platform

description N/A.

6.1.4 proxy-arp

Use this command to enable the ARP agent function of a VLAN.

proxy -arp
Nno proxy -arp
Parameter
description N/A.
Command
mode VLAN configuration Mode.
To return to the privileged EXEC mode, input end or press
Usage Ctrl+C.
guidelines . . . .
To return to the global configuration mode, input exit.
DES-7200 fig)# vlan 3
Examples (con fg) vian
DES-7200(config-vlan)# proxy-arp
Command Description
Related
show
commands Show the super VLAN information.
supervlan
Platform
description N/A.

6.2 Showing Related Command

6.2.1  show supervlan

Use this command to show the configuration of the super VLAN and its sub
VLANS.

show supervlan
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show supervlan id vlan-id

Parameter Parameter Description
description vlan-id VLAN ID
Command

mode Privileged mode.

Usage

guidelines N/A.

DES-7200# show supervilan
supervlan id supervlan arp-agent subvlan id subvlan
arp-agent subvlan ip range

Examples = oo o o

ON
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Protocol VLAN
Configuration Commands

7.1 Configuration Related Commands

7.1.1  protocol-vlan ipv4 addr mask addr vlan id

Use this command to configure the IP address, subnet mask and VLAN
classification.

Parameter Description
Parameter addr IP address in the x.x.x.x format.
description y VLAN ID, the maximal VLAN the
[
product supports
Default
configuration N/A.
Command
mode Global configuration mode.
Examples DES-7200(config)# protocol-vlan ipv4 192.168.100.3 mask
255. 255.255.0 vlan 100
Command Description
show protocol-vlan
Related ipv4
commands no protocol-vlan ipv4
addr mask addr
no protocol-vlan ipv4
Platform
description The software version must be firmware v10.1 and later.
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7.1.2 protocol-vlan ipv4

Use this command to enable configuring the IP address, subnet mask and
VLAN classification.

Parameter Parameter Description
description - -
Default

configuration N/A.

Command

mode Interface configuration mode.

Examples DES-7200(config-if)# protocol vlan ipv4
Related Command Description
commands no protocol-vlan ipv4 -
Platform

description The software version must be firmware v10.1 and later.

7.1.3  protocol-vlan profile num frame-type type ether-type type

Use this command to configure message type and Ethernet type profile.

Parameter Description
Parameter .
. num Profile indexes
description
type Type of message and Ethernet
Default
configuration N/A.
Command
mode Global configuration mode.
DES-7200(config)# protocol-vlan profile 1 frame-type
Examples ( D# p p yp
ETHERI1 ether-type aarp
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7.1.4

Related
commands

Command

Description

show protocol-vlan
profile

show protocol-vlan
profile num

no protocol-vlian
profile

Platform

description

no protocol-vlian
profile num

The software version must be firmware v10.1 and later.

protocol-vlan profile num vlan id

Use this command to apply some profile to an interface.

Parameter Description
Parameter num Profile indexes
description y VLAN ID, the maximal VLAN the
i
product supports.
Command
mode Interface mode.
Examples DES-7200(config-if)# protocol-vlan profile 1 vlan 101
Command Description
show protocol-vlian
profile
show rotocol-vlan
Related . P
profile num
commands
no protocol-vlian
profile
no protocol-vian
profile num
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Platform
description The software version must be firmware v10.1 and later.

7.2  Showing Related Commands

7.2.1  show protocol-vlan

Show the configuration of protocol VLAN.

show protocol-vlan

Parameter

description N/A.

Default

configuration N/A.

Command

mode Privileged mode.

Examples DES-7200# show protocol-vlan

Platform

description The software version must be firmware v10.1 and later.
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Private VLAN
Configuration Commands

8.1 Configuration Related Commands

8.1.1  private-vlan type
Use this command to configure the VLAN as the private VLAN.
private-vlan {community | isolated | primary}

no private-vlan {community | isolated | primary}

Parameter Description
community Configure it as the community VLAN.
Parameter isolated Configure it as the isolated VLAN.
description ) . . .
primary Configure it as the primary VLAN.
Delete the corresponding private VLAN
no
configuration.
Default
configuration No private VLAN is configured.
Command
mode VLAN configuration Mode.
DES-7200 fig)# vlan 22
Examples (con fg) vian i i
DES-7200(config-vlan)# private-vlan primary
Command Description
Related
commands show vlan
private-vlan
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Platform
description The software version must be firmware v10.1 and later.

8.1.2  private-vlan association

Use this command to associate the secondary VLAN with the primary
command.

private-vlan association {svlist | add svlist | remove svlist}

no private-vlan association

Parameter Description
svlist The secondary VLAN list
Parameter
description Remove the association between
no the primary VLAN and all the
secondary VLANS.
Default
configuration No association.
Command
mode Primary VLAN configuration Mode.
DES-7200(config)# vlan 22
Examples DES-7200(config-vlan)# private-vlan association add
24-26
Command Description
Related
commands show vlan
private-vlan
Platform
description The software version must be firmware v10.1 and later.

8.1.3  private-vlan mapping

Use this command to map the secondary VLAN to the L3 SVI interface.
private-vlan mapping {svlist | add svlist | remove svlist}

no private-vlan mapping
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Parameter Description
Parameter ] -
. svlist secondary VLAN list
description
no Delete the mapping.
Command
mode The interface mode corresponding to the primary VLAN
Exan1p|es DES—7200(config)# interface vian 22 _
DES-7200(config-if)# private-vlan mapping add 24-26
Command Description
Related
commands show vlan
private-vlan
Platform
description The software version must be firmware v10.1 and later.

8.1.4  switchport mode private-vlan
Use this command to declare the private VLAN mode of the interface.
switchport mode private-vlan {host | promiscuous }

no switchport mode

Parameter Description
host Host mode of the private VLAN
Parameter _ Promiscuous mode of the private
description promiscuous VLAN
Delete the private  VLAN
no . .
configuration of the port.
Command
mode Interface configuration mode.
Exan1p|es DES-7200(config)# interface gigabitEthernet0/2
DES-7200(config-if)# switchport mode private-vlan host
Related Command Description
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show vlan
private-vlan
Platform
description The software version must be firmware v10.1 and later.

8.1.5  switchport private-vlan host-association

Use this command to associate the primary VLAN, which is associated with the
private VLAN mode of the interface, with the secondary VLAN.

switchport private-vlan host-association p_vid s_vid

no switchport private-vlan host-association

Parameter Description
p_vid Primary VID.
Parameter
description s_vid Secondary VID
Delete the host port from the
no .
private VLAN.
Command
mode Interface configuration mode.
DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode private-vlan host
Examples ¢ 9-in P P
DES-7200(config-if)# switchport private-vlan
host-association 22 23
Command Description
Related
commands show vlan
private-vlan
Platform
description The software version must be firmware v10.1 and later.

8.1.6  switchport private-vlan association trunk

Use this command to associate the trunk port in the private VLAN mode, which
is associated with the primary VLAN and the secondary VLAN.

switchport private-vlan association trunk p_vid s_vid
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no switchport private-vlan association trunk

Parameter
description

Command
mode

Parameter Description

p_vid Primary VID.

s_vid Secondary VID

o Delete the host port from the

private VLAN.

Examples

Related
commands

Interface configuration mode.

DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# switchport private-vlan
association trunk 202 203

Command

Description

Platform

description

show
private-vlan

vlan

switchport private-vlan mapping

The software version must be firmware v10.4 (3) and later.

Use this command to configure the promiscuous secondary VLANSs that the
promiscuous mode of the private VLAN maps.

switchport private-vlan mapping p_vid {svlistjadd svist [remove svlist}

no switchport private-vlan mapping

Parameter
description

Default
configuration

Parameter Description

p_vid Primary VID

svlist Secondary VLAN list.

0 Remove all the promiscuous

secondary VLANS.

No promiscuous secondary VLAN is configured.
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8.1.8

Command

mode Hybrid interface configuration mode of private VLAN
DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode private-vlan

Examples promiscuous
DES-7200(config-if)# switchport private-vlan mapping 22
add 23-25
Command Description

Related

commands show vian
private-vlan

Platform

description The software version must be firmware v10.1 and later.

switchport private-vlan promiscuous trunk

Use this command to configure the ports as a promiscuous trunk port , which is
associated with the L2 port and the private VLAN. Multiple pairs are allowed to

associate.

[no] switchport private-vlan promiscuous trunk p_vid_s_list

Parameter
description

Default
configuration

Command
mode

Examples

Parameter Description
p_vid Primary VID
svlist Secondary VLAN list.

Remove all the relationships
no between the layer-2 ports and
private VLANS.

None.

Interface configuration mode

DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# switchport private-vilan
promiscuous trunk 202 203
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Related
commands

Command

Description

Platform
description

8.2  Showing Related Commands

The software version must be firmware v10.4 (3) and later.

8.2.1  show vlan private-vlan

Show the configuration of private VLAN.

show vlan private-vlan [community | primary | isolated]

Parameter
description

Default
configuration

Parameter Description

primary Show  the primary  VLAN
information.

community Show the community VLAN
information.

isolated Show the isolated VLAN
information.

Command
mode

Examples

Platform
description

8.3 Hybrid Commands

No private VLAN is configured.

Privileged mode.

DES-7200# show vlan private-vlan

The software version must be firmware v10.1 and later.

8.3.1  switchport mode hybrid

Use this command to configure the port as a hybrid port.
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switchport mode hybrid

no switchport mode

Parameter Parameter Description

description no Delete the hybrid port.

Default

configuration No hybrid port is configured.

Command

mode Interface configuration mode.

Examples DES-7200(config-if)# switchport mode hybrid
Platform

description The software version must be firmware v10.1 and later.

8.3.2  switchport hybrid native vlan
Use this command to configure the default VLAN of a hybrid port.
switchport hybrid native vlan vid

no switchport hybrid native vlan

Parameter Description
Parameter _
description o Restore the hybrid port to the default
VLAN.
Default
configuration No default VLAN is configured.
Command
mode Interface mode.
Examples DES-7200(config-if)# switchport hybrid native vlan 3
Platform
description The software version must be firmware v10.1 and later.
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8.3.3  switchport hybrid allowed vlan

Use this command to configure the output rules of a hybrid port.

switchport hybrid allowed vlan [[add] [tagged | untagged] | remove] vlist

no switchport hybrid allowed vian

Parameter
description

Parameter Description

Default
configuration

Restore the output rules of the hybrid

no
port to the default settings.

Command
mode

Examples

Platform
description

No output rules are configured.

Interface mode.
DES-7200(config-if)# switchport hybrid allowed vlan add

untagged 3-5

The software version must be firmware v10.1 and later.
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Share VLAN
Configuration Commands

9.1 Configuration Related Commands

9.1.1 share

Use this command to set the share vlan.

Parameter Parameter Description
description - -

Default

Settings N/A.

Command

mode VLAN configuration mode.

Use the no share command to cancel the share vlan.

Enter the end command or Ctrl+C to return to the

Usage -
T privileged EXEC mode.

guidelines
Enter the exit command to return to the global
configuration mode.
DES-7200 fig)# vlan 2

Examples (config)# vlan
DES-7200(config-vlan)# share

Related Command Description

commands ) )
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9.2 Showing Related Commands

9.2.1 show mac-address-table share

Use this command to show the mac address status: original, duplicated and null.
The “null” item indicates that share vlan has not been configured.

Parameter Parameter Description
description - -

Default

Settings N/A.

Command

mode Any configuration mode.

Enter the end command or Ctrl+C to return to the
Usage privileged EXEC mode.
guidelines Enter the exit command to return to the global
configuration mode.

DES-7200# show mac-address-table share

Vlan MAC Address Type Interface Status
Examples e
1 0040.4650.l1lele DYNAMIC Gigabit 0/1 original
2 0040.4650.1ele DYNAMIC Gigabit 0/1 duplicated
Related Command Description
commands - )
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10 MSTP

Commands

Configuration

10.1 Configuration Related Commands

10.1.1 spanning-tree

Use this command to enable MSTP and configure its basic settings globally.

The no form of the command disables the spanning-tree function. The no form

of the command with parameters only restores the corresponding parameters to

the default values, but does not disable the spanning-tree function.

spanning-tree [forward-time seconds|hello-time seconds |[max-age seconds]

no spanning-tree [forward-time | hello-time | max-age]

Parameter
description

Parameter

Description

forward-time

Interval at which the port status

Default
configuration

Command
mode

seconds changes

hello-time Interval at which the switch sends the
seconds BPDU message

max-age Maximum aging time of the BPDU
seconds message

Disabled.

Global configuration mode.
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Usage
guidelines

Examples

Related
commands

The values of forward-time, hello time and max-age are
interrelated. Modifying one of these three parameters will
affect the others. There is a restricted relationship among
the above three values.

2*(Hello Time+1.0snd) <= Max-Age Time <=
2*(Forward-Delay—1.0snd)

If the values do not according with the condition, the
settings do not work.

Enable the spanning-tree function:
DES-7200(config)# spanning-tree
Configure the BridgeForwardDelay:

DES-7200(config)# spanning-tree forward-time 10

Command Description
] Show the global STP
show spanning-tree i ,
configuration.

spanning-tree mst | Set the PathCost of an STP
cost interface.

10.1.2

spanning-tree Set the global TxHoldCount of
tx-hold-count STP.

spanning-tree bpdufilter

Use this command to enable BPDU filter on the interface. You can use the
enabled or disabled option of the command to enable or disable the BPDU
filter function on the interface.

spanning-tree bpdufilter [enabled | disabled]

Parameter
description

Default
configuration

Command
mode

Parameter Description

Enable BPDU filter on the
enabled .

interface.
) Disable BPDU filter on the
Disabled .

interface.
Disabled.

Interface configuration mode.
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DES-7200(config)# interface gigabitethernet 1/1

Examples O K i
DES-7200(config-if)# spanning-tree bpdufilter enable
Command Description

Related

commands show spanning-tree | Show the STP configuration of
interface the interface.

10.1.3 spanning-tree bpduguard

Use this command to enable the BPDU guard function on the interface. You can
use the enabled or disabled option of the command to enable or disable the
BPDU guard function on the interface.

spanning-tree bpduguard [enabled | disabled]

Parameter Description
Enable BPDU guard on the
Parameter enabled .
I interface.
description
) Disable BPDU guard on the
disabled .
interface.
Default
configuration Disabled.
Command
mode Interface configuration mode.
Exan1p|es DES—7200(config)# interfac? gigabitethernet 1/1
DES-7200(config-if)# spanning-tree bpduguard enable
Command Description
Related
commands show spanning-tree | Show the STP configuration of
interface the interface.

10.1.4 spanning-tree link-type

Use this command to configure the link type of the interface. Use the no form of
the command to restore the configuration to the default value.

spanning-tree link-type [point-to-point | shared]

no spanning-tree link-type
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configuration

Command

is set to shared.

Parameter Description
] ) Set the link type of the interface to
Parameter point-to-point . .
I point-to-point.
description
Forcibly set the link type of the
shared )
interface to shared.
For a full-duplex interface, its link type is set to
Default

point-to-point link; for a half-duplex interface, its link type

mode Interface configuration mode.

DES-7200(config)# interface gigabitethernet 1/1
Exan1p|es DES-7200(config-if)# spanning-tree link-type
point-to-point

Description

Command
Related show
commands spanning-tree

interface

Show the STP configuration of the
interface.

10.1.5 spanning-tree max-hops

Use this command to set the maximum number of hops(Max-hopsCount) of the
BPDU message in the global configuration mode, the number of hops in a
region that the BPDU message passes before being dropped. This parameter
takes effect for all instances. Use the no form of the command to restore it to

the default setting.

spanning-tree max-hops hop-count

no spanning-tree max-hops

Parameter Description
Parameter Number of hops in a region that the
description hop-count BPDU message passes before being
dropped. The range is 1 to 40 hops.
Default
configuration The default is 20 hops.
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Command
mode Global configuration mode.
In the region, the BPDU message sent by the root bridge
includes a Hot Count field. When the BPDU message
passes a device, the Hop Count is decreased by 1 until it
Us.age. reaches 0, which indicates the BPDU message times out.
guidelines The device will drop the BPDU message whose Hop
Count is 0.
Changing the max-hops command affects all instances.
This example shows how to set the max-hops of the
spanning tree to 10 for all instances:
DES-7200(config)# spanning-tree max-hops 10
Examples . ) ]
You can verify your setting by entering the show
spanning-tree mst command in the privileged
configuration mode.
Command Description
Related
commands show _ Show the MSTP information.
spanning-tree

10.1.6  spanning-tree mode

Use this command to set the STP version in the global configuration mode. Use
the no form of the command to restore the version of the spanning-tree to the
default setting.

spanning-tree mode [stp | rstp | mstp]

no spanning-tree mode

Parameter Description
stp Spanning tree protocol(IEEE 802.1d)
Parameter rstp Rapid spanning tree protocol(IEEE
description 802.1w)
mstp Multiple spanning tree protocol(IEEE
802.1s)
Default MSTP version.
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configuration

Command

mode Global configuration mode.

Examples DES-7200(config)# spanning-tree mode stp

Command Description

Related
Show the spanning-tree

commands show spanning-tree , _ P g
configuration.

10.1.7  spanning-tree mst configure

Use this command to enter the MST configuration mode in the global
configuration mode and configure the MSTP region. Use the no form of the
command to restore all parameters (name, revision, vlan map) to the default
values.

spanning-tree mst configuration

no spanning-tree mst configuration

Default By default, all VLANs are mapped to the instance 0,name
configuration is empty, and revision is 0.

Command

mode Global configuration mode.

To return to the privieged EXEC mode, enter end or
Ctrl+C.

To return to the global configuration mode, enter exit.

After entering the MST configuration mode, you can use
the following commands to configure parameters:

instance instance-id vlan vlan-range: Adds the VLANSs to

Usage the MST instance. The range of instance-id is 0 to 64 and

guidelines the range of VLAN is 1 to 4095. The vlan-range can be a

collection of some inconsecutive VLANs separated with
comma or some consecutive VLANS in the form of start
VLAN number—end VLAN number. For example, instance
10 vlan 2,3,6-9 means that VLANs 2, 3, 6, 7, 8, 9 are
added to instance 10. By default, all VLANs are in
Instance0. To remove a VLAN from an instance, use the
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Examples

Related
commands

no form of the command: no instance instance-id [vlan
vlan-range]. (In this case, the range of instance is 1 to 64).

name name: Specify the MST name, a string of up to 32
characters. You can use the no name command to restore
it to the default setting.

revision version: Set the MST versions in the range 0 to
65535. You can use the no name command to restore it
the default setting.

Show: Shows the information of the MST region.

This example shows how to enter the MST configuration
mode, and map VLANSs 3. 5 to 10 to MST instance 1:
DES-7200(config)# spanning-tree mst configuration
DES-7200(config-mst)# instance 1 vlan 3, 5-10
DES-7200(config-mst)# name region 1
DES-7200(config-mst)# revision 1
DES-7200(config-mst)# show

MST configuration

Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-2,4,11-4094
1 3,5-10

DES-7200(config-mst)# exit
DES-7200(config)#

To remove VLAN 3 from instance 1, execute this command
after entering the MST configuration mode:
DES-7200(config-mst)# no instance 1 vlan 3

Delete instance 1:

DES-7200(config-mst)# no instance 1

You can verify your settings by entering the show
command of the MST configuration commands.

Command Description

show  spanning-tree | Show the MST  region
mst configuration.

instance instance-id Add VLANs to the MST

vlan vlan-range instance.
name Configure the name of MST.
revision Configure the version of MST.
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Show the MST mode in the
MST configuration mode.

show

10.1.8 spanning-tree mst cost

Use this command to set the path cost of an instance in the interface
configuration mode. Use the no form of the command to restore it to the default

setting.

spanning-tree [mst instance-id] cost cost

no spanning-tree [mst instance-id] cost

Parameter
description

Parameter Description

instance-id Instance ID in the range of O to 64

Default
configuration

Path cost in the range of 1 to
200,000,000

cost

Command
mode

Usage
guidelines

Examples

Related

The default instance-id is 0.

The default value is calculated by the link rate of the
interface automatically.

®H 1000 Mbps—20000

B 100 Mbps—200000

® 10 Mbps—2000000

Interface configuration mode.

A higher cost value means a higher path cost.

This example shows how to set the path cost to 400 on the
interface associated with instances 3:

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# spanning-tree mst 3 cost 400

You can verify your settings by entering the show
spanning-tree mst interface interface-id command in the
privileged EXEC mode.

Command Description
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show spanning-tree | Show the MSTP information of
mst an interface.

spanning-tree mst Configure the priority of an
port-priority interface.

spanning-tree mst | Configure the priority of an
priority instance.

10.1.9 spanning-tree mst port-priority

Use this command to configure the interface priority for different instances in the
interface configuration mode. It will determine which interface of a loop in a
region is in charge of forwarding. Use the no form of the command to restore it

to the default setting.

spanning-tree [mst instance-id] port-priority priority

no spanning-tree [mst instance-id] port-priority

Parameter
description

Parameter Description

Instance-id Instance ID in the range of O to 64

Interface priority. Sixteen integers
are available: 0, 16, 32, 48, 64, 80,
priority 96, 112, 128, 144, 160, 176, 192,
208, 224, 240, which are the
multiples of 16.

Default
configuration

Command
mode

Usage
guidelines

Examples

The default instance-id is 0.

The default priority is 128.

Interface configuration mode.

When a loop occurs in the region, the interface of the
higher priority will be in charge of forwarding. If all
interfaces have the same priority value, the interface of the
smaller number will be in charge of the forwarding.

This example shows how to set the priority of
gigabitethernet 1/1 to 10 in instance 20:

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# spanning-tree mst 20 port-priority
0
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Related
commands

You can verify your settings by entering the show
spanning-tree mst instance-id privileged command.

Command Description

show Show the MSTP information of an
spanning-tree mst | interface.

spanning-tree mst
Set the path cost.
cost

spanning-tree mst | Set the device priority for different

priority instances.

10.1.10 spanning-tree mst priority

Use this command to set the device priority for different instances in the global
configuration mode. Use the no form of the command to restore it to the default

setting.

spanning-tree [mst instance-id] priority priority

no spanning-tree [mst instance-id] priority

Parameter
description

Parameter Description

instance-id Instance ID in the range of 0 to 64

Default
configuration

Device priority. Sixteen integers are
available: 0, 4096, 8192, 12288,
16384, 20480, 24576, 28672,
32768, 36864, 40960, 45056,
49152,53248, 57344 and 61440,
which are all multiples of 4096.

priority

Command
mode

The default instance ID is 0.
The default device priority is 32768.

Global configuration mode.
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Examples

Related
commands

The following example sets the device priority of the
Instance as 8192.

DES-7200(config-if)# spanning-tree mst 20 priority 8192
You can verify your settings by entering the show
spanning-tree mst instance interface instance-id
command in the privileged EXEC mode.

Command Description

show spanning-tree | Show the MSTP information of an
mst interface.

spanning-tree mst
Set path cost.
cost

spanning-tree mst o _
Set the port priority of an instance.

port-priority

10.1.11 spanning-tree reset

Use this command to restore the spanning-tree configuration to the default

value. This command does not have the no form.

spanning-tree reset

Parameter
description

Command
mode

Examples

Related
commands

N/A.

Global configuration mode.

DES-7200(config)# spanning-tree reset

Command Description

Show the global STP

show spanning-tree i )
configuration.

show spanning-tree | Show the STP configuration of the
interface interface.

10.1.12 spanning-tree tx-hold-count

Use this command to configure the TxHoldCount of the STP in the global
configuraiton mode, the maximum number of the BPDU messages sent in one
second. Use the no form of the command to restore it to the default setting.
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spanning-tree tx-hold-count tx-hold-count

no spanning-tree tx-hold-count

Parameter Description
Parameter Maximum number of the BPDU
description tx-hold-count messages sent in one second in
the range 1 to 10.
Default
configuration The default value is 3.
Command
mode Global configuration mode.
Examples DES-7200(config)# spanning-tree tx-hold-count 5
Command Description
Related
Show the lobal MSTP
commands show spanning-tree , _ g
configuration.

10.1.13 spanning-tree pathcost method

Use this command to configure the path cost of the port. Use the no form of the
command to restore it to the default setting.

spanning-tree pathcost method [long [standard] | short]

no spanning-tree pathcost method

Parameter Description

Adopt the 802.1t standard to
configure path cost.

Parameter Long [standard] The standard indicates that use the
description expression recommended by the
standard to calculate the cost value.

Adopt the 802.1d standard to

short )
configure path cost.

Default
configuration Adopt the 802.1T standard to set path cost by default.
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Command
mode Global configuration mode.
Examples DES-7200(config-if)# spanning-tree pathcost method long
Command Description
Related show
Show the STP configuration of the
commands spanning-tree _ g
] interface.
interface

10.1.14 spanning-tree portfast

Use this command to enable the portfast on the interface. You can use the
disabled option of this command to disable the portfast feature on the interface.

spanning-tree portfast [disabled]

Parameter Parameter Description

description disabled Disable the portfast on the interface.

Default

configuration Disabled.

Command

mode Interface configuration mode.

Exan1p|es DES-7200(config)# interface gigabitethernet 1/1

DES-7200(config-if)# spanning-tree portfast

Command Description

Related
show spanning-tree

commands , P 9 Show the STP configuration of the interface.
interface

10.1.15 spanning-tree portfast bpduguard default

Use this command to enable the GPDU guard globally. You can use the no form
of the command to disable the BPDU guard.

spanning-tree portfast bpduguard default

no spanning-tree portfast bpduguard default
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Parameter
description

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Disabled.

Global configuration mode.

Once the BPDU guard is enabled on the interface, it will
enter the error-disabled status if the BPDU message
arrives at the interface. Use the show spanning-tree
command to display the configuration.

DES-7200(config)# spanning-tree portfast bpduguard
default

Command Description

show spanning-tree | Show the global STP

interface configuration.

10.1.16 spanning-tree portfast bpdufilter default

Use this command to enable the BPDU filter function globally. You can use the

no form of the command to disable the BPDU filter.

spanning-tree portfast bpdufilter default

no spanning-tree portfast bpdufilter default

Parameter
description

Default

configuration

Command

mode

N/A.

Disabled.

Global configuration mode.
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Usage
guidelines

Examples

Related
commands

Once the BPDU filter is enabled, the BPDU message is
neither received nor sent on the interface. Use the show

spanning-tree command to display the configuration.

DES-7200(config)# spanning-tree portfast bpdufilter

default

Command

Description

show spanning-tree
interface

Show the global STP
configuration.

10.1.17 spanning-tree portfast default

Use this command to enable the portfast feature on all interfaces globally. Use
the no form of the command to disable the portfast on all interfaces globally.

spanning-tree portfast default

no spanning-tree portfast default

Parameter
description

Default
configuration

Command
mode

Examples

Related
commands

N/A.

Disabled.

Global configuration mode.

DES-7200(config)# spanning-tree portfast default

Command

Description

show spanning-tree
interface

Show the global STP configuration.

10.1.18 spanning-tree tc-protection

Use this command to enable tc-protection globally. Use The no form of this
command to disable tc- protection globally.

spanning-tree tc- protection

no spanning-tree tc- protection
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Parameter

description N/A.

Default

configuration Enabled.

Command

mode Global configuration mode.

Examples DES-7200(config)# spanning-tree tc-protection

10.1.19 spanning-tree tc-protection tc-guard

Use this command to enable tc-guard globally to prevent the spread of TC
messages. Use the no form of this command to disable tc-guard globally.

spanning-tree tc- protection tc-guard

no spanning-tree tc- protection tc-guard

Parameter

description N/A.

Default

configuration Disabled.

Command

mode Global configuration mode.

Examples DES-7200(config)# spanning-tree tc- protection tc-guard

10.1.20 spanning-tree tc-guard

Use this command to enable tc-guard on the interface to prevent the spread of
TC messages. Use the no form of this command to disable tc-guard on the
interface.

spanning-tree tc-guard

no spanning-tree tc-guard

Parameter
description N/A.
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Default

configuration Disabled.

Command

mode Global configuration mode.

Examples DES-7200(config)# spanning-tree tc-guard

10.1.21 spanning-tree ignore tc

Use this command to turn on the tc filtering switch on the interface. Use the no
form of this command to turn off the tc filtering switch on the interface. With tc
filtering enabled, the TC packets received on the interface will not be
processed.

spanning-tree ignore tc

no spanning-tree ignore tc

Parameter

description N/A.

Default

configuration By default, the TC filtering function is enabled.
Command

mode Interface configuration mode.

Examples DES-7200(config-if)# spanning-tree ignore tc

10.1.22 spanning-tree guard root

Use this command to enable root guard on the interface to prevent the change
of current root bridge position because of error configuration and illegal packet
attack. Use the no form of this command to disable root guard on the interface.

spanning-tree guard root

no spanning-tree guard root

Parameter
description N/A.
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Default

configuration Disabled.

Command

mode Interface configuration mode.

Examples DES-7200(config)# spanning-tree guard root

10.1.23 spanning-tree loopguard default

Use this command to enable loop guard globally to prevent the root port or
backup port from generating loop since they can not receive bpdu. Use the no
form of this command to disable loop guard.

spanning-tree loopguard default

no spanning-tree loopguard default

Parameter

description N/A.

Default

configuration Disabled.

Command

mode Global configuration mode.

Examples DES-7200(config)# spanning-tree loopguard default

10.1.24 spanning-tree guard loop

Use this command to enable loop guard on the interface to prevent the root
port or backup port from generating loop since they can not receive bpdu. Use
the no form of this command to disable loop guard.

spanning-tree guard loop
no spanning-tree guard loop

Parameter
description N/A.
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Default

configuration Disabled.

Command

mode Interface configuration mode.

Examples DES-7200(config)# spanning-tree guard loop

10.1.25 spanning-tree guard none

Use this command to disable guard on the interface. Use the no form of this
command to delete guard on the interface.

spanning-tree guard none

no spanning-tree guard none

Parameter

description N/A.

Default

configuration Disabled.

Command

mode Interface configuration mode.

Examples DES-7200(config)# spanning-tree guard none

10.1.26 spanning-tree autoedge

Use this command to enable Autoedge on the interface. Use the disabled
option of this command to disable Autoedge on the interface.

spanning-tree autoedge [disabled]

Parameter The disabled parameter is used to disable Autoedge on
description the interface.

Default

configuration Enabled.
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Command
mode Interface configuration mode.
DES-7200(config)# interface gigabitethernet 1/1
Examples
DES-7200(config-if)# spanning-tree autoedge disabled
Command Function
Related
commands show spanning-tree | Show the STP configuration
interface information of the interface.

10.1.27 bpdu src-mac-check

Use this command to enable the BPDU source MAC address check function on
the interface. Use the no form of this command to disable the function.

bpdu src-mac-check H.H.H

no bpdu src-mac-check

Parameter Description
Indicate that only the BPDU
Parameter H.HH messages from this MAC address are
description received.
Indicate that the BPDU messages
no .
from any MAC address are received.
Default
configuration Disabled.
Command
mode Interface configuration mode.
Exan1p|es DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# bpdu src-mac-check 00d0.f800.1le2f

10.1.28 clear spanning-tree detected-protocols

Use this command to force the interface to send the RSTP BPDU message and
check the BPDU messages.

clear spanning-tree detected-protocols [interface interface-id]
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Command
mode

Examples

Related
commands

Parameter Parameter Description
description interface-id ID of the interface
Default

configuration N/A.

Privileged configuration mode.

DES-7200# clear spanning-tree detected-protocols

Command

Description

show spanning-tree
interface

Show the STP configuration of
the interface.

10.1.29 spanning-tree compatible enable

Use this command to send the message selectively carried with MSTI
according to the interface attibute of current port to realize interconnection with

other vendors.

spanning-tree compatible enable

no spanning-tree compatible enable

Parameter
description

Default
configuration

Command
mode

Examples

N/A.

Disabled.

Interface configuration mode.

DES-7200(config)# spanning-tree compatible enable
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10.2 Showing Related Command

10.2.1  show spanning-tree

Use this command to display the global spanning-tree configurations.

show spanning-tree [summary |[forward-time | hello-time | max-age |
inconsistentports | tx-hold-count | pathcost method | max_hops]

Parameter Description

Show the information of MSTP
summary instances and forwarding status of
the interfaces.

) ] Show the block port due to root
inconsistentports
guard or loop guard.

Parameter forward-time Show BridgeForwardDelay.
description hello-time Show BridgeHelloTime.
max-age Show BridgeMaxAge.
Show the maximum hops of an
max-hops .
instance.
tx-hold-count Show TxHoldCount.

Show the method wused for

pathcost method )
calculating path cost.

Command

mode Privileged EXEC mode.

Examples DES-7200# show spanning-tree hello-time
Related Command Description
commands spanning-tree

Set the pathcost method.
pathcost method

spanning-tree .
. Set BridgeForwardDelay.
forward-time

spanning-tree . .
) Set BridgeHelloTime.
hello-time

spanning-tree .
Set BridgeMaxAge.

max-age
spanning-tree Set the maximum hops of an
max-hops instance.
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spanning-tree
tx-hold-count

Show TxHoldCount.

10.2.2  show spanning-tree interface

Use this command to show the STP configuration of the interface, including the
optional spanning tree.

show spanning-tree interface interface-id [{bpdufilter | portfast | bpduguard

| link-type } ]
Parameter Description
interface-id Interface 1D
Parameter bpdufilter Show the status of BPDU filter.
description portfast Show the status of portfast.
bpduguard Show the status of BPDU guard.
link-type Show the link type of an interface.
Command
mode Privileged EXEC mode.
Examples DES-7200# show spanning-tree interface gigabitethernet
P 1/5
Command Description
spanning-tree Enable the BPDU filter feature
bpdufilter someone the interface.
spanning-tree
Related P g Enable the portfast on the interface.
commands portfast
spanning-tree Enable the BPDU guard on the
bpduguard interface.
spanning-tree Set the link type of the interface to
link-type point-to-point.

10.2.3  show spanning-tree mst

In privileged EXEC mode, use this command to display the information of MST
and instances.

show spanning-tree mst {configuration |instance-id [ interface interface-id | }

Parameter Parameter Description

description configuration The MST configuration of the
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equipment.
instance-id Instance number
interface-id Interface number
Default
configuration All the instances are displayed by default.
Command
mode Privileged mode.
Examples DES-7200# show spanning-tree mst configuration
Command Description
spanning-tree
mst Configure the MST region.
configuration
spanning-tree .
Show the path cost of the instance.
Related mst cost
commands spanning-tree Show the maximum hops of the
mst max-hops instance.
spanning-tree Show the equipment priority of the
mst priority instance.
spanning-tree . .
o Show the port priority of the instance.
mst port-priority
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1 1 GVRP Configuration

Commands

11.1 Configuration Related Command

11.1.1 gvrp applicant state

Use this command to set the port advertising mode, which determines whether
to allow sending the GVRP advertisement on the port. Use the no form of this
command to restore it to the default setting.

gvrp applicant state {normal | non-applicant}

no gvrp applicant state

Parameter Parameter Description

description R -

Default Allow sending the GVRP advertisement on the port.

Command

mode Interface configuration mode.

Usage Use the show gvrp configuration to show the related

guidelines configurations.

Exan1p|es DES-7200(config-if)# gvrp applicant state normal
Command Description

Related
show vr

commands ) ) gvrp Show the GVRP configurations.
configuration
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11.1.2 gvrp dynamic-vlan-creation

Use this command to control whether to allow creating the vlan dynamically. Use
the no form of this command to restore it to the default setting.

gvrp dynamic-vlan-creation enable

no gvrp dynamic-vlan-creation enable

Parameter Parameter Description

description R -

Default Creating the vlan dynamically is not allowed.

Command

mode Global configuration mode.

Usage Use the show gvrp configuration to show the related

guidelines configurations.

Examp|es DES-7200(config)# gvrp dynamic-vlan-creation enable
Command Description

Related
show vr

commands ) ) gvrp Show the GVRP configurations.
configuration

11.1.3 gvrpenable

Use this command to enable the GVRP function. Use the no form of this
command to restore it to the default setting.

gvrp enable

no gvrp enable

Parameter Parameter Description
description _ .

Default Disabled.

Command

mode Global configuration mode.
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Usage Use the show gvrp configuration to show the related
guidelines configurations.
Examples DES-7200(config)#gvrp enable
Command Description
Related
show vr
commands ) ) gvrp Show the GVRP configurations.
configuration

11.1.4 gvrp registration mode

Use this command to set the registration mode to control whether to allow
creating/registering/canceling the vlan dynamically on the port. Use the no form
of this command to restore it to the default setting.

gvrp registration mode {normal | disabled}

no gvrp registration mode

Parameter Parameter Description
description R -
Creating/registering/canceling the vlan dynamically is
Default
allowed.
Command
mode Interface configuration mode.
Usage Use the show gvrp configuration to show the related
guidelines configurations.
Examples DES-7200(config-if)# gvrp registration mode normal
Command Description
Related
show vr
commands ) ) gvre Show the GVRP configurations.
configuration
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11.1.5

gvrp timer

Use this command to set the GVRP timer. Use the no form of this command to
restore it to the default setting.

gvrp timer {join | leave | leaveall} timer_value

no gvrp timer

Parameter
description

Parameter

Description

join
timer_value

Control the maximum delay before
sending the advertisement on the port.
The actual sending interval is in the
range of 0 to the maximum delay.

leave
timer_value

Control the waiting time before removing
the VLAN from the port with the Leave
Message received. If the Join Message
is received again within this time range,
the port-VLAN relation is still exist and
the timer becomes invalid. If no Join
Message is received on the port, the port
status will be the Empty and removed
from the VLAN member list.

leave all
timer_value

Control the minimum interval of sending
the LeaveAll Message on the port. If the
LeaveAll Message is received before the
timer expires, the timer re-counts. If the
timer expires, send the LeaveAll
Message on the port and also send this
Message to the port, so that the Leave
timer begins counting. The actual
sending interval is ranging from leaveall
to leaveall+join.

Default

Command

mode

Join timer: 200ms;

Leave timer: 600ms;

Leaveall timer: 10000ms.

Global configuration mode.
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Usage
guidelines

Examples

Related
commands

Use the show gvrp configuration to show the related
configurations.

DES-7200(config)# gvrp timer join 200

Command Description

show gvrp

] ) Show the GVRP configurations.
configuration

11.2 Showing Related Commands

11.2.1 clear gvrp statistic

Use this command to clear the GVRP statistics for re-counting.

clear gvrp statistics { interface-id | all}

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

Parameter Description
interface-id Interface id.
NA

Privileged mode.

Use the show gvrp statistics to show the statistics.

DES-7200# clear gvrp statistics all

Command Description

show gvrp
statistics

Show the GVRP statistics.

11.2.2  show gvrp configuration

Use this command to show the GVRP configurations.

show gvrp configuration
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Parameter Parameter Description

description - ,

Default NA

Command

mode Privileged mode.

Usage Use the show gvrp configuration to show the related
guidelines configurations.

DES-7200# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Join Timers(ms):600

Join Timers(ms):10000

Port based GVRP Configuration:

Port:GigabitEthernet 3/1 app mode:normal reg mode:normal

Port:GigabitEthernet 3/2 app mode:normal reg mode:normal

Port:GigabitEthernet 3/3 app mode:normal reg mode:normal

Exan1p|es Port:GigabitEthernet 3/4 app mode:normal reg mode:normal
Port:GigabitEthernet 3/5 app mode:normal reg mode:normal
Port:GigabitEthernet 3/6 app mode:normal reg mode:normal
Port:GigabitEthernet 3/7 app mode:normal reg mode:normal
Port:GigabitEthernet 3/8 app mode:normal reg mode:normal
Port:GigabitEthernet 3/9 app mode:normal reg mode:normal
Port:GigabitEthernet 3/10 app mode:normal reg
mode:normal
Port:GigabitEthernet 3/11 app mode:normal reg
mode:normal

Port:GigabitEthernet 3/12 app mode:normal reg

mode:normal

Related Command Description
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11.2.3 show gvrp statistics

Use this command to show the GVRP statistics of one interface or all interfaces.

show gvrp statistics {interface-id | all}

Parameter Parameter Description

description interface-id Interface id.

Default NA

Command

mode Privileged mode.

Usage Use the show gvrp statistics to show the statistics of one
guidelines interface or all interfaces.

DES-7200# show gvrp statistics gigabitethernet 1/1

Interface GigabitEthernet 3/1
RecVal idGvrpPdu 0
Reclnval idGvrpPdu 0

RecJoinEmpty 0
RecJoinln 0
RecEmpty 0
RecLeaveEmpty O
RecLeaveln 0
RecLeaveAll 0
Examples
SentGvrpPdu 0
SentJoinEmpty O
SentJoinln 0
SentEmpty 0
SentLeaveEmpty O
SentLeaveln 0
SentLeaveAll 0
Joinlndicated O
Leavelndicated O

JoinPropagated O
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LeavePropagated O

Command Description

Related — :

commands clear gvrp | Clear the statistics of one interface or all
statistics interfaces.

11.2.4  show gvrp status

Use this command to show the GVRP status.

show gvrp status

Parameter Parameter Description

description - -

Default NA

Command

mode Privileged mode.

Usage Use the show gvrp status command to show the GVRP
guidelines status.

Examples DES-7200# show gvrp status

Related Command Description

commands - .
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1 2 QInQ Configuration

Commands

12.1 Configuration Related Commands

12.1.1  dotlq outer-vid vid register inner-vid v_list

Use this command to configure the add policy list of outer vid based on protocol
on tunnel port.

dotlq outer-vid vid register inner-vid v_list

no dotlq outer-vid vid register inner-vid v_list

Parameter Description
Parameter v_list Inner vlan id list
description vid Outer vlan id list
no Remove the settings.
Default
. . N/A.
configuration
Command
mode Interface configuration mode.
Here is an example of configuring vid in the tag of input
message as 4-22,adding the vid in the tag as 3:
DES-7200#configure
DES-7200(config)#interface gigabitEthernet 0/1
Examples ¢ 0 919
DES-7200(config-if)#switchport mode dotlg-tunnel
DES-7200(config-if)#dotlqg outer-vid 3 register inner-vid
4-22
DES-7200(config-if)#end
Related Command Description
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show
registration-table
[interface intf-id]

Platform
description

The software version must be firmware v10.3 and later.

12.1.2 dotlq relay-vid vid translate local-vid v-list

Use this command to configure the modify policy list of outer vid based on
protocol on access, trunk, hybrid port.

dotlq relay-vid vid translate local-vid v-list

no dotlq relay-vid vid translate local-vid v-list

configuration

Command
mode

Examples

Related
commands

Parameter Description
. Outer vlan list of input
Parameter v_list
o message
description
vid Modified outer vlan id list
no Remove the settings.
Default o
Null policy list.

Interface configuration mode.

Here is an example of configuring vid in the outer tag of
input message as 10-20,modifying the vid as 100:
DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode access
DES-7200(config-if)# dotlg relay-vid 100 translate
local-vid 10-20

DES-7200(config-if)# end

Command Description

show
translation-table
[interface intf-id]
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Platform
description The software version must be firmware v10.3 and later.

12.1.3 dotlq relay-vid vid translate inner-vid v-list

Use this command to configure the modify policy list of outer vid based on
protocol on access, trunk, hybrid port.

dotlq relay-vid vid translate inner-vid v-list

no dotlq relay-vid vid translate inner-vid v-list

Parameter Description
) Outer vlan list of input
Parameter v_list
o message
description
vid Modified outer vlan id list
no Remove the settings.
Default o
configuration Null policy list.
Command
mode Interface configuration mode.

Here is an example of configuring vid in the outer tag of

input message as 10-20,modifying the vid as 100:

DES-7200(config)# interface gigabitEthernet 0/1
Exan1p|es DES-7200(config-if)# switchport mode access

DES-7200(config-if)# dotlg relay-vid 100 translate

inner-vid 10-20

DES-7200(config-if)# end

Command Description
Related show
commands translation-table

[interface intf-id]

Platform
description The software version must be firmware v10.4 and later.
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12.1.4 dotlqg new-outer-vlan vid translate old-outer-vlan vid inner-vlan v-list

Use this command to modify the policy list of outer vid based on the inner Tag
VID and outer Tag VID on the access, trunk, hybrid, uplink port.

dotlg new-outer-vlan vid translate old-outer-vlan vid inner-vlan v-list

no dotlq new-outer-vlan vid translate old-outer-vlan vid inner-vlan v-list

configuration

Command
mode

Usage
guideline

Examples

Related
commands

Parameter Description
Parameter v_list Vid list of the
description vid Vid of outer tag.

no Remove the setting.
Default

Null policy list.

Interface configuration mode.

N/A.

The following example modifies the vid to 3888 when the
input packets inner tag vid
DES-7200(config)# vlan 1888, 3888

DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# dotlg new-outer-vlan 3888 translate
old-outer-vlan 1888 inner-vlan 2001-3000

DES-7200(config-if)# end

Command Description

Platform
description

show translate-table
[ interface intf-id ]

The software version must be firmware v10.4 and later.

12-4



DES-7200 CLI Reference Guide

Chapter 12 QinQ Configuration Commands

12.1.5 dotlg-tunnel cos inner-cos-value remark-cos outer-cos-value

Use this command to map the priority from the outer tag to the inner tag for the

packets on the interface.

dotlg-tunnel cos inner-cos-value remark-cos outer-cos-value

no dotlg-tunnel cos inner-cos-value remark-cos outer-cos-value

12.1.6 frame-tag tpid tpid

Parameter Description
Parameter — _
description o Cancel the priority mapping of the
packets on the interface.
Default
. . N/A.
configuration
Command
mode Interface configuration mode.
Usage
guideline N/A.
Here is an example of configuring the priority mapping from
the outer tag to the inner tag:
DES-7200# configure
Exan1p|65 DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# dotlg-tunnel cos 3 remark-cos 5
DES-7200(config-if)# end
Command Description
Related
commands show interface
intf-name remark
Platform
description The software version must be firmware v10.4 and later.

Use this command to set the manufacturer tpid.

frame-tag tpid <tpid>
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no frame-tag tpid

Parameter Parameter Description
description no Remove the setting.
Command

mode Interface configuration mode.

DES-7200(config)# interface g0/3
DES-7200(config-if)# frame-tag tpid 0x9100
DES-7200(config-if)# end

Exan1p|es DES-7200# show frame-tag tpid
Port tpid

Gios3 0x9100
Related Command Description
commands show frame-tag tpid
Platform
description The software version must be firmware v10.1 and later.

12.1.7 inner-priority-trust enable

Use this command to copy the priority of the inner tag to the outer tag of the
packets on the interface.

inner-priority-trust enable

no inner-priority-trust enable

Parameter Parameter Description
description no Remove the settings.
Command

mode Interface configuration mode.

DES-7200(config)# interface gigabitEthernet 0/2

Examples
DES-7200(config-if)# inner-priority-trust enable
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Command Description
Related
commands show
inner-priority-trust
Platform
description The software version is firmware v10.1 and later.

12.1.8 mac-address-mapping x source-vlan src-vlan-list destination-vlan
dst-vlan-id

Use this command to copy the MAC address dynamically-learned from the
source VLAN to the destination VLAN.

mac-address-mapping x destination-vlan  dst-vlan-id source-vlan
src-vlan-list

no mac-address-mapping x destination-vlan  dst-vlan-id source-vlan

src-vlan-list
Parameter Description
Parameter Cancel to copy the MAC address
description o dynamically-learned  from the
source VLAN to the destination
VLAN.
Command
mode Interface configuration mode.
DES-7200#configure
DES-7200(config)# interface gigabitEthernet 0/2
Examples DES-7200(config-if)# mac-address-mapping 1
destination-vlan 5 source-vlan 1-3
DES-7200(config-if)#end
Command Description
Related show interface
commands mac-address-mapping
X
Platform
description The software version is firmware v10.4 and later.
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12.1.9

switchport mode dotlqg-tunnel

Use this command to configure the interface as the dotlg-tunnel interface.

switchport mode dotlg-tunnel

no switchport mode

Parameter
description

Default
configuration

Parameter Description
Delete the corresponding
no dotlg-tunnel interface

configuration.

Command
mode

Examples

Related
commands

No dotlg-tunnel interface is configured.

Interface configuration mode.

Here is an example of configuring the interface as the

dotlg-tunnel interface:

DES-7200(config)# interface gi 0/1
DES-7200(config-if)# switchport access vlan 22
DES-7200(config-if)# switchport mode dotlg-tunnel

DES-7200(config)# end

Command

Description

Platform

description

show vlan

The software version must be firmware v10.1 and later.

12.1.10 switchport mode uplink

Use this command to configure the interface as a uplink port.

switchport mode uplink

no switchport mode

Parameter
description

Parameter

Description

no

Remove the settings.
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Default

configuration No uplink port is configured.

Command

mode Interface configuration mode.

Here is an example of configuring the interface as a uplink
port.

Exan1p|es DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode up-link
DES-7200(config)# end

Related Command Description

commands show vlan

Platform

description The software version must be firmware v10.1 and later.

12.1.11 switchport dotlg-tunnel allowed vlan

Use this command to configure the allowed VLAN of dotlg-tunnel.
switchport dotlg-tunnel allowed vlan [add] {tagged|untagged} v_list
switchport dotlg-tunnel allowed vlan remove v_list

no switchport dotlg-tunnel allowed vlan

Parameter Description

tagged Tag-carried.
Parameter . q Not t ied

i untagge ot tag-carried.

description 99 g

v_list vlan id list.

no Remove the settings.
Default

configuration Allowed vlan 1, untagged.

Command
mode Interface configuration mode.
Examples Here is an example of configuring vlian 3-6 of dotlg-tunnel
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port as allowed VLAN and outputting the frame with tag:
DES-7200(config)#interface gigabitEthernet 0/1
DES-7200(config-if)#switchport dotlg-tunnel allowed vlan
tagged 3-6

DES-7200(config)#end

Command Description
Related
commands show interface
dotlg-tunnel
Platform
description The software version must be firmware v10.3 and later.

12.1.12 switchport dotlg-tunnel native vlan

Use this command to configure the default vlan id of dotlqg-tunnel.
switchport dotlg-tunnel native vlan vid

no switchport dotlg-tunnel native vlian

Parameter Description
Parameter ) ) -
i vid Configure default vlan id.
description
no Configure default vlan as 1.
Default
. . Vlan 1
configuration
Command
mode Interface configuration mode.
Here is an example of configuring default vian of
dotlg-tunnel port as 8:
DES-7200(config)#interface gigabitEthernet 0/1
Examples ¢ » gtg
DES-7200(config-if)#switchport dotlg-tunnel native vlan
8
DES-7200(config)#end
Related Command Description
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show interface
dotlg-tunnel

Platform
description The software version must be firmware v10.3 and later.

12.1.13 traffic-redirect access-group acl outer-vian

Use this command to configure the modify policy list of outer vid based on flow
on access, trunk, hybrid port.

traffic-redirect access-group acl outer-vlan vid in

no traffic-redirect access-group acl outer-vlian

Parameter Description
Parameter acl Flow matching.
description vid Modified outer vid list
no Remove the settings.
Default o
configuration Null policy list.
Command
mode Interface configuration mode.

Here is an example of configuring outer vid of input
message whose source address is 1.1.1.1 as 3:
DES-7200# configure
DES-7200(config)#ip access-list standard 2
DES-7200(config-std-nacl)# permit host 1.1.1.1
Examples DES-7200(config-std-nacl)# exit
DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# traffic-redirect access-group 2
outer-vlan 3 in
DES-7200(config-if)# end

Related Command Description
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Platform
description

show traffic-redirect

The software version must be firmware v10.3 and later.

12.1.14 traffic-redirect access-group acl inner-vlan

Use this command to configure the modification policy of inner vid based on
flow for the packets outputted from the access, trunk, hybrid port.

traffic-redirect access-group acl inner-vlan vid out

no traffic-redirect access-group acl inner-vlian

configuration

Command
mode

Examples

Related
commands

Parameter Description
Parameter acl Flow matching.
description vid Modified inner vid
no Remove the settings.
Default
None

Interface configuration mode.

Here is an example of configuring the outer vid of outgoing
messages whose source address is 1.1.1.2 as 6:
DES-7200#configure

DES-7200(config)#ip access-list standard to_6
DES-7200(config-std-nacl)#permit host 1.1.1.2
DES-7200(config-std-nacl)#exit

DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# traffic-redirect access-group to_6
inner-vlan 6 out

DES-7200(config-if)# end

Command Description

show traffic-redirect
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Platform
description The software version must be firmware v10.3 and later.

12.1.15 traffic-redirect access-group acl nested-vlan

Use this command to configure vid add policy list based on flow on dotlg-tunne
port.

traffic-redirect access-group acl nested-vlan vid in

no traffic-redirect access-group acl nested —vlan

Parameter Description
Parameter acl Flow matching.
description vid vid list to be added.
no Remove the settings.
Default o
configuration Null policy list.
Command
mode Interface configuration mode.

Here is an example of adding the vid of input message

whose source address is 1.1.1.3 as 9:

DES-7200#configure

DES-7200(config)#ip access-list standard 20

DES-7200(config-std-nacl)#permit host 1.1.1.3
Examples DES-7200(config-std-nacl)#exit

DES-7200(config)# interface gigabitEthernet 0/1

DES-7200(config-if)# switchport mode dotlg-tunnel

DES-7200(config-if)# traffic-redirect access-group 20

nested-vlan 10 in

DES-7200(config-if)# end

Command Description
Related
commands show traffic-redirect
Platform
description The software version must be firmware v10.1 and later.
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12.1.16 12protocol-tunnel

Use this command to set the dotlg-tunnel port to receive L2 protocol message.
I2protocol-tunnel {stp | gvrp}

no I2protocol-tunnel {stp | gvrp}

Parameter Description
Parameter stp Receive stp message.
description gvrp Receive gvrp message.
no Remove the settings.
Command
mode Global configuration mode.
Here is an example of enabling the function of receiving L2
protocol gvrp and stp:
DES-7200#configure
Examples i
DES-7200(config)# 12protocol-tunnel stp
DES-7200(config)# 12protocol-tunnel gvrp
DES-7200(config)#end
Command Description
Related
commands show I2protocol-tunnel
{gvrp |stp}
Platform
description The software version must be firmware v10.3 and later.

12.1.17 I12protocol-tunnel proto-type enable

Use this command to enable transparent transmission of L2 protocol message.
|2protocol-tunnel {stp | gvrp} enable

no I2protocol-tunnel {stp | gvrp} enable

Parameter Parameter Description
description t Transparently ~ transmit  stp
s
P message.
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Command
mode

Transparently  transmit  gvrp
gvrp

message.
no Remove the settings.

Examples

Related
commands

Intereface configuration mode.

Here is an example of enabling transparent transmission of

L2 protocol message :

DES-7200#configure

DES-7200(config)# interface fa 0/1
DES-7200(config-if)# I2protocol-tunnel gvrp enable
DES-7200(config-if)#end

Command

Description

show I2protocol-tunnel

{gvrp|stp}

Platform
description

The software version must be firmware v10.3 and later.

12.1.18 I2protocol-tunnel proto-type tunnel-dmac mac-address

Use this command to set the MAC address for the transparent transmission of

the corresponding protocol messages.

[2protocol-tunnel { stp|gvrp } tunnel-dmac mac-address

no I2protocol-tunnel { stp|gvrp } tunnel-dmac mac-address

Parameter
description

Command

Parameter Description

Set the STP  transparent
stp L

transmission address.

Set the GVRP transparent
gvrp L

transmission address.

Restore the transparent
no transimission address to the

default value.

Global configuration mode.
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mode
Here is an example of setting the MAC address for the
L2-protocol transparent transmission function:
Examples
DES-7200(config-if)# I12protocol-tunnel gvrp tunnel-dmac
011AA9 000005
DES-7200(config-if)#end
Command Description
Related
commands show I2protocol-tunnel
{gvrp|stp}
Platform
description The software version must be firmware v10.4 and later.

12.2  Showing Commands

12.2.1  show dotlg-tunnel

Use this command to show whether dotlg-tunnel of interface is enabled or not.

show dotlg-tunnel [interface intf-id]

Parameter Parameter Description
description intf-id The specified interface.
Default

configuration N/A.

Command

mode Privileged mode.

DES-7200# show dotlg-tunnel
Ports Dotlg-tunnel

Examples
Gi0/1 Enable
Platform
description The software version must be firmware v10.3 and later.
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12.2.2 show frame-tag tpid

Use this command to show the configuration of interface tpid.

show frame-tag tpid [interface <intf-id>]

Parameter Parameter Description
description intf-id Specific Interface
Default

. ) The tpid is not modified.
configuration

Command .
Privileged mode.
mode
DES-7200# show frame-tag tpid
Ports tpid
Examples P
Gio/1 0x9100
Platform
description The software version must be firmware v10.1 and later.

12.2.3  show inner-priority-trust

Use this command to show the priority copy configuration.

show inner-priority-trust

Parameter
description

N/A.

Default

, ) Priority copy is disabled by default.
configuration

Command .
Privileged mode.
mode
DES-7200# show inner-priority-trust
Port inner-priority-trust
Examples P Y

Gio/1 enable
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Platform
description

The software version must be firmware v10.1 and later.

12.2.4  show interface dotlg-tunnel

Use this command to show dotl1g-tunnel configuration.

show interface [intf-id] dot1lg-tunnel

Parameter
description

Default
configuration

Command

mode

Examples

Platform
description

Parameter Description
intf-id The specified interface.
N/A.

Privileged mode.

DES-7200# show interface dotlqg-tunnel
Interface: Gi0/3

Native vlan: 10

Allowed vlan list: 4-6, 10, 30-60
Tagged vlan list: 4, 6, 30-60

The software version must be firmware v10.3 and later.

12.2.5 show interface intf-name remark

Use this command to show the priority mapping configurations.

show interface intf-name remark

Parameter
description

Parameter Description

Default
configuration

Command
mode

N/A.

Privileged mode.
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Examples

Platform
description

DES-7200# show interface intf-name remark

Ports Type From value To value

The software version must be firmware v10.1 and later.

12.2.6  show interface mac-address-mapping x

Use this command to show the mac address mapping configurations.

show interface mac-address-mapping x

Parameter
description

Parameter Description

Default
configuration

Command
mode

Examples

Platform
description

N/A.

Privileged mode.

DES-7200# show mac-address-mapping 1

Ports Destination-VID Source-VID-list

The software version must be firmware v10.1 and later.

12.2.7 show registration-table

Use this command to show vid add policy list of prorocol-based dotlg-tunnel

port.

show registration-table [interface intf-id]

12-19



DES-7200 CLI Reference Guide Chapter 12 QinQ Configuration Commands

Parameter Parameter Description
description intf-id Specific Interface
Default

) ) Null policy list.
configuration

Command .
Privileged mode.

mode

DES-7200# show registration-table

Ports Outer-VID Inner-VID-list
Examples

Gio/7 5 7-10,15,20-30
Platform . .

o The software version must be firmware v10.3 and later.

description

12.2.8 show traffic-redirect

Use this command to show flow-based vid change or add policy list.

show traffic-redirect [interface intf-id]

Parameter Parameter Description
description intf-id Specific Interface
Default o

, ) Null policy list.
configuration

Command .
Privileged mode.
mode
DES-7200# show traffic-redirect
Ports Type VID Match-filter
Gi0/3 Mod-outer 23 11
Examples i
Gi0/3 Mod-outer 3 4
Gi0/3 Mod-outer 6 5
Gi0/3 Mod-inner 8 inner-to-8
Gi0/6 Mod-inner 9 100
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Gio/s7 Nested-vid 13 nest-13

Platform
description

The software version must be firmware v10.3 and later.

12.2.9 show translation-table

Use this command to show vid modify policy list of prorocol-based access, trunk,
hybrid port.

show translation-table [interface intf-id]

Parameter Parameter Description
description intf-id Specific Interface
Default o

Null policy list.

configuration

Command .
Privileged mode.

mode

DES-7200# show translation-table

Ports Relay-VID Local-VID-list
Examples

Gio/8 10 8-9,15,20-30
Platform . .

o The software version must be firmware v10.3 and later.

description

12.2.10 show I2protocol-tunnel

Use this command to show transparent transmission configuration of L2
protocol.

show I2protocol-tunnel { gvrp | stp }

Parameter Description

Parameter Show configuration of transparently

I gvrp -
description transmitting gvrp protocol.

stp Show configuration of transparently
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transmitting stp protocol.

Default
configuration

N/A .

Command .
Privileged mode.
mode
DES-7200# show I2protocol-tunnel stp
L2protocol-tunnel: Stp Enable
Examples
DES-7200# show I2protocol-tunnel gvrp
L2protocol-tunnel: gvrp Disable
Platform , i
o The software version must be firmware v10.3 and later.
description
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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

L] Network engineers
L Technical salespersons

M Network administrators

Conventions in this Document

1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.
{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.

/l:Lines starting with an exclamation mark "//" are annotated.



3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.

Caution

N Descript, prompt, tip or any other necessary supplement or explanation for

the operation.
Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
N configure port types according to the support on various products.
Note The display information of some examples in this manual may include the
information on other series products, like model and description. The details

are subject to the used equipments.
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IP Address Configuration
Commands

1.1 Interface Address Configuration Commands

1.1.1 ip-address

Use this command to configure the IP address of an interface. The no form of
this command can be used to delete the IP address of the interface.

ip address ip-address network-mask [ secondary ] | [ gateway ip-address]

no ip address [ip-address network-mask [ secondary ]| [ gateway]]

Parameter Description
32-bit IP address, with 8 bits in one
ip-address group in decimal format. Groups are
separated by dots.
32-bit network mask. 1 stands for the
mask bit, 0 stands for the host bit, with
network-mask bits | i decimal f
Parameter 8 bits in one group in decimal format.
description Groups are separated by dots.
Indicates the secondary IP address
secondary i
that has been configured.
Configure the gateway address for the
layer-2 switch, which is only supported
gateway . .
, on the layer-2 switches. No address is
ip-address ]
followed by the gateway when using
the no form of this command.
Default No IP address is configured for the interface.
Usage
guidelines Interface configuration mode.
Usage The equipment cannot receive and send IP packets before
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guidelines

it is configured with an IP address. After an IP address is
configured for the interface, the interface is allowed to run
the Internet Protocol (IP).

The network mask is also a 32-bit value that identifies
which bits among the IP address is the network portion.
Among the network mask, the IP address bits that
correspond to value “1” are the network address. The IP
address bits that correspond to value “0” are the host
address. For example, the network mask of Class A IP
address is “255.0.0.0". You can divide a network into
different subnets using the network mask. Subnet division
means to use the bits in the host address part as the
network address part, so as to reduce the capacity of a
host and increase the number of networks. In this case,
the network mask is called subnet mask.

The DES-7200 supports multiple IP address for an
interface, in which one is the primary IP address and
others are the secondary IP addresses. Theoretically,
there is no limit for the number of secondary IP addresses.
The primary IP address must be configured before the
secondary IP addresses. The secondary IP address and
the primary IP address must belong to the same network
or different networks. Secondary IP addresses are often
used in network construction. Typically, you can try to use
secondary IP addresses in the following situations:

B A network hasn’'t enough host addresses. At present,
the LAN should be a class C network where 254 hosts
can be configured. However, when there are more
than 254 hosts in the LAN, another class C network
address is necessary since one class C network is not
enough. Therefore, the device should be connected to
two networks and multiple IP addresses should be
configured.

B Many older networks are layer 2-based bridge
networks that have not been divided into different
subnets. Use of secondary IP addresses will make it
very easy to upgrade this network to an IP
layer-based routing network. The equipment
configures an IP address for each subnet.

B Two subnets of a network are separated by another
network. You can create a subnet for the separated
network, and connect the separated subnet by
configuring a secondary IP address. One subnet
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cannot appear on two or more interfaces of a device.

In the example below, the primary IP address is configured
as 10.10.10.1, and the network mask is configured as
255.255.255.0.

ip address 10.10.10.1 255.255.255.0

Examples
In the example below, the default gateway is configured as
10.10.10.254
ip address 10.10.10.1 255.255.255.0 gateway 10.10.10.254
Command Description
Related
Show detailed information of the
commands show interface | .
interface.
For the Layer 2 switch, the IP address can be configured
only for the Layer 3 interface. The Level-2 address is not
Platform . L .
o supported, that is, the secondary option is unavailable.
description

The keyword gateway is only supported by the layer-2
switches.

1.1.2 ip unnumbered

Use this command to configure an unnumbered interface. After an interface is
configured as unnumbered interface, it is allowed to run the IP protocol and can
receive and send IP packets. The no form can be used to remove this
configuration.

ip unnumbered interface-type interface-number

no ip unnumbered

Parameter Description
Parameter intert . ntert .
. interface-type nterface type
description yp yp
interface-number | Interface number
Default N/A.
Command
mode Interface configuration mode.
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Usage
guidelines

Examples

Related
commands

Unnumbered interface is an interface that has IP enabled
on it but no IP address is assigned to it. The unnumbered
interface should be associated to an interface with an IP
address. The source IP address of the IP packet
generated by an unnumbered interface is the IP address of
the associated interface. In addition, the routing protocol
process determines whether to send route update packets
to an unnumbered interface according to the IP address of
the associated interface. The following restrictions apply
when an unnumbered interface is used:

B An Ethernet interface cannot be configured as an
unnumbered interface.

B A serial interface can be configured as an
unnumbered interface when it is encapsulated with
SLIP, HDLC, PPP, LAPB and Frame-relay. However,
when Frame-relay is used for encapsulation, only the
point-to-point interface can be configured as an
unnumbered interface. X.25 encapsulation does not
allow configuration as an unnumbered interface.

B You cannot detect whether an unnumbered interface
works normally using the ping command, because no
IP address is configured for the unnumbered
interface. However, the status of the unnumbered
interface can be monitored remotely using SNMP.

B The network cannot be started using an unnumbered
interface.

In the example below the local interface is configured as
an unnumbered interface, and the associated interface is
FastEthernet 0/1. An IP address must be configured for the
associated interface.

ip unnumbered fastEthernet 0/1

Command Description

Platform
description

) Show detailed information of the
show interface

interface.

This command is not supported on the Layer 2 switch.
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1.2 Address Resolution Protocol (ARP) Configuration Commands

121 arp

Use this command to add a permanent IP address and MAC address mapping
to the ARP cache table. The no form of this command deletes the static MAC
address mapping.

arp ip-address MAC-address type [ alias ]

no arp ip-address MAC-address type [ alias ]

Parameter Description

The IP address that corresponds to the
MAC address. It includes four parts of
numeric values in decimal format
separated by dots.

ip-address

Parameter - -
MAC-address 48-bit data link layer address

description
ARP encapsulation type. The keyword

type . .
is arpa for the Ethernet interface.

(Optional) DES-7200 will respond to
alias the ARP request from this IP address
after this parameter is defined.

Default There is no static mapping record in the ARP cache table.

Command
mode Global configuration mode.

DES-7200 finds the 48-bit MAC address according to the
32-bit IP address using the ARP cache table.
Usage Since most hosts support dynamic ARP resolution, usually
guidelines static ARP mapping is not necessary. The clear
arp-cache command can be used to delete the ARP
mapping that is learned dynamically.

The following is an example of setting an ARP static
Examples mapping record for a host in the Ethernet.
arp 1.1.1.1 4e54.3800.0002 arpa

Related Command Description
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1.2.2

clear
Clear the ARP cache table

arp-cache

arp anti-ip-attack

For the messages corresponds to the directly-connected route, if the switch
does not learn the ARP that corresponds to the destination IP address, it is not
able to forward the message in hardware, and it needs to send the message to
the CPU to resolve the address(that is the ARP learnning). Sending large
number of this messages to the CPU will influence the other tasks of the switch.
To prevent the IP messages from attacking the CPU, a discarded entry is set to
the hardware during the address resolution, so that all sequential messges with
that destination IP address are not sent to the CPU. After the address resolution,
the entry is updated to the forwarding status, so that the switch could forward
the message with that destination IP address in hardware.

In general, during the ARP request ,if the switch CPU receives three destination
IP address messages corresponding to the ARP entry, it is considered to be
possilble to attack the CPU and the switch sets the discarded entry to prevent
the unknown unicast message from attacking the CPU. User could set the num
parameter of this command to decide whether it attacks the CPU in specific
network environment or disable this function. Use the arp anti-ip-attack
command to set the parameter or disable this function. The no form of this
command restores it to default value 3.

arp anti-ip-attack num

no arp anti-ip-attack

Parameter Description

The number of the IP message to

Paran?et.er trigger the ARP to set the

description num discarded entry in the range of O to
100. 0 stands for disabling the arp
anti-ip-attack function.

Default By default, set the discarded entry after 3 unknown

configuration unicast messages are sent to the CPU.

Command _ )

Global configuration mode.
mode
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Usage
guidelines

Examples

Platform
description

The arp anti-ip-attack function needs to occupy the switch
hardware routing resources when attacked by the
unknown unicast message. If there are enough resources,
the arp anti-ip-attack num could be smaller. If not, in
order to preferential ensure the use of the normal routing,
the num could be larger or disable this function.

The following configuration sets the IP message number
that triggers to set the discarding entry as 5.
DES-7200(config)# arp anti-ip-attack 5

The following configuration disables the ARP anti-ip-attack
function.
DES-7200(config)# arp anti-ip-attack O

This command is supported on the Layer 3 switch.

arp gratuitous-send interval

Use this command to set the interval of sending the free ARP request message

on the interface..The no form of this command disables this function on the

interface.

arp gratuitous-send interval seconds

no arp gratuitous-send

Parameter
description

Default
configuration

Parameter Description
The time interval to send the free
seconds ARP request message in the range

1 to 3600 seconds

Command
mode

This function is not enabled on the interface to send the
free ARP request regularly.

Interface configuration mode.
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Usage
guidelines

Examples

1.2.4  arpretry interval

If an interface of the switch is used as the gateway of its
downlink devices and counterfeit gateway behavior occurs
in the downlink devices, you can configure to send the free
ARP request message regularly on this interface to notify
that the switch is the real gateway.

The following configuration sets to send one free ARP

request to SVI 1 per second.

DES-7200(config)# interface vlan 1

DES-7200(config-if)# arp gratuitous-send interval 1

The following configuration stops sending the free ARP

request to SVI 1.

DES-7200(config)# interface vlan 1

DES-7200(config-if)# no arp gratuitous-send

Use this command to set the frequency for sending the arp request message
locally, namely, the time interval between two continuous ARP requests sent for
resolving one IP address. The no form of this command is used to restore the
default value, that is, retry an ARP request per second.

arp retry interval seconds

no arp retry interval

configuration

Command
mode

Usage
guidelines

Parameter Description
Paran7et.er Time for retrying the ARP request
description seconds message in the range of 1 to 3600
seconds, 1 second by default.
Default

The retry interval of the ARP request is 1s.

Global configuration mode.

The switch sends the ARP request message frequently,
and thus causing problems like network busy. In this case,
you can set the retry interval of the ARP request message
longer. In general, it should not exceed the aging time of

the dynamic ARP entry.
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The following configuration sets the retry interval of the
Examples ARP request as 30s.

arp retry interval 30

Command Function
Related

commands ) Set the retry time of the ARP
arp retry times number
request message.

1.2.5 arpretry times

Use this command to set the local retry times of the ARP request message,
namely, the times of sending the ARP request message to resolve one IP
address. The no form of this command can be used to restore the default 5
times of the ARP retry requests.

arp retry times number

no arp retry times

Parameter | Description

The times of sending the same ARP

Paran?et.er request in the range 1 t0100..When it is set
description number as 1, it indicates that the ARP request is not
retransmitted, only 1 ARP request message
is sent.
If the ARP response message is not received, the ARP
Default

request message will be sent for 5 times, and then it will

configuration )
be timed out.

Command , i
Global configuration mode.
mode
The switch sends the ARP request message frequently,
Usage and thus causing problems like network busy. In this case,
guidelines you can set the retry times of the ARP request smaller. In
general, the retry times should not be set too large.
The following configuration will set the local ARP request
Examples

not to be retried.
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arp retry times 1

The following configuration will set the local ARP request
to be retried for one time.

arp retry times 2

Command Function

Related

commands arp retry interval | Set the retry interval of the
seconds ARP request message.

1.2.6  arp timeout

Use this command to configure the timeout for the ARP static mapping record in
the ARP cache. The no form of this command restores it to the default
configuration.

arp timeout seconds

no arp timeout

Parameter Parameter Description
description seconds The timeout ranging 0 to 2147483
seconds
Default The default timeout is 3600 seconds.
Command
mode Interface configuration mode.
The ARP timeout setting is only applicable to the IP
address and the MAC address mapping that are learned
dynamically. The shorter the timeout, the truer the
Usage mapping table saved in the ARP cache, but the more
guidelines network bandwidth occupied by the ARP. Hence the
advantages and disadvantages should be weighted.
Generally it is not necessary to configure the ARP timeout
unless there is a special requirement.
The following is an example of setting the timeout for the
dynamic ARP mapping record that is learned dynamically
Examples from FastEthernet port 0/1 to 120 seconds.
interface fastEthernet 0/1
arp timeout 120
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Command Description

Related

clear arp-cache | Clear the ARP cache list.
commands

show interface Show the interface information.

1.2.7  arp trusted

Use this command to set the maximun number of trusted ARP entries.The no
form of this command restores it to the default value.

arp trusted number

no arp trusted

Parameter Description
Parameter
description Maximum number of trusted ARP entries
number .
in the range of 10 to 4096.
Default o .
) ) The default value is different for different products.
configuration
Command , i
Global configuration mode.
mode
To make this command valid, enable the trusted ARP
function firstly. The trusted ARP entries and other entries
Usage share the memory. Too much trusted ARP entries may
guidelines lead to insufficient ARP entry space. In general, you
should set the maximum number of trusted ARP entries
according to your real requirements.
The following configuration sets 1000 trusted ARPs.
Examples
arp trusted 1000
Command Function
Related
commands ) Enable the trusted ARP
service trustedarp ,
function.
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Platform

description N/A

1.2.8  arpunresolve

Use this command to configure the maximum number of the unresolved ARP
entries. The no form of this command can restore it to the default value 8192.

arp unresolve number

no arp unresolve

Parameter Description
Parameter The maximum number of the
description unresolved ARP entries in the range
number .
of 1 to 8192. The default value is
8192.
Default The ARP cache table can contain up to 8192 unresolved
configuration entries.
Command , i
Global configuration mode.
mode
If there are a large number of unresolved entries in the
Usage ARP cache table and they do not disappear after a period
guidelines of time, this command can be used to limit the quantity of
the unresolved entries.
The following configuration sets the maximum number of
Examples the unresolved items as 500.
arp unresolve 500

1.2.9 ip proxy-arp

Use this command to enable ARP proxy funtion on the interface. The no form of
this command disables ARP function.

ip proxy-arp

no ip proxy-arp

Default Disabled on the version higher than 10.2(3).
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Command
mode

Usage
guidelines

Examples

Platform
description

1.2.10 service trustedarp

Interface configuration mode.

Proxy ARP helps those hosts without routing message
obtain MAC address of other networks or subnet IP
address. For example, a device receives an ARP request.
The IP addresses of request sender and receiver are in
different networks. However, the device that knows the
routing of IP address of request receiver sends ARP
response, which is Ethernet MAC address of the device
itself.

The following is an example of enabling ARP on
FastEthernet port 0/1:

interface fastEthernet 0/1

ip proxy-arp

This command is not supported on the Layer 2 switch.

Use this command to enable the trusted ARP function.The no form of this
command disables the trusted ARP function.

service trustedarp

no service trustedarp

Default
configuration

Command
mode

Usage
guidelines

Disabled.

Global configuration mode.

The trusted ARP function of the device is to prevent the
ARP fraud function. As a part of the GSN scheme, it
should be used together with the GSN scheme.

In the following three cases, the STP protocol clears not
only the dynamic MAC address of a port but also the
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trusted entries, including trusted MAC and trusted ARP:

1 STPis enabled.

2 The port is set to neither root port nor designed port.
This may be caused when the port is up or down or
the port priority is modified.

3  TC packet is received on the port, and the addresses
of the ports not receiving PC packet are cleared.

The following configuration is to enable the trusted ARP
function in the global configuration mode.

Examples i

config

service trustedarp
Platform
description N/A

1.2.11 trusted-arp user-vlan

Use this command to execute the VLAN transformation while setting the trusted
ARP entries.The no form of this command deletes an ARP entry.

trusted-arp user-vlan vidl translated-vlan vid2

no trusted-arp user-vlan vidl

Parameter Description
Parameter vid1 VID set by the server.
description
. VID after the transformation.
vid2
Default

) ) No VLAN transformation is executed.
configuration

Command _ )

Global configuration mode.
mode

In order to validate this command, enable the trusted ARP
Usage function first. This command is needed only when the
guidelines VLAN sent by the server is different from the VLAN which

takes effect in the trusted ARP entry.
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The following configuration is to set the VLAN sent by the
£ | server to 3, but the VLAN which takes effect in the trusted
amples
xamp ARP entry to 5.
trusted-arp user-vlan 3 translated-vlan 5
Command Function
Related
commands . Enable the trusted ARP
service trustedarp ,
function.
Platform
description N/A

1.3 Broadcast Message Processing Configuration Commands

131 ip broadcast-addresss

Use this command to define a broadcast address for an interface in the
interface configuration mode. The no form of this command is used to remove
the broadcast address configuration.

ip broadcast-addresss ip-address

no ip broadcast-addresss

Parameter Parameter Description

description ip-address Broadcast address of IP network
Default The default IP broadcast address is 255.255.255.255.
Command

mode Interface configuration mode.

At present, the destination address of IP broadcast packet
is all “1”, represented as 255.255.255.255. The DES-7200

Usage
'dg i can generate broadcast packets with other IP addresses
uidelines
g through definition, and can receive both all “1” and the
broadcast packets defined by itself.
Examples The following is an example of setting the destination
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1.3.2

interface to 0.0.0.0.

Platform

ip directed-broadcast

address of IP broadcast packets generated by this

ip broadcast-address 0.0.0.0

description This command is not supported on the Layer 2 switch.

Use this command to enable the conversion from IP directed broadcast to
physical broadcast in the interface configuration mode. The no form of this

command is used to remove the configuration.

ip directed-broadcast [ access-list-number ]

no ip directed-broadcast

Parameter Description

(Optional)  Access list number

Parameter ranging 1 to 199 and 1300 to 2699.

oo After an access list number has been

description access-list-number _ _
defined, only the IP directed
broadcast packets that match this
access list are converted.

Default Disabled.

Command

mode Interface configuration mode.

1-16



DES-7200 CLI Reference Guide Chapter 1 IP Address Configuration Commands

IP directed broadcast packet is an IP packet whose
destination address is an IP subnet broadcast address.
For example, the packet with the destination address
172.16.16.255 is called a directed broadcast packet.
However, the node that generates this packet is not a
member of the destination subnet.

The device that is not directly connected to the destination
subnet receives an IP directed broadcast packet and
handles this packet in the same way as forwarding a
unicast packet. After the directed broadcast packet
reaches a device that is directly connected to this subnet,
the device converts the directed broadcast packet into a
flooding broadcast packet (typically the broadcast packet
whose destination IP address is all “1”), and then sends
the packet to all the hosts in the destination subnet in the

manner of link layer broadcast.
Usage

guidelines

You can enable conversion from directed broadcast into
physical broadcast on a specified interface, so that this
interface can forward a direct broadcast packet to a
directly connected network. This command affects only the
final transmission of directed broadcast packets that have
reached the destination subnet instead of normal
forwarding of other directed broadcast packets.

You can also define an access list on an interface to
control which directed broadcast packets to forward. After
an access list is defined, only the packets that conform to
the conditions defined in the access list undergo
conversion from directed broadcast into physical
broadcast.

If no ip directed-broadcast is configured on an interface,
DES-7200 will discard the directed broadcast packets
received from the directly connected network.

The following is an example of enabling forwarding of
directed broadcast packet on the fastEthernet 0/1 port of a
Examples device.

interface fastEthernet 0/1

ip directed-broadcast

Platform
description This command is not supported on the Layer 2 switch.
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1.4 1P Address Monitoring and Maintenance Commands

1.4.1  clear arp-cache

Use this command to remove a dynamic ARP mapping record from the ARP
cache table and clear an IP route cache table in the privileged mode.

clear arp-cache |[vrf vrf_name | trusted ] [ip [mask] ] | interface
interface-name]

Command

mode Privileged mode.

Usage This command can be used to refresh an ARP cache
guidelines table.

On a NFPP-based(Network Foundation Protection Policy) device,
A it receives one ARP packet for every mac/ip address per second
by default. If the interval of two clear arp times is within 1s, the
Caution second response packet will be filtered and the ARP packet will
not be resolved for a short time.

The following is an example of removing all dynamic ARP
mapping records.

clear arp-cache

The following is an example of removing dynamic ARP
Examples table entry 1.1.1.1

clear arp-cache 1.1.1.1

The following is an example of removing dynamic ARP

table entry on interface SVI1

clear arp-cache interface Vlan 1

Command Description
Related _ _
commands arp Add a static mapping record to the ARP
cache table.
Platform
description N/A
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14.2 clear ip route

Use this command to remove the entire IP routing table or a particular routing
record in the IP routing table in the privileged user mode.

clear ip route { * | network [ netmask ] }

Parameter Description
* Remove all the routes.
Parameter
description network The network or subnet address to be
removed
netmask (Optional) Network mask
Command
mode Privileged mode.
Once an invalid route is found in the routing table, you can
U immediately refresh the routing table to get the updated
sage
) g ) routes. Note that, however, refreshing the entire routing
guidelines

table will result in temporary communication failure in the
entire network.

The example below refreshes only the route of
Examples 192.168.12.0.
clear ip route 192.168.12.0

Related Command Description

commands show ip route Show the IP routing table.
Platform

description This command is not supported on the Layer 2 switch.

1.43 showarp

Use this command to show the Address Resolution Protocol (ARP) cache table

show arp [[vrf vrf-name] [trusted] ip [mask] | static | complete | incomplete |
mac-address ]

Parameter Parameter Description

description Show the ARP entry of the specified IP

ip address.

1-19



DES-7200 CLI Reference Guide

Chapter 1 IP Address Configuration Commands

VRF instance, which shows the ARP

vrf vrf-name entry with specified VRF.

Show the ARP entries of the network

ip mask segment included within the mask.
Show the ARP entry of the specified
mac-address MAC address
static Show all the static ARP entries.
Show all the resolved dynamic ARP
complete entries.
Show all the unresolved dynamic ARP
incomplete entries

Show the ARP entry with the specified

mac-address mac address.

Command
Any
mode
The following is the output result of the show arp command:
DES-7200# show arp
Total Numbers of Arp: 7
Protocol Address Age(min) Hardware Type
Interface
Internet 192.168.195.68 0 0013.20a5.7a5f arpa
VLAN 1
Internet 192.168.195.67 0 00la.a0b5.378d arpa
VLAN 1
Internet 192.168.195.65 0 0018.8b7b.713e arpa
VLAN 1
Exan1p|e Internet 192.168.195.64 0 0018.8b7b.9106 arpa
S VLAN 1
Internet 192.168.195.63 0 001a.a0b5.3990 arpa
VLAN 1
Internet 192.168.195.62 0 00l1a.a0b5.0b25 arpa
VLAN 1
Internet 192.168.195.5 - 00d0.f822.33b1 arpa
VLAN 1

The meaning of each field in the ARP cache table is described
as below:

Table 1 Fields in the ARP cache table
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1.4.4

Field

Description

Protocol

Protocol of the network address, always to be
Internet

Address

IP address corresponding to the hardware
address

Age (min)

Age of the ARP cache record, in minutes; If it is
not locally or statically configured, the value of the
field is represented with “-".

Hardware

Hardware address corresponding to the IP
address

Type

Hardware address type, ARPA for all Ethernet
addresses

Interface

Interface associated with the IP addresses

Protocol

Interface

Platform
description N/A

show arp counter

The following is the output result of show arp 192.168.195.68
DES-7200# show arp 192.168.195.68

Address Age(min) Hardware Type

Internet 192.168.195.68 1 0013.20a5.7a5f arpa VLAN 1

The following is the output result of show arp 192.168.195.0
255.255.255.0

DES-7200# show arp 192.168.195.0 255.255.255.0

Protocol Address Age(min) Hardware Type Interface

Internet 192.168.195.64 0 0018.8b7b.9106 arpa VLAN 1
Internet 192.168.195.2 1 00dO.f8ff.f00e arpa VLAN 1
Internet 192.168.195.5 -- 00d0.f822.33b1 arpa VLAN1
Internet 192.168.195.1 0 00d0.f8a6.5af7 arpa VLAN 1
Internet 192.168.195.51 1 0018.8b82.8691 arpa VLAN 1
The following is the output result of show arp 001a.a0b5.378d
DES-7200# show arp 00la.a0b5.378d

Protocol Address Age(min) Hardware Type Interface

Internet 192.168.195.67 4 00la.a0b5.378d arpa VLAN 1

Use this command to show the number of ARP entries in the ARP cache table.
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show arp counter

Parameter
o N/A.

description

Command
Any.

mode
The following is the output result of the show arp counter
command:
DES-7200# show arp counter

Examples The Arp Entry counter:0
The Unresolve Arp Entry:0
The meaning of each field in the ARP cache table is
described in Table 1.

1.45  show arp detail

Use this command to show the details of the Address Resolution Protocol (ARP)
cache table.

show arp detail [interface-type interface-number| ip [mask] | mac-address |
static | complete | incomplete ]

Parameter Description

_ Show the ARP entry of the specified IP
P address.

Show the ARP entries of the network
ip mask

Parameter segment included within the mask.
description Show the ARP entry of the specified
mac-address MAC address.
static Show all the static ARP entries.
Show all the resolved dynamic ARP
complete entries.
Show all the unresolved dynamic ARP
incomplete entries.
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Command .
Privileged mode
mode
U Use this command to show the ARP details, such as the
sage _ . . .
) g ) ARP type (Dynamic, Static, Local, Trust), the information
guidelines
on the layer2 port.

The following is the output result of the show arp detail
command:
DES-7200# show arp detail
IP Address MAC Address Type Age(min)
Interface Port
20.1.1.1 000f.e200.0001 Static -- -
20.1.1.1 000Ff.e200.0001 Static -- VI3
20.1.1.1 000f.e200.0001 Static -- VI3
Gi2/0/1
193.1.1.70 00e0.fe50.6503 Dynamic 1 VI3
Gi2/0/1
192.168.0.1 0012.a990.2241 Dynamic 10 Gi2/0/3
Gi2/0/3
192.168.0.1 0012.a990.2241 Dynamic 20 Agl
Agl

Example

s 192.168.0.1 0012.a990.2241 Dynamic 30 VI2
Ag2
192.168.0.39 0012.a990.2241 Local -- VI3
192.168.0.39 0012.a990.2241 Local -- Gi2/0/3
192.168.0.1 0012.a990.2241 Local -- VI3
192.168.0.1 0012.a990.2241 Local -- Gi2/3/2
The meaning of each field in the ARP cache table is described
as below:
Table 1 Fields in the ARP cache table

Field Description
IP address corresponding to the hardware
IP Address
address
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hardware address corresponding to the IP
MAC Address
address
Age (min) Age of the ARP learning, in minutes
Port Layer2 port associated with the ARP
ARP type, includes the Static, Dynamic, Trust,
Type
Local.
Layer 3 interface associated with the
Interface
IP addresses
Platform
description N/A

1.46  show arp timeout

Use this command to show the aging time of a dynamic ARP entry on the

interface.

show arp timeout

Parameter
o N/A.
description
Command
Any.
mode
The following is the output of the show arp timeout
command:
DES-7200# show arp timeout
Interface arp timeout(sec)
Examples
VLAN 1 3600
The meaning of each field in the ARP cache table is
described in Table 1.
Platform
description This command is not supported on the Layer 2 switch.
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1.47  showiparp

Use this command to show the Address Resolution Protocol (ARP) cache table
in the privileged user mode.

show ip arp
Parameter
description N/A.
Command
mode Privileged mode.
The following is the output of show ip arp:
DES-7200# show ip arp
Protocol Address Age(min)Hardware Type
Interface
Internet 192.168.7.233 23 0007.e9d9.0488 ARPA
FastEthernet 0/0
Internet 192.168.7.112 10 0050.eb08.6617 ARPA
FastEthernet 0/0
Internet 192.168.7.79 12 00d0.f808.3d5c ARPA
FastEthernet 0/0
Internet 192.168.7.1 50 00d0.f84e.1c7f ARPA
FastEthernet 0/0
Internet 192.168.7.215 36 00d0.f80d.1090 ARPA
FastEthernet 0/0
Internet 192.168.7.127 0  0060.97bd.ebee ARPA
FastEthernet 0/0
Exanwple Internet 192.168.7.195 57 0060.97bd.ef2d ARPA
S FastEthernet 0/0
Internet 192.168.7.183 -- 00d0.f8fb.108b ARPA
FastEthernet 0/0
Each field in the ARP cache table has the following meanings:
Field Description
Protocol Network address protocol, always Internet.
The IP address corresponding to the hardware
Address
address.
Age of the ARP cache record, in minutes; If it is not
Age (min) locally or statically configured, the value of the field
is represented with “-".
Hardware Hardware address corresponding to the IP address
Type The type of hardware address. The value is ARPA
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Interface Interface associated with the IP address.

Platform
description This command is not supported on the Layer 2 switch.

1.4.8  show ip interface

Use this command to show the IP status information of an interface. The
command format is as follows:

show ip interface [ interface-type interface-number | brief]

Parameter Description

interface-type Specify interface type.

Parameter interface-number | Specify interface number.

description Show the brief configurations about
the IP of the layer-3 interface
(including the interface primary ip,
secondary ip and interface status)

brief

Command
mode Privileged mode.

When an interface is available, DES-7200 will create a
direct route in the routing table. The interface is available
in that the DES-7200 can receive and send packets
through this interface. If the interface changes from
available status to unavailable status, the DES-7200
removes the appropriate direct route from the routing

Usage table.

guidelines . . . . o
If the interface is unavailable, i.e. two-way communication

is allowed, the line protocol status will be shown as “UP”. If
only the physical line is available, the interface status will
be shown as “UP”.

The results shown may vary with the interface type,
because some contents are the interface-specific options.

Presented below is the output of show ip interface brirf:
DES-7200# show ip interface brief

Example .
Interface IP-Address(Pri) IP-Address(Sec)

S
Status

GigabitEthernet 0/10 2.2.2.2/24 3.3.3.3/24 DOWN
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GigabitEthernet 0/11 no address no address DOWN

VLAN 1 1.1.1.1/24 no address DOWN

Presented below is the output of show ip interface vian

SwitchA#show ip interface vlan 1
VLAN 1
IP interface state is: DOWN
IP interface type is: BROADCAST
IP interface MTU is: 1500
IP address is:
1.1.1.1/24 (primary)
IP address negotiate is: OFF
Forward direct-broadcast is: OFF
ICMP mask reply is: ON
Send ICMP redirect is: ON
Send ICMP unreachabled is: ON
DHCP relay is: OFF
Fast switch is: ON
Help address is:

Proxy ARP is: OFF

ARP packet input number: 0
Request packet: 0
Reply packet: 0
Unknown packet: 0

TTL invalid packet number: 0

ICMP packet input number: 0
Echo request: 0
Echo reply: 0
Unreachable: 0
Source quench: 0
Routing redirect: 0

Description of fields in the results:

Field Description

The network interface is available,
and both its interface hardware
status and line protocol status are
“Up”.

IP interface state is:

Show the interface type, such as

IP interface type is: . .
broadcast, point-to-point, etc.
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IP interface MTU is:

Show the MTU value of the interface.

IP address is:

Show the IP address and mask of the
interface.

IP address negotiate
is:

Show whether the IP address is
obtained through negotiation.

Forward
direct-boardcast is:

Show whether the directed broadcast
is forwarded.

ICMP mask reply is:

Show whether an ICMP mask
response message is sent.

Send ICMP redirect | Show whether an ICMP redirection
is: message is sent.
Send ICMP | Show whether an ICMP unreachable

unreachabled is:

message is sent.

DHCP relay is:

Show whether the DHCP relay is
enabled.

Fast switch is:

Show whether the IP fash switching
function is enabled.

Route horizontal-split
is:

Show whether horizontal split is
enabled, which will affect the route
update behavior

vector protocol.

of the distance

Help address is:

Show the helper IP address.

Proxy ARP is:

Show whether the agent ARP is
enabled.

ARP packet input
number: 0

Request packet:0
Reply packet: 0

Unknown packet: 0

Show the total of ARP
packets received on the interface,
including:

B ARP request packet

B ARP reply packet

B Unknown packet

number

TTL invalid packet
number:

Show the TTL invalid packet number

ICMP packet input
number: O

Echo request:0
Echo reply: 0
Unreachable:0
Source quench:0

Routing redirect:0

Show the total number of ICMP
packets received on the interface,
including:

B Echo request packet

B Echo reply packet

B Unreachable packet
B Source quench packet
[ |

Routing redirection packet
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) , Show whether an outgoing access
Outgoing access list

IS

list has been configured for an
interface.

Show whether an incoming access
Inbound access listis | list has been configured for an
interface.

1.49  show ip packet statistics

Use this command to show the statistics of IP packets.

show ip packet statistics [total | interface-name]

Parameter Description
Parameter interface-name Interface name
description Show the total statistics of all

total .

interfaces.
Command
mode Privileged mode.
Usage
guidelines N/A
N/A

Examples
Related Command Description
commands . -
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IP Service Configuration
Commands

2.1 1P Service Configuration Commands

2.1.1 ip mask-reply

Use this command to configure the DES-7200 to respond the ICMP mask
request and send an ICMP response message in the interface configuration
mode. The no form of this command is used to prohibit from sending the ICMP
mask response message.

ip mask-reply

no ip mask-reply

Default
configuration By default, no ICMP mask response message is sent.
Command
mode Interface configuration mode.
Sometimes, a network device needs the subnet mask of a
subnet on the Internet. To obtain such information, the
Us.age. network device can send an ICMP mask request message,
guidelines and the network device that receives this message will
send a mask response message.
The following is an example of setting the FastEthernet 0/1
interface of a device to respond the ICMP mask request
Examples message.
interface fastEthernet 0/1
ip mask-reply
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Platform This command is supported on the Layer 2 switch only.
description

2.1.2 ip mtu

Use this command to set the Maximum Transmission Unit (MTU) for an IP
packet in the interface configuration mode. The no form of this command is
used to restore it to the default configuration.

ip mtu bytes
no ip mtu

Parameter Description

Parameter : — _

description bytes Maximum transmission unit of IP packet

ranging 68 to 1500 bytes

Default It is the same as the value configured in the interface

configuration command mtu by default.

Command

mode Interface configuration mode.
If an IP packet is larger than the IP MTU, the DES-7200
will split this packet. All the devices in the same physical
network segment must have the same IP MTU for the
interconnected interface.

Usage ] . ) ]

quidelines If the interface configuration command mtu is used to set
the maximum transmission unit value of the interface, IP
MTU will automatically match with the MTU value of the
interface. However, if the IP MTU value is changed, the
MTU value of the interface will remain unchanged.
The following is an example of setting the IP MTU value of
the fastEthernet 0/1 interface to 512 bytes.

Examples
interface fastEthernet 0/1
ip mtu 512

Related Command Description

commands mtu Set the MTU value of an interface.
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2.1.3

Platform
description

ip redirects

This command is supported on the Layer 2 switch only.

Use this command to allow the DES-7200 to send an ICMP redirection
message in the interface configuration mode. The no form of this command is
used to disable the ICMP redirection function.

ip redirects

no ip redirects

Default

configuration

Command
mode

Usage
guidelines

Examples

Platform
description

Enabled.

Interface configuration mode.

When the route is not optimum, it may make the device to
receive packets through one interface and send it though
the same interface. If the device sends the packet through
the interface through which this packet is received, the
device will send an ICMP redirection message to the data
source, telling the data source that the gateway for the
destination address is another device in the subnet. In this
way the data source will send subsequent packets along
the optimum path.

The DES-7200 enables ICMP redirection by default.

The following is an example of disabling ICMP redirection
for the fastEthernet 0/1 interface.

interface fastEthernet 0/1

no ip redirects

This command is supported on the Layer 2 switch only.
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214 ip source-route

Use this command to allow the DES-7200 to process an IP packet with source
route information in the global configuration mode. The no form of this
command is used to disable the source route information processing function.

ip source-route

no ip source-route

Default
configuration Enabled.
Command
mode Global configuration mode.
DES-7200 supports IP source route. When the device
receives an IP packet, it will check the options of the IP
packet, such as strict source route, loose source route and
record route. Details about these options can be found in
Us.age. RFC 791. If an option is found to be enabled in this packet,
guidelines a response will be made. If an invalid option is detected,
an ICMP parameter problem message will be sent to the
data source, and then this packet is discarded.
The DES-7200 supports IP source route by default.
The following is an example of disabling the IP source
Examples route.
no ip source-route
Platform This command is supported on the Layer 2 switch only.
description

2.15 ip unreachables

Use this command to allow the DES-7200 to generate ICMP destination
unreachable messages. The no form of this command disables this function.

ip unreachables

no ip unreachables

Default

configuration Enabled.
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Command
mode

Usage
guidelines

Examples

Platform
description

Interface configuration mode.

DES-7200 will send an ICMP destination unreachable
message if it receives unicast message with
self-destination-address and can not process the upeer
protocol of this message.

DES-7200 will send ICMP host unreachable message to
source data if it can not forward a message due to no
routing.

This command influences all ICMP destination
unreachable messages.

The following example disables sending ICMP destination
unreachable message on FastEthernet 0/1.

interface fastEthernet 0/1

no ip unreachables

This command is not supported on the Layer 2 switch.
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3.1

3.11

IPv6

Commands

Configuration Related Commands

ipv6 address

Configuration

Use this command to configure an IPv6 address for a network interface. Use

the no form of this command to delete the configured address.

ipv6 address ipv6-address/prefix-length

ipv6 address ipv6-prefix/prefix-length eui-64

ipv6 address prefix-name sub-bits/prefix-length [eui-64]

no ipv6 address

no ipv6 address ipv6-address/prefix-length

no ipv6 address ipv6-prefix/prefix-length eui-64

no ipv6 address prefix-name sub-bits/prefix-length [eui-64]

Parameter
description

Parameter

Description

ipv6-prefix

IPv6 address prefix in the format
defined in RFC4291. The address
shall be in hex; the fields in the
address shall be separated by
comma, and each field shall contain
16 bits.

ipv6-address

IPv6 address in the format defined
in RFC4291. The address shall be
in hex; the fields in the address shall
be separated by comma, and each
field shall contain 16 bits.
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Length of the IPv6 prefix, the
network address of the IPv6
address.

prefix-length i
Note: The prefix length range of the
IPv6 address of the interface of

DES-7200 is O to 64 or 128 to 128.

The general prefix name.Use the
prefix-name specified general prefix to generate
the interface address.

The value of the sub-prefix bit and
the host bit generates the interface
sub-bits address combining with the general
prefix. The value shall be in the
format defined in the RFC4291.

The generated IPV6 address
consists of the address prefix and

eui-64 the 64 bit interface ID.

Command
mode

Usage
guidelines

Interface configuration mode

When an IPv6 interface is created and the link status is UP,
the system will automatically generate a local IP address for
the interface.

The IPv6 address could also be generated using the general
prefix. That is, the IPv6 address consists of the general prefix
and the sub-prefix and the host bit. The general prefix could
be configured using the ipv6 general-prefix command or
may be learned through the DHCPv6 agent PD (Prefix
Discovery) function (please refer to the DHCPv6
Configuration). Use the sub-bits/prefix-length parameter of
this command to configure the sub-prefix and the host bit.

If no deleted address is specified when using no ipv6
address, all the manually configured addresses will be
deleted.

no ipv6 address ipv6-prefix/prefix-length eui-64 can be used
to delete the addresses configured with ipv6 address
ipv6-prefix/prefix-length eui-64.
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For the DES-7200 series, The length of the
A IPv6 address prefix is not limited, but there
are 512 IPv6 routings of which prefix length
Caution supported by the switch is in the range of
65 to 127.

Examples

DES-7200(config-if)# ipv6 address 2001:1::1/64
DES-7200(config-if)# no ipv6 address 2001:1::1/64
DES-7200(config-if)# ipv6 address 2002:1::1/64 eui-64
DES-7200(config-if)# no ipv6 address 2002:1::1/64 eui-64

3.1.2 ipv6 address autoconfig

Use this command to automatically configure an IPv6 stateless address for a

network interface. Use the no form of this command to delete the

auto-configured address.

ipv6 address autoconfig[default]

no ipv6 address autoconfig

Parameter
description

Parameter Description

(Optional) If this keyword is
configured, a default routing is

default generated. Note that only one layer3

interface on the entire device is

allowed to use the default keyword.

Command
mode

Usage
guidelines

Interface configuration mode

The stateless automatic address configuration is that when
receiving the RA (Route Advertisement) message, the
device could use the prefix information of the RA message
to automatically generate the EUI-64 interface address.

If the RA message contains the flag of the “other
configurations”, the interface will obtain these “other
configurations” through the DHCPv6. The “other
configurations” usually means the IPv6 address of the
DNS server, the IPv6 address of the NTP server, etc.

Use the no ipv6 address autoconfig command to delete
the IPv6 address.
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Examples DES-7200(config-if)# ipv6 address autoconfig default
DES-7200(config-if)# no ipv6 address autoconfig
Command Description
Related ipv6 address _
. ) ) Configure the IPv6 address for
commands ipv6-prefix/prefix-length )
] the interface manually .
[eui-64]

3.1.3 ipv6 enable

Use this command to enable the IPv6 function on an interface. Use the no form
of this command to disable this function.

ipv6 enable

no ipv6 enable

Default
configuration Disabled.
Command
mode Interface configuration mode.
The IPv6 function of an interface can be enabled by
configuring ipv6 enable or by configuring IPv6 address for
If an IPv6 address is configured for the
Us.agel { : '} interface, the IPv6 function will be enabled
guidelines Cauti automatically on the interface and cannot
aution . . .
utl be disabled with no ipv6 enable.
the interface.
Examples DES-7200(config-if)# ipvé enable
Command Description
Related _ _ _
commands show ipv6 Show the related information of an
interface interface.
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3.1.4 ipv6 general-prefix

Use this command to configure the IPv6 general prefix in the global
configuration mode.

ipv6 general-prefix prefix-name ipv6-prefix/prefix-length

no ipv6 general-prefix prefix-name ipv6-prefix/prefix-length

Parameter Description

prefix-name The general prefix name.
Parameter The network prefix value of the
description pv6-prefix general-prefix following the format
defined in RFC4291.

prefix-length The length of the general prefix.

Command
mode Global configuration mode.

It is convenient to number the network by using the

general prefix, which defines a prefix so that many longer

specified prefixes could refer to it. These specified prefixes
Usage are updated whenever the general prefix changes. If the
guidelines network number changes, just modify the general prefix.

A general prefix could contain multiple prefixes.

These longer specified prefixes is usually used for the Ipv6

address configuration on the interface.

The following example configures manually a general

Examples prefix as my-prefix.

DES-7200(config)# ipv6 general-prefix my-prefix
2001:1111:2222::/48

Command Description

ipv6 address
Related prefix-name

commands sub-bits/prefix-length

Configure the interface address
using the general prefix.

show ipv6 _
Show the general prefix.

general-prefix
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3.15 ipv6 hop-limit

Use this command to configure the default hopcount to send unicast messages

in the global configuration mode.

ipv6 hop-limit value

no ipv6 hop-limit

Default
configuration

Command
mode

Usage
guidelines

Examples

3.1.6 ipv6 neighbor

The default is 64.

Global configuration mode.

This command takes effect for the unicast messages only,
not for multicast messages.

DES-7200(config)# ipv6 hop-limit 100

Use this command to configure a static neighbor. Use the no form of this
command to remove the setting.

ipv6 neighbor ipv6-address interface-id hardware-address

no ipv6 neighbor ipv6-address interface-id

Parameter
description

Parameter Description

IPv6 address of the neighbor. It must
ipv6-address follow the address format defined in
RFC4291.

Network interface of the neighbor
interface-id (including routed Port, L3 AP
interface, or SVI interface).

Hardware address of the neighbor. It
shall be a 48-bit MAC address in the
format of XXXX.XXXX.XXXX, where
“X" is a hexadecimal number.

hardware-address

Default
configuration

No static neighbor is configured.
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

Similar to the ARP command, the static neighbor can only
be configured on an IPv6 protocol enabled interface.

If the neighbor to be configured has been learned through
NDP and has been stored in the neighbor list, the
dynamically generated neighbor will be automatically
switched to a static one. The configured static neighbor is
always in the Reachable status.

Use clear ipv6 neighbors to clear all the neighbors
dynamically learned through NDP.

Use show ipv6 neighbors to view the neighbor
information.

DES-7200(config)# ipv6 neighbor 2001::1 vlan 1
00d0.f811.1111

Command Description
show ipv6 . . .

) Show the neighbor information.
neighbors
clear ipvé | Clear the neighbors learned
neighbors dynamically.

3.1.7 ipv6 nd dad attempts

Use this command to set the number of the NS packets to be continuously sent
for IPv6 address collision check on the interface. Use the no form of this
command to restore it to the default setting.

ipv6 nd dad attempts value

no ipv6 nd dad attempts

Parameter Description
Parameter Nur_nb.er 9f the NS packets. If it is set to
description value 0, it indicates that the IPv6 address
collision check is disabled on the
interface. The range is 0 to 600.
Default
configuration 1.
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3.18

Command
mode

Usage
guidelines

Examples

Related
commands

Interface configuration mode.

When the interface is configured with a new IPv6 address,
the address collision shall be checked before the address
is assigned to the interface, and the address shall be in
the "tentative” status. After the address collision check is
completed, if no collision is detected, the address can be
used normally; if collision is detected and the interface ID
of the address is an EUI-64 ID, it indicates that the
link-layer address is repeated, and the system will
automatically shut down the interface (that is, to prohibit
IPv6 operations on the interface). In this case, you shall
modify and configure a new address manually, and restart
address collision check for the down/up interface.
Whenever the state of an interface changes from down to
up, the address collision check function of the interface will
be enabled.

DES-7200(config-if)# ipv6 nd dad attempts 3

Command Description

show ipv6 . . .
Show the interface information.

interface

ipv6 nd managed-config-flag

Use this command to set the “managed address configuration” flag bit of the RA

message. Use the no form of this command to remove the setting.

ipv6 nd managed-config-flag

no ipv6 nd managed-config-flag

Default
configuration

Command

mode

Usage
guidelines

None.

Interface configuration mode.

This flag determines whether the host that receives the RA
message obtains an IP address through stateful auto
configuration. If the flag is set, the host obtains an IP
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Examples

Related
commands

address through stateful auto configuration, otherwise it
does not be used.

DES-7200(config-if)# ipv6 nd managed-config-flag

Command Description

show ipv6 . . .

] Show the interface information.
interface

. Set the flag for obtaining all
ipvé nd

information except IP address through

other-config-flag , .
stateful auto configuration.

3.1.9 ipv6 nd other-config-flag

Use this command to set “other stateful configuration” flag bit of the RA
message. Use the no form of this command to delete the flag bit.

ipv6 nd other-config-flag

no ipv6 nd other-config-flag

Parameter Parameter Description

description - -

Default

configuration The flag bit is not set by default.

Command

mode Interface configuration mode.
With this flag bit set, the flag bit of the RA message sent by
the device is set. After receiving this flag bit, the host uses

Usage the dhcpv6 to acquire the information excluding the 1Pv6

guidelines address for the purpose of automatic configuration. When
the managed address configuration is set, the default
other stateful configuration is also set.

Examples DES-7200(config-if)# ipv6 nd other-config-flag

Related Command Description
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show ipv6 . ) )
Show the interface information.

interface

3.1.10 ipv6 nd ns-interval

Use this command to set the interval for the interface to retransmitting NS
(Neighbor Solicitation). Use the no form of this command to restore it to the
default setting.

ipv6 nd ns-interval milliseconds

no ipv6 nd ns-interval

Parameter Description
Parameter Interval for retransmitting NS in the
description milliseconds range of 1000 to 429467295
milliseconds
Default The default value in RA is 0 (unspecified); the interval for
configuration retransmitting NS is 1000ms(1s).
Command
mode Interface configuration mode.
U The configured value will be advertised through RA and
sage
) g ) will be used by the device itself. It is not recommended to
guidelines .
set a too short interval.
Examples DES-7200(conifig-if)# ipv6 nd ns-interval 2000
Command Description
Related
show ipv6
commands ) P Show the interface information.
interface

3.1.11 ipv6 nd prefix

Use this command to configure the address prefix included in the RA. Use the
no form of this command to delete the set prefix or restore it to the default
setting.

ipv6 nd prefix {ipv6-prefix/prefix-length | default } [ valid-lifetime
preferred-lifetime ] | [ at valid-date preferred-date ] | [infinite |
preferred-lifetime ] ] [no-advertise] | [[ off-link ] [ no-autoconfig ]]
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no ipvé6

nd prefix

[no-autoconfig] | [no-advertise] ]

{ipv6-prefix/prefix-length |

default )} [off-link]

Parameter

Description

ipv6-prefix

IPv6 network ID following the format
defined in RFC4291

prefix-length

Length of the IPv6 prefix. “/” shall be
added in front of the prefix

valid-lifetime

Valid lifetime of the RA prefix received
by the host

preferred-lifetime

Preferred lifetime of the RA prefix
received by the host

at valid-date
preferred-date

Set the dead line for the valid lifetime
and that of the preferred lifetime, in
day, month, year, hour, minute.

configuration

Command
mode

Usage

Parameter infinite Indicate that the prefix is always valid.
description default Set the default perfix.
. The prefix will not be advertised by the
no-advertise ,
device.
When the host sends an IPv6 packet,
if the prefix of the destination address
matches the set prefix, it is considered
off-link that the destination is on-link and is
directly reachable. If this option is set,
it indicates that the prefix is not used
for on-link judgment.
Indicate that the RA prefix received by
no-autoconfig the host cannot be used for auto
address configuration.
By default, the advertised prefix is the one set with ipv6
address on the interface. The default parameters of the
prefix configured in the RA are as follows:
Default

valid-lifetime: 2592000s (30 days)
preferred-lifetime: 604800s (7 days),

The prefix is advertised and is used for on-link judgment

and auto address configuration.

Interface configuration mode.

This command can be used to configure the parameters of
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guidelines each prefix, including whether to advertise the prefix. By
default, the prefix advertised in RA is the one set with ipv6
address on the interface. To add other prefixes, use this
command.
ipv6 nd prefix default
Set the default parameters to be used by the interface. If
no parameter is specified for an added prefix, the
parameters set with ipv6 nd prefix default will be used.
Note that after a parameter is specified for the prefix, the
default configuration will not be used. That is to say, the
configuration of the prefix cannot be modified with ipv6 nd
prefix default; only the prefix that uses all the default
configurations can be modified with this command.

at valid-date preferred-date

The valid lifetime of a prefix can be specified in two ways.
One way is to specify a fixed time for each prefix in the RA;
the other way is to specify the end time (in this mode, the
valid lifetime of the prefix sent in RA will be gradually
reduced until the end time is 0).

The following example adds a prefix for SVI 1.

DES-7200(config)# interface vlan 1
DES-7200(conifig-if)# ipv6 nd prefix 2001::/64 infinite
2592000
The following example sets the default prefix parameters
for SVI 1 (they cannot be used for auto address

Examples configuration):
DES-7200(config)# interface vlan 1
DES-7200(config-if)# ipv6 prefix default
no-autoconfig
If no parameter is specified, the default parameters will be

used, and the prefix cannot be used for auto address

configuration.
Command Description
Related _ _ _
commands show ipv6 Show the RA information of an
interface interface.

3.1.12 ipv6 nd ra-hoplimit

Use this command to set the hopcount of the RA message. Use the no form of
this command to restore it to the default setting.
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3.1.13

ipv6 nd ra-hoplimit value

no ipv6 nd ra-hoplimit

Command
mode

Usage
guidelines

Examples

Related
commands

Parameter Parameter Description
description value Hopcount
Default

configuration The default value is 64.

Interface configuration mode.

It is used to set the hopcount of the RA message.

DES-7200(config -if)# ipv6 nd ra-hoplimit 110

Command Description
show ipv6 . . .
] Show the interface information.
interface
ipv6 nd s .

o Set the lifetime of the device.
ra-lifetime
ipv6 nd | Set the interval of sending the RA
ra-interval message.

ipv6 nd ra-mtu

Set the MTU of the RA message.

ipv6 nd ra-interval

Use this command to set the interval of sending the RA. Use the no form of this
command to restore it to the default setting.

ipv6 nd ra-interval {seconds | min-max min_value max_value}

no ipv6 nd ra-interval

Parameter
description

Parameter Description
Interval of sending the RA message in
seconds
seconds, 3-1800s.
) Maximum and minimum interval
min-max . .
sending the RA message in seconds
. Minimum interval sending the RA
min_value

message in seconds
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Maximum interval sending the RA
max_value .
message in seconds

Default 200s. The actual interval of sending the RA message will
configuration be fluctuated 20% based on 200s.

Command
mode Interface configuration mode.

If the device serves as the default device, the set interval
shall not be longer than the lifetime of the device. Besides,
to ensure other devices along the link occupies network

bandwidth while sending the RA message, the actual
Usage

s interval for sending the RA message will be fluctuated 20%
guidelines

based on the set value.

If the key word min-max is specified, the actual interval for
sending the packet will be chosen between the range of
minimum value and maximum value.

DES-7200(conifig-if)# ipv6 nd ra-interval 110

Examples
DES-7200(config-if)# ipv6 nd ra-interval min-max 110 120

Command Description

show ipv6
interface

Show the interface information.

Related ipve nd
commands ra-lifetime

Set the lifetime of the device.

ipv6 nd

o Set the hopfcount of the RA message.
ra-hoplimit

ipv6 nd ra-mtu | Set the MTU of the RA message.

3.1.14 ipv6 nd ra-lifetime

Use this command to set the device lifetime of the RA sent on the interface. Use
the no form of this command to restore it to the default setting.

ipv6 nd ra-lifetime seconds

no ipv6 nd ra-lifetime
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Parameter Description
Parameter — _
description seconds Default life time of the device on the
interface, 0-9000.
Default
configuration 1800s.
Command
mode Interface configuration mode.
The router lifetime field is available in each RA. It specifies
the time during which the hosts along the link of the
Usage interface can select the device as the default device. If the
guidelines value is set to 0, the device will not serve as the default
device any longer. If it is not set to 0, it shall be larger than
or equal to the interval of sending the RA (ra-interval).
Examples DES-7200(conifig-if)# ipv6 nd ra-lifetime 2000
Command Description
show ipv6 ) . .
] Show the interface information.
interface
Related ipv6 nd i ,
) Set the interval of sending the RA.
commands ra-interval
ipv6 nd
o Set the hopcount of the RA.
ra-hoplimit
ipv6 nd ra-mtu | Set the MTU of the RA.

3.1.15 ipv6 nd ra-mtu

Use this command to set the MTU of the RA messag. Use the no form of this
command to restore it to the default setting.

ipv6 nd ra-mtu value

no ipv6 nd ra-mtu

Parameter Parameter Description

description value MTU value, 0-4294967295.
Default

configuration IPv6 MTU value of the network interface.
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Command
mode Interface configuration mode.
Usage
guidelines If it is specified as 0, the RA will not have the MTU option.
Examples DES-7200(config -if)# ipv6 nd ra-mtu 1400
Command Description
show ipv6 . . .
] Show the interface information.
interface
ipv6 nd
Related P et Set the lifetime of the device.
commands ra-lifetime
ipv6 nd | Set the interval of sending the RA
ra-interval message.
ipv6 nd
o Set the hopcount of the RA message.
ra-hoplimit

3.1.16 ipv6 nd reachable-time

Use this command to set the reachable time after the interface checks the
reachability of the neighbor dynamically learned through NDP. Use the no form
of this command to restore it to the default setting.

ipv6 nd reachable-time milliseconds

no ipv6 nd reachable-time

Parameter Description
Parameter
- Reachable time for the neighbor in the
description milliseconds - g
range 0 to 3600000 milliseconds.
The default value in RA is 0 (unspecified); the reachable
Default

time for the neighbor is 30000ms(30s) when the device

configuration , i
discovers the neighbor.

Command

mode Interface configuration mode.

Usage The device checks the unreachable neighbor through the
guidelines set time. A shorter time means that the device can check
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3.1.17

Examples

Related
commands

the neighbor failure more quickly, but more network
bandwidth and device resource will be occupied.
Therefore, it is not recommended to set a too short
reachable time.

The configured value will be advertised through RA and
will be used by the device itself. If the value is set to 0, it
indicates that the time is not specified, that is, the default
value is used.

According to RFC4861, the actual time to reach neighbor
is not consistent with the configured value, ranging from
0.5*configured value to 1.5*configured value.

DES-7200(config-if)# ipv6 nd reachable-time 1000000

Command Description

show ipv6 . . .
Show the interface information.

interface

ipv6 nd suppress-ra

Use this command to disable the interface from sending the RA message. Use

the no form of this command to enable the function.

ipv6 nd suppress-ra

no ipv6 nd suppress-ra

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

The RA message is not sent on the IPv6 interface by
default.

Interface configuration mode.

This command suppresses the sending of the RA
message on an interface.

DES-7200(config-if)# ipv6 nd suppress-ra

Command Description

show ipv6 ) . .

] Show the interface information.
interface
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3.1.18

3.1.19

ipv6 ns-linklocal-src

Use this command to set the local address of the link as the source IP address
to send neighbor requests. When no ipv6 ns-linklocal-src is executed, the
global IP address will be taken as the source address to send neighbor
requests.

ipv6 ns-linklocal-src

no ipv6 ns-linklocal-src

Default The local address of the link is always used as the source
configuration address to send neighbor requests.

Command

mode Global configuration mode.

Usage

guidelines None.

Examples DES-7200(config)# no ipv6 ns-linklocal-src

ipv6 redirects

Use this command to control whether to send ICMPV6 redirect message when
the switch receives and forwards an IPv6 packet through an interface. Use the
no form of this command to disable the function.

ipv6 redirects

no ipv6 redirects

Default The ICMPv6 redirect message is permitted to be sent on
configuration the IPV6 interface.

Command

mode Interface configuration mode.

Usage The transmission rate of any ICMPv6 error message is
guidelines limited. By default, it is 10pps.

Examples DES-7200(config-if)# ipvé redirects

Related Command Description
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3.1.20

show ipv6
interface

Show the interface information.

ipv6 route

Use this command to configure an IPv6 static route. Use the no form of this
command to remove the setting.

ipv6 route ipv6-prefix/prefix-length {ipv6-address | interface-id [ipv6-address] }
[distance] [weight number]

Parameter
description

Parameter Description
IPV6 network number following the
format specified in RFC4291.
prefix-length: Length of the IPv6 prefix.
ipv6-prefix “I” must be added in front of the prefix.

Note: The prefix length range of the
static routes of DES-7200 is 0 to 64 or
128 to 128.

ipv6-address

Next-hop IP address to the destination
address. It shall be in the format defined
in RFC4291. The next-hop IP address
and the next-hop outgoing interface can
be specified at the same time. Note that
if the next-hop IP address is a link-local
address, the outgoing interface must be
specified.

vrf-namel

VRF in the nexthop, which must be the
multi-protocol VRF with the IPv6
address family configured.

interface-id

The outgoing interface toward the
destination network. If the static route is
configured with the outgoing interface
but no next-hop address is specified,
the destination address will be
considered on the link connected with
the outgoing interface; that is to say, the
static route will be treated as a
directly-connected route. Note that if the
destination  network or next-hop
address is a link-local address, the
outgoing interface must be specified.
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Command
mode

Usage
guidelines

Examples

Platform
description

Related
commands

Global configuration mode.

Note: If the destination IP address or next-hop IP address
is a link-local IP address, the outgoing interface must be
specified; if the destination address is a link-local IP
address, the next-hop must be also a link-local IP address.
When configuring a route, the destination IP address and
the next-hop IP address shall not be a multicast address. If
both the next hop IP address and the outgoing interface
are specified, the outgoing interface of the direct route that
matches the next hop shall be the same as the configured
outgoing interface.

DES-7200(config)# ipv6 route 2001::/64 vlan 1 2005::1

None

Command Description

show ipv6 . .
Show the IPv6 route information.

route

3.1.21 ipv6 source-route

Use this command to forward the IPv6 packet with route header. The no form of
this command disables the forwarding.

ipv6 source-route

no ipv6 source-route

Parameter
L None.
description
Default
configuration Disabled.

Command
mode Global configuration mode.
Usage Because of the potential security of the header of type 0
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guidelines route, it's easy for the device to suffer from the denial
service attack. Therefore, forwarding the IPv6 packet with
route header is disabled by default. However, the IPv6
packet of route header with type O that destined to the
local machine is processed.

Examples DES-7200(config)# no ipv6 source-route
Related

None.
commands

3.1.22 ping ipv6

Use this command to diagnose the connectivity of the IPv6 network.

ping ipv6 [ipv6-address]

Parameter Parameter Description
description ipv6-address D.estination IP address to be
diagnosed.
Command
mode Privileged mode.
If no destination address is entered in the command, the
user interaction mode is entered, and you can specify
the parameters. The following table shows the meanings
of symbols returned by the ping command:
Signs | Meaning
! The response to each request sent is
received.
Usage The response to the request sent is not
guidelines received within a regulated time.
U The device has no route to the destination
host.
R Parameter error.
No system resource is available.
A The source IP address of the packet is not
selected.

3-21



DES-7200 CLI Reference Guide

Chapter 3 IPv6 Configuration Commands

D The network interface is in the Down status,

or the IPv6 function is disabled on the the
interface (for example, IP address collision is
detected).

? Unknown error

Examples

DES-7200# ping ipv6 fecO::1

3.2  Showing Related Command

3.2.1  clear ipv6 neighbors

Use this command to clear the dynamically learned neighbors.

clrear ipv6 neighbors

3.2.2  show ipv6 address

Use this command to show the IPv6 addresses.

Parameter Parameter Description
description vrf-name VRF name
Command
mode Privileged mode.
U This command can be used to clear all the neighbors
sage
'dg i dynamically learned by the neighbor discovering. Note that
uidelines
g the static neighbors will not be cleared.
Examples DES-7200# clear ipv6 neighbors
Command Description
Related ipv6 neighbor | Configure the neighbor.
commands show ipvé ' ' .
. Show the neighbor information.
neighbors
Platform
description N/A

3-22



DES-7200 CLI Reference Guide Chapter 3 IPv6 Configuration Commands

show ipv6 address [interface-name]

Parameter Parameter Description
description interface-name Interface name
Command
mode Privileged mode.
Usage N/A
guidelines
N/A
Examples
Platform
description N/A

3.2.3  show ipv6 general-prefix

Use this command to show the information of the general prefix.

show ipv6 general-prefix

Command
mode Privileged mode.
U Use this command to show the information of the general
sage . . .
) g ) prefix including the manually configured and learned from
guidelines
the DHCPVG6 agent.
The following example shows the information of the
general prefix
DES-7200# show ipv6 general-prefix
There is 1 general prefix.
Examples 9 P
IPv6 general prefix my-prefix, acquired via Manual
configuration
2001:1111:2222::/48
2001:1111:3333::/48
Related Command Description
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ipv6

) Configure the general prefix.
general-prefix

3.2.4  show ipv6 interface

Use this command to show the IPv6 interface information.

show ipv6 interface [interface-id] [ra-info]

Parameter Description

. ) Interface (including Ethernet interface,
Parameter interface-id
description aggregateport, or SVI)

) Show the RA information of the
ra-info )
interface.

Command
mode Privileged mode.
Usage Use this command to show the address configuration, ND
guidelines configuration and other information of an IPv6 interface.

DES-7200# show ipv6 interface vlan 1

Interface vlan 1 is Up, ifindex: 2001

address(es):

Mac Address: 00:00:00:00:00:01

INET6: fe80::200:ffF:fe00:1 , subnet is fe80::/64

Joined group address(es):

ffol:1::1

ff02:1::1

102:1::2

ff02:1::1:FF00:1

INET6: 2001::1 , subnet is 2001::/64 [TENTATIVE]
Exan1p|es Joined group address(es):

ffol:1::1

ff02:1::1

102:1::2

ff02:1::1:FF00:1

MTU is 1500 bytes

ICMP error messages limited to one every 10 milliseconds

ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is O milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is O milliseconds
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ND router advertisements are sent every 200 seconds<240--160>
ND device advertisements live for 1800 seconds

The following line is included in the above information: 2001::1,
subnet is 2001::/64 [TENTATIVE]. The flag bit in the [ ] following the
INET6 address is explained as follows:

Flag Meaning

Indicate that the address is an anycast
ANYCAST

address.

Indicate that the DAD is underway. The
TENTATIVE address is a tentative before the DAD is

completed.
DUPLICATED Indicate that a duplicate address exists.

Indicate that the preferred lifetime of the
DEPRECATED )

address expires.

Indicate that no DAD is implemented for
NODAD

the address.

Indicate that the interface ID of the address
AUTOIFID is automatically generated by the system,
which is usually an EUI-64 ID.

DES-7200# show ipv6 interface vlan 1 ra-info

vlan 1: DOWN

RA timer is stopped

waits: 0, initcount: 3

statistics: RA(out/in/inconsistent): 4/0/0, RS(input): O
Link-layer address: 00:00:00:00:00:01

Physical MTU: 1500

ND device advertisements live for 1800 seconds

ND device advertisements are sent every 200 seconds<240--160>
Flags: IM!IO, Adv MTU: 1500

ND advertised reachable time is O milliseconds

ND advertised retransmit time is O milliseconds

ND advertised CurHopLimit is 64

Prefixes: (total: 1)

fec0:1:1:1::/64(Def,Auto,vitime: 2592000, pltime: 604800, flags:
LA)

Description of the fields in ra-info:

Field Meaning

RA timer is stopped
(on)

Indicate whether the RA timer is started.

Indicate that the RS is received but the
number of the responses is not available.

waits
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initcount

Indicate the number of the RAs when the
RA timer is restarted.

RA(out/in/
inconsistent)

out: Indicate the number of the RAs that
are sent.

In: Indicate the number of the RAs that are
received.

inconsistent: Indicate the number of the
received RAs in which the parameters are
different from those contained in the RAs
advertised by the device.

RS(input)

Indicate the number of the RSs that are
received.

Link-layer address

Link-layer address of the interface.

Physical MTU Link MTU of the interface.

IM indicates the managed-config-flag bit in
M| M the RAis not set.

M: Conversely

10 indicates the other-config-flag bit in the
100 RA is not set.

O: Conversely

Description of the fields of the prefix list in ra-info:

Field

Meaning

total

The number of the prefixes of the
interface.

fec0:1:1:1::/64

A specific prefix.

Indicate that the interfaces use the default

Def ,
prefix.
Auto: Indicate the prefix is automatically
generated after the interface is configured
Auto | CFG with the corresponding IPv6 address.
CFG: Indicate that the prefix is manually
configured.
Indicate that the prefix will not be
IAdv _
advertised.
) Valid lifetime of the prefix, measured in
vitime
seconds.
. Preferred lifetime of the prefix, measured
pltime

in seconds.
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L: Indicate that the on-link in the prefix is
set.

L]IL , L -
IL: Indicate that the on-link in the prefix is

not set.

A: Indicate that the auto-configure in the
Al'A prefix is set. !A: It indicates that the
auto-configure in the prefix is not set.

3.25  show ipv6 neighbors

Use this command to show the IPv6 neighbors.
show ipv6 neighbors [verbose] [interface-id] [ipv6-address]

show ipv6 neighbors static

Parameter Description
verbose Show the neighbor details.
at Show the validity status of static
static
Parameter neighbors.
description ) . Show the neighbors of the specified
interface-id ,
interface.
) Show the neighbors of the specified
ipv6-addres
IPv6 address.
Command
mode Privileged mode.

Show the neighbors on the SVI 1 interface:

DES-7200# show ipv6 neighbors vlan 1
IPv6 Address Linklayer Addr Interface
fa:z:l 00d0.0000.0002 vlan 1
fe80::200:FF:fe00:2 00d0.0000.0002 vian 1
Show the neighbor details:
DES-7200# show ipv6 neighbors verbose
IPv6 Address Linklayer Addr Interface
2001::1 00d0.¥800.0001 vlan 1
State: Reach/H Age: - asked: O
Te80::200:FF:fe00:1 00d0.¥800.0001 vlan 1
State: Reach/H Age: - asked: O

Usage
guidelines

Field Meaning

IPv6 Address IPv6 address of the Neighbor

Link address, namely, MAC address. If it is

Linklayer Addr ) . .
not available, incomplete is displayed.
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Interface

Interface the neighbor locates.

State

Age

State of the neighbor: state/H(R)

The values of STATE are as below:

INCMP  (Incomplete): The  address
resolution of the neighbor is underway, the
NS is sent, but the NA is not received.
REACH (Reachable): The switch is
connected with the neighbor. In this state,
the switch takes no additional action when
sending packets to the neighbor.

STALE: The reachable time of the neighbor
expires. In this state, the switch takes no
additional action; it only starts NUD
(Neighbor Unreachability Detection) after a
packet is sent to the neighbor.

DELAY: A packet is sent to the neighbor in
STALE state. If the STALE state changes
to DELAY, DELAY will be changed to
PROBE if no neighbor reachability
notification is received within
DELAY_FIRST_PROBE_TIME  seconds
(5s), the NS will be sent to the neighbor to
start NUD.

PROBE: The NUD is started to check the
reachability of the neighbor. The NS
packets are sent to the neighbor at the
interval of RetransTimer milliseconds until
the response from the neighbor is received
or the number of the sent NSs hits
MAX_UNICAST_SOLICIT(3).

?: Unknown state.

/IR—indicate the neighbor is considered as
a device

/H: The neighbor is a host.

The reachable time of the
neighbor. -* indicates that the neighbor is
always reachable. Note that the
reachability of a static neighbor depends
on the actual situation. 'expired’ indicates
that the lifetime of the neighbor expires,
and the neighbor is waits for the triggering
of NUD.
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The number of the NSs that are sent to the
Asked neighbor for the resolution of the link
address of the neighbor.

Examples

Related
commands

DES-7200# show ipv6 neighbors

Command Description

ipv6 neighbor | Configure a neighbor.

3.26  show ipv6 neighbors statistics

Use the following command to show the statistics of one IPv6 neighbors.

show ipv6 neighbors statistics

Use the following command to show the statistics of all IPv6 neighbors.

show ipv6 neighbors statistics all

Parameter Parameter Description
description - -
Command
mode Privileged mode.

N/A
Examples
Related Command Description
commands - -
Platform
description Supported on all platforms.

3.2.7  show ipv6 packet statistics

Use this command to show the statistics of IPv6 packets.

show ipv6 packet statistics [total | interface-name]

3-29



DES-7200 CLI Reference Guide

Chapter 3 IPv6 Configuration Commands

Parameter Description
Parameter . .
o total Show total statistics of all interfaces.
description
interface-name | Interface name
Command
mode Privileged mode.
Usage
guidelines N/A
N/A
Examples
Related Command Description
commands - -
Platform
description Supported on all platforms.

show ipv6 route

Use this command to show the IPv6 route information.

show ipv6 route [static | local | connected]

Parameter Description
Parameter static Show the static routes.
description local Show the local routes.
connected Show the directly-connected routes.
Command
mode Privileged mode.
Usage
guidelines Use this command to view the routing table.
DES-7200# show ipv6 route
Examples

Codes: C - Connected, L - Local, S - Static, R - RIP, B
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- BGP
11 - ISIS L1, 12 - ISIS L2, IA - 1IS interarea
L ::1/7128
via ::1, loopback 0O
c fa::/64

via :, vlan 1
L fa::1/128
via ::, loopback 0
C 2001::/64
via ::, vlan 2
L 2001::1/128
via ::, loopback 0O
L fe80::710
via ::1, NullO
C fe80::/64
via ::, vlan 1
L fe80::200:Ff:fe00:1/128
via ::, loopback 0O
C fe80::/64

via ::, vlan 2

Related Command Description
commands ipv6 route Configure a static route.
Platform

description N/A

3.29  show ipv6 route summary

Use the following command to show the statistics of one IPv6 route table.
show ipv6 route summary
Use the following command to show the statistics of all IPv6 route tables.

show ipv6 route summary all

Parameter Parameter Description
description - -
Command

mode Privileged mode.

Usage N/A
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3.2.10 show ipv6 routers

guidelines

N/A
Examples
Related Command Description
commands ipv6 route Configure a static route.
Platform
description N/A

In the IPv6 network, some neighbor routers send out the advertisement
messages. Use this command to show the neighbor routers and the

advertisement.

show ipv6 routers [interface-type interface-number]

Parameter Description
Parameter _ ( Optional ) Show the routing
description !nterface-type advertisement of the specified
interface-number |
interface.
Command
mode Privileged mode.
Use this command to show the neighbor routers and the
US,ZQT_ routing advertisement. If no interface is specified, all the
guidetines routing advertisement of this device will be displayed.
The following example shows the IPv6 router
DES-7200# show ipv6 routers
Router FE80: :2D0:F8FF:FEC1:C6EL on VLAN 2, last update 62
sec
Hops 64, Lifetime 1800 sec, ManagedFlag=0, OtherFlag=0,
Examples MTU=1500
Preference=MEDIUM
Reachable time 0 msec, Retransmit time O msec
Prefix 6001:3::/64 onlink autoconfig
Valid lifetime 2592000 sec, preferred lifetime 604800
sec
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Prefix 6001:2::/64 onlink autoconfig

Valid lifetime 2592000 sec, preferred lifetime 604800
sec
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IPv6 Tunnel Configuration
Commands

4.1 Configuration Related Commands

41.1 tunnel destination

Use this command to specify the destination address for the tunnel. Use the no

form of this command to remove the setting.

tunnel destination {ipv4-address }

no tunnel destination

Parameter
description

Default
configuration

Parameter Description

Destination address of the tunnel,
ipv4-address namely the IPv4 address in the other
side of the tunnle..

Command
mode

Usage
guidelines

Examples

The destination address encapsulated by the tunnel is not
configured by default.

Interface configuration mode.

A device shall not be configured multiple tunnels with the
same encapsulation type, source address and destination
address.

Note: For auto tunnel (isatap), the destination address
shall not be configured.

The following example configures an IPv6 manual tunnel.

DES-7200(config)# interface tunnel 1
DES-7200(config-if)# tunnel mode ipv6ip
DES-7200(config-if)# tunnel source vlan 1
DES-7200(config-if)# tunnel destination 192.168.5.1
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Command Description

Related Configure the source IP address of the
tunnel source

commands tunnel.
tunnel mode Configure the mode of a tunnel.

4.1.2  tunnel mode ipv6ip

Use this command to configure static IPv6 tunnel mode. Use the no form of this
command to restore it to the default IPv6 tunnel mode.

tunnel mode ipv6ip [isatap]

no tunnel mode

Parameter Description
Parameter .
description isatap Configure the tunnel as an auto
ISATAP tunnel.
Default The type of the configured IPv6 tunnel is a tunnel
configuration configured manually.
Command
mode Interface configuration mode.
After a tunnel is created, it is considered to be manual
Usage tunnel by default. You can also use tunnel mode ipv6ip
guidelines without any parameter to set a tunnel to manual tunnel.
For an auto tunnel, no destination address is specified.
The following example configures an ISATAP tunnel.
Exan1p|es DES-7200(config)# interface tunnel 1
DES-7200(config-if)# tunnel mode ipv6ip isatap
DES-7200(config-if)# tunnel source vlan 1
Command Description
Configure the source address of the
Related tunnel source
tunnel.
commands
tunnel Configure the destination address of a
destination tunnel.
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tunnel source

Use this command to specify the source IP address for the tunnel. Use the no
form of this command to remove the setting.

tunnel source {ipv4-address | interface-type interface-number}

no tunnel source

Parameter

Description

ipv4-address

Source IPv4 address of the tunnel
used as the source IP address of the
packets to be transmitted through the

configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Parameter
o tunnel.
description
Interface referenced by the tunnel,
interface-type which will be used as the source IPv4
interface-number | address of the packets to be
transmitted through the tunnel.
Default

No tunnel source address is configured by default.

Interface configuration mode.

The source IP address of a tunnel can be a specified IPv4
address or an IPv4 address of an interface.

The following example configures an IPv6 manual tunnel.

DES-7200(config)# interface tunnel 1
DES-7200(config-if)# tunnel mode ipv6ip
DES-7200(config-if)# tunnel source vlan 1
DES-7200(config-if)# tunnel destination 192.168.5.1

Command

Description

tunnel mode

Configure the mode of a tunnel.

tunnel
destination

Configure the destination address of a
tunnel.
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5.1

5.11

DHCP Configuration
Commands

DHCP Configuration Related Command

address range

Use this command to specify the network segment range of the addresses that
can be allocated by CLASS associated with DHCP address pool.The no form of

this command can be used to remove the network segment range.

address range low-ip-address high-ip-address

no address range

Parameter
description

Default

Command
mode

Usage
guidelines

Parameter Description

. Start address in the network segment
low-ip-address
range.

o End adress in the network segment
high-ip-address

range.

By default, the associated CLASS is not configured the
network segment range. It is defaulted to the address pool
range.

Address pool CLASS configuration mode.

Each CLASS corresponds to one network range which
must be from low address to high address, so as to allow
the duplication of network segment range between
multiple CLASSs. If the CLASS associated with the
address pool is specified without configuring the
corresponding network segment range, the default
network segment range of this CLASS is same as the
range of the address pool where this CLASS is.
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5.1.2

The configuration example below configures the network
segment of classl associated with address pool mypool0
ranging from 172.16.1.1 to 172.16.1.8.

Exan1p|es DES-7200(config)# ip dhcp pool mypoolO
DES-7200(dhcp-config)# class classl

DES-7200 (config-dhcp-pool-class)# address range
172.16.1.1 172.16.1.8

Command Description

Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
Related pool configuration mode.

commands Configure the CLASS associated with
the DHCP address pool and enter into
the address pool CLASS configuration
mode.

class

bootfile

Use this command to define the startup mapping file name of the DHCP client in
the DHCP address pool configuration mode.The no form of this command can
be used to remove the definition.

bootfile file-name

no bootfile
Parameter Parameter Description
description file-name Startup file name.
Default No startup file name is defined, by default.
Command
mode DHCP address pool configuration mode.
Some DHCP clients need to download the operating
system and configure the file during the startup. The
U DHCP server should provide the mapping file name
sage
'dgl' required for the startup, so that DHCP clients can
uidelines
g download the file from the corresponding server (such as
TFTP). Other servers are defined by the next-server
command.
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Examples

Related
commands

5.1.3 class

Use this command to configure the

The configuration example below defines the device.conf

as the startup file name.

bootfile device.conf

Command Description
Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address

pool configuration mode.

next-server

Configure the next server IP address of
the DHCP client startup process.

associted CLASS in the DHCP address

pool.The no form of this command is used to delete the associated CLASS.

class class-name

no class

Parameter
description

Default

Command

mode

Parameter Description
Class name, which can be the
class-name character string or numeric such as

myclass or 1.

By default, no CLASS is associated with the address pool.

DHCP address pool configuration mode.
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Usage
guidelines

Examples

Related
commands

Each DHCP address pool performs the address
assignment according to the Option82 matching
information. We can divide this Option82 information into
classes and specify the available network segment range
for these classes in the DHCP address pool. These
classes are called CLASS. One DHCP address pool can
map to multiple CLASSes, and each CLASS can specify
different network segment range.

During the address assignment, firstly, ensure the
assignable address pool through the network segment
where the client is, then according to the Option82
information further ensure the CLASS and assign the IP
address from the network segment range corresponding to
the CLASS. If one request packet matches multiple
CLASSes in the address pool, perform the address
assignment according to the sequencing of configuring the
CLASS in the address pool. If this CLASS’s assigned
addresses have been to the upper limit, then continue to
assign the address from the next CLASS, and so on. Each
CLASS corresponds to one network segment range that
must be from low addresses to high addresses and the
duplicated network ranges between multiple CLASSes are
allowed. If the CLASS corresponding to the address pool
is specified, this CLASS’s default network segment range
is same as the range of address pool where the CLASS is.

The configuration example below configures the address
mypool0 to associate with class1.
DES-7200(config)# ip dhcp pool mypoolO

DES-7200(dhcp-config)# class classl

Command Description

Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
pool configuration mode.

514 client-identifier

Use this command to define the unique ID of the DHCP client (indicated in hex,
separated by dot) in the DHCP address pool configuration mode. The no form
of this command can be used to delete the client ID.

client-identifier unique-identifier
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no client-identifier

Parameter Description
Parameter The DHCP client ID, indicated in hex
oo and separated by dot, for instance,
description unique-identifier P y
0100.d0f8.2233.h467.6967.6162.6974.
4574.6865.726€.6574.302f.31.
Default N/A.
Command
mode DHCP address pool configuration mode.

When some DHCP clients request the DHCP server to assign
IP addresses, they use their client IDs rather then their
hardware addresses. The client ID consists of media type,
MAC address and interface name. For instance, the MAC
address is 00d0.f822.33b4, the interface name s
GigabitEthernet 0/1, and the corresponding client ID is

Usage 0100.d0f8.2233.b467.6967.6162.6974.4574.6865.726e.6574.

guidelines 302f.31, where, 01 denotes the type of the Ethernet media.
The 67.6967.6162.6974.4574.6865.726€.6574.302f.31 is the
hex code of GigabitEthernet0/1. For the definition of the media
code, refer to the Address Resolution Protocol Parameters
section in RFC1700.
This command is used only when the DHCP is defined by
manual binding.

The configuration example below defines the client ID of the
Ethernet DHCP client whose MAC address is 00d0.f822.33b4.

Example
S client-identifier
0100.d0Ff8.2233.b467.6967 .6162.6974 .4574 _6865.726e .6574 302
f.31
Related Command Description
commands Define the hardware address of
hardware-address )
DHCP client.
Define the IP address and network
host mask, which is used to configure the

DHCP manual binding.
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Define the name of the DHCP
. address pool and enter into the
ip dhcp pool i :
DHCP address pool configuration

mode.

5.15 client-name

Use this command to define the name of the DHCP client in the DHPC address
pool configuration mode.The no form of this command is used to delete the
name of the DHCP client.

client-name client-name

no client-name

Parameter Description
Name of DHCP client, a set of
Parameter standards-based AS.CII characters.The
description client-name name. should not |-nclude the suffix
domain name. For instance, you can
define the name of the DHCP client as
river, not river.i-net.com.cn.
Default No client name is defined.
Command
mode DHCP address pool configuration mode.
This command can be used to define the name of the
Usage DHCP client only when the DHCP is defined by manual
guidelines binding. This name should not include the suffix domain
name.
The configuration example below defines a string river as
Examples the name of the client.
client-name river
Related Command Description
commands Define the IP address and network
host mask, which is used to configure the
DHCP manual binding.
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Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
pool configuration mode.

5.1.6 default-router

Use this command to define the default gateway of the DHCP client in the
DHPC address pool configuration mode.The no form of this command can be
used to delete the definition of the default gateway.

default-router ip-address [ ip-address?2...ip-address8 |

no default-router

Parameter Description

Define the IP address of the
equipment. It is required to

Parameter ip_address
configure one IP address at

description
least.

(Optional) Up to 8 gateways

ip-address?2...ip-address8 )
can be configured.

Default No gateway is defined by default.
Command
mode DHCP address pool configuration mode.

In general, the DHCP client should get the information of
the default gateway from the DHCP server. The DHCP

Usage
'dg i server should specify one gateway address for the client at
uidelines
g least, and this address should be of the same network
segment as the address assigned to the client.
The configuration example below defines 192.168.12.1 as
Examples the default gateway.
default-router 192.168.12.1
Command Description
Related Define the name of the DHCP
address pool and enter into the
commands ip dhcp pool P ! .
DHCP address pool configuration
mode.
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5.1.7 dns-server

Use this command to define the DNS server of the DHCP client in the DHPC
address pool configuration mode. The no form of this command can be used to
delete the definition of the DNS server.

dns-server { ip-address [ ip-address2...ip-address8 ] | use-dhcp-client
interface-type interface-number }

no dns-server

Parameter Description

Define the IP address of the

ip-address DNS server. At least one IP
address should be configured.
Parameter _ _ (Optional) Up to 8 DNS
description 'p-address2...Ip-addresss servers can be configured.

Use the DNS server learned
by the DHCP client of the
DES-7200 as the DNS server
of the DHCP client.

use-dhcp-client
interface-type
interface-number

Default No DNS server is defined by default.
Command
mode DHCP address pool configuration mode.

When more than one DNS server is defined, the former will
possess higher priory, so the DHCP client will select the
next DNS server only when its communication with the
former DNS server fails.

If the DES-7200 also acts as the DHCP client, the DNS
server information obtained by the client can be
transmitted to the DHCP client.

Usage
guidelines

The configuration example below specifies the DNS server
Examples 192.168.12.3 for the DHCP client.

dns-server 192.168.12.3

Related Command Description

commands . Define the suffix domain name of
domain-name _
the DHCP client.
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Enable the DHCP client on the
ip address dhcp interface to obtain the IP address
information.

Define the name of the DHCP

) address pool and enter into the
ip dhcp pool , .
DHCP address pool configuration

mode.

5.1.8 domain-name

Use this command to define the suffix domain name of the DHCP client in the
DHPC address pool configuration mode. The no form of this command can be
used to delete the suffix domain name.

domain-name domain-name

no domain-name

Parameter Description
Parameter
oL Define the suffix domain name
description domain-name _ _
string of the DHCP client.
Default No suffix domain name by default.
Command
mode DHCP address pool configuration mode.
U After the DHCP client obtains specified suffix domain
sage
) g ) name, it can access a host with the same suffix domain
guidelines .
name by the host name directly.
The configuration example below defines the suffix domain
Examples name i-net.com.cn for the DHCP client.
domain-name i-net.com.cn
Command Description
Define the DNS server of the DHCP
Related dns-server client.
commands Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
pool configuration mode.
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5.1.9 hardware-address

Use this command to define the hardware address of the DHCP client in the
DHPC address pool configuration mode.The no form of this command can be
used to delete the definition of the hardware address.

hardware-address hardware-address [type]

no hardware-address

Parameter Description
Define the MAC address of the
hardware-address )
DHCP client.
To indicate the hardware platform
protocol of the DHCP client, use
the string definition or digits
Parameter o
. definition.
description ) )
String option:
type W Ethernet
B jeee802
Digits option:
H 1 (10M Ethernet)
m 6 (IEEE 802)
No hardware address is defined by default.
Default If there is no option when the hardware address is defined,
it is the Ethernet by default.
Command
mode DHCP address pool configuration mode.
Usage This command can be used only when the DHCP is
guidelines defined by manual binding.

The configuration example below defines the MAC
Examples address 00d0.f838.bf3d with the type ethernet.
hardware-address 00d0.f838.bf3d

Related Command Description

commands Define the unique ID of the DHCP
) ) o client (Indicated by the
client-identifier _
hexadecimal numeral, separated

by dot).

5-10



DES-7200 CLI Reference Guide

Chapter 5 DHCP Configuration Commands

Define the IP address and network
host mask, which is used to configure
the DHCP manual binding.

5.1.10 host

Define the name of the DHCP
address pool and enter into the
DHCP address pool configuration
mode.

ip dhcp pool

Use this command to define the IP address and network mask of the DHCP
client host in the DHCP address pool configuration mode. The no form of this
command can be used to delete the definition of the IP address and network
mask for the DHCP client.

host ip-address [ netmask ]

no host

Parameter
description

Default

Command
mode

Parameter Description
) Define the IP address of DHCP
ip-address .

client.

Define the network mask of DHCP
netmask .

client.

Usage
guidelines

Examples

No IP address or network mask of the host is defined.

DHCP address pool configuration mode.

If the network mask is not defined definitely, the DHCP
server will use the natural network mask of this IP address:
255.0.0.0 for class A IP address, 255.255.0 for class B IP
address, and 255.255.255.0 for class C IP address.

This command can be used only when the DHCP is
defined by manual binding.

The configuration example below sets the client IP address
as 192.168.12.91, and the network mask as
255.255.255.240.

host 192.168.12.91 255.255.255.240
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Command Description
Define the unique ID of the DHCP
client-identifier client (Indicated in hex, separated
by dot).
Related Define the hardware address of
commands hardware-address DHCP client.

Define the name of the DHCP

) address pool and enter into the
ip dhcp pool i :
DHCP address pool configuration

mode.

5.1.11 ip address dhcp

Use this command to make the Ethernet interface or the PPP, HDLC and FR
encapsulated interface obtain the IP address information by the DHCP in the
interface configuration mode. The no form of this command can be used to
cancel this configuration.

ip address dhcp

no ip address dhcp

The interface cannot obtain the ID address by the DHCP by
default.

Default

Command
mode Interface configuration mode.

When requesting the IP address, the DHCP client of the
DES-7200 also requires the DHCP server provide 5
configuration parameter information: 1) DHCP option 1,
client subnet mask, 2) DHCP option 3, it is the same as the
gateway information of the same subnet, 3) DHCP option
Usage 6, the DNS server information, 4) DHCP option 15, the
guidelines host suffix domain name, and 5) DHCP option 44, the
WINS server information.
The client of the DES-7200 is allowed to obtain the
address on the PPP, FR or HDL link by the DHCP, which
should be supported by the server. At present, our server
can support this function.

E | The configuration example below makes the FastEthernet
xamples
P 0 port obtain the IP address automatically.
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Related
commands

interface fastEthernet 0
ip address dhcp

Command Description

dns-server Define the DNS server of DHCP client.

5.1.12 ip dhcp class

Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
pool configuration mode.

Use this command to define a CLASS and enter the global CLASS
configuration mode. The no form of this command can be used to delete the

global CLASS.

ip dhcp class class-name

no ip dhcp class class-name

Parameter Description
Parameter -
description class-name Class name, which can be character
string or numeric such as myclass or 1.
Default By default, the class is not configured.
Command
mode Global configuration mode.
After executing this command, it enters the global CLASS
U configuration mode which is shown as “DES-7200
sage
'C?|' (config-dhcp-class)#”. In this configuration mode, user
uidelines
g can configure the Option82 information that matches the
CLASS and the CLASS identification information.
The configuration example below configures a global
Examples CLASS.
DES-7200(config)# ip dhcp class myclass
Related Command Description
commands - -
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5.1.13 ip dhcp database write-delay

Use this command to configure the function of writing the DHCP lease

data-binding information into the FLASH timely in the global configuration mode.

The no form of this command can be used to disable the function of writing

timely.

ip dhcp database write-delay time

no ip dhcp database write-delay

Parameter
description

Parameter Description

Default

Command
mode

The interval at which the system writes
time the DHCP lease binding database
information into the flash.

Usage
guidelines

Examples

Related
commands

Disabled

Global configuration mode.

By configuring this command, you can write the
information of DHCP lease binding database into the
FLASH files to prevent the loss of user information after
restarting the device.

The configuration example below sets the interval at which
the switch writes the information into FLASH as 3600s.
DES-7200(config)# ip dhcp database write-delay 3600

Command Description

5.1.14 ip dhcp database write-to-flash

Use this command to write the information of DHCP lease binding data into
FLASH files in the real-time..

ip dhcp database write-to-flash

Parameter
description

Parameter Description
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Default N/A
Command
mode Global configuration mode.

By configuring this command, you can write the
information of DHCP lease binding database into the
FLASH files in real-time.

Usage
guidelines

The configuration example below writes the binding
Examples database information into FLASH manually.
DES-7200(config)# ip dhcp database write-to-flash

Related Command Description

commands

5.1.15 ip dhcp excluded-address

Use this command to define some IP addresses and make the DHCP server not
assign them to the DHCP client in the global configuration mode. The no form
of this command can be used to cancel this definition.

ip dhcp excluded-address low-ip-address [ high-ip-address ]

no ip dhcp excluded-address low-ip-address [ high-ip-address ]

Parameter Description

Exclude the IP address, or exclude the

Parameter low-ip-address start IP address within the range of the
description IP address.

Exclude the end IP address within the

high-ip-address
range of the IP address.

The DHCP server assigns the IP addresses of the whole

Default

address pool by default.
Command
mode Global configuration mode.
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Usage
guidelines

Examples

Related
commands

If the excluded IP address is not configured, the DHCP
server attempts to assign all IP addresses in the DHCP
address pool. This command can reserve some IP
addresses for specific hosts to prevent these addresses
are assigned to the DHCP client, and define the excluded
IP address accurately to reduce the conflict detecting time
when the DHCP server assigns the address.

In the configuration example below, the DHCP server will
not attempt to assign the I[P addresses within
192.168.12.100~150.

ip dhcp excluded-address 192.168.12.100 192.168.12.150

Command Description

Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
pool configuration mode.

5.1.16 ip dhcp ping packet

network Define the network number and network
(DHCP) mask of the DHCP address pool.

Use this command to configure the times of pinging the IP address when the

DHCP server detects address conflict in the global configuration mode. The no

form of this command is used to restore it to the default configuration.

ip dhcp ping packet [ number ]

no ip dhcp ping packet

Parameter
description

Parameter Description

Default

Command
mode

(Optional) Number of packets in the
range of 0 to 10, where O indicates
disabling the ping operation. The Ping
operation sends two packets by default.

number

The Ping operation sends two packets by default.

Global configuration mode.
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When the DHCP server attempts to assign the IP address
from the DHCP address pool, use the ping operation to
Usage check whether this address is occupied by other hosts.
guidelines Record it if the address is occupied, otherwise, assign it to
the DHCP client. The Ping operation will send up to 10
packets, two packets by default.

The configuration example below sets the number of the
Examples packets sent by the ping operation as 3.
ip dhcp ping packets 3

Command

Description

clear ip dhcp
conflict

Clear the DHCP history conflict record.

Related

commands ip dhcp ping

packet

Configure the timeout time that the
DHCP server waits for the Ping
response. If all the ping packets are not
responded within the specified time, it
indicates that this IP address can be
assigned. Otherwise, it will record the
address conflict.

show ip dhcp
conflict

Show the DHCP server detects address
conflict when it assigns an IP address.

5.1.17 ip dhcp ping timeout

Use this command to configure the timeout that the DHCP server waits for
response when it uses the ping operation to detect the address conflict in the
global configuration mode. The no form of this command can be used to restore

it to the default configuration.

ip dhcp ping timeout milli-seconds

no ip dhcp ping timeout

Parameter Description
Parameter Time that the DHCP server waits for
description milli-seconds ping response in the range 100 to
10000 milliseconds.
Default The default timeout is 500 seconds.
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Command
mode Global configuration mode.
Usage This command defines the time that the DHCP server
guidelines waits for a ping response packet.
In the configuration example below, the waiting time of the
Examples ping response packet is 600ms.
ip dhcp ping timeout 600
Command Description
clear ip dhcp . .
) Clear the DHCP history conflict record.
conflict
Define the number of the data packets
sent by the ping operation for the
Related 'pdhepping ) o f hp %d . flict wh
commands packets etection of the address conflict when
the DHCP server assigns an |IP
address.
) Show the address conflict the DHCP
show ip dhcp . .
) server detects when it assigns an IP
conflict
address.

5.1.18 ip dhcp pool

Use this command to define a name of the DHCP address pool and enter into
the DHCP address pool configuration mode in the global configuration
mode.The no form of this command can be used to delete the DHCP address
pool.

ip dhcp pool pool-name

no ip dhcp pool pool-name

Parameter Description
Parameter - —
description pool-name A string of. characters and positive
integers, for instance, mypool or 1.
Default No DHCP address pool is defined by default.
Command
mode Global configuration mode.
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Usage
guidelines

Examples

Related
commands

Execute the command to enter into the DHCP address

pool configuration mode:

DES-7200(dhcp-config)#

In this configuration mode, configure the IP address range,
the DNS server and the default gateway.

The configuration example below defines a DHCP address
pool with the name mypoolO.

ip dhcp pool mypoolO

Command Description
Define the IP address and network
host mask, which is used to configure the
DHCP manual binding.
] Define the IP addresses that the
ip dhcp

excluded-address

DHCP server cannot assign to the
clients.

5.1.19 ip dhcp use class

network (DHCP)

Define the network number and
network mask of the DHCP address
pool.

Use this command to enable the CLASS to allocate addresses in the global
configuration mode.The no form of this command can be used to disable the

CLASS.

ip dhcp use class

no ip dhcp use class

Parameter
description

Parameter

Description

Default

Command
mode

Usage

guidelines

Enabled

Global configuration mode.

N/A

5-19



DES-7200 CLI Reference Guide

Chapter 5 DHCP Configuration Commands

5.1.20

Examples

Related
commands

The configuration example below enables the CLASS to
allocate addresses.
DES-7200(config)# ip dhcp use class

Command Description

lease

Use this command to define the lease time of the IP address that the DHCP
server assigns to the client in the DHCP address pool configuration mode. The
no form of this command can be used to restore it to the default configuration.

lease { days [ hours ] [ minutes ] | infinite }

no lease

Parameter
description

Parameter Description

days Lease time in days

(Optional) Lease time in hours. It is
hours necessary to define the days before
defining the hours.

(Optional) Lease time in minutes. It is
minutes necessary to define the days and hours
before defining the minutes.

Default

Command
mode

infinite Infinite lease time.

Usage
guidelines

Examples

The lease is 1 days, by default.

DHCP address pool configuration mode.

When the lease is getting near to expire, the DHCP client
will send the request of renewal of lease. In general, the
DHCP server will allow the renewal of lease of the original
IP address.

The configuration example below sets the DHCP lease to
1 hour.

lease 0 1

The configuration example below sets the DHCP lease to
1 minute.
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lease 0 0 1

Command Description

Related Define the name of the DHCP
address pool and enter into the
DHCP address pool configuration
mode.

5.1.21 netbios-name-server

Use this command to configure the WINS name server of the Microsoft DHCP
client NETBIOS in the DHCP address pool configuration mode. The no form of
this command can be used to delete the WINS server.

netbios-name-server ip-address [ ip-address2...ip-address8 |

netbios-name-server

Parameter Description
IP address of the WINS server.
Parameter ip-address It is required to configure one
description IP address at least.
(Optional) IP addresses of
ip-address2...ip-address8 | WINS servers. Up to 8 WINS
servers can be configured.
Default No WINS server is defined, by default.
Command
mode DHCP address pool configuration mode.
When more than one WINS server is defined, the former
Usage has higher priory. The DHCP client will select the next
guidelines WINS server only when its communication with the former
WINS server fails.
The configuration example below specifies the WINS
Examples server 192.168.12.3 for the DHCP client.
netbios-name-server 192.168.12.3
Related Command Description
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ip address
dhcp

Enable the DHCP client on the interface
to obtain the IP address.

5.1.22 netbios-node-type

ip dhcp pool

Define the name of the DHCP address
pool and enter into the DHCP address
pool configuration mode.

Use this command to define the node type of the master NetBIOS of the
Microsoft DHCP client in the DHCP address configuration mode. The no form of
this command can be used to delete the configuration of the NetBIOS node

type.

netbios-node-type type

no netbios-node-type

Parameter
description

Parameter

Description

Default

Command
mode

type

Type of node in two modes:

Digit in hexadecimal form in the range of 0
to FF. Only the following numerals are
available:

1: b-node.
2: p-node.
4: m-node.
8: h-node.

String:

b-node: broadcast node
p-node: peer-to-peer node
m-node: mixed node
h-node: hybrid node

No type of the NetBIOS node is defined, by default.

DHCP address pool configuration mode.
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There are 4 types of the NetBIOS nodes of the Microsoft
DHCP client: 1) Broadcast, which carries out the NetBIOS
name resolution by the broadcast method, 2) Peer-to-peer,
which directly requests the WINS server to carry out the
NetBIOS name resolution, 3) Mixed, which requests the
name resolution by the broadcast method firstly, and then
carry out the name resolution by the WINS server

Usage connection, 4) Hybrid, which requests the WINS server to

guidelines carry out the NetBIOS name resolution firstly, and it will
carry out the NetBIOS name resolution by the broadcast
method if the response is not received.

By default, the node type for Microsoft operating system is
broadcast or hybrid. If the WINS server is not configured,
broadcast node is used. Otherwise, hybrid node is used. It
is recommended to set the type of the NetBIOS node as
Hybrid.

The configuration example below sets the NetBIOS node
Examples of Microsoft DHCP client as Hybrid.

netbios-node-type h-node

Command Description

Define the name of DHCP
, address pool and enter into the
ip dhcp pool

Related DHCP address pool configuration
commands mode.

Configure the WINS name server
netbios-name-server | of the Microsoft DHCP client
NETBIOS.

5.1.23 network (DHCP)

Use this command to define the network number and network mask of the
DHCP address pool in the DHCP address pool configuration mode. The no
form of this command can be used to delete the definition.

network net-number net-mask

no network
Parameter Parameter Description
description net-number Network number of the DHCP address pool
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Network mask of the DHCP address pool. If
net-mask the network mask is not defined, the natural
network mask will be used by default.

Default No network number or network mask is defined, by default.
Command
mode DHCP address pool configuration mode.

This command defines the subnet and subnet mask of a
DHCP address pool, and provides the DHCP server with
an address space which can be assigned to the clients.
Unless excluded addresses are configured, all the
addresses of the DHCP address pool can be assigned to
the clients. The DHCP server assigns the addresses in the
Usage address pool orderly. If the DHCP server found an IP
guidelines address is in the DHCP binding table or in the network
segment, it checks the next until it assigns an effective IP
address.
The show ip dhcp binding command can be used to view
the address assignment, and the show ip dhcp conflict
command can be used to view the address conflict
detection configuration.

The configuration example below defines the network
number of the DHCP address pool as 192.168.12.0, and

Examples
the network mask as 255.255.255.240.
network 192.168.12.0 255.255.255.240
Command Description
) Define the IP addresses that the
ip dhcp i
luded-add DHCP server cannot assign to the
excluded-address
Related clients.
commands Define the name of the DHCP
) address pool and enter into the
ip dhcp pool ) _
DHCP address pool configuration
mode.
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5.1.24

next-server

Use this command to define the startup sever list that the DHCP client accesses

during startup in the DHCP address configuration mode. The no form of this

command can be used to delete the definition of the startup server list.

next-server ip-address [ ip-address?2...ip-address8 ]

no next-server

Parameter Description
Define the IP address of the
startup server, which is usually
Parameter ip-address the TFTP server. It is required
description to configure one IP address at
least.
ip-address?2...ip-address8 (Optional) Up- to _8 startup
servers can be configured.
Default N/A.
Command
mode DHCP address pool configuration mode.
When more than one startup server is defined, the former
Usage will possess higher priory. The DHCP client will select the
guidelines next startup server only when its communication with the
former startup server fails.
The configuration example below specifies the startup
Examples server 192.168.12.4 for the DHCP client.
next-server 192.168.12.4
Command Description
, Define the default startup mapping file
bootfile .
name of the DHCP client.
Define the name of the DHCP address
Related ip dhcp pool pool and enter into the DHCP address
commands pool configuration mode.
. Define the Helper address on the
ip help-address | .
interface.
) Configure the option of the DES-7200
option
DHCP server.
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5.1.25

option

Use this command to configure the option of the DHCP server in the DHCP
address pool configuration mode. The no form of this command can be used to

delete the definition of option.

option code { ascii string | hex string | ip ip-address }

no option

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Parameter Description

code Define the DHCP option codes.
ascii string Define an ASCII string.

hex string Define a hex string.

ip ip-address Define an IP address list.

N/A.

Global configuration mode.

The DHCP provides a mechanism to transmit the
configuration information to the host in the TCP/IP
network. The DHCP message has a variable option field
that can be defined according to the actual requirement.
The DHCP client needs to carry the DHCP message with
32 bytes of option information at least. Furthermore, the
fixed data field in the DHCP message is also referred to as
an option. For the definition of current DHCP option, refer
to RFC 2131.

The configuration example below defines the option code
19, which determines whether the DHCP client can enable
the IP packet forwarding. O indicates to disable the IP
packet forwarding, and 1 indicates to enable the IP packet
forwarding. The configuration below enable the IP packet
forwarding on the DHCP client.

DES-7200(dhcp-config)# option 19 hex 1

The configuration example below defines the option code
33, which provides the DHCP client with the static route
information. The DHCP client will install two static routes:
1) the destination network 172.16.12.0 and the gateway
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Related
commands

192.168.12.12, 2) the destination network 172.16.16.0 and
the gateway 192.168.12.16.

option 33 ip 172.16.12.0 192.168.12.12 172.16.16.0
192.168.12.16

Command Description
Define the name of the DHCP address
ip dhcp pool pool and enter into the DHCP address
pool configuration mode.

5.1.26 relay agent information

Use this command to enter the Option82 matching information configuration
mode in the global CLASS configuration mode. The no form of this command
can be used to delete the Option82 matching information of the CLASS.

relay agent information

no relay agent information

Parameter
description

Parameter Description

Default

Command
mode

Usage
guidelines

Examples

Related

N/A.

Global CLASS configuration mode.

After executing this command, it enters the Option82
matching information configuration mode which is shown
as “DES-7200 (config-dhcp-class-relayinfo)#”.

In this configuration mode, user can configure the class
matching multiple Option82 information.

The configuration example below configures a global
CLASS and enter the Option82 matching information
configuration mode.

DES-7200(config)# ip dhcp class myclass
DES-7200(config-dhcp-class)# relay agent information

DES-7200(config-dhcp-class-relayinfo)#

Command Description
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Define a CLASS and enter the global

ip dhcp class
P P CLASS configuration mode.

5.1.27 relay-information hex

Use this command to enter the Option82 matching information configuraiton

mode. The no form of this command can be used to delete a piece of matching

information.

relay-information hex aabb.ccdd.eeff... [*]

no relay-information hex aabb.ccdd.eeff... [¥]

Parameter
description

Parameter Description

Default

Command
mode

Hexadecimal Option82 matching
information. The “* symbol means
aabb.ccdd.eeff...[*] | partial matching which needs the
front part matching only. Without the
“** means needing full matching.

Usage
guidelines

Examples

N/A.

Global CLASS configuration mode.

N/A

The configuration example below configures a global
CLASS which can match multiple Option82 infomration.
DES-7200(config)# ip dhcp class myclass
DES-7200(config-dhcp-class)# relay agent information

DES-7200(config-dhcp-class-relayinfo)#

relay-information
hex 0102256535

DES-7200(config-dhcp-class-relayinfo)#

relay-information
hex 010225654565

DES-7200(config-dhcp-class-relayinfo)#

relay-information
hex 060225654565

DES-7200(config-dhcp-class-relayinfo)#
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relay-information

hex 060223*

Command Description
Define a CLASS and enter the global
Related ip dhep class CLASS confiaurai g g
commands configuraiton mode.
relay agent | Enter the Option82  matching
information information configuratin mode.

5.1.28 remark

Use this command to configure the identification which is used to describe the
CLASS in this global CLASS configuraiton mode. The no form of this command
can be used to delete the identification.

remark class-remark

no remark
Parameter Description
Parameter Information used to indentify the
description class-remark CLASS, it can be the character strings
with space in them.
Default N/A.
Command
mode Global CLASS configuration mode.
Usage
guidelines N/A
The configuration example below configures the
identification information for a global CLASS.
Exan1p|es DES-7200(config)# ip dhcp class myclass
DES-7200(config-dhcp-class)# remark used in #1 build
Command Description
Related
Define a CLASS and enter the global
commands ip dhcp class , , g
CLASS configuration mode.
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5.1.29 service dhcp

Use this command to enable the DHCP server and the DHCP relay on the
device in the global configuration mode. The no form of this command can be
used to disable the DHCP server and the DHCP relay.

service dhcp

no service dhcp

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Disabled.

Global configuration mode.

The DHCP server can assign the IP addresses to the
clients automatically, and provide them with the network
configuration information such as DNS server and default
gateway. The DHCP relay can forward the DHCP requests
to other servers, and the returned DHCP responses to the
DHCP client, serving as the relay for DHCP packets.

In the following configuration example, the device has
enabled the DHCP server and the DHCP relay feature.

service dhcp

Command Description

show ip dhcp Show various statistics information of

server statistics | the DHCP server.

5.2 Showing and Monitoring Commands

5.2.1  clear ip dhcp binding

Use this command to clear the DHCP binding table in the privileged user mode:

clear ip dhcp binding { * | ip-address }

Parameter
description

Parameter Description

* Delete all DHCP bindings.
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Default

Command
mode

Delete the binding of the specified IP

ip-address
addresses.

Usage
guidelines

Examples

Related
commands

N/A.

Privileged mode.

This command can only clear the automatic DHCP
binding, but the manual DHCP binding can be deleted by
the no ip dhcp pool command.

The example below clears the DHCP binding with the IP
address 192.168.12.100.
clear ip dhcp binding 192.168.12.100

Command Description

5.2.2  clear ip dhcp conflict

show ip dhcp Show the address binding of the DHCP
binding server.

Use this command to clear the DHCP address conflict record in the privileged

user mode:

clear ip dhcp conflict { * | ip-address }

Parameter
description

Default

Command

mode

Parameter Description
. Delete all DHCP address conflict
records.
) Delete the conflict record of the
ip-address o
specified IP addresses.
N/A.

Privileged mode.
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The DHCP server uses the ping session to detect the
address conflict, while the DHCP client uses the address

Usage . .
resolution protocol (ARP) to detect the address conflict.

guidelines . _
The clear ip dhcp conflict can be used to delete the

history conflict record.

The example below clears all address conflict records.
Examples
clear ip dhcp conflict *

Command Description

Define the number of the data packets
ip dhcp ping | sent by the ping operation for the

Related packets detection of the address conflict when the

commands DHCP server assigns an IP address.

show ip Show the address conflict that the DHCP
dhcp server detects when it assigns an IP
conflict address.

5.2.3  clear ip dhcp server statistics

Use this command to reset the counter of the DHCP server in the privileged
user mode.

clear ip dhcp server statistics

Default N/A.
Command
mode Privileged mode.

The DHCP server carries out the statistics counter,
records the DHCP address pool, automatic binding,
manual binding and expired binding. Furthermore, it also

Usage carries out the statistics to the number of sent and

guidelines received DHCP messages. The clear ip dhcp server
statistics command can be used to delete the history
counter record and carry out the statistics starting from
scratch.

The example below clears the statistics record of the
Examples DHCP server.

clear ip dhcp server statistics
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Command Description
Related

commands

show ip dhcp Show the statistics record of the
server statistics | DHCP server.

5.2.4  debug ip dhcp client

Use this command to carry out the DHCP client debugging in the privileged user
mode:

debug ip dhcp client

no debug ip dhcp client

Parameter
description N/A.
Default Disabled.
Command
mode Privileged mode.
U This command is used to show the main message content
sage
) g ) of the DHCP client during the interaction of the servers and
guidelines )
the processing status.
The example below turns on the debugging switch of the
Examples DHCP client in the equipment.
debug ip dhcp client

52,5  debug ip dhcp server

Use this command to carry out the DHCP Server debugging in the privileged
user mode:

debug ip dhcp server { event | packet }

no debug ip dhcp server { event | packet }

Parameter Description
Parameter
. event Show the DHCP message.
description
packet Show the DHCP packet.
Default Disabled.
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Command
mode Privileged mode.
U This command is used to show the main message content
sage
) 9 ) of the dhcp server during the interaction of the clients and
guidelines )
the processing status.
The example below turns on the debugging switch of the
Examples DHCP server in the equipment.
DES-7200# debug ip dhcp server packet

52.6  show dhcp lease

Use this command to show the lease information of the IP address obtained by
the DHCP client.

show dhcp lease

Parameter
description N/A.
Default N/A.
Command
mode Privileged mode.
If the IP address is not defined, show the binding condition
Us.age. of all addresses. If the IP address is defined, show the
guidelines oo . ,
binding condition of this IP address.
The following is the result of the show dhcp lease.
DES-7200# show dhcp lease
Temp IP addr: 192.168.5.71 Tfor peer on Interface:
FastEthernet0/0
Temp sub net mask: 255.255.255.0
Examples DHCP Lease server: 192.168.5.70, state: 3 Bound
DHCP transaction id: 168F
Lease: 600 secs, Renewal: 300 secs, Rebind: 525 secs
Temp default-gateway addr: 192.168.5.1
Next timer fires after: 00:04:29
Retry count: 0 Client-ID:
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redgaint-00d0.f8fb.5740-Fa0/0

5.2.7  show ip dhcp binding

Use this command to show the binding condition of the DHCP address.

show ip dhcp binding [ ip-address ]

Parameter Description
Parameter _ —
description p-address (Optional) Only show the binding
condition of the specified IP addresses.
Default N/A.
Command
mode Privileged mode.
U If the IP address is not defined, show the binding condition
sage
] . ) of all addresses. If the IP address is defined, show the
guidelines . . .
binding condition of this IP address.
The following is the result of the show ip dhcp binding.
DES-7200# show ip dhcp binding
IP address Client-ldentifier/ Lease expiration Type
Hardware address
192.168.1.2 00d0.f866.4777 IDLE
Manual
The meaning of various fields in the show result is described
Examples
as follows.
Field Description
The I[P address to be
IP address assigned to the DHCP
client.
Client-Identifier The client identifier or
/Hardware hardware address of the
address DHCP client.
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The expiration date of the
lease. The Infinite indicates
it is not limited by the time.
o The IDLE indicates the
Lease expiration o
address is in the free status
currently for it is not
renewed or the DHCP client

releases it actively.

The type of the address
binding.The Automatic
indicates an IP address is
Type assigned automatically, and
the Manual indicates an IP
address is assigned by

manual.
Command Description
Related p
commands clear ip dhcp Clear the DHCP address binding
binding table.

5.2.8  show ip dhcp conflict

Use this command to show the conflict history record of the DHCP sever.

show ip dhcp conflict

Parameter
description N/A.
Default N/A.
Command
mode Privileged mode.
Usage This command can show the conflict address list and
guidelines excluded address list detected by the DHCP server.
The following is the output result of the show ip dhcp conflict
Example command.
S DES-7200# show ip dhcp conflict
IP address Detection Method
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192.168.12.1 Ping

dhcpd excluded ipaddress
192.168.12.100
The meaning of various fields in the show result is described as

follows.
Field Description
The IP addresses which cannot be
IP address ) .
assigned to the DHCP client.
Detection Method The conflict detection method.
dhcpd excluded
] The range of excluded addresses.
ipaddress
Command Description
Related
clear ip dhc
commands ] P P Clear the DHCP conflict record.
confict

5.2.9  show ip dhcp server statistics

Use this command to show the statistics of the DHCP server.

show ip dhcp server statistics

Parameter

description N/A.

Default N/A.

Command

mode Privileged mode.

Usage

guidelines This command shows the statistics of the DHCP server.
The following is the output result of the show ip dhcp
server statistics command.
DES-7200# show ip dhcp server statistics

Examples Lease count 7
Address pools 4
Automatic bindings 4
Manual bindings 0
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Related
commands

Expired bindings

Malformed messages 2

Message
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCP INFORM
Message
BOOTREPLY
DHCPOFFER
DHCPACK

DHCPNAK

Received

216

33

25

0

1

150
Sent

16

The meaning of various fields in the show result is described

as follows.

Field

Description

Address pools

Number of address pools.

Lease count

Number of allocated lease.

Automatic
bindings

Number of automatic address
bindings.

Manual bindings

Number of manual address

bindings.

Expired bindings

Number of expired address
bindings.

Number of malformed
Malformed )

messages received by the
messages

DHCP.

Number of the messages
Message

Received or Sent

received and sent by the
DHCP server respectively.

Command

Description

clear ip dhcp
server statistics

Delete the DHCP server statistics.
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DHCP Relay
Configuration Commands

6.1 DHCP Relay Configuration Commands

6.1.1  ip dhcp relay check server-id

Use this command to enable the ip dhcp relay check server-id function. The
no form of this command is used to disable the ip dhcp relay check server-id
function.

[no] ip dhcp relay check server-id

Default Disabled.
Command
mode Global configuration mode.

Switch will select the server to be sent according to
server-id option when forwarding DHCP REQUEST via

Usage
'dgel'nes this command. Wihout this comand configured, the switch
uideli
g forwards the DHCP REQUEST to all configured DHCP
servers.
The following example enables the ip dhcp relay check
server-id function.
Examples
DES-7200# configure terminal
DES-7200(config)# ip dhcp relay check server-id
Related Command Description
commands service dhcp Enable the DHCP Relay.
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Platform
description This command is only supported by the switches.

6.1.2  ip dhcp relay information option dotlx

Use this command to enable the dhcp option dotlx function.. The no form of
the command is used to disable the dhcp option dot1x function.

[no]ip dhcp relay information option dotlx

Default Disabled.
Command
mode Global configuration mode.
U It is necessary to enable the DHCP Relay, and combine
sage
_g ) with the 802.1x related configuration to configure this
guidelines
command.
The following example enables the DHCP option dotlx
function on the device.
Examples
DES-7200# configure terminal
DES-7200(config)# ip dhcp relay information option dotlx
Command Description
service dhcp Enable the DHCP Relay.
Related ip dhcp relay
commands information . _
) Configure the option dotlx acl.
option dotlx
access-group
Platform
description This command is only supported by switches.

6.1.3 ip dhcp relay information option dotlx access-group

Use this command to configure the dhcp option dotlx acl. The no form of this
command is used to disable the dhcp option dotlx acl.

[no]ip dhcp relay information option dotlx access-group acl-name

Default No ACL is associated with.
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Command
mode

Usage
guidelines

Examples

Global configuration mode.

Be sure that the ACL does not conflict with the existing
ACE of the configured ACL on the interface.

The following example enables the dhcp option dotlx acl
function.

DES-7200# configure terminal
DES-7200(config)# ip access-list extended
DenyAccessEachOtherOfUnauthrize

DES-7200(config-ext-nacl)# permit ip any host 192.168.3.1
/[Permit sending the packets to the gateway.
DES-7200(config-ext-nacl)# permit ip any host 192.168.4.1
DES-7200(config-ext-nacl)# permit ip any host 192.168.5.1
DES-7200(config-ext-nacl)# permit ip host 192.168.3.1 any
/I Permit the communication between the packets whose

source IP address is that of the gateway.
DES-7200(config-ext-nacl)# permit ip host 192.168.4.1 any
DES-7200(config-ext-nacl)# permit ip host 192.168.5.1 any
DES-7200(config-ext-nacl)# deny ip 192.168.3.0 0.0.0.255
192.168.3.0 0.0.0.255

/IDeny the exchange between the unauthenticated users.
DES-7200(config-ext-nacl)# deny ip 192.168.3.0
0.0.0.255 192.168.4.0 0.0.0.255
DES-7200(config-ext-nacl)# deny ip 192.168.3.0
0.0.0.255 192.168.5.0 0.0.0.255
DES-7200(config-ext-nacl)# deny ip 192.168.4.0
0.0.0.255 192.168.4.0 0.0.0.255
DES-7200(config-ext-nacl)# deny ip 192.168.4.0
0.0.0.255 192.168.5.0 0.0.0.255
DES-7200(config-ext-nacl)# deny ip 192.168.5.0
0.0.0.255 192.168.5.0 0.0.0.255
DES-7200(config-ext-nacl)# deny ip 192.168.5.0
0.0.0.255 192.168.3.0 0.0.0.255
DES-7200(config-ext-nacl)# deny ip 192.168.5.0
0.0.0.255 192.168.4.0 0.0.0.255
DES-7200(config-ext-nacl)# exit

DES-7200(config)# ip dhcp relay information option dotlx
access-group DenyAccessEachOtherOfUnauthrize
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Command Description
Related service dhcp Enable the DHCP Relay.
ip dhcp rela
commands .p P ) y Enable the DHCP option dotlx
information i
] function.
option dotlx
Platform
description This command is only supported by switches.

6.1.4 ip dhcp relay information option82

Use this command to configure to enable the ip dhcp relay information
option82 function. The no form of this command is used to disable the ip dhcp
relay information option82 function.

[no]ip dhcp relay information option82

Default Disabled.

Command

mode Global configuration mode.

Usage This command is exclusive with the option dotlx
guidelines command.

The following example enables the option82 function on
the DHCP relay.

Examples
DES-7200# configure terminal
DES-7200(config)# Ip dhcp relay information option82
Command Description
Related service dhcp Enable the DHCP Relay.
ip dhcp rela
commands .p P ) y ) Enable the DHCP option
information option ,
dotlx function.
dotlx
Platform
description This command is only supported by switches.
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6.1.5 ip dhcp relay information option vpn

Use this command to configure to enable the DHCP Relay Aware VRF function
on the DHCP Relay device. The no form of this command is used to disable this

function.
Default Disabled.
Command
mode Global configuration mode.
Usage This command is exclusive with the option dotlx and
guidelines option82 command.
The following example enables the DHCP Relay Aware
VRF function on the DHCP Relay device.
Examples
DES-7200# configure terminal
DES-7200(config)#Ip dhcp relay information option vpn
Command Description
ip dhcp relay Enable the DHCP option82
Related information option82 function.
commands ip dhcp relay )
) ) ) Enable the DHCP option
information option .
dot1x function.
dotlx
Platform
description This command is only supported by switches.

6.1.6 ip dhcp relay suppression

Use this command to enable the DHCP binding globally. The no form of this
command disables the DHCP binding globally and enables the DHCP relay
suppression on the port.

[no]ip dhcp relay suppression

Default
configuration

Disabled.
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Command i :
Interface configuration mode.
mode
Usage After executing this command, the system will not relay the
guidelines DHCP request message on the interface.
The following example enables the relay suppression
function on the interface 1.
DES-7200# configure terminal
Examples DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# ip dhcp relay suppression
DES-7200(config-if)# exit
DES-7200(config)#
Related Command Description
commands service dhcp Enable the DHCP Relay.
Platform
description This command is only supported by switches.

6.1.7 ip helper-address

Use this command to add an IP address of the DHCP server. The no form of
this command deletes an IP address of the DHCP server.

The server address can be configured globally or on a specific interface.
Therefore, this command can run in the global configuration mode or the
interface configuration mode to add the DHCP server information.

[no]ip helper-address [vrf vrf-name]A.B.C.

Default N/A.
Command
mode Global configuration mode, interface configuration mode.
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6.1.8

Up to 20 DHCP server can be configured globally or on a
layer-3 interface.

One DHCP request of this interface will be sent to these
servers. You can select one for confirmation.

Usage The global configuration and port-based configuration of

guidelines the vrf are slightly different. In the global configuration
mode, if the vrf is not specified, the default address of the
current server does not belong to any vrf. In the port-based
configuration, if the vrf is not specified, the current default
server and port configurations belong to the same vrf.

The following example configures the addresses for two
servers.

1. Set the IP address for the global server to 192.168.1.1

2. Set the IP address for the vrf instance-based server

Examples delp to 192.168.2.1
DES-7200# configure terminal
DES-7200(config)# ip helper-address 192.168.1.1
DES-7200(config)# ip helper-address vrf depl 192.168.2.1
Related Command Description
commands service dhcp Enable the DHCP relay.

service dhcp

Use this command to enable the DHCP relay in the global configuration mode.
The no form of this command can disable the DHCP relay.

service dhcp

no service dhcp

Default Disabled.
Command
mode Global configuration mode.

The DHCP relay can forward the DHCP requests to other

Usage
'dg i servers, and the returned DHCP response packets to the
uidelines
g DHCP client, serving as the relay for DHCP packets.
Examples In the following configuration example, the device has
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Related
commands

enabled the DHCP server and the DHCP relay.
DES-7200# configure terminal

DES-7200(config)# service dhcp

Command Description

ip helper-address
DHCP server.

Add an IP address of the
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UDP-Helper Module
Configuration Commands

7.1 Configuration Related Commands

7.1.1  ip forward-protocol

Use this command to configure the UDP port to enable forwarding. Use the no
form of this command to disable forwarding on the UDP port.

ip forward-protocol udp [port | tftp | domain | time | netbios-ns |
netbios-dgm | tacacs]

no ip forward-protocol udp [port | tftp | domain | time | netbios-ns |
netbios-dgm | tacacs]

Parameter Description

Port to enable forwarding. If this
parameter is not specified, the
port broadcast message from the ports
69,53,37,137,138,49 will be forwarded
by default.

Trivial File Transfer Protocol(69)
tftp Forward the broadcast message from
port 69.

Domain Name System(53)
Parameter domain Forward the broadcast message from
description port 53.

Time service(37)
time Forward the broadcast message from
port 37.

NetBIOS Name Service(137)
netbios-ns Forward the broadcast message from
port 137.

NetBIOS Datagram Service(138)
netbios-dgm Forward the broadcast message from
port 138.

tacacs TAC Access Control System(49)
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Default
configuration

Forward the broadcast message from
port 49.

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Global configuration mode.

Enabling the UDP-Helper function will forward the
broadcast message of the UDP ports 69,53,37,137,138,49
without any additional configuration, by default.

DES-7200(config)# ip forward-protocol udp 134

Command

Description

udp-helper enable

Enable the forwarding of the UDP
broadcast message.

ip
forward-protocol

Configure the UDP port to enalbe
forwarding.

7.1.2 ip helper-address

Use this command to configure the destination server which the UDP broadcast
message will be forwarded to. Use the no form of this command to delete the

destination server.

ip helper-address address

no ip helper-address [address]

Parameter
description

Parameter Description

Default
configuration

address

IP address of the destination server in
the dotted decimal format. Each
interface can support up to 20 server
addresses.

N/A.
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Command
mode

Usage
guidelines

Examples

Related
commands

7.1.3  udp-helper enable

Interface configuration mode.

Up to 20 destination servers can be configured on an
interface. Once the forwarding destination server is
configured someone an interface and UDP-Helper is
enabled, the broadcast message of the specified port
received from this interface will be sent to the destination
server configured on this interface in unicast form.

Use the no ip helper-address to remove the forwarding
destination server.

The following is an example of configuring the destination
server where the UDP broadcast message will be
forwarded to.

DES-7200(config-if)# ip helper-address 192.168.100.1

Command Description

ip Configure the specified UDP port to
forward-protocol | enable forwarding.

Use this command to enable the forwarding function of the UDP broadcast
message. The no udp-helper enable command is used to disable the forward
function of the UDP broadcast message.

By default, the forwarding of the UDP broadcast message is disabled.

udp-helper enable

no udp-helper enable

Parameter
description

Default
configuration

Command
mode

N/A.

Disabled.

Global configuration mode.
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Usage
guidelines

Examples

Related
commands

Enable the forwarding function of UDP-Helper. The UDP
broadcast messages from the port 69,53,37,137,138,49
are forwarded by default.

The following is an example of enabling the UDP
forwarding function.
DES-7200(config)# udp-helper enable

Command Description

Ip Configure the UDP port to enable
forward-protocol the forwarding funciton.
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DHCPV6 Server
Configuration Commands

8.1 Configuration Related Commands

8.1.1  clear ipv6 dhcp binding

Use this command to clear the DHCPvV6 binding information.

clear ipv6 dhcp binding [ipv6-address]

Parameter Description
Parameter
description ipv6-address Set the IPv6 address or the
prefix.
Default
Settings N/A
Command
mode Privileged EXEC mode.
If the ipv6-address is not specified, all DHCPv6 binding
Usage information are cleared. If the ipv6-address is specified,
guidelines the binding information for the specified address is
cleared.
The following example shows how to clear the DHCPv6
Examples binding information:
DES-7200(config)# clear ipv6 dhcp binding
Platform
description N/A
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8.1.2  clear ipv6 dhcp server statistics

Use this command to clear the DHCPV6 server statistics.

clear ipv6 dhcp server statistics

Parameter Parameter Description
description . )
Default
Settings N/A
Command
mode Privileged EXEC mode.
Usage This command is used to clear the DHCPv6 server
guidelines statistics.
The following example shows how to clear the DHCPv6
Examples server statistics:
DES-7200(config)# clear ipv6 dhcp server statistics
Platform
description N/A

8.1.3 dns-server

Use this command to set the DNS Server list information for the DHCPv6
Server. Use the no form of this command to remove the configuration.

dns-server ipv6-address

no dns-server ipv6-address

Parameter Description
Parameter
description ipv6-address Set the IPv6 address or the DNS
server.
Default
Settings By default, no DNS server list is configured.
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Command
mode DHCPvV6 pool configuration mode.
To configure several DNS Server addresses, use the
Usage dns-server command for several times. The
guidelines newly-configured DNS Server address will not overwrite
the former ones.
Examples DES-7200(config-dhcp)# dns-server 2008:1::1
Command Description
Set the DHCPv6 domain name
Related domain-name ) i
commands information.
ipv6 dhcp pool Set a DHCPv6 pool.
Platform
o N/A
description

8.1.4 domain-name

Use this command to set the domain name for the DHCPV6 server. Use the no
form of this command to remove the domain name.

domain-name domain

no domain-name domain

Parameter Parameter Description

description domain Set the domain name.

Default

Settings By default, no domain name is configured.

Command

mode DHCPV6 pool configuration mode.

Usage To configure several domain names, use the
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8.1.5 iana-address prefix

guidelines domain-name command for several times. The
newly-configured domain name will not overwrite the
former ones.

Examples DES-7200(config-dhcp)# domain-name example.com
Command Description

Related
dns-server .

commands Set the DHCPv6 DNS server list.
ipv6 dhcp pool Set the DHCPV6 pool.

Platform

description N/A

Use this command to set the IA_NA address prefix for the DHCPv6 Server. Use
the no form of this command to remove the IA_NA address prefix.

iana-address

preferred-lifetime}]

prefix ipv6-prefix/prefix-length [lifetime {valid-lifetime |

no iana-address prefix

Parameter
description

Parameter Description

. . ! Set the IPv6 prefix and prefix
ipv6-prefix/prefix-length
length.

Set the lifetime of the address
allocated to the client.

With the keyword lifetime

lifetime configured, both parameters
valid-lifetime amd
preferred-lifetime shall be
configured.

o Set the valid lifetime of using the
valid-lifetime )
allocated address for the client.

Set the preferred lifetime of the

preferred-lifetime .
address allocated to the client.
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By default, no IA_NA address prefix is configured;
Defa?ult The default valid-lifetime is 3600s(1 hour).
Settings
The default preferred-lifetime is 3600s(1 hour).
Command
mode DHCPvV6 pool configuration mode.
This command is used to set the IA_NA address prefix for
the DHCPv6 Server, and allocate the IA_NA address to
the client.
Usage The Server attempts to allocate a usable address within
guidelines the IA_NA address prefix range to the client upon
receiving the IA_NA address request from the client. That
address will be allocated to other clients if the client no
longer uses that address again.

DES-7200(config-dhcp)# iana-address prefix 2008:50::/64
Examples lifetime 2000 1000DES-7200(config-if)# ip verify urpf
drop-rate notify

Command Description

Related pv6 dhep pool | get the DHCPV6 pool.

commands -
show ipv6 dhcp Show the  DHCPv6  pool
pool information.

Platform

description N/A

8.1.6 ipv6 dhcp server

Use this command to enable the DHCPv6 server on the interface. Use the no
form of this command to disable this function.

ipv6 dhcp server poolname [rapid-commit] [preference value]

no ipv6 dhcp server

Parameter Parameter Description
description

poolname Define the DHCPv6 pool name.
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Allow to use the two-message

rapid-commit ) .
interaction process.

Set the preference level for the
advertise message. The valid
range is 1-100 and the default
value is 0.

preference value

Default
Settings

Command

mode

Usage
guidelines

Examples

Related
commands

Disabled

Interface configuration mode.

Use the ipv6 dhcp server command to enable the
DHCPvV6 service.

Configuring the keyword rapid-commit allows the
two-message interaction for the server and the client when
allocating the address prefix and setting other
configurations. With this keyword configured, if the client
solicit message includes the rapid-commit item, the
DHCPv6 Server will send the Reply message
immediately.

DHCPv6 Server carries with the preference value when
sending the advertise message if the preference level is
not O.

If the preference level is 0, the advertise message will not
include this field. If the preference value is 255, the client
sends the request message to the server to obtain the
configurations.

DHCPv6 Client, Server and Relay functions are exclusive,
and only one of the functions can be configured on the
interface.

DES-7200(config)# interface fastethernet 0/1

DES-7200(config-if)# ipv6 dhcp server pooll

Command Description

ipvé dhcp pool Set the DHCPV6 pool.

show ipv6 dhcp Show the DHCPv6  pool
pool information.
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Platform
description N/A

8.1.7 ipv6 dhcp pool

Use this command to set the DHCPv6 server pool. Use the no form of this
command to remove the information pool.

ipv6 dhcp pool poolname

no ipv6 dhcp pool poolname

Parameter Parameter Description
description poolname Define the DHCPv6 pool name.
Default By default, the DHCPv6 server information pool is not
Settings configured.
Command
mode Global configuration mode.
This command is used to create a DHCPv6 Server
configuration pool. After configuring this command, it
enters the DHCPvV6 pool configuration mode, in which the
Usage administrator can set the pool parameters, such as the
guidelines prefix and the DNS Server information, ect.
After creating the DHCPv6 Server configuration pool, use
the ipv6 dhcp server command to associate the pool and
the DHCPvV6 Server on one interface.
DES-7200# configure terminal
Exan1p|es DES-7200(config)# ipv6 dhcp pool pooll
DES-7200(config-dhcp)#
Command Description
) Enable the DHCPV6 server function
Related ipv6 dhcp server .
commands on the interface.
show ipv6 dhcp Show the DHCPv6  pool
pool information.
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8.1.8

Platform
description

prefix-delegation

N/A

Use this command to set the static binding address prefix information for the
DHCPv6 server. Use the no form of this command to delete the address prefix

information.

prefix-delegation ipv6-prefix/prefix-length client-DUID [lifetime]

no prefix-delegation ipv6-prefix/prefix-length client-DUID [lifetime]

Parameter
description

Parameter Description

Set the IPv6 address prefix and

ipv6-prefix/prefix-length
pvep P g the prefix length.

client-DUID Set the client DUID.

Default
Settings

o Set the interval of using the
lifetime ) .
prefix by the client.

Command
mode

Usage
guidelines

Examples

By default, no address prefix information is configured.

DHCPV6 pool configuration mode.

The administrator uses this command to manually set the
address prefix information list for the client IA_PD and set
the valid lifetime for those prefixes.

The parameter client-DUID allocates the address prefix to
the first IA_PD in the specified client.

Before receiving the request message for the address
prefix from the client, DHCPv6 Server searches for the
corresponding static binding first. If it succeeds, the server
returns to the static binding; otherwise, the server will
attempt to allocate the address prefix from other prefix
information sources.

DES-7200(config-dhcp)# prefix-delegation 2008:2::/64
0003000100d0f82233ac
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8.1.9  prefix-delegation pool

Command Description
ipv6 dhcp pool Set a DHCPvV6 pool.

Related ipv6 local pool Set a local prefix pool.

commands prefix-delegation Specify the DHCPv6 local prefix
pool pool.
show ipv6 dhcp Show the DHCPv6 pool
pool information.

Platform

description N/A

Use this command to specify the local prefix pool for the DHCPv6 server. Use

the no form of this command to remove the local prefix pool.

prefix-delegation pool poolname [lifetime {valid-lifetime | preferred-lifetime}]

no prefix-delegation pool poolname

Parameter
description

Parameter

Description

poolname

Set the local prefix pool name.

lifetime

Set the lifetime of the address
prefix allocated to the client.

With the keyword lifetime
configured, both parameters
valid-lifetime amd
preferred-lifetime shall be
configured.

valid-lifetime

Set the valid lifetime of using the
allocated address prefix for the
client.

Default
Settings

preferred-lifetime

Set the preferred lifetime of the
address prefix allocated to the
client.

By default, no address prefix pool is specified.
The default valid-lifetime is 3600s(1 hour).
The default preferred-lifetime is 3600s(1 hour).
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Command
mode DHCPV6 pool configuration mode.
Use the prefix-delegation pool command to set the
prefix pool for the DHCPv6 Server and allocate the prefix
to the client. Use the ipv6 local pool command to set the
Usage prefix pool.
guidelines The Server attempts to allocate a usable prefix from the
prefix pool to the client upon receiving the prefix request
from the client. That prefix will be allocated to other clients
if the client no longer uses that prefix again.
Examples DE?—?ZOO(cor-lfig—dhcp?# ) prefix-delegation pool
client-prefix-pool lifetime 2000 1000
Command Description
ipv6 dhcp pool Set a DHCPV6 pool.
Related ipv6 local pool Set a local prefix pool.
commands , , Staticlly bind the client with the
prefix-delegation )
address prefix.
show ipv6 dhcp Show the DHCPv6 pool
pool information.
Platform
description N/A

8.2 Showing Related Commands

8.2.1  show ipv6 dhcp

Use this command to show the device DUID.

show ipv6 dhcp

Parameter Parameter Description

description - -
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Default

Settings N/A

Command

mode Privileged EXEC mode.

Usage The server, client and relay on the same device share a

guidelines DUID.
DES-7200# show ipv6 dhcp

Examples This device"s DHCPv6 unique identifier(DUID):
00:03:00:01:00:d0:¥8:22:33:b0

Platform

description N/A

8.2.2  show ipv6 dhcp binding

Use this command to show the address binding information for the DHCPv6
server.

show ipv6 dhcp binding [ipv6-address]

Parameter Parameter Description

description ipv6-address Set the IPv6 address or the prefix.
Default

Settings N/A

Command

mode Privileged EXEC mode.

If the ipv6-address is not specified, all prefixes
dynamically assigned to the client and IANA address

Usage - . . . .
deli binidng information are shown. If the ipv6-address is
uidelines
g specified, the binding information for the specified address
is shown.
DES-7200# show ipv6 dhcp binding
Examples

Client DUID: 00:03:00:01:00:d0:f8:22:33:ac
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IAPD: iaid O, T1 1800, T2 2880
Prefix: 2001:20::/72
preferred lifetime 3600, valid lifetime 3600

expires at Jan 1 2008 2:23 (3600 seconds)

Platform

description N/A

8.2.3  show ipv6 dhcp interface

Use this command to show the DHCPV6 interface information.

show ipv6 dhcp interface [interface-name]

Parameter Parameter Description
description interface-name Set the interface name.
Default

Settings N/A

Command

mode Privileged EXEC mode.

If the interface-name is not specified, all DHCPV6 interface

Usage ) . . . .
] g . information are shown. If the interface-name is specified,
guidelines o . o
the specified interface information is shown.
DES-7200# show ipv6 dhcp interface
VLAN 1 is in server mode
Examples
Server pool dhcp-pool
Rapid-Commit: disable
Platform
description N/A

8.24  show ipv6 dhcp pool

Use this command to show the DHCPV6 pool information

show ipv6 dhcp pool [poolname]

Parameter Parameter Description

description poolname Define the DHCPV6 pool name.
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Default
Settings N/A
Command
mode Privileged EXEC mode.
U If the poolname is not specified, all DHCPv6 interface
sage i ) . -
'dg i information are shown. If the poolname is specified, the
uidelines
g specified interface information is shown.
DES-7200# show ipv6 dhcp pool
DHCPv6 pool: dhcp-pool
Exan1p|es DNS server: 2011:1::1
DNS server: 2011:1::2
Domain name: example.com
Platform
description N/A

8.25  show ipv6 dhcp server statistics

Use this command to show the DHCPV6 server statistics.

show ipv6 dhcp server statistics

Parameter Parameter Description
description - -
Default
Settings N/A
Command
mode Privileged EXEC mode.
Usage This command is used to show the DHCPv6 server
guidelines statistics.

DES-7200# show ipv6 dhcp server statistics
Examples

DHCPv6 server statistics:
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Packet statistics:

DHCPv6 packets received:

Solicit received:

Request received:

Confirm received:

Renew received:

Rebind received:

Release received:

Decline received:

Relay-forward received:

Information-request received:

Unknown message type received:

Error message received:

DHCPv6 packet sent:

Advertise sent:

Reply sent:

Relay-reply sent:

Send reply error:

Send packet error:

Binding statistics:

Bindings generated:

IAPD assigned:

IANA assigned:

Configuration statistics:

DHCPv6 server interface:
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DHCPV6 pool: 0
DHCPv6 iapd binding: 0
Related Command Description
commands ipv6 dhcp pool Set a DHCPV6 pool.
Platform
description N/A
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DHCPv6 Client
Configuration Commands

9.1 Configuration Related Command

9.11 ipv6 dhcp client pd

Use this command to enable the DHCPv6 client and request for the prefix
address information. Use the no form of this command to disable the prefix
address request.

ipv6 dhcp client pd prefix-name [rapid-commit]
no ipv6 dhcp client pd

Parameter Description
Parameter - - )
. prefix-name Define the IPv6 prefix name.
description
rapid-commit Allow the simplified interaction process.
Default Disabled
Command
mode Interface configuration mode.
With the DHCPV6 client mode disabled, use this command
to enable the DHCPV6 client mode on the interface.
With the ipv6 dhcp client pd command enabled, the
DHCPv6 client sends the prefix request to the DHCPVv6
Usage
L server
guidelines
The keyword rapid-commit allows the client and the
server two-message interaction process. With this
keyword configured, the solicit message sent by the client
includes the rapid-commit item.
The following example shows how to enable the prefix
Examples , . .
information request on the interface:
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DES-7200(config)# interface fastethernet 0/1

DES-7200(config-if)# ipv6 dhcp client pd pd_name

Command Description
clear ipv6 Reset the DHCPv6 client function on
Related _ .
dhcp client the interface.
commands
show ipv6 Show the DHCPv6 interface
dhcp interface | configuration.

9.2 Showing Related Commands

9.21  show ipv6 dhcp

Use this command to show the device DUID information.

show ipv6 dhcp

Parameter Parameter Description
description - -
Default N/A.
Command Privileged EXEC mode / Global / Interface configuration
mode mode.
Usage One DUID is shared by the server, client and relay on the
guidelines same device.
DES-7200# show ipv6 dhcp
Examples This device"s DHCPv6 unique identifier(DUID):
00:03:00:01:00:d0:¥8:22:33:b0

9.2.2  show ipv6 dhcp interface

Use this command to show the DHCPV6 interface information.

show ipv6 dhcp interface [interface-type interface-number]

Parameter Description
Parameter

interface-type Set the interface type and the interface
interface-number | number.

description
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Default

Command
mode

Usage
guidelines

Examples

N/A.

Privileged EXEC mode / Global / Interface configuration
mode.

If the interface-type interface-number is not defined, show
the information of all DHCPv6 interfaces. If the
interface-type interface-number is defined, show the
information of this interface.

DES-7200# show ipv6 dhcp interface
VLAN 1 is in server mode
Server pool dhcp-pool

Rapid-Commit: disable

9.2.3  clear ipv6 dhcp client

Use this command to reset the DHCPV6 client.

clear ipv6 dhcp client interface-type interface-number

Parameter
description

Parameter Description

interface-type Set the interface type and the interface
interface-number | number.

Default

Command
mode

Usage
guidelines

Examples

N/A.

Privileged EXEC mode.

This command is used to reset the DHCPV6 client, which
may lead the client to request for the configurations from
the server again.

DES-7200# clear ipv6 dhcp client vlan 1
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10 DHCPv6 Relay Agent

Configuration Commands

10.1 Configuration Related Command

10.1.1 ipv6 dhcp relay destination

Use this command to enable the DHCPv6 Relay Agent function and specify the
destination address and the destination interface. Use the no form of this
command to disable this function or remove the destination address.

ipv6 dhcp relay destination ipv6-address [interface-type interface-number]
no ipv6 dhcp relay destination ipv6-address [interface-type interface-number]

Parameter Description

Specify the Relay Agent

ipv6-address T
destination address.

Parameter
oo Optional) Specify the destination
description interface-type ( . ) Specity
interface type.
) (Optional) Specify the destination
interface-number )
interface number.
Default N/A.
Command
mode Interface configuration mode.
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Usage
guidelines

Examples

Related
commands

Platform
description

With the DHCPv6 Relay function enabled on the interface,
all DHCPv6 client messages will be encapsulated and
forwarded to the specified interface and the configured
destination addresses.

N Caution

< The dhcpv6 relay destination command can only be
enabled on the layer-3 interface.

< There can be up to 20 Relay Agent Destinations on
one device.

< The interface number must be defined if the
destination address is the multicast address.

The following example shows how to enable DHCPv6
Relay service on the interface VLAN1 and specify the
destination address 3001::2:

DES-7200#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

DES-7200(config)#interface vlan 1
DES-7200(config-if)#ipv6 dhcp relay destination 3001::2
DES-7200(config-if)#end

Command Description

show ipv6 dhcp relay
destination { all | interface | Show the current Relay
interface-type destination address list.

interface-number }

N/A

10.2 Showing Related Commands

10.2.1  show ipv6 dhcp relay destination

Use this command to show the DHCPv6 Relay Agent destination address and
interface information.
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show ipv6 dhcp relay destination

10.2.2 show ipv6 dhcp relay statistics

Parameter Description
Show all destination address and
Parameter al interface information.
description ) _ Show the specified destination
interface interface-type _
interface-number f";tddress. and interface
information.
Default N/A.
Command
mode Privileged EXEC mode
Usage
guidelines N/A
The following example shows all current Relay destination
address configurations:
DES-7200# show ipv6 dhcp relay destination all
Examples Interface: Vlanl
Destination address(es) Output Interface
3001::2
FF02::1:2 Vian2
Platform
description N/A

Use this command to show the packet sending and receiving condition with the

DHCPv6 Relay function enabled.

show ipv6 dhcp relay statistics

Description

Parameter Parameter
description -
Default N/A.
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Command
mode

Usage
guidelines

Examples

Related
commands

Platform
description

Privileged EXEC mode.

N/A

DES-7200# show ipv6 dhcp relay statistics

Packets dropped > 2

Error > 2

Excess of rate limit 0
Packets received : 28

SOLICIT - 0

REQUEST - 0

CONFIRM 0

RENEW - 0

REBIND > 0

RELEASE 0

DECLINE - 0

INFORMAT ION-REQUEST > 14

RELAY-FORWARD - 0

RELAY-REPLY : 14
Packets sent : 16

ADVERTISE : 0

RECONF1GURE : 0

REPLY : 8

RELAY-FORWARD : 8

RELAY-REPLY - 0
Command Description
clear ipv6 dhcp relay | Clear the statistical
statistics information.
N/A
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10.2.3 clear ipv6 dhcp relay statistics

Use this command to clear the packet sending and receiving condition with the
DHCPv6 Relay function enabled.

clear ipv6 dhcp relay statistics

Parameter Parameter Description

description - -

Default N/A.

Command

mode Privileged EXEC mode.

Usage

guidelines N/A

Examples DES-7200# clear ipv6 dhcp relay statistics
Command Description

Related

commands show ipv6 dhcp relay | Show the statistical
statistics information.

Platform

description N/A
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1 1 DNS Module

Configuration Commands

11.1 Configuring Related Commands

11.1.1  ip domain-lookup

Use this command to enable the DNS to carry out the domain name resolution.
Use the no form of this command to disable the DNS domain name resolution
function.

ip domain-lookup

no ip domain-lookup

Default
configuration Enabled.
Command
mode Global configuration mode.
Usage This command enables the domain name resolution
guidelines function.
The following example enables the DNS domain name
Examples resolution function.
DES-7200(config)# ip domain-lookup
Command Description
Related
Show the DNS related configuration
commands show hosts , _ g
information.
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11.1.2  ip host

Use this command to configure the mapping of the host name and the IP
address by manual. Use the no form of the command to remove the host list.

ip host host-name ip-address

no ip host host-name ip-address

Parameter Description
Parameter -
. host-name The host name of the equipment
description
ip-address The IP address of the equipment
Command
mode Global configuration mode.
Usage To delete the host list, use the no ip host host-name
guidelines ip-address command.
Examples DES-7200(config)# ip host switch 192.168.5.243
Command Description
Related
Show the DNS related configuration
commands show hosts _ _ g
information.

11.1.3 ip name-server

Use this command to configure the IP address of the domain name server. Use
the no form of this command to delete the configured domain name server.

ip name-server {ip-address | ipv6-address}

no ip name-server [ip-address| ipv6-address |

Parameter Description
Parameter ip-address The IP address of the domain name
description SErver.
) The IPv6 address of the domain name
ipv6-address
server.
Default
configuration N/A.
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

Add the IP address of the DNS server. Once this
command is executed, the equipment will add a DNS
server. When the device cannot obtain the domain name
from a DNS server, it will attempt to send the DNS request
to subsequent servers until it receives a response.

Up to 6 DNS servers are supported. You can delete a DNS
server with the ip-address option or all the DNS servers.

DES-7200(config)# ip name-server 192.168.5.134
DES-7200(config)# ip name-server

2001:0DB8::250:8bff:fee8:800 2001:0DB8:0:f004::1

ipv6 host

Command Description

Show the DNS related configuration
show hosts ) ,

information.

Use this command to configure the mapping of the host name and the IPv6

address by manual. Use the no form of the command to remove the host list.

ipv6 host host-name ipv6-address

no ipv6 host host-name ipv6-address

Parameter
description

Parameter Description

host-name The host name of the equipment

Command
mode

ipv6-address The IPv6 address of the equipment

Usage
guidelines

Examples

Global configuration mode.

To delete the host list, use the no ipv6 host host-name
ipv6-address command.

DES-7200(config)# ipv6 host switch
2001:0DB8:700:20:1::12
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Command
Related

Description

commands show hosts

Show the DNS related configuration
information.

11.2 Show Related Commands

11.2.1 clear host

Use this command to clear the dynamically learned host name in the privileged

user mode.

clear host [host-name]

Parameter Description
Parameter Delete the dynamically learned host. “*”
description host-name denotes to clear all the dynamically
learned host names.
Command
mode Privileged mode.
You can obtain the mapping record of the host name buffer
Usage table in two ways: 1) the ip host static configuration, 2) the
guidelines DNS dynamic learning. Execute this command to delete
the host name records learned by the DNS dynamically.
The following configuration will delete the dynamically
learned mapping records from the host name-IP address
Examples
buffer table.
clear host *
Related Command Description
commands show hosts Show the host name buffer table.

11.2.2 show hosts

Use this command to display DNS configuration.

show hosts [hostname]
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Command
mode

Usage
guidelines

Examples

Related
commands

Privileged mode.

Show the DNS related configuration information.

DES-7200# show hosts

Name servers are:

192.168.5.134 static

Host type Address
TTL(sec)
switch static 192.168.5.243 -—=
www . DES-7200.com dynamic 192.168.5.123
126
Command Description
) Configure the host name and IP
ip host ,

address mapping by manual.
] Configure teh host name and IPv6
ipv6 host

address mapping by manual.

ip name-server

Configure the DNS server.
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1 2 FTP Server Configuration
Commands

12.1 Configuration Related Commands

12.1.1  debug ftp server

Use this command to enable outputting the debugging messages in the FTP
server. Use the no form of this command to disable this function.

debug ftpserver
no debug ftpserver

Parameter Parameter Description
description - -
Default
Settings Disabled
Command
mode Privileged user mode.
Usage Use this command to display the detailed debugging
guidelines information during FTP server operation.
The following example shows how to enable outputting the
debugging messages in the FTP Server:
DES-7200# debug ftpserver
FTPSRV_DEBUG: (RECV)  SYST
FTPSRV_DEBUG: (REPLY) 215 DNOS Type: L8
Examples
FTPSRV_DEBUG: (RECV)  PORT 192,167,201,82,7,120
FTPSRV_DEBUG: (REPLY) 200 PORT Command okay.
The following example shows how to disable outputting the
debugging messages in the FTP Server:
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‘ DES-7200# no debug ftpserver

‘ Platform description N/A

12.1.2 ftp-server enable

Use this command to enable the FTP server. Use the no form of this command
to disable the FTP server.

ftp-server enable
no ftp-server enable

Parameter Parameter Description

description . )

Default

Settings Disabled

Command

mode Global configuration mode.
This command is used to enable the FTP server to
connect the FTP client to upload/download the files.

Usage )

- X Caution

guidelines
To enable the FTP client to access to the FTP server files,
this command shall be co-used with the ftp-server topdir
command.
The following example shows how to enable the FTP
Server and make the FTP client access to the syslog
content only:
DES-7200(config)# ftp-server topdir /syslog

Exan1p|es DES-7200(config)# ftp-server enable
The following example shows how to disable the FTP
Server:
DES-7200(config)# no ftp-server enable
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12.1.3

ftp-server password

Use this command to set the login password for the FTP server. Use the no
form of this command to cancel the password configuration.

ftp-server password [type] password

no ftp-server password

Parameter
description

Default
Settings

Command
mode

Usage
guidelines

Parameter Description

Define the encryption type of the
password: 0 or 7. The default type
is 0.

type 0 indicates the password is not
encrypted.

7 indicates the password is
encrypted.

password The login password for the FTP

server.

By default, there is no password.

Global configuration mode.

For the FTP server, the login username and the login
password must be configured to verify the client
connection. One password can be set at most.

The password must include the letter or number. The
space in front of / behind the password is allowed, but it is
ignored. While the space in the middle of the password is
a part of password.

The minimum and maximum lengths of the plain-text
password are 1 character and 25 characters.

The minimum and maximum lengths of the encrypted
password are 4 characters and 52 characters respectively.
The encrypted password is generated by plain-text
password encryption and its format must comply with the
encryption specification. If the encrypted password is used
for the setting, the client must use the corresponding
plain-text password for the purpose of successful login.
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Examples

# Caution

Null password is not supported by the FTP server. Without
the password configuration, the client fails to pass the
identity verification of the server.

The following example shows how to set the plain-text
password as pass:
DES-7200(config)# ftp-server password pass

OR:

DES-7200(config)# ftp-server password O pass

The following example shows how to set the cipher-text
password as 8001
DES-7200(config)# ftp-server password 7 8001

The following example shows how to delete the password
configuration:
DES-7200(config)# no ftp-server password

Platform description N/A

12.1.4  ftp-server topdir

Use this command to set the directory range for the FTP client to access to the
FTP server files. Use the no form of this command to prevent the FTP client
from accessing to the FTP server files.

ftp-server topdir directory

no ftp-server topdir

Parameter
description

Parameter Description

Default
Settings

Command
mode

directory Set the top-directory.

Usage

By default, no top-directory is configured.

Global configuration mode.

The FTP server top directory specifies the directory range
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guidelines

Examples

of the files accessed by the client. Can the FTP client
accesses to the files on the FTP server with the top
directory correctly specified.

Without this command configured, FTP client fails to
access to any file or directory on the FTP server.

The following example shows how to enable the FTP
Server and make the FTP client access to the syslog
content only:

DES-7200(config)# ftp-server topdir /syslog

DES-7200(config)# ftp-server enable

The following example shows how to remove the
top-directory configuration:
DES-7200(config)# no ftp-server topdir

Platform description N/A

12.1.5 ftp-server timeout

Use this command to set the FTP session idle timeout. Use the no form of this
command to restore the idle timeout to the default value (30 minutes) .

ftp-server timeout time

no ftp-server timeout

Parameter
description

Parameter Description

Default
Settings

Set the session idle timeout, in
time minutes. The valid range is
1-3600.

Command
mode

Usage
guidelines

Default time is 30 minutes.

Global configuration mode.

Use this command to set the FTP session idle timeout. If
the session is idle, the FTP server deems the session
connection is invalid and disconnects with the user.

A Caution
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Examples

The session idle time refers to the time for the FTP
session between two FTP operations.

The following example shows how to set the session idle
timeout as 5m:
DES-7200(config)# ftp-server timeout 5

The following example shows how to restore the session
idle timeout to the default value(30m):
DES-7200(config)# no ftp-server timeout

Platform description N/A

12.1.6  ftp-server username

Use this command to set the login username for the FTP server. Use the no
form of this command to cancel the username configuration.

ftp-server username username

no ftp-server username

Parameter
description

Parameter Description

username Set the login username.

Default
Settings

Command
mode

Usage
guidelines

By default, no username is set.

Global configuration mode.

Use this command to set the login username for the FTP
server. To log in to the FTP server, the correct username
and password shall be provided.

The maximum length of the username is 64 characters
and the spaces are not allowed in the middle of the
username. The username consists of letters, semiangle
number and semiangle mark. One username can be
configured for the FTP server at most.

A Caution
The anonymous user login is not supported on the FTP
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Examples

server. The client fails to pass the identity verification if the

username is removed.

The following example shows how to set the username as

user:

DES-7200(config)# ftp-server username user

The following example shows how to remove the
username configuration:
DES-7200(config)# no ftp-server username

Platform description

N/A

12.2 Showing Related Commands

12.2.1 show ftp-server

Use this command to show the status information of the FTP server.

show ftp-server

Parameter
description

Default
Settings

Command
mode

Parameter Description

Usage
guidelines

N/A.

Privileged EXEC mode.

The FTP server status information includes:

Enabled/Disabled server

The control connection is set up or not (the related IP,
Port are shown)

The data connection is set up or not (the related IP,
Port and the working mode are shown)

The current file transmission type
The login username and password
The FTP server top directory

The session idle timeout setting
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Examples

The following example shows the related status information
of the FTP server:
DES-7200# show ftp-server

ftp-server information

enable - Y

topdir : /

timeout: 20min

username config : Y

password config : Y

type: BINARY

control connect : Y

ftp-server: i1p=192.167.201.245 port=21
ftp-client: 1p=192.167.201.82 port=4978
port data connect : Y

ftp-server: i1p=192.167.201.245 port=22
ftp-client: 1p=192.167.201.82 port=4982

passive data connect : N

Platform description N/A
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1 3 TCP Configuration

Commands

13.1 Configuration Related Commands

13.1.1 ip tcp path-mtu-discovery

Use this command to enable PMTU(Path Maximum Transmission Unit)
discovery function for TCP in the global configuration mode. Use the no form of
this command to disable this function.

ip tcp path-mtu-discovery [age-timer {minutes | infinite}]

no ip tcp path-mtu-discovery [age-timer {minutes | infinite}]

Parameter Description

(Optional) Set the interval for the
re-detection after the TCP
Parameter age-timer minutes | discovers PMTU, in minutes. The
description default time is 10m. The valid
range is 10-30m.

(Optional) No re-detection after

age-timer infinite
the TCP discovers the PTMU.

Default
Settings Disabled
Command
mode Global configuration mode.
Based on the RFC1191, the TCP path mtu function
improves the network bandwidth utilization and data
Usage transmission when the user uses TCP to transmit the data
guidelines in batch.

Enabling or disabling this function takes no effect for the
existent TCP connection and is only effective for the TCP
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connection to be created. This command is valid for both
the IPv4 and IPv6 TCP.

According to the RFC1191, after discovering the PMTU,
the TCP uses greater MSS to detect the new PMTU at
some interval, which is specified by the parameter
age-timer. If the PMTU discovered is smaller than the
MSS negotiated between both ends of the TCP
connection, the device will be trying to discover the greater
PMTU at the specified interval untill the PMTU value
reaches the MSS or the user stops using this timer. Use
the parameter age-timer infinite to stop this timer.

The following example shows how to enable the TCP
Examples PMTU discovery function:
DES-7200(config)# ip tcp path-mtu-discovery

Command Description
Related
Show the PMTU value for the TCP
commands show tcp pmtu ,
connection.

13.2 Showing Related Commands

13.2.1  show tcp pmtu

Use this command to view the TCP PMTU information.

Parameter Parameter Description

description - -

Default

Settings N/A.

Command

mode Privileged EXEC mode.

Usage Use this command to view the PMTU value for the TCP
guidelines connection.

Examples DES-7200# show tcp pmtu
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No. Local Address Foreign Address PMTU

[1]1 2002::1.18946 2002::2.23 1440

[2] 192.168.195.212.23 192.168.195.112.13560 1440

The following table is the field description :
Field Description

No Sequence number.

The local address and the
port number. The number

“ »

Local Address

after the last is the
port number. For example,
“2002::2.23" and
“192.168.195.212.23" ,

“23" is the port number.

The remote address and

Foreign Address
the port number. The
number after the last “.”
is the port number. For
example, “2002::2.23" and
“192.168.195.212.23" ,
“23" is the port number.
PMTU The PMTU value.
Command Description
Related
commands ip tcp Enable the TCP PMTU
path-mtu-discovery discovery function.
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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

L] Network engineers
L Technical salespersons

M Network administrators

Conventions in this Document

1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.
{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.

/l:Lines starting with an exclamation mark "//" are annotated.



3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.

Caution

N Descript, prompt, tip or any other necessary supplement or explanation for

the operation.
Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
N configure port types according to the support on various products.
Note The display information of some examples in this manual may include the
information on other series products, like model and description. The details

are subject to the used equipments.
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SNMP Configuration
Command

1.1 Configuration Related Commands

111 Nno snmp-server

Use this command to disable the SNMP agent function in the global
configuration mode.

no snmp-server

Default
configuration Disabled.
Command
mode Global configuration mode.
Usage This command disables the SNMP agent services of all
guidelines versions supported on the device.
The example below disables the SNMP agent service.
Examples
DES-7200(config)# no snmp-server

1.1.2  snmp-server chassis-id

Use this command to specify the SNMP system sequential number in the global
configuration mode. The no form of this command is used to restore it to the
initial value.

snmp-server chassis-id text

no snmp-server chassis-id

Parameter Description

Parameter

description text Text of the system sequential number,

numerals or characters.
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Default
configuration The default sequence number is 60FF60.
Command
mode Global configuration mode.
The SNMP system sequence number is generally the
Usage sequence number of the machine to facilitate the device
guidelines identification. The sequence number can be viewed
through the show snmp command.
The example below specifies the SNMP system sequence
Examples number as 123456:
DES-7200(config)# snmp-server chassis-id 123456
Related Command Description
commands show snmp Show the SNMP information.

113 snmp-server community

Use this command to specify the SNMP community access string in the global
configuration mode. The no format of the command cancels the SNMP
community access string.

snmp-server community string [view view-name] [[ro | rw] [host ipaddr] [ipv6
ipv6-aclname] [aclnum] [aclname]

Nno snmp-server community string

Parameter Parameter Description

description Community string, which is equivalent

string to the communication password
between the NMS and the SNMP agent

] Name of the view wused for
view-name

management

Indicate that the NMS can only read the
ro

variables of the MIB.

Indicate that the NMS can read and
rw

write the variables of the MIB.
aclnum Sequence number of the ACL, which

specifies the IPV4 address range of the
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NMS that are permitted to access the
MIB.

Name of the ACL, which specifies the
aclname IPV4 address range of the NMS that
are permitted to access the MIB.

Name of the IPv6 ACL, which specifies
ipv6-aclname the IPv6 address range of the NMS that
are permitted to access the MIB

Default
configuration

IP address of the NMS accessing the

ipaddr
P MIB

Command

mode

Usage
guidelines

Examples

Related
commands

All communities are read only by default.

Global configuration mode.

This command is the first important command to enable
the SNMP agent function. It specifies the community
attribute, range of the NMSs that can access the MIB, and
more.

To disable the SNMP agent function, execute the
command no snmp-server.

The example below restricts the access to the MIB through
the access list, which allows only the NMS of the IP
address 192.168.12.1 to access the MIB.
DES-7200(config)# access-list 2 permit 192.168.12.1

DES-7200(config)# access-list 2 deny any
DES-7200(config)# snmp-server community public ro 2

Command Description

114 snmp-server contact

access-list Define the access list.

Use this command to specify the SNMP system contact in the global
configuration mode. The no form of this command is used to delete the system

contact.

snmp-server contact text
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no snmp-server contact

Parameter Parameter Description

description text String describing the system contact.
Default

configuration N/A.

Command

mode Global configuration mode.

The example below specifies the SNMP system contract
i-net800@i-net.com.cn:

Examples
DES-7200(config)# snmp-server contact
i-net800@i-net.com.cn
Command Description
Related show . .
Check the SNMP information.
commands snmp-server
no snmp-server | Disable the SNMP agent function.

1.1.5  snmp-server enable traps

Use this command to enable the SNMP server to actively send the SNMP Trap
massage to NMS when some emergent and important events occur in the
global configuration mode. The no format of this command is used to disable
the SNMP server to actively send the SNMP Trap massage to NMS.

snmp-server enable traps [snmp ]

no snmp-server enable traps

Parameter Description
Parameter —
description snmp Enable the trap notification of SNMP
events.
Default
configuration Disabled.
Command
mode Global configuration mode.
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Usage
guidelines

Examples

Related
commands

This command must work with the global configuration

command snmp-server host to send the SNMP Trap

message.

The example below enables the SNMP server to actively

send the SNMP Trap message.

DES-7200(config)# snmp-server enable traps snmp
DES-7200(config)# snmp-server host 192.168.12.219 public

snmp

Command

Description

116 snmp-server group

snmp-server
host

Specify the SNMP host to send the
SNMP Trap message.

Use this command to set the SNMP user group in the global configuration mode.

The no form of this command is used to remove the user group.

snmp-server group groupname {v1 | v2c | v3 {auth | noauth | priv}} [read
readview][write writeview] [access {[ipv6 ipv6_aclname ] [aclnum |aclname]

num|name}]

no snmp-server group groupname {v1|v2c | v3}

Parameter
description

Parameter Description
vlyv2c,v3 SNMP version
Authenticate the messages transmitted
auth by the user group without encryption.
This applies to only SNMPv3.
Neither authenticate nor encrypt the
noauth messages transmitted by the user
group. This applies to only SNMPv3.
Authenticate and encrypt  the
priv messages transmitted by the user
group. This applies to only SNMPv3.
readview Associate with a read-only view.
Sequence number of the ACL in the
range of 1 to 99, which specifies the
aclnum
IPV4 address range of the NMS that
are permitted to access the MIB.
aclname Name of the ACL, which specifies the

IPV4 address range of the NMS t?sg
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are permitted to access the MIB.

ipv6_aclname

Name of the IPv6 ACL, which specifies
the IPv6 address range of the NMS that
are permitted to access the MIB

Default
configuration

Command
mode

Examples

Related
commands

writeview

Associate with a read-write view.

N/A.

Global configuration mode.

The example below sets a user group.

DES-7200(config)# snmp-server group mib2user v3 priv read

mib2

Command Description

show snmp | Show the SNMP user group
group configuration.

1.1.7  snmp-server host

Use this command to specify the SNMP host (NMS) to send the trap message
in the global configuration mode. The no form of this command is used to
remove the specified SNMP host.

snmp-server host {host-addr| ipv6 ipv6-addr} [vrf vrfname] [traps] [version {1
| 2c¢c | 3 Jauth | noauth | priv]] community-string [udp-port
port-num][notification-type]

no snmp-server host { host-addr | ipv6 ipv6-addr } [ vrf vrfname ] [ traps ]
[ version {1 | 2c | 3 { auth | noauth | priv } ] community-string [ udp-port

port-num ]
Parameter Parameter Description
description host-addr SNMP host address
ipv6-addr SNMP host address(ipv6)
vrfname Set the name of vrf forwarding table
version SNMP version: V1, V2C or V3
2?:‘ | noauth | Security level of SNMPv3 users
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Community  string or  username

community-string (SNMPV3 version)

port-num Port of the SNMP host

The type of the SNMP trap message

notification-type ,
sent actively, such as snmp.

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

By default, no SNMP host is specified.

If no type of the SNMP trap message is specified, all types
of the SNMP trap message will be included.

Global configuration mode.

This command must work with the snmp-server enable
traps command in the global configuration mode to
actively send the SNMP trap messages to NMS.

It is possible to configure multiple SNMP hosts to receive
the SNMP Trap messages. One host can use different
combinations of the types of the SNMP trap message, but
the last configuration for the same host will overwrite the
previous configurations. In other words, to send different
SNMP trap messages to the same host, different
combination of SNMP trap messages have to be
configured.

The example below specifies an SNMP host to receive the
SNMP event trap:

DES-7200(config)# snmp-server host 192.168.12.219 public
snmp

Command Description
snmp-server Enable to send the SNMP trap
enable traps message.

1.1.8  snmp-server location

Use this command to set the SNMP system location information in the global

configuration mode. The no form of this command is used to remove the

specified SNMP system location information.

snmp-server location text
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no snmp-server location

Parameter Parameter Description

description text String describing the system
Default

configuration Null

Command

mode Global configuration mode.

The example below specifies the system information:

Examples DES-7200(config)# snmp-server location
start-technology-city 4F of A Buliding

Command Description

Related
snmp-server

commands : Specify the system contact information.
contact

1.1.9  snmp-server packetsize

Use this command to specify the maximum size of the SNMP packet in the
global configuration mode. The no form of this command is used to restore it to
the default value.

snmp-server packetsize byte-count

no snmp-server packetsize

Parameter Description
Parameter : :
description byte-count Packet size in the range of 484 to
17876 bytes
Default
configuration 1472 bytes.
Command
mode Global configuration mode.
The example below specifies the maximum SNMP packet
Examples size as 1,492 bytes:
DES-7200(config)# snmp-server packetsize 1492
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Command
Related

Description

commands snmp-server

queue-length

Specify the length of the SNMP trap
message queue.

1.1.10 snmp-server queue-length

Use this command to specify the length of the SNMP trap message queue in

the global configuration mode.

snmp-server queue-length length

Parameter Description
Parameter _
description length Queue length in the range of 1 to
1000
Default
configuration 10.
Command
mode Global configuration mode.
The SNMP trap message queue is used to store the
SNMP trap messages. This command can be used to
Usage adjust the size of the SNMP trap message queue to control
guidelines the speed to sending the SNMP trap messages.
The maximum speed to send messages is 4 messages
per second.
The example below specifies the speed to send the trap
Examples message to 4 messages per second:
DES-7200(config)# snmp-server queue-length 4
Command Description
Related
commands snmp-server Specify the maximum size of the SNMP
packetsize packet.

1.1.11  snmp-server system-shutdown

Use this command to enable the SNMP system restart notification function in

the global configuration mode. The no form of this command is used to disable

the SNMP system notification function.
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snmp-server system-shutdown

no snmp-server system-shutdown

Default

configuration

Command
mode

Usage
guidelines

Examples

Disabled.

Global configuration mode.

This command is used to enable the SNMP system restart
notification function. The DES-7200 sends the SNMP trap
messages to the NMS to notify the system pending before
the device is reloaded or rebooted.

The example below enables the SNMP system restart
notification function:

DES-7200(config)# snmp-server system-shutdown

1.1.12 snmp-server trap-source

Use this command to specify the source of the SNMP trap message in the

global configuration mode. The no form of this command is used to restore it

to the default value.

snmp-server trap-source interface

no snmp-server trap-source

Parameter
description

Parameter Description

Default
configuration

Interface to be used as the source of
the SNMP trap message

interface

Command
mode

The IP address of the interface where the NMP message
is sent from is just the source address.

Global configuration mode.

1-10



DES-7200 CLI Reference Guide Chapter 1 SNMP  Configuration Command

By default, the IP address of the interface where the NMP
message is sent from is just the source address. For easy
management and identification, this command can be
used to fix a local IP address as the SNMP source

Usage
guidelines

address.

The example below specifies the IP address of Ethernet
Examples interface O as the source of the SNMP trap message:

DES-7200(config)# snmp-server trap-source fastethernet 0

Command Description

Related snmp-server Enable the sending of the SNMP trap

enable traps message.

commands
snmp-server Specify the NMS host to send the

host SNMP trap message.

1.1.13 snmp-server trap-timeout

Use this command to define the retransmission timout time of the SNMP trap
message in the global configuration mode. The no form of this command is
used to restore it to the default value.

snmp-server trap-timeout seconds

no snmp-server trap-timeout

Parameter Description
Parameter
description seconds Timeout ( in seconds) of retransmit the
SNMP trap message
Default
configuration 30s.
Command
mode Global configuration mode.
The example below specifies the timeout period as 60
Examples seconds.
DES-7200(config)# snmp-server trap-timeout 60
Related Command Description
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snmp-server
gueue-length

Specify the length of the SNMP trap
message queue.

snmp-server
host

Specify the NMS host to send the
SNMP trap message.

1.1.14 snmp-server user

Use this command to set the SNMP name in the global configuration mode. The
no form of this command is used to delete the user.

snmp-server user username groupname {v1 | v2c | v3 [encrypted] [auth

{md5 | sha} auth-password ] [priv des56 priv-password]} [access {[ipv6

ipv6_aclname J[aclnum | aclname}] ]

no snmp-server user username groupname {vl | v2c | v3}

Parameter Description
username User name
groupname Group name of the user.
SNMP version. But only SNMPv3
vl|v2c|v3 supports the following security
parameters.
Input the password in cipher text mode.
In cipher text mode, input continuous
HEX alphanumeric characters. Note that
the authentication password of MD5 has
encrypted a length of 16 characters, while that of
SHA has a length of 20 bytes. Two
characters make a byte. The encrypted
Parametér key can only be used by the local SNMP
description engine on the switch.
Specify whether to use the
auth

authentication.

auth-password

Password string (no more than 32
characters) used by the authentication
protocol. The system will change the
password to the corresponding
authentication key.

priv

Encryption mode. des56 refers to 56-bit
DES encryption protocol.

priv-password: password string (no more
than 32 characters) used for encryption.
The system will change the password to
the corresponding encryption key.
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Default
configuration

md5

Enable the MD5 authentication protocol.
While the the SHA
authentication protocol.

sha enables

aclnumber

Sequence number of the ACL in the
range of 1 to 99, which specifies the IPV4
address range of the NMS that are
permitted to access the MIB.

aclname

Name of the ACL, which specifies the
IPV4 address range of the NMS that are
permitted to access the MIB.

ipv6_aclname

Name of the IPv6 ACL, which specifies
the IPv6 address range of the NMS that
are permitted to access the MIB

Command
mode

Examples

Related
commands

N/A.

Global configuration mode.

The example below configures an SNMPv3 user with MD5
authentication and DES encryption:

DES-7200(config)# snmp-server user user-2 mib2user v3

auth md5 authpassstr priv des56 despassstr

snmp-server view

Command Description

show snmp ) )
Show the SNMP user configuration.

user

Use this command to set a SNMP view in the global configuration mode. The
no form of this command is sued to delete the view.

snmp-server view view-name oid-tree {include | exclude}

no snmp-server

Parameter
description

view view-name [oid-tree]

Parameter Description
view-name View name

, Specify the MIB object to associate with
oid-tree

the view.
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) Include the sub trees of the MIB object
include ) )
in the view.
Exclude the sub trees of the MIB object
exclude )
from the view.
Default
configuration By default, a default view is set to access all MIB objects.
Command
mode Global configuration mode.
The example below sets a view that includes all MIB-2
Examples sub-trees (oid is 1.3.6.1).
DES-7200(config)# snmp-server view mib2 1.3.6.1 include
Related Command Description
commands show snmp view | Show the view configuration.

1.1.16 snmp trap link-status

For this command, please refer to the INTF-CREF.doc

Parameter
o N/A
description
Default
configuration Please refer to the INTF-CREF.doc.
Command
mode Please refer to the INTF-CREF.doc.
Examples Please refer to the INTF-CREF.doc

1.2  Showing Related Command

1.2.1  showsnmp

Use this comand to show the SNMP information in the privileged mode.
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show snmp [mib | user | view | group | host]

Command
mode Privileged mode.

show snmp: Show the SNMP information.

show snmp mib: Show the SNMP MIBs supported in the
system.

Usage show snmp user: Show the SNMP user information.
guidelines show snmp view: Show the SNMP view information.

show snmp group: Show the SNMP user group
information.

Show snmp host: show the configuration set by users.

The example below shows the SNMP information:

DES-7200# show snmp
Chassis: 60FF60
0 SNMP packets input

0 Bad SNMP version errors
Unknown community name
I11egal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Set-request PDUs
0 SNMP packets output

Too big errors (Maximum packet size 1472)

Examples

O O O 0O 0o o o o

No such name errors

0
0
0 Bad values errors
0 General errors

O Response PDUs
Trap PDUs

SNMP global trap: disabled
SNMP logging: disabled

SNMP agent: enabled

o

Command Description
Related >

commands snmp-server Specify the SNMP system sequence

chassis-id number.
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RMON Configuration
commands

2.1 Configuration Related Commands

211 rmon alarm

Use this command to monitor a MIB variable. The no form of this command
cancels the logging.

rmon alarm number variable interval {absolute | delta } rising-threshold
value [event-number] falling-threshold value [event-number] [owner
ownername]

no rmon alarm number

Default N/A.

Command

mode Global configuration mode.

The DES-7200 allows you to modify the configured history
information of the Ethernet network, including variable,
absolute/delta, owner,

Usage . .

deli rising-threadhold/falling-threadhold, and the
uidelines

g corresponding events. However, the modification does not
take effect immediately until the system triggers the
monitoring event at the next time.

The example below monitors the MIB variable instance
iflnNUcastPkts.6.

Examples DES-7200(config)# rmon alarm101.3.6.1.2.1.2.2.1.12.6 30
delta rising-threshold 20 1 falling-threshold 10 1 owner
zhangsan

Related Command Description
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rmon event number [log] [trap
community] description string | Add an event definition.

[owner owner-string]

2.1.2 rmon collection history

Use this command to log the history of an Ethernet interface. The no form of
this command cancels the logging.

rmon collection history index [owner ownername] [buckets bucket-number]

[interval seconds]

no rmon collection history index

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Interface configuration mode.

The DES-7200 allows you to modify the configured history
information of the Ethernet network, including owner,
buckets, and interval. However, the modification does not
take effect immediately until the system records history at
the next time.

The example below Logs the history of Ethernet port 1.

DES-7200(config)# interface fast-Ethernet 0/1
DES-7200(config-if)# rmon collection history 1 zhansan
buckets 10 interval 10

Command Description

rmon collection stats index L
Add a statistical entry.
[owner owner-name]

2.1.3 rmon collection stats

Use this command to monitor an Ethernet interface. The no form of this

command remove the configuration.

rmon collection stats index [owner owner-string]

no rmon collection stats index

Default N/A.
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Command
mode

Usage
guidelines

Examples

Related
commands

Interface configuration mode.

N/A.

The example below enables monitoring the statistics of
Ethernet port 1.

DES-7200(config)# interface fast-Ethernet 0/1
DES-7200(config-if)# rmon collection stats 1 zhansan

Command Description

rmon event

rmon collection history
index [owner owner-name]
[buckets bucket-number]
[interval seconds]

Add a history control entry.

Use this command to define an event. The no form of this command cancels

the logging.

rmon event number [log] [trap community] [description-string] [description
description-string] [owner owner-name]

no rmon alarm number

Default

Command
mode

Usage
guidelines

Examples

Related

N/A.

Global configuration mode.

N/A.

The example below defines the event actions: log event
and send trap message.

DES-7200(config)# rmon event 1 log trap rmon description
"ifInNUcastPkts is too much " owner zhangsan

Command Description
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rmon alarm number variable
interval {absolute | delta }
rising-threshold value
[event-number] falling-threshold
value [event-number] [owner

ownername]

Add an alarm entry.

2.2 Showing Related Commands

221 show rmon alarm

Use this command to show the rmon alarm table.

show rmon alarm

Default N/A.

Command

mode Privileged mode.
Usage

guidelines N/A.

The example below shows the rmon alarm table.

DES-7200# show rmon alarm

rmon alarm table:
index: 10,
interval: 30,
oid = 1.3.6.1.2.1.2.2.1.12.6
sampleType: 2,

Examples alarmvalue: 0,

startupAlarm: 3,
risingThreshold: 20,
fallingThreshold: 10,
risingEventlndex: 1,
fallingEventindex: 1,
owner: zhangesan,

stats: 1,

Related Command Description
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222 show rmon event

rmon alarm number variable
interval {absolute | delta }
rising-threshold value
[event-number]
falling-threshold value
[event-number] [owner
ownername]

Add an alarm entry.

Use this command to show the event information.

show rmon event

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Privileged mode.

N/A.

The example below shows the event information.

DES-7200# show rmon event
rmon event table:

index = 1

description

type = 4

= ifInNUcastPkts

community = rmon

lastTimeSent = 0 d:0 h:0 m:0 s

owner = zhangsan

status = 1

Command

Description

rmon event number [log]
[trap community]
[description
description-string]  [owner
ownername]

Add an event entry.
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2.2.3 show rmon history

Use this command to show the history information.

show rmon history

Default N/A.

Command

mode Privileged mode.
Usage

guidelines N/A.

The example below shows the history information.
DES-7200# show rmon history
rmon history control table:
index = 1
interface = FastEthernet 0/1
bucketsRequested = 10
bucketsGranted = 10
interval = 1800
owner = zhangsan

stats = 1

rmon history table:
index = 1
Examples samplelndex = 198
intervalStart = 0d:14h:0m:47s
dropEvents = 0
octets = 67988
pkts = 726
broadcastPkts = 502
multiPkts = 189
crcAllignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers = 0
collisions = 0

utilization = 0
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224

Related
commands

Command

Description

rmon collection history index
[owner ownername] [buckets
bucket-number] [interval
seconds]

Add a history control
entry.

show rmon statistics

Use this command to show the statistics.

show rmon statictics

Default

Command

mode

Usage
guidelines

Examples

N/A.

Privileged mode.

N/A.

The example below shows the statistics.

DES-7200# show rmon statistics
ether statistic table:

index = 1

interface = FastEthernet 0/1

owner = zhangsal
status = 0

dropEvents = 0

n

octets = 1884085

pkts = 3096
broadcastPkts =
multiPkts = 97
crcAllignErrors
underSizePkts =
overSizePkts =
fragments = 0
jabbers = 0
collisions = 0

packets640ctets

161

0

1200

128

packets65To1270ctets = 336
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packets128To2550ctets

packets256To5110ctets

229

3

packets512T010230ctets = 0

packets1024T015180ctets = 1200

Command
Related

Description

commands rmon collection stats

index [owner owner-string]

Add a statistical entry.
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NTP Configuration
Commands

3.1 NTP Configuring Related Commands

311 no ntp

Use this command to disable the ntp synchronization service with the time
server and clear all configuration information of ntp.

no ntp
Parameter
description N/A.
Default Disabled.
Command
mode Global configuration mode.
By default, the NTP function is disabled. However, once
Usage the NTP server or the NTP security identificaiton
guidelines mechanism is configured, the NTP function will be
enabled.
The configuration example below disables the NTP
Examples service.
DES-7200(config)#no ntp
Related Command Description
commands ntp server Specify a NTP server.
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3.1.2  ntp access-group

Use this command to configure the access control priority of the ntp service.
Use the no form of this command to cancel the access control priority.

ntp access-group {peer | serve | serve-only | query-only}
access-list-number | access-list-name

no ntp access-group {peer | serve | serve-only | query-only}
access-list-number | access-list-name

Parameter Description

Not only allow to request for the time
of and control the local NTP service,
peer but also allow the time
synchronization of the local and the
peer.

Allow to request for the time of and
control the local NTP service only,

Parameter serve . L
o the time synchronization of the local
description ]
and the peer is not allowed.
Allow to request for the time of local
serve-only .
NTP service only.
Allow to control and search for the
guery-only

local NTP service.

The IP access control list number, in

access-list-number
the range of 1-99 and 1300-1999.

access-list-name The IP access control list name.

No NTP access control rule has been configured by

Default
default.
Command
mode Global configuration mode.
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Usage
guidelines

Examples

Related
commands

Use this command to configure the access control priority
of the ntp service. NTP services access control function
provides a minimal security measures (more secure way is
to use the NTP authentication mechanism).

When an access request arrives, NTP service matches the
rules in accordance with the sequence from the smallest to
the largest to access restriction, and the first matched rule
shall prevail. The matching order is peer, serve,
serve-only, query-only.

Caution:

Control query function is not supported in the current
system. Although it matches with the order in accordance
with the above rules, the related requests about the control
and query are not supported.

If you do not configure any access control rules, then all
accesses are allowed. However, once the access control
rules are configured, only the rule that allows access can
be carried out.

The following example shows how to allow the peer device
in acll to control the query, request for and synchronize the
time with the local device; and limit the peer device in acl2
to request the time for the local device:

DES-7200(config)# ntp access-group peer 1

DES-7200(config)# ntp access-group serve-only 2

Command Description

3.1.3 ntp authenticate

ip access-list Create the IP access control list.

Use this command to enable NTP authentication globally.

ntp authenticate

no ntp authenticate
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Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Disabled.

Global configuration mode.

If the global security identification mechanism is not used,
the synchronization communication is not encrypted. To
enable encrypted communication on the server, enable the
security identification mechanism and configure other keys
globally.

The authentication standard is the trusted key specified by
ntp authentication-key and ntp trusted-key.

After an authentication key is configured and specified as
the global trusted key, enable the authentication
mechanism.

DES-7200(config)#ntp authentication-key 6 md5 wooooop
DES-7200(config)#ntp trusted-key 6
DES-7200(config)#ntp authenticate

Command Description

nt
P o Set the global authentication key.
authentication-key

ntp trusted-key Configure the global trusted key.

3.1.4 ntp authentication-key

Use this command to configure a global NTP authentication key for the NTP

Sserver.

ntp authentication-key key-id md5 key-string [enc-type]

no ntp authentication-key key-id

Parameter
description

Parameter Description
key-id Key ID
key-string Key string

(Optional) Whether this key s

enc-type - .
encrypted, where, 0 indicates the key is
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Default

Command
mode

not encrypted, 7 indicates the key is
encrypted simply.

Usage
guidelines

Examples

Related
commands

N/A.

Global configuration mode.

Configure the global authentication key and adopt md5 for
encryption. Each key presents the unique key-id
identification. Customers can use the ntp trusted-key to
set the key of key-id as the global trusted key.

The upeer limit of the keys is 1024. However, each server
can only support one key.

The following example configures an authentication key
with ID 6.

DES-7200(config)ntp authentication-key 6 md5 wooooop

Command Description
ntp Enable the global security identification
authenticate mechanism.

ntp trusted-key | Configure the global trusted key.

3.1.5 ntpdisable

ntp server Specify a NTP server.

Use this command to disable the function of receiving the NTP message on the

interface.

ntp disable

Parameter
description

Default

Command
mode

N/A.

The NTP message is received on the interface, by default.

Interface configuration mode.
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The NTP message received on any interface can be
provided to the client to carry out the clock adjustment.
The function can be set to shield the NTP message

Usage . L
9 received from the corresponding interface.

guidelines ) ) _ _ )
Note: The interface that is configured with this command

can receive and send IP packets. No this command is
configured on other interfaces.

The configuration example below disables the function of
Examples receiving the NTP message on the interface.

DES-7200(config)#no ntp disable

3.1.6  ntp master

Use this command to configure the local time as the NTP master(the local time
reference source is reliable), providing the synchronizing time for other devices.
Use the no form of this command to cancel the NTP master settings.

ntp master [stratum]

no ntp master

Parameter Description
Parameter Specify the stratum where the local time
description stratum is, in the range of 1-15. The defaut
stratum is 8.
Default No NTP master is configured, by default.
Command
mode Global configuration mode.
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3.1.7

In general, the local system synchronizes the time from the
external time source directly or indirectly. However, if the
time synchronization of local system fails for the network
connection trouble, ect, use the command to set the
reliable reference source of the local time, providing the
synchronized time for other devices.

Once set, the system time can not be synchronized to the
time source with higher starum.

Usage
guidelines

Caution:

Using this command to set the local time as the master (in
particular, specify a lower starum value), is likely to be
covered by the effective clock source. If multiple devices in
the same network use this command, the time
synchronization instability may occur due to the time
difference between the devices.

In addition, before using this command, if the system has
never been synchronized with an external clock source, it
is necessary to manually calibrate the system clock to
prevent too much bias.

The configuration example below configures the reliable
Examples local time reference source and set the time stratum 12:

DES-7200(config)# ntp master 12

ntp server
Use this command to specify a NTP server for the NTP client.
ntp server ip-addr [ version version ] [ source if-name ] [ key keyid][prefer]

no ntp server ip-addr

Parameter Parameter Description
description ip-addr Set the IP address of the NTP server.
, (Optional) Specify the version (1-3) of
version
NTP, NTPv3 by default.
(Optional) Specify the source interface
if-name from which the NTP message is sent

(L3 interface).

Kevid ional i 1l on |
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3.18

Default

Command
mode

Usage
guidelines

Examples

Related
commands

ntp synchronize

adopted when communication with the
corresponding server.

(Optional) Specify the corresponding

prefer
server as the prefer server.

No NTP server is configured, by default.

Global configuration mode.

At present, our system only support clients other than
servers, and the upeer limit of supported synchronous
servers are 20.

To carry out the encrypted communication with the server,
set the global encryption key and global trusted key firstly,
and then specify the corresponding key as the trusted key
of the server to launch the encrypted communication of the
server. It requires the server presents identical global
encryption key and global trust key to complete the
encrypted communication with the server.

In the same condition (for instance, precision), the prefer
clock is used for synchronization.

It should be noted that the configured interface is that
configured with the IP address and can communicate with
the corresponding NTP server when you configure the
source interface of the NTP message.

The configuration example below configures the
equipment in the network as NTP server.

For IPv4: DES-7200(config)# ntp server 192.168.210.222

For IPv6: DES-7200(config)# ntp server 10::2

Command Description

no ntp Disable the NTP service function.

Use this command to synchronize the realtime.

ntp synchronize

no ntp synchronize
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Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

N/A.

Global configuration mode.

8 consecutive packets are synchronized for the first
synchronization of NTP and each server. Then the
synchronization occurs every one minute. This command

is used to complete the instant synchronization during the

interval of auto-sync.

The following example synchronizes the NTP realtime.

DES-7200(config)#ntp synchronize

Command

Description

Platform
description

ntp server

Specify a NTP server.

ntp trusted-key

Supported by parts of products.

Use this command to set a key at the global trusted key.

ntp trusted-key key-id

no ntp trusted-key key-id

Parameter
description

Default

Command
mode

Parameter Description
key-id Global trusted key ID
N/A.

Global configuration mode.
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Usage
guidelines

Examples

Related
commands

The NTP communication parties must use the same
trusted key. The key is identified by ID and is not
transmitted to improve security.

The following configures an authentication key and sets it
as the corresponding server trusted key.
DES-7200(config)#ntp authentication-key 6 md5 wooooop

DES-7200(config)#ntp trusted-key 6
DES-7200(config)#ntp server 192.168.210.222 key 6

Command Description

Enable the security authentication

ntp authenticate ,
mechanism.

ntp

o Set the NTP authentication key.
authentication-key

ntp server Specify a NTP server.

3.1.10 ntp update-calendar

Use this command to update the calendar for the NTP client using the
synchronization time of the external time source. Use the no form of this

command to disable the update-calendar function

ntp update-calendar

no ntp update-calendar

Parameter
description

Default

Command
mode

Usage
guidelines

N/A.

By default, update the calendar periodically is not
configured.

Global configuration mode.

By default, the NTP update-calendar is not configured.
After configuration, the NTP client updates the calendar at
the same time when the time synchronization of external
time source is successful. It is recommended to enable this
function for keeping the accurate calendar.
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The following configures the NTP update calendar
Examples periodically.
DES-7200(config)# ntp update-calendar

3.2 Showing and Monitoring Commands

3.21  debugntp

Use this command to show the NTP debugging information.
debug ntp

no debug ntp

Parameter
description N/A.
Default Disabled.
Command
mode Privileged mode.
U To carry out the NTP function debugging, output
sage
'dg i necessary debugging information to implement the failure
uidelines
g diagnosis and troubleshooting by this command.
The example below enables the NTP debugging switch.
Examples .
DES-7200(config)#debug ntp

3.2.2  show ntp status

Use this command to show the NTP information.

show ntp status

Parameter

description N/A.

Default N/A.

Command

mode Privileged mode.

3-11



DES-7200 CLI Reference Guide Chapter 3 NTP Configuration Commands

If the NTP service of the system is enabled, show current
Usage NTP information. This command will not print any
guidelines information before the synchronization server is added for
the first time.

The example below shows the NTP information of current
Examples system.
DES-7200(config)#show ntp status
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SNTP Configuration
Commands

4.1 Configuring Related Commands

4.1.1  sntpenable

Use this command to enable the SNTP function. Use the no form of this
command to restore the default value.

[no] sntp enable

Default
configuration Disabled
Command
mode Global configuration mode.
Usage
guidelines This command shows the parameters of SNTP.
Examples DES-7200(config)# sntp enable
Command Description
Related show sntp Show the SNTP configuration.
commands clock Synchronize the software clock with
update-calendar | the hardware clock.
clock set Set the software clock.
Platform
description N/A
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4.1.2  sntpinterval

Use this command to set the interval for the SNTP Client to synchronize its
clock with the NTP/SNTP Server.

sntp interva seconds

no sntp interval

Parameter Description
Parameter — -
description seconds Synchronization interval in 60 to 65535
seconds
Default
configuration 1800s
Command
mode Global configuration mode.
The show sntp command shows the parameters of SNTP.
Note that the set interval will not take
Usage A effect immediately. To this end, execute
guidelines ] the sntp enable command after setting
Caution .
the interval.
Examples DES-7200(config)# sntp interval 3600
Command Description
Related sntp enable Enable SNTP.
commands show sntp Show the SNTP configuration.
clock Synchronizes the software clock with
update-calendar | the hardware clock.
Platform
description N/A
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4.1.3 sntp server

Use this command to set the SNTP server. Since the SNTP protocol is
completely compatible with the NTP protocol, you can configure the SNTP
server as the public NTP server on the Internet.

sntp server ip-address

no sntp server

Parameter Description
Parameter
description ip-address The IP address of the NTP/SNTP
server.
Default
configuration No NTP/SNTP server is configured.
Command
mode Global configuration mode.
Usage
guidelines The show sntp command shows the parameters of SNTP.
Examples DES-7200(config)# sntp server 192.168.4.12
Command Description
Related _ _
commands show sntp Show the SNTP configuration.
sntp enable Enable SNTP.
Platform
description N/A

4.2  Showing Related Command

4.2.1  show sntp

Use this command to show the parameters of SNTP.

show sntp
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Command
mode

Usage
guidelines

Examples

Related
commands

Platform

description

Privileged mode.

This command shows the parameters of SNTP.

DES-7200# show sntp

SNTP state : Enable

SNTP server 1 192.168.4.12

SNTP sync interval : 60

Time zone 48

Command Description

sntp enable Enable SNTP.

show sntp Show the SNTP configuration.
N/A
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SPAN Configuration
Commands

monitor session

Configuration Related Commands

Use this command to create a SPAN session and specify the destination port

(monitoring port) and source port (monitored port). The no form of the

command is used to delete the session or delete the source port or destination

port separately.

monitor session session_number {source interface interface-id [both | rx | tx]

| destination interface interface-id { encapsulation | switch }
mac-addr| destination mac-addr } [both | rx | tx]} [acl

| mac {source
name]

no monitor session session_number [source interface interface-id [both | rx

| tx] | destination interface interface-

id { encapsulation | switch }] | mac

{source mac-addr| destination mac-addr } [both | rx | tx] [acl name]

no monitor session all

Parameter Parameter

Description

description session_number

SPAN session number

source interface

Specify the source port.

interface-id: interface ID, which can be

interface-id physical interface, not SVI. DES-7200
series support AP.

destination Specify the destination port.

interface interface-id: interface ID, which can be

interface-id physical interface, not SVI.

mac source | The source MAC address of the

mac-addr mirrored frame.

mac destination
mac-addr

The destination MAC address of the
mirrored frame.

—both-actname—
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outbounding frames simultaneously.

acl name/id of monitored flow

rx Monitor only the inbounding frames.
tx Monitor only the outbounding frames.
all Delete all sessions.

Support the encapsulation function for
the monitored port. Once this function
encapsulation is enabled, the tag of the mirrored
frame is peeled off forcibly. This
function is disabled by default.

Enable switching on the mirroring
switch destination port. It is disabled by
default.

Command
mode

Usage
guidelines

Examples

Global configuration mode.

Both switch port and routed port can be configured as the
source port or destination port. The SPAN session has no
effect on the normal operation of the equipment. You can
configure a SPAN session on disabled ports. However, the
SPAN does not work unless you enable the source and
destination ports.

A port can not be configured as the source port and the
destination port at the same time.

You will remove the whole session if you do not specify the
source port or the destination port.

Use show monitor to display SPAN session status.

Note: 1). session 1 supports global port mirroring crossing
line cards. To configure the SPAN crossing the line cards,
only the session 1 can be used.

The example below describes how to create a SPAN
session: session 1: If this session is set previously, clear
the configuration of current session 1 firstly, and then set
the frame mapping of port 1 to port 8.

DES-7200(config)# no monitor session 1
DES-7200(config)# monitor session 1 source interface
gigabitEthernet 1/1 both

DES-7200(config)# monitor session 1 destination
interface gigabitEthernet 1/8
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Related
commands

Command Description

Platform
description

Use this command to display the

show monitor : .
SPAN configurations.

5.1.2 show monitor

® DES-7200 series switches support up to 128
sessions.

® DES-7200 series do not  support the
source/destination MAC-based frame mirror.

Use this command to display the SPAN configurations.

show monitor [session session_number]

Default

configuration

Parameter
description

All SPAN sessions are displayed by default.

Parameter Description

Command
mode

session .
SPAN session number.

session_number

Usage
guidelines

Examples

Related

Privileged mode.

N/A.

This example shows how to use show monitor to display
SPAN session 1:

DES-7200# show monitor session 1
sess-num: 1

src-intf:

GigabitEthernet 3/1 frame-type Both
dest-intf:

GigabitEthernet 3/8

Command Description
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Specify a SPAN session and the
destination port (mirroring port) and the

monitor
session

source port (mirrored port).




DES-7200 CLI Reference Guide Chapter 6 RSPAN Configuration Commands

RSPAN Configuration
Commands

6.1 Configuration Related Commands

6.1.1 monitor session

Use this command to set RSPAN session.

Set mirror device attribute:

monitor session session_num {remote-destination | remote-source}
Set destination mirror:

monitor session session-num destination remote vlan vlan-id interface
interface-name [switch]

Set remote source mirror:
monitor session session-num source interface interface-id [rx | tx | both]
Set mirror reflector port:

monitor session session-num destination remote vlan vlan-id reflector-port
interface interface-name [switch]

Parameter Description

Parameter session-num Session number.

description vlan-id Remote span vlan id.
interface-id Interface number .

Command

mode Global configuration mode.

Usage Key in end or Ctrl+C to return to the privileged mode.

guidelines Key in exit to return to the global configuration mode.
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Examples

The following example configures the source switch:
DES-7200(config)# monitor session 2 remote-source
DES-7200(config)# monitor session 2 source interface
gigabitEthernet 172
DES-7200(config)# monitor session 2 destination remote
vlan 7 interface gigabitEthernet 1/3 switch
DES-7200(config)# monitor session 2 destination remote

vlan 7 reflector-port interface gigabitEthernet 1/1
switch

The following example configures the destination switch:

DES-7200(config)# monitor session 2 remote-destination

DES-7200(config)# monitor session 2 destination remote
vlan 7 interface gigabitEthernet 1/1 switch

Related

Command Description

commands

show monitor Show monitor session information.

Platform
description

6.1.2 remote-span
Use this command
[no] remote-span

Parameter
description

Command
mode

Usage
guidelines

Examples

The reflector-port keyword is unnecessary for the products
that do not support the reflector port.

to set RSPAN VLAN.

N/A .

VLAN configuration mode.

Key in end or Ctrl+C to return to the privileged mode.

Key in exit to return to the global configuration mode.

DES-7200(config)# vlan 5

DES-7200(config-vlan)# remote-span
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Description

Show VLAN information.

Related Command
commands show vlan
Platform

description -
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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

L] Network engineers
L Technical salespersons

M Network administrators

Conventions in this Document

1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.
{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.

/l:Lines starting with an exclamation mark "//" are annotated.



3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.

Caution

N Descript, prompt, tip or any other necessary supplement or explanation for

the operation.
Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
N configure port types according to the support on various products.
Note The display information of some examples in this manual may include the
information on other series products, like model and description. The details

are subject to the used equipments.
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Protocol-independent
Commands
1.1 Configuration Related Commands

111

dampening

Use this command to enable the ip event dampening function on the interface.

Use the no form of this command to disable this function.

dampening [half-life-period [reuse-threshold suppress-threshold max-suppress

[restart [restart-penalty]]]]

no dampening

Parameter

Description

half-life-period

Configure the half-life period of
suppression penalty, in the range of
1-30. The default value is 5s.

reuse-threshold

Configure the penalty threshold to
unsuppress the interface, in the
range of 1-20000. The default value
is 1000.

suppress-threshold

Parameter
description

Configure the penalty threshold to
suppress the interface, in the range
of 1-20000. The default value is
2000.

max-suppress

Configure the maximum suppress
time, in the range of 1-255. The
default value is 4 times of the
half-life-period.

restart

Activate the restart penalty.

restart-penalty

Configure the default penalty value
on the interface, in the range of
1-20000. The default value is 2000.
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Default

Command
mode

Usage
guidelines

Disabled

Layer-3 interface configuration mode.

This function will influence the modules of the
directly-connected/host route, static route, dynamic route
and VRRP. If one interface meets the configuration
condition of this command, which is in the suppression
status, the above influenced modules consider the status
of this interface as DOWN, so as to delete the
corresponding route and not transcieve the data packets
on this interface.

Re-configuring the dampening command on the interface
that has been configured this command makes all
dampening information on this interface cleared. However,
the interface flapping times will be remained unless use the
clear counters command to clear the statistical
information of the interface.

Too small max-suppress configured may cause the
maximum penalty value obtained from the calculation
smaller than the suppression threshold to make this
interface will not be suppressed forever. Therefore, it
belongs to the erroneous configuration. In this case, the
following message will prompt for the configuration error:

% Maximum penalty (10) is less than suppress penalty

(2000). Increase maximum suppress time

Besides, when configuring this command, it will prompt the
following message as well if the system memory is not
enough to save this configuration:

% No memory, configure dampening fail!

For the interface layer switching of the switches (Layer-3
interface to the Layer-2 interface), for example, if one
routed port is switched to the switch port, the dampening
command configured on this interface will be removed.

Note: For routers, this function can be configured on the
master interface only. This function takes effect for all
sub-interfaces of the master interface with this command
configured, but this command cannot be configured on the
sub-interface directly. This command cannot be configured
on the virtual template.
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The following example enables the event
DES-7200(config)# interface FastEthernet 0/0
Examples
DES-7200(config-if)# no switchport
DES-7200(config-if)# dampening 30 1500 10000 120
Command Description
clear i
Clear the interface counters.
counters
Related show Show the statistical information of the ip
commands dampening event dampening function on all
interface interfaces.
show Show the detailed information of the ip
interface event dampening function on all
dampening interfaces.
1.1.2  distribute-list in

Use distribute-list in to control the route update processing in order to filter

routes. Use the no form of this command to remove the setting.

distribute-list {Jaccess-list-number | name] | prefix prefix-list-name [gateway

prefix-list-name]} in [interface-type interface-number]

no distribute-list {[access-list-number | name] | prefix prefix-list-name
[gateway prefix-list-name]} in [interface-type interface-number]

Parameter Description

ACL number. Only the routes
access-list-number | permitted in the access list can be

configuration

Command

received.
Parameter prefix . .
description fix-list-name Use the prefix list to filter routes.
pre
gateway Use the prefix list to filter the sources
prefix-list-name of the routes.
interface-type (Optional)  Interface  that the
interface-number distribution list is applied to.
Default

No distribution list is defined.

Routing process configuration mode.
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1.13

mode

Usage
guidelines

Examples

Related
commands

To deny some specified routes, you can configure the
route distribution list to process all the received route
update messages. This command does not apply to the
OSPF routing protocol, because the OSPF receives the
link state messages instead of specific routes.

If no interface is specified, the route update messages
received by all the interfaces will be processed.

The following example allows Fastethernet 0/0 to receive
the routes beginning with 172.16 in RIP.

router rip

network 200.168.23.0

distribute-list 10 in fastethernet 0/0

no auto-summary

1

access-list 10 permit 172.16.0.0 0.0.255.255

Command Description

access-list Set the access list.

prefix-list Set the prefix list.

distribute-list out

Use distribute-list out to control the route update for the purpose of route
filtering. Use the no form of this command to remove the setting.

distribute-list {J[access-list-number | name] | prefix prefix-list-name} out
[interface | protocol | process-id]

no distribute-list {[access-list-number | name] | prefix prefix-list-name} out
[interface | protocol | process-id]

Parameter
description

Parameter Description

ACL number. Only the routes
access-list-number | permitted in the access list can be
transmitted.

prefix . .
o Use the prefix list to filter routes.
prefix-list-name

(Optional) Interface that the
distribution list is applied to.

interface

(Optional) The routes of the specified

protocol . I
routing protocol are redistributed.

1-4



DES-7200 CLI Reference Guide

Chapter 1 Protocol-independent

Commands

Default

configuration None.

Command

mode Routing process configuration mode.
If no optional parameter is used in this command, the route
update applies to all the interfaces. If the interface option is
used, the route update applies to only the interface. If other

Usage routing process parameters are used, the routes of the

guidelines specified routing process are filtered for redistribution.
The route update in the OSPF routing process only applies
to the external routes of the OSPF AS, and no interface
shall be specified.
The following example advertises 192.168.12.0/24 in RIP.
router rip
network 200.4.4.0

Exan1p|es network 192.168.12.0
distribute-list 10 out
version 2
!
access-list 10 permit 192.168.12.0
Command Description

Related access-list Define the access list.

commands prefix-list Define the prefix list.
redistribute Redistribute routes.

114 ip community-list

Use this command to define a community list and control access to it. Use the
no form of this command to remove the setting.

ip community-list {[standard | expanded] community-list-name |
community-number } {permit | deny} [community-number]

no ip community-list {standard | expanded} {community-list-name |

community-number}
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Parameter
description

Parameter

Description

community-list-name

Name of the community list of no
more than 32 characters

Set a standard community list

standard )

numbered in 1 to 99.

Set an expanded community list
expanded

numbered over 100.

) Permit access to the community

permit )

list.

Deny access to the community
deny

list.

community-number

Community number in the form of
AA:NN(AS number/2-byte
numerical) in the range of 1 to
255 characters. It may also be
one of the following value:
Internet: Indicates the Internet
community. All paths belong to
this community.

no-export: Indicates that this path
will not be advertised to any
EBGP peers.
no-advertise:Indicates that this
path will not be advertised to any
BGP peers.

local-as:Indicates that this path
will not be advertised to out of the
AS. When AS confederation is
configured, this path will not be
advertised to other ASs or
sub-ASs.

Default
configuration

Command
mode

Usage
guidelines

None

Global configuration mode.

This command is used to define the community list for

BGP.
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Examples

Related
commands

DES-7200(config)#
100.20.200.20

DES-7200(config)#
internet

ip community-list standard 1 deny

ip community-list standard 1 permit

Command Description
match I
, Match the community list.
community
set Remove the community value of the

community-list
delete

BGP path according to the community
list.

show ip

community-list

Show the community list information.

1.15 ip default-network

Use this command to configure the default network globally. Use the no form of
this command to remove the setting.

ip default-network network

no ip default-network network

Parameter Parameter Description

description network Default network

Default

, ) 0.0.0.0/0

configuration

Command _ i
Global configuration mode.

mode
The goal of this command is to generate the default route.
The default network must be reachable in the routing table,
but not the directly connected network.

Usage The default network always starts with an asterisk (“*"),

guidelines indicating that it is the candidate of the default route. If
there is connected route and the route without the next hop
in the default network, the default route must be a static
route.

Examples The following example sets 192.168.100.0 as the default
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network. Since the static route to the network is configured,
the device will automatically generate a default route.

ip route 192.168.100.0 255.255.255.0 serial 0/1
ip default-network 192.168.100.0

The following example sets 200.200.200.0 as the default
network. The route becomes the default one only when it is
available in the routing table.

ip default-network 200.200.200.0

Related Command Description

commands show ip route | Show the routing table.

1.1.6 ip prefix-list

Use this command to create a prefix list or add an entry to the prefix list. Use the
no form of this command to remove the prefix list or an entry.

ip prefix-list prefix-list-name [ seq seg-number] { deny | permit } ip-prefix [ge
minimum-prefix-length][ le maximum-prefix- length]

no ip prefix-list prefix-list-name [ seq seq-number] { deny | permit } ip-prefix
[ge minimum-prefix-length][ le maximum-prefix- length]

Parameter Parameter Description
description

prefix-list-name Name of the prefix list

Sequence number of an entry in
the range of 1 to 2147483647.
When you execute this command
to add an entry without a
sequence number, the system
allocates a default sequence
number for the entry. The default
sequence number of the first
entry is 5. Every subsequential
entry withtout a sequence
number uses the time of 5 larger
than the previous sequence
number as the default sequence
number.

seq-number

Deny the route matching the

deny -
prefix list.

Permit the route matching the

permit o
prefix list.
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Network address can be any
valid IP address and the mask
length is in the range of 0 to 32.

(Optional) Minimum length of the
prefix (the starting length)

minimum-prefix-length | Note: “ge” indicates the operation
of “larger than” and “equivalent

to”.

(Optional) Maximum length of the

) , prefix (the ending length)
maximum-prefix-length o ]
Note: “le” indicates the operation

of “less than” and “equivalent to”.

Default
configuration

None

Command , i
Global configuration mode.
mode

The ip prefix-list command configures the prefix list, with
the permit or deny keyword to determine the action in
case of matching.

You can execute this command to define an exact match,
or use “ge” or “ le” to define a range match for a prefix for
flexible configuration. “ge” indicates the range of
minimume-prefix-length to 32; “le” indicates the range of the
mask length of the IP prefix to maximum-prefix-length; “ge”
and “le” indicates the range of minimum-prefix-length to
maximume-prefix-length, namely, mask length of IP prefix <

Usage
guidelines

minimume-prefix-length < maximum-prefix-length <=32.

The following example filters the RIP routes the OSPF
redistributes by the destination IP address following the
rule defined in the associated IP prefix list, for example,
redistribute the routes whose destination IP address is in
the range 201.1.1.0/24.

DES-7200# configure terminal

DES-7200(config)# ip prefix-listprel permit201.1.1.0/24
DES-7200(config)# router ospf

DES-7200(config-router)# distribute-list prefix prel out
rip

DES-7200(config-router)# end

Examples
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1.1.7 ip prefix-list description

Use this command to add the description of a prefix list. Use the no form of this
command to delete the description.

ip prefix-list prefix-list-name description description-text

Parameter Description
Parameter . .
_ prefix-list-name | Name of the prefix list
description
description-text | Description of the prefix list
Default
configuration No description is added for a prefix list, by default.
Command
mode Global configuration mode
The example below adds the description for the prefix list:
Exan1p|es DES-7200# configure terminal
DES-7200(config)# ip prefix-list pre description Deny
routes from Net-A

1.1.8 ip prefix-list sequence-number

Use this command to enable sort funciton for a prefix list. Use the no form of
this command to disable the sort function.

ip prefix-list sequence-number

Parameter i
o Disabled
description
Default
configuration No sequence number is added for a prefix list, by default.
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Command
mode

Examples

Related
commands

Global configuration mode

The example below adds a sequence number for the

prefix list:

DES-7200# configure terminal
DES-7200(config)# ip prefix-list pre description deny

routes from Net-A

Command

Description

ip prefix-list

Configure the prefix list.

1.1.9 ip ref ecmp load-balance

Use this command to set the equivalent path selection algorithm of the

hardware.

ip ref ecmp load-balance {[crc32_lower | crc32_upper] [dip] [port] [udf

number]}

no ip ref ecmp load-balance {[crc32_lower | crc32 upper] [dip] [port] [udf

number]}
Parameter Description
crc32_upper Select the high bits of crc32 for the
egress nexthhop.
crc32_lower Select the low bits of crc32 for the
egress nexthhop.
Parameter
- dip Select the destination address as the
description
hash key.
port Select the tcp/udp port number as the
hash key.
udf number Select the user-defined field as the hash
key.
Default

configuration

Command

mode

crc32_upper.

Global configuration mode.
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Usage This command is used to configure the IPv4/IPV6 ecmp/wcmp
guidelines path selection algorithm.

The following example sets the hash algorithm as
CRC32_Lower, with the packet keyword being SIP +
Examples DIP+TCP/UDP port +UDF:

DES-7200(config)# ip ref ecmp load-balance crc32_lower dip

port udf 50
Command Description
Related _
maximum-paths Configure the number of the
commands

equivalent path.

1.1.10 iproute

Use this command to configure a static route. Use the no form of this command
to remove the configured route.

ip route [vrf vrf_name] network net-mask {ip-address | interface [ip-address]}
[distance] [tag tag] [permanent] [weight number] [disable | enable]

no ip route [vrf vrf_name] network net-mask {ip-address | interface [ip-address]}
[distance] [tag tag] [permanent] [weight number] [disable | enable]

Parameter Parameter Description
description Name of the VRF, which can be the
single protocol IPv4 VRF or
vrf-name , .
configured IPv4 address family
multi-protocol VRF.
network Network address of the destination
net-mask Mask of the destination
. The next hop IP address of the
ip-address )
static route
i (Optional) The next hop egress of
interface .
the static route
) (Optional) The management
distance . )
distance of the static route
@ (Optional) The tag of the static
g route
permanent (Optional) Permanent rotue 1D
number (ﬂpfinnnl) \A/pighf number of the
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static route

, (Optional) Disablement or
disable/enable

enablement ID of the static route

Default
configuration

Command

mode

Usage
guidelines

None

Global configuration mode.

The default management distance of the static route is 1.
Setting the management distance allows the learnt
dynamic route to overwrite the static route. setting the
management distance of the static route can enable route
backup, which is called floating route in this case. For
example, the management distance of the OSPF is 110.
You can set its management distance to 125. Then the
data can switch over the static route when the route
running OSPF fails.

You can specify the VRF that the static route belongs to.

The default weight of the static route is 1. To view the static
route of non default weight, execute the show ip route
weight command. The parameter weight is used to enable
WCMP. When there are load-balanced routes to the
destination, the device assigns data flows by their weights.
The higher the weight of a route is, the more data flows the
route carries. WCMP limit is generally 32 for routers.
However, WCMP limit varies by switch models for their
chipsets support different weights. When the sum of the
weights of load balanced routes is beyond this weight limit,
the excessive ones will not take effect.

Enablement/disablement shows the state of the static
route. Disablement means the static route is not used for
forwarding. The forwarding table used the permanent route
until administrator deletes it.

When you configure the static route on an Ethernet
interface, do not set the next hop as an interface, for
example, ip route 0.0.0.0 0.0.0.0 Fastethernet 0/0. In this
case, the switch may consider that all unknown destination
networks are directly connected to the Fastethernet 0/0.
So it sends an ARP request to every destination host,
which occupies many CPU and memory resources. It is not
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1111

Examples

Related
commands

ip routing

recommended to set the static route to an Ethernet
interface.

The following example adds a static route to the
destination network of 172.16.100.0/24 whose next hop is
192.168.12.1 and management distance is 15.

ip route 172.16.199.0 255.255.255.0 192.168.12.1 155

If the static route has not a specific interface, data flows
may be sent thought other interface in case of interface
failure. The following example configures that data flows
are sent through fastehternet 0/0 to the destination
network of 172.16.100.0/24.

ip route 172.16.199.0 255.255.255.0 fastethernet 0/0
192.168.12.1

Not supported by layer-2 devices.

Use this command to enable IP routing in the global configuration mode. Use
the no form of this command to disable the function.

ip routing

no ip routing

Default
configuration

Command
mode

Usage
guidelines

Examples

Related
commands

Enabled

Global configuration mode.

IP routing is not necessary when the switch serves as
bridge or VolP gateway.

The following example disables IP routing

no ip routing
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1.1.12 ip static route-limit

Use this command to set the upper threshold of the static route. Use the no
form of this command to restore the setting to the default value.

ip static route-limit number

no ip static route-limit number

Parameter Parameter Description

description number Upeer threshold of static routes

Default

, ) 1024

configuration

Command _ )
Global configuration mode.

mode

U The goal is to control the number of static routes. You can

sage
'dg i view the upeer threshold of the configured non-default
uidelines

g static routes with the show running config command.
The following example sets the upeer threshold of the
static routes to 900 and then restores the setting to the

Examples
default value.
ip static route-limit 900

Related

commands

1.1.13  ipv6 prefix-list

Use this command to create an IPv6 prefix list or add an entry in the prefix list.
Use the no form of this command to delete an IPv6 prefix list or an entry in the
prefix list.

Ipv6 prefix-list prefix-list-name[ seq seq-number] { deny | permit} ipv6-prefix
[ge minimum-prefix-length][ le maximum-prefix- length]

no ipv6 prefix-list prefix-list-name[ seq seg-number] { deny | permit}
ipv6-prefix [ge minimum-prefix- length][ le maximum-prefix- length]

Parameter Parameter Description

description

prefix-list-name | Name of the prefix list
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seq-number

Sequence number of an entry in the
prefix list. Its range is 1 to 4294967294.
If the sequence number is not specified
in this command, the system will
allocate a default one for the entry. The
default sequence number of the first
entry is 5, and that of each subsequent
one is the product of adding 5 to the
sequence number of the proceeding
entry.

permit

Permit the access to the matching
result.

deny

Deny the access to the matching result.

ipv6-prefix

Network address and its mask. The
network address can be any valid IP
address. The mask can be 0 to 32
characters.

minimum-prefix-
length

(Optional) Minimum length of the prefix
(the starting length)

Note: “ge” indicates the operation of
“larger than” and “equivalent to”.

maximum-prefix
- length

(Optional) Maximum length of the prefix
(the ending length)

Note: “le” indicates the operation of
“less than” and “equivalent to”.

Default
configuration

Command
mode

Usage
guideline

No prefix list is created.

Global configuration mode

The ipv6 prefix-list command configures the prefix list,

with the permit or deny keyword to determine the action
in case of matching.

You can execute this command to define an exact match,

or use “ge” or “ le” to define a range match for a prefix for

flexible configuration. “ge

indicates the range of
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Examples

minimume-prefix-length to 128; “le” indicates the range of
the mask length of the IP prefix to maximum-prefix-length;
“ge” and “le” indicates the range of minimum-prefix-length
to maximum-prefix-length, namely, Ipv6-prefix mask
length < minimum-prefix-length < maximum-prefix-length
<=128

The following example filters the RIP routes the OSPF
redistributes by the destination IP address following the
rule defined in the associated IP prefix list, for example,
redistribute the routes whose destination IP address is in
the range 2222::/64.

DES-7200# configure terminal

DES-7200(config)# ipv6 prefix-list prel permit 2222::64
DES-7200(config)# ipv6 router ospf
DES-7200(config-router)# distribute-list prefix pre out
rip

DES-7200(config-router)# end

1.1.14 ipv6 prefix-list description

Use this command to add the description of an IPv6 prefix list. Use the no form
of this command to delete the description.

ipv6 prefix-list prefix-lis-name description description-text

no ipv6 prefix-list prefix-lis-name description description-text

Parameter Description
Parameter . ) .
I prefix-lis-name Name of the ipv6 prefix list
description
description-text | Description of the ipv6 prefix list
Default

configuration

Command
mode

No description is added for an 1Pv6 prefix list, by default.

Global configuration mode
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The example below adds the description for the prefix list:

Examples DES-7200# c