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Preface

ThexStack DGS-3600 Series User Manigatlivided into sections that describe the system installation and operating instructions
with examples.

Section 1, Introduction - Describes the Switch and its features.

Section 2, Installation- Helps you get started with the basic installatiorihef Switch and also describes the front panel, rear
panel, side panels, and LED indicators of the Switch.

Section 3, Connecting the Switch Tells how you can connect the Switchyour Ethernet/Fast Ethernet network.

Section 4, Introduction to Switch Management Introduces basic Switch management features, including password protection,
SNMP settings, IP address assignment and connecting devices to the Switch.

Section 5, Introduction to Web-based Switch Management Talks about connecting to and using the Web-based switch
management feature on the Switch.

Section 6, Administration - A detailed discussion about configuring the basic functions of the Switch, including Device
Information, Stacking, Port Configuration, User Accounts, Rbintoring, System Log, Syste®everity Settings, SNTP Settings,
MAC Notification Settings, TFTP Services, File System Servieayy Test, IPv6 Neighbor, DHCP Auto Configuration, SNMP
Manager, IP-MAC-Port Binding, sFlow, and Single IP Management Settings.

Section 7, Layer 2 Features A discussion of Layer 2 features of the Switch, including VLAN, Trunking, IGMP Snooping,
MLD Snooping, Spanning Tree, and Forwarding & Filtering.

Section 8, Layer 3 Features A discussion of Layer 3 features of the Switch, including Interface Settings, MD5 Key Settings,
Route Redistribution Settings, Static/Default Route SettingaiteR Preference Settings, Static ARP Settings, Policy Route
Settings, RIP, OSPF, DCHP/BOOTP Relay, DNS ReldlRRP, and IP Multicast Routing Protocol.

Section 9, QoS- Features information on QoS, including Bandwidth Control, QoS Scheduling Meoha@ES Output
Scheduling, 802.1p Default Priorjtgnd 802.1p User Priority.

Section 10, ACL- Discussion on the ACL function of the Switch, including Time Range, Access Profile Tabl&;I6@IMeter,
and CPU Interface Filtering.

Section 11, Security— A discussion on the Security functions on the Switch, including Traffic Control Seotdrity, 802.1X,
Trust Host, Web Authentication, Trust Host, Access Authentication Control, Safeguard Engine, Traffic Segm&8ati and
SSH.

Section 12, Monitoring— Features information on Monitoring including \ee Status, Module Information, CPU Utilization,
Port Utilization, Packets, Errors, Packet&iBrowse Router Port, Browse MLD Router Port, VLAN Status, Port Access Control,
MAC Address Table, IGMP Snooping Group, MLD Snooping Group, Trace Route, IGMP Snéapwarding, MLD Snooping
Forwarding, IP Forwarding Table, Browse Routing Table, Browse IP Multicast Forwarding Bedhese IP Multicast Interface
Table, Browse IGMP Group Table, DVMRP Monitor, PIM Monitor, OSPF Monitor, Switch LBgawse ARP Table and
Session Table.

Appendix A, Technical Specifications Technical specifications for the DSG-3612, DGS-3627, DGS-3627G and the DGS-3650.

Appendix B, Cables and Connectors Describes the RJ-45 receptacle/connedtrgight through and crossover cables and
standard pin assignments.

Appendix C, Cable Lengths- Information on cable types and maximum distances.

Glossary- Lists definitions for terms and acronyms used in this document.
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Intended Readers

The xStack DGS-3600 Series User Mancahtains information for setup and management of the Switch. The term, “the Switch”
will be used when referring to all tleeswitches. This manual is intended for network managers familiar with network
management concepts and terminology.

Typographical Conventions

\ Convention Description \
[1 In a command line, square brackets indicate an optional entry. For example: [copy filename]
means that optionally you can type copy followed by the name of the file. Do not type the

brackets.
Bold font Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File menu

and choose Cancel. Used for emphasis. May also indicate system messages or prompts
appearing on your screen. For example: You have mail. Bold font is also used to represent
filenames, program names and commands. For example: use the copy command.

Boldface Indicates commands and responses to prompts that must be typed exactly as printed in the

Typewriter Font manual.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial capitals. For example:
Click Enter.

Italics Indicates a window name or a field. Also can indicate a variables or parameter that is

replaced with an appropriate word or string. For example: type filename means that you
should type the actual filename instead of the word shown in italic.

Menu Name > Menu Menu Name > Menu Option Indicates the menu structure. Device > Port > Port
Option Properties means the Port Properties menu option under the Port menu option that is
located under the Device menu.

Notes, Notices, and Cautions

& A NOTE indicates important information that helps you make better use of your device.

A NOTICE indicates either potential damage to hardware or loss of data and tells you
how to avoid the problem.

/' A CAUTION indicates a potential for property damage, personal injury, or death.
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Safety Instructions

Use the following safety guidelines to ensure your own personal safety and to help motestsgem from potential damage.
Throughout this document, the caution icc1. ( ) is ts@tticate cautions and precautidhat you need to review andltow.

/ ' Safety Cautions

To reduce the risk of bodily injury, eleal shock, fire, and damage to the guuént, observe the following precautions.
X  Observe and follow service markings.
x Do not service any product except as explained in your system documentation.

x  Opening or removing covers that are marked with the triangular symbol with a lightning bolt may expose you ti
electrical shock.

X Only a trained service technician should/gge components inside these compartments.

x If any of the following conditions occuunplug the product from the electrical outlet and replace the part or contact your
trained service provider:

x  The power cable, extension cable, or plug is damaged.

x  An object has fallen into the product.

x  The product has been exposed to water.

x  The product has been dropped or damaged.

x  The product does not operate correctly when you follow the operating instructions.
x  Keep your system away from radiators and heat sources. Also, do not block cooling vents.

x Do not spill food or liquids on your sysh components, and never operate the ptaduz wet environment. If the system
gets wet, see the appropriate section in your troubleshooting guide or contact your trained service provider.

x Do not push any objects into the openings of your system. Doing so can cause fire or electric shock by shorting out intel
components.

X  Use the product only with approved equipment.
x  Allow the product to cool before removing covers or touching internal components.

x  Operate the product only from the type of external power saudoeated on the electrical ratinggsbel. If you are not sure
of the type of power source required, consult your service provider or local poweargomp

X  To help avoid damaging your system, be sure the voltage on the power supply is set to match the pableraavwalur
location:

x 115 volts (V)/60 hertz (Hz) in most of North and South America and some Far Eastern countries such as Sou
Korea and Taiwan

x 100 V/50 Hz in eastern Japan and 100 V/60 Hz in western Japan
x 230 V/50 Hz in most of Europe, the Middle East, and the Far East
X  Also, be sure that attached devices are electricallyg tateperate with the power available in your location.

X Use only approved power cable(s). If you have not been provided with a power cable forsfeor sy for any AC-
powered option intended for your system, purchase a power cable that is approved for use in your country. Thblpower
must be rated for the product and for the voltage and current marked on the prldatriical ratings label. The voltage and
current rating of the cable should be gre#tan the ratings mieed on the product.

X  To help prevent electric shock, plug the system and periphevadr cables into properly grounded electrical outlets. These
cables are equipped with three-prong plugs to help ensure proper grounding. Do not use adapberrpingse the
grounding prong from a cable. If you must use an extension cable, use a 3-wire cable with propetgdgrlugs.

x  Observe extension cable and power strip ratings. Make sur¢hthabtal ampere rating of all products plugged into the
extension cable or power strip does not exceed 80 percent of the ampere ratings limit for the eselestorpower strip.
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X  To help protect your system from sudd@ransient increases and decreases inr@atpower, use a surge suppressor, line
conditioner, or uninterruptible power supply (UPS).

X  Position system cables and power cables carefully; route cabthatshey cannot be stepped on or tripped over. Be sure
that nothing rests on any cables.

x Do not modify power cables or plugs. Consult a licensed electrician or your power company for site inogifiddtays
follow your local/national wiring rules.

X  When connecting or disconnecting power to hot-pluggable power supplies, if offered with your system, dieserve t
following guidelines:

x  Install the power supply before connegtihie power cable to the power supply.
x  Unplug the power cable before removing the power supply.

x  If the system has multiple sources of power, disconnect pioararthe system by unplugging all power cables from
the power supplies.

X Move products with care; ensure thdtcasters and/or stabilizers are firmlgrmected to the system. Avoid sudden stops
and uneven surfaces.

/' General Precautions for Rack-Mountable Products

Observe the following precautions for restibility and safety. Also, refer to theck installation documentation accompaigyin
the system and the rack for spexifaution statements and procedures.

X  Systems are considered to be components in a rack. Thus, "component" refers to any system as well as to vaalss periph
or supporting hardware.

X  Before working on the rack, make sure that the stabilizerseamared to the rack, extendedthe floor, and that the full
weight of the rack rests on the floor. Install front and side stabilizers on a single rack or front stabilizers for joipkd mult
racks before woiikg on the rack.

x  Always load the rack from the bottom up, and load the heaviest item in the rack first.
X Make sure that the rack is level and stable before extending a component from the rack.

x  Use caution when pressing thengmonent rail release latches and sliding a component into or out of a rack; the slide rails
can pinch your fingers.

x  After a component is inserted into the rack, carefully extend the rail into a locksitgpppand then slide the component
into the rack.

x Do not overload the AC supply branchectiit that provides power to the rack. The total rack load should not exceed 80
percent of the branch circuit rating.

X  Ensure that proper airflow is provided to components in the rack.

x Do not step on or stand on any component when servicing other components in a rack.

! NOTE: A qualified electrician must perform all connections to DC power and to safety
grounds. All electrical wiring must comply with applicable local, regional or national codes
and practices.

‘o CAUTION: Never defeat the ground conductor or operate the equipment in the absence of a
/ ' suitably installed ground conductor. Contact the appropriate electrical inspection authority or
/ m % anelectrician if you are uncertain that suitable grounding is available.
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) CAUTION: The system chassis must be positively grounded to the rack cabinet frame. Do

' not attempt to connect power to the system until grounding cables are connected. A
qualified electrical inspector must inspect completed power and safety ground wiring. An
d , energy hazard will exist if the safety ground cable is omitted or disconnected.

/ CAUTION: Do not replace the battery with an incorrect type. The risk of explosion exists if
/ ' the replacement battery is not the correct lithium battery type. Dispose of used batteries
Jom o according to the instructions.

Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside your system. To prevent static damagee ditati@glectricity from
your body before you touch any of the electronic components, such as the microprocessor. You campenatbdayly touching

an unpainted metal gace on the chassis.
You can also take the following steps to metvdamage from electrostatic discharge (ESD):

1. When unpacking a static-sensitive component from itpsigparton, do not remove thkemponent from the antistatic
packing material until you are ready to install the component in your system. Just before unwrapping the antistatic

packaging, be sure to discharge static electricity from your body.
2. When transporting a sensitivenggonent, first place it in an arti$ic container or packaging.

3. Handle all sensitive components in a static-safe arpas#ible, use antistatic floor pads, workbench pads and an
antistatic grounding strap.
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Section 1

Introduction

xStack DGS-3600 Series
Gigabit Ethernet Technology
Switch Description

Features

Ports

Front-Panel Components
Side Panel Description

Rear Panel Description

xStack DGS-3600 Series

The DGS-3600 switch series is a member of the D-Link xStadklsfamily. xStack is a complete family of stackable devices
that ranges from edge 10/100Mbps switches to core Gigabit switches. xStack pomadgmssed performance, fault tolerance,
scalable flexibility, robust security, standard-based interoperability and an impressive support for 10 Gigabit technmilogy to f
proof departmental and enterprise network deployments with an easy migration path.

The following manual describes the installation, maintenance and configurations concerning members of tHe@EBL3G00
switch series, including the DGS-3612G, DGS-3627, DGS-362#@ the DGS-3650. These foswitches are identical in
configurations and very similar in basic hardware and conségliygrmost of the information in this manual will be universal

the total group of Switches. Corresponding screen picture® afiébh manager may be taken from any one of these switches but
the configuration will be identical, except for varying port couRty the remainder of this document, we will refer to ti&&Sb

3600 as the switch in question for examples, configurations and explanations.

Gigabit Ethernet Technology

Gigabit Ethernet is an extension of IEEE 802.3 Ethernet utilizing the same packet structure, format, and support for CSMA/(
protocol, full duplex, flow control, and management objects, but with a tenfold increase in ta¢thetiughput over 100Mbps

Fast Ethernet and a one hundred-fold inaeager 10Mbps Ethernet. Since it is compatible with all 10Mbps and 100Mbps Ether-
net environments, Gigabit Ethernet provides a straightforward upgrade without wastingpangsnexisting investment in
hardware, software, and trained personnel.

The increased speed and extra bandwidth offered by Gigabit Ethernet are essential to coping with théatdemecks that
frequently develop as computers and their busses get faster and more users using applications that geneedfie. more t
Upgrading key components, such as your backbone and servers to Gigabit Ethernet can greatly improvesiwsektimes

as well as significantly speed up tiaffic between your sub networks.

Gigabit Ethernet enables fast optical fiber connections to support video conferencing, complex imagingleardhtnmtense
applications. Likewise, since data transfers occur 10 timesr filstn Fast Ethernet, servers outfitted with Gigabit Ethé&thes
are able to perform 10 times the number of operations in the same amount of time.

In addition, the phenomenal bandwidth deladby Gigabit Ethernet is the most ceffective method to take advantage of oda
and tomorrow's rapidly improving switching and routing internetworking technologies.

Switch Description

The Switch is equipped with unshielded twisted-pair (UTP) cable ports providing dedicated 101Q00 btbps bandwidth. The
DGS-3627 is equipped with twenty-four 10/100/1000BASE-T ports, and the DGS-3650 has forty-eight 100BERED-T
ports, all of which are Auto MDI-X/MDI-II convertible ports that can be used for uplinking to another switch. The@&S&3

is equipped with twelve 100/1000Mbps SFP (Small Form Factdalfte) ports, in addition to four 1000BASE-T located on the
front panel. These ports can be used for connecting PCs, printers, servers, hubs, routers, swvidthes reetworking devise

The dual speed ports use standard twisted-pair cabling amdeatdor segmenting networks into small, connected sub networks
for superior performance. Each 10/100/1000 port can support up to 2000 Mbps of thtaudhipaduplex mode. In additiorthe
Switch has four 1000Mbps SFP combo ports located on the front péeske gigabit combo porgse ideal for connecting to a
server or network backbone.



The DGS-3627G contains twenty-four 1000Mbps SFP (Small Form Factor Portable) ports, in addition to four 1000BASE-
located on the front panel. The SFP combo ports are to benitbefiber-optical transceiver &éing in order to uplink variosi

other networking devices for a gigallihk that may span great distances.eTBFP ports can also support full-duplex
transmissions, have auto-negotiation and can be used with DEM-310GT (1000BASE-LX), DEM-30DGBASE-SX), DEM-
312GT2 (1000BASE-SX), DEM-314GT (1000BASE-LH), DEM-315GT (1000BASE-ZX), DEM-330T/R (WDM Transceiver)
and the DEM-331T/R (WDM Transceiver) transceivers. These jaoet referred to as “combo” pemwhich means that both the
SFP ports and the 1000BASE-T ports are nustb¢he same and cannot be used simatiasly. Attempting to use the ports
simultaneously will cause a link down status for the 1000BASEoefts. SFP ports will always have priority over these
1000BASE-T ports.

Each switch also contains open slots in the rear of the Switch, which are used tdi@ua smgle-port 10GE modules. Two
available slots reside within the DGS-3650, while the DGS-3627 and DGS-3627G batim ¢tbree slots. These modules, the
DEM-410CX CX4 and the DEM-410X XFP, are IEEE 802.3ae and IEEE 802.3ak compliant and support full-duplex ynode onl
More information will be povided on these modules later in this manual.

This Switch enables the network to use some of the most demanding multimedia and imagingoagpdicaturrently with other
user applications without creating bottlekge. The built-in console farface can be used to configure the Switch's settmgs f
priority queuing, VLANS, and port trunk groups, port monitoring, and port speed.

Features

x  |EEE 802.3ad Link Aggregatio@ontrol Protocol support.
x  |EEE 802.1X Port-basedd MAC-based Access Control
x  |EEE 802.1Q VLAN
x  |EEE 802.1D Spanning Tree, IEEE 80%/ Rapid Spanning Tree and IEEE 832Multiple Spanmg Tree support
x  Access Control List (ACL) support
x  Single IP Management support
x  Access Authentication Control utilizing TACACS, XTACACS and TACACS+
x Internal Flash Drive for savingpnfigurations and firmware
x  Simple Network Time Protocol support
x  MAC Notification support
x  System and Port Utilization support
x  System Log Support
x  Support port-based enable and disable
x  Address table: Supports up to 16K MAC addresses per device
x  Supports a packet buffer of up to 2M bytes
x  Port Trunking with flexible load distribution and fail-over function
x  IGMP Snooping support
x  MLD Snooping support
x  SNMP support
x  Secure Sockets Layer (SSL) and Secure Shell (SSH) support
x  Port Mirroring support
x  Web-based Access Control
x  MIB support for:
X RFC1213 MIB I
X RFC1493 Bridge
X RFC2819 RMON
X RFC2665 Ether-like MIB
X RFC2863 Interface MIB
X Private MIB
X RFC2674 for 802.1p
X IEEE 802.1X MIB
x  |EEE 802.3x flow control in full duplex mode
x  |EEE 802.1p Prioty Queues
x  |EEE 802.3u 100BASE-TX compliant



x  RS-232 DCE console port for Switch management
x  Provides parallel LED display for pastatus such as link/act, speed, etc.
x  |EEE 802.3 10BASE-T compliant

x  High performance switching engine performs forwarding and filtering at wire speed, maximum 14, 881 packets/se
on each 10Mbps Ethernet port, maximA8,810 packet/sec on 100Mbpast Ethernet poand 1,488,100 for each
Gigabit port.

x  Full and half-duplex for both 10Mbps and 100Mbps connections. Full duplex allows the switch port to
simultaneously transmit and receive data. It only works withnections to full-duplex-capable end stations and
switches. Connections to a hotust take place at half-duplex

x  Support broadcast storm filtering

x  Non-blocking store and forward switching scheme capaldisupport rate adaptation and protocol conversion
x  Supports by-port Egress/Ingress rate control.

x  Efficient self-learning and address recognition mechanism enables forwarding rate at wire speed

Ports

The following table lists the relative ports that are present within each switch:

DGS-3627 DGS-3627G DGS-3650 DGS-3612G

Twenty-four Twenty-four 1000Mbps SFP Forty-eight Twelve 100/1000Mbps

10/100/100BASE-T Ports 10/100/100BASE-T SFP Ports
Four SFP Combo Ports Four 1000BASE-T Combo Four SFP Combo Ports Four 1000BASE-T
Ports Combo Ports

Three open slots used to Two open slots used to

One female DCE RS-232

add single-port 10GE
modules

One female DCE RS-232
DB-9 console port

Three open slots used to add
single-port 10GE modules

One female DCE RS-232 DB-9
console port

add single-port 10GE
modules

One female DCE RS-232

DB-9 console port

DB-9 console port

The following table lists the featuresdaocompatibility for each type of port present in the xStack DGS-3600 series.

10/100/1000BASE-T

SFP Combo

1000BASE-T Combo

10GE Module

IEEE 802.3 compliant
IEEE 802.3u compliant

IEEE 802.3x flow control
support in full-duplex

One connector in the
rear to add an external
Redundant Power
Supply (DPS-500)

Auto MDI-X/MDI-II cross
over support

Supports the following SFP
transceivers:

DEM-310GT (1000BASE-LX)
DEM-311GT (1000BASE-SX)
DEM-312GT2 (1000BASE-LX)
DEM-314GT (1000BASE-LH)
DEM-315GT (1000BASE-ZX)
DEM-330T/R (WDM)
DEM-331T/R (WDM)

Will take priority over its
10/100/1000BASE-T combo
ports

IEEE 802.3z compliant

One connector in the rear to
add an external Redundant
Power Supply (DPS-500)

IEEE 802.3 compliant
IEEE 802.3u compliant
IEEE 802.3ab compliant
IEEE 802.3z compliant

IEEE 802.3x flow control
support in full-duplex

One connector in the
rear to add an external
Redundant Power
Supply (DPS-500)

IEEE 802.3ae compliant
IEEE 802.3ak compliant
Full-duplex only

Supports the following
modules:

DEM-410CX Single-Port CX4
DEM-410X Single-Port XFP

One connector in the rear to
add an external Redundant
Power Supply (DPS-500)

\

NOTE: The SFP combo ports on the Switch cannot be used simultaneously with the
corresponding 1000BASE-T ports. If both ports are in use at the same time (ex. port 25
of the SFP and port 25 of the 1000BASE-T), the SFP ports will take priority over the
combo ports and render the 1000BASE-T ports inoperable.




Front-Panel Components

DGS-3612G

x Twelve SFP 100/1000Mbps ports

X Four Combo 1000BASE-T ports located to the right

X One female DCE RS -232 DB-9 console port

x LEDs for Power, Console, RPS, and Link/Act/Speed for each port

o o o o o o o o O O O ‘ewdiOe  OsOa Stk
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| bGs-36126 Console 4 2 3 4 5 6 7 s 9 10 I 12 ——— Combo ——
Figure 1- 1. Front Panel of the DGS-3612GG
DGS-3627

x  Twenty-four 10/100/1000BASE-T ports

X Four Combo SFP ports located to the right

X One female DCE RS-232 DB-9 console port

X LEDs for Power, Console, RPS, Li#ct/Speed and 10GE for each port

x Stacking Module Numbered LED
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Figure 1- 2. Front Panel of the DGS-3627
DGS-3627G

Twenty-four SFP 1000Mbps ports

Four Combo 1000BASE-T ports located to the right

One female DCE RS -232 DB-9 console port

LEDs for Power, Console, RPS, Li#ict/Speed and 10GE for each port
Stacking Module Numbered LED

DGS-3627G
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Figure 1- 3. Front Panel of the DGS-3627G
DGS-3650

Forty-eight 10/100/1000BASE-T ports

Four Combo SFP ports located to the right

One female DCE RS -232 DB-9 console port

LEDs for Power, Console, RPS, Li#ct/Speed and 10GE for each port
Stacking Module Numbered LED

D-Link
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Figure 1- 4. Front Panel of the DGS-3650




LEDs

The following table lists the LEDs located on models of thasSDGS-3600 switch along with their corresponding description:

LED Indicator Color Status Description
Power Green Solid Power On
Dark Power Off
Console Green Solid Console On
Dark Console Off
RPS Green Solid RPS in use
Dark RPS not in use or not present
Stacking LED (To | Green Numbered 1-12 Box ID of the Switch in the switch stack. This field will
be supported in read 1 for a switch in standalone mode. When the switch
Release II) in question is a master of a switch stack, the number of
the switch in the stack will be displayed, and the letter H
will flash alternatively with this number.
Port LEDs Green Solid Denotes an active connection at 1000Mbps.
(10/100/1000Mbps Blinking Denotes data transfer at 1000Mbps.
ports) Orange Solid Denotes an active connection at 10/100Mbps.
Blinking Denotes data transfer at 10/100Mbps.
Dark No Light Link Down
SFP Port LED Green Solid Denotes an active connection at 1000Mbps.
Blinking Denotes data transfer at 2000Mbps.
Dark No Light Link Down
10GE Module Green Solid Denotes an active connection.
LEDs (Located on Blinking Denotes data transfer.
the front panel) Dark No Light Link Down
e of fmes LEDa sl ight gresn shen de
CoreR ) B e ] opheked o TR ond) Faarchs ! Hmen |17, sl gy s B
g when spfnked o | Db G vl ] B g
1 My = Crvaoge
Bt Fowoms LFTH il ligef sqrimm’s wiui B I C ikl = v
LaTApERA NG FETLEE i L

T —

e | o ] e e |

= i _|_|' -I_I _|
|-" P J J J

o | 1

Figure 1- 6. DGS-3627 LEDs
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Figure 1- 7. DGS-3627G LEDs
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Figure 1- 8. DGS-3650 LEDs

Rear Panel Description

The rear panels of the DGS-3612G, DGS-3627, DGS-3627G and the DGS-3650 are described below.
DGS-3612G

The rear panel of the DGS-3612G @ins an AC power connector, andautlet for an optional external RPS.

lg] Radundant Pawer Supply &]
o

- [BesBg] -

-0

AGLINE 100-240 VAG
5080 Hz 2AMAX

Figure 1- 9. Rear panel view of the DGS-3612G
DGS-3627 and DGS-3627G

The rear panel of DGS-3627 and DGS-3627G contains an AC power connector, an outleiptarah external RPS and three
slots for additional 10GE optional modules.
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AC LINE 100-240 VAC
50-60 Hz 2A MAX

‘

Figure 1- 10. Rear panel view of the DGS-3627(G)
DGS-3650

The rear panel of DGS-3650 contains an AC power connector, an outlet for an optional externd@PR%232 console port
and two slots for additional 10GE optional modules.

Figure 1- 11. Rear Panel view of DGS-3650

The rear panel includes an outlet for an optional externahdzshi power supply. When power fails, the optional external RPS
will take over all the power immediately and automatically. Thep®@er connector is a standard three-pronged connector that
supports the power cord. Plug-in the female connector of the provided power cord into this socketnzaid #ide of the cdr

into a power outlet. The Switch automatically adjusts its p@eting to any supply voltage in the range from 100 ~ 240 VIAC a
50 ~ 60 Hz.



Side Panel Description

The right-hand side panel of the Switch contains a system fan and ventilation along the entire right side. The left hand pe
includes a system fan and a heat vent. The system fans are used to dissipate heat. Do not block these opesirsiteobtieéh
Switch. Leave at least 6 inches of spacthatrear and sides of the Switch for pppentilation. Be reminded that withoubper

heat dissipation and air circulation, system components might overheat, which could lead to system failure.
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Figure 1- 12. Side Panels of the DGS-3627 and the DGS-3627G
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Figure 1- 13. Side Panels of the DGS-3650
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Figure 1- 14. Side Panels of the DGS-3612G



10GE Uplink Modules

At the rear of the xStack DGS-3600 series switches reside optional module slots. This slot may be wihippedEM-410X
single-port 10GE XFP uplink module, or a DEM-410CX single-port 10GE CX4 uplink modulesbiot separately.

Adding the DEM-410X optional module willllaw the administrator to add a singdert 10GE stacking module which will
transmit information at a rate of ten gigabits a second. Thisigaompliant with standartEEE 802.3ae, supports full-dugle
transmissions only and is to be used with XFP MSA compliant transceivers.

The DEM-410CX will too transfer information at a rate of ten gitgaa second but is used as an uplink module to a network
device. Compliant with the IEEE802.3akrsfard, this module will use a 4-laned coppannector to transfenformation in ful-
duplex mode, quickly and accurately. User beware, the cable and connector port used for this module ismezilytadhe
stacking ports and cables used for stacking in the xStack Series, but can in no way be interchangeable.

To install these modules, follow the simple steps listed below.

;"'-.__ CAUTION: Before adding the optional module, make sure to disconnect all

' power sources connected to the Switch. Failure to do so may result in an

- electrical shock, which may cause damage, not only to the individual but to
d % the Switch as well.

At the back of the Switch to the left is the slot for the optional module, as showguire B-15 and Figure 1-16. This slbosild
be covered with a faceptathat can be easily removed by loosening the screws and pulling off the plate.

Optional Module Slots o - - 19
s
Figure 1- 15. Optional Module slots at the rear of the DGS-3627 (or DGS-3627G)
18 O : i AT  r. | p— i
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Figure 1- 16. Optional Module slots at the rear of the DGS-3650

After removing the faceplate, remove the DEM-410X or DEM-410CX optional module from its hexfrdnt panel should
resemble the drawings represented here.

@ @

DEM-410X 1-Port 10 GE XFP Module DEM-470CK T-Port TOGE CXd Moduwie

Figure 1- 17. Front Panel of the DEM-410X and the DEM-410CX

Take the module and gently slide it in to the available slthatear of the Switch until it reaches the back, as showmein t
following figure. At the back of the slot are two sets of plugs that must be connedtedntodule. Gently, but firmly push bn
the module to secure it to the Switch. The modgtlauld fit snugly into theorresponding receptors.



Figure 1- 18. Inserting the optional modules into the Switch.

Now tighten the two screws at adjacent ends of the module into the available screw holes on the Switch. Tt DE&ad
3627/DGS-3627G/DGS-3650 is now ready for use.

Figure 1- 19. DGS-3627 with optional module installed.

Installing the SFP ports

The xStack DGS-3600 Series switches are equipped with SFRI (Sma Factor Portable) ports, which are to be used with
fiber-optical transceiver cabling in order to uplink various other networking devices for a gigabitdinkndly span great
distances. These SFP ports support full-duplex transmissions, have auto-negatidtioan be used with the DEM-310GT
(1000BASE-LX), DEM-311GT (1000BASE-SX), DEM-312GT2 (1000BASE-LX), DEM-314GT (1000BASE-LHEMEB15GT
(1000BASE-ZX), DEM-330T/R (WDM) and D¥-331T/R (WDM)transceivers. See the figure below for installing the SFP ports
in the Switch.

Figure 1- 20. Inserting the fiber-optic transceivers into the DGS-3600 series switch



SECTION 2

Installation

Package Contents

Before You Connect to the Network

Installing the Switch without the Rack

Rack Installation

Power On
RPS Installation

Package Contents

Open the shipping carton of the Switch and carefully unfiacontents. The carton should contain the following items:

X

X

X

X

X

X

One Stand-alone Switch

One AC power cord

This Manual on CD

Mounting kit (two backets and screws)
Four rubber feet with adhesive backing
DCE RS-232 console cable

If any item is missing or damaged, please contact your local D-Link Reseller for replacement.

Before You Connect to the Network

The site where you install the Switch may greatly affect its performance. Please follow these guidelines for setting tgp.the Swi

X

Install the Switch on a sturdy, level surfacattltan support at least 4.24kg (9.35lb§)weight for the DGS-
3612G/DGS-3627/DGS-36%5, or 6.02kg (13.271bs) f@GS-3650. Daot place heavy objexbn the Switch.

The power outlet should be within 1.82 meters (6 feet) of the Switch.
Visually inspect the power cord and see that it is fully secured #W@HaC power port.

Make sure that there is proper heat dissipation from aeguadie ventilation around the Switch. Leave at least 10 cm
(4 inches) of space at the front aedr of the Switch for ventilation.

Install the Switch in a fairly cool and dry place the acceptable temperature and humidity operating ranges.

Install the Switch in a site free from strong electromagrfitid generators (such as toes), vibration, dust, and
direct exposure to sunlight.

When installing the Switch on a level surface, attach tibber feet to thdottom of the device. The rubber feet
cushion the Switch, protect the casing from stregcand prevent it from scratching other surfaces.



Installing the Switch without the Rack

When installing the Switch on a desktop or shelf, the rubbeirfeleded with the Switch should first be attached. Attaclsehe
cushioning feet on the bottoat each corner of the devicgllow enough ventilation space tweeen the Switch and any other

objects in the vicinity.

Rubber Feet 1

Figure 2 - 1. Prepare Switch for installation on a desktop or shelf

Installing the Switch in a Rack

The Switch can be mounted in a standard 19" rack. Use the following diagrams to guide you.

Figure 2 - 2. Fasten mounting brackets to Switch

Fasten the mounting brackets to the Swiising the screws provided. With the braskettached securely, users can mount the
Switch in a standard rack as shown in Figure 2-3 below.



Mounting the Switch in a Standard 19" Rack

A CAUTION: Installing systems in a rack without the front and side stabilizers installed could cause the

rack to tip over, potentially resulting in bodily injury under certain circumstances. Therefore, always

/' Y install the stabilizers before installing components in the rack. After installing components in a rack, do

4 m % not pull more than one component out of the rack on its slide assemblies at one time. The weight of
~ more than one extended component could cause the rack to tip over and may result in injury.

000000

Figure 2 - 3. Installing Switch in a rack

Power on AC Power
Plug one end of the AC power cord into the power connectiledbwitch and the other end into the local power source outlet.

After the Switch is powered on, the LED indicators will momentdoiigk. This blinking of the LED indicators represents ates
of the system.

Power Failure

For AC power supply units, asprecaution, in the eveaf a power failure, unplug the SwitcWhen power has resumed, plug th
Switch back in.
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RPS Installation

Follow the instructions below to connect an RPS power supply to the Switch (DPS-500). The DPS-500 is a neowedant
supply unit designed to conform to the voltage requirementiseo$witches being supported. DPS-500 can be installed into the
DPS-900, or DPS-800.

' CAUTION: The AC power cord for the Switch should be disconnected before proceeding
- with installation of the DPS-500.

DGS-3627

RPS connector

(@) _ (@)
o ]0 o[m El (D) ]o

(@) 0000000000 C)l

DPS-800 Case DPS-500 Back Panel
Figure 2 - 4. Installing the DPS-500

A CAUTION: Installing systems in a rack without the front and side stabilizers installed could cause the
‘0 rack to tip over, potentially resulting in bodily injury under certain circumstances. Therefore, always
/' install the stabilizers before installing components in the rack. After installing components in a rack, do
/ m % not pull more than one component out of the rack on its slide assemblies at one time. The weight of

more than one extended component could cause the rack to tip over and may result in injury.
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Connect to RPS

The DPS-200 is connectdd the Master Switch using a 14-pin DC power cable. A standard, three-pronged AC power cable
connects the redundant power sygpl the main power source.

DGS-3627

o __ ©
IZI.H‘. o

DEM-410X 1-Port 10 GE XFP Module | DEM-410X 1-Port 10 GE XFP Module. DEM-410X 1-Port 10 GE XFP Module
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AC POWER AC POWER ACPOWER ACPOWER AC POWER AC POWER
100-240 VAC 100-240VAC 100240 VAC 100240 VAC 40 VAC 100240 VAC 00200 VAC
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DPS-900 Chassis DPS-500 Back Panel
Figure 2 - 5. The DGS-3627 with the DPS-500 chassis RPS
1. Insert one end of the 14-pin DC power cable into the receptacle on the switch atftethend into the redundant power

supply.
2. Using a standard AC power cable, connect the redundant power supply to the main AC pmeerAsgreen LED on the
front of the DPS-500 il glow to indicate asuccessful connection.

3. Re-connect the switch to the AC power source. A LB@icator will show that a redundant power supply is now in
operation.

4. No change in switcbonfiguration is necessary for this installation.

NOTE: See the DPS-500 documentation for more information.

I1 CAUTION: Do not use the Switch with any redundant power system other
b than the DPS-500.
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Section 3

Connecting the Switch

Switch to End Node
Switch to Hub or Switch

Connecting to Network Backbone or Server

NOTE: All 10/100/1000Mbps NWay Ethernet ports can support both MDI-
Il and MDI-X connections.

Switch to End Node

End nodes include PCs outfitted with a 10, 100 or 1000 Mbps RJ 45 EthernEtheasiet Network Interface Card (NIC) and
most routers. An end node can be connected to the Switch via a twisted-pair Category 3, 4, or 5 UTP/STitke aaidenode
should be connected to aaf/the ports of the Switch.

r—Hr—h.r—\..r—\..:.—\..r—H. — r—h.r—\..l_—Lr—_r—__,—_ _I_n._ :_
s | e e o = g g e -

Figure 3- 1. Switch connected to an end node

The Link/Act LEDs for each UTP port will light green or amberewhhe link is valid. A blinking LED indicates packet activity
on that port.
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Switch to Hub or Switch

These connections can be accomplished in a number of ways using a normal cable.
x A 10BASE-T hub or switch can be connected to the Switch via a twistedgqtegdy 3, 4 or 5 UTP/STP cable.
x A 100BASE-TX hub or switch can be connected to the Switch via a twisted-pair GaselddP/STP cable.
x A 1000BASE-T switch can be connedtto the Switch via a twisted pair Category 5e UTP/STP cable.

x A switch supporting a fiber-optic uplink can be coneddb the Switch’s SFP ports via fiber-optic cabling.

[D-Link =R =R =R =R =R =R=R=] 000000000000 hio: O s

Tl Tl 3 O
PR O HOD I 1

oesger o

<«4— UTP Cable

D-Link. Doooooooooog 0000000000000, Db insx

oo UUUUUU—UUUUUU

DGS-3627

Figure 3- 2. Switch connected to a normal (non-Uplink) port on a hub or switch using a straight or crossover
cable

' NOTICE: When the SFP transceiver acquires a link, the associated integrated
H 10/100/1000BASE-T port is disabled.
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Connecting To Network Backbone or Server

The two Mini-GBIC combo ports are ideal for uplinking to a network backbone or server. fjper pmrts operate at a speed of
1000, 100 or 10Mbps in full duplex mode. The fiber optic ports can operate at bp®OMfull duplex mode. Connections to the
Gigabit Ethernet ports are made using fiber optic cable or Category 5 copper cable, depending mn dhedyt. A valid
connection is indicated when the Link LED is lit.

D-l._... 4 A A R W R g R | 3 3 A A
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Figure 3- 3. Uplink Connection to a server, PC or switch stack.
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Section 4

Introduction to Switch Management

Management Options

Web-based Management Interface

SNMP-Based Management

Managing User Accounts

Command Line Console Interface through the Serial Port
Connecting the Console Port (RS-232 DCE)

First Time Connecting to the Switch

Password Protection

SNMP Settings

IP Address Assignment

Management Options

This system may be managed out-of-band through the console port on the front pabahorusing Telnet. The user may also
choose the web-based management, accessible through a web browser.

Web-based Management Interface

After you have successfully indied the Switch, you can configathe Switch, monitothe LED panel, iad display statistics
graphically using a web browser, such as Netscape Navigator (version 6.2 and higher) or Microsofe® Explorer (version
5.0).

SNMP-Based Management

You can manage the Switch with an SNMP-compatible console program. The Switch supptPtsebion 1.0, version 2.0 and
version 3.0. The SNMP agent decodes the incoming SNMP messages and responds to requests with MIB objecthestored
database. The SNMP agent updates the MIB objects to generate statistics and counters.

Connecting the Console Port (RS-232 DCE)

The Switch provides an RS-232 serial podtténables a connection to a computgeaninal for monitoring and configuringeh
Switch. This port is a female DB-9 connector, implemented as a data terminal equipment (DTE) connection.

To use the console port, you need the following equipment:

x  Aterminal or a computer with both a serial port and the ability to emulate a terminal.

x A null modem or crossover RS-232 cable with a female DB-9 connector for the console portwitcthe S
To connect a terminal to the console port:

1. Connect the female connector of theZ32 cable directly to the console port on the Switch, and tighten the captive
retaining screws.

2. Connect the other end of the cable to a terminal oetedahal connector of a computrunning terminal emulation
software. Set the terminal ehation software as follows:

Select the appropriate seriatpCOM port 1 or COM port 2).
Set the data rate to 115200 baud.
Set the data format to 8 data bits, 1 stop bit, and no parity.

2 o

Set flow control to none.
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Under Properties, select VT100 for Emulation mode.

8. Select Terminal keys for Function, Arrow, and Ctrl keys. Ensure that you select Tewyméhot Windows keys).

NOTE: When you use HyperTerminal with the Microsoft® Windows® 2000 operating sys-
tem, ensure that you have Windows 2000 Service Pack 2 or later installed. Windows 2000
Service Pack 2 allows you to use arrow keys in HyperTerminal's VT100 emulation. See
www.microsoft.com for information on Windows 2000 service packs.

9. After you have correctly set up the terminal, plug the paable into the power receptacle on the back of the Switch.
The boot sequence appears in the terminal.

10. After the boot sequence completég, console login screen displays.

11. If you have not logged into the command line interface (CLI) program, press the Enter key at the User name and
password prompts. There is no default user name and password for the Switch. The administréitst oneate user
names and passwords. If you have previously set up user accounts, log in and continugute ¢bafSwitch.

12. Enter the commands to complete your desired tasks. démmyands require administrator-level access privileges. Read
the next section for more information on setting up user accounts. Se&tdlck DGS-3600 Series CLI Manuah the
documentation CD for a list of all commands and additional information on using the CLI.

13. When you have completed your tasks, exit the session with the logout commarse ¢heclemulator program.

14. Make sure the terminal or PC you are using to make this connection is configured to match these settings.

If you are having problems making this connection on a PC, makdlsaemulation is set to VT-100. You will be able to set th
emulation by clicking on thEile menu in you HyperTerminal window, clicking &moperties in the drop-down menu, and then

clicking the Settingstab. This is where you will find thEmulation options. If you still do not see anything, try rebooting the
Switch by disconnecting its power supply.

Once connected to the console, the screen below will appgauomronsole screen. This is ere the user will enter commands
to perform all the available management functions. The Switchpraithpt the user to enter a user name and a password. Upon
the initial connection, there is no usemm@aor password and therefore just press enter twigedess the command line irfeare.

[RE-MG2G Gigakit [tharset Switch
Carveione] Line Tnterfacs

] :i.'lm-:r'l:"'. Biild T:]E'E-:IS .
Coonarrgh LISy 286870 O-Link Corpecalion. ALL riably resereed.
| kserMamne

Figure 4- 1. Initial screen after first connection
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First Time Connecting to the Switch

The Switch supports user-basedisd@ty that can allow you tprevent unauthorized users fr@ocessing the Switch or changing
its settings. This section tells how to log onto the Switch.

NOTE: The passwords used to access the Switch are case-sensitive; therefore, "S" is
not the same as "s."

When you first connect to the Switch, you vii#l presented with the first login screen.

NOTE: Press Ctrl+R to refresh the screen. This command can be used at any time to
force the console program in the Switch to refresh the console screen.

PressEnter in both the Username and¥3aord fields.You will be given access to the command proD@S-3600:4#shown
below:

There is no initial username or password. leetie Username and Password fields blank.

DRE-MAGE Gigabit [tharnat Switch
Carveione] Line Tnterfacs

] ‘:i.'lrﬂ-:rl:"'. Biild ?:25'335 .
| Coonarrgh LISy 286870 O-Link Corpecalion. ALL riably resereed.
| LhserMame :
FPasublord:

| IE-202 G 00

Figure 4- 2. Command Prompt

NOTE: The first user automatically gets Administrator level privileges. It is recommended to
create at least one Admin-level user account for the Switch.

Password Protection

The Switch does not have a default user name and password. @eefiodt tasks when settings up the Switch is to create user
accounts. Once logged in usiagpredefined administrator-level user namesrsiswill have privileged access to the Switch's
management software.

After your initial login, define new pas®rds for both default userames to prevent unauthorized access to the Switch, and
record the passwords for future reference.

To create an administrator-level accofor the Switch, follow these steps:

x  Atthe CLI login prompt, entegsreate account adminfollowed by the<user name>and press the Enter key.
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x  The switch will then prompt the user for a password. Typ&plassword>used for the administrator account being
created and press the Enter key.

x  Again, the user will be prompted to enter the same pasisagain to verify it. Type the same password and press
the Enter key.

x  Successful creation of the new administratooaat will be verified by a Success message.

up to 15 characters in length.

!.l NOTE: Passwords are case sensitive. User names and passwords can be

The sample below illustrates a successfeation of a new administrattevel account with the user name "newmanager".

DGS-3600:44#create account admin newmanager
Command: create account admin newmanager

Enter a case-sensitive new password:**+*x**x
Enter the new password again for confirmation:*****xxx

Success.

DGS-3600:4#

;"-.__ NOTICE: CLI configuration commands only modify the running configuration file

' and are not saved when the Switch is rebooted. To save all your configuration

- changes in nonvolatile storage, you must use the save command to copy the
d % running configuration file to the startup configuration.

SNMP Settings

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designeétalheddr managing and
monitoring network devices. SNMP enables network managemdionstéo read and modify the settings of gateways, routers,
switches, and other network devices. Use SNMP to configure system features for proper operation, monit@mpe and
detect potential problems in t&avitch, switch group or network.

Managed devices that support SNMP include software (referred to as an agent), whicbaliynen the device. A defined sdt o
variables (managed objects) is maintaitgdthe SNMP agent and used to manage the device. These objects are defined in
Management Information Base (MIB), which provides a standard presentation ofdimaition controlled by the on-board
SNMP agent. SNMP defines both the format of the MIB specifications and tleeqrased to access this information over the
network.

The DGS-3600 Seriesipports SNMP versions 1, 2¢, and 3. You can spadifgh version of SNMP you want to use to monitor
and control the Switch. The three versions of SNMP vary in the level of security provided betweenafemeat station and
the network device.

In SNMP v.1 and v.2, user tagentication is accomplished usitopmmunity stringswhich function like passwords. The remote
user SNMP application and the Switch SNMP must use the same community string. SNMP packaty ftation that has not
been authenticatedeaignored (dropped).

The default community strings for the Switch us@dSNMP v.1 and v.fnhanagement access are:
x  public - Allows authorized management stations to retrieve MIB objects.
x  private - Allows authorized management stations to retrieve and modify MIB objects.

SNMP v.3 uses a more sophisticated autbatiin process that is separated into twadspd he first part is to maintain atlisf
users and their attributes that are allowed to act as SNMBgees. The second part describes what each user on that tist can
as an SNMP manager.

The Switch allows groups of users to be listed and configuredanstiared set of privileges. The SNMP version may also be set
for a listed group of SNMP managers. Thus, you may create a group of SNMP managers thavedeta@lview read-only
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information or receive traps using SNMP while assigning a higher level of securityanother grouggranting read/write [pri-
leges using SNMP v.3.

Using SNMP v.3 individual users or groups of SNMP managers can be allowed to perform oritteddsbm performing
specific SNMP management functions. The functions allowedestricted are defined usginthe Object Identifier (OID)
associated with a specific MIB. An additial layer of security is available f@NMP v.3 in that SNMP messages may be
encrypted. To read more about how to configure SNNRBettings for the Switch read the section entitled Management.

Traps

Traps are messages that alert network peedoof events that occur ahe Switch. The events can be as serious as a reboot
(someone accidentally turned OFF the Switdr less serious like a port statusaehe. The Switch generates traps and sends
them to the trap recipient (or network manager). Typical iraggde trap messages for Authentication Failure, Topology Ghang
and Broadcast\Multicast Storm.

MIBs

The Switch in the Management Information Base (MIB) stores management and counter information. téiheusasi the
standard MIB-Il Management Information Base module. Consequently, values for MIB objectsreaiebed from any SNMP-
based network management software. In addition to the standard MIB-II, the Switch also supportpiepoetary enterprise
MIB as an extended Management Information Base. SpecifyiniglifRegObject Identifier may alsoetrieve the proprietary MIB.
MIB values can be either read-only or read-write.

IP Address Assignment

Each Switch must be assigned its own IP Address, which is used for communication witMBm&Mork manager or other
TCP/IP application (for example BOOTP, TFTP). The Switch's default IP address is 10.90.90.90. You canhehdefpeilt
Switch IP address to meet the specification of your networking address scheme.

The Switch is also assigned a unique MAC address by theyfadiois MAC address cannot be changed, and can be found by
entering the command "show switch" into twenmand line interface, as shown below.

FGAE-002Th: SHehnw switeh
Comrpand: show switch
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Figure 4- 3. Show switch command
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The Switch's MAC address can also be found from the Web management prograndwitchdnformation (Basic Settings)
window on theConfiguration menu.

The IP address for the Switch must be set before it can be managed with the Webarvesgt.riithe Switch IP address can be
automatically set using BOOTP or DHCP protocols, in which case the actual address assigned to the Switch must be known.

The IP address may be set using the Command Lindgdoge(CLI) over the conselserial port as follows:
Starting at the command line prompt, enter the commands
config ipif System ipaddress XXX.XXX.XXX.XXX/YYY.yYY.yyy.yyy

Where the x's represent the IP address to be assigned to the IP interface namedn8ysteny'srepresent the corresponding
subnet mask.

Alternatively, you can enteconfig ipif System ipaddress xxx.xxx.xxxX.xxx/zWhere the x's represent the IP address to be
assigned to the IP interface named System and the z repitaseatsresponding number sdibnets in CIDR notation.

The IP interface named System on the Switch can be assigri@daatiress and subnet mask, and then be used to connect a
management station to the Switch's Telnet or Web-based management agent.

O F608 Aol 1o apil Syslem spaddress LH 23,139 654235 8.8
Comnarel: conlia ipil Seslen spaddress IH 03, L3 678

Arans.

NE=EAE

Figure 4- 4. Assigning the Switch an IP Address

In the above example, the Switch was assigaetP address of 10.53.13.65 with a submask of 255.0.0.0. The user may also
use the CIDR form to set the addr¢$6.53.13.65/8). The system mess&gecessndicates that the command was executed
successfully. The Switch can now be configured and managddaInet and the CLI or aithe Web-based management.
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Section 5

Web-based Switch Configuration

Introduction
Login to Web manager
Web-Based User Interface

Web Pages

Introduction

All software functions of the Switch can be managed, configured and monitorde \@anbedded web-based (HTML) interface.

The Switch can be managed from remote stations anywhere on the network through d btamdaar such as Opera, Netscape
Navigator/Communicator, or Miosoft Internet Explorer. The browser actsaasiniversal access tool and can communicate
directly with the Switch using the HTTP protocol.

The Web-based management module andQbesole program (and Telt) are different ways to access the same internal
switching software and configure it. Thus, all settings encouhfaraveb-based management are the same as those found in the
console program.

Login to Web Manager

To begin managing the Switch, simply run the browser you have installed on your computer aitdtgadive IP address you
have defined for the device. The URL in the address bar should read something like: http://123.123.123.123, where the num
123 represent the IP address of the Switch.

NOTE: The Factory default IP address for the Switch is 10.90.90.90.

This opens the management module's user authentication window, as seen below.
i
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Figure 5- 1. Enter Network Password window

Leave both the User Nanfield and the Passwoffield blank and clickOK. This will open the Web-based user interface. The
Switch management features available in the web-based manager are explained below.
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Web-based User Interface

The user interface provides access to various Switch configu@idrmanagement screens, allows you to view performance
statistics, and permits you to graphically monitor the system status.

Areas of the User Interface

The figure below shows the user interfaEle user interface is divided into threstitict areas as described in the table.
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Figure 5- 2. Main Web-Manager page
Area Function
Area 1 Select the menu or window to be displayed. The folder icons can be opened to display the hyper-
linked menu buttons and subfolders contained within them. Click the D-Link logo to go to the D-Link
website.
Area 2 Presents a graphical near real-time image of the front panel of the Switch. This area displays the

Switch's ports and expansion modules, showing port activity, duplex mode, or flow control,
depending on the specified mode.

Various areas of the graphic can be selected for performing management functions, including port
configuration.

Area 3 Presents switch information based on your selection and the entry of configuration data.

NOTICE: Any changes made to the Switch configuration during the current
session must be saved in the Save Changes web menu (explained below)
or use the command line interface (CLI) command save.
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Web Pages

When you connect to the management mode of the Switch with a web browser, a login widtphajed. Enter a user name
and password to access the Switch's management mode.

Below is a list and description of the méatders available in the web interface:

Administration — Contains windows concerning configuring the basic functions of the Switch, including Ddeicedtion, IP
Address, Port Configuration, User Accounts, Port Mirroring, System Log, System SeveribgsSeBNTP Settings, MAC
Notification Settings, TFTP Services, File System Servicasy Hiest, IPv6 Neighbor, DHCP Auto Configuration, SNMP
Manager, IP-MAC-Port Binding, sFlow and Single IP Management Settings.

Layer 2 Features— Contains windows concerning Layer 2 features of the Switch, including VLAN, Trunking? I&Moping,
MLD Snooping, Spanning Tree and Forwarding & Filtering.

Layer 3 Features— A discussion of Layer 3 features of the Switititluding Interface SettingsViID5 Key Settings, Route
Redistribution Settings, Static/Default Route Settings, RowgfeRmnce Settings, Static ARP Settings, Policy Route SetfiBs,
OSPF, DCHP/BOOTP Relay, DNS RelayRRP and IP Multicast Routing Protocol.

QoS - Contains windows concerning Bandwidth Control, QoS Scheduling Mechanism, QoS Sxltpduling, 802.1p Default
Priority and 802.1p User Priority.

ACL — Contains the window for Time Range, Access Redfible, ACL Flow Meter and CPU Interface Filtering.

Security — Contains windows for Traffic ControRort Security, 802.1X, Trust Hod/eb Authentication, Trust Host, Access
Authentication Control, Safeguard Engine, Traffic Segmentation, SSL and SSH.

Monitoring — Contains windows for Device Status, Module InformatiGRU Utilization, Port Utilization, Packets, Errors,

Packet Size, Browse Router Port, Browse MLD Router RN Status, Port Access Control, MAC Address Table, IGMP
Snooping Group, MLD Snooping Group,ate Route, IGMP Snooping Forwarding, BliSnooping Forwarding, IP Forwarding

Table, Browse Routing Table, Browse IP Multicast Forwardingé,&Browse IP Multicast Intesite Table, Browse IGMP Group

Table, DVMRP Monitor, PIM Monitor, OSPF Monitdswitch Logs, Browse ARP Tde and Session Table.

Switch Maintenance— Contains information regarding Reset System, Reboot, Logout and Save Services.

Accounts menu before connecting the Switch to the greater network.

?1 NOTE: Be sure to configure the user name and password in the User
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Section 6

Administration

Device Information (DGS-3600 Web Management Tool)
Stacking

Port Configuration

User Accounts

Port Mirroring

System Log

System Severity Settings
SNTP Settings

MAC Notification Settings
TFTP Services

File System Services
Ping Test

IPv6 Neighbor

DHCP Auto Configuration
SNMP Manager
IP-MA-Port Binding
sFlow

Single IP Management Setting
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Device Information

ENIZE oo

The Device Information window contains the main settings |[
for all major functions for the Switch and appears
automatically when you log on. To return to tBevice
Information  window, click the DGS-3600 Web
Management Tool folder. The Device Information windo
shows the Switch’sMAC Address (assigned by the factpr
and unchangeable), tB®ot PROM, Firmware Version, ard
Hardware Version. This information is helpful to keep tiac
of PROM and firmware updates and to obtain the Switch
MAC address for entry into another network device's addregg
table, if necessary. The user may also ent8ystem Name :
System Locationand System Contactto aid in defining the
Switch, to the user's prefemn In addition, this scree |
displays the status of functions on the Switch to quickly asse
their current global status. Some Functions are hyper-linked
their configuration window for easy access from the Devic
Information window.
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Figure 6- 1. Device Informatio n window

The fields that can be cagfired are described below:

Parameter

Description

System Name

Enter a system name for the Switch, if so desired. This name will identify it in the Switch
network.

System Location

Enter the location of the Switch, if so desired.

System Contact

Enter a contact name for the Switch, if so desired.

Serial Port Auto
Logout Time

Select the logout time used for the console interface. This automatically logs the user out after
an idle period of time, as defined. Choose from the following options: 2 Minutes, 5 Minutes, 10
Minutes, 15 Minutes or Never. The default setting is 10 minutes.

Serial Baud Rate

This field specifies the baud rate for the serial port on the Switch. There are four possible
baud rates to choose from, 9600, 19200, 38400 and 115200. For a connection to the Switch
using the CLI interface, the baud rate must be set to 115200, which is the default setting.

MAC Address
Aging Time

This field specifies the length of time a learned MAC Address will remain in the forwarding
table without being accessed (that is, how long a learned MAC Address is allowed to remain
idle). To change this, type in a different value representing the MAC address age-out time in
seconds. The MAC Address Aging Time can be set to any value between 10 and 1,000,000
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seconds. The default setting is 300 seconds.

IGMP Snooping

To enable system-wide IGMP Snooping capability select Enabled. IGMP snooping is Disabled
by default. Enabling IGMP snooping allows you to specify use of a multicast router only (see
below). To configure IGMP Snooping for individual VLANS, use the IGMP Snooping located
in the IGMP Snooping folder contained in the L2 Features folder.

IGMP Multicast
Router Only

This field specifies that the Switch should only forward all multicast traffic to a multicast-
enabled router, if enabled. Otherwise, the Switch will forward all multicast traffic to any IP
router. The default is Disabled.

MLD Snooping

To enable system-wide MLD Snooping capability select Enabled. MLD snooping is Disabled
by default. Enabling MLD snooping allows you to specify use of a multicast router only (see
below). To configure MLD Snooping for individual VLANSs, use the MLD Snooping window
under the MLD Snooping folder.

MLD Multicast
Router Only

This field specifies that the Switch should only forward all multicast traffic to a multicast-
enabled router, if enabled. Otherwise, the Switch will forward all multicast traffic to any IP
router. The default is Disabled.

GVRP Status

Use this pull-down menu to enable or disable GVRP on the Switch.

Telnet Status

Telnet configuration is Enabled by default. If you do not want to allow configuration of the
system through Telnet choose Disabled.

Telnet TCP Port
Number (1-65535)

The TCP port number. TCP ports are numbered between 1 and 65535. The "well-known" TCP
port for the Telnet protocol is 23.

Web Status

Web-based management is Enabled by default. If you choose to disable this by selecting
Disabled, you will lose the ability to configure the system through the web interface as soon as
these settings are applied.

Web TCP Port
Number (1-65535)

The web (GUI) port nhumber. TCP ports are numbered between 1 and 65535. The "well-
known" TCP port for the Web protocol is 80.

RMON Status

Remote monitoring (RMON) of the Switch is Enabled or Disabled here.

Link Aggregation
Algorithm

The algorithm that the Switch uses to balance the load across the ports that make up the port
trunk group is defined by this definition. Choose MAC Source, MAC Destination, MAC Src &
Dest, IP Source, IP Destination or IP Src & Dest (See the Link Aggregation section of this
manual).

Switch 802.1X

MAC Address may enable by port or the Switch’s 802.1X function; the default is Disabled.
This field must be enabled to view and configure certain windows for 802.1X. More
information regarding 802.1X, its functions and implementation can be found later in this
section, under the Port Access Entity folder.

Port-Based 802.1X specifies that ports configured for 802.1X are initialized based on the port
number only and are subject to any authorization parameters configured.

MAC-based Authorization specifies that ports configured for 802.1X are initialized based on
the port number and the MAC address of the computer being authorized and are then subject
to any authorization parameters configured.

Auth Protocol

The 802.1X authentication protocol on the Switch is set to RADIUS Eap and cannot be
altered.

HOL Prevention

If this option is enabled it prevents the forwarding of data to a port that is blocked. Traffic that
would normally be sent to the buffer memory of the Switch’'s TX queue is dropped so that
memory usage is conserved and performance across all ports remains high.

Jumbo Frame

This field will enable or disable the Jumbo Frame function on the Switch. The default is
Disabled. When enabled, jumbo frames (frames larger than the Ethernet frame size of 1536
bytes) of up to 9220 bytes (tagged) can be transmitted by the Switch.

Syslog State

Enables or disables Syslog State; default is Disabled.

ARP Aging Time (0-
65535)

The user may globally set the maximum amount of time, in minutes, that an Address
Resolution Protocol (ARP) entry can remain in the Switch’'s ARP table, without being
accessed, before it is dropped from the table. The value may be set in the range of 0 to 65535
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minutes with a default setting of 20 minutes.

DVMRP State

The user may globally enable or disable the Distance Vector Multicast Routing Protocol
(DVMRP) function by using the pull down menu.

PIM-DM State The user may globally enable or disable the Protocol Independent Multicast - Dense Mode
(PIM-DM) function by using the pull down menu.

RIP State The user may globally enable or disable the Routing Information Protocol (RIP) function by
using the pull down menu.

OSPF State The user may globally enable or disable the Open Shortest Path first (OSPF) function by

using the pull down menu.

Click Apply to implement changes made.
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Stacking

From firmware release v2.00 of this Switch, the xStack DGS-3600 Series now supports switch stacking, where a set of twe
switches can be combined to be managedr®y IP address through Telnet, the GUi¢iface (web), the console port or through
SNMP. Each switch of this seribas either two or three stacking slots locatethe@trear of the device, which can be useddd
10-gigabit DEM-410CX or DEM-410X stacking modules, sold separately. After atltiisg stacking ports, the user may connect
these ports together using copper or fiber stacking cables (also sold separatayfitnanpossible topologies.

Duplex Chain — As shown in Figure 6-2, The Duplex Chain topology stacks switches together in armh&amdiat. Using this
method, data transfer is only possibleoime direction and if there is a break ir tthain, then data transfer will obvioudlg
affected.

Duplex Ring — As shown in Figure 6-3, the Duplex Ring stacks switches in a ring or circle forrag¢ déita can be transferred
in two directions. This topology is very resilient due to thet that if there is a break the ring, data can still be trsfierred
through the stacking cablestiveen switches in the stack.
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Figure 6- 2. Switches stacked in a Duplex Chain Figure 6- 3. Switches stacked in a Duplex Ring

Within each of these topologies, each switch plays a role iSwhteh stack. These roles can $et by the user per individua
Switch, or if desired, can be automatically determined kystitch stack. Three possible ®lexist when stacking with the
xStack DGS-3600 series.

NOTE: Only ports 26 and 27 of the DGS-3627 support stacking. Port
25 cannot be used for stacking, and is to be used only as a 10-
Gigabit uplink port.

Primary Master — The Primary Master is the leader of the stackilltmaintain normal operations, monitor operations and the
running topology of the Stack. This switelill also assign Stack Unit IDs, synchronize configurations and transmit commands to
remaining switches in the switch stack. Th@mary Master can be manually set by assigning this Switch the highest priority (a
lower number denotes a higher priority) before physically ad#mgrthhe stack, or it can be determined automatically by ek st
through an election process which determines the lowest MAC address and then will assigncthatsstivie Primary Master, if

all priorities are the same. The Primary reastre physically displayed by the seven segment LED to the far right on the front
panel of the switch whereithLED will flash between its given Box ID and ‘H'.

Backup Master — The Backup Master is the backup to the Primary Maatet will take over the functions of the Primary Master
if the Primary Master fails or is removed from the Stack. It atemitors the status of neighboring switches in the stack, wil
perform commands assigned to it by the RrynMaster and will monitor the runningasis of the Primary Master. The Backup
Master can be set by the user by assigning this Switch the second highest priority beforeyphgsemabling the stack, drdan
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be determined automatically by the stéatough an election process which determitiessecond lowest MAC address and then
will assign that switch as the Backup Master, if all priorities are the same.

Slave— Slave switches constitute the rest @&f $witch stack and although not Primary acBup Masters, they can be placed into
these roles when these other two roles fail or are removed from the stack. Slave switches perform operations requested b
master, monitor the status of neighbor switches in the stactharsack topology and adheretbhe Backup Master's commands
once it becomes a Primary Master. Slave switches will do a self-check to deteriniseidf become the Backup Master if the
Backup Master is promoted to the Prima&fgster, or if the Backup Master fails @ removed from the switch stack. If both
Primary and Backup masters fail, or armowed from the Switch stack, it will determine if it is to become the Primary Master.
These roles will be determined, first by priority ahthe priority is the same, the lowest MAC address.

Once switches have been assembled in the topology desiteé bger and powered on, thackt will undergo three processes
until it reaches a functioning state.

Initialization State — This is the first state of the stack, where the runtime codes are set and initialized and the system conduct
peripheral diagnosis to determine eachuiittlial switch is functioning properly.

Master Election State— Once the codes are loaded and initialized, the stdickndergo the Master Ettion State where it will
discover the type of topology used, ele&ramary Master and then a Backup Master.

Synchronization State— Once the Primary Master and the Backup Master haga established, the Primary Master will assign
Stacking Unit IDs to switches in the stack, synchronize cordtgns for all switches and then transmit commands to thefrest
the switches based on the users camfijons of the Primary Master.

Once these steps have been completed, the switch stack will enter a normal operating mode.

Stack Switch Swapping

The stacking feature of the xStack DG2B6&upports “hot swapping” of switches in and out of the running stack. Users may
remove or add switches to the stack without powering down or largely affecting the todirsfer between switches in theckta
with a few minor provisions.

When switches are “hot inserted” into the running stack, thesmetgh may take on the Backup Btar or Slave role, depending

on configurations set on the newly added switch, such as configured priority or MAC adtiessew device will not be the
Primary Master, if adding one switch at a time to the Stack. Yet, if adding two stacks together that have both previous
undergone the election process, and tloeeeboth have a Primary Master and akgcmaster, a new Primary Master will be
elected from one of the already existing Priynistasters, based on priority or MAC adds. This Primary Maer will take over

all of the Primary Master’s roles for all new switches that wereinserted. This process is done using discovery packets tha
circulate through the switch stack every 1.5 secomdisthe discovery process has been completed.

The “hot remove” action means removing a device from the stadk the stack is still running. The hot removal is detected by
the stack when it fails to receive heartbpatkets during its specified interval frardevice, or when one of the stackirgtp
links is down. Once the device has been removed, the remaining switches will update their stacking tafailagg tb reflect
the change. Any one of thhree roles, Primary Mast, Backup Master or Slave, may teenoved from the stack, yet different
processes occur for each specific device removal.

If a Slave device has been removed, them&ry Master will inform otheswitches of the hot remove of this device through the
use of unit leave messages. Switches in the stack will clearottfegurations of the unit removed, and dynamically learned
databases, such as ARMHI| be cleared as well.

If the Backup Master has been hot removed, a new BackugteMwill be chosen through the election process previously
described. Switches in the stack will clear the configurationtheofunit removed, and dynamically learned databases, such as
ARP, will be cleared as well. ThenethBackup Master will begin backing upetiPrimary Master when the database
synchronization has been completed by the stack.

If the Primary Master is removed, thed®ap Master will assume the Primary Mastette and a new Backup Master will be
chosen using the election process. Switches in the stack willtiskeaonfigurations of the unit removed, and dynamicallgnks
databases, such as ARP, will be cleamsdvell. The new Primary Master will inlitethe MAC and IP address of the previous
Primary Master to avoid conflict wiithh the stack and the network itself.

If both the Primary Master and the Backup Master are remdéive@lection process is immediately processed and a new Primary
Master and Backup Master is determined. Switches in the stiktlclear the configurations of the units removed, and
dynamically learned databases, such as ARP, will be cleared as well. Static switch configstiitrensain in the databasd

the remaining switches in the stack and those functions will not be affected.
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NOTE: If there is a Box ID conflict when the stack is in the discovery phase, the device
will enter a special standalone topology mode. Users can only get device information,
configure Box IDs, save and reboot. All stacking ports will be disabled and an error
message will be produced on the local console port of each device in the stack. Users
must reconfigure Box IDs and reboot the stack.

Stacking Mode Settings

To begin the stacking process, users must first enable this device for stacking byhesiolipwing window. To view this
window, open the Administration folder and cliSkacking > Mode Settings

Stacking Mode Settings

Stacking State IEnabIed vi

Apply j

Figure 6- 4. Stacking Mode Settings window

Use the pull-down menu, choose Enabled and click Apply to allow stacking of thehSwit

Box Information

The Box Information screen is found in thé&dministration folder under the headin§tacking. This window is used to
configure stacking parameters associated with all switcheeirStack DGS-3600 Series. The user may configure parameters
such as box ID, box priority and pre-assigning modedegato switches to be entered into the switch stack.

Cwrrvent Box ID I i

oy [

Apply |

Figure 6- 5. Box Information Configuration window

Parameter Description
Current Box ID The Box ID of the switch in the stack to be configured.
New Box ID The new box ID of the selected switch in the stack that was selected in the Current Box ID field.

The user may choose any number between 1 and 12 to identify the switch in the switch stack.
Auto will automatically assign a box number to the switch in the switch stack.

Priority Displays the priority ID of the Switch. The lower the number, the higher the priority. The box
(switch) with the lowest priority number in the stack is the Primary Master switch. The Primary
Master switch will be used to configure applications of the switch stack.

Information configured in this screen is found in khenitoring folder undeiStack Information.

physically save it using the Web GUI or the CLI.

?,I NOTE: Configured box priority settings will not be implemented until users

IP Interface Setup

Each VLAN must be configured prior to setting the VLAN's corresponding IP interface.
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An example is presented below:

VLAN Name VID Switch Ports

System (default) 1 5,6,7,8,21, 22,23, 24
Engineer 2 9,10, 11,12

Marketing 3 13, 14, 15, 16

Finance 4 17,18, 19, 20

Sales 5 1,234

Backbone 6 2526

Table 6- 1. VLAN Example - Assigned Ports

In this case, six IP interfaces are requireal,a CIDR notation of 10230.0/11 (or a 11-bit) addssing scheme will work. Thi
addressing scheme will give a subnet mask of 111111100000.00000000.00000000 (binany)255.224.0.0 (decimal).

Using a 10.xxx.xxx.xxx |P address notation, the above example would give six network addressesuaneétsix s

Any IP address from the allowed range ofalidresses for each subnet can be chosan #3 address for an IP interface on the
switch.

For this example, we have chosen the next IP address #fie network address foethP interface’s IP Address:

VLAN Name VID Network Number IP Address
System (default) 1 10.32.0.0 10.32.0.1
Engineer 2 10.64.0.0 10.64.0.1
Marketing 3 10.96.0.0 10.96.0.1
Finance 4 10.128.0.0 10.128.0.1
Sales 5 10.160.0.0 10.160.0.1
Backbone 6 10.192.0.0 10.192.0.1

Table 6- 2. VLAN Example - Assigned IP Interfaces

The six IP interfaces, each with an IP address (listed inbleedhove), and a subnet mask66.224.0.0 can be enteredainhe
Setup IP Interfacewindow.
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Port Configuration

This section contains information for configuring various attributes and properties fadiradiphysical ports, including pio
speed and flow control.

Port Settings

Click Administration > Port Configuration > Port Settingsto display the following window:
To configure switch ports:
1. Choose the port or sequential range of ports using the From...To... port paolkusws.

2. Use the remaining pull-down menus to configure the parameters described below:
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Figure 6- 6. Port Configuration window

The following parameters can be configured:
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Parameter

Description

From.... To

Use the pull-down menus to select the port or range of ports to be configured.

State

Toggle this field to either enable or disable a given port or group of ports.

Speed/Duplex

Toggle the Speed/Duplex field to either select the speed and duplex/half-duplex state of the
port. Auto denotes auto-negotiation between 10 and 100 Mbps devices, in full- or half-duplex.
The Auto setting allows the port to automatically determine the fastest settings the device the
port is connected to can handle, and then to use those settings. The other options are Auto,
10M/Half, 10M/Full, 100M/Half and 100M/Full, 1000M/Full_M and 1000M/Full_S. There is no
automatic adjustment of port settings with any option other than Auto.

The Switch allows the user to configure two types of gigabit connections; 1000M/Full_M and
1000M/Full_S. Gigabit connections only support full duplex connections and take on certain
characteristics that are different from the other choices listed.

The 1000M/Full_M (master) and 1000M/Full_S (slave) parameters refer to connections running
a 1000BASE-T cable for connection between the Switch port and other device capable of a
gigabit connection. The master setting (L000M/Full_M) will allow the port to advertise capabilities
related to duplex, speed and physical layer type. The master setting will also determine the
master and slave relationship between the two connected physical layers. This relationship is
necessary for establishing the timing control between the two physical layers. The timing control
is set on a master physical layer by a local source. The slave setting (L000M/Full_S) uses loop
timing, where the timing comes form a data stream received from the master. If one connection
is set for 1000M/Full_M, the other side of the connection must be set for 1000M/Full_S. Any
other configuration will result in a link down status for both ports.

Flow Control

Displays the flow control scheme used for the various port configurations. Ports configured for
full-duplex use 802.3x flow control, half-duplex ports use backpressure flow control, and Auto
ports use an automatic selection of the two. The default is Disabled.

Learning

Enable or disable MAC address learning for the selected ports. When Enabled, destination and
source MAC addresses are automatically listed in the forwarding table. When learning is Dis-
abled, MAC addresses must be manually entered into the forwarding table. This is sometimes
done for security or efficiency. See the section on Forwarding/Filtering for information on
entering MAC addresses into the forwarding table. The default setting is Enabled.

Medium Type

This applies only to the Combo ports. If configuring the Combo ports this defines the type of
transport medium used. SFP ports should be set at Fiber and the Combo 1000BASE-T ports
should be set at Copper.

Click Apply to implement the new settings on the Switch.
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Port Error Disabled

The following window will display the information about ports thate had their connection status disabled, for reasonsasuch
STP loopback detection or link down status. To view this window, Blak Configuration > Port Error Disabled.

Faort Error Disabled Table

: Slale Comueclion .E.EHJI:IIL
ol Enakbiled Err-Dhizazled FIPLET
T Enahled Err-Imsaslad =1F LED
47 Exuakiliz Exr-Dizazled ST LET

Figure 6- 7. Port Error Disabled window

The following parameters are displayed:

Parameter Description
Port Displays the port that has been error disabled.
Port State Describes the current running state of the port, whether Enabled or Disabled.
Connection Status This field will read the uplink status of the individual ports, whether enabled or Disabled.
Reason Describes the reason why the port has been error-disabled, such as a STP loopback
occurrence.
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Port Description

The Switch supports a port description feature wher

the user may name various ports on the Switch. Tgg

assign names to various ports, clis#tministration >
Port Configuration > Port Description to view the
following window:

Use theFrom andTo pull down menu to choose a por
or range of ports to describe, and then erder
description of the port(s). ClickApply to set the
descriptions in th@ort Description Table.

The Medium Type applies only to the Combo ports. |

configuring the Combo ports this defines the tyfe ol"

transport medium used. SFP ports should be nondinatg
Fiber and the Combo 1000BASE-T ports should be

nominatedCopper The result will be displayed in the |*

appropriate switch port number sl@ for copper ports
andF for fiber ports).
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Figure 6- 8. Port Description window
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User Accounts

Use the User Account Managementwindow to control user privileges. To view existing User Accounts, open the

Administration folder and click on thé&ser Accountslink. This will open theJser Account Managementwindow, as shown
below.

User Accounts

Treren Hudenics bodiby |

User Name [Access Hight

Figure 6- 9. User Accounts window

To add a new user, click on tAeld button. To modify or delete an existing user, click onMoelify button for that user.

User Account &dd Table

Mew Passwurd

Confirm Mew Passwornd

Arcass Hight

APy |

Shawe Al TTaor Sooeumnt Enbyize

Figure 6- 10. User Accounts Add Table window

Add a new user by typing in a User Name, and New Password and retype the same password in the Confirm New Passw
Choose the level of privilegé&@minor User)from the Access Right drop-down menu.

Uzer &ccount Modify Table

Ueer I¥amea

Qld Passemnrd

My Pacosanrd

Confiom [Newr Fasevword

ooty | v |

Show Al Tser fcc ot Entes

Figure 6- 11. User Accounts Modify Table window

Modify or delete an existing user account in th&er Account Modify Table To delete the user account, click on belete

button. To change the password, type inNlesv Passwordnd retype it in th€onfirm New Passwordntry field. The level of
privilege @Adminor User) can be viewed in th&ccess Righffield.
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Port Mirroring

The Switch allows you to copy frames transmitted and receivedoort and redirect the copies @anmother port. You can attaeh
monitoring device to the mirrored port, such as a sniffer or an RMON probe, to view details alpaktts passing throughet
first port. This is useful for network monitog and troubleshooting purposes. To view Bwet Mirroring window, click Port
Mirroring in theAdministration folder.

Fort Mirroring
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Figure 6- 12. Port Mirroring window
To configure a mirror port:

1. Select theSource Port from where you want ¢opy frames and the Target Port, which receives the copies from the
source port.
2. Select the Source Ditgan, Ingress, Egress, or Both and change the Sfatpsdown menu t&nabled
3. Click Apply to let the changes take effect.
L’ NOTE: You cannot mirror a fast port onto a slower port. For example, if you try to mirror the
% traffic from a 100 Mbps port onto a 10 Mbps port, this can cause throughput problems. The port
"«f*ﬁ you are copying frames from should always support an equal or lower speed than the port to

.\4 which you are sending the copies. Also, the target port for the mirroring cannot be a member of
a trunk group. Please note a target port and a source port cannot be the same port.
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System Log Settings

The Switch can send Syslog messages to up to four designated servers uSiyseireLog Server In the Administration
folder, click System Log Settingsto view the window shown below.

el

System Log Host
1 ATL

101.2.3 Locald 514 Enabled ~ Modify | X

Figure 6- 13. System Log Host window

The parameters configured for adding and edifiggtem Log Serveisettings are the same. See the table below for a description.

Configure System Log Server-Add

.

]

i ILDcaID Vi

!514
|Disab|ed '1

Apply I

Show All Svstem Log Servers

Figure 6- 14. Configure System Log Server — Add window

The following parameters can be set:

Parameter Description

Index Syslog server settings index (1-4).

Server IP The IP address of the Syslog server.

Severity This drop-down menu allows you to select the level of messages that will be sent. The options

are Warning, Informational, and All.

Facility Some of the operating system daemons and processes have been assigned Facility values.
Processes and daemons that have not been explicitly assigned a Facility may use any of the
"local use" facilities or they may use the "user-level" Facility. Those Facilities that have been
designated are shown in the following: Bold font indicates the facility values that the Switch is
currently employing.

Numerical Facility

Code

0 kernel messages

user-level messages

mail system

system daemons

security/authorization messages

messages generated internally by syslog line printer subsystem

D 01~ WN P

network news subsystem

39



7 UUCP subsystem

8 clock daemon

9 security/authorization messages

10 FTP daemon

11 NTP subsystem

12 log audit

13 log alert

14 clock daemon

15 local use 0 (local0)

16 local use 1 (locall)

17 local use 2 (local2)

18 local use 3 (local3)

19 local use 4 (local4)

20 local use 5 (local5)

21 local use 6 (local6)

22 local use 7 (local7)
UDP Port (514 or | Type the UDP port number used for sending Syslog messages. The default is 514.
6000-65535)
Status Choose Enabled or Disabled to activate or deactivate.

oy [
e |
T —

4 or 6000-65535)

Apply I

chow Al Swstem Loz Servers

Figure 6- 15. Configure System Log Server— Edit window

To set the System Log Server configuration, cikgply. To delete an entry from th&ystem Log Hostwindow, click the
corresponding under the Deletbeading of the entry to delete. To return to Slystem Log Hostwindow, click theShow All
System Log Servers link

System Log Save Mode Settings

The System Log Save Mode Settinggindow may be used to choose a method for which to save the switch log to the flash
memory of the Switch. To view this window, open th@ministration folder and then cliciSystem Log > System Log Save

Mode Settings.
System Log Save Mode Settings
Save Mode [On Demand =] i Ifinate(s)

AppIyJ oawe Log Now ‘

Figure 6- 16. System Log Save Mode Settings

Use the pull-down menu to choose the method for saving the switch log to the Fastyn¥he user has three options:
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Time Interval — Users who choose this method can configure a timev@itey which the switch will save the log files, in the
box adjacent to this configuration fielThe user may set a time betwdeamd65535minutes. The default setting is one minute.

On Demand- Users who choose this method will only save log files when they manually tell the Switch to do so, (&g the
Servicesfolder under th&ave Changedink.

On Trigger — Users who choose this method will have log files savétet&witch every time a log event occurs on the Switch.

The default setting i©®n Demand Click Apply to save changes made. Click Save Log Now to immediately save log files
currently on the switch.

System Severity Settings

The Switch can be configured to allow alerts be logged or semtrap to an SNMP agent orthoThe level at which the alert
triggers either a log entry artrap message can be set as well. Use the System Severity Settings menu to set the eliéetsa for
The current settings are displayed below the Settings menu. Kdthanistration folder, click System Severity Settingsto
view the window shown below.

System Severity Settings
system Severity Itrap *l

Sseverity Level i ctitical - i

Apply !

System Severity Table

system Severity Log

system Severity Trap

Figure 6- 17. System Severity Settings window

Use the drop-down menus to configure the parameters described below.

Parameter Description

System Severity Choose how the alerts are used from the drop-down menu. Select log to send the alert of the
Severity Type configured to the Switch’s log for analysis. Choose trap to send it to an SNMP
agent for analysis. Select all to send the chosen alert type to an SNMP agent and the
Switch’s log for analysis.

Severity Level Choose what level of alert will trigger sending the log entry or trap message as defined by the
Severity Name. Select critical to send only critical events to the Switch’s log or SNMP agent.
Choose warning to send critical and warning events to the Switch’s log or SNMP agent.
Select information to send informational, warning and critical events to the Switch’s log or
SNMP agent.

Click Apply to implement the new System Severity Settings.
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SNTP Settings

Time Settings

To configure the time settings for the Switch, openAteministration folder. Then theSNTP Settingsfolder and click on the
Time Settingslink, revealing the following window for the user to configure.

ime Settings-Current Time

Sy stem oot Thne 12 Jun 2008 14.06:10
Carrent Time 12 Jun 2006 16:14:39
Tivne Soarce System Clock

Lone im HH BN M

Figure 6- 18. Time Settings window

The following parameters can be set or are displayed:

Parameter Description
Current Time
System Boot Time Displays the time when the Switch was initially started for this session.
Current Time Displays the Current Time set on the Switch.
Time Source Displays the time source for the system.
SNTP Settings
SNTP State Use this pull-down menu to Enabled or Disabled SNTP.
SNTP Primary Server | This is the IP address of the primary server the SNTP information will be taken from.
SNTP Secondary This is the IP address of the secondary server the SNTP information will be taken from.
Server

SNTP Poll Interval in | This is the interval, in seconds, between requests for updated SNTP information.
Seconds (30-99999)

Set Current Time

Year Enter the current year, if you want to update the system clock.

Month Enter the current month, if you would like to update the system clock.
Day Enter the current day, if you would like to update the system clock.
Time in HH MM SS Enter the current time in hours, minutes, and seconds.

Click Apply to implement changes made.
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Time Zone and DST

The following are windows used to configure time zones and Daylight Savings time settings for SNTP. @pemirttstration
folder, then the&SNTP Settingsfolder and click on th&ime Zone and DSTIink, revealing the following window.

To:Month

T o:Month
To:Day

ime Zone and DST

Daylight Saving Time State Disabled =

Daylight Saving Time Offset in Minutes B0 =
Time Zone Offset:from GMT in +~HH:MDM [+ = |00 =] |00 =]

DST Repeating Settings

From: Which Day
[From:Day of Week

T o:Which Day
To:Day of Week

DST Annual Settings

To:Time in HH NI ]ZZ il | |

23]

Apply

Figure 6- 19. Time Zone and DST window

The following parameters can be set:

Parameter Description

Time Zone and DST

Daylight Saving Time State

Use this pull-down menu to enable or disable the DST Settings.

Daylight Saving Time Offset
in Minutes

Use this pull-down menu to specify the amount of time that will constitute your local
DST offset - 30, 60, 90, or 120 minutes.

Time Zone Offset from GMT
in +/- HH:MM

Use these pull-down menus to specify your local time zone's offset from Greenwich
Mean Time (GMT.)
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DST Repeating Settings

Using repeating mode will enable DST seasonal time adjustment. Repeating mode requires that the DST beginning
and ending date be specified using a formula. For example, specify to begin DST on Saturday during the second
week of April and end DST on Sunday during the last week of October.

From: Which Day

Enter the week of the month that DST will start.

From: Day of Week

Enter the day of the week that DST will start on.

From: Month

Enter the month DST will start on.

From: Time in HH:MM

Enter the time of day that DST will start on.

To: Which Day

Enter the week of the month the DST will end.

To: Day of Week

Enter the day of the week that DST will end.

To: Month

Enter the month that DST will end.

To: Time in HH:MM

Enter the time DST will end.

DST Annual Settings

Using annual mode will enable DST seasonal time adjustment. Annual mode requires that the DST beginning and
ending date be specified concisely. For example, specify to begin DST on April 3 and end DST on October 14.

From: Month

Enter the month DST will start on, each year.

From: Day

Enter the day of the week DST will start on, each year.

From: Time in HH:MM

Enter the time of day DST will start on, each year.

To: Month

Enter the month DST will end on, each year.

To: Day

Enter the day of the week DST will end on, each year.

To: Time in HH:MM

Enter the time of day that DST will end on, each year.

Click Apply to implement changes made to fime Zone and DSTwindow.
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MAC Notification Settings

MAC Notification is used to monitoMAC addresses learned and entered

IFAGC Molificat o Clebsal Sctliqga

into the forwarding database. To globally set MAC notification on the
Switch, open the following window by opening thMAC Notification
Settingsin the Administration folder.
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Figure 6- 20. MAC Notification Settings
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TFTP Services

Trivial File Transfer Praicol (TFTP) services a0  [SatbrT .|r,.
the Switch's firmware to be upgraded by transferring
a new firmware file from a TFTP server to thes
Switch. A configuration file can also be loaded in
the Switch from a TFTP server. Switch settings cal!
be saved to the TFTP server, and a history log can |
uploaded from the Switch to the TFTP server. Th(s
TFTP server must be running TFTP server softwar et
to perform the file transfer.

Figure 6- 21. TFTP Services window

The user also has the option of transferfingware and configuration files to andim the internal Fldsdrive, located otthe
Switch. Using this window, the user can add a configuration or firmware file from a TFTP server to the flesl, raetransfe

that firmware or configuration file to a TFTP server. More about configuring the internal Flash drive can be found in the ne

section entitledFlash File Services

TFTP server software is a part of many network management software packages — such as NetSight, or can be obtained

separate progranTo update the Switch's firmware or configuration file, open TR&P Services hyperlink, located in the
Administration folder.

The following parameters can be configured:

Parameter Description

Active Select a service for the TFTP server to perform from the drop down window:

x  Download Firmware - Enter the IP address of the TFTP server and specify the
location of the new firmware on the TFTP server. Click Start to record the IP
address of the TFTP server and to initiate the file transfer.

x  Download Configuration - Enter the IP address of the TFTP server, and the path
and filename for the Configuration file on the TFTP server. Click Start to record the
IP address of the TFTP server and to initiate the file transfer.

x  Upload Configuration - Enter the IP address of the TFTP server and the path and
filename for the switch settings on the TFTP server. Click Start to record the IP
address of the TFTP server and to initiate the file transfer.

x  Upload Log - Enter the IP address of the TFTP server and the path and filename
for the history log on the TFTP server. Click Start to record the IP address of the
TFTP server and to initiate the file transfer.

x  Upload Attack Log - Enter the IP address of the TFTP server and the path and
filename for the attack log on the TFTP server. Click Start to record the IP address
of the TFTP server and to initiate the file transfer.

x  Upload Firmware - Enter the IP address of the TFTP server and the path and
filename for the place to put this firmware on the TFTP server. Click Start to record
the IP address of the TFTP server and to initiate the file transfer.

Server IPv4 Enter the IPv4 address of the server from which to download firmware.

Address

Server IPv6 Enter the IPv6 address of the server from which to download firmware.

Address

Local File Name Enter the path and filename of the firmware or configuration file to upload or download, located

on the TFTP server.

Image File in Flash | To select a firmware file from the internal Flash drive to be transferred, or to load a firmware file
on to the Flash drive, enter the path and filename here and click the corresponding check box.
Remember, the only path that can be used on the flash is named C:/. (ex. c:/runtime.had)

Configuration File | To select a configuration file from the internal Flash drive to be transferred, or to load a
in Flash configuration file on to the Flash drive, enter the path and filename here and click the
corresponding check box. Remember, the only path that can be used on the flash is named
C:/. (ex. c:/configuration.had)

Click Start to initiate the file transfer.

46




File System Services

The xStack DGS-3600 switch series contains a 16-megabyte ratasbry where the user may stdiles for further use on the
Switch. The user may place over 200 re-nareefiles on the FAT 16 mode Flash memoof which the user has the option of
setting firmware images and configuration files as boot up files, upon the next reboot of the Switch.

The Switch automatically assigns default names to the defaultuipofiles located in the flash memory. The default firmware
files is named RUN.HAD while the default boot up configurafittis named STARTUP.CFG. &dr the system has powered up
or has been reset, the Switch will check the Flash memory for these files. If no corruption or other problems exist bnttre Flas
Switch will use the files set as the boot up files and load them into the Switch. If a problem occurs, the Switch witRR€dthe
(programmable read-only memory) will prde the FAT 16 re-building function, whicwill format the Flash as FAT 16 and
enter the Z-modem download mode whéne user will download firmware, saved as RUN.HAD and then boot from this
firmware image. To configure the files located on the Flash memory, use the following windows to guide you.

System Boot Information

The System Boot Info Tableis used to view and configure boot up firmware images and configuration files. To set a file as ¢
boot up file, enter the unit ID number, file name and path intd-tleeName field under the Boot Image Settings heading and
click Apply. The Switch will recognizeHAD files as firmware images an@FG files as configuration file when being set as the

boot up file. Newly configured boot up files will be displayed inSystem Boot Info Table

Syetem Beot Info Table
I CRETE ITAT
Buwl Cunlipurstion CETARTIE CFix

Trnie 1 =]

Boot image Setlings

File Mampedtwell Path)

2pak |

Figure 6- 22. System Boot Info Table window

FS Information

The FS Information window allows users to view the settingseoFtash Drive in the Switch. This information is read-only and
is just a description of the internal Flash memory.

Thai: [1 2]
Medip Informetion
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Figure 6- 23. Media Information window
This window offers the following inforation about the internal Flash Drive.

Parameter Description

Unit Choose the switch in the switch stack for which to view media information.

Drive ID The name of the drive of the memory. There is only one drive in the Flash and it is named C:.

Media Type The type of storage media present in this Switch, which is a Flash memory system.

Size Denotes the size of the flash memory, which is 15 megabytes.

Label The label that has been factory set for this Flash memory.

FS Type Th?]tyge .ofkl‘:ile System present in the Switch. For this release, only a FAT16 file system is used
in the Switch.
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Directory

TheDirectory window allows users to view files stored in the flash mgnad the Switch. In futureeleases, more than one drive
may be located in the Flash drive, but tiois release, the only drive located on the Flash memory of the Switch is C:.of@eref
to view files located on C:, the user should efteinto theDrive ID field and clickFind. Saved files will appear in the Directory
table. This window will also display the total number of f{&stal Files), the amount of frdgytes left (Total free sizeynd the
amount of memory space used for normal rugmhthe Switch (System reserved flash size).

Directory Tabla

L ] S0 Bt i R T H:
EITH JAT 0S5 bpdes ST -G 1 e il
STARTTIF CFG 13374 batae BUALLEN LT B i .

Total Flles : 3 flels)

Total Size : 3635622 ytes
Free Space 11882016 bytes
"' means boot up section,

Figure 6- 24. Directory window

The previous window contains the following information:

Parameter Description

Drive ID Enter the name of the drive located on the Flash memory. There is only one drive in the Flash
and it is named C.:.

Name Denotes the name of the file located on the Switch’s Flash memory. The default firmware image
is called RUN.HAD, while the default configuration file is specified as STARTUP.CFG.

Size Denotes the size of the save file, in bytes.

Date Displays the date that the file was loaded onto the Switch.

Boot up An * in this field denotes that the corresponding file is a boot up configuration file or firmware
image.

Delete Click the ¥ in this field corresponding to the file to be deleted from the Flash memory.

Remember, once deleted, it cannot be restored by the switch unless downloaded again from an
outside source.

Rename

The following window is used to rename files that are presémthted in the Flash memory of the Switch. To rename a file,
simply choose the unit where the file is, type the paithname of the current file (ex. c:/triton) into ®lel File Namefield, and
then the new file and path into the New File Name field and émily. Remember, the path must be included in both fields,
which is ¢:/ on this Switch. Users may return toRtiectory window to view changes made in the file names.

(¥4 File ¥ aana(Eall Path)

ITew File Mame{Full Paik)

Figure 6- 25. Rename window
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Copy

This window is used to copy a directory located within the Flash memory of the switelevilthis window, clickMaintenance
> CF Services > System Services > Cap@lick Copy to initiate copying the file.

Comy

Figure 6- 26. Copy File window

This window offers the following fields to aid the usecopying files located in the Flash memory of the Switch.

Parameter Description
Unit Choose the switch in the switch stack where the file exists.
Source File (Full Path) Enter the full path and file name of the directory to be copied. This entry cannot exceed 64

characters in length.

Target File (Full Path) Enter the file name of the directory and the path to place the copy. This entry cannot
exceed 64 characters in length.

Ping Test

Ping is a small program that sends ICMh&packets to the IP address you spedifye destination node then responds to or
"echoes" the packets sent from the Switch. This is very useful to verify connectivity betwé&amitttleand other nodes on the
network.

IPv4 Ping Test

The following window is used to Ping an IPv4 address. To locate this window, opAdrfhneistration folder and clickPing

Test > IPv4 Ping Test.
Pvd Ping Test

JEntey tl 5 adidesrs ab the desce orostaban o sk by g, e chick
Siart

Turget T Addressz 3000

Hepear Finging for; 4 Infint= kmes

i | fuges ! -

Timemut|]1 9% |1 aerands

Figure 6- 27. Ping Test window

The user may use Infinite times radio button, in Repeat Pinging forfield, which will tell the ping program to keep sending
ICMP Echo packets to the specified IP address until the program is stopped. The user may opt to choose a specific numb
times to ping th@arget IP Addressby clicking its radio button and entering a number betvilemmd255. Click Start to initiate

the Ping program.
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IPv6 Ping Test

The following window is used to Ping an IPv6 address. To locate this window, opAdrtiiristration folder and clickPing
Test > IPv6 Ping Test.

IPwE Ping Teat

Entez thys IF adikesea af the derce o gration v want w0 ping, e click Stars,

TPvh Adddress: |

Interface: |

Repeat Timesl- 2555 [

Sioe 1 GO0 {100
Tirweouti1-10); [ seconds

HE | o |

Figure 6- 28. IPv6 Ping Test window

This window allows the following parameterskie configured to ping an IPv6 address.

Parameter Description
IPv6 Address Enter an IPv6 address to be pinged.
Interface The Interface field is used for addresses on the link-local network. It is recommended that the

user enter the specific interface for a link-local IPv6 address. For Global IPv6 addresses, this
field may be omitted.

Repeat Times

Enter the number of times desired to attempt to ping the IPv6 address configured in this window.
Users may enter a number of times between 0 and 255.

Size Use this field to set the datagram size of the packet, or in essence, the number of bytes in each
ping packet. Users may set a size between 1 and 6000 bytes with a default setting of 100 bytes.
Timeout Select a timeout period between 1 and 10 seconds for this Ping message to reach its destination.

If the packet fails to find the IPv6 address in this specified time, the Ping packet will be dropped.

Click Start to initialize the Ping program.
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IPv6 Neighbor

IPv6 neighbors are devices on the link-local network that have been detected as being IPv6 dwdeedevices can forward
packets and keep track of theachability of routers, as well @schanges occur within link-leer addresses of nodes on the
network or if identical unicast addressa® present on the local link. The follegi two windows are used to view IPv6
neighbors, and add or delete them from the Neighbor cache.

IPv6 Neighbor Settings

The following window is used to view and configure current IPv6 neighbors of the Switch. To véewitldow, open the
Administration folder and clickPv6 Neighbor > IPv6 Neighbor Settings

Add|  Clearad |

IPwE Meighbor Zetlings

TTighlan TH Layer Sdodress T||1.|=.r|':|r.|'.

EE=0 200 E2FE FREIF A0EC CERNEREF A B Systen Slale b
BRI 200 EEFFFETE T1DF CO-02-6E-7RB-T1-DF  Sgstem Slile 2
FEZ0. 2D BATE FEFY 3282 CO-D0-BA-F4-32-82  Swstermn Stale |
FEE0- A0 ALEEF FEAE A0S CE-O0=sf-635-40-005 SWETE tale :"EI
Total Entries: 4

Figure 6- 29. IPv6 Neighbor Settings window
The following fields can be viewed or configured:

Parameter Description

Interface Name Enter the Interface Name of the device for which to search IPv6 neighbors. Click Find to begin
the search.

Neighbor IPv6 Enter the IPv6 address of the neighbor of the IPv6 device to be searched. Click Find to begin

Address the search.

State Users may also search by running state of the IPv6 neighbor. Click the State check box and
choose to search for Static IPv6 neighbors or Dynamic IPv6 neighbors. Click Find to begin the
search.

Neighbor Displays the IPv6 address of the neighbor device.

Link Layer Address Displays the MAC Address of the corresponding IPv6 device.

Interface Displays the Interface name associated with this IPv6 address.

State Displays the running state of the corresponding IPv6 neighbor. The user may see six possible
entries in this field, which are Incomplete, Stale, Probe, Reachable, Delay or Static.

To remove an entry, click tHeeletebutton for the entry being removed. To completely cleatRké Neighbor Settings click
theClear All button. To add a new entry, click tAdd button, revealing the following screen to configure:
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IPv6 Neighbor Settings - Add
botaoName |
Neighhor IPv6 Address |

Link Layer WMAC Address

Apply |

Show A1 TPw6 Mewghbor Entnies

Figure 6- 30. IPv6 Neighbor Settings — Add window
The following fields can be set or viewed:

Parameter Description ‘

Interface Name Enter the name of the Interface associated with this entry, if any.

Neighbor IPv6 Address The IPv6 address of the neighbor entry. Specify the address using the hexadecimal
IPv6 Address (IPv6 Address is hexadecimal number, for example 1234::5D7F/32).

Link Layer MAC Address The MAC address of the IPv6 neighbor entry.

After entering the IPv6 Address and MAC Address ofShetic IPv6 Neighbor entry, clickApply to implement the new entry.
To return to thdPv6 Neighbor window, click theShow All IPv6 Neighbor Entrieknk.

DHCP Auto Configuration Settings

This window is used to enable the DHCP Autoconfigurationufeabn the Switch. When enabldgtle Switch is instructed to
receive a configuration file from a TFTPreger, which will set the Swittto become a DHCP client automatically on boot up. To
employ this method, the DHCP server must be set up to deliver the TFTP server IP addresdigundtioonfile name
information in the DHCP reply packet. The TFTP server must be up and running and hold the necessargtioonfilgustored

in its base directory when the request is received from tlitelsWror more information about loading a configuration fileuse

by a client, see the DHCP server and/orTPFserver software instructions. Theeusnay also consult the Upload screen
description located in the Maintenance section of this manual.

If the Switch is unable to complete the DHCP auto configuration, the previously saved configuration file present in thee Switck
memory will be used.

DHCP Aute Configuration Settings
Auto Configuration State iDisabIed *i
Ay |

To enable th®HCP Auto Configuration State, use the pull-down menu to choose Enabled and clickpipdy button.

Figure 6- 31. DHCP Auto Configuration Settings window
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SNMP Manager
SNMP Settings

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designeétalheddr managing and
monitoring network devices. SNMP enables network managemeionstéo read and modify the settings of gateways, routers,
switches, and other network devices. Use SNMP to configure system features for proper operation, monitanperord
detect potential problems in tavitch, switch group or network.

Managed devices that support SNMP include software (referred to as an agent), whicballynen the device. A defined sdt o
variables (managed objects) is maintaitgdthe SNMP agent and used to manage the device. These objects are defined in
Management Information Base (MIB), which provides a standard presentation ofdireation controlled by the on-board
SNMP agent. SNMP defines both the format of the MIB specifications and tleeqrased to access this information over the
network.

The xStack DGS-3600 Series supports thdiBNersions 1, 2¢, and 3. The default SNMP setting is disabled. You must enable
SNMP. Once SNMP is enabled you can choose which versionvamt to use to monitor and control the Switch. The three
versions of SNMP vary in the level of security providedween the management station and the network device.

In SNMP v.1 and v.2, user #hentication is accomplished usittpmmunity strings', which fution like passwords. The remote
user SNMP application and the Switch SNMP must use the same community string. SNMP paclkaty ftation that has not
been authenticatedeaignored (dropped).

The default community strings for the Switch us@dSNMP v.1 and v.fnhanagement access are:
X public - Allows authorized management stations to retrieve MIB objects.
X private - Allows authorized management stations to retrieve and modify MIB objects.

SNMPv3 uses a more sophisticated authetiticgorocess that is separated into two parts. The first part is to maintairof list
users and their attributes that are allowed to act as SNNBgees. The second part describes what each user on that list can
as an SNMP manager.

The Switch allows groups of users to be listed and configuredanstiared set of privileges. The SNMP version may also be set
for a listed group of SNMP managers. Thus, you may create a group of SNMP managers thavedet@lview read-only
information or receive traps umgj SNMPv1 while assigning a higher level of séguo another groupgranting read/write priv

leges using SNMPv3.

Using SNMPv3 individual users or groups of SNMP managers can be allowed to perform or bedelstim performing
specific SNMP management functions. The functions allowedestricted are defined usginthe Object Identifier (OID)
associated with a specific MIB. An additional layer of sigus available for SNMPv3 in that SNMP messages may be
encrypted. To read more abouthto configure SNMPv3 settings for the Switch read the next section.

Traps

Traps are messages that alert network perdoof events that occur adhe Switch. The events can be as serious as a reboot
(someone accidentally turned OFF the Switdr less serious like a port statusaehe. The Switch generates traps and sends
them to the trap recipient (or network manager). Typical iragigde trap messages for Authentication Failure, Topology Ghang
and Broadcast\Multicast Storm.

MIBs

The Switch in the Management Information Base (MIB) stores management and counter information. tdheushsi the
standard MIB-Il Management Information Base module. Consequently, values for MIB objectsreaiebed from any SNMP-
based network management software. In addition to the standard MIB-II, the Switch also supportpitspoetary enterprise
MIB as an extended Management Information Base. SpecifyinigltfReObject Identifier may alsoetrieve the proprietary MIB.
MIB values can be either read-only or read-write.

The xStack DGS-3600 Series incorporates a flexible SNMP management for the switchiognesawi. SNMP management can
be customized to suit the needs of the networks and the preferences of the networkrattmitise the SNMP V3 menus to
select the SNMP version used for specific tasks.

The xStack DGS-3600 Series supports the Simple Network Management Protocol (SNMP) versions 1, 2c, &d 3. T
administrator can specify the SNMP version used to monitor @mtdot the Switch. The three versions of SNMP vary in the level
of security provided between the management station and the network device.

SNMP settings are configured using the menus located on the SNMP V3 folder of the welr nvdodggations on the network
that are allowed SNMP privileged accessh® Switch can be restricted witretManagement Station IP Address menu.
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SNMP Traps Settings

The following window is used to enabledadisable trap settings for the SNMP functiomthe Switch. To view this window for
configuration, clickAdministration > SNMP Manager > SNMP Trap Settings

SMMP Trap Settings

ITape State ]

Awthenticate Traps State

Apgly |

Figure 6- 32. SNMP Trap Settings window

To enable or disable the Traps State antlie Authenticate Traps State, use theesponding pull-down menu to change and
click Apply.

SNMP User Table

The SNMP User Tabledisplays all of the SNMP User'sreently configured on the Switch.

In the SNMP Manager folder, located in thédministration folder, click on theSNMP User Tablelink. This will open the
SNMP User Tablewindow, as shown below.
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Figure 6- 33. SNMP User Table window

To delete an existinGNMP User Tableentry, click the® below the Delete heading corresponding to the entry you wish to
delete.

To display the detailed entry for a given user, click on the View button under the Display heading. This will @&dBhEser
Table Display window, as shown below.

SHMP User Table Display

User [Name

SN Version

'\.u'i.'l 1-Protocol

v oo 8

Sk AL SHRE Treer Tabls Extries

Figure 6- 34. SNMP User Table Display window

The following parameters are displayed:

Parameter Description
User Name An alphanumeric string of up to 32 characters. This is used to identify the SNMP users.
Group Name This name is used to specify the SNMP group created can request SNMP messages.
SNMP Version V1 - Indicates that SNMP version 1 is in use.

V2 - Indicates that SNMP version 2 is in use.

V3 - Indicates that SNMP version 3 is in use.
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Auth-Protocol

None - Indicates that no authorization protocol is in use.
MDS5 - Indicates that the HMAC-MD5-96 authentication level will be used.
SHA - Indicates that the HMAC-SHA authentication protocol will be used.

Priv-Protocol

None - Indicates that no authorization protocol is in use.

DES - Indicates that DES 56-bit encryption is in use based on the CBC-DES (DES-56)
standard.

To return to the SNMP User Table, click tBeow All SNMP Ugr Table Entriedink. To add a new entry to tt&NMP User
Table Configuration window, click on theAdd button on theSNMP User Tablewindow. This will open th&NMP User Table
Configuration window, as shown below.

SNMP User Table Configuration
ser

GGroup Name |
SINMP Version I‘v"l 'i

Auth-Protocol hAI5

Priv

Protocol CES & Pazsword I

chow All 2BIE TTzer Table Entries

I encrypted

¥

Pazsword I

Apply I

Figure 6- 35. SNMP User Table Configuration window

The following parameters can set:

Parameter Description

User Name Enter an alphanumeric string of up to 32 characters. This is used to identify the SNMP user.
Group Name This name is used to specify the SNMP group created can request SNMP messages.
SNMP Version V1 - Specifies that SNMP version 1 will be used.

V2 - Specifies that SNMP version 2 will be used.
V3 - Specifies that SNMP version 3 will be used.

Auth-Protocol

MD5 - Specifies that the HMAC-MD5-96 authentication level will be used. This field is only
operable when V3 is selected in the SNMP Version field and the Encryption field has been
checked. This field will require the user to enter a password.

SHA - Specifies that the HMAC-SHA authentication protocol will be used. This field is only
operable when V3 is selected in the SNMP Version field and the Encryption field has been
checked. This field will require the user to enter a password.

Priv-Protocol

None - Specifies that no authorization protocol is in use.

DES - Specifies that DES 56-bit encryption is in use, based on the CBC-DES (DES-56)
standard. This field is only operable when V3 is selected in the SNMP Version field and the
Encryption field has been checked. This field will require the user to enter a password
between 8 and 16 alphanumeric characters.

Encrypted

Checking the corresponding box will enable encryption for SNMP V3 and is only operable in
SNMP V3 mode.

To implement changes made, cliggply. To return to the SNMP User Table, click Bieow All SNMP User Table Entridisik.
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SNMP View Table

The SNMP View Table is used to assign views to community strings that deficke MIB objects can be accessed by a remote
SNMP manager. To view tH&NMP View Tablewindow, open th&NMP Manager folder underAdministration and click the
SNMP View Tableentry. The following window should appear:

Add

Tatal Frimas:E {Mate: Maxmnm of 50 enmies |

SNMP View Table
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pestacted [ 3616371517 Inchuded *
Doty Visw |7 Inchuded *
CoototibyWies  [T3ETES Excikled Fal
CoanpmmulyWEew [T 36 TET] Tocluded rl

Figure 6- 36. SNMP View Table window

To delete an existing SNM¥iew Table entry, click tr % in the Delete column corresponding to the entry to delete. To create a
new entry, click thédd button and a separate window will appear.

Vot |
Swmesom |

Apply I

Show All SHME View Table Entries

Figure 6- 37. SNMP View Table Configuration window

The SNMP Group created with this tablepeaSNMP users (identified ithe SNMP User Table) to the views created in the
previous window.

The following parameters can set:

Parameter Description

View Name Type an alphanumeric string of up to 32 characters. This is used to identify the new SNMP
view being created.

Subtree OID Type the Object Identifier (OID) Subtree for the view. The OID identifies an object tree (MIB
tree) that will be included or excluded from access by an SNMP manager.

View Type Select Included to include this object in the list of objects that an SNMP manager can
access. Select Excluded to exclude this object from the list of objects that an SNMP
manager can access.

To implement your new settings, cliéipply. To return to th&NMP View Table click theShow All SNMP Vew Table Entries
link.
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SNMP Group Table

An SNMP Group created with this table maps SNMP userstiiigehin the SNMP User Tabldp the views created in the
previous menu. To view theNMP Group Table window, open th&SNMP Manager folder in theAdministration folder and
click theSNMP Group Table entry. The following window should appear:

Total Entries: 8 (I3 ot Iadoum of 3 enirdes.)
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Figure 6- 38. SNMP Group Table window
To delete an existing SNMP Groupbla entry, clickthe correspondint under the Delete heading.

To display the current settings for an exist@yMP Group Table entry, click the View button located under the Display
heading, which will show the following window.

SMMF Group Table Display
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Figure 6- 39. SNMP Group Table Display window

To add a new entry to the Switch's SNMP Group Table, clicldttebutton in the upper left-hand corner of ®&MP Group
Table window. This will open th&NMP Group Table Configuration window, as shown below.

SHMP Group Table Configuration
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Figure 6- 40. SNMP Group Table Configuration window
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The following parameters can set:

Parameter Description

Group Name Type an alphanumeric string of up to 32 characters. This is used to identify the new SNMP
group of SNMP users.

Read View Name This name is used to specify the SNMP group created can request SNMP messages.

Write View Name Specify a SNMP group name for users that are allowed SNMP write privileges to the Switch's
SNMP agent.

Notify View Name Specify a SNMP group name for users that can receive SNMP trap messages generated by

the Switch's SNMP agent.

Security Model SNMPv1 - Specifies that SNMP version 1 will be used.

SNMPv2 - Specifies that SNMP version 2c will be used. The SNMPv2 supports both
centralized and distributed network management strategies. It includes improvements in the
Structure of Management Information (SMI) and adds some security features.

SNMPv3 - Specifies that the SNMP version 3 will be used. SNMPv3 provides secure access
to devices through a combination of authentication and encrypting packets over the network.

Security Level The Security Level settings only apply to SNMPv3.

NoAuthNoPriv - Specifies that there will be no authorization and no encryption of packets sent
between the Switch and a remote SNMP manager.

AuthNoPriv - Specifies that authorization will be required, but there will be no encryption of
packets sent between the Switch and a remote SNMP manager.

AuthPriv - Specifies that authorization will be required, and that packets sent between the
Switch and a remote SNMP manger will be encrypted.

To implement your new settings, clidpply. To return to the SNMP Group Table, click tBaow All SNMP Group Table
Entrieslink.

SNMP Community Table Configuration

Use this table to create an SNMP community string to define the relationship between the SNMP manageagent. The
community string acts like a password to pieraccess to the agent oretSwitch. One or more dffie following characteristics
can be associated withe community string:

x  An Access List of IP addresses of SNMP managers thgteamitted to use the community string to gain access to
the Switch's SNMP agent.

x  Any MIB view that defines the subset of all Bbbjects will be accessible to the SNMP community.
x  Read/write or read-only level permission foe #MIB objects accessible thbe SNMP community.

To configure SNMP Community entries, open 8/d¢MP Manager folder, (located in thédministration folder) and click the
SNMP Community Table link, which will open the following window:
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Figure 6- 41. SNMP Community Table Configuration window

The following parameters can set:
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Parameter Description

Community Name Type an alphanumeric string of up to 32 characters that is used to identify members of an
SNMP community. This string is used like a password to give remote SNMP managers
access to MIB objects in the Switch's SNMP agent.

View Name Type an alphanumeric string of up to 32 characters that is used to identify the group of MIB
objects that a remote SNMP manager is allowed to access on the Switch. The view name
must exist in the SNMP View Table.

Access Right Read Only - Specifies that SNMP community members using the community string created
can only read the contents of the MIBs on the Switch.

Read Write - Specifies that SNMP community members using the community string created
can read from, and write to the contents of the MIBs on the Switch.

To implement the new settings, clidiply. To delete an entry from tt&@&\NMP Community Table, click the®! under the Delete
heading, corresponding to the entry to delete.

SNMP Host Table

Use theSNMP Host Table window to set up SNMP trap recipients. Open 8MMP Manager folder, (located in the
Administration folder) and click on th&&NMP Host Table link. This will open theSNMP Host Table window, as shown
below. To delete an existing SNMP Host Tabiery, click the correspondir® under the Deletbeading. To display the current
settings for an existingNMP Group Table entry, click the blue link for the entry under the Host IP Addnessling.
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Figure 6- 42. SNMP Host Table window

Users now have the choice of adding an IPv4 or an IPv6 host to the SNMP host table. To add a new IPv4 entry to the Swit
SNMP Host Table, click thAdd IPv4 Host button in the upper left-hand corner of the window. This will operStBIP Host
Table Configuration window, as shown below.
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Figure 6- 43. SNMP IPv4 Host Table Configuration window
The following parameters can set:

Parameter Description

Host IPv4 Address Type the IPv4 address of the remote management station that will serve as the SNMP host
for the Switch.

SNMP Version V1 - To specifies that SNMP version 1 will be used.
V2 - To specify that SNMP version 2 will be used.

V3-NoAuth-NoPriv - To specify that the SNMP version 3 will be used, with a NoAuth-NoPriv
security level.

V3-Auth-NoPriv - To specify that the SNMP version 3 will be used, with an Auth-NoPriv
security level.

V3-Auth-Priv - To specify that the SNMP version 3 will be used, with an Auth-Priv security
level.
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Community String or Type in the community string or SNMP V3 user name as appropriate.
SNMP V3 User Name

To add a new IPv6 entry to the Svhits SNMP Host Table, click thedd IPv6 Host button in the upper left-hand corner of the
window. This will open th&NMP Host Table Configurationwindow, as shown below.
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Figure 6- 44. SNMP IPv6 Host Table Configuration window

The following parameters can set:

Parameter Description

Host IPv6 Address Type the IPv6 address of the remote management station that will serve as the SNMP host
for the Switch.

SNMP Version V1 - To specifies that SNMP version 1 will be used.

V2 - To specify that SNMP version 2 will be used.
V3-NoAuth-NoPriv - To specify that the SNMP version 3 will be used, with a NoAuth-NoPriv
security level.

V3-Auth-NoPriv - To specify that the SNMP version 3 will be used, with an Auth-NoPriv
security level.

V3-Auth-Priv - To specify that the SNMP version 3 will be used, with an Auth-Priv security
level.

Community String or Type in the community string or SNMP V3 user name as appropriate.
SNMP V3 User Name

To implement your new settings, cliéipply. To return to th&sNMP Host Table click theShow All SNMP Host Table Entries
link.

SNMP Engine ID

The Engine ID is a unique identifier used for SNMP 5

implementations. This is an alphanumeric string use
identify the SNMP engine on the Switch. To display 11 OO0 0L I0001 02333430

Switch’'s SNMP Engine ID, open tf&NMP Manger @
folder, (located in thédministration ) folder and clik

on the SNMP Engine ID link. This will open the Figure 6- 45. SNMP Engine ID window

SNMP Engine ID Configuration window, as show

below.

To change the Engine ID, type the new BegdD in the space provided and click #gply button.

60



IP-MAC-Port Binding

The IP network layer uses a four-byte address. The Ethernet link layer uses a six-byte dviggs. &8inding these two address
types together allows the transmission of data between the layers. The primary purpose of IRPvdlil#gddto restrict the aess

to a switch to a number of authorized gsédnly the authorized client can access the Switch’s port by checking the pair of IP
MAC addresses with the g@iconfigured database. If an unauthorized uses tdeaccess an IP-MAC binding enabled port, the
system will block the access layopping its packet. The maximum number ofMRC binding entries is dependant on chip
capability (e.g. the ARP table size) and storage size of theedevor the xStack DGS-36(Reries switches, the maximum
number of IP-MAC Binding entries is 500. The creation of authorized users can be mannfidlyred by CLI or Web. The
function is port-based, meaning a user can enable or disable the function on the individual port

ACL Mode

Due to some special casesttihave arisen with the =75 r
IP-MAC binding, this Switch has been equidpg
with a special ACL Mode for IP-MAC Binding, 1 ¢ Linused Rule Entries 1780
which should alleviate this problem for users. Wh&fes; iged Rule Entrles 2
enabled in théP-MAC Binding Port window, the
Switch will create two enigs in the Access Profile
Table as shown below. The entries may only
created if there are at least two Access Profile |t Jucess Ttuln

Acceas Profile Table

Display |]}|:I.-:-t|:-

available on the Switch. If not, when the AC Ir Rodity | Viim x!
Mode is enabled, an error message will be prochpte Ehiarnt bodi | oo !

to the user. When the ACL Mode is blel, the

Switch will only accept IPpackets from a create Figure 6- 46. Access Profile Table window
entry in the IP-MAC Binding Setting window. All

others will be discarded.

To view the particular configurations associated with ttseentries, click their corresponding View button, which will ¢isp
the following:
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Figure 6- 47. Access Profile Entry Display windows for IP-MAC ACL Mode Enabled Entries

These two entries cannot be modified or deleted using the Access Profile Table. The user may only remoeectiteiss by
disabling the ACL Mode in the IP-MAC Binding Port window.

Also, rules will be created for every port on the Switch. Tewihe ACL rule configurations set for the ACL mode, click the
corresponding modify button of the entry in the Access Profildelavhich will produce a window similar to the example to the
right. The user may view the configurations on a port-by-port basis by cliclenget button under th®isplay heading of the
corresponding port entry. These entries cannot be modified or deleted, and new rulebeatusd. Yet, these windows will
offer vital information to the user when configuring other access profile entries.
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Figure 6- 48. Access Rule Table windows for IP-MAC Binding rule
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Figure 6- 49. Access Rule Display windows for IP MAC Binding

NOTE: When configuring the ACL mode function of the IP-MAC binding function, please pay
close attention to previously set ACL entries. Since the ACL mode entries will fill the first two
available access profiles and access profile IDs denote the ACL priority, the ACL mode entries
may take precedence over other configured ACL entries. This may render some user-defined
ACL parameters inoperable due to the overlapping of settings combined with the ACL entry
priority (defined by profile ID). For more information on ACL settings, please see “Configuring
the Access Profile” section mentioned previously in this chapter.

NOTE: Once ACL profiles have been created by the Switch through the IP-MAC binding
function, the user cannot modify, delete or add ACL rules to these ACL mode access profile
entries. Any attempt to modify, delete or add ACL rules will result in a configuration error as
seen in the previous figure.

NOTE: When uploading configuration files to the Switch, be aware of the ACL configurations
loaded, as compared to the ACL mode access profile entries set by this function, which may
cause both access profile types to experience problems.
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IP-MAC Binding Port

To enable or disable IP-MAC binding on specific ports,kclic
IP-MAC Binding Port in thelP-MAC Binding folder on the
Administration Menu to open thelP-MAC Bindin g Ports
Setting window. Select a port or a range of ports with the
From andTo fields. Enable or disable the port with tBtate
field. The user may also able the ACL Mode for IP-MAC
Binding which will create two Acess Profile Entries on the
Switch, as previously stated. Cligipply to save changes.
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IP-MAC Binding Table

The window shown below can be used to create IP-MAC binding entries. Cli¢R-M&C Binding Table on thelP-MAC
Binding folder on theAdministration menu to view théP-MAC Binding Setting window. Enter the IP and MAC addresses of
the authorized users in the appropriate fields and &ldtk. To modify either the IP address or the MAC address of the binding
entry, make the desired changes in the appropriate field and NItidKy . To find an IP-MAC binding entry, enter the IP and

MAC addresses and clidkind. To delete an entry clidRelete To clear all the entries from the table cli2klete All.
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Figure 6- 51. Address Binding ACL Mode Settings window

The following fields can be set or modified:

Parameter

Description

Address Binding
ACL Mode

This field will enable and disable the ACL mode for IP-MAC binding on the Switch, without
altering previously set configurations. When enabled, the Switch will automatically create two
ACL packet content mask entries that will aid the user in processing certain IP-MAC binding
entries created. The ACL entries created when this command is enabled, can only be
automatically installed if the Access Profile table has two entries available of the possible 14
entries allowed.

ACL Binding Trap
Log

This field will enable and disable the sending of trap log messages for IP-MAC binding. When
enabled, the Switch will send a trap log message to the SNMP agent and the Switch log when
an ARP packet is received that doesn’t match the IP-MAC binding configuration set on the
Switch.

IP Address Enter the IP address you wish to bind to the MAC address set below.

MAC Address Enter the MAC address you wish to bind to the IP Address set above.

All Ports Click this check box to configure this IP-MAC binding entry (IP Address + MAC Address) for all
ports on the Switch.

Ports Specify the switch ports for which to configure this IP-MAC binding entry (IP Address + MAC
Address). Click the All check box to configure this entry for all ports on the Switch.

Mode The user may set the IP-MAC Binding Mode here by using the pull-down menu. The choices

are:

ARP — Choosing this selection will set a normal IP-Mac Binding entry for the IP address and
MAC address entered.

ACL — Choosing this entry will allow only packets from the source IP-MAC binding entry
created here. All other packets with a different IP address will be discarded by the Switch. This
mode can only be used if the ACL Mode has been enabled in the IP-MAC Binding Ports
window as seen previously.
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IP-MAC Binding Blocked

To view unauthorized devices that have been blocked by IP-MAC binding restrictions opéhMi#eC Binding Blocked

window show below. ClickP-MAC Binding Blocked in the IP-MAC Blocked folder on theConfiguration menu to open the
IP-MAC Binding Blocked window.

IP-MAC Binding Blocked

VLAN Name | MAC Address |D0-00-00-00-00-00

Find | Delete All |

Total Entries: 0

IP-MAC Binding Blocked Table

Figure 6- 52. IP-MAC Binding Blocked window

To find an unauthorized device that has been blocked by the IP-MAC binding ms¢ricnter th&/LAN name andVAC
Addressin the appropriate fields and cliéknd. To delete an entry click the deletetton next to the entry’'s MAC address. To
delete all the entries in thB-MAC Binding Blocked Table click Delete All.
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sFlow

sFlow is a feature for the xStack DGS-3600 Series . The sFlow Analyzer

that allows users to monitor network traffic running Fob bl Lt
through the switch to &htify network problems Sk b i o e e
through packet sampling and packet counte R

information of the Switch. The Switch itself is the

sFlow agent where packettdas retrieved and sen

to an sFlow Analyzer wherit can be scrutinized dn

utilized to resolve the problem.

The Switch can configure the settings for the sFlow

Analyzer but the remoteFlow Analyzer device mtis ﬂ"elj-

have an sFlow utility running on it to retrievedan

analyze the data it recetvérom the sFlow agent. ‘Eﬁ'ﬂ : D}"ﬂ':.';"'.ﬁ;du"uu.:.'.ﬂﬁﬂdu*::iif.”uf. .."f o
The Switch itself will collect three types of patke : s-"'f T e
data: g I-" * The DGS-3600 as the sFlow Agent C T
1. It will take sample packets from the normal L e e eALs ‘ ‘
running traffic of the Switch based an ! Wl whee sHda2ara e UM 1o mnslan il 2w
sampling interval configured by the user. L % e bk aclh i el

2. The Switch will take a poll of the IF
counters located on the switch.

3. The Switch will also take a part of the i ' - =
packet header. The length of the packe -':!5 r.n"».1
header can also be determined by the user. A LR

) - .
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for analysis.
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For a better understanding of the sFlow feature o wrnirarst=, | et whoansing

this Switch, refer to the adjacent diagram. —— w1 -
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Figure 6- 53. sFlow Basic Setup

sFlow Global Settings

The following window is used to globally enable the sFl@atdire for the Switch. Simply use the pull-down menu and click
Apply to enable or disable sFlow. This window will also display sFlow version currently being utilized by the Switch, along
with the sFlow Address whids the Switch’s IP address.

sFlow Globel Settings
% Flovwr State i-:-:-' ;:I:'l:l -
s Flow ¥ ersiom 108

Flow Addrezs L5313 68

App 1

Figure 6- 54. sFlow Global Settings window
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sFlow Analyzer Settings

The following windows are used to configure the parameters éoretmote sFlow Analyzer (collector) that will be used to gathe
and analyze sFlow Datagrams toaginate from the Switch. Users must have pheper sFlow software set on the Analyzer in
order to receive datagrams from the switch to be analyzed, and to analyze these datagrams. Users may specify up to four ul
analyzers to receive datagrams, yet the virtual port used must be unique to each entry.

To configure the settings fohe sFlow analyzer, click thidministration link, open thesFlow folder and clicksFlow Analyzer
Settings which will produce the following window, ditying the parameters for the sFlow Analyzer.

.-1rJr.||

sFlow Analyzer Settings
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Figure 6- 55. sFlow Analyzer Settings window
The following fields are displayed:

Parameter Description

Server ID This field denotes the ID of the Analyzer Server that has been added to the sFlow settings. Up
to four entries can be added, but each entry must have its own unique UDP Port.

Owner Displays the owner of the entry made here. The user that added this sFlow analyzer
configured this name.

Timeout Displays the configured time, in seconds, after which the Analyzer server will time out. When
the server times out, all sFlow samples and counter polls associated with this server will be
deleted.

Countdown Time Displays the current time remaining before this Analyzer server times out. When the server

times out, all sFlow samples and counter polls associated with this server will be deleted.

Address Displays the IP address of the sFlow Analyzer Server. This IP address is where sFlow
datagrams will be sent for analysis.

Port Displays the previously configured UDP port where sFlow datagrams will be sent for analysis.
Only one Analyzer Address can be set for one UDP Analyzer Port.

Max Datagram Size | This field displays the maximum number of data bytes in a single sFlow datagram that will be
sent to this sFlow Analyzer Server.

Modify Click the Modify button to display the sFlow Counter Analyzer Edit window, so that users
may edit the settings for this server.

Delete Click the %€ of the corresponding entry to be deleted.

To add a new sFlow Analyzer, click thed button in the previous window that will display the following window to be
configured:
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Figure 6- 56. sFlow Counter Analyzer — Add window

The following fields can be set or modified:

Parameter Description

Analyzer Server Enter an integer from 1 to 4 to denote the sFlow Analyzer to be added. Up to four entries can
be added, but each entry must have its own unique Collector Port.

Owner Users may enter an alphanumeric string of up to 16 characters to define the owner of this
entry. Users are encouraged to give this field a name that will help them identify this entry.
When an entry is made in this field, the following Timeout field is automatically set to 400
seconds, unless the user alters the Timeout field.

Timeout This field is used to specify the timeout for the Analyzer server. When the server times out, all
sFlow samples and counter polls associated with this server will be deleted. The user may set
a time between 1 and 2000000 seconds with a default setting of 400 seconds.

Collector Address The IP address of the sFlow Analyzer Server. If this field is not specified, the entry will become
0.0.0.0 and therefore the entry will be inactive. Users must set this field.

Collector Port The destination UDP port where sFlow datagrams will be sent. The default setting for this field
is 6343. Only one Analyzer Server address can be set for one UDP Collector Port.

Max Datagram Size | This field will specify the maximum number of data bytes that can be packaged into a single
sFlow datagram. Users may select a value between 300 and 1400 bytes with a default setting
of 1400 bytes.

Click Apply to save changes made.

To edit an entry that has already been configured, clickviingify button of an entry in theFlow Analyzer Settingswindow
which will produce the following window for the user to configure. This window holds the same information as the prégious
window and therefore, the previous descriptions of the parameters remain valid heré&p@licko save changes made to this
window.

gFlaw Counter Analyzer Edit

fmul}uul Ferver (1-d)

Figure 6- 57. sFlow Counter Analyzer — Edit window

68



sFlow Sampler Settings

The sFlow Sampler Settingswindow will allow users to configure the Switch’s settings for taking sample packets from the
network, including the sampling rate ané timount of the packet header to beasted. To configure the settings for theost|
Sampler, click theAdministration link, open thesFlow folder and clicksFlow Sampler Settings which will produce the
following window, displaying the parameters for the sFlow Sampler.
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Figure 6- 58. sFlow Sampler Settings window
The following fields are displayed:

Parameter Description

Port Displays the port from which packet samples are being extracted.

Analyzer Server ID Displays the ID of the Analyzer Server where datagrams, containing the packet sampling
information taken using this sampling mechanism, will be sent.

Configured rate Displays the configured rate of packet sampling for this port based on a multiple of 256. For
example, if a figure of 20 is in this field, the switch will sample one out of every 5120 packets
(20 x 256 = 5120) that pass through the individual port.

Active Rate Displays the current rate op packet sampling being performed by the Switch for this port,
based on a multiple of 256. For example, if a figure of 20 is in this field, the switch will sample
one out of every 5120 packets (20 x 256 = 5120) that pass through the individual port.

Max Header Size Displays the number of leading bytes of the sampled packet header. This sampled header will
be encapsulated with the datagram to be forwarded to the Analyzer Server.

Modify Click this button to modify the settings for this entry. The sFlow Sampler Settings Edit
window will be produced for the user to configure.

Delete Click the %€ of the corresponding entry to be deleted.

To add a new sFlow Sampler setting, click Atwel button in the previous window which will display the following window to be
configured:

In

Figure 6- 59. sFlow Sampler — Add window
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The following fields may be set:

Parameter Description
From Choose the beginning port of the range of ports to be configured for packet sampling.
To Choose the ending port of the range of ports to be configured for packet sampling.

Analyzer Server ID Enter the previously configured Analyzer Server ID to state the device that will be receiving
datagrams from the Switch. These datagrams will include the sample packet information taken
using the sampling mechanism configured here.

Rate Users can set the rate of packet sampling here. The value entered here is to be multiplied by
256 to get the percentage of packets sampled. For example, if the user enters a figure of 20
into this field, the switch will sample one out of every 5120 packets (20 x 256 = 5120) that pass
through the individual port. Users may enter a value between 1 and 65535. An entry of 0
disables the packet sampling. Since this is the default setting, users are reminded to configure
a rate here or this function will not function.

Max Header Size This field will set the number of leading bytes of the sampled packet header. This sampled
header will be encapsulated with the datagram to be forwarded to the Analyzer Server. The
user may set a value between 18 and 256 bytes. The default setting is 128 bytes.

Click Apply to save changes made.

To edit an entry that has ahddy been configured, click thdodify button of an entry in theFlow Sampler Settingsvindow
which will produce the following window for the user to configure. This window holds the same information as the prégious
window and therefore, the previous descriptions of the parameters remain valid herédp@licko save changes made to this
window.

Io

Analyzer Server LY (L-d)

Fate [(-65533)

MMax Header Size (18-236)

Figure 6- 60. sFlow Sampler — Edit window

Please note that the Analyzer SariD cannot be changed in this window. Tawde this setting, users must delete this eandy
configure a new entry wita new Analyzer server ID.
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sFlow Counter Poller Settings

The following windows will allow the user toonfigure the settings for the Switch’sucer poller. This mechanism will take a
poll of the IF counters of the Switch and them package themtigtiother previously mentioned data into a datagram which will
be sent to the sFlow Analyzer Servier examination. To configure the settinfisr the sFlow Counter Poller, click the
Administration link, open thesFlow folder and clicksFlow Poller Settings which will produce the following window,
displaying the parameters for the sFlow Counter Poller.

gdc| Cearal |

Folking Tntarval (kac) Mudify
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Figure 6- 61. sFlow Counter Poller Settings window
The following fields are displayed:

Parameter Description

Port Displays the port from which packet counter samples are being taken.

Analyzer Server ID Displays the ID of the Analyzer Server where datagrams, containing the packet counter polling
information taken using this polling mechanism, will be sent.

Polling Interval The Polling Interval displayed here, is measured in seconds and will take a poll of the IF
counters for the corresponding port, every time the interval reaches 0 seconds.

Modify Click this button to modify the settings for this entry. The sFlow Sampler Settings Edit
window will be produced for the user to configure.

Delete

Click the %€ of the corresponding entry to be deleted.

To add a new sFlow Counter Poller setting, clickAldd button in the previous window which will display the following window
to be configured:

EF o Courmter Poller Add

b Dizahled

Apcly |
Figure 6- 62. sFlow Counter Poller — Add window
The following fields may be set:
Parameter Description
From Choose the beginning port of the range of ports to be configured for counter polling.
To Choose the ending port of the range of ports to be configured for counter polling.
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Analyzer Server ID

Enter the previously configured Analyzer Server ID to state the device that will be receiving
datagrams from the Switch. These datagrams will include the counter poller information taken
using the polling mechanism configured here.

Polling Interval

Users may configure the Polling Interval here. The switch will take a poll of the IF counters
every time this interval reaches 0, and this information will be included in the sFlow datagrams
that will be sent to the sFlow Analyzer for examination. Checking the Disabled check box will
disable the counter polling for this entry.

Click Apply to save changes made.

To edit an entry that has ady been configured, click thdodify button of an entry in theFlow Sampler Settingsvindow
which will produce the following window for the user to configure. This window holds the same information as the prégious
window and therefore, the previous descriptions of the parameters remain valid herédp@licko save changes made to this

window.

[T lhizakisd

gk |

Figure 6- 63. sFlow Counter Poller — Edit window

Please note that the Analyzer SariD cannot be changed in this window. Tawde this setting, users must delete this eandy
configure a new entry wita new Analyzer server ID.
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D-Link Single IP Management
Single IP Management (SIM) Overview

Simply put, D-Link Single IP Management is a concept thatstéitk switches together over Ethernet instead of using stacking
ports or modules. There are some advantages in implementing the "Single IP Management" feature:

1. SIM can simplify management of small workgroups or wiring closets while scaling the netwoakdle increased
bandwidth demand.

2. SIM can reduce the number of IP address needed in your network.

3. SIM can eliminate any specialized cabler stacking connectivity and remove the distance barriers that typically limit
your topology options when using other stacking technology.

Switches using D-Link Single IP Management (labeled here as SIM) must conform to the follaesng r
x  SIM is an optional feature on the Switahd can easily be enabled or disalitedugh the Command Line Interface
or Web Interface. SIM grouping has no effect on the normal operation of the Switch in thaetsark.

x  There are three clasgifitions for SIM. TheCommander Switch (CS$)which is the master switch of the group,
Member Switch (MS)which is a switch that is recognized by the CS a member of a SIM group,Camtimlate
Switch (CaS)which is a Switch that has a physical link to the SIM group but has not been recogrizelSy/as a
member of the SIM group.

x A SIM group can only have one Commander Switch (CS).

x  All switches in a particular SIM group must be in the same IP subnet (broadcast domain). Members of a SIM grot
cannot cross a router.

x A SIM group accepts up to 33 switches (humber&&)1including the Commander Switch (humbered 0).

There is no limit to the number of SIM groups in the sam&ulfhet (broadcast domain), however a single switch can only belong
to one group.

If multiple VLANSs are configured, the SIM group wadhly utilize the management VLAN on any switch.

SIM allows intermediate devices that do not support SIM. This enables the user to manage switches that areanerbapan
away from the CS.

The SIM group is a group of switches that are managed agla entity. SIM switches may take on three different roles:

1. Commander Switch (CS)- This is a switch that has been manually configured as the controlling device for a group, anc

takes on the following characteristics:
x It has an IP Address.
x Itis not a commander switch or member switch of another Single IP group.
x It is connected to the member switches through its management VLAN.

2. Member Switch (MS) - This is a switch that has joined a singlegtBup and is accessible from the CS, and it takes on
the following characteristics:

X Itis not a CS or MS of another Single IP group.
X It is connected to the CS through the CS management VLAN.

3. Candidate Switch (CaS)- This is a switch that is ready to join a Sg¥bup but is not yet a member of the SIM group.
The Candidate Switch may join the SIM group of a switch by manually configuring it to be a MS of a SIM group. A
switch configured as a CaS is not a member of a@tvip and will take on the following characteristics:

X Itis not a CS or MS of another Single IP group.
X It is connected to the CS through the CS management VLAN

After configuring one switch t@perate as the CS of a SIM group, additional switches may join the group through a direct
connection to the Commander switch. Only the Commander swilicallow entry to the candidate switch enabled for SIM. The
CS will then serve as the infwh entry point for access the MS. The CS's IP address widdome the path to all MS's of the
group and the CS's Administrator's pagsl, and/or authentication will contraccess to all MS's of the SIM group.

With SIM enabled, the applications in the CS will redirect plaeket instead of executing the packets. The applications will
decode the packet from the administratondify some data, then send it to thkS. After execution, the CS may receive a
response packet from the MS, which it will encode and send it back to the administrator.

When a CaS becomes a MS, it automatically becomes a mentherfost SNMP community (include read/write and read only)
to which the CS belongs. However, if a M8s its own IP address, it can belongs®dMP communities to which other switches
in the group, including the CS, do not belong.
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The Upgrade to v1.6

To better improve SIM management, the xStack DGS-3600 Series switches have been upgraded tb.6/kisi this release.
Many improvements have been made, including:

1. The Commander Switch (CS) now has the capability tonraiically rediscover member switches that have left the SIM
group, either through a reboot or web malfunction. This featuaccomplished through the usebigcover packets and Maintai
packets that previously set SIM members will emit after a rel@xate a MS has had its MAC adds and password saved to the
CS'’s database, if a reboot occurs in the MS, the CS will k@spMS information in its datmse and when a MS has been
rediscovered, it will add the MS back into the SIM tree autmaidy. No configuration will be necessary to rediscover these
switches.

There are some instances where pre-savedWMthes cannot be rediscovered. For gdairif the Switch is still powered down,
if it has become the member of another group, or if it has been configured to be a Commantiertt@miediscovery process
cannot occur.

2. The topology map now includes new features for connections that are a member of “3;
a port trunking group. It will display thepeed and number of Ethernet connections -;n.lu-li-:l.-.--'-l.l.l:
creating this port trunk group, as shown in the adjacent picture.

? NOTE: For more details regarding improvements made Lk T LA
11’ in SIMv1.6, please refer to the D-Link Single IP
Management White Paper located on the D-Link |
M website. *

(LN | i I

3. This version will support switch upload and downloaddifmware, configuration files and log files, as follows:
Firmware — The switch now supports MS firmware downloads from a TFTP server.

Configuration Files — This switch now supports downloading and uploading of configuration files both to (for configuratio
restoration) and from (for configuration backup) MS'’s, using a TFTP server..

Log — The switch now supports uploading MS log files to a TFTP server.

4. The user may zoom in and zoom out when utilizing the topology window to get a better, more defined view of th
configurations.

SIM Using the Web Interface

All switches are set as Candidate (CaS) switches as theinfaetfault configuration and Single IP Management will be déshbl
To enable SIM for the Switch uginthe Web interface, go to tH&ingle IP Management Settingsfolder, located in the
Administration folder, and click th&IM Settingslink, revealing the following window.

SIN State iDiSabIed vi
Apply i

Figure 6- 64. SIM Settings window (disabled)

Change th&IM State to Enabledusing the pull down menu and cliglpply . The screen will then refresh and Bk Settings
window will look like this:

SIN State IEnabIed vl

Discovery Interval ISEI (30,90 sec)

TS+ 0025 o

Apply |

Figure 6- 65. SIM Settings window (enabled)
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If the Switch Administrator wishes to configure the Swisdsha Commander Switch (CS), select commander froRdle State
field and clickApply .

The following parameters can be set:

Parameters Description

SIM State Use the pull down menu to either enable or disable the SIM state on the Switch. Disabled will
render all SIM functions on the Switch inoperable.

Role State Use the pull down menu to change the SIM role of the Switch. The two choices are:

x  Candidate - A Candidate Switch (CaS) is not the member of a SIM group but is
connected to a Commander Switch. This is the default setting for the SIM role.

x  Commander - Choosing this parameter will make the Switch a Commander Switch
(CS). The user may join other switches to this Switch, over Ethernet, to be part of
its SIM group. Choosing this option will also enable the Switch to be configured for
SIM.

Discovery Interval The user may set the discovery protocol interval, in seconds that the Switch will send out
discovery packets. Returning information to a Commander Switch will include information
about other switches connected to it. (Ex. MS, CaS). The user may set the Discovery Interval
from 30 to 90 seconds.

Holdtime This parameter may be set for the time, in seconds the Switch will hold information sent to it
from other switches, utilizing the Discovery Interval . The user may set the hold time from 100
to 255 seconds.

Click Apply to implement the settings changed.

After enabling the Switch to be a Commander Switch (CS)Sthegle IP Managementfolder will then contain four added links
to aid the user in configuring SIM through the web, includifigpology, Firmware Upgrade and Configuration
Backup/RestoreandUpload Log File.
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Topology

The Topology window will be used to configure amdanage the Switch within the SIM group and requires Java script to function
properly on your computer.

The Java Runtime Environment on your server shottidt& and lead you to the topology window, as seen below.
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Figure 6- 66. Single IP Management window - Tree View
The Tree View window holds the following information under the Data tab:

Parameter Description

Device Name This field will display the Device Name of the switches in the SIM group configured by the
user. If no Device Name is configured by the name, it will be given the name default and
tagged with the last six digits of the MAC Address to identify it.

Local Port Displays the number of the physical port on the CS that the MS or CaS is connected to. The
CS will have no entry in this field.

Speed Displays the connection speed between the CS and the MS or CaS.

Remote Port Displays the number of the physical port on the MS or CaS that the CS is connected to. The
CS will have no entry in this field.

MAC Address Displays the MAC Address of the corresponding Switch.

Model Name Displays the full Model Name of the corresponding Switch.

To view theTopology Map, click the View menu in the toolbar and then Topology, which will produce the following screen. The
Topology View will refresh itself periodically (20 seconds by default).
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Figure 6- 67. Topology view

This window will display how the devices within the SingleNRnagement Group are connected to other groups and devices.

|4 ewvaappled wWeskma

Icon Description
Group
Layer 2 commander switch

Possible icons in this screen are as follows:

Layer 3 commander switch

Commander switch of other group

Layer 2 member switch.

Layer 3 member switch

Member switch of other group

Layer 2 candidate switch

Layer 3 candidate switch

Unknown device

Non-SIM devices
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Tool Tips

In the Topology view window, the mouse plays an important role in configuration and in viewing device information. Setting th

mouse cursor over a specific device in the topology window (tool tip) will display the same information alemifi@dsyiceas
the Tree view does. See the windbelow for an example.

@ Mame {default:fid-19-3h)

idefaultfd-1hodel : DE5-3650 L3 Switch
MAEC :00-13-46-fd-19-3h
Local Port -
Femote Port : -
Port Speed : -

Figure 6- 68. Device Information Utilizing the Tool Tip

Setting the mouse cursor over a line between two devices wejillagii the connection speed between the two devices, as shown

below.
P
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Figure 6- 69. Port Speed Utilizing the Tool Tip
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Right-Click

Right clicking on a device will allow the user to perform various functions, dependitige role of the Switch in the SIM g
and the icon associated with it.

Group Icon

1 Collapse
(default

@ Property (default ] _Expand
Property

(default|3s-26-al)

Figure 6- 70. Right-Clicking a Group Icon
The following options may appetor the user to configure:
x  Collapse- To collapse the group that will be represented by a single icon.
x  Expand - To expand the SIM group, in detalil.
x  Property - To pop up a window to display the group information.

& Property il
Device Mame ; |(defau1t:fd—19—3b)

Module Mame : iDGS'SﬁﬂJ L3 Switch

Mac Address iDD-lS-dE-fd-lQ-Sb

Femote Far ko : l
Local Port ko - |

Faort Speed : r
Close I

|.Ja\-'a Applet Window

Figure 6- 71. Property window
This window holds the following information:

Parameter Description

Device Name This field will display the Device Name of the switches in the SIM group configured by the
user. If no Device Name is configured by the name, it will be given the name default and
tagged with the last six digits of the MAC Address to identify it.

Module Name Displays the full module name of the switch that was right-clicked.
MAC Address Displays the MAC Address of the corresponding Switch.
Remote Port No. Displays the number of the physical port on the MS or CaS that the CS is connected to. The

CS will have no entry in this field.

Local Port No. Displays the number of the physical port on the CS that the MS or CaS is connected to. The
CS will have no entry in this field.

Port Speed Displays the connection speed between the CS and the MS or CaS

Click Closeto close thé>roperty window.
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Commander Switch Icon

Figure 6- 72. Right Clicking a Commander Icon
The following options may appetor the user to configure:
x  Collapse- To collapse the group that will be represented by a single icon.
x  Expand- To expand the SIM group, in detail.

x  Property - To pop up a window to display the group information.

Member Switch Icon

Figure 6- 73. Right-Clicking a Member icon
The following options may appetor the user to configure:
x  Collapse- To collapse the group that will be represented by a single icon.
x  Expand - To expand the SIM group, in detail.
x  Remove from group- Remove a member from a group.
x  Configure - Launch the web management to configure the Switch.

x  Property - To pop up a window to display the device information.

Candidate Switch Icon

Figure 6- 74. Right-Clicking a Candidate icon
The following options may appetor the user to configure:
x  Collapse- To collapse the group that will be represented by a single icon.

x  Expand - To expand the SIM group, in detail.
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x Add to group - Add a candidate to a group. Clicking this option will reveal the following window for the user to
enter a password for authentication from the Candi@atitch before being added to the SIM group. Clidék to
enter the password @ancelto exit the window.

Figure 6- 75. Input password window

x  Property - To pop up a window to display the device information.

Menu Bar

The Single IP Managementwindow contains a menu bar for device configurations, as seen below.

Figure 6- 76. Menu Bar of the Topology View

The five menus on the menu bar are as follows.

File
x  Print Setup - Will view the image to be printed.
x  Print Topology - Will print the topology map.
x  Preference- Will set display properties, such as polling intd, and the views to open at SIM startup.
Group
x  Add to group - Add a candidate to a group. Clicking this option welteal the following screen for the user to enter
a password for authentication fratme Candidate Switch before being added to the SIM group. Olcko enter
the password o€ancelto exit the window.
Figure 6- 77. Input password window
x  Remove from Group- Remove an MS from the group.
Device
x  Configure - Will open the web manager for the specific device.
View
x  Refresh- Update the views with the latest status.
x  Topology - Display the Topology view.
Help

x  About - Will display the SIM information, including the current SIM version.
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NOTE: Upon this firmware release, some functions of the SIM can only be
configured through the Command Line Interface. See the DGS-3600 CLI
Manual for more information on SIM and its configurations.

Firmware Upgrade

This screen is used to upgrade firmware from the Commé&wliech to the Member Switch. Taccess the following window,
click Administration > Single IP Management Settings > Firmware UpgradeMember Switches will be listed in the table and
will be specified byPort (port on the CS where the MS residddAC Address, Model NameandVersion. To specify a certain
Switch for firmware download, click itsorresponding check box under tRert heading. To update the firmware, enter the
Server IP Addresswhere the firmware resides and enterRa¢h/Filename of the firmware. ClickDownload to initiate the file
transfer.

Figure 6- 78. Firmware Upgrade window

Configuration File Backup/Restore

This screen is used to upgrade configuration files froen@Qommander Switch to the Member Switch using a TFTP server.
Member Switches will be listed inghtable and will be specified WBort (port on the CS where the MS residé4pC Address,
Model Name and Version. To specify a certain Switch for upgrading confajion files, click its corresponding radio button
under thePort heading. To update the configuration file, enter $leever IP Addresswhere the file resides and enter the
Path/Filename of the configuration file. ClickDownload to initiate the file transfer from TFTP server to the Switch. Click
Upload to backup the configuration file to a TFE@rver. To access the following window, cliédministration > Single IP
Management Settings > Corifjuration Backup/Restore

Figure 6- 79. Configuration File Backup/Restore window
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Upload Log File

The following window is used to upload log files from SIM miger switches to a specified PTo view this window click
Administration > Single IP Management > Upload Log FileTo upload a log file, enter the IP address of the SIM member
switch and then enter a path on your PC where you wish to save this fileU@ladd to initiate the file transfer.

Figure 6- 80. Upload Log File window
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Section 7

Layer 2 Features

VLAN

Trunking

IGMP Snooping

MLD Snooping
Spanning Tree
Forwarding & Filtering

The following section will aid the user in configuring security functions for the Switch. The Switch includes various fdactions
VLAN, Trunking, IGMP Snooping, Spanning Tree, and Forwarding, all discussed in detaifafidiaéng section.

VLANS
Understanding IEEE 802.1p Priority

Priority tagging is a function defined Iye IEEE 802.1p standard designed to provide a means of managing traffic on a network
where many different types of data may be transmitted simultaneously. It is intended to alleviate problems associated with
delivery of time critical data over congesteetworks. The quality of applicationsathare dependent on such time criticaiaga

such as video conferencing, can be severely and advefssited by even very small delays in transmission.

Network devices that are in compliance with the IEEE 802.1p standard have the ability to recognize the priority level of dé
packets. These devices can also assigniaaitgrlabel or tag to packets. Compliadévices can also strip priority tags from
packets. This priority tag determines flacket's degree of expeditiousness andiehtes the queue to which it will be agsigl.

Priority tags are given values from 0 to 7 with O being assigned to the lowest priority data and 7 assignégbesh The
highest priority tag 7 is generally only used for data associated with video or audio applications, which are sensinsight
delays, or for data from specified end users whose data transmissions warrant special comsideratio

The Switch also allows further tailoring of how priority tagged data packets are handled on yark.nbising queues to
manage priority tagged data allows users to specify itdivelariority to suit the needs of your network. There may be
circumstances where it would be advantageous to group two or more differently tagged paxrkie¢ssame queue. Generally,
however, it is recommended that the highest priority queue, Quebe reserved for data packets with a priority value of 7.
Packets that have not been given any priority value are placed in Queue 0 and thus given thedaoityefstr delivery.

Strict mode and weighted round robin system are employededdvitich to determine the rate at which the queues are emptied of
packets. The ratio used for clearing the queues is 4:1. ®adasrthat the highest priority queue, Queue 7, will clear 4 {saftke
every 1 packet cleared from Queue 0.

Remember, the priority queue settings on the Switch are for @], @nd all devices connected to the Switch will be affected
This priority queuing system will be especially beneficiaydur network employs switches with the capability of assigning
priority tags.

VLAN Description

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme rathereharysical
layout. VLANSs can be used to combine any collection of LAN segments into an autonomous user group tisaasygpsiagle

LAN. VLANSs also logically segment the netvk into different broadcast domains so that packets are forwarded only between
ports within the VLAN. Typically, a VLAN corresponds to a particular subnet, although not necessarily.

VLANSs can enhance performance by conserving bandwidth, and improve security by limitingdrsffecific domains.

A VLAN is a collection of end nodes groupby logic instead of physical location. End nodes that frequently communicate with
each other are assigned to the same VLAN, regardless of thegrare physically on the natvk. Logically, a VLAN can be
equated to a broadcast domain, because broadcast packetsvarddd to only members ofdlWVLAN on which the broadcast
was initiated.
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Notes About VLANS on the DGS-3600 Series

No matter what basis is used to uniquely identify end nadédsassign these nodes VLAN mmeership, packets cannot cross
VLANSs without a network device performing a routing function between the VLANS.

The DGS-3600 Series supporBHE 802.1Q VLANs. The port untagging functiomdaze used to remove the 802.1Q tag from
packet headers to maintain compatibility with devices that are tag-unaware.

The Switch's default is to assign all ports to a single 802.1Q VLAN named "default."
The "default” VLAN has a VID = 1.

IEEE 802.1Q VLANS

Some relevant terms:
x  Tagging - The act of putting 802.1Q VLAN information into the header of a packet.
x  Untagging - The act of stripping 802.1Q VLAN information out of the packet header.
x  Ingress port- A port on a switch where packets are flowing into the Switch and VLAN decisions must be made.

x  Egress port- A port on a switch where packets are flowing out of the Switch, either to another switciinoerid
station, and tagging decisions must be made.

IEEE 802.1Q (tagged) VLANSs are implemethten the Switch. 802.1Q VLANSs requiregiing, which enables them to span the
entire network (assuming all switches on the network are IEEE 802.1Q-compliant).

VLANSs allow a network to be segmented in order to reducsitteeof broadcast domains. All packets entering a VLAN will only
be forwarded to the stations (over IEEE 802.1Q enabled switches) that are members of that VLAN, and this includes broadc
multicast and unicast packets from unknown sources.

VLANS can also provide a level of security to your netwoBEE 802.1Q VLANSs will only delivepackets between stations that
are members of the VLAN.

Any port can be configured as either tagging or untagging. The untagging featEEd02.1Q VLANS allows VLANSs to work
with legacy switches that don't recognize VLAN tags in patiestders. The tagging featualows VLANs to span multiple
802.1Q-compliant switches through a single physical connection and allows Spanning Tree to be enabled ®@aradl work
normally.

The IEEE 802.1Q standard restricts the forwarding of untagged packets
to the VLAN of which the reeiving port is a member.

The main characteristics tEEE 802.1Q are as follows:
x  Assigns packets to VLANS by filtering.
x  Assumes the presence of a single global spanning tree.
x  Uses an explicit tagging scheme with one-level tagging.
x  802.1Q VLAN Packet Forwarding

x  Packet forwarding decisionare made based upon the
following three types of rules:

x  Ingress rules - rules relevant to the classification of redeive
frames belonging to a VLAN.

x  Forwarding rules between ports - decides whether ta filte
or forward the packet.

x  Egress rules - determines if the packet must be sentdtagge
or untagged.

Figure 7- 1. IEEE 802.1Q Packet Forwarding
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802.1Q VLAN Tags

The figure below shows the 802.1Q VLAN tag. There are foditiadal octets inserted aftéhe source MAC address. Their
presence is indicated by a value of 0x8100 in the EtherType field. When a packet's EtherType field is e§L@DidHixpaait

carries the IEEE 802.1Q/802.1p tag. The tag is contained inlthwifay two octets and consisté 3 bits of user priority, bit of
Canonical Format Identifier (CFI - used fencapsulating Token Ring packets so they can be carried across Ethernet backbones
and 12 bits of VLAN ID (VID). The 3 bits of user priority areedsby 802.1p. The VID is the VLAN identifier and is used by the
802.1Q standard. Because the VID is 12 bits long, 4094 unique VLANSs can béddenti

The tag is inserted into the patiheader making the entire packet longer by 4 octets. All of the informationadlyigiontaned
in the packet is retained.

Figure 7- 2. IEEE 802.1Q Tag

The EtherType and VLAN ID are inserted after the MAC soaddress, but before the original EtherType/Length or Logical
Link Control. Because the packet is nabit longer than it was originally, the Cyclic Redundancy Check (CRC) must be
recalculated.

Figure 7- 3. Adding an IEEE 802.1Q Tag

86



Port VLAN ID

Packets that are tagged (are carrying the 802.1Q VID information) can be transmitted from one @@pliERtmetwork device
to another with the VLAN information intact. This allows 802.1Q VLANs to span network devices (and indeed, the entire
network, if all network devices are 802.1Q compliant).

Unfortunately, not all network devices are 802.1Q compliant. &ldesices are referred to as tag-unaware. 802.1Q devices are
referred to as tag-aware.

Prior to the adoption of 802.1Q VLANS, port-based and MAC-based VLANs were in common use. These VLANpoaliad u
Port VLAN ID (PVID) to forward packets. A packet received on a given port would be assigned tisaPptit and then be
forwarded to the port that corresponded to the packet's destination address (found itctiie fdwvarding table). If the RM of
the port that received the packet is different from the PVIEhefport that is to transmihe packet, the Switch will drohé
packet.

Within the Switch, different PNDs mean different VLANs (remenab that two VLANs cannot comumicate without an external
router). So, VLAN identification based upon the PVIDs cannot create VLANSs that editside a given switch (or switch stack).

Every physical port on a switdtas a PVID. 802.1Q ports are also assigned a PVID, for use within the SwitchvVIfANs are
defined on the Switch, all ports are then assigned to a default VLAN with a PVID equal to 1. Untagged packetmedetizassi
PVID of the port on which they were reged. Forwarding decisions are based utfos PVID, in so far as VLANs are con-
cerned. Tagged packets are forwarded adegrid the VID contained within the tagjagged packets are also assigned a PVID,
but the PVID is not used to make packet-forwarding decisions, the VID is.

Tag-aware switches must keep a table tateePVIDs within the Switch to VIDs on the network. TheitSkvwill compare the

VID of a packet to be transmitted to the VID of the port thdb transmit the packet. If thevo VIDs are different, the Stah

will drop the packet. Because of the existence of the PViifitagged packets and the VID for tagged packets, tag-aware and
tag-unaware network devices can coexist on the same network.

A switch port can have only one PVID, but can have as mabg ¥ the Switch has memory in its VLAN table to store them.

Because some devices on a network may be tag-unaware, amecist be made at each port a tag-aware device before
packets are transmitted - should the packet to be transmittedahtag or not? If the transmitting port is connected to a tag
unaware device, the packet should be urgdgdf the transmitting port is connectedatdag-aware device, the packet showdd b
tagged.

Tagging and Untagging
Every port on an 802.1Q compliant switch can be configured as tagging or untagging

Ports with tagging enabled will put the VID number, priority attter VLAN information into the header of all packets thawflo

into and out of it. If a packet has previously been tagged, the port will not alter the packet, thus keeping the VLANoinformati
intact. Other 802.1Q compliant devices on the network to make packet-forwardingrecesn then use the VLAN information

in the tag.

Ports with untagging enabled will strip the 802.1Q tag fromakets that flow into and out of those ports. If the packesmio
have an 802.1Q VLAN tag, the port will halter the packet. Thus, all packets receityy and forwarded by an untagging port
will have no 802.1Q VLAN information. (Remember that the PNdnly used internally within the Switch). Untagging is used
to send packets from an 802.1Q-compliant network device to a non-compliant nedwicek d

Ingress Filtering

A port on a switch where packets are flowing into the Switch andiN/tecisions must be made is referred to as an ingress port.
If ingress filtering is enabled for a port, the Switch will exarmtime VLAN information in the packet header (if present) and
decide whether or not to forward the packet.

If the packet is tagged with VLAN information, the ingress pdlt first determine if the ingress port itself is a membethsf
tagged VLAN. If it is not, the packet will be dropped. If tingress port is a member of the 802.1Q VLAN, the Switch then
determines if the destination port is amieer of the 802.1Q VLAN. If it is not, ehpacket is dropped. If the destination psra
member of the 802.1Q VLAN, the packet is forwarded and thénddion port transmits it to its attached network segment.

If the packet is not tagged with VLAN information, the ingresst pdll tag the packet with itewn PVID as a VID (if the poris

a tagging port). The Switch then determines if the destinationipa member of the same VLAN (has the same VID) as the
ingress port. If it does not, the packet is dropped. If it has the same VID, the packetisiédrand the destination padrismits

it on its attached network segment.

This process is referred to as ingrafterfng and is used to conserve bandwidth within the Switch by dropping packetsethat a
not on the same VLAN as the ingress port at the point of reception. This eliminasebskeguent processing of packets thlt w
just be dropped by the destination port.
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Default VLANS

The Switch initially configures one VLAN, W = 1, called "default." The factory deflh setting assigns all ports on the Swito
the "default." As new VLANSs are configured in Port-based mtidsr; respective member ports aeenoved from the "default.”

Packets cannot cross VLANS. If a membepné VLAN wants to connect to another VLAN, the link must be through an external
router.

NOTE: If no VLANSs are configured on the Switch, then all packets will be forwarded to any
destination port. Packets with unknown source addresses will be flooded to all ports.
Broadcast and multicast packets will also be flooded to all ports.

An example is presented below:

VLAN Name VID Switch Ports

System (default) 1 5,6,7,8,21, 22, 23,24
Engineering 2 9,10, 11, 12

Marketing 3 13, 14, 15, 16

Finance 4 17,18, 19, 20

Sales 5 1,2,3,4

Figure 7- 4. VLAN Example - Assigned Ports

VLAN Segmentation

Take for example a packet that is transmitby a machine on Port 1 that is a membf VLAN 2. If the destination lies on
another port (found through a normal forwarding table lookup), the Switch then looks to see if tipptiiort 10) is a nmeber

of VLAN 2 (and can therefore receive VLANgackets). If Port 10 is not a member of VLAN 2, then the packet will be dropped
by the Switch and will not reach its destination. If Port 18 imember of VLAN 2, the packet will go through. This selective
forwarding feature based on VLAN criteria is how VLANs segimiworks. The key point being that Port 1 will only transmit
on VLAN 2.

Network resources such as printers andeysriiowever, can be sharedass VLANS. This is achieved by setting up overlapping
VLANSs. That is ports can belong to more than one VLAN group. For example, setting VLAN 1 members to po8sahd 4
and VLAN 2 members to ports 1, 5, 6, and 7. Port 1 belongs to two VLAN groups. Ports 8, 9,aaachtt®configured to any
VLAN group. This means ports 8, 9, and 10 are in the same VLAN group.

VLAN and Trunk Groups

The members of a trunk group have the same VLAN setting VAAN setting on the members of a trunk group will apply to
the other member ports.

NOTE: In order to use VLAN segmentation in conjunction with port trunk groups, you can first
set the port trunk group(s), and then you may configure VLAN settings. If users wish to change
the port trunk grouping with VLANSs already in place, there will be no need to reconfigure the
VLAN settings after changing the port trunk group settings. VLAN settings will automatically
change in conjunction with the change of the port trunk group settings.
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Static VLAN Entry

In theL2 Featuresfolder, clickVLAN > Static VLAN Entries to open the following window:

Figure 7- 5. Current Static VLAN Entries window

The Current Static VLAN Entries window lists all previously configured VLANs by VLAN ID and VLAN Name. To delete an
existing 802.1Q VLAN, click the correspondi#)button under th®eleteheading.

To create a new 802.1Q VLAN, click tield button in theCurrent Static VLAN Entries window. A new window will appear,
as shown below, to configure the port settings and to assign a unique name and number to the new VLAN. Seelthve table be
a description of the parameters in the new window.

Figure 7- 6. Static VLAN window - Add

To return to theB02.1Q Static VLANswindow, click theShow All Static VLAN Entrieslink. To change an existing 802.1Q
VLAN entry, click theModify button of the corresponding entry to modify. Avneenu will appear to configure the port settings
and to assign a unique name and number to the new VLANth8dable below for a description of the parameters in the new
menu.

NOTE: The Switch supports up to 4k static VLAN entries.

NOTE: The current firmware version requires the user to manually
configure the PVID for untagged ports or the host may not connect to the
Switch correctly.
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Figure 7- 7. Static VLAN window - Modify

The following fields can then be set in either &del or Modify 802.1Q Static VLANs windows:

\ Parameter Description

Unit Choose the switch in the switch stack for which to modify VLANSs.

VID (VLAN ID) Allows the entry of a VLAN ID in the Add window, or displays the VLAN ID of an existing
VLAN in the Modify window. VLANSs can be identified by either the VID or the VLAN name.

VLAN Name Allows the entry of a name for the new VLAN in the Add window, or displays the VLAN name
in the Modify window.

Advertisement Enabling this function will allow the Switch to send out GVRP packets to outside sources,
notifying that they may join the existing VLAN.

Port Settings - Allows an individual port to be specified as member of a VLAN.

Tag Specifies the port as either 802.1Q tagging or 802.1Q untagged. Checking the box will desig-
nate the port as Tagged.

None Allows an individual port to be specified as a non-VLAN member.

Egress Select this to specify the port as a static member of the VLAN. Egress member ports are ports
that will be transmitting traffic for the VLAN. These ports can be either tagged or untagged.

Forbidden Select this to specify the port as not being a member of the VLAN and that the port is

forbidden from becoming a member of the VLAN dynamically.

Click Apply to implement changes made.
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GVRP Setting

In theL2 Featuresmenu, open th¥LAN folder and clickGVRP Settings The GVRP Settingswindow, shown on the right,
allows you to determine whether the Switch will share its VL&axfiguration information with other GARP VLAN Registration
Protocol (GVRP) enabled switches. In #idoh, Ingress Checking can be used to limit traffic by filtering incoming packetsewhos
PVID does not match the PVID of the pdResults can be seen in the table under the configuration settings, as seen below.

Figure 7- 8. GVRP Settings window

Parameter Description

Unit Select the switch in the switch stack for which to modify GVRP settings.

From/To These two fields allow you to specify the range of ports that will be included in the Port-based VLAN
that you are creating using the 802.1Q Port Settings window.

GVRP The GARP VLAN Registration Protocol (GVRP) enables the port to dynamically become a member
of a VLAN. GVRP is Disabled by default.

Ingress This field can be toggled using the space bar between Enabled and Disabled. Enabled enables the

Check port to compare the VID tag of an incoming packet with the PVID number assigned to the port. If the

two are different, the port filters (drops) the packet. Disabled disables ingress filtering. Ingress
Checking is Enabled by default.

Acceptable | This field denotes the type of frame that will be accepted by the port. The user may choose between

Frame Tagged Only, which means only VLAN tagged frames will be accepted, and Admit_All, which mean
Type both tagged and untagged frames will be accepted. Admit_All is enabled by default.
PVID The read-only field in the 802.1Q Port Table shows the current PVID assignment for each port,

which may be manually assigned to a VLAN when created in the 802.1Q Port Settings table. The
Switch's default is to assign all ports to the default VLAN with a VID of 1. The PVID is used by the
port to tag outgoing, untagged packets, and to make filtering decisions about incoming packets. If
the port is specified to accept only tagged frames - as tagging, and an untagged packet is forwarded
to the port for transmission, the port will add an 802.1Q tag using the PVID to write the VID in the
tag. When the packet arrives at its destination, the receiving device will use the PVID to make VLAN
forwarding decisions. If the port receives a packet, and Ingress filtering is enabled, the port will
compare the VID of the incoming packet to its PVID. If the two are unequal, the port will drop the
packet. If the two are equal, the port will receive the packet.

Click Apply to implement changes made.
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Double VLANSs

Double or Q-in-Q VLANSs allow network providers to expand their VLAN dgufations to place customer VLANS within a
larger inclusive VLAN, which adds a new layer to the VLAN dgufation. This basically lets large ISP's create L2 Virtual
Private Networks and also create transparent LANs for thetorers, which will connect two or more customer LAN points
without over-complicating configurations on the client's sidet only will over-complication be avoided, but also now the
administrator has over 4000 VLANSs in which over 4000 VLANs can be placed, thegeéatty expanding the VLAN network
and enabling greater support of customers utilizing multiple VLANs on the network.

Double VLANs are basically VLAN tagplaced within existing IEEE 802.1Q WNs which we will call SPVIDs (Service
Provider VLAN IDs). These VLANs are markdyy a TPID (Tagged Protocol ID), configured in hex form to be encapsulated
within the VLAN tag of the packet. This identifies the paclstdouble-tagged and segregates it from other VLANs on the
network, therefore creating a hierarchy of VLANSs within a single packet.

Here is an example DolébVLAN tagged packet.

Destination Address| Source Addresss SPVLAN (TPID + | 802.1Q CEVLAN Tag Ether Type | Payload
Service Provider (TPID + Customer VLAN
VLAN Tag) Tag)

Consider the example below:

Figure 7- 9. Double VLAN Example

In this example, the Service Provider Access Network switcbvitRer edge switch) is the device creating and configuring
Double VLANs. Both CEVLANSs (Customer VLANS), 10 and 11e éaagged with the SPVID 1Q#h the Service Provider Access
Network and therefore belong to one VLAN on the Service Provider’s network, thus being a member of two VLABIsvasg,th
the Customer can retain its normal VLAN and the Serviewi®er can congregate multipl@ustomer VLANs within one
SPVLAN, thus greatly regulating traffic and routing on the SerRicevider switch. This information is then routed to the Berv
Provider’s main network and regarded there as one VLAN, with one set of protocols and one routimy.behavi
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Regulations for Double VLANSs

Some rules and regulations apply with the implementation of the Double VLAN procedure.
1. All ports must be configured for the SPVID and its corresponding TPID on the Sewi#ePs edge switch.

2. All ports must be configured as Acsd2orts or Uplink ports. Access ports catydre Ethernet ports while Uplink ports
must be Gigabit ports.

Provider Edge switches must allow frames of at least 1522 bytes or more, due to the addition of the SPVID tag.

4. Access Ports must be an un-tagged port of the service provider VLANs. Uplink Ports must be a taggdu satvide
provider VLANS.

5. The switch cannot have both douatel normal VLANS co-existing. Once the change of VLAN is made, all Access
Control lists are cleared dmust be reconfigured.

6. Once Double VLANs are enableGVRP must be disabled.

7. All packets sent from the CPUttoe Access ports must be untagged.

8. The following functions will not operate when the switch is in Double VLAN mode:
Guest VLANs

Web-based Access Control

IP Multicast Routing

GVRP

All Regular 802.1Q VLAN functions

X X X X X

Double VLAN Settings

In theL2 Featuresmenu, open th#LAN folder and clickDouble VLAN Settings, which will display the following window to
enable the Double VLAN feature.

Figure 7- 10. Double VLAN State Settings

ChooseEnabledusing the pull-down menu and cligdpply . The user will be prompted with the following warning window.
Click OK to continue.

After being prompted with a success message, the user witebented with this window tmonfigure for Double VLANS.

Figure 7- 11. Double VLAN Table

Parameters shown in the previous window are explained below:
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Parameter Description

Double VLAN Use the pull-down menu to enable or disable the Double VLAN function on this Switch. Enabling

State the Double VLAN will return all previous VLAN configurations to the factory default settings and
remove Static VLAN configurations from the GUI.

SPVID The VLAN ID number of this potential Service Provider VLAN.

VLAN Name The name of the VLAN on the Switch.

TPID The tagged protocol ID of the corresponding VLAN that will be used in identification of this
potential Double VLAN, written in hex form.

The user may view configurations for a Double VLAN by clicking its corresporﬂ'gbutton, which will display the following

read-only window.

Figure 7- 12. Double VLAN Information window

Parameters shown in the previous window are explained below:

Parameter Description

SPVID The VLAN ID number of this potential Service Provider VLAN.

VLAN Name The name of the VLAN on the Switch.

TPID The tagged protocol ID of the corresponding VLAN that will be used in identification of this
potential Double VLAN, written in hex form.

Uplink Ports These ports are set as uplink ports on the Switch. Uplink ports are for connecting Switch VLANs

to the Service Provider VLANs on a remote source. Only gigabit ports can be configured as
uplink ports.

Access Ports

These are the ports that are set as access ports on the Switch. Access ports are for connecting
Switch VLANS to customer VLANS. Gigabit ports cannot be configured as access ports.

Unknown Ports

These are the ports that are a part of the VLAN but have yet to be defined as Access or Uplink
ports.

To create a Double VLAN, click th&dd button, revealing the following window for the user to configure.

Figure 7- 13. Double VLAN Creation window

To create a Double VLAN, enteralollowing parameters and cliépply .
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Parameter Description

VLAN Name Enter the pre-configured VLAN name to create as a Double VLAN.
SPVID Enter the VID for the Service Provider VLAN with an integer between 1 and 4094.
TPID Enter the TPID in hex form to aid in packet identification of the Service Provider VLAN.

Click Apply to implement changes made.

To configure the parameters for a previousigated Service Prider VLAN, click the i button of the corresponding SPVID
in theDouble VLAN Table as shown in Figure 7-11. The following wowl will appear for theiser to configure.

Figure 7- 14. Double VLAN Configuration window
To configure a Double VLAN, enter the following parameters and élfmy .

Parameter Description

VLAN Name The name of the pre-configured VLAN name to be configured.

TPID The tagged protocol ID. Enter the new TPID in hex form to aid in packet identification of the
Service Provider VLAN.

Operation Allows one of the following three acts to be performed:
ﬁggxorts — Will allow users to add ports to this Service Provider VLAN using the Port List field

Delete ports — Will allow users to remove ports from the Service Provider VLAN configured,
using the Port List field below.

Config TPID — Will allow users to configure the Tagged Protocol ID of the Service Provider
VLAN, in hex form.

Port Type Allows the user to choose the type of port being utilized by the Service Provider VLAN. The user
may choose:

Access - Access ports are for connecting Switch VLANs to customer VLANSs. Gigabit ports
cannot be configured as access ports.

Uplink - Uplink ports are for connecting Switch VLANs to the Provider VLANs on a remote
source. Only gigabit ports can be configured as uplink ports.

Port List Use the From and To fields to set a list of ports to be placed in, or removed from, the Service
Provider VLAN. The port list is specified by listing the lowest switch number and the beginning
port number on that switch, separated by a colon. Then the highest switch number, and the
highest port number of the range (also separated by a colon) are specified. The beginning and
end of the port list range are separated by a dash. For example, 1:3 specifies switch number 1,
port 3. 2:4 specifies switch number 2, port 4. 1:3 - 2:4 specifies all of the ports between switch 1,
port 3 and switch 2, port 4 in numerical order. Entering all will denote all ports on the Switch.
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Protocol VLANSs

The xStack DGS-3600 Switch Series incorporates the idea of protocol-based VLAdstardard, defined by the IEEE 802.1v
standard maps packets to protocol-defined VLANs by examining the type octet within thehmsaet to discover the type of
protocol associated with it. After assessing the protocol, the Switch will forward the packets to all ports within the protoco
assigned VLAN. This feature will benefit the administrator bitdsebalancing load sharing and enhancing traffic classificatio
The Switch supports fourteen pre-defined protocols for configuration. The user can define a pyopvopkrly configuring th
protocol value.

The following is a list of protocol values for some common protocols.

Protocol Type Header in Hexadecimal Form
IP over Ethernet 0x0800
IPX 802.3 OxFFFF
IPX 802.2 OxEOEO
IPX SNAP 0x8137

IPX over Ethernet2 | 0x8137

decLAT 0x6004
SNA 802.2 0x0404
netBios O0xFOFO
XNS 0x0600
VINES O0xOBAD
IPV6 0x86DD
AppleTalk 0x809B
RARP 0x8035

SNA over Ethernet2 | 0x80D5

Table 7- 1. Protocol VLAN and the corresponding protocol value

The following windows are used to create Protocol VLAN groups on the switch. Thespupthese Protocol VLAN groups is
to identify ingress untagged packets ancckiyi and accurately send them to theistitgation. Ingress untagged packets can be
identified by a protocol value in the packet header, whictbbaga stated here by the user. Once identified, these packdts can
tagged with the appropriate tags for VLAN and ptjoand then relayed to their destination.

To achieve this goal, users must first properly set the typeatbcol, along with the identifying value located in the packe
header and apply it to a protocol group, which is identified by an ID number. Once the group has begmmdeadnfigured,
then users must add it to a port or set of ports usin@tbecol VLAN Port Settings window, and configue the appropriate
VLAN and priority tags for these untagged packets. When these actions are completed and saved to the sWitelnghess
and untagged packets can be appropriately dealt with and forwarded through the switch.
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Protocol Group VLAN Settings

To begin the Protocol Group VLAN configurations, clicR Features > Protocol VLAN > Protocol VLAN Group Settings
which will display the following window.

Figure 7- 15. Protocol VLAN Group Settings window

Click theAdd button to reveal the following window for the user to configure:

Figure 7- 16. Protocol VLAN Group — Add window

To modify an existing entry, click the correspondMgdify button of a Protocol VLAN Group to reveal the following window
for the user to configure:

Figure 7- 17. Protocol VLAN Group — Edit window
The Add and Modify windows of thierotocol VLAN Group hold the following fields to be configured:

Parameter Description

Group ID Enter an integer from 1 to 16 to identify the protocol VLAN group being created here. For the
Modify window, this field will display the Protocol Group ID number of the group being configured.

Action Use the pull-down menu to add or delete the protocol to this group. This protocol is identified using
the following Protocol field.

Protocol Use the pull-down menu to select the frame type to be added or deleted from this profile. The
frame type indicates the frame format. The user has three choices for frame type:

x  Ethernet Il — Choose this parameter if you wish this protocol group to employ the
Ethernet Il frame type. In this frame type, the protocol is identified by the 16-bit (2 octet)
IEEEB02.3 type field in the packet header, which is to be stated using the following
Protocol Value .

X IEEEB02.3 SNAP — Choose this parameter if you wish this protocol group to employ the

Sub Network Access Protocol (SNAP) frame type. For this frame type, the protocol is
identified by the 16-bit (2 octet) IEEE802.3 type field in the packet header, which is to be
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stated using the following Protocol Value .

X IEEEB02.3 LLC — Choose this parameter if you wish this protocol group to employ the
Link Logical Control (LLC) frame type. For this frame type, the protocol is identified by the
2-octet IEEE802.3 Link Service Access Point (LSAP) pair field in the packet header,
which is to be stated using the following Protocol Value . The first octet defines the
Destination Service Access Point value and the second octet is the Source Service
Access Point (SSAP) value.

Protocol Value Enter the corresponding protocol value of the protocol identified in the previous field. This value
must be stated in a hexadecimal form.

Click Apply to implement changes made.

Protocol VLAN Port Settings

The following window is used to add a Protocol VLAN Group jeatfo a port or list of ports and adjust the tags for incoming
untagged packets before being relayed through the Switch. To view this windowl ZliEkatures > Protocol VLAN >
Protocol VLAN Port Settings, which will display the following window.

Figure 7- 18. Protocol VLAN Port Settings window
The following fields may be configured:

Parameter Description

Port List Use this parameter to assign ports to a Protocol VLAN Group or remove them from the Protocol
VLAN Group. Clicking the Select All Ports check box will configure this Protocol VLAN Group to
all ports on the switch.

Action Use the pull-down menu to add or delete the following Group ID to or from the ports selected in
the previous field.

Group ID Enter the ID number of the Protocol VLAN Group for which to add or remove from the selected
ports. Clicking the Select All Groups check box will apply all Protocol VLAN groups to the ports
listed in the Port List field.

VLAN ID / VLAN Use this field to add a VLAN to be associated with this configuration. Select the correct radio
Name button if you are using a VLAN Name or a VID (VLAN ID).

Click Apply to implement changes made. T®tocol VLAN Port Table in the bottom half of the seen will display correctly
configured ports to Protocol Group configurations, alarnp associated VLANs and iprities. Users may use thHeort List
Searchin the middle of the window to display configtions based on ports on the switch. Clicking $tew All Protocol
VLAN Port Table Entries link will display all Protocol VLAN Port Table entries.
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Trunking

Understanding Port Trunk Groups

Port trunk groups are used to combine a number of ports together to make a single high-bandwpdtleloet. The DGS-3600
Series supports up to 32 port trunk groups with 2 to 8 ports in each group. Agvdienate of 8000 Mbps can be achieved.

Figure 7- 19. Example of Port Trunk Group

The Switch treats all ports in a trunk group as a single Pata transmitted to a specific host (destination address)lwilya be
transmitted over the same port in a trunk group. This allows aitkatdata stream to arrive in the same order they wete sen

NOTE: If any ports within the trunk group become disconnected, packets intended
for the disconnected port will be load shared among the other unlinked ports of the
link aggregation group.
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Link aggregation allows several ports to be grouped together and to act as a dingleisigives a bandwidth that is a niplk
of a single link's bandwidth.

Link aggregation is most commonly used to link a bandwidth intensive network device or devices, such as a #eever, to
backbone of a network.

The Switch allows the creation of up to 32 link aggregation groegch group consisting of ttm eight links (ports). All othe
ports in the group must be members of the same VLAN, andSfh@irstatus, static multicast, traffic control, traffic segmeariat
port bandwidth and 802.1p default priority configurations must be identical. Port security jpporing and 802.1X must nde
enabled on the trunk group. Further, the aggregated links must all be of the same speed wHehGR ttate and should be
configured as full duplex.

The Master Port of the group is to be configured by the user, and all configuration optirting the VLAN configurationhiat
can be applied to the Master Port, arpliggl to the entire link aggregation group.

Load balancing is automatically applied to the ports in ttgreagted group, and a link failure within the group causes the
network traffic to be directed to the remaining links in the group.

The Spanning Tree Protocol will treat a link aggregation groapsaggle link, on the switch level. On the port level, the il
use the port parameters of the Master Port in the calculatiporio€ost and in determining the state of the link aggreggtiomp.

If two redundant link aggregation groups are configured on thelgvd TP will block one entire group; in the same way STP wil
block a single port that has a redundant link.

Link Aggregation

To configure port trunking, click on tHank Aggregation hyperlink in theTrunking folder undenl.2 Featuresto bring up the
following window:

Figure 7- 20. Port Link Aggregation Group window

To configure port trunk groups, click thédd button to add a new trunk group and use lthek Aggregation Group
Configuration window (see example below) to set up trunk groups. To modify a port trunk group, eliekperlinked Group
ID. To delete a port trunk group, click the corresponi#agnder the Delete heading in think Aggregation Group Entries
table.

Figure 7- 21. Link Aggregation Group Configuration window— Add
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Figure 7- 22. Link Aggregation Group Configuration window- Modify

The user-changeable parameters are as follows:

Parameter Description
Group ID Select an ID number for the group, between 1 and 32.
State Trunk groups can be toggled between Enabled and Disabled. This is used to turn a port

trunking group on or off. This is useful for diagnostics, to quickly isolate a bandwidth intensive
network device or to have an absolute backup aggregation group that is not under automatic

control.

Master Port Choose the Master Port for the trunk group using the pull-down menu.

Member Ports Choose the members of a trunked group. Up to eight ports per group can be assigned to a
group.

Flooding Port A trunking group must designate one port to allow transmission of broadcasts and unknown
unicasts.

Active Port In Static mode, these ports are uplinked ports, while in LACP mode, these ports are protocol

activated ports.

Type This pull-down menu allows you to select between Static and LACP (Link Aggregation Control
Protocol). LACP allows for the automatic detection of links in a Port Trunking Group.

After setting the previous parameters, clighply to allow changes to be implement&diccessfully created trunk groups will be
show in theLink Aggregation Group Entries table as seen in Figure 7-16.
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LACP Port Settings

The LACP Port Settings window is used in conjunction with the
Link Aggregation window to create port trunking groups on th
Switch. Using the following window, the user may set which pofts
will be active and passive in processing and sending LACP con
frames. To view this window, click2 Features > Trunking >

LACP Port Settings.

The user may set the following parameters:

Parameter Description

From/To A consecutive group of ports may be
configured starting with the selected port.

Mode Active - Active LACP ports are capable of

processing and sending LACP control
frames. This allows LACP compliant devices
to negotiate the aggregated link so the group
may be changed dynamically as needs
require. In order to utilize the ability to
change an aggregated port group, that is, to
add or subtract ports from the group, at least
one of the participating devices must
designate LACP ports as active. Both
devices must support LACP.

Passive - LACP ports that are designated as
passive cannot initially send LACP control
frames. In order to allow the linked port
group to negotiate adjustments and make
changes dynamically, one end of the
connection must have "active" LACP ports
(see above).

After setting the previous parameters, cligkply to allow your
changes to be implemented. ThACP Port Table shows which

ports are active and/or passive.
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IGMP Snooping

Internet Group Management Protocol (IGMP) snooping allowsSthitch to recognize IGMP queries and reports sent between
network stations or devices and an IGMP host. When enabled for IGMP snooping, the Switch canabpss @ port to a
specific device based on IGMP messages passing through the Switch.

In order to use IGMP Snooping it must first be enabled for the entire Switch (92€818600 WebManagement Too). You
may then fine-tune the settings for each VLAN usingl@®BIP Snooping link in the L2 Features folder. When enabled for
IGMP snooping, the Switch can open or el@sport to a specific multicast group membased on IGMP messages sent from the
device to the IGMP host or vice versa. The Switch monitors IGMP messages and discontinues épnadtidimst packets when
there are no longer hosts regtirg that they continue.

IGMP Snooping

Use thelGMP Snooping Settingswindow to viewlIGMP Snooping configurations. To modify the settings, click thedify
button of the VLAN ID to change.

Figure 7- 24. IGMP Snooping Settings window
Clicking theModify button will open theGMP Snooping Settingswindow, shown below:

Figure 7- 25. IGMP Snooping Settings-Edit window

The following parameters may be viewed or modified:
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Parameter Description

VLAN ID This is the VLAN ID that, along with the VLAN Name, identifies the VLAN for which to modify
the IGMP Snooping Settings.

VLAN Name This is the VLAN Name that, along with the VLAN ID, identifies the VLAN for which to modify

the IGMP Snooping Settings.

Query Interval

The Query Interval field is used to set the time (in seconds) between transmitting IGMP
queries. Entries between 1 and 65535 seconds are allowed. Default = 125.

Max Response Time

This determines the maximum amount of time in seconds allowed before sending an IGMP
response report. The Max Response Time field allows an entry between 1 and 25
(seconds). Default = 10.

Robustness Variable

Adjust this variable according to expected packet loss. If packet loss on the VLAN is
expected to be high, the Robustness Variable should be increased to accommodate
increased packet loss. This entry field allows an entry of 1 to 255. Default = 2.

Last Member Query
Interval

This field specifies the maximum amount of time between group-specific query messages,
including those sent in response to leave group messages. Default = 1.

Host Timeout

This is the maximum amount of time in seconds allowed for a host to continue membership
in a multicast group without the Switch receiving a host membership report. Default = 260.

Route Timeout

This is the maximum amount of time in seconds a route is kept in the forwarding table
without receiving a membership report. Default = 260.

Leave Timer

This specifies the maximum amount of time in seconds between the Switch receiving a
leave group message from a host, and the Switch issuing a group membership query. If no
response to the membership query is received before the Leave Timer expires, the
(multicast) forwarding entry for that host is deleted. The default setting is 2 seconds.

Querier State

Choose Enabled to enable transmitting IGMP Query packets or Disabled to disable. The
default is Disabled.

Querier Router

This read-only field describes the behavior of the router for sending query packets. Querier

Behavior will denote that the router is sending out IGMP query packets. Non-Querier will denote that
the router is not sending out IGMP query packets. This field will only read Querier when the
Querier State and the State fields have been Enabled.

State Select Enabled to implement IGMP Snooping. This field is Disabled by default.

Fast Leave This parameter allows the user to enable the Fast Leave function. Enabled, this function will

allow members of a multicast group to leave the group immediately (without the
implementation of the Last Member Query Timer) when an IGMP Leave Report Packet is
received by the Switch. The default is Disabled.

Click Apply to implement the new settings. Click tBaow All IGMP Group Entriedink to return to thelGMP Snooping

Settingswindow.
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Router Port Settings

A static router port is a port that hasnulticast router attached to it. Generatiys router would have a connection t9VAN or
to the Internet. Establishing a router port will allow multiceatkets coming from the router to be propagated through the
network, as well as allowing multidasiessages (IGMP) coming from the netwto be propagated to the router.

A router port has the following behavior:
x Al IGMP Report packets will be forwarded to the router port.
x  IGMP queries (from the router port) will be flooded to all ports.

x  All UDP multicast packets will be forarded to the router port. Becausmiters do not send IGMP reports or
implement IGMP snooping, a multicast router connected to the router port of a Layer 3 switch would not be able
receive UDP data streams unless the UDP multicadtats were all forwarded to the router port.

A router port will be dynamically configured when IGMPeqy packets, DVMRP multicast &®IM-DM multicast packets are
detected flowing into a port.

Open thedGMP Snooping folder in thelL2 Featuresfolder and the click on thRouter Port Settingslink to open the following
page, as shown below.

Figure 7- 26. Router Port Settings window

The previouswindow displays all of the current entries to the Switchagicstrouter port table. To modify an entry, click the
Modify button. This will open th&outer Port window, as shown below.

Figure 7- 27. Router Port — Modify window
The following parameters can be set:

\ Parameter Description

VID (VLAN ID) This is the VLAN ID that, along with the VLAN Name, identifies the VLAN where the multicast
router is attached.

VLAN Name This is the name of the VLAN where the multicast router is attached.

Member Ports Ports on the Switch that will have a multicast router attached to them. There are three options for
which to configure these ports:

None — Click this option to not set these ports as router ports
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Static — Click this option to designate a range of ports as being connected to a multicast-enabled
router. This command will ensure that all packets with this router as its destination will reach the
multicast-enabled router.

Forbidden — Click this option to designate a port or range of ports as being forbidden from being
connected to multicast enabled routers. This ensures that these configured forbidden ports will
not send out routing packets.

Both - Click this option to designate a port or range of ports as being both forbidden from being
connected to multicast enabled routers. This ensures that these configured forbidden ports will
not send out routing packets.

Click Apply to implement the new settings, Click tBaow All Router Port Entriebnk to return to theRouter Port Settings
window.

ISM VLAN Settings

In a switching environment, multiple VLANmay exist. Every time a multicast queasses through the Switch, the switch must
forward separate different copies of the data to each VLAN on the system, which, in turn, increasesicdatadtrafy clog p

the traffic path. To lighten the traffic load, multicast VLANsy be incorporated. These multicast VLANs will allow the Switch
to forward this multicast traffic as one copy to péents of the multicast VLAN, instead of multiple copies.

Regardless of other normal VLANs thaeancorporated on the Switch, users mdyg any ports to the multicast VLAN where
they wish multicast traffic to be sent. Users are to set spurce port, where the multicast traffic is entering the svatuth then
set the ports where the incoming multicast traffic is to be $éwmt.source port cannot be a recipient port and if configioreid
so, will cause error messages to be prodigetthe switch. Onceroperly configured, the streaof multicast data will be rejyad
to the receiver ports in a much more timely and reliable fashion.

NOTE: The ISM VLAN function in the current firmwa release is only supported when the
Switch is in standalone mode

Restrictions and Provisos
The Multicast VLAN feature of this switch doesvieasome restrictions and limitations, such as:
1. Multicast VLANs can only be implemented on edge switches.

2. Member ports and source ports can be used in muplevVLANs. But member ports and source ports cannot be the
same port in a specific ISM VLAN.

3. The Multicast VLAN is exclusive withormal 802.1g VLANS, which means that VLAN IDs (VIDs) and VLAN Names
of 802.1q VLANs and ISM VLANSs cannot be the same. Ca&8D or VLAN Name is cbsen for any VLAN, it cannot
be used for any other VLAN.

The normal display of configured VLANSII not display configired Multicast VLANS.

Once an ISM VLAN is enabled, the corresponding IGiviBoping state of this VLAN will also be enabled. Users
cannot disable the IGMP fea&ufor an enabled ISM VLAN.

6. One Range (and Range Name) of multicast IP addressbe eadded to multiple ISM VLANS, yet multiple Ranges can
be added to one ISM VLAN.

7. Router ports cannot be deleted if they are the source ports for ISM VLANS.

The following windows will allow users to create and configurdticast VLANS for the switch. Teiew these windows, open
theL2 Featuresfolder, and then clickGMP Snooping > ISM VLAN Settings, which will lead to the following window.
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Figure 7- 28. IGMP Snooping Multicast VLAN Table window

The previous window displays the settings for previously eceBtulticast VLANSs. To view the settings for a previously created
multicast VLAN, click theModify button of the corresponding ISM VLAN you wish to modify. To create a new Multicast
VLAN, click the Add button in the top left-hand corner of the screen, which will produce the following window to be configured.

Figure 7- 29. IGMP Snooping Multicast VLAN Settings — Add window

Enter a name for the ISM VLAN into théd AN Name field and choose ¥ID betweer?2 and4094 Entries in these two fields
must not have been previously configured on the switch orranmessage will be prompted to the user. Once these two fields
have been filled, click thapply button, which will automatically adjust the current window to resemble the following window.

Figure 7- 30. IGMP Snooping Multicast VLAN Settings — Add window modified
Both theAdd andModify windows of thdGMP Multicast VLAN Settings have the following configurable fields.

Parameter Description

VLAN Name Enter the name of the new Multicast VLAN to be created. This name can be up to 32 characters
in length. This field will display the pre-created name of a Multicast VLAN in the Modify window.

VID Add or edit the corresponding VLAN ID of the Multicast VLAN. Users may enter a value between
2 and 4094.

State Use the pull-down menu to enable or disable the selected Multicast VLAN.

Member Port Enter a port or list of ports to be added to the Multicast VLAN. Member ports will become the

untagged members of the multicast VLAN.

Source Port Enter a port or list of ports to be added to the Multicast VLAN. Source ports will become the
tagged members of the multicast VLAN.

Replace Source | This field is used to replace the source IP address of incoming packets sent by the host before
IP being forwarded to the source port.
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Click Apply to implement settings made.

IP Multicast Address Range Settings

So now that the multicast VLAN has been, sesers are now abl® configure the range of multicast addresses that will be
accepted by the source port to bemarded to the receiver ports. Thisdone through the use of the Multicast Address
Rangewindow along with théSM VLAN Settings window. First the user must set the multicast addresses to be used by opening
thelP Multicast Address Rangewindow located in th&GMP Snooping folder. The following window will be displayed for the
user.

Figure 7- 31. IP Multicast Address Range Table window
Click theAdd button to display the following window.

Figure 7- 32. IP Multicast Address Range Setting — Add window
The following parameters can be set:

Parameter Description

Range Name Enter an alphanumeric name of no more than 32 characters to define the Multicast Address
range. This name will be used to define the multicast address range when it is added to a
multicast VLAN.

From... To... Enter the range of multicast addresses that will be accepted by the multicast VLAN using this
range name. A range of multicast addresses may be separated by a dash (Ex. 225.1.1.1-
225.1.1.10).

Click Apply to set thilRange Namewith these multicast addresses.

Once this Range has been set into the switch, users musttadidatmulticast VLAN so packets containing these addresskes wil
be accepted. To do this, users must returineol GMP Snooping Multicas¢LAN Table by clickingIGMP Snooping > ISM
VLAN Settings, which will lead to the following window.

Figure 7- 33. IGMP Snooping Multicast VLAN Table window

Now, click theGroup List Modify button, which will produce the following window where users can ad&#mge Name
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Figure 7- 34. IGMP Snooping Multicast VLAN Group List Settings window

Simply enter the Range Name that was configured inRhelulticast Address Range Setting — Add windowinto theRange

Name field and clickAdd. The result will be displayed in the bottom haffthe window above (the range name Speed was
configured here) along with the range of multicast addresidtple multicast ranges may be added to a multicast VLAN. Click
the % under the Delete heading to remove a Range from a multicast VLAN. All set multicast ranges may be remove
simultaneously from a multicast VLAN by clicking tReemove All button.
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Limited IP Multicast Range

The Limited IP Multicast Range window allows
the user to specify whic multicast address(es)
reports are to be receiveon specified ports on the
Switch. This function will therefore limit the number
of reports received and the number of multicast
groups configured on the Switch. The user may set
an IP address or range of iddresses, by entering g
pre-configured Range Name, to accept reports
(Permit) or deny reports (Deny) coming into the
specified switch ports. Click2 Features >IGMP
Snooping > Limited Multicast Address Range
Settingsto display the adjacentindow:

To configure Limited IP Multicast Range:

Use the remaining pull-down menus to configure the
parameters described below:

Parameter Description \

Limited IP Multicast Address Range Port
Settings (Click Apply to save changes)

From... | Select a range of ports to be
To... granted access or denied access
from receiving multicast information.

Access | Toggle the Access field to either
Permit or Deny to limit or grant
access to a specified range of
Multicast addresses on a particular
port or range of ports.

Limited IP Multicast Address Range

Settings
From... | Select a port or range of ports to be
To... allowed access to multicast
information from a specific multicast
IP range.

Range Enter the pre-configured Range
Name Name denoting a range of multicast
IP addresses for the ports listed in
the previous fields.

Add Click this button to add the Range
Name to these ports.

Delete Click this button to delete this range
name from the list of ports.

Figure 7- 35. Limited IP Multicast Address Range Port Settings window
Delete Click this button to delete all
All configured range names from the
list of ports.

Users may view the Limited Multicast IP Range settings on a port-by-port basis using the pull down menus Limdliéedh@
Multicast Address Range Table by Port Configured entries will be displayed in thanited IP Multicast Address Range
Port Table.
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MLD Snooping

Multicast Listener Discovery (MLD) Snooping is an IPv6 functioadusimilarly to IGMP snooping in IPv4. It is used to discover
ports on a VLAN that are requesting multicast data. Insteadadifig all ports on a select® AN with multicast traffic, MLD
snooping will only forward muicast data to ports that wish to receive thasa through the use of queries and reports pestihy
the requesting ports and the smupf the multicast traffic.

MLD snooping is accomplished through the examination of the layer 3 part of an MLD control fpankédrred between end
nodes and a MLD router. When the Switch discovers that this imuéquesting multicast traffic, it adds the port directiyched
to it into the correct IPv6 multicast table, and begins thega® of forwarding multicast tradfito that port. This entry ithe
multicast routing table records the port, the VLAN ID and #ssociated multicast IPv6 Hicast group address and then
considers this port to be a active listey port. The active listeng ports are the only onesreceive multicast group data

MLD Control Messages

Three types of messages are transferred between devices using MLD snooping. These three messagéseaitdoylttaee
ICMPV6 packet headers, labeled 130, 131 and 132.

1. Multicast Listener Query — Similar to the IGMPv2 Host Membership Query for IPv4, and labeled as 130 in the
ICMPV6 packet header, this message is sent by the toudsk if any link is requesting multicast data. There are two
types of MLD query messages emitted by the router. The General Query is used to advertise all multicees &duaires
are ready to send multicast data to all listening pants,the Multicast Specific query, which advertises a specific
multicast address that is also ready. These two typaesdages are distinguished by a multicast destination address
located in the IPv6 headerdha multicast address in the Mualist Listener Query Message.

2. Multicast Listener Report — Comparable to the Host Meemship Report in IGMPv2, and labeled as 131 in the ICMP
packet header, this message is sent by the listening ghe 8witch stating that it is interested in receiving multicast
data from a multicast address in respdosthe Multicast Listener Query message.

3. Multicast Listener Done — Akin to the Leave Group Message in IGMPv2, and labeled as 132 in the ICMPVv6 packet
header, this message is sent by the muttlsiening port stating that it is noriger interested in receiving multicastalat
from a specific multicast group address, therefore statingttisdidone” with the multicast data from this address. Once
this message is received by the Switthiill no longer forward miliicast traffic from a specific multicast group address
to this listening port.

MLD Snooping Settings

To configure the settings for MLD snooping, clicR Features > MLD Snooping > MLD Snooping Settingswhich will open
the following window.

Figure 7- 36. MLD Snooping Settings window

This window displays the current MLD Snooping settings seherswitch, defined by VLAN. To configure a specific VLAN for
MLD snooping, click the VLAN'’s correspondiniylodify button, which will display the following window for the user to
configure.
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Figure 7- 37. MLD Snooping Settings - Edit window

The following parameters may be viewed or modified:

Parameter Description

VLAN ID This is the VLAN ID that, along with the VLAN Name, identifies the VLAN for which
to modify the MLD Snooping Settings.

VLAN Name This is the VLAN Name that, along with the VLAN ID, identifies the VLAN for which
to modify the MLD Snooping Settings.

Query Interval The Query Interval field is used to set the time (in seconds) between transmitting
MLD queries. Entries between 1 and 65535 seconds are allowed. Default = 125.

Max Response Time This determines the maximum amount of time in seconds allowed to wait for a
response for MLD port listeners. The Max Response Time field allows an entry
between 1 and 25 (seconds). Default = 10.

Robustness Variable Provides fine-tuning to allow for expected packet loss on a subnet. The user may
choose a value between 1 and 255 with a default setting of 2. If a subnet is expected
to be lossy, the user may wish to increase this interval.

Last Listener Query Interval The maximum amount of time to be set between group-specific query messages.
This interval may be reduced to lower the amount of time it takes a router to detect
the loss of a last listener group. The user may set this interval between 1 and 25
seconds with a default setting of 1 second.

Node Timeout Specifies the link node timeout, in seconds. After this timer expires, this node will no
longer be considered as listening node. The user may specify a time between 1 and
16711450 with a default setting of 260 seconds.

Router Timeout Specifies the maximum amount of time a router can remain in the Switch’s routing
table as a listening node of a multicast group without the Switch receiving a node
listener report. The user may specify a time between 1 and 16711450 with a default
setting of 260 seconds.
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Done Timer Specifies the maximum amount of time a router can remain in the Switch after
receiving a done message from the group without receiving a node listener report.
The user may specify a time between 1 and 16711450 with a default setting of 2
seconds.

Querier State Choose Enabled to enable transmitting MLD Snooping Query packets or Disabled to
disable. The default is Disabled.

Querier Router Behavior This read-only field describes the current querier state of the Switch, whether
Querier, which will send out Multicast Listener Query Messages to links, or Non-
Querier, which will not send out Multicast Listener Query Messages.

State Used to enable or disable MLD snhooping for the specified VLAN. This field is
Disabled by default.

Fast Done This parameter allows the user to enable the fast done function. Enabled, this
function will allow members of a multicast group to leave the group immediately
when a done message is received by the Switch.

NOTE: The robustness variable of the MLD snooping querier is used in creating the following
MLD message intervals:

Group Listener Interval — The amount of time that must pass before a multicast router decides
that there are no more listeners present of a group on a network. Calculated as (robustness
variable * query interval ) + (1 * query response interval).

Querier Present Interval — The amount of time that must pass before a multicast router
decides that there are no other querier devices present. Calculated as (robustness variable *
query interval) + (0.5 * query response interval).

Last Listener Query Count — The amount of group-specific queries sent before the router
assumes there are no local listeners in this group. The default value is the value of the
robustness variable.

Click Apply to implement changes made. Click gigow All MLD Snooping Entriesink to return to the MLD Snooping Settings
window.

MLD Router Port Settings

The following window is used to designate a port or range of ports as being connected to multicast enabled reatéPs6Wh
routing control packets, such as DVMRP, OSPF or RIP, or MLBrPpackets are found in an Ethet port or specified VLAN,
the Switch will set these ports as dynanuater ports. Once set, this will ensure that all packets with a multicast routsr as
destination will arrive at the multicast-enabled router, regssdié protocol. If the Router’'s Aging Time expires and noimgut
control packets or query packets are received by thethattport will be removed from being a router port.

To configure the settings for MLD Router Ports, click Features > MLD Snooping > MLD Router Port Settings which will
open the following window.

Figure 7- 38. Router Port Settings window for MLD

To configure the router ports settings f specified VLAN, click its correspondinigodify button, which will produce the
following window for the user to configure.
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Figure 7- 39. Router Port- Modify window

The following parameters can be set:

‘ Parameter Description
VID (VLAN ID) This is the VLAN ID that, along with the VLAN Name, identifies the VLAN where the MLD
multicast router is attached.
VLAN Name This is the name of the VLAN where the MLD multicast router is attached.

Member Ports

Ports on the Switch that will have a multicast router attached to them. There are three options
for which to configure these ports:

None — Click this option to not set these ports as router ports

Static — Click this option to designate a range of ports as being connected to a multicast-
enabled router. This command will ensure that all packets with this router as its destination will
reach the multicast-enabled router.

Forbidden — Click this option to designate a port or range of ports as being forbidden from
being connected to multicast enabled routers. This ensures that these configured forbidden
ports will not send out routing packets.

Both - Click this option to designate a port or range of ports as being both forbidden from being
connected to multicast enabled routers. This ensures that these configured forbidden ports will
not send out routing packets.

Click Apply to implement the new settings.
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Spanning Tree

This Switch supports three versionstioé Spanning Tree Protocol; 802.1D STP, 802.1w Rapid STP and 802.1s MSTP. 802.1C
STP will be familiar to most networkingrofessionals. However, since 802.1wTRSand 802.1s MSTRas been recently
introduced to D-Link managed Ethernet switches, a brief introduction to the technslgmggvided below followed by a
description of how to set up 802.1D STP, 802.1w RSTP and 802.1s MSTP.

802.1s MSTP

Multiple Spanning Tree Protocol, or MSTP, is a standard defined by the IEEE community that allows multiple VLANSs to b
mapped to a single spanning tree instance, which will providépfeupathways across the neti. Therefore, these MSTP
configurations will balance the traffic load, preventing wideescddruptions when a single spanning tree instance fails.\ihi

allow for faster convergences of new topologies for the failethnce. Frames designated for these VLANs will be processed
quickly and completely throughout interconnected bridges intijiany of the three spanning tree protocols (STP, RSTP or
MSTP).

This protocol will also tag BPDU packets sereiving devices can disgnish spanning tree instancepanning tree regions @n
the VLANSs associated with them. An MSTD will classify these instances. MSWHII connect multiple spanning trees with a
Common and Internal Spannifdgee (CIST). The CIST will autnatically determine each MSTrégion, its maximum possible
extent and will appear as one virtual bridge that runs desapgnning tree. Consequentially, frames assigned to differekiN¥/L
will follow different data routesvithin administratively established regions on the network, continuing to allow simple land fu
processing of frames, regardless of administrative errors in defining ¥laAN their respective spanning trees.

Each switch utilizing the MSTP on a network will have a singleM8onfiguration that will have the following three attributes

1. A configuration name defined by an alphanumeric string of up to 32 characters (defiredd $TtConfiguration
Identification window in the Configuration Nanfeeld).

2. A configuration revision number (named here as a Revision Level and foundM&Th€onfiguration Identification
window) and;

3. A 4096-element table (defined here as a VID List irfMBd Configuration Identification window), which will
associate each of the possible 4096 VLANspsuted by the Switch for a given instance.

To utilize the MSTP function on the Switch, three steps need to be taken:

1. The Switch must be set to the MSTP setting (found isTe Bridge Global Settingswindow in the STP Version
field).

2. The correct spanning tree priority for the MSTP instamust be entered (defined here as a Priority iSTHeInstance
Settingswindow when configuring an MSTI IBettings).

3. VLANS that will be shared must be added to the MSTP Instance ID (defined he/éDakist in theMST
Configuration Identification window when configuring an MSTI ID settings).

802.1w Rapid Spanning Tree

The Switch implements three versions of the Spanning Tree Blatoe Multiple Spanning Tree Protocol (MSTP) as defined by
the IEEE 802.1s, the Rapid Spanning Tree Protocol (RSTP) as defined by the IEEE 802 floatspeaind a version compatible
with the IEEE 802.1D STP. RSTP caneogte with legacy equipment implementilitEE 802.1D, however the advantages of
using RSTP will be lost.

The IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) evolved from the 802.1D STP stadi&dvd® developed in order to
overcome some limitations of STP that impede the function m&s@cent switching innovations, particular, certain Layer 3
functions that are increasingly handled by Ethernet switches. The basic function and rhectewhinology is the same as STP
Most of the settings configured for STP are also used for RSTP. This seatmmua®s some new Spanning Tree concepts and
illustrates the main differences between the two protocols.

Port Transition States

An essential difference between the three protocols is irwthe ports transition to a forwarding state and in the way this
transition relates to the role of the port (forwarding orfoowarding) in the topology. MSTBnd RSTP combine the transition
states disabled, blocking and listening used in 802.1D ancesraaingle state Discarding. dither case, ports do not foavd
packets. In the STP port transition states disabled, blockitigteming or in the RSTP/MSTP port state discarding, then® is
functional difference, the port is not active in the network topology. Table 7-1 below compares how tipeotiocds differ
regarding the port state transition.
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All three protocols calculate a stable topology in the same &gty segment will have a single path to the root bridge. All
bridges listen for BPDU packets. However, BPDU packets arevsamet frequently - with everdello packet. BPDU packets are
sent even if a BPDU packet was not receéiveherefore, each link between bridgeséssitive to the status of the link. Ultately
this difference results in faster detection of failed links, and thus faster topology adjustment. A drav@@2ckfis thisasbsence

of immediate feedback from adjacent bridges.

802.1s MSTP 802.1w RSTP 802.1D STP Forwarding Learning
Disabled Disabled Disabled No No
Discarding Discarding Blocking No No
Discarding Discarding Listening No No
Learning Learning Learning No Yes
Forwarding Forwarding Forwarding Yes Yes

Table 7- 2. Comparing Port States

RSTP is capable of a more rapid transition to a forwarding state - it no longer relies on tifigerrations - RSTP compliant
bridges are sensitive to feedback from other RSTP compliargeblitks. Ports do not need to wait for the topology to srabili
before transitioning to a forwarding state. In order to allow tapid transition, the protocol introduces two new varialiles:
edge port and the point-to-point (P2P) port.

Edge Port

The edge port is a configurable designation used for a poiistaectly connected to agment where a loop cannot be ¢esh

An example would be a port connected directly to a single vaiiist Ports that are designated as edge ports transition to a
forwarding state immediately without going through the listening and repstates. An edge port loses its status if it vesea
BPDU packet, immediately becongi a normal spanning tree port.

P2P Port

A P2P port is also capable of rapid transition. P2P ports magdikto connect to other bridges. Under RSTP/MSTP, all ports
operating in full-duplex mode are considered to be P2P ports, unless manually overriolaigim tonfiguration.

802.1D/802.1w/802.1s Compatibility

MSTP or RSTP can interoperate with legacy equipment and ableapf automatically adjusting BPDU packets to 802.1D format
when necessary. However, any segmentgu8id2.1D STP will not benefit from the rapid transition and rapid topology change
detection of MSTP or RSTP. The protocol also provides for a variable used for migration in the aiegatty equipment on a
segment is updated to use RSTP or MSTP.

The Spanning Tree Protocol (STP) operates on two levels:
1. On the switch level, the settings are globally implemented.

2. Onthe port level, the settings are implemetioie a per user-defined group of ports basis.

STP Loopback Detection

When connected to other switches, STP is an important coafign in consistency for delivering packets to ports and can
greatly improve the throughput of your switch. Yet, even this function can malfunction wém#rgence of STP BPDU packets
that occasionally loop back to the Switshich as BPDU packets loopbdck from an unmanaged isoth connected to the DGS-
3600 Series switches. To maintain the consistency of theghput, the xStack DGS-3600ri&s switches implement the STP
Loopback Detection function.

When the STP Loopback Detection functiorersabled, the Switch will bprotected against a loop occurring between switches.
Once a BPDU packet retigo the Switch, this function will detect thaeth is an anomaly occurring and will place the rangi

port in an error-disabled state. Consequentially, a messagbenllaced in the Switch’'s Syslog and will be defined there as
“BPDU Loopback on Port #".

Setting the Loopback Timer

The Loopback timer plays a key role in the next step the switch will take to resolve this problem. Choosing a non-zero value
the timer will enable the Auto-Recovery Mechanism. When thertempires, the switch will again look for its returning BPDU
packet on the same port. If neturning packet is received, the switch will reaotfe port as a Designated Port in the Didiray
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State. If another returning BPDU packetrégeived, the port will remain in a blocked state, the timer will reset to thdisgeci
value, restart, and the process will begin again.

For those who choose not to employ this function, the LoopRackvery time must be setzero. In this case, when a BPDU
packet is returned to the Switch, the port will be placed in a blocking sidi message will be sent to the Syslog of thiech.
To recover the port, the administrator must disable the stdbe gfroblematic port and enable it again. This is the onlhodet
available to recover the port when tteopback Recover Time is set to 0.

Regulations and Restrictions forthe Loopback Detection Function
x All three versions of STP (STP, RS&Rd MSTP) can enable this feature.
x May be configured globally (STP Global Bridge Settings), or per port (MSTP Port Inforati

x  Neighbor switches of the xStack DGS-3600 Series switichess have the capability to forward BPDU packets. Switches
the fail to meet this requirement will disable this functiontli@r port in question on the xStack DGS-3600 Series switches.

x Loopback Detection is globally enabled for the skitget the port-by-port default setting is disabled.
x  The default setting for the Loopback timer is 60 seconds.

x  This setting will only be operationilthe interface is STP-enabled.

The Loopback Detection feature can only prevent BPDU loopgherStack DGS-3600 Series switches designated ports. It can
detect a loop condition occurring on the user’s side connected to the edge port, but it cannot detect the Loopback cthradition or

elected root port of STP on another switch.
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STP Bridge Global Settings

To open the following window, open tHgpanning Treefolder in theL2 Features menu and click th&TP Bridge Global
Settingslink.

Figure 7- 40. STP Bridge Global Settings window — RSTP (default)

Figure 7- 41. STP Bridge Global Settings window - MSTP

Figure 7- 42. STP Bridge Global Settings — STP Compatible window
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NOTE: The Hello Time cannot be longer than the Max. Age. Otherwise, a configuration error will
occur. Observe the following formulas when setting the above parameters:

Max. Age <= 2 x (Forward Delay - 1 second)

Max. Age >= 2 x (Hello Time + 1 second)

The following parameters can be set:

Parameter Description

STP Status Use the pull-down menu to enable or disable STP globally on the Switch. The default is
Disabled.

Hello Time The Hello Time can be set from 1 to 10 seconds. This is the interval between two
transmissions of BPDU packets sent by the Root Bridge to tell all other switches that it is
indeed the Root Bridge.

Max Age The Max Age may be set to ensure that old information does not endlessly circulate through

redundant paths in the network, preventing the effective propagation of the new information.
Set by the Root Bridge, this value will aid in determining that the Switch has spanning tree
configuration values consistent with other devices on the bridged LAN. If the value ages out
and a BPDU has still not been received from the Root Bridge, the Switch will start sending
its own BPDU to all other switches for permission to become the Root Bridge. If it turns out
that your switch has the lowest Bridge Identifier, it will become the Root Bridge. The user
may choose a time between 6 and 40 seconds. The default value is 20.

Forward Delay

The Forward Delay can be from 4 to 30 seconds. Any port on the Switch spends this time in
the listening state while moving from the blocking state to the forwarding state.

Max Hops

Used to set the number of hops between devices in a spanning tree region before the BPDU
(bridge protocol data unit) packet sent by the Switch will be discarded. Each switch on the
hop count will reduce the hop count by one until the value reaches zero. The Switch will then
discard the BPDU packet and the information held for the port will age out. The user may set
a hop count from 1 to 20. The default is 20.

TX Hold Count

Used to set the maximum number of Hello packets transmitted per interval. The count can
be specified from 1 to 10. The default is 3.

Forwarding BPDU

This field can be Enabled or Disabled. When Enabled, it allows the forwarding of STP BPDU
packets from other network devices. The default is Enabled.

Loopback Detection

This feature is used to temporarily shutdown a port on the Switch when a BPDU packet has
been looped back to the switch. When the Switch detects its own BPDU packet coming
back, it signifies a loop on the network. STP will automatically be blocked and an alert will be
sent to the administrator. The LBD STP port will restart (change to discarding state) when
the LBD Recover Time times out. The Loopback Detection function will only be
implemented on one port at a time. The user may enable or disable this function using the
pull-down menu. The default is Enabled.

LBD Recover Time

This field will set the time the STP port will wait before recovering the STP state set. 0 will
denote that the LBD will never time out or restart until the administrator personally changes
it. The user may also set a time between 60 and 1000000 seconds. The default is 60
seconds.

NOTE: The Loopback Detection function can only be implemented on the Switch if it is configured
both on the STP Global Settings window, and on the STP Port Settings window. Enabling this feature
through only one of these windows will not fully enable the Loopback Detection function.

Click Apply to implement changes made.
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MST Configuration Identification

The following screens in theIST Configuration Identification window allow the user to coigiure a MSTI instance on the
Switch. These settings will uniquely identify a multiple spagriree instance set on the Switch. The Switch initially possess
one CISTor Common Internal Spanning Tree of which the user may modify the parameters ¢anbot change the MSTI ID
for, and cannot be deleted. To view M8T Configuration Identification window, clickL2 Features > Spanning Tree > MST
Configuration Identification:

Figure 7- 43. MST Configuration Identification and Settings window

The window above contains the following information:

Parameter Description

Configuration Name A previously configured name set on the Switch to uniquely identify the MSTI (Multiple
Spanning Tree Instance). If a configuration name is not set, this field will show the MAC
address to the device running MSTP. This field can be set in the STP Bridge Global Settings
window.

Revision Level This value, along with the Configuration Name will identify the MSTP region configured on
the Switch. The user may choose a value between 0 and 65535 with a default setting of 0.

MSTI ID This field shows the MSTI IDs currently set on the Switch. This field will always have the
CIST MSTI, which may be configured but not deleted. Clicking the hyperlinked name will
open a new window for configuring parameters associated with that particular MSTI.

VID List This field displays the VLAN IDs associated with the specific MSTI.

Clicking theAdd button will reveal the following window to configure:

Figure 7- 44. Instance ID Settings window — Add

The user may configure the following parameters to create a MSTI in the Switch.
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Parameter

Description

MSTI ID

Enter a number between 1 and 15 to set a new MSTI on the Switch.

Type

Create is selected to create a new MSTI. No other choices are available for this field when
creating a new MSTI.

VID List (1-4094)

This field is used to specify the VID range from configured VLANS set on the Switch.
Supported VIDs on the Switch range from ID number 1 to 4094.

Click Apply to implement changes made.

To configure the settings for the CIST, click on its hyperlinked name iIM8IE Configuration Identification window, which
will reveal the following window to configure:

Figure 7- 45. Instance ID Settings window - CIST modify

The user may configure the following paramet® configure the CIST on the Switch.

Parameter Description
MSTI ID The MSTI ID of the CIST is 0 and cannot be altered.
Type This field allows the user to choose a desired method for altering the MSTI settings. The user

has 2 choices.

x  Add VID - Select this parameter to add VIDs to the MSTI ID, in conjunction with the
VID List parameter.

x  Remove VID - Select this parameter to remove VIDs from the MSTI ID, in con-
junction with the VID List parameter.

VID List (1-4094)

This field is used to specify the VID range from configured VLANS set on the Switch. Supported
VIDs on the Switch range from ID number 1 to 4094. This field is inoperable when configuring
the CIST.

Click Apply to implement changes made.

To configure the parameters for a previously set MSTI, click on its hyperlinked MSiurtiber, which will reveal the following
window for configuration.

Figure 7- 46. Instance ID Settings window — Modify

121



The user may configure the following parameters for a MSTI on the Switch.

Parameter Description
MSTI ID Displays the MSTI ID previously set by the user.
Type This field allows the user to choose a desired method for altering the MSTI settings. The

user has four choices.

x  Add VID - Select this parameter to add VIDs to the MSTI ID, in conjunction with
the VID List parameter.

x  Remove VID - Select this parameter to remove VIDs from the MSTI ID, in con-
junction with the VID List parameter.

VID List (1-4094) This field is used to specify the VID range from configured VLANSs set on the Switch that the
user wishes to add to this MSTI ID. Supported VIDs on the Switch range from ID number 1
to 4094. This parameter can only be utilized if the Type chosen is Add or Remove.

Click Apply to implement changes made.

MSTP Port Information

This window displays the current MSTP Port Information and camsbkd to update the port configuration for an MSTI ID. If a
loop occurs, the MSTP function will use tpert priority to select an interface put into the forwarding state. Set a higher
priority value for interfaces to be selectét forwarding first. In instances wherthe priority value is identical, the MSTP
function will implement the lowest MAC address into the forwarding state and other interfaces will be blocked. Remember th
lower priority values mean highaariorities for forwarding packets. To view the following window, clitR Features >
Spanning Tree > MSTP Port Information:

Figure 7- 47. MSTP Port Information window

To view the MSTI settings for a particulport, select the Port number, located ia thp left hand corner of the screen atick
Apply. To modify the settings for a particular MSTI Instandikoon its hyperlinked MSTI ID, which will reveal the following
window.

Figure 7- 48. MSTI Settings window
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Parameter Description

Instance ID Displays the MSTI ID of the instance being configured. An entry of 0 in this field denotes the
CIST (default MSTI).

Internal cost This parameter is set to represent the relative cost of forwarding packets to specified ports

(0=Auto) when an interface is selected within a STP instance. The default setting is 0 (auto). There are
two options:

x 0 (auto) - Selecting this parameter for the internalCost will set quickest route
automatically and optimally for an interface. The default value is derived from the
media speed of the interface.

x  value 1-200000000 - Selecting this parameter with a value in the range of 1-
200000000 will set the quickest route when a loop occurs. A lower Internal cost
represents a quicker transmission.

Priority Enter a value between 0 and 240 to set the priority for the port interface. A higher priority will
designate the interface to forward packets first. A lower number denotes a higher priority.

Click Apply to implement changes made.

STP Instance Settings

The following window displays MSTIs currently set thre Switch. To view the following table, clidk?2 Features> Spanning
Tree > STP Instance Settings

Figure 7- 49. STP Instance Settings window
The following information is displayed:

Parameter Description

Instance Type Displays the instance type(s) currently configured on the Switch. Each instance type is classified
by a MSTI ID. CIST refers to the default MSTI configuration set on the Switch.

Instance Status Displays the current status of the corresponding MSTI ID

Instance Priority Displays the priority of the corresponding MSTI ID. The lowest priority will be the root bridge.

Click Apply to implement changes made.

Click theModify button to change the priority of the MSTI. Thiglwpen the Instance ID Settings window to configure.

Figure 7- 50. Instance ID Settings - modify priority window
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Parameter Description

MSTI ID Displays the MSTI ID of the instance being modified. An entry of O in this field denotes the
CIST (default MSTI).

Type The Type field in this window will be permanently set to Set Priority Only.

Priority (0-61440) Enter the new priority in the Priority field. The user may set a priority value between 0 and
61440.

Click Apply to implement the new priority setting.

STP Port Settings

STP can be set up on a port per port basis. To

view the STP Port Settings window clidk?
Features > Spanning Tree > STP Port
Settings

In addition to setting Spanning Tree parameters
for use on the switch level, the Switch allows f
the configuration of groups of ports, each poft-
group of which will have its own spanning treg,
and will require some of its own configuratio
settings. An STP Group will use the switch-levgl
parameters entered above, with the additién|o
Port Priority and Port Cost. An STP Group
spanning tree works in the same way as the
switch-level spanning tree, but the root bridge
concept is replaced with a root port concept.|A
root port is a port of the group that is electe
based on port priority and port cost, to be the
connection to the network for the group.
Redundant links will be blocked, just ds
redundant links are blocked on the switch leve
The STP on the switch level blocks redurtdgan
links between switches (and similar netwo
devices). The port level STP will block reduntlah
links within an STP Group.

It is advisable to define an STP Group fo
correspond to a VLAN group of ports.

Figure 7- 51. STP Port Settings window
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The following STP Port Settings fields can be set:

Parameter

Description

From/To

A consecutive group of ports may be configured starting with the selected port.

External Cost

This defines a metric that indicates the relative cost of forwarding packets to the specified port
list. Port cost can be set automatically or as a metric value. The default value is 0 (auto).

0 (auto) - Setting O for the external cost will automatically set the speed for forwarding packets
to the specified port(s) in the list for optimal efficiency. Default port cost: 100Mbps port =
200000. Gigabit port = 20000.

value 1-200000000 - Define a value between 1 and 200000000 to determine the external cost.
The lower the number, the greater the probability the port will be chosen to forward packets.

Hello Time

The time interval between transmissions of configuration messages by the designated port, to
other devices on the bridged LAN. The user may choose a time between 1 and 10 seconds.
The default is 2 seconds. This field is only operable when the Switch is enabled for MSTP.

Migration

When operating in RSTP mode, selecting yes forces the port that has been selected to
transmit RSTP BPDUs.

Edge

Choosing the True parameter designates the port as an edge port. Edge ports cannot create
loops, however an edge port can lose edge port status if a topology change creates a potential
for a loop. An edge port normally should not receive BPDU packets. If a BPDU packet is
received, it automatically loses edge port status. Choosing the False parameter indicates that
the port does not have edge port status.

P2pP

Choosing the True parameter indicates a point-to-point (P2P) shared link. P2P ports are similar
to edge ports, however they are restricted in that a P2P port must operate in full duplex. Like
edge ports, P2P ports transition to a forwarding state rapidly thus benefiting from RSTP. A p2p
value of False indicates that the port cannot have p2p status. Auto allows the port to have p2p
status whenever possible and operate as if the p2p status were true. If the port cannot maintain
this status, (for example if the port is forced to half-duplex operation) the p2p status changes to
operate as if the p2p value were false. The default setting for this parameter is true.

State

This drop-down menu allows you to enable or disable STP for the selected group of ports. The
default is Enabled.

LBD

Use the pull-down menu to enable or disable the Loopback Detection function on the Switch for
the ports configured above. For more information on this function, see the Loopback
Detection field in the STP Bridge Global Settings window, mentioned earlier in this section.

BPDU

Choosing True will allow the forwarding of BPDU packets in the specified ports from other
network devices. This will go into effect only if STP is globally disabled AND Forwarding BPDU
is globally enabled (See STP Bridge Global Settings above).

The default setting False, does not forward BPDU packets when STP is disabled.

Click Apply to implement changes made.

NOTE: If you want to enable Forwarding BPDU on a per port basis, the following settings must first be
in effect: 1. STP must be globally disabled and 2. Forwarding BPDU must be globally enabled. These
are the default settings configurable in the STP Bridge Global Settings menu discussed previously.
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Forwarding

Unicast Forwarding

The following figure and table describe how to setlipcast Forwarding on the Switch. Open theorwarding & Filtering
folder in theL2 Featuresmenu and click on thénicast Forwarding link.

Figure 7- 52. Unicast Forwarding Table window

To add or edit an entry, define the following parameters and thenAditk

Parameter Description

VLAN ID (VID) The VLAN ID number of the VLAN on which the above Unicast MAC address resides.

MAC Address The MAC address to which packets will be statically forwarded. This must be a unicast MAC
address.

Unit Select the switch in the switch stack to be configured.

Port Allows the selection of the port number on which the MAC address entered above resides.

To delete an entry in tHénicast Forwarding Table, click the correspondinf(- under the Deletheading.

Multicast Forwarding

The following figure and table describe how to seMudticast Forwarding on the Switch. Open tHeorwarding & Filtering
folder located in.2 Features and click on théMulticast Forwarding link to see the entry screen below:

Figure 7- 53. Static Multicast Forwarding Settings window

The Static Multicast Forwarding Settings window displays all of the entries maui¢o the Switch's static multicast forwarding
table. Click theAdd button to open th8etup Static Multicast Forwarding Tablewindow, as shown below:
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Figure 7- 54. Setup Static Multicast Forwarding Table window
The following parameters can be set:

Parameter Description

VID The VLAN ID of the VLAN to which the corresponding MAC address belongs.

Multicast MAC The MAC address of the static source of multicast packets. This must be a multicast MAC
Address address.

Port Settings Allows the selection of ports that will be members of the static multicast group and ports that are

either forbidden from joining dynamically, or that can join the multicast group dynamically, using
GMRP. The options are:

None - No restrictions on the port dynamically joining the multicast group. When None is chosen,
the port will not be a member of the Static Multicast Group.

Egress - The port is a static member of the multicast group.

Click Apply to implement the changes made. To delete an entry inSthgc Multicast Forwarding Table, click the

corresponding® under the Delete heading. Click t&dow All Multicast Forwarding Entries link to return to theStatic
Multicast Forwarding Settings window.

Multicast Filtering Mode

Open theForwarding & Filtering folder and click on th#&ulticast Filtering Mode link to see the entry screen below:

Figure 7- 55. Multicast Filtering Mode Setting window
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Parameter

Description

VLAN Name

The VLAN to which the specified filtering action applies. Select the All option to apply the action to
all VLANSs on the Switch.

Filtering Mode

This drop-down menu allows you to select the action the Switch will take when it receives a
multicast packet that requires forwarding to a port in the specified VLAN.

x  Forward All Groups — This will instruct the Switch to forward a multicast packet to all
multicast groups residing within the range of ports specified above.

x  Forward Unregistered Groups — This will instruct the Switch to forward a multicast
packet whose destination is an unregistered multicast group residing within the range
of ports specified above.

x  Filter Unregistered Groups — This will instruct the Switch to filter any multicast packets
whose destination is an unregistered multicast group residing within the range of ports
specified above.

Click Apply to implement changes made.
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Section 8

Layer 3 Features

IPv6

IP Multinetting

IP Interface Settings

MD5 Key Settings

Route Redistribution Settings
Static/Default Route Settings
Route Preference Settings
Static ARP Settings

Policy Route Settings

RIP

OSPF

DCHP/BOOTP Relay

DHCP Server

DNS Relay

VRRP

IP Multicast Routing Settings

The following section will aid the user in configuring security functions for the Switch. The Switch includes various fdactions
IP Interface Settings, MD5 Key Settings, Ro&Redistribution Settings, Static/DefaRlbute Settings, Route Preference Segting
Policy route Settings, Static ARP Settings, Routing Tabl®, RISPF, DCHP/BOOTP RelaidNS Relay, VRRP, and IP
Multicast Routing Protocol all discussed in detail in the following section.
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IPv6

The xStack DGS-3600 has the capability to support the following:
X IPv6 unicast, multicast and anycast addresses
x Allow for IPv6 packet forwarding
x IPv6 fragmentation and re-assembly
X Processing of IPv6 paekand extension headers
X Static IPv6 route configuration
x IPv6 Neighbor Discovery

x Link-Layer Address resolution, NeighbUnreachability Detection and Duplicate Address Detection over broadcast
mediums (ex: Ethernet)

X Send Router Advertisement
X ICMPV6 functionality

The following sections will briefly explain IPv6, its functionality and how IPv6 is implemented on this Switch.

Overview

IP version 6 is the logical successor to IP version 4. It was known that IPv4 could nat fupponount of addresses thatueb
eventually be needed for not only each person, but each deatcedbld require an IP address)d therefore a system with a
larger pool of IP addresses was required. IPv6 has addressasistiggtalong with other issues that enhance routing over the
network, provide better security and improve Quality of Service for Internet users. Some of the improvements made were:

Expanding the Capabilites for IP Addressing— IPv6 has increased the size of theatflress from 32 bits to 128 bits. As a
result, the addressing hierarchy has been greatly expandedyodaenow have the capability of having a unique IP address an
the method of assigning an IP addresandnterface has become cleaner and guiddnicast and multicast addresses stilsexi
but in a purer form and multicast addresses now have a seidgpehfat increases the scalability of multicast routing. Also, a
anycast address has been added, which will send packets tosthst clode that is a partafyroup of nodes, thereby elimfimay

a specified device for a particular group.

Simplifying the Packet Header— The IPv6 packet header has been simplified from IPv4 as some headers have been modified
dropped altogether, which improves processing speed and cost. The IPv6 header noweldsragth of 40 bytes consisting of
an 8-byte header and two 16-byte IP addresses (source and destination).

Extensions and Options Enhancement Packet header option fields encoding has been enhanced to allow for proficient
forwarding of packets due to lesser restrictions on packeirof@ngth and encoding method. This enhancement will also allow
new option fields to be integrated into the IPv6 systemawithassles and limitations. These optional headers are placezebetw
the header and the payload of a packet, if they are necessary at all.

Authentication and Privacy Extension Support— New authentication capabilities use extensions for data integrity and data
confidentiality for IPv6.

Flow Labeling — This new capability allows packets to be streamlinedaattain traffic “flows” if labeled by the sender. In this
way, services such as “real time servioeson-default quality of seice can receive special atteon for improved flow qulity.
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Packet Format

As in IPv4, the IPv6 packet consists of the packet header and the payload, but the difference occurs in the padkethiesad
been amended and improved for better packet flow and processing. The following will outline and detail the IPv6 ertkanceme
and parts of the IPv6 paek with special attentioto the packet header.

IPv6 Header

The IPv6 packet header has beeodified and simplified from IPv4. The headength, identification, flags, fragment offsetdan
header checksum have all been removed in the IPv6 header due to lack of necessity or improvemest forecto@it of the
header. The minimum header length is now 20 bytes but may be increased to as mudiytes, Gsing 4-byte increment
extensions. The following picture is an example of an IPv6 packet header.

Eight fields make up thieasic IPv6 packet header:
Version — This 4-bit field defines the packet version, which is IPv6 and is defined as the number 6.

Traffic Class — This 1-byte field replaces the TypeS®érvice field used in IPv4 and iseasto process real-time data and other
data requiring special packet management. This field defines the Class of Service priority of @tkeu6 p

Flow Label — This 20-bit field is used to facilitate the handling of ttéak traffic. Hosts sending thacan place a flow label into
this field to identify a sequence of packets that have an ddé¢stt of options. In this wayputer can process these pdskmore
efficiently once the flow class has beeeritified and the rest of the packet header no longer needs to be fully procestsbé, ju
flow label and the source address. v label packets must have identical source and destination addresses.

Payload Length— Known as the datagram length in IPv4, this 16-bitl fegecifies the length of tHBv6 data carried after the
header of the packet. Extension headers are considered fratpafyload and are includedthe length specified here.

Next Header— This 8-bit field is used to identityhe header immediately following the IPi&ader. When this field is set after
the hop by-hop header, it defines the extension header thappélar after the destination address. Each extension heagter mu
be preceded by a Next Header field. Integers used to define extension headers in the next Header dislanse/dfues aBv4

(ex: 6=TCP, 17=UDP, etc.).

Hop Limit - Similar to the TTL field in IPv4, this 8-bit field defianghe number of hops remaining after the packet has been
processed by a node, instead of the number of seconds lief &5 on an IPv4 network. This field will decrement by oner afte
every node it passes and the packet will be discarded once this field reaches zero.

Source Address- This 16-byte field defines the IPv6 address of the source node sending the packet.

Destination Address— This 16-byte field defines the IPv6 address ofdixstination node receivingdtpacket. This may or may
not be the final destination node of this packet, depending on the routing header, if present.
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Extension Headers

Extension headers are used to identify optional parameters regarding IPv6 packets suahga$ragatentation of packets or
authentication parameters. The types of extension headerstsagpare Hop-by-Hop, Routing, Fragment, Destination Options,
Authentication and Encapsulating Security Payload. These @temsaders are placed between the IPv6 packet header and the
payload and are linked together by the aforementioned Next Header, as shown below.

IPv6 header
Next Header = TCP

TCP header + data

IPv6 header

Next Header = Routing

Routing Header
Next Header = TCP

TCP header + data

IPv6 header

Destination Options

Routing Header

TCP header + data

Next Header = Header Next Header = TCP

Destination Options Next Header = Routing

Each header has a specific place in the heat®n and must follow the following order:
x IPv6 Header
X Hop-By-Hop Header (Mudgbllow the IPv6 header)
x Destination Options
X Routing Header
X Fragment Header
X Authentication Header
x Encapsulating Security Payload Header
x Destination Options Header
x Upper Layer Header

There may be zero, one or more extension headers in the IPv6 header, they must be processed in osdareanal bieein
increments of 8 octets in the IPv6 packet. Nodes that do not recognize the field of the extension header will discartlahd packe
send a relevant ICMPv6 message back to the source.

Packet Fragmentation

At times, packets are sent out to a destination that exceed the #ieeR#Hth MTU, sthe source node igquired to splithese
packets into fragments in individual packethich will be rebuilt when it reaches its final destination. Each of the pablagts t
will be fragmented is given an Identification value, by the saunrode. It is essential that each of these Identificatioresatu
different than any other fragmedtpacket recently sent that include the samecgoand destination ades. The original paet

is divided into two parts, a fragmentable part and an unfragmentable part. The unfragemntablthpaadiet consists ofeh
IPv6 header and any extension headers present, up to the routing extension header. The feagarthi@bthe payload plusya
extension headers that must be processed by the final destinatie. This part will be divided into multiple packets thetaira
size that can be accepted by the Path MTU.IPké header is then included with tfiagmented part and sent to its destivati
Once all parts of the fragmented packeaaoh its destination, they are reassembisidg the Fragment Identification value,
provided that the source and destination addresses are identical.

Address Format

To address the problem of finding a larger pool of IP addrdesdBv6, the size and format of the IPv4 format needed to be
changed. Quadrupling the size of the address, from 32 bits to 128 bits, and encoding addresses usidgdineahéxan were
used to solve the problem. In IPv4, the format of the addoedked like xxX.xxX.xxx.xxx, where the x’s represent integemn fro
0-9 (ex. 136.145.225.121). Now in IPv6, the format of the address resembles XXXX:XXXX:XXXXEXXKEKXX: XXXX:XXXX where a

set of xxxx represents a 16-bit hexadecimal value (ex. 2D83:0C76:3140:0000:0000:0208244Y.AAlthough this address
looks long and cumbersome, there are some compression ruledltisiiorten the format of thBPv6 address to make it more
compatible to the user.

132



One such compression rule that is used is to remove leadivg feem any 16-bit hexadecimal value. This is only for zeras tha
begin the value, not for zeros within the value or ones that are ending the value. Thenefotakd the previous examplevie
address and use the compression rales|Pv6 address would look like this:

2D83:0C76:314@000:0000:020C417A:3214 A£2D83:C76:314M:0:20C:417A:3214

The second compression method is to change a string of zero bits into two colons. Ahémeasiatly be strings of empty vadue

in the IPv6 address that are unused fas t#ddress, but are necessary for the forofiabther IPv6 addresses with alternate
purposes. To compress thesgo strings, the format:" is used to represent multiple zero fields in the address. This double colon
can only be used once in thev@Paddress because when a compfiteis a colon, it will expand thield with as many zerossa

is necessary to reach the 128-bit address size. If two strings of zeros are present, separated bynanerthdieith a zer must

be used to represent one of the two zero fields. So, ifdueeeour example using this compression, it would look like this:

2D83:0C76:314M000:0000:020C417A:3214 A£2D83:C76:314M:0:20C:417A:3214 A2D83:C76:314020C:417A:3214

When IPv4 and IPv6 nodes are mixed in a network, the IPv6 notation overcomes the difficulty of using addiless by
converting it to the IPv6 format using zeratsthe beginning of the IPv4 address. Erample, an IP address of 192.168.1.1 is
represented in IPv6 format x:x:x:x:d.d.d.d where the x's are a string of zeros and the d's rejpeesermal IPv4 addreseX
0:0:0:0:192.168.1.1 or condensed ::192.168.1.1 or hex form ::C0A8:1:1).

Types
IPv6 addresses are classified into thre@mategories, unicastjulticast and anycast.

Unicast— This address represents a single interface on an IPv6Amygeacket with a unicast address as its destination address
will only be sent to that specific node. Two types of unicast addresses are mainly used for IPv6.

X Link-Local— Defined by the IPv6 address prefix FE80::/itk-local addresses allow for communication to occur
between devices on a local link. These addresses ar@nuseighbor discovery and stateless autoconfiguration.

X Global Aggregateable Defined using a global routing prefix in the range of 2000::/3 to E000::/3, global addresses are
aggregated using these routing prefixes to produce unigBealdiresses, which will limglobal routing table entries.
The MAC address of the device is usegtoduce this address in this form:

Global Routing Prefix + Site Level Aggregator + RAaddress (first 3 bits) + FFFEMAC Address (last 3 bits)

So if your MAC address looks like 00-0C-6E-6B-EB-0C, your IPv6 address may resemble
2000::C:6E:6B:FF:FE:EB:0C/64.

Multicast — Like IPv4, multicast addresses are usedend packets tmultiple destinations on a twveork. These interfaces must
be a part of the multicast group. IPv6 multicast prefixes bsgimthe prefix FF00::/8. FF represents the binary 1111 11idhwh
identifies a multicast address. The first zero, which is a 44giy@r, represents the lifetinoé the packet. An entry of re in this
field represents a permanent multicast address and an erdne okpresents a temporary nedst address. The second zero,
which is also a 4-bit integer, definegthcope of the multicast addse3 his scope defines what places the multicast address is
valid. For example, a value of 1 defines the node, 2 defireknth 5 defines a site, 8 defines a organization and so dralNo
integers are in use for the scope field. @&ample of this would be FF02 where theepresents a multicast packet going tahed
nodes on a local link.

Anycast — The anycast address will send messages to the nearest node of a particular grougreBRissaabsigned to multiple
interfaces in the group but only the nodéh the closest proximity will receivéthe message. These anycast addresses are
allocated from the unicast address spacetlametfore have no real defined prefix to distinguish it from other IPv6 addrébses.
main purpose of the anycast address is to identify a set of routers owned by an organtatiorgdnternet service. It ctdl

also be used to identify a set of routers connected to a particular subnet or permitting entranafiorasiiey domain.

Two other special types of addresses exist in IPv6 uhspecified addresshas a value of 0:0:0:0:0:0:0:0 which is comparable to
the 0.0.0.0 address in IPv4. This address is used to indicate the lack of a valid IP address on a node and may be used by a
when booting and requesting address configuration catifin. In its IPv6 condensed form, it appears:dsahd should not be
statically or dynamically assigddo an interface, nor should it be the destimaaddress of an IPy@acket, or located with the

routing header.

The second type of special address iddbpback addresswhich is represented by 0:0:0:0:0:0:0:1, or ::1 in its compressed form.
It is akin to the 127.0.0.1 address in IPv4 and is used in troubleshooting and testing IP stacks. Thisilkaldnessnspéatied
address, and should not be statically or dynamically assigned to an interface.

133



ICMPV6

Network professionals are already very familiar with ICMP Ifew4, which is an essential towl the IPv4 network, relaying
messages about network problems and thmeergé condition of the network. ICMPV6 fee successor to the IPv4 version and
performs many of the same basic functions as its precurdas, iyet compatible with ICMPv4. ICMPv6 has made improvements
over its forerunner, with such enhancements as managing multicast group memberships amgdfatlowighbor discovery by
resolving link-layer addresses attached to the same link antfyiden changes in those addresses. ICMP can also discover
routers, determine which neighbors can be reached and map IP addresses to MAC addressesnetthartkhECMPV6 is a vital
part of the IPv6 network and must be implemented on every IPv6 node for operationsion fomchally.

Two kinds of ICMP messages are apparent on the IPv6 network:

Error Messages— ICMP error messages are sent out on the network péueet sizes exceed the path MTU (Maximum Transfer
Unit), when the hop count of the IPv6 packet has been smgashen messages cannot reach their intended destination and
when there are parameter prains within the IPv6 packet.

Informational Messages -ICMP informational messages send out packets describing current network information valuable t
devices on the network. A common and useful ICMPv6 informdtimeasage is the ping program use to discover the availability

a device, by using a ping request and reply format. Other informational messages include Patisddiery which is used to
determine the maximum size of data packets that can be dllmviee transferred, and Neighbor Discovery messages which
discover routers that can forward packets on the network. biaighscovery will be discussed in greater detail later in &x¢ n
section.

Neighbor Discovery

Neighbor discovery is a new feature incorporated in IPv6. In IPv4, no means were availablié angtjhbor could be reaeti.

Now, combining ICMP messages and ARP, neighbors can teeteé and their layer 2 addresses (MAC Address) can be
identified. This feature can also discovegighboring routers that can forward packets and keep track of the reachability of
routers, as well as if changes occur witlink-layer addresses of nodes on the network or identical unicast addressesemt pre
on the local link.

The functionality of the Neighbor Discovery feature issdmh on ICMPv6 packets, Neighbor Solicitation and Router
Advertisement messages circulating on the network. When awisles to determine link layer addresses of other nodes on the
same link, it produces a Neighbor Solicitation message to be circulated on the local linkragéiead by a neighbor, this
neighbor will produce Router Advertisements immediately to be returned. These Router Advertisements will contain a multicz
address as the destination address and have an ICMP type of 134 (the specified numbeerférdRedisements), as well as
having the link-layer address of the node sending the advertisement. Router Advertisement megdagyesnodic, specifiedhi

the advertisement by having the all-nodedtitast address FF02::1, or sent outaasult of receiving a Neighbor Solicitaii
message, specified in the advertisementhhying the address of the interface tfiedt sent the solicitation message. Once
confirmation of the Neighbor has been reached, packets can now be exchanged on the link.

Neighbor Unreachability Detection

At times on the network, problems occur in reaching the Neighbor node or getting a résponte Neighbor. A neighbor is
considered reachable when it has received and processedspseketto it, and in return sends a packet back notifying a
affirmative response. This response may come in the form of an indication from an upperdtyedl,pike TCP, noting that
progress is being made, or in response from a Neighbor Sidicitaessage in the form of a Rer Advertisement message. If
responses are not received from the node, it is considered warlnahd a Destination Unreachable message is received in the
form of an ICMP packet. This Destination Unreachable ICMP paeiletontain the reason for the fault, located in the codd fie

of the ICMP header. Five possibkasons for the failure can be stated:

1. There is no route or destination (Code 0).
2. Communication has been administratively prohibited, such as a firewall or filter (Code 1)

3. Beyond the scope of the source addngben the multicast scope of the sourcerasds is smaller than the scope of the
destination address (Code 2)

4. The address is unreachable (Code 3)

The port is unreachable (Code 4)
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Duplicate Address Detection (DAD)

DAD messages are used to specify that there is more than d@m@ma local link possessing theme IP address. IPv6 addresse

are only leased for a defined period of time. When that tipeess the address will become invalid and another addresdmust
addressed to the node. To ensure that this new address is anithe local link, a node runs a DAD process to determine the
unigueness of the new address. This is done through the asMefhbor Solicitation message containing a Tentative address.
This message will detect if another node on the local link had @ntative address. If the Tentative address is found dheno
node, that node will send out a Neighbor Advertisement message, the process will be terminated, and manual configueation wil
necessary. If no answer is forthcoming regarding this NeigBblicitation message containing the tentative address, thesaddre

is allotted to the node and connectivity is established.

Assigning IP Addresses

For IPv4 addresses, users may only assignaddress per interface and only one addres/ be used on a particular VLAN. Yet,
IPv6 addresses are different. Mv6 interfaces on the switch must have attleag IPv6 link-local uitast address, if thaser is
employing the IPv6 addressing scheme.ltile IPv6 addresses may be configufed IPv6 interfacesregardless of type,
whether it is unicast, multicast or anycabhe scope of the address has some hgam the assigning multiple addresses to a
single interface as well. If multiple phygal interfaces are consideres one interface on the Imet layer, multiple unica
addresses may be allotted to multiple pbgkinterfaces, which would be beneficiat load sharing on these interfaces. Tikis
dependent on these unicast addresses having a scope smalldretliak-local address, if thesunicast addresses are not the
source or destination address liev6 packets to or from address that arelRa6 neighbors of hinterface in question.

IP Multinetting

IP Multinetting is a function that allows rtiple IP interfaces to be assigned to the same VLAN. This is beneficial to the
administrator when the number iéfs on the original interface is insufficiesnhd the network administax wishes not to rese¢

the interface. IP Multinetting isapable of assigning another IP interface an ghme VLAN without décting the original
stations or settings of the original interface.

Two types of interfaces are configured for IP multinettimgmary andsecondaryandevery IP interface must be classified as
one of these. Arimary interface refers to the first interface created on &NLwith no exceptions. All other interfaces created
will be regarded asecondaryonly, and can only be created oncpranary interface has been configured. There may be five
interfaces per VLAN (on@rimary, and up to four secormgg and they are, in most @5 independd of each otherPrimary
interfaces cannot be deleted if the VLAN contairseeondanyinterface. Once the user creatasltiple interfaces for a specified
VLAN (primary andsecondary, that set IP interface cannot be changed to another VLAN.

Application Limitation: A multicast router cannot be connected to IP
interfaces that are utilizing the IP Multinetting function.

NOTE: Only the primary IP interface will support the BOOTP relay agent.

IP Multinetting is a valuable tool for network administratoiguieing a multitude of IP addsses, but configuring the Switébr
IP multinetting may cause troubleshooting and bandwidth problems, and should not be used as a long term solution. Probl
may include:

x  The Switch may use extra resources to @ss@ackets for multiple IP interfaces.

The amount of broadcast data, such as RIP update packets and PIM hello packets, will be increased.
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Interface Settings

The IP Address may initially be set using the console integfaoe to connecting to it through the Ethernet. If the Switeh |
address has not yet been changedd the introduction of theStackDGS-3600 Series CLI Manuat return to Section 4 of this
manual for more information. To changedéttings using the web manager users must access the IP Address menu located in tt
Administration folder. Open thAdministration folder and click thdnterface Settingsmenu link. The web manager contains
two folders for which to setup IP interfaces on the switcle, fon IPv4 addresses, nami@4 Interface Settings and one for

IPv6 addresses, nam#el6 Interface Settings

IPv4 Interface Settings
After clicking thelPv4 Interface Settingslink, the following window will be displayed for the user to view.

Figure 8- 1. IPv4 Interface Settings window

To manually assign the Switch's IPv4 addrasd its related configurations, click théd button, revealing the following window
to configure.

Figure 8- 2. IPv4 Interface Settings — Add window

To modify an existing Interface, click that interfacMsdify button, which will produce this window:

Figure 8- 3. IPv4 Interface Settings — Edit window

Enter a name for the new interface to be added inntieeface Namefield (if editing an IP interface, thiaterface Name will
already be in the top field as seen in the window above)r Hmdnterface’s IP address andsat mask in the corresponding
fields. Pull theinterface Admin State pull-down menu td&Enabledandclick Apply to enter to make the IP interface effective. To
view entries in thdP Interface Settings click theShow All IP Interface Entrielyperlink. Use thé&save Changeslialog box
from theSave Servicedolder to enter the changes into NV-RAM.
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The following fields can be set or modified:

Parameter Description

Interface Name This field displays the name for the IP interface or is used to add a new interface to be
created by the user. The default IP interface is named “System”.

IP Address This field allows the entry of an IPv4 address to be assigned to this IP interface.

Subnet Mask This field allows the entry of a subnet mask to be applied to this IP interface.

VLAN Name This field states the VLAN Name directly associated with this interface.

Interface Admin. State Use the pull-down menu to enable or disable configuration on this interface.

Secondary Use the pull-down menu to set the IP interface as True or False. True will set the interface

as secondary and False will denote the interface as the primary interface of the VLAN
entered above. Secondary interfaces can only be configured if a primary interface is first
configured.

Click Apply to implement changes made.

NOTE: The Switch's factory default IP address is 10.90.90.90 with a
subnet mask of 255.0.0.0 and a default gateway of 0.0.0.0.

IPv6 Interface Settings

The following window is used to setup IPv6 interfaced addresses for the switch. @iocess this window, open thrgerface
Settingslink and click thelPv6 Interface Settingslink, which will display the following window to configure.

Figure 8- 4. IPv6 Interface Settings window

To add a new IPv6 interface, click tAdd button which will display the following window.

Figure 8- 5. IPv6 Interface Settings — Add window

To add an Interface, enter bnterface Namein the field provided, along with a correspondWigAN Name, set thdnterface
Admin. State to Enabledand clickApply. Newly created interfaces will appear in tRe6 Interface Settingswindow, as shown
in Figure 8-6 (Triton).

To change the settings for a configdrnterface, clickhe correspondinlylodify button, which will display the following
window for the user to configure.
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Figure 8- 6. IPv6 Interface Settings — Edit window

The following fields may bgiewed or modified. Clickpply to set changes made.

Parameter

Description

Interface Name

This field displays the name for the IP interface or is used to add a new interface or
change an existing interface name.

Automatic Link Local
Address

Use this pull-down menu to enable or disable this feature. When enabled, the switch will
automatically create an IPv6 Link Layer address for the switch. Once the user enables
this feature and clicks Apply, an IPv6 address will be produced based on the MAC
address of the switch and the new entry will appear in the following Link-Local Address
field.

Link-local Address

This field displays the IPv6 address created automatically by the Switch, based on the
MAC Address of the Switch. This is a site local address used only for local routing.

Global Unicast

This field is the unicast address that will be used by the Switch for packets coming from

Address outside the site-local address, or the public IPv6 address, when connected directly to the
Internet.
VLAN Name This field states the VLAN Name directly associated with this interface and may be

modified by entering a new pre-configured VLAN Name.

Interface Admin State

Use the pull-down menu to enable or disable configuration on this interface.

Hop Limit

This field sets the number of nodes that this Router Advertisement packet will pass before
being dropped. This number is set to depreciate by one after every node it reaches and
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will be dropped once the Hop Limit reaches 0. The user may set the Hop Limit between 1
and 255 with a default value of 64.

IPv6 Address

Use this field to set a Global Unicast Address for the Switch. This address will be used to
access the network outside of the local link.

NS Retransmit Time

Use this field to set the interval, in seconds that this Switch will produce Neighbor
Solicitation packets to be sent out over the local network. This is used to discover IPv6
neighbors on the local link. The user may select a time between 0 and 65535
milliseconds. Very fast intervals, represented by a low number, are not recommended for
this field.

Prefix Options

Prefix

Use this field to set a prefix for Global Unicast IPv6 addresses to be assigned to other
nodes on the link-local network. This prefix is carried in the Router Advertisement
message to be shared on the link-local network. The user must first have a Global
Unicast Address set for the Switch.

Preferred Life Time

This field states the time that this prefix is advertised as being preferred on the link local
network, when using stateless address configuration. The user may configure a time
between 0 and 4294967295 milliseconds, with a default setting of 604800 milliseconds.

Valid Life Time This field states the time that this prefix is advertised as valid on the link local network,
when using stateless address configuration. The user may configure a time between 0
and 4294967295 milliseconds.

On Link Flag Setting this field to Enabled will denote, within the IPv6 packet, that the IPv6 prefix

configured here is assigned to this link-local network. Once traffic has been successfully
sent to these nodes with this specific IPv6 prefix, the nodes will be considered reachable
on the link-local network.

Autonomous Flag

Setting this field to Enabled will denote that this prefix may be used to autoconfigure IPv6
addresses on the link-local network.

Router Advertisement Settings

RA Router
Advertisement

Use this pull-down menu to enable or disable the switch as being capable of accepting
solicitation from a neighbor, and thus becoming an IPv6 neighbor. Once enabled, this
Switch is now capable of producing Router Advertisement messages to be returned to
guerying neighbors.

RA Router Lifetime

This time represents the validity of this interface to be the default router for the link-local
network. A value of O represents that this Switch should not be recognized as the default
router for this link-local network. The user may set a time between 0 and 9000 seconds
with a default setting of 1800 seconds.

RA Reachable Time

This field will set the time that remote IPv6 nodes are considered reachable. In essence,
this is the Neighbor Unreachability Detection field once confirmation of the access to this
node has been made. The user may set a time between 0 and 36000000 milliseconds
with a default setting of 1200000 milliseconds. A very low value is not recommended.

RA Retransmit Time

Used to set an interval time between 0 and 4294967295 milliseconds for the dispatch of
router advertisements by this interface over the link-local network, in response to a
Neighbor Solicitation message. If this Switch is set as the default router for this local link,
this value should not exceed the value stated in the Life Time field previously mentioned.
Setting this field to zero will specify that this switch will not specify the Retransmit Time
for the link-local network. (and therefore will be specified by another router on the link-
local network. The default value is 0 milliseconds.

RA Managed Flag

Use the pull-down menu to enable or disable the Managed flag. When enabled, this will
trigger the router to use a stateful autoconfiguration process to get both Global and link-
local IPv6 addresses for the Switch. The default setting is Disabled.

RA Other Configure
Flag

Use the pull-down menu to enable or disable the Managed flag. When enabled, this will
trigger the router to use a stateful autoconfiguration process to get configuration
information that is not address information, yet is important to the IPv6 settings of the
Switch. The default setting is Disabled.
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RA Max Router Used to set the maximum interval time between the dispatch of router advertisements by
Advinterval this interface over the link-local network. This entry must be no less than 4 seconds (4000
milliseconds) and no more than 1800 seconds. The user may configure a time between 4
and 1800 seconds with a default setting of 600 seconds.

RA Min Router Used to set the minimum interval time between the dispatch of router advertisements by
Advinterval this interface over the link-local network. This entry must be no less then 3 seconds and
no more than .75 (3/4) of the MaxRtrAdvinterval. The user may configure a time between
3 and 1350 seconds with a default setting of 198 seconds.

Click Apply to save changes made.

MD5 Key Settings

The MD5 Key Settings menu allows the entry of a 16-character Message Digestsion 5 (MD5) key which can be used to
authenticate every packet exchanged betwedPrFQ8uters. It is used as a securitgctmanism to limit the exchange of network
topology information to the OSPF routing domain. MD5 Keys created here can be use@$Pthmenu below.

To configure arMD5 Key, click Layer 3 Features >MD5 Key Settingsto open the following window:

Figure 8- 7. MD5 Key Settings window

The following fields can be set:

‘ Parameter Description
Key ID (1-255) A number from 1 to 255 used to identify the MD5 Key.
Key A alphanumeric string of between 1 and 16 case-sensitive characters used to generate the
Message Digest which is in turn, used to authenticate OSPF packets within the OSPF routing
domain.

Click Apply to enter the new Key ID settings. To delat€ey ID entry, lick the correspondin ! under theDeleteheading.
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Route Redistribution Settings

Route redistribution allows routers on the network, which are running differentgquiitocols to exchange routing infornati

This is accomplished by comparing the routes stored in the various routers routing tables aimd) aggigopriate metrics. &h
information is then exchanged among thdaawss routers according toahindividual routers currémouting protocol. The Swikc

can redistribute routing information betwettie OSPF and RIP routing protocols to all routers on the network that are running
OSPF or RIP. Routing information entered into $tatic Routing Table on the local xStack switch is also redistributed.

Entering the Type combination internal type_1 type_ 2 is functionally equivalent to all. Entering the combination internal
external is functionally equivalent to all.

Entering the metric 0 specifies transparency.

This window will redistribute routing inforation between the OSPF and RIP routing protocols to all routers on the network that
are running OSPF or RIP. To accessRneite Redistribution Settingswindow, go to> L3 Features > Route Redistribution
Settings

Figure 8- 8. Route Redistribution Settings window

The following parameters may be set or viewed:

Parameter Description

Dst. Protocol Allows for the selection of the protocol for the destination device. Choose between RIP and
OSPF.

Src. Protocol Allows for the selection of the protocol for the source device. Choose between RIP, OSPF,

Static and Local.

Type Allows for the selection of one of six methods of calculating the metric value. The user may
choose between All, Internal, External, ExtTypel, ExtType2, Inter-E1, Inter-E2.

Metric Allows the entry of an OSPF interface cost. This is analogous to a Hop Count in the RIP
routing protocol. The user may specify a cost between 0 and 16.

Click Add/Modify to implement changes made.

NOTE: The source protocol (Src. Protocol ) entry and the destination
protocol (Dst. Protocol ) entry cannot be the same.
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Routing Table

The Switch supports static routing for IPv4 and IPv6 formatteldeading. Users can create u2&® static route entries ftiev4
and IPv6 combined. Only manually configurgtdtic routes can route IP packets.

For IPv4 static routes, once a static route has been set, itoh 8l send an ARP request packet to the next hop routehésa
been set by the user. Once an ARP response has been retrieved by the switch from that nerbineh¢semes enabled.

The Switch also supports a floating static route, which meatshté user may create an altgive static route to a diffené next
hop device located in the same network. This secondary next hop device route is considbesttgs static route for wheneth
primary static route is dowitf.the primary route is lost, the backup rewtill uplink and its status will become Active.

IPv4 Static/Default Route Settings

Entries into the Switch’s forwarding table can be made usiniy BIAXC addresses and IP address8tatic IP forwarding is
accomplished by the entry of #a address into the SwitchStatic IP Routing Table. To view the following window, click.3
Features > Static/Default Route Setting > IPv4 Static/Default Route Settings

Figure 8- 9. IPv4 Static/Default Route Settings window
This window shows the following values:

Parameter Description

IP Address The IP address of the Static/Default Route.

Subnet Mask The corresponding Subnet Mask of the IP address entered into the table.

Gateway The corresponding Gateway of the IP address entered into the table.

Metric Represents the metric value of the IP interface entered into the table. This field may read a
number between 1 and 65535.

Protocol Represents the protocol used for the Routing Table entry of the IP interface.

Backup State Represents the Backup state that this IP interface is configured for. This field may read Primary,
Backup or Weight.

Weight This field is used to add a weight to the IP route. The rate will determine the ratio for forwarding
data packets to a destination. 1= high 4=low.

Status This field denotes the current active state of this IP Interface.

Delete Click the ! to delete this entry from the Static/Default Route Settings table.

To enter an IP Interface into the Switclstatic/Default Route Settingswindow, click theAdd button, revealing the following
window to configure.
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Figure 8- 10. IPv4 Static/Defau It Route Settings — Add window

The following fields can be set:

Parameter Description

IP Address Allows the entry of an IP address that will be a static entry into the Switch’s Routing Table.
Subnet Mask Allows the entry of a subnet mask corresponding to the IP address above.

Gateway IP Allows the entry of an IP address of a gateway for the IP address above.

Metric (1-65535) Allows the entry of a routing protocol metric representing the number of routers between the

Switch and the IP address above.

Backup State The user may choose between Primary and Backup. If the Primary Static/Default Route fails,
the Backup Route will support the entry. Please take note that the Primary and Backup entries
cannot have the same Gateway.

Click Apply to implement changes made.

IPv6 Static/Default Route Settings

A static entry of an IPv6 address can be entered into thteHSswvrouting table for IPv6 foratted addresses. To view the
following window, clickL3 Features > Static/Default Route Settigs > IPv6 Static/Default Route Settings

Figure 8- 11. IPv6 Static/Default Route Settings window

This window shows the following values:

Parameter Description

IPv6 Address/PrefixLen The IPv6 address and corresponding Prefix Length of the IPv6 static route entry.

Interface The IP Interface where the static IPv6 route is created.

Next Hop Address The corresponding IPv6 address for the next hop Gateway address in IPv6 format.

Metric (1-65535) The metric of the IPv6 interface entered into the table representing the number of routers
between the Switch and the IPv6 address above. Metric values allowed are between 1-
65535.

Protocol Represents the status for the IPv6 routing table entry.

Backup This field will indicate the role of this interface for the IPv6 network connection for the
switch, whether Primary or Secondary.
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Delete Click the *I button to delete this entry from the list.

To enter an IPv6 Interface into tHev6 Static Routelist, click theAdd button, revealing the following window to configure.

Figure 6- 81. IPv6 Static Route Settings — Add window

Click to select thelefault option if this will be the default IPv6 route. Cleng this option will allow the user to configure the
default gateway for the next hop router only.

The following fields can be set:

Parameter Description

Interface The IP Interface where the static IPv6 route is to be created.

IPv6 Address/Prefix | Specify the address and mask information using the format as IPv6 address / prefix length
Length (IPv6 address is hexadecimal number, prefix length is decimal number, for example
1234::5D7F/32).

Clicking the default check box will set the IPv6 address as unspecified and the Switch will
automatically find the default route. This defines the entry as a 1 hop IPv6 default route.

Next Hop Address Enter the IPv6 address for the next hop Gateway address in IPv6 format.

Metric (1-65535) The metric representing the number of routers between the Switch and the IPv6 address
above.

Backup State The user may choose between Primary and Backup. If the Primary Static/Default Route

fails, the Backup Route will support the entry. Please take note that the Primary and
Backup entries cannot have the same Gateway.

Click Apply to implement changes made.
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Route Preference Settings

Route Preference is a way for routers to select the best pathtindrenare two or more different routes to the same destinati
from two different routing protocols. The majority of routing protocols are not compatible whennusaqjunction with each
other. This Switch supports and may be configured for many routing protocols, ad-alstanswitch or more importantly, in
utilizing the stacking function and Single IP Management of the Switch. Therefore, the ability to exchange route inforchation ai
select the best path is essential to optimal use of the Switch and its capabilities.

The first decision the Switch will make in selecting the best @ato consult the Route Pegénce Settings table of the s
This table can be viewed by clicki@pnfiguration > L3 IP Networking > Route Preference Settingsand it holds the list of
possible routing protocols currently implemented on the Switch, along Atkefarencevalue which determines which routing
protocol will be the most dependable to route packets. Bislavist of the default routgreferences set on the Switch.

Route Type Validity Range Default Value
Local 0 - Permanently set oretBwitch and not configurable. 0

Static 1-999 60

OSPF Intra 1-999 80

OSPF Inter 1-999 90

RIP 1-999 100

OSPF ExtT1 1-999 110

OSPF ExtT2 1-999 115

As shown abovd,ocal will always be the first choice for routing purposes and the next most reliable Sastiéslue to the fact
that its has the next lowest value. To set a higher reliability for a route, change its value to a number less thanftaeealee o
preference that has a greater reliability value usind\ne Route Preference Settingzindow command. For example, if the
user wishes to make RIP the most reliable route, the user aagechs value to one that is less than the lowest valuec(S&Q)

or the user could change the other route values to more than 100.

The user should be aware of three poeore configuring the route preference:

1. No two route preference values can be the same. Enteérsgme route preference may cause the Switch to crash due
to indecision by the Switch.

2. If the user is not fully aware of all the features and functions of the routing protocbés $witch, a change in the
default route preference value may cause routing loops or black holes.

3. After changing the route preference value for a specific routing protocgdrtib@tol needs to bestarted because
the previously learned routes have bdaypped from the switch. The Switch mustin the routes again before the new settings
can take affect.

To view theRoute Preference Settingsvindow, clickL3 Features > Route Preference Settings:
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Figure 8- 12. Route Preference Settings window

The following fields can be viewed or set:

Parameter

Description

RIP (1-999)

Enter a value between 1 and 999 to set the route preference for RIP. The lower the value,
the higher the chance the specified protocol will be chosen as the best path for routing
packets. The default value is 100.

OSPF Intra (1-999)

Enter a value between 1 and 999 to set the route preference for OSPF Intra. The lower the
value, the higher the chance the specified protocol will be chosen as the best path for
routing packets. The default value is 80.

STATIC (1-999)

Enter a value between 1 and 999 to set the route preference for Static. The lower the value,
the higher the chance the specified protocol will be chosen as the best path for routing
packets. The default value is 60.

OSPF Inter (1-999)

Enter a value between 1 and 999 to set the route preference for OSPF Inter. The lower the
value, the higher the chance the specified protocol will be chosen as the best path for
routing packets. The default value is 90.

OSPF ExtT1 (1-999)

Enter a value between 1 and 999 to set the route preference for OSPF ExtT1. The lower
the value, the higher the chance the specified protocol will be chosen as the best path for
routing packets. The default value is 110.

OSPF ExtT2 (1-999)

Enter a value between 1 and 999 to set the route preference for OSPF ExtT2. The lower
the value, the higher the chance the specified protocol will be chosen as the best path for
routing packets. The default value is 115.

Click Apply to implement changes made.
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Static ARP Settings

The Address Resolution Protoc(ARP) is a TCP/IP protocol that converts IP addressto physical addresses. This table allows
network managers to view, define, modify and delete ARP information for specific devices.

Static entries can be defined in tARP Table. When static entries are defined, a permanent entry is entered and is used tc
translate IP address to MAC addresses.

To open theStatic ARP Table open theAdministration folder, and then open tig&tatic ARP folder and click on thé&tatic

ARP Settingslink.

Figure 8- 13. Static ARP Settings window

To add a new entry, click theedd button, revealing the following screen to configure:

Figure 8- 14. Static ARP Settings — Add window

To modify a current entry, click the correspondMgdify button of the entry to be modified, revealing the following screen to
configure:

Figure 8- 15. Static ARP Settings — Edit window

The following fields can be set or viewed:

Parameter Description

IP Address The IP address of the ARP entry. This field cannot be edited in the Static ARP Settings —
Edit window.

MAC Address The MAC address of the ARP entry.

After entering the IP Adaiss and MAC Address of tigtatic ARP entry, clickApply to implement the new entry. To completely
clear theStatic ARP Settings click theClear All button.
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Policy Route Settings

Policy Based routing is a method used by the Switch to
give specified devices a cleaner path to the Interned Use
in conjunction with the Acces Profile feature, the Switch
will identify traffic originating from a device using the
Access Profile feature andrfeard it on to a next hop
router that has a more direminnection to the Internet than
the normal routing scheme of your network.

Take the example adjacent pict. Let's say that the PC
with IP address 10.1.1.1 belongs to the manageg of
company while the other PCs belong to employees. The
network administrator hopes to circumvent network traffic
by configuring the Policy Routing Switch to make a more
direct connection to the Internet using a next hop route
(10.2.2.2) that is directhattached to a Gateway route
(10.3.3.3), thus totally avoiding the normal network and its
related traffic. To accomplish this, the user must configure
the Access Profile feature of the Switch to have the PC,
with IP address 10.1.1.1 #se Source IP address and the
Internet address as the destination IP address (tkarne
through routing protocols), along with other pertinen
information. Next, the administrator must configure the
Policy Route window to be enabled for this Access Profile
and its associated rule, and the Next Hop Router’s IP
address (10.2.2.2) must be set. Finally, this Policy Route
entry must be enabled.

Once completed, the Switchillvidentify the IP address
using the Access Profile function, recognize that isdas
Policy Based route, and then forward the information on to
the specified next hop router, that will, in turn, yela
packets to the gateway router. Thus, the new, cleankr pat
to the Internet has been formed.

There are some restrictions and cautiwhen implementinghis feature:

1. The access profile must first be creat#dng with the accompanyirngle. If the administratoattempts to enable this
feature without the accepsofile, an error message will be produced.

2. If the access profile is configured as Deny, the packebeitiropped and not forwardedtte next hop destination.

3. If the administrator deletes a rule or profile that isatly linked to a configured policy route, and error messagéduwiill

prompted to the administrator.

To configure the Policy Route feature, open t3eFeatures folder and clickPolicy Route Settings which will display the

following window for the user to configure.

Figure 8- 16. Policy Routing Table window

To add a new Policy Route, click tAeld button, which will display the following window.
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Figure 8- 17. Policy Routing — Add window

Adjust the following parameters and clidlpply to set the new Policy Route, which will be displayed in Rodicy Routing
Table.

Parameter Description

Name Enter a name of no more than 32 alphanumeric characters that will be used to identify this policy
route.

Profile ID (1-14) Enter the Profile ID number of the Access Profile, previously created, which will be used to

identify packets as following this Policy Route. This access profile, along with the access rule,
must first be constructed before this policy route can be created.

Access ID (1-128) | Enter the Access ID number of the Access Rule, previously created, which will be used to
identify packets as following this Policy Route. This access rule, along with the access profile,
must first be constructed before this policy route can be created.

Nexthop This is the IP address of the Next Hop router that will have a direct connection to the Gateway
router connected to the Internet.

State Use the pull-down menu to enable or disable this Policy Route.

To change an existing Policy Route, click its corresponModify button in thePolicy Routing Table, which will display the
following window to configure. This window contains the same information as the préMiousindow, so the parameters carry
the same meaning.

Figure 8- 18. Policy Routing — Edit window
Click Apply to implement changes made. Clgkow All Policy Route Entrieto return to thé?olicy Routing Table.
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RIP

The Routing Information Protocol is a distance-vector routing protocol. There are two types akragwices running RIP -
active and passive. Active devices advertise their routes tosdtimugh RIP messages, while passive devices listen to these
messages. Both active and passive routers update their routing tables based upon RIP nassatyesrtbuters exchange. @nl
routers can run RIP in the active mode.

Every 30 seconds, a router running RIP broadcasts a routing update containing a set of pairs of network addaedisézsna
(represented by the number of hops or routers between the advertising router andoteenetwork). So, the vector is the
network address and the distance is measured by the numbateyt between the local router and the remote network.

RIP measures distance by an integer count of the number of hops from one network to anotherisforautesp from a diregtl
connected network, two hops fraamnetwork that can be reachedotigh a router, etc. The moreuters between a source and a
destination, the greater the RIP distance (or hop count).

There are a few rules to the routing table update procedselipaib improve performance and stability. A router will notaep a
route with a newly learned one if the new route has the same hop count (sometimes referred to as ‘cost’)d Soukezraee
retained until a new route with a lower hop count is learned.

When learned routes are entered into theimg table, a timer is started. This timerestarted every time this route ivadised.
If the route is not advertised for a period of time (usually 180 seconds), the nanwised from the routing table.

RIP does not have an explicit method to detect routing loops. Many RIP impleéomenhtatlude an authorization mechanism (a
password) to prevent a router from learning erroneous routes from unauthorized routers.

To maximize stability, the hop count RIP uses to measure distance must have a low maximum value. Infinity (that isrkhe netw
is unreachable) is defined as 16 hops. In other words, if a network is more than 16 routers from ththedaozé router vil
consider the netark unreachable.

RIP can also be slow to converge (to remove inconsistergacimible or looped routes frdime routing table) because RIP
messages propagate relativelgwly through a network.

Slow convergence can be solved by using split horizon update, where a router does not propagate information about a route
to the interface on which it was reeed. This reduces the probabilityfofming transient routing loops.

Hold down can be used to force a router to ignore new route updates for a peioel @fsually 60 seconds) after a new route
update has been received. This allows altets on the network to receive the message.

A router can ‘poison reverse’ a route by adding an infinite (16) hop count to a route’s advemtisThis is usually used in
conjunction with triggered updates, which force a router to send an immediate broadcashwipelata of an unreachable
network is received.

RIP Version 1 Message Format

There are two types of RIP messages: routing information messages and information requests. Bothtgpesnsdormat.

The Command field specifies an op@a according the following table:

Command | Meaning

1 Request for partial or full routing information

2 Response containing network-distance pairs from
sender’s routing table

3 Turn on trace mode (obsolete)

4 Turn off trace mode (obsolete)

5 Reserved for Sun Microsystem’s internal use
9 Update Request

10 Update Response

11 Update Acknowledgement
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RIP Command Codes

The field VERSION contains theqiocol version number (1 in this case), andsied by the receiver to verify which version of
RIP the packet was sent.

RIP 1 Message

RIP is not limited to TCP/IP. Its address format can suppotbupg! octets (when using IP, the remaining 10 octets must be
zeros). Other network protocol suites can be specified in the Family of Source Network field (IP has a value af &)l Thi
determine how the address field is interpreted.

RIP specifies that the IP address, 0.0.0.0, denotes a default route.

The distances, measured in router hops are entered in tlend@isio Source Network, amistance to Destination Network
fields.

RIP 1 Route Interpretation

RIP was designed to be used with classed address schemes, and does not include an explicit submeéxtasgioito versio
1 does allow routers to exchange subnetted addresses, but thaysifonet mask used by the network is the same as the subnet
mask used by the address. This means the RIP nérgiannot be used to propagate classless addresses.

Routers running RIP version 1 must serffedent update messages for each IP interf@ which it is connected. Interfackait
use the same subnet mask as the routextsiork can contain subnetted routes, other interfacesotaThe router will then
advertise only a single route to the network.

RIP Version 2 Extensions

RIP version 2 includes an explicit subnet mask entry, so RIP version 2 can be pisgzhtate variable length subnet addresse
or CIDR classless addresses. RIP version 2 also adds an explicit next hop entry, which spersgtncerand helps prevength
formation of routing loops.

RIP2 Message Format
The message format used with RIP2 is an extension of the RIP1 format:

RIP version 2 also adds a 16-bit route tag that is retained ahdisie router updates. It can be used to identify the roogithe
route.

Because the version number in RIP2 occufiiessame octet as in RIP1, both versiofithe protocols can be used on a given
router simultaneously without interference.

RIP Global Settings

To setup RIP for the IP interfaces configured on the Switahutter must first globally enl@bRIP and then configure RIP
settings for the individual IP interfaces. To globally enable RIP on the Switch, ope® Beaturesand then open theIP folder
and click on théRIP Global Settingslink to access the following screen:

Figure 8- 19. RIP Global Settings window
To enable RIP, simply use the pull-down menu, s&eabled and clickApply .
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RIP Interface Settings

RIP settings are configured for eachiifeerface on the Switch. Click tHelP Interface Settingslink in the RIP folder. The
menu appears in table form listing settings for IP interfacesntlyrren the Switch. To configure RIP settings for an indieid
interface, click on the hyperlinkddterface Name

Figure 8- 20. RIP Interface Settings window

Click the hyperlinked name of the interface to setanRIP, which will give access to the following menu:

Figure 8- 21. RIP Interface Settings - Edit window
Refer to the table below for a description af #vailable parameters for RIP interface settings.

The following RIP settings can la@plied to each IP interface:

Parameter Description

Interface Name The name of the IP interface on which RIP is to be setup. This interface must be previously
configured on the Switch.

IP Address The IP address corresponding to the Interface Name showing in the field above.

TX Mode Toggle among Disabled, V1 Only, V1 Compatible, and V2 Only. This entry specifies which
version of the RIP protocol will be used to transmit RIP packets. Disabled prevents the
transmission of RIP packets.

RX Mode Toggle among Disabled, V1 Only, V2 Only, and V1 or V2. This entry specifies which version of
the RIP protocol will be used to interpret received RIP packets. Disabled prevents the reception
of RIP packets.

Authentication Toggle between Disabled and Enabled to specify that routers on the network should us the
Password above to authenticate router table exchanges.

Password A password to be used to authenticate communication between routers on the network.
State Toggle between Disabled and Enabled to disable or enable this RIP interface on the switch.
Interface Metric A read only field that denotes the Metric value of the current IP Interface setting.

Click Apply to implement changes made.
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OSPF

The Open Shortest Path First (OSPF) routing protocol ubek-statealgorithm to determine routes to network destinations. A
“link” is an interface on a router and the “state” is a desiom of that interface and its relationship to neighboring reufehe
state contains information such as the IP address, subnettymaskf network the interface is attached to, other routexshest

to the network, etc. The collection of liskates is then collected in a link-state database that is maintained by routérg run
OSPF.

OSPF specifies how routers will communicate to maintain thdirstate database and defines several concepts about the
topology of networks that use OSPF.

To limit the extent of link-state update traffic between routers, OSPF defines the conega. &l routers withinan area share
the exact same link-state database, and a change to this datat@see router triggers an update to the link-state databalie
other routers in that area. Routers that have interfaces conneateate than one area are calorder Routersand take the
responsibility of distributing nating information between areas.

One area is defined asea 0or the Backbone.This area is central to the rest of the network in that all other areas have a
connection (through a router) to the backbone. Only routers have connectioadéaxkbone and OSPF is structured such that
routing information changes in other areas will be introducedfimdackbone, and then propagated to the rest of the network

When constructing a network to use OSPF, it is generally advisable to begin with the backborea(ateeobk outward

Link-State Algorithm

An OSPF router uses a link-state algorithnbtild a shortest path tree to all deatinns known to the router. The followinga
simplified description of the algorithm'’s steps:

x  When OSPF is started, or when a change in the gpuiformation changes, the router generates a link-state
advertisement. This advertisement is a specially formatielet that contains infortian about all the link-states
on the router.

x  This link-state advertisement is flooded to all routérsthe area. Each routahat receives the link-state
advertisement will store the advertisement #rah forward a copy to other routers.

x  When the link-state database of each router is updateidgiliglual routers will calculate a Shortest Path Tree to all
destinations with the individual router as the root. The IP ting table will then be made up of the destination
address, associated cost, and the addrebe ofext hop to reach each destination.

x  Once the link-state databases are updated, Shortestfeathcalculated, and the IP routing tables writténthere
are no subsequent changes in the OSPF network (sugmesvork link going down) there is very little OSPF
traffic.

Shortest Path Algorithm

The Shortest Path to a destination is calculated using the Bigdgforithm. Each router fgaced at the root of a tree atibn
calculates the shortest pathet@ch destination based on thencilative cost to reach thatstaation over multiple possibleutes.
Each router will then have its own Shortest Path Tree (fromelrspective of its location in the network area) even thougtyev
router in the area will have and use the exact same link-state database.

The following sections describe the information used to build the Shortest Path Tree.

OSPF Cost

Each OSPF interface has an associated cost (also called “m#tacty representative of theetead required to send patske
over that interface. This cost is invegs@roportional to the bandwidth of the irfce (i.e. a higher bandwidth interfacasha
lower cost). There is then a higher cost (and longer time delays) in sending packets over a 56 Kbps diattigncthram ovea
10 Mbps Ethernet connection. The formula usedalculate the OSPF cost is as follows:

Cost = 100,000,000 / bandwidth in bps
As an example, the cost of a 10 Mbps Ethernet line will be 10 and the cost to cross a 1.544 Mbps T1 line will be 64.
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Shortest Path Tree

To build Router A’s shortest path tree for the network diagramedolv, Router A is put at the root of the tree and the smalles
cost link to each destination network is calculated.

Router A
|5 e - - |
128.213.0.0 10
8
Router B
| | ;
5
192.128.11.0
Router C 10

10
Router D

B oo fo ol

10

222.211.10.0

Figure 8- 22. Constructing a Shortest Path Tree

" RouterD |

?10

Figure 8- 23. Constructing a Shortest Path Tree

The diagram above shows the network fromtewpoint of Router A. Rder A can reach 192.213.1%Hrough Router B with a

cost of 10 + 5 = 15. Router A can reach 222.211.10.0 through Router C with a cost of 10 + 10 = 20. Router A can also re
222.211.10.0 through Router B and Router D with a cost of 10 + 5 + 10 = 25, but the cost is higher ihiate through Route

C. This higher-cost route will not be included in the Ro#isrshortest path tree. The resulting tree will look like this:
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Figure 8- 24. Constructing a Shortest Path Tree - Completed

Note that this shortest path tree is only from the viewpoirRaiter A. The cost of the link from Router B to Router A, for
instance is not important to constructing Router A’s shortest tpegh but is very important when Router B is constructisg it
shortest path tree.

Note also that directly connected netwoaks reached at a cost of zero, while ptietworks are reached at the cost caledlan
the shortest path tree.

Router A can now build its routing table using the network addseand costs calculated in building the above shortestgath t

Areas and Border Routers

OSPF link-state updates are forwarded to other routers by flooding to all routers omitil.N®@SPF uses the concept of area
to define where on the network routers thaéd to receive particular link-state updaare located. This helps ensure tbhating
updates are not flooded throughdtle entire network and will reduce the amounbafidwidth consumed by updating the various
router’s routing tables.

Areas establish boundaries beyond which link-state updates do not need to be floodedxgbange of link-state updates and
the calculation of the shortest path tree are limited to the area that the router is connected to.

Routers that have connections to more than one area areRattiel Routers (BR)The Border Routers have the responsibility
of distributing necessary routing information and changes between areas.

Areas are specific to the router interface. A router that had &s interfaces in the sanmea is called an Internal Reut A
router that has interfaces in hiple areas is called a Border Router. Routees #tt as gateways twher networks (possipl
using other routing protocols) are called Autonomous System Border Routers (ASBRS).

Link-State Packets
There are a number offtéirent types of link-state packeteur of which are illustrated below:
x  Router Link-State UpdatesThese describe a router’s links to destinations within an area.

x  Summary Link-State Updates — Issued by Border Routerslascribe links to networks outside the area but within
the Autonomous System (AS).

x  Network Link-State Updates — Issued imglti-access areas that have more thiae attached router. One router is
elected as the Designated Router (2R this router issues the network link-state updates describing every router
on the segment.

x  External Link-State Updates — Issued by an Autonomous System Border Router and describes routestiomslest
outside the AS or a default route to the outside AS.

The format of these link-state updates is described in more detail below.

Router link-state updates aredtted to all routers in the current area. Theseatgzddescribe the destinations reachableutiir
all of the router’s interfaces.
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Summary link-state updates are generated by Border Routers to distribute routing informatiorhaboetworks within the AS
Normally, all Summary link-state updates are forwarded to the backbone (area 0) and are then forwardimbt@adhs in th

network. Border Routers also have the responsibility of distributing routing information from the Autonomous System Borde

Router in order for routers in the network to get and maintain routes to other Aaos&ystems.

Network link-state updates are gestted by a router elected as the Designated Router on a multi-access segment (with more ths

one attached router). These updates describe all of the routers on the segment and their network connections.

External link-state updates carry routing information to networks outside the Autonomous System. The Autonomous Syst

Border Router is responsible for generating and distributing these updates.

OSPF Authentication

OSPF packets can be authenticated as coming from trusted routers by the use of predefined passwords. The defauls for rout

to use no authentication.

There are two other authentication methodsmple password authentication (key) and Message Digest authentication (MD-5).

Message Digest Authentication (MD-5)

MD-5 authentication is a cryptographic method. A key and a key-ID are configaredch router. The router then uses an
algorithm to generate a mathematical “message digest'ishdarived from the OSPF packet, the key and the key-ID. This
message digest (a number) is then appended to the packet. The key is not exchanged over the wirelaogasiogmnsequence
number is included to prevent replay attacks.

Simple Password Authentication

A password (or key) can be configured on a per-area basis. Routers in the same area that participateng twermautimusbe
configured with the same key. This method is possibly vulnerable to passive attacks where ayirgk snabked to obtain the
password.

Backbone and Area O

OSPF limits the number of link-state updates required between routers by defining areawhidthia given router operates.
When more than one area is configirone area is designated as areal3o called the backbone.

The backbone is at the center of all other arealt areas of the network have a physi@al virtual) connection to the backbone
through a router. OSPF allows routing information to be digiibby forwarding it into area 0, from which the information ca
be forwarded to all other areas (and all other routers) on the network.

In situations where an area is required, but is not possible to provide a physical connection to the backbohénk e@tube
configured.

Virtual Links
Virtual links accomplish two purposes:
x  Linking an area that does not havehysical connection to the backbone.

x  Patching the backbone in case ¢éhisra discontinuity in area 0.

Areas Not Physically Connected to Area 0

All areas of an OSPF network should have a physical connection to the backbone, but is some caspessibladd physidig
connect a remote area taetbackbone. In these cases, a virtual link is cordidjio connect the remote area to the backbane.
virtual path is a logical path between two border routers that have a common area, withrdemerduter connected to the
backbone.

Partitioning the Backbone

OSPF also allows virtual links to be configured to connecpéhts of the backbone that are discontinuous. This is the ézntiva
to linking different area Os together using a logical path between each area 0. Virtual links can also be addeddocyamund
protect against a router failure. A virtual link is configured between two border routersothahave a connection to their
respective area 0s.
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Neighbors

Routers that are connected to the same area or segment beeigmeors in that area. Néigors are elected via the Hello
protocol. IP multicast is used to send out Hello packets to other routers on the s&putars become neighbors when they se
themselves listed in a Hello packet séyt another router on the same segment. In this way, two-way communication is
guaranteed to be possible between any two neighbor routers.

Any two routers must meet the following conditions before the become neighbors:

x Area ID Two routers having a common segmentheir interfaces have to belong to the same area on that
segment. Of course, the interfask®uld belong to the same subaetl have the same subnet mask.

x  Authentication OSPF allows for the configuration of a paseivéor a specific area. Two routers on the same
segment and belonging to the same area must alsdhesame OSPF password before they can become neighbors.

x  Hello and Dead Intervals The Hello interval specifiethe length of time, in seconds, between the hello packets
that a router sends on an OSPF interface. The deadahigthe number of secondsatha router’s Hello packets
have not been seen before its neighbors declare the OSPF router down. OSPF routers exchange Hello packet
each segment in order to acknowledge each other’s ecéstan a segment and to elect a Designated Router on
multi-access segments. OSPF requiresethetervals to be exactly the samdween any two neigtdss. If any of
these intervals are different, these routers willbemtome neighbors on a particular segment.

x  Stub Area Flag Any two routers also must have the same stub area flag in their Hello packelsritbdrecome
neighbors.

Adjacencies

Adjacent routers go beyond the simple Hello exchange and participate in the link-state database exaddeasg®RPF elects
one router as the DesignatBduter (DR) and a second router as the BpcResignated Router (BDR) on each multi-access
segment (the BDR is a backup in case of a DR failure). Allrathers on the segment will then contact the DR for link-state
database updates and exchanges. This limits the bandwidth required for link-state datiditase

Designated Router Election

The election of the DR and BDR is accomplished using the Hello protocol. The router with the @igREspriority on a given
multi-access segment will become the DR for that segment. In case of a tie, thevitbutbe highest Router ID wins. The
default OSPF priority is 1. A priority of zero imdites a router that canrime elected as the DR.

Building Adjacency

Two routers undergo a multi-stepocess in building the adjacency relationsfiipe following is a simplified description dii¢
steps required:

x  Down No information has been receiviedm any router on the segment.

x  Attempt  On non-broadcast multi-access networks (such asd~Retay or X.25), this state indicates that no
recent information has been received from the neighbor. An effort should be madetdot the neighbor by
sending Hello packets at the reduced rate set by the Poll Interval.

x Init  The interface has detected a Hello packet coming &amighbor but bi-directional communication has not
yet been established.

x  Two-way Bi-directional communication with a neighbor has been established. The router has sddress ia
the Hello packets coming from a neighbor. At the end of this stage the DR and BDR election would have been dor
At the end of the Two-way stage, retg will decide whether to proceed limilding an adjacesy or not. The
decision is based on whether one of the routers is a DR or a BDR or the link is tpaiimtt or virtual link.

x  Exstart (Exchange Start) Routers establish the initial sequenodenthat is going to be used in the information
exchange packets. The sequence numiserés that routers always get the nresent informationOne router will
become the primary and the other will become semgndThe primary routemwill poll the secondary for
information.

x  Exchange Routers will describe their entire link-state datsbhy sending database description packets.

x Loading The routers are finalizing the information exchange. Routers have link-state request list andagelink-st
retransmission list. Any information that looks incomplete or outdated will be put on the request list. Any update the
is sent will be put on the retransmission list until it gets acknowledged.

x Full  The adjacency is now complete.€eTheighboring routers are fully adent. Adjacent routers will have the
same link-state database.
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Adjacencies on Pait-to-Point Interfaces

OSPF Routers that are linked using point-to-point interfaces (such as serial lihlab)yays form adjacencies. The concepts
DR and BDR are unnecessary.

OSPF Packet Formats

All OSPF packet types begin with a standard 24-byte header and there are five packet types. The header is described first
each packet type is described in a subsequent section.

All OSPF packets (except for Hello packets) forward link-stateertisements. Link-State Updatackets, for example, flood
advertisements throughout the OSPF routing domain.

x  OSPF packet header

x  Hello packet

x  Database Description packet
x  Link-State Request packet

x  Link-State Update packet

x  Link-State Acknowledgment packet

OSPF Packet Header

Every OSPF packet is preceded by a camr24-byte header. This header contdhes information necessary for a receiving
router to determine if the packet skabbe accepted for further processing.

The format of the OSPP pastkheader is shown below:
OSPF Packet Header

Octets

0 1 2 3 4
‘ Version No. Type Packet Length ‘
‘ Router ID ‘
‘ Area ID ‘
‘ Checksum Authentication Type ‘
‘ Authentication ‘
‘ Authentication ‘

Figure 8- 25. OSPF Packet Header Format

Field Description

Version No. The OSPF version number

Type The OSPF packet type. The OSPF packet types are as follows: Type
Description Hello Database Description Link-State Request Link-State
Update Link-State Acknowledgment

Packet Length The length of the packet in bytes. This length includes the 24-byte header.

Router ID The Router ID of the packet’s source.

Area ID A 32-bit number identifying the area that this packet belongs to. All OSPF
packets are associated with a single area. Packets traversing a virtual link
are assigned the backbone Area ID of 0.0.0.0

Checksum A standard IP checksum that includes all of the packet’s contents except for
the 64-bit authentication field.

Authentication Type The type of authentication to be used for the packet.

Authentication A 64-bit field used by the authentication scheme.

158



Hello Packet

Hello packets are OSPF packegbdyl. They are sent periodically on all interfaces, including virtual links, in order toiss i
maintain neighbor relationships. In addition, Hello Packets multicast on those physical networks having a multicast or

broadcast capability, enabling dynamic discovery of neighboring routers.

All routers connected to a common networkstagree on certain parameters such as the Network Mask, the Hello Interval, and
the Router Dead Interval. These parameters are included inetle packets, so that differences can inhibit the forming of
neighbor relationships. A detailexkplanation of the receive process for Hellekmds is necessary so that differences cannot
inhibit the forming of neighbor relationships.

The format of the Hellpacket is shown below:

Hello Packet
Octets
0 2 3 4
‘ Version No. 1 Packet Length ‘
‘ Router ID ‘
‘ Area ID ‘
‘ Checksum Authentication Type ‘
‘ Authentication ‘
‘ Authentication ‘
‘ Network Mask ‘
‘ Hello Interval Options Router Priority ‘
‘ Router Dead Interval ‘
‘ Designated Router ‘
‘ Backup Designated Router ‘
‘ Neighbor ‘
Figure 8- 26. Hello Packet

Field Description

Network Mask The network mask associated with this interface.

Options The optional capabilities supported by the router.

Hello Interval
Router Priority

Router Dead Interval

Designated Router

Backup Designated Router

Field
Neighbor

The number of seconds between this router’s Hello packets.

This router’'s Router Priority. The Router Priority is used in the
election of the DR and BDR. If this field is set to 0, the router is
ineligible to become the DR or the BDR.

The number of seconds that must pass before declaring a
silent router as down.

The identity of the DR for this network, in the view of the
advertising router. The DR is identified here by its IP interface
address on the network.

The identity of the Backup Designated Router (BDR) for this
network. The BDR is identified here by its IP interface address
on the network. This field is set to 0.0.0.0 if there is no BDR.

Description

The Router IDs of each router from whom valid Hello packets
have been seen within the Router Dead Interval on the
network.
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Database Description Packet

Database Description packets are OSPF pagget2. These packets are exchanged vameadjacency is being initialized. They
describe the contents of the topological database. Multiple patkgtbe used to describe the database. For this purposi, a p
response procedure is used. One of the routers is designated master, the other a slave. The master seconds Database
Description packets (polls) that are acknowledged by Databaswifi®n packets sent by tiséave (responses). The responses
are linked to the polls via tigackets’ DD sequence humbers.

Database Description Packet

Octets
0 1 2 3 4

‘ Version No. 2 ‘ Packet Length ‘

‘ Router ID ‘

‘ Area ID ‘

‘ Checksum Authentication Type ‘

Authentication

‘ Authentication ‘

‘ Reserved ‘ I N ‘MS‘ Reserved Options ‘

‘ DD Sequence No. ‘

‘ Link-State Advertisement Header ... ‘

Figure 8- 27. Database Description Packet

Field Description

Options The optional capabilities supported by the router.

| - bit The Initial bit. When set to 1, this packet is the first in the sequence of
Database Description packets.

M - bit The More bit. When set to 1, this indicates that more Database
Description packets will follow.

MS - bit The Master Slave bit. When set to 1, this indicates that the router is the
master during the Database Exchange process. A zero indicates the
opposite.

DD Sequence Number  User to sequence the collection of Database Description Packets. The
initial value (indicated by the Initial bit being set) should be unique. The
DD sequence number then increments until the complete database
description has been sent.

The rest of the packet consists of a bétthe topological database’s pieces. Etiok state advertisement in the database i
described by its link state advertisement header.
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Link-State Request Packet

Link-State Request packets are OSPF packet type 3. After exchanging Database Description packe¢sghvitbrang router, a
router may find that parts of its topological database are aldatef The Link-State Request packet is used to requesettes muif

the neighbor’s database that are more up to date. Multiple ltatk-Bequest packets may need to be used. The sending of Link-
State Request packets is the lagpsh bringing up an adjacency.

A router that sends a Link-State Request packet has in mind the precise insthnadatdbase pieces it is requesting, eeffiny
LS sequence number, LS checksum, and L& alihough these fields anet specified in the Link-State Request packet itself.
The router may receive even more recent instances in response.

The format of the Link-State Request packet is shown below:
Link-State Request Packet

Octets

0 1 2 3 4

‘ Version No. ‘ 3 ‘ Packet Length ‘
Router ID

‘ Area ID ‘

‘ Checksum Authentication Type ‘

‘ Authentication ‘

‘ Authentication ‘

‘ Link-State Type ‘

Link-State ID

‘ Advertising Router ‘

Figure 8- 28. Link-State Request Packet

Each advertisement requested is specified by its Link-State TiygeState 1D, and AdvertisinRouter. This uniquely identds
the advertisement, but not itsstance. Link-State Request packate understood to be requdststhe most recent instance.

Link-State Update Packet

Link-State Update packets are OSPF packet type 4. Theketpamplement the flooding dink-state advertisements. Each
Link-State Update packet carries a collection of link-state advertisements one hop further from its origin. Several link-ste
advertisements may be included in a single packet.

Link-State Update packets are multicast on those physicaloretwhat support multicast/broadcast. In order to make the
flooding procedure reliable, flooded advertisements are acknowledged in Link-State Acknosviegaikets. If retransmission
of certain advertisements is necessary, the retransmitted agivientits are always carried byieast Link-State Update packet

The format of the Link-State Update packet is shown below:
Link-State Update Packet

Octets

0 1 2 3 4

‘ Version No. 4 ‘ Packet Length ‘

‘ Router ID ‘

‘ Area ID ‘
Checksum Authentication Type

‘ Authentication ‘

‘ Authentication ‘

‘ Number of Advertisements ‘

‘ Link-State Advertisements ... ‘

Figure 8- 29. Link-State Update Packet
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The body of the Link-State Update packet consists of a lidinkfstate advertisements. Eaeldvertisement begins with a
common 20-byte header, the link-state atisement header. Otherwise, the formateaich of the five types of link-state
advertisements is different.

Link-State Acknowledgment Packet

Link-State Acknowledgment packets are OSPF packet type 5. To make the folimgstate advertisements reliable, flooded
advertisements are explicitly awbwledged. This damowledgment is accomplished throutjte sending and receiving of Link-
State Acknowledgment packets. Multiple link-state advertisements can be acknowledged in a single Link-State Acknowledgm
packet.

Depending on the state of the sending interface and theesairthe advertisements ibg acknowledged, a Link-State
Acknowledgment packet is sent either to the multicast add#SBPFRouters, to the multicasiddress AllDRouters, or as a
unicast packet.

The format of this packet is similar to that of the Data Description packet. The body of both packets is simply a listadé link-
advertisement headers.

The format of the Link-State Acknowledgment packet is shown below:

Link-State Acknowledgment Packet

Octets

0 1 2 3 4
‘ Version No. 5 ‘ Packet Length ‘
‘ Router ID ‘
‘ Area ID ‘
‘ Checksum Authentication Type ‘

‘ Authentication ‘

‘ Authentication ‘

‘ Link-State Advertisement Header ... ‘

Figure 8- 30. Link State Acknowledge Packet

Each acknowledged link-state advertisement is described bykisthte advertisement header. It contains all the information
required to uniquely identify both the advestisent and the advertisent’s current instance.

Link-State Advertisement Formats

There are five distinct types of link-staadvertisements. Each link-state adverte@nibegins with a standard 20-byte lirtkte
advertisement header. Succeediagtions then diagram the separaik-state advertisement types.

Each link-state advertisement describeseggiof the OSPF routing domakbvery router originates a router links advertisetmen

In addition, whenever the router is elected as the Desigfadater, it originates a network links advertisement. Other tgpes
link-state advertisements may also be oadtg. The flooding algorithm is reliable, ensuring that all routers have the same
collection of link-state advertisements. The collection of advertisements is called the link-state (or topological) database.

From the link-state database, each routestracts a shortest path tree with itself as root. This yields a routing table.
There are four types of link state advertisements, each using a common link state header. These are:

x  Router Links Advertisements

x  Network Links Advertisements

x  Summary Link Advertisements

x  Autonomous System Link Advertisements
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Link State Advertisement Header

All link state advertisements begin wittcammon 20-byte header. This header contammugh information to uniquely identify
the advertisements (Link State Type, Link State ID, and AdirgtiRouter). Multiple instancesf the link state advertisement
may exist in the routing domaiat the same time. It is then necessary tterd@ne which instance is more recent. This is
accomplished by examining the link state dim, state sequence number and link statckbBum fields thadre also containeit

the link state advertisement header.

The format of the Link State Advertisement Header is shown below:

Link-State Advertisement Header

Octets
0 1 2 3 4
‘ Link-State Age Options ‘ Link-State Type ‘
‘ Link-State ID ‘
‘ Advertising Router ‘
‘ Link-State Sequence Number ‘
‘ Link-State Checksum Length ‘
Figure 8- 31. Link State Advertisement Header
Field Description
Link State Age The time is seconds since the link state advertisement was originated.
Options The optional capabilities supported by the described portion of the
routing domain.
Link State Type The type of the link state advertisement. Each link state type has a
separate advertisement format.
The link state type are as follows: Router Links, Network Links,
Summary Link (IP Network), Summary Link (ASBR), AS External Link.
Link State ID This field identifies the portion of the internet environment that is being

Advertising Router

Link State Sequence

Number

Link State Checksum

Length

described by the advertisement. The contents of this field depend on the
advertisement’s Link State Type.

The Router ID of the router that originated the Link State Advertisement.
For example, in network links advertisements this field is set to the
Router ID of the network’s Designated Router.

Detects old or duplicate link state advertisements. Successive instances
of a link state advertisement are given successive Link State Sequence
numbers.

The Fletcher checksum of the complete contents of the link state
advertisement, including the link state advertisement header by
accepting the Link State Age field.

The length in bytes of the link state advertisement. This includes the 20-
byte link state advertisement header.
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Router Links Advertisements

Router links advertisements are type 1 link state advertisentgatth. router in an area origites a routers links advertiseme
The advertisement describes the state and afotte router’s links to the area. Adf the router’s links to the area must be
described in a single router links advertisement.

The format of the Router Links Advertisement is shown below:
Routers Links Advertisements

Octets

0 1 2 3 4
‘ Link-State Age Options Link-State Type ‘

Link-State ID
‘ Advertising Router ‘
‘ Link-State Sequence Number ‘
‘ Link-State Checksum ‘ Length ‘
‘ Reserved ‘V‘ E‘ B ‘ Reserved ‘ Number of Links ‘
Link ID
‘ Link Data ‘
‘ Type ‘ No. Of TOS ‘ TOS 0 Metric ‘
‘ TOS ‘ 0 ‘ Metric ‘
| |
TOS 0 Metric

| |
‘ Link ID ‘
‘ Link Data ‘

Figure 8- 32. Routers Links Advertisements

In router links advertisements, the Link State ID field is séiéarouter's OSPF Router ID. The T-bit is set in the adegniést’s
Option field if and only if the router is able to calculate a smpaset of routes for each IP Type of Service (TOS). Réniex
advertisements are flood#dtroughout a single area only.

Field Description

V - bit When set, the router is an endpoint of an active virtual link that is using the
described area as a Transit area (V is for Virtual link endpoint).

E - bit When set, the router is an Autonomous System (AS) boundary router (E is for
External).

B - bit When set, the router is an area border router (B is for Border).

Number of Links The number of router links described by this advertisement. This must be the

total collection of router links to the area.

The following fields are used to describe each router link. Each router link is typed. The Type fielgattie kind of lik being
described. It may be a link to a transit network, to anotheerautto a stub network. The values of all the other fieldsrdsng
a router link depend on the link’'s Type.rfexample, each link has an associatedi88dia field. For links to stub networkhis
field specifies the network’s IP address masér other link types, the Link Data sffaxs the router's associated IP intexéa
address.
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Field Description

Type A quick classification of the router link. One of the following: Type Description: Point-to-
point connection to another router. Connection to a transit network. Connection to a stub
network. Virtual link.

Link ID Identifies the object that this router link connects to. Value depends on the link’'s Type.
When connecting to an object that also originates a link state advertisement (i.e. another
router or a transit network) the Link ID is equal to the neighboring advertisement’s Link
State ID. This provides the key for looking up an advertisement in the link state
database. Type Link ID: Neighboring router's Router ID. IP address of Designated
Router. IP network/subnet number. Neighboring router’s Router 1D

Link Data Contents again depend on the link's Type field. For connections to stub networks, it
specifies the network’s IP address mask. For unnumbered point-to-point connection, it
specifies the interface’s MIB-II ifindex value. For other link types it specifies the router’s
associated IP interface address. This latter piece of information is needed during the
routing table build process, when calculating the IP address of the next hop.

No. of TOS The number of different Type of Service (TOS) metrics given for this link, not counting
the required metric for TOS 0. If no additional TOS metrics are given, this field should be
setto 0.

TOS 0 Metric The cost of using this router link for TOS 0.

For each link, separate metrics may be specified for each Typerdgte (ToS). The metric for Bo0 must always be included,
and was discussed above. Metrics for non-zero TOS are described Kele that the cost for nartero ToS values that are not
specified defaults to the ToS 0 cost. Metrics must be listeddier of increasing TOS encodirfgpr example, the metric forob
16 must always follow the metric for ToS 8 when both are specified.

Field Description
ToS IP Type of Service that this metric refers to.
Metric The cost of using this outbound router link, for traffic of the specified TOS.

Network Links Advertisements

Network links advertisements are Type iklistate advertisements. A network links atigement is originated for each transit
network in the area. A transit network asmulti-access network that has more toae attached router. The network links
advertisement is originated by the netwsrBesignated Router. The advertisement ritess all routers attached to the network
including the Designated Routiself. The advertisement’s Link State ID fididts the IP interface alless of the Designate
Router.

The distance form the network to all attachiedters is zero, for all ToS. This is why the ToS and metric fields need not be
specified in the network links advertisement.

The format of the Network Links Advertisement is shown below:
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Network Link Advertisements

Octets
0 1 2 3 4

Link-State Age Options 2

Link-State ID

Advertising Router

Link-State Sequence Number

‘ Link-State Checksum Length ‘

‘ Network Mask ‘

‘ Attached Router ‘

Figure 8- 33. Network Link Advertisements

Field Description

Network Mask The IP address mask for the network.

Attached Router The Router IDs of each of the routers attached to the network. Only
those routers that are fully adjacent to the Designated Router (DR)
are listed. The DR includes itself in this list.

Summary Link Advertisements

Summary link advertisements are Type 3 and 4 link state advertisements. These advertiseroeigisaded by Area Border
routers. A separate summary link advertisement is made fordeathation known to the routthrat belongs to the Autonomous
System (AS), yet is outside the area.

Type 3 link state advertisements are useémthe destination is an IP network.this case, the advertisement’s Link Stdde |

field is an IP network number. When the destination is an AS boundary router, a Type 4 advertisement is useldnérttaie
ID field is the AS boundary router's OSPF Router ID. Other thatdifference in the Link State Ifield, the format of Type 3

and 4 link state advertisements is identical.
Summary Link Advertisements

Octets
0 1 2 3 4
‘ Link-State Age Options 2 ‘
Link-State ID
Advertising Router
Link-State Sequence Number

‘ Link-State Checksum Length ‘
‘ Network Mask ‘
‘ TOS Metric

Figure 8- 34. Summary Link Advertisements

For stub area, Type 3 summary link advertisements can also be used to describe a default route on a per-areallbasis. D
summary routes are used in stub area idstédlooding a complete set of extermaltes. When describing a default summary
route, the advertisement’s Link StateifDalways set to the Default Destinatio®.0.0.0, and the Network Mask is set to 0.0.0.0.

Separate costs may be advertised for each IP Type of Service. Note that the cost for ToS 0 must be includkaaytisisd
first. If the T-bit is reset in the advertisement’s Option fieldly a route for ToS 0 is described by the advertisemener®ise,
routes for the other ToS values are alsscdbed. If a cost for a certain ToS is not included, its cost defaults to thitespfar

ToS 0.
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Field Description

Network Mask For Type 3 link state advertisements, this indicates the destination network’s
IP address mask. For example, when advertising the location of a class A
network the value 0xff000000.

ToS The Type of Service that the following cost is relevant to.

Metric The cost of this route. Expressed in the same units as the interface costs in
the router links advertisements.

Autonomous Systems External Link Advertisements

Autonomous Systems (AS) link advertisements are Type 5 link athtertisements. These adventients are originated by AS
boundary routers. A separate advertisement is made for each destination known to the routerehalitoetkie AS.

AS external link advertisements usually describe a particular external destination. For these advertisements the LifikI8tate ID
specifies an IP network number. AS exteritét advertisements are also used to dbsca default route. Default routes ased
when no specific route exists tive destination. When describing a default rotite,Link State ID is always set with the Bek
Destination address (0.0.0.0) and the Network Mask is set to 0.0.0.0.

The format of the AS External Link Advertisement is shown below:
AS External Link Advertisements

Octets
0 1 2 3 4
‘ Link-State Age Options 5 ‘
‘ Link-State ID ‘
‘ Advertising Router ‘
Link-State Sequence Number
‘ Link-State Checksum Length ‘
‘ Network Mask ‘
‘E‘ TOS Metric ‘
‘ Forwarding Address ‘
‘ External Route Tag ‘
Figure 8- 35. AS External Link Advertisements

Field Description

Network Mask The IP address mask for the advertised destination.

E - bit The type of external metric. If the E-bit is set, the metric specified is a Type 2 external

metric. This means the metric is considered larger than any link state path. If the E-bit
is zero, the specified metric is a Type 1 external metric. This means that is
comparable directly to the link state metric.

Forwarding Data traffic for the advertised destination will be forwarded to this address. If the

Address Forwarding Address is set to 0.0.0.0, data traffic will be forwarded instead to the
advertisement’s originator.

TOS The Type of Service that the following cost is relevant to.

Metric The cost of this route. The interpretation of this metric depends on the external type

indication (the E - bit above).

External Route A 32-bit field attached to each external route. This is not used by the OSPF protocol
Tag itself.
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Including the NSSA

The NSSAor Not So Stubby Area is a feature that has been adde@&PF so external route®ifin ASs (Autonomous Systems)
can be imported into the OSPF area. As an extension of stab, dhe NSSA feature uses a packet translation system used by
BRs (Border Routers) to translatetside routes into the OSPF ar€ansider the following example:

Figure 8- 36. NSSA Area Example

The NSSA ASBR (Not So Stubby Area thmomous System Border Router) is receiving External Route information and
translating it as an LSA Type-7 packet that will be distrib@&tY to switches within the NSSfArea 2 in the example above).
For this route’s information to enter anotlagea, the LSA Type-7 packet has to bedlaed into an LSA Type-5 packet by the
NSSA ABR (Area Border Router) and then is distributed to other switches withinhbe @SPF areas (Area 1 and 2 in the
example above). Once completed, new routes aneddamnd new shortest routes will be determined.

To alleviate any problems with OSPF summary routing due to new routes and packets, all NSSAlarealiers (ABR) must
support optional importing of LSA type-3 summary packets into the NSSA.

Type-7 LSA Packets

Type-7 LSA (Link State Adertisement) packets are
used to import external routes into the NSSA. These
packets can originate froldSSA ASBRs or NSSA
ABRs and are defined by setting the P-Bit in the LSA
type-7 packet header. Each destination nekwor
learned from external routes is converted into Type-7
LSA packets. These packets are specific for NSS
switches and the route information contained in these
packets cannot leave theearunless translated into
Type-5 LSA packets by Area Border Routers. See
the following table for a better description of the
LSA type-7 packet seen here.

Figure 8- 37. LSA Type-7 Pa cket
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Field

Description

Link State
Packet Header

Network Mask

This field will hold information concerning information regarding the LS Checksum,
length, LS sequence number, Advertising Router, Link State ID, LS age, the packet
type (Type-7), and the options field. The Options byte contains information regarding
the N-Bit and the P-Bit, which will be described later in this section.

The IP address mask for the advertised destination.

E - bit

The type of external metric. If the E-bit is set, the metric specified is a Type 2 external
metric. This means the metric is considered larger than any link state path. If the E-bit
is zero, the specified metric is a Type 1 external metric. This means that is
comparable directly to the link state metric.

Forwarding
Address

Data traffic for the advertised destination will be forwarded to this address. If the
Forwarding Address is set to 0.0.0.0, data traffic will be forwarded instead to the
advertisement’s originator.

Yet, if the network between the NSSA ASBR and the adjacent AS is advertised in the
area as an internal OSFP route, this address will be the next hop address.
Conversely, if the network is not advertised as internal, this field should be any of the
router’s active OSPF interfaces.

TOS

The Type of Service that the following cost is relevant to.

Metric

The cost of this route. The interpretation of this metric depends on the external type
indication (the E-bit above).

External Route
Tag

A 32-bit field attached to each external route. This is not used by the OSPF protocol
itself.

The N-Bit

Contained in the options field of the Linka® Packet header, the N-Bit is used teuea that all members of an NSSA agree o
the area configurations. Used in conjunetisith the E-Bit, these twbits represent the flooding capability of an externalLS
Because type-5 LSAs cannot th@oded into the NSSA, the N-Bit will containformation for sending ahreceiving LSA type-7
packets, while the E-bit is to be cleared. An additional chedt bricreated for the function that accepts these packetsifp v
these two bits (N and E-Bit). Bits matching the checking feauilt be accepted, while other bit combinations will be dropped

The P-Bit

Also included in the Options field of the LSA type-7 packet, the P-Bit (propagate) is used to define whether or not éatheanslat

LSA type-7 packet into an LSA type-5 packet for distribution outside the NSSA.

LSA Type-7 Packet Features

X LSA Type-7 address ranges for OSPF areas are defined as@paisting of an IP address and a mask. The packet will

also state whether or not to advertise and it will also contain an external route tag.

X The NSSA ASBR will translate external routes into typdeSAs to be distributed on the NSSA. NSSA ABRs will
optionally translate these type-7 packets into type-5 packets to be distributed among other OSHieaecyRers

packets are indiscernible fromhet type-5 packets. The NSSA does not support type-5 LSAs.

X Once border routers of the NSSA have finished translating or grouping type-7 LSApe® it SAs, type-5 LSAs

should be flushed or reset as a translation or an aggregation of other type-7 LSAs.

x The forwarding addresses contained ingtated type-5 LSAs must be set, wile exception of an LSA address range

match.
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OSPF Global Settings

The OSPF Global Settingsmenu allows OSPF to be emad or disabled on the Switchwithout changing the Switch’'s OSPF
configuration. To view the following window, clidk3 Features > OSPF > OSPF Global Settingdo enable OSPF, first supply
anOSPF Route ID(see below), sele@&nabledfrom theState drop-down menu and click tgply button.

Figure 8- 38. OSPF Global Settings window

The following parameters are used for general OSPF configuration:

Parameter Description

OSPF Route ID A 32-bit number (in the same format as an IP address  XxXX.XXX.XxX.xxx) that uniquely
identifies the Switch in the OSPF domain. It is common to assign the highest IP address
assigned to the Switch (router). In this case, it would be 11.1.1.1, but any unique 32-bit
number will do. If 0.0.0.0 is entered, the highest IP address assigned to the Switch will
become the OSPF Route ID.

Current Route ID Displays the OSPF Route ID currently in use by the Switch. This Route ID is displayed as a
convenience to the user when changing the Switch’s OSPF Route ID.

State Allows OSPF to be enabled or disabled globally on the Switch without changing the OSPF
configuration.

OSPF Area Setting

This menu allows the configuration of OSRFea IDs and to designate these areabl@snal, Stub or NSSA Normal OSPF
areas allow Link-State Database (LSDB) advertisements of routes to networks that are extezreakm Stub areas do ndovwal
the LSDB advertisement of external routes. Stub areas use # dafamary external route (0.0.000 Area 0) to reach externa
destinations.

To set up an OSPF area configuration clielyer 3 Features > OSPF > OSPF Area Settingsk to open the following dialog
box:

Figure 8- 39. OSPF Area Settings and Table window

To add an OSPF Area to the table, type a unfea ID (see below) select thieype from the drop-down menu. For a Stub type,
chooseEnabledor Disabledfrom theStub Summary drop-down menu and determine tetric . Click theAdd/Modify button
to add the area ID set to the table.

To remove an Area ID configuration set, simply c/*kin the Deletecolumn for the configuration.
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To change an existing set in the list, typeAlnea ID of the set you want to change, make the changes and cligkitiglodify
button. The modified OSPF area ID will appear in the table.

Figure 8- 40. OSPF Area Settings example window

See the parameter descriptions below for information o@8ieF Area ID Settings

TheArea ID settings are as follows:

Parameter Description

Area ID A 32-bit number in the form of an IP address (Xxx.xxX.Xxx.xxX) that uniquely identifies the
OSPF area in the OSPF domain.

Type This field can be toggled between Normal, Stub and NSSA using the pull down menu. When it

is toggled to Stub, the additional field Stub Summary, will then be capable to be configured.
Choosing NSSA allows the NSSA Summary field and the Translate field to be configured.

Stub Summary

Displays whether or not the selected Area will allow Summary Link-State Advertisements
(Summary LSAS) to be imported into the area from other areas.

NSSA Summary

Use the pull-down menu to enable or disable the importing of OSPF summary routes into the
NSSA as Type-3 summary LSAs. The default is Disabled. This field can only be configured if
NSSA is chosen in the Type field.

Translate

Use the pull-down menu to enable or disable the translating of Type-7 LSAs into Type-5
LSAs, so that they can be distributed outside of the NSSA. The default is Disabled. This field
can only be configured if NSSA is chosen in the Type field.

Metric

Displays the default cost for the route to the stub of between 0 and 65,535. The default is 1.

For NSSA areas, the metric field determines the cost of traffic entering the NSSA area.
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OSPF Interface Settings

To set up OSPF interfaces, clitld Features > OSPF > OSPF Interface Settingto view OSPF settings for existing IP
interfaces. If there are no IPtémfaces configured (besidesthefault System interface), only the System interface settiitigs
appear listed. To change settings for in IP interface, clidheryperlinked name of the interface to see the configuratemu
for that interface.

Figure 8- 41. OSPF Interface Settings window

Figure 8- 42. OSPF Interface Settings - Edit window

Configure each IP interface individually using tB8PF Interface Settings - Editmenu. Click théApply button when you have
entered the settings. The new configuration appears listed @SRE Interface Settingstable. To return to th@SPF Interface
Settingstable, click theShow All OSPF Interface Entridisik.

OSPF interface settings are described beftome OSPF interface settings require joesly configured OSPF settings. Read the
descriptions below for details.
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Parameter

Description

Interface Name

Displays the of an IP interface previously configured on the Switch.

Area ID

Allows the entry of an OSPF Area ID configured above.

Router Priority (O-
255)

Allows the entry of a number between 0 and 255 representing the OSPF priority of the
selected area. If a Router Priority of 0 is selected, the Switch cannot be elected as the
Designated Router for the network.

Hello Interval (1-
65535)

Allows the specification of the interval between the transmissions of OSPF Hello packets, in
seconds. Between 1 and 65535 seconds can be specified. The Hello Interval, Dead
Interval, Authorization Type , and Authorization Key should be the same for all routers on
the same network.

Dead Interval (1-
65535)

Allows the specification of the length of time between the receipt of Hello packets from a
neighbor router before the selected area declares that router down. An interval between 1
and 65535 seconds can be specified. The Dead Interval must be evenly divisible by the
Hello Interval .

State Allows the OSPF interface to be disabled for the selected area without changing the
configuration for that area.
Auth Type This field can be toggled between None, Simple , and MD5 using the space bar. This allows

a choice of authorization schemes for OSPF packets that may be exchanged over the OSPF
routing domain.

x  None specifies no authorization.

x  Simple uses a simple password to determine if the packets are from an
authorized OSPF router. When Simple is selected, the Auth Key field allows the
entry of an 8-character password that must be the same as a password
configured on a neighbor OSPF router.

x  MD5 uses a cryptographic key entered in the MD5 Key Table Configuration
menu. When MD5 is selected, the Auth Key ID field allows the specification of
the Key ID as defined in the MD5 configuration above. This must be the same
MD5 Key as used by the neighboring router.

Password/Auth. Key
ID

Enter a Key ID of up to 5 characters to set the Auth. Key ID for either the Simple Auth Type
or the MD5 Auth Type, as specified in the previous parameter.

Metric (1-65535)

This field allows the entry of a number between 1 and 65,535 that is representative of the
OSPF cost of reaching the selected OSPF interface. The default metric is 1.

Passive

The user may select Active or Passive for this OSPF interface. Active interfaces actively
advertise OSPF to routers on other Intranets that are not part of this specific OSPF group.
Passive interface will not advertise to any other routers than those within its OSPF intranet.
When this field is disabled, it denotes an active interface.

DR State

A read only field describing the Designated Router state of the IP interface. This field many
read DR if the interface is the designated router, or Backup DR if the interface is the Backup
Designated Router. The highest IP address will be the Designated Router and is determined
by the OSPF Hello Protocol of the Switch.

DR Address

The IP address of the aforementioned Designated Router.

Backup DR Address

The IP address of the aforementioned Backup Designated Router.

Transmit Delay

A read only field that denotes the estimated time to transmit a Link State Update Packet over
this interface, in seconds.

Retransmit Time

A read only field that denotes the time between LSA retransmissions over this interface, in
seconds.
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OSPF Virtual Link Settings

Click the OSPF Virtual Interface Settings link to view the currenOSPF Virtual Interface Settings There are not virtual
interface settings configured by defaslb, the first time this table is viewecetie will be not interfaces listed. To addew OSPF
virtual interface configuration set to the table, click &ad button. A new menu appears (see below). To change an existing
configuration, click on the hyperlinkéitansit Area ID for the set you want to change. The menu to modify an existing set is the
same as the menu used to add a new one. To eliminate an existing configuration, *i¢k theDeletecolumn.

Figure 8- 43. OSPF Virtual Interface Settings

The status of the virtual intexfe appears (Up or Down) in tBéatus column.

Figure 8- 44. OSPF Virtual Link Settings — Add

Figure 8- 45. OSPF Virtual Link Settings - Edit

Configure the following parameters if you are adding or changir@fF Virtual Interface:
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Parameter

Description

Transit Area ID

Allows the entry of an OSPF Area ID previously defined on the Switch that allows a
remote area to communicate with the backbone (area 0). A Transit Area cannot be a Stub
Area or a Backbone Area.

Neighbor Router ID

The OSPF router ID for the remote router. This is a 32-bit number in the form of an IP
address (xxx.xxx.xxx.xxx) that uniquely identifies the remote area’s Area Border Router.

Hello Interval (1-
65535)

Specify the interval between the transmission of OSPF Hello packets, in seconds. Enter a
value between 1 and 65535 seconds. The Hello Interval , Dead Interval , Authorization
Type, and Authorization Key should have identical settings for all routers on the same
network.

Dead Interval (1-
65535)

Specify the length of time between (receiving) Hello packets from a neighbor router before
the selected area declares that router down. Again, all routers on the network should use
the same setting.

Auth Type

If using authorization for OSPF routers, select the type being used. MD5 key authorization
must be set up in the MD5 Key Settings menu.

Password/Auth. Key
ID

Enter a case-sensitive password for simple authorization or enter the MD5 key you set in the
MD5 Key settings menu.

Transmit Delay

The number of seconds required to transmit a link state update over this virtual link. Transit
delay takes into account transmission and propagation delays. This field is fixed at 1
second.

Retransmit Interval

The number of seconds between link state advertisement retransmissions for adjacencies
belonging to this virtual link. This field is fixed at 5 seconds.

Click Apply to implement changes made.

NOTE: For OSPF to function properly some settings should be identical on all
participating OSPF devices. These settings include the Hello Interval and Dead
Interval. For networks using authorization for OSPF devices, the Authorization Type
and Password or Key used must likewise be identical.

OSPF Area Aggregation Settings

Area Aggregation allows all of the routing information that rbaycontained within an area @ aggregated into a summary
LSDB advertisement of just the network address and subnet mask. This allows for a reduction in the volume of LSC

advertisement traffic as well as a reduction in the memogyh@ad in the Switch used to maintain routing tables. Chgler 3

Features > OSPF >0OSPF Area Aggregation Settingdink to view the current setting§here are no aggregation settings

configured by default, so thewill not be any listed the first accessing the menu. To add @OSR¥F Area Aggregationsetting,
click the Add button. A new menu (pictured below) appears. To change an existing configuration, clfek corresponding

Modify button for the set you want to change. The menu to modify an existing configuration is the same as the menu used to

a new one. To eliminate an existing configuration, click®*him theDeletecolumn for the configuration being removed.

Figure 8- 46. OSPF Area Aggregation Settings

Use the menu below to change settings or add &0®RF Area Aggregationsetting.
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Figure 8- 47. OSPF Area Aggregation Settings - Add

Specify the OSPF aggregation settings and clickAfygly button to add or change the settings. The new settings will appear
listed in theOSPF Area Aggregation Settingdable. To view the table, click tighow All OSPF Aggregation Entridimk to
return to the previous window.

Use the following parameters to configure the following setting®f&IPF Area Aggregation Settings

Parameter Description

Area ID Allows the entry the OSPF Area ID for which the routing information will be aggregated. This
Area ID must be previously defined on the Switch.

Network Number Sometimes called the Network Address. The 32-bit number in the form of an IP address that
uniquely identifies the network that corresponds to the OSPF Area above.

Network Mask The corresponding network mask for the Network Number specified above.

LSDB Type Specifies the type of address aggregation. The user may choose Summary or NSSA-EXT,
depending on the type of aggregation being configured. The default setting is Summary.

Advertisement Select Enabled or Disabled to determine whether the selected OSPF Area will advertise it's
summary LSDB (Network-Number and Network-Mask).

Click Apply to implement changes made.

OSPF Host Route Settings

OSPF host routes work in a way analogous to RIP, only this is used to share OSPF informatitmew@SPF routers. This is

used to work around problems that might prevent OSPF information sharing metwéers. To configure OSPF host routes,
click the OSPF Host Route Settingdink. To add a new OSPF Route, click thdd button. Configure the setting in the menu
that appears. Thadd andModify menus for OSPF host route setting are neadwntidal. The difference being that if you are
changing an existing configuration you will be unable to changkltise Address To change an existing configuration, click on
the corresponding Modify button in the list for the configuration to change and proceed to change the metric or area ID.
eliminate an existing configuration, click t*zin theDeletecolumn for the configuration being removed.

Figure 8- 48. OSPF Host Route Settings table

Use the menus below to add or edit OSPF host routes.
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Figure 8- 49. OSPF Host Route Settings - Add

Figure 8- 50. OSPF Host Route Settings - Edit

Specify the host route settings and click Apply button to add or change the settings. The new settings will appear listed in the
OSPF Host Route Settingdist. To view the previous window, click tfghow All OSPF Host Route Entriéiak to return to the
previous window.

The following fields are configured for OSPF host route:

Parameter Description

Host Address The IP address of the OSPF host.

Metric A value between 1 and 65535 that will be advertised for the route.

Area ID A 32-bit number in the form of an IP address (xxx.xxx.xxx.xxx) that uniquely identifies the
OSPF area in the OSPF domain.
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DHCP/BOOTP Relay

The relay hops count limit allows the maximum number of hops (routers) that the DHCP/BOOTP messages can be rela
through to be set. If a packet’s hop count is more thamdip count limit, the packet is dropped. The range is bettveed 16

hops, with a default value @ The relay time threshold sets the minimum tifileseconds) that the Switch will wait before
forwarding a BOOTREQUEST packet. If the value in the seconds field of the packet is less tharythimeetreshold, the
packet will be dropped. The range is betweemd65,536seconds, with a default value®@seconds.

DHCP / BOOTP Relay Global Settings

To enable and configui@HCP/BOOTP Relay Global Settingson the Switch, click.3 Features > DHCP/BOOTP Relay>
DHCP/BOOTP Relay Global Settings

Figure 8- 51. DHCP/ BOOTP Relay Global Settings window

The following fields can be set:

Parameter Description

Relay State This field can be toggled between Enabled and Disabled using the pull-down menu. 1t is
used to enable or disable the DHCP/BOOTP Relay service on the Switch. The default is
Disabled

Relay Hops Count This field allows an entry between 1 and 16 to define the maximum number of router hops

Limit (1-16) DHCP/BOOTP messages can be forwarded across. The default hop count is 4.

Relay Time Threshold Allows an entry between 0 and 65535 seconds, and defines the maximum time limit for
(0-65535) routing a DHCP/BOOTP packet. If a value of O is entered, the Switch will not process the
value in the seconds field of the BOOTP or DHCP packet. If a non-zero value is entered,
the Switch will use that value, along with the hop count to determine whether to forward a
given BOOTP or DHCP packet.

DHCP Agent This field can be toggled between Enabled and Disabled using the pull-down menu. It is
Information Option 82 used to enable or disable the DHCP Agent Information Option 82 on the Switch. The
State default is Disabled.

Enabled —When this field is toggled to Enabled the relay agent will insert and remove
DHCP relay information (option 82 field) in messages between DHCP servers and clients.
When the relay agent receives the DHCP request, it adds the option 82 information, and
the IP address of the relay agent (if the relay agent is configured), to the packet. Once the
option 82 information has been added to the packet it is sent on to the DHCP server. When
the DHCP server receives the packet, if the server is capable of option 82, it can implement
policies like restricting the number of IP addresses that can be assigned to a single remote
ID or circuit ID. Then the DHCP server echoes the option 82 field in the DHCP reply. The
DHCP server unicasts the reply to the back to the relay agent if the request was relayed to
the server by the relay agent. The switch verifies that it originally inserted the option 82
data. Finally, the relay agent removes the option 82 field and forwards the packet to the
switch port that connects to the DHCP client that sent the DHCP request.

Disabled- If the field is toggled to Disabled the relay agent will not insert and remove DHCP
relay information (option 82 field) in messages between DHCP servers and clients, and the
check and policy settings will have no effect.
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DHCP Agent This field can be toggled between Enabled and Disabled using the pull-down menu. It is
Information Option 82 used to enable or disable the Switches ability to check the validity of the packet's option 82
Check field.

Enabled— When the field is toggled to Enable, the relay agent will check the validity of the
packet’s option 82 field. If the switch receives a packet that contains the option-82 field from
a DHCP client, the switch drops the packet because it is invalid. In packets received from
DHCP servers, the relay agent will drop invalid messages.

Disabled- When the field is toggled to Disabled, the relay agent will not check the validity of
the packet's option 82 field.

DHCP Agent This field can be toggled between Replace, Drop, and Keep by using the pull-down menu.
Information Option 82 It is used to set the Switches policy for handling packets when the DHCP Agent
Policy Information Option 82 Check is set to Disabled. The default is Replace.

Replace - The option 82 field will be replaced if the option 82 field already exists in the
packet received from the DHCP client.

Drop - The packet will be dropped if the option 82 field already exists in the packet received
from the DHCP client.

Keep - The option 82 field will be retained if the option 82 field already exists in the packet
received from the DHCP client.

Click Apply to implement any changes that have been made.

NOTE: If the Switch receives a packet that contains the option-82 field from a DHCP
client and the information-checking feature is enabled, the Switch drops the packet
because it is invalid. However, in some instances, it is possible to configure a client with
the option-82 field. In this situation, disable the information-check feature so that the
Switch does not remove the option-82 field from the packet. Users can configure the
action that the Switch takes when it receives a packet with existing option-82 information
by configuring the DHCP Agent Information Option 82 Policy.

The Implementation of DHCP Information Option 82

The config dhcp_relay option_82command configures the DHCP relay agefirimation option 82 setting of the Switch. The
formats for the circuit ID sub-option and the remote ID sub-option are as follows:

NOTE: For the circuit ID sub-option of a standalone switch, the module field is always zero.

Circuit ID sub-option format:

1. 2. 3. 4, 5. 6. . 7
1 6 0 4 VLAN Modulg  Port
lbyte 1lbyte 1byte 1byte 2 bytes 1 byte 1 byte
a. Sub-option type
b. Length
c. Circuit ID type
d. Length
e. VLAN: the incoming VLAN ID of DHCP client packet.
f.  Module: For a standalone switch, the Module is alwgySor a stackable switch, the Module is the Unit ID.
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g. Port: The incoming port number of DHCP client packet, port number starts from 1.

Remote ID sub-option format:

2 8 0 6 MACaddress

lbyte 1lbyte 1byte 1byte 6 bytes

Sub-option type

Length

Remote ID type

Length

MAC address: The Switch’'s system MAC address.

ok NP

Figure 8- 52. Circuit ID and Remote ID Sub-option Format

DHCP/BOOTP Relay Interface Settings

The DHCP/ BOOTP Relay Interface Settingsallow the user to set up a server, by IP address, for relaying DBQOITP
information to the Switch. The user mayteaa previously configured IP interface on the Switch that will be connectedydicectl
the DHCP/BOOTP server using the following window. Rmbyp configured settings will be displayed in tBOOTP Relay
Table at the bottom of the following window, once the user clicksAtid button under thépply heading. The user may add up
to four server IPs per IP interface the Switch. Entries may be dele by clicking it's correspondin#i. To enable and
configureDHCP/BOOTP Relay Global Settingson the Switch, click-3 Features > DHCP/BOOTP Relay> DHCP/BOOTP
Relay Interface Settings

Figure 8- 53. DHCP/BOOTP Relay Interface Sett ings and DHCP/BOOTP Relay Interface Table window
The following parameters may be configured or viewed.

Parameter Description

Interface The IP interface on the Switch that will be connected directly to the Server.

Server IP Enter the IP address of the DHCP/BOOTP server. Up to four server IPs can be configured per IP
Interface
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DHCP Server

For this release of the xStack DGS-3600, the Switch now has the capability to act as a DHCP server to devices within its loc
attached network. DHCP, or Dynamic Host Configuration Protocol, allows the switch to delegate IP addressen)askis,
default gateways and other IP parameters to devices that request this information. ThisvloenumsDHCP enabled device is
booted on or attached to the locally attached network. Thisalés known as the DHCP client and when enabled, it will emit
guery messages on the network before any IP parameterstaWhes the DHCP server receives this request, it returns a
response to the client, containing the previously mentioneddRriation that the DHCP client then utilizes and sets omdtal |
configurations.

The user can configure many DH@#ated parameters that it will utilize on its locally attached network, to control andhénit

IP settings of clients desiring an automatic IP configurasoich as the lease time of the allotted IP address, the ranBe of
addresses that will be allowed in its DHCP pool, the abilitgxolude various IP addresses within the pool as not to make
identical entries on its network, or to assign the IP address of an important degftagsa DNS server or the IP addresthef
default route) to another device on the network.

Users also have the ability to bind IP asklres within the DHCP pool to specific MACdagsses in order to keep consistent the
IP addresses of devices that may be important to tkeeppof the network that require a static IP address.

To begin configuring the DGS-3600 as a DHCP Server, opeb3Heeatures folder, then thddHCP Server folder which will
display 5 links to aid the user in configuring the DHCP server.

DHCP Server Global Settings

The following window will allow users to globally enable theitstv as a DHCP server and set the DHCP Ping Settings to test
connectivity betweetthe DHCP Server and Client. To view this window, click features > DHCP Server > DHCP Server
Global Settings

Figure 8- 54. DHCP Server Settings and DHCP Ping Settings window

The following parameters may be configured.

Parameter Description

DHCP Server Use the Pull-down menu to globally enable or disable the switch as a DHCP server.

Global State

Ping Packets Enter a number between 2-10 to denote the number of ping packets that the Switch will send out

on the network containing the IP address to be allotted. If the ping request is not returned, the IP
address is considered unique to the local network and then allotted to the requesting client. The
default setting is 2 packets.

Ping Timeout The user may set a time between 500-2000 milliseconds that the Switch will wait before timing out
a ping packet. The default setting is 500 milliseconds.

Click Apply to implement changes made.
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DHCP Server Exclude Address Settings

The following window will allow the user to set an IP address m@nge of IP addresses that are NOT to be included inrthe ra
of IP addresses that the Switch will allot to cliergquesting DHCP service. Tew this window, clickL3 features > DHCP
Server > DHCP Server Exclude Address Settingg.o set an IP address or range of IP addresses, eniedireAddressof the
range and then thEend Address of the range and clickpply. Set address ranges will appear in B1¢CP Exclude Address

Table in the bottom half of the screen, as shown below.

Figure 8- 55. Create DHCP Excluded Addre ss and DHCP Exclude Address Table window

Create DHCP Pool

The following windows will allow users to create and thentlsetparameters for the DHCP Pool of the switch’s DHCP server.
Users must first create the pool by entering a name of up to 12 alphanumeric charactersPiotd Mamefield and clicking
Apply. Once created, users can modify the settings of a poll by clicking its correspbtadiifg button. To view the following
window, click L3 features > DHCP Server > DHCP Server Pool Settings.

Figure 8- 56. Create DHCP Pool and DHCP Server Pool Table window

Clicking the Modify button of a corresponding DHCP Pool will lead te flollowing window in which users can adjust the
settings for the specific DHCP pool table.
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Figure 8- 57. Config DHCP Pool window.

The following parameters may be configured or viewed.

Parameter Description

Pool Name Denotes the name of the DHCP pool for which you are currently adjusting the parameters.

IP Address Enter the IP address to be assigned to requesting DHCP Clients. This address will not be chosen
but the first 3 sets of numbers in the IP address will be used for the IP address of requesting DHCP
Clients. (ex. If this entry is given the IP address 10.10.10.2, then assigned addresses to DHCP
Clients will resemble 10.10.10.x, where x is a number between 1-255 but does not include the
assigned 10.10.10.2)

Netmask Enter the corresponding Netmask of the IP address assigned above.

Domain Name

Enter the domain name for the DHCP client. This domain name represents a general group of
networks that collectively make up the domain. The Domain Name may be an alphanumeric string
of up to 64 characters.

DNS Server Enter the IP address of a DNS server that is available to the DHCP client. The DNS Server

Address correlates IP addresses to host names when queried. Users may add up to 3 DNS Server
addresses.

Net BIOS Enter the IP address of a Net BIOS Name Server that will be available to a Microsoft DHCP Client.

Name Server

This Net BIOS Name Server is actually a WINS (Windows Internet Naming Service) Server that
allows Microsoft DHCP clients to correlate host names to IP addresses within a general grouping of
networks. The user may establish up to 3 Net BIOS Name Servers.

NetBIOS Node
Type

This field will allow users to set the type of node server for the previously configured Net BIOS
Name server. Using the pull-down menu, the user has for node type choices which are Broadcast,
Peer to Peer, Mixed and Hybrid.

183




Default Router Enter the IP address of the default router for a DHCP Client. Users must configure at least one
address here, yet up to three IP addresses can be configured for this field. The IP address of the
default router must be on the same subnet as the DHCP client.

Pool Lease Using this field, the user can specify the lease time for the DHCP client. This time represents the
amount of time that the allotted address is valid on the local network. Users may set the time by
entering the days into the open field and then use the pull-down menus to precisely set the time by
hours and minutes. Users may also use the Infinite check box to set the allotted IP address to
never be timed out of its lease. The default setting is 1 day.

Boot File This field is used to specify the Boot File that will be used as the boot image of the DHCP client.
This image is usually the operating system that the client uses to load its IP parameters.

Next Server This field is used to identify the IP address of the device that has the previously stated boot file.

Click Apply to implement changes made.

To view the set parameters for configured DHCP Pool, clickvibe button of a configured entry in tHeHCP Server Pool
Table as shown in Figure 8-56, which will produce the following window:

Figure 8- 58 DHCP server Pool Display window
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DHCP Server Dynamic Binding

The following window will allow users to view dynamically boulitladdresses of the DHCP servBEnese IP addresses are ones
that were allotted to clients on the local network and am lbound to the device stated by its MAC address. To view this
window, clickL3 features > DHCP Server> DHCP Server Dynamic Binding.

Figure 8- 59 DHCP Server Dynamic Binding Table window

The following parameters may be configured or viewed.

Parameter Description

Pool Name To find the dynamically bound entries of a specific pool, enter the Pool Name into the field and click
Find. Dynamically bound entries of this pool will be displayed in the table. To clear the
corresponding Pool Name entries of this table, click Clear. To clear all entries, click Clear All .

Pool Name This field will denote the Pool Name of the displayed dynamically bound DHCP entry.

IP address This field will display the IP address allotted to this device by the DHCP Server feature of this
Switch.

Hardware This field will display the MAC address of the device that is bound to the corresponding IP address.

Address

Type This field will display the type of node server being used for the previously configured Net BIOS
Name server of this entry.

Status This field will display the Status of the entry, whether it was dynamically bound or manually bound.

Life Time This field will display, in seconds, the time remaining on the lease for this IP address.

DHCP Server Manual Binding

The following windows will allow users to view and set manual DH@Ries. Manual DHCP entries will bind an IP address with
the MAC address of a device within a DHB®bI. These entries are necessary for spdeidces on the local network which will
always require a static IP address that cannot be changed. To view this windol3 ¢tekures > DHCP Server > DHCP

Server Manual Binding.

Figure 8- 60. DHCP Server Manual Binding Table
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Users may view statically bound DHCP entries within a DHCP pool by enterifptiédNameand clickingFind. Results will be
displayed in the window above. Totsemanual DHCP Binding entry, click theld window which will produce the following
window to configure.

Figure 8- 61. Create DHCP Pool Manual Binding window

The following parameters may be configured or viewed.

Parameter Description
Pool Name Enter the name of the DHCP pool within which will be created a manual DHCP binding entry.
IP Address Enter the IP address to be statically bound to a device within the local network that will be specified

by entering the Hardware Address in the following field.

Hardware Enter the MAC address of the device to be statically bound to the IP address entered in the
Address previous field.
Type This field is used to specify the type of connection for which this manually bound entry will be set.

Ethernet will denote that the manually bound device is connected directly to the Switch, while the
IEEEB02 denotes that the manually bound device is outside the local network of the Switch.

Click Apply to set the entry.
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DNS Relay

Computer users usually prefer to use text names for computers for which they may want to open a connectiogrs Compu
themselves, require 32 bit IP addresses. Somewhere, a database of network devices’ text names and their gotRespondil
addresses must be maintained.

The Domain Name System (DNS) is used to map names to IP addresses throughoutntiteahdehas been adapted for use
within intranets.

For two DNS servers to communicate across different subnetONBeRelayof the Switch must be used. The DNS servers are
identified by IP addresses.

Mapping Domain Names to Addresses

Name-to-address translation is performed by a program calledna Sarver. The client program is called a Name resolver. A
Name resolver may need to contact several Name servers to translate a name to an address.

The Domain Name System (DNS) serversaganized in a somewhat hierarchical fashion. A single server often holds names for
a single network, which is connected to a IDBIS server - usually maintained by an ISP.

Domain Name Resolution

The domain name system can be used by contacting the name servers one at a time, or by askiai thaende system to do
the complete name translation. The client makes a query containing the nampe tbieagswer required, and a code specifying
whether the domain name system should do the entire name translation, or simply return the addresgs BiNBeseever if th
server receiving the query cannot resolve the name.

When a DNS server receives a query, it chaoksee if the name is in its sub domdf it is, the server translates the naarel
appends the answer to the query, and siérmxck to the client. If the DNS serveannot translate the name, it determinestwh
type of name resolution the client requested. A completslaiion is called recursive restiin and requires the serverdontact
other DNS servers until the name is resolved. Iterative resolgfienifies that if the DNS server cannot supply an answer, it
returns the address of the next Dd&ver the client should contact.

Each client must be able to contactestst one DNS server, and each DNS server must be able to contact at least onesroot serv

The address of the machine teapplies domain name service is often supplied by a DHCP or BOOTP server, or can be entere
manually and configured into the operating system at startup.

DNS Relay Global Settings

To configure the DNS function on the Switch, click Features > DNS Relay > DNS Relay Global Settingshich will open
the DNS Relay Global Settingsvindow, as seen below:

Figure 8- 62. DNS Relay Global Settings window

The following fields can be set:

Parameter Description

DNS State This field can be toggled between Disabled and Enabled using the pull-down menu, and is
used to enable or disable the DNS Relay service on the Switch.

Primary Name Server | Allows the entry of the IP address of a primary domain name server (DNS).
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Secondary Name Allows the entry of the IP address of a secondary domain name server (DNS).
Server

DNSR Cache Status This can be toggled between Disabled and Enabled. This determines if a DNS cache will be
enabled on the Switch.

DNSR Static Table This field can be toggled using the pull-down menu between Disabled and Enabled. This
State determines if the static DNS table will be used or not.

Click Apply to implement changes made.

DNS Relay Static Settings

To view theDNS Relay Static Settingsclick L3 Features > DNS Relay > DNS Relay Static Settingahich will open the
DNS Relay Static Settingsvindow, as seen below:

Figure 8- 63. DNS Relay Static Settings

To add an entry into theNS Relay Static Table simply enter @omain Namewith its corresponding IP address and chald
under theApply heading. A successful entry will be presented in theethblow, as shown in the example above. To erase an
entry from the table, click its correspondi®gunder the Delete heading.
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VRRP

VRRPor Virtual Routing Redundancy Protocisl a function on the Switch that dynamically assigns responsibility for a virtual
router to one of the VRRP routeon a LAN. The VRRP router that controls {Readdress associated with a virtual router is
called the Master, and will forward packets gerthis IP address. This will allow any Virtual Router IP address on the bAMN t
used as the default first hop router by end hosts. UtiliziR®N, the administrator can achieve a higher available defalltpsit
without needing to configure every end host for dynamic routing or routing discovery protocols.

Statically configured default routes orethAN are prone to a single point of failuMRRP is designed to eliminate thesdufias
by setting an election protocol that will assign a responsibilitya fairtual router to one of the VRRP routers on the LANewa
virtual router fails, the election protocol will select a virtualtes with the highest prioritjo be the Master router ohe LAN.
This retains the link and the connection is kept alive, regardless of the point of failure.

To configure VRRP for virtual routers onettfSwitch, an IP interface must be presenthe system and it must be a part of a
VLAN. VRRP IP interfaces may be assigned to every VLAN, aedefiore IP interface, on the 8sh. VRRP routers within the
same VRRP group must be consistent in configuration settings for this protocol to function optimally.

VRRP Global Settings

To enable VRRP globally on the Switch, clicR Features > VRRP > VRRP Global Settings

Figure 8- 6 4 VRRP Global Settings window

The following fields can be set:

Parameter Description

VRRP State Use the pull-down menu to enable or disable VRRP globally on the Switch. The default is
Disabled.

Non-Owner Enabling this parameter will allow the virtual IP address to be pinged from other host end

Response PING nodes to verify connectivity. This will only enable the ping connectivity check function. This
command is Disabled by default.

Click Apply to implement changes made.

VRRP Virtual Router Settings

The following window will allow the user to view the parametinsthe VRRP function on the Switch. To view this window,
click L3 Features > VRRP > VRRP Virtual Router Settings

Figure 8- 65. VRRP Virtual Router Settings window

The following fields are displayed in the window above:
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Parameter

Description

VRID / Interface
Name

VRID - Displays the virtual router ID set by the user. This will uniquely identify the VRRP
Interface on the network.

Interface Name - An IP interface name that has been enabled for VRRP. This entry must
have been previously set in the IP Interfaces table.

Virtual IP Address

The IP address of the Virtual router configured on the Switch.

Master IP Address

Displays the IP address of the Master router for the VRRP function.

Virtual Router State

Displays the current state of the Virtual Router on the Switch. Possible states include
Initialize, Master and Backup.

State Displays the VRRP state of the corresponding VRRP entry.
Display Click the ﬂ button to display the settings for this particular VRRP entry.
Delete Click the ! to delete this VRRP entry.

Click theAdd button to display the following wirdv to configure a VRRP interface.

Figure 8- 66. VRRP Virtual Router Settings - Add

Or, the user may click the hyperlinkbederface Nameto view the same window:

The following parameters may be set to agufe an existing onew VRRP interface.

Parameter

Description

Interface Name

Enter the name of a previously configured IP interface for which to create a VRRP entry.
This IP interface must be assigned to a VLAN on the Switch.

VRID (1-255) Enter a value between 1 and 255 to uniquely identify this VRRP group on the Switch. All
routers participating in this group must be assigned the same VRID value. This value MUST
be different from other VRRP groups set on the Switch.

IP Address Enter the IP address that will be assigned to the VRRP router. This IP address is also the

default gateway that will be statically assigned to end hosts and must be set for all routers
that participate in this group.
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State Used to enable (Up) and disable (Down) the VRRP IP interface on the Switch.

Priority (1-254) Enter a value between 1 and 254 to indicate the router priority. The VRRP Priority value may
determine if a higher priority VRRP router overrides a lower priority VRRP router. A higher
priority will increase the probability that this router will become the Master router of the
group. A lower priority will increase the probability that this router will become the backup
router. VRRP routers that are assigned the same priority value will elect the highest physical
IP address as the Master router. The default value is 100. (The value of 255 is reserved for
the router that owns the IP address associated with the virtual router and is therefore set
automatically.)

Advertisement Enter a time interval value, in seconds, for sending VRRP message packets. This value
Interval (1-255) must be consistent with all participating routers. The default is 1 second.
Preempt Mode This entry will determine the behavior of backup routers within the VRRP group by

controlling whether a higher priority backup router will preempt a lower priority Master router.
A True entry, along with having the backup router’s priority set higher than the masters
priority, will set the backup router as the Master router. A False entry will disable the backup
router from becoming the Master router. This setting must be consistent with all routers
participating within the same VRRP group. The default setting is True.

Critical IP Address Enter the IP address of the physical device that will provide the most direct route to the
Internet or other critical network connections from this virtual router. This must be a real IP
address of a real device on the network. If the connection from the virtual router to this IP
address fails, the virtual router will automatically disabled. A new Master will be elected from
the backup routers participating in the VRRP group. Different critical IP addresses may be
assigned to different routers participating in the VRRP group, and can therefore define
multiple routes to the Internet or other critical network connections.

Checking Critical IP Use the pull-down menu to enable or disable the Critical IP address entered above.

Click Apply to implement changes made.

To view the settings for a particular VRRP setting, click the correspoﬂg] theVRRP Interface Table of the entry, which
will display the following:

Figure 8- 67. VRRP Virtual Router Settings - Display window
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This window displays the following information:

Parameter

Description

Interface Name

An IP interface name that has been enabled for VRRP. This entry must have been
previously set in the IP Interface Settings table.

Authentication type

Displays the type of authentication used to compare VRRP packets received by a virtual
router. Possible authentication types include:

x  No authentication - No authentication has been selected to compare VRRP
packets received by a virtual router.

x  Simple Text Password - A Simple password has been selected to compare
VRRP packets received by a virtual router, for authentication.

x IP Authentication Header - An MD5 message digest algorithm has been
selected to compare VRRP packets received by a virtual router, for
authentication.

VRID

Displays the virtual router ID set by the user. This will uniquely identify the VRRP Interface
on the network.

Virtual IP Address

The IP address of the Virtual router configured on the Switch.

Virtual MAC Address

The MAC address of the device that holds the Virtual router.

Virtual Router State

Displays the current status of the virtual router. Possible states include Initialize, Master and
Backup.

Admin. State Displays the current state of the router. Up will be displayed if the virtual router is enabled
and Down, if the virtual router is disabled.
Priority Displays the priority of the virtual router. A higher priority will increase the probability that this

router will become the Master router of the group. A lower priority will increase the
probability that this router will become the backup router. The lower the number, the higher
the priority.

Master IP Address

Displays the IP address of the Master router for the VRRP function.

Critical IP Address

Displays the critical IP address of the VRRP function. This address will judge if a virtual
router is qualified to be a master router.

Checking Critical IP

Displays the status of the Critical IP address. May be enabled or disabled.

Advertisement
Interval

Displays the time interval, in seconds, which VRRP messages are sent out to the network.

Preempt Mode

Displays the mode for determining the behavior of backup routers set on this VRRP
interface. True will denote that this will be the backup router, if the routers priority is set
higher than the master router. False will disable the backup router from becoming the
master router.

Virtual Router Up
Time

Displays the time, in minutes, since the virtual router has been initialized
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VRRP Authentication Settings

The VRRP Authentication Settings window is used to set the authentication éach Interface configured for VRRP. This
authentication is used to idéflg incoming message packets received by a routahe authentication is not consistent with
incoming packets, they will be discarded. Tagthentication Type must be consistent with atbuters participating within the
VRRP group.

To view the following window, click -3 Features > VRRP > VRRP Authentication Settings

Figure 8- 68. VRRP Authentication Settings window

To configure the authentication for aeprreated interface, click its hyperlinkedme, revealing the following window to
configure:

Figure 8- 6 9 VRRP Authentication Settings — Edit window

The following parameters may be viewed or configured:

Parameter Description

Interface Name The name of a previously created IP interface for which to configure the VRRP
authentication.

Authentication Type Specifies the type of authentication used. The Authentication Type must be consistent with

all routers participating within the VRRP group. The choices are:

x  None - Selecting this parameter indicates that VRRP protocol exchanges will
not be authenticated.

x  Simple - Selecting this parameter will require the user to set a simple password
in the Auth. Data field for comparing VRRP message packets received by a
router. If the two passwords are not exactly the same, the packet will be
dropped.

x  IP - Selecting this parameter will require the user to set a MD5 message digest
for authentication in comparing VRRP messages received by the router. If the
two values are inconsistent, the packet will be dropped.

Authentication Data This field is only valid if the user selects Simple or IP in the Authentication Type field.

x  Simple will require the user to enter an alphanumeric string of no more than
eight characters to identify VRRP packets received by a router.

x  IP will require the user to enter a MD5 message digest for authentication in
comparing VRRP messages received by the router.

This entry must be consistent with all routers participating in the same IP interface.

Click Apply to implement changes made.
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IP Multicast Routing Protocol

The functions supporting IP multicasting are added undetRhdulticast Routing Protocol folder, from thelL3 Features
folder.IGMP, DVMRP, andPIM-DM/SM can be enabled or disabled on the Switch without changing the individual protocol’s
configuration by using thBGS-3600 Web Management Tool

IGMP

Computers and network devices that want to receive multicast issi@ns need to inform nearbguters that they will become
members of a multicast group. Thernet Group Management Protocol (IGMP) is used to communicate this information.
IGMP is also used to periodically check the multicast group for members that are no longer active.

In the case where there is more than one multicast router dmatswork, one router is electaed the ‘querier’. This routehen
keeps track of the membership of the multicast groups thatdwive members. The information received from IGMP is then
used to determine if multicast packets should be forwarded to a given subnetwork drenaufér can check, using IGMP, to
see if there is at least one member of a multicast group arer glibnetwork. If there are ntembers on a subnetwork, packet
will not be forwarded to that subnetwork.

IGMP Versions 1 and 2

Multicast groups allow members to join or leave at any time. IGMP provides the method for members and multicast routers
communicate when joining ¢éeaving a multicast group.

IGMP version 1 is defined in RFC 1112. It has a fixed packet size and no optional data.
The format of an IGMP packet is shown below:

IGMP Message Format

Octets

‘ Type Response Time Checksum ‘

‘ Group Address (all zeros if this is a query) ‘

Figure 8- 70. IGMP Message Format
The IGMP Type codes are shown below:

Type | Meaning

0x11 Membership Query (if Group Address is 0.0.0.0)
0x11 Specific Group Membership Query (if Group Address is Present)
0x16 Membership Report (version 2)

0x17 Leave a Group (version 2)

0x12 Membership Report (version 1)

Table 8- 1. IGMP Type Codes

IGMP packets enable multicast routers to keep track of the ership of multicast groups, on their respective subnetworks. The
following outlines what is communicated between a masticouter and a multicast group member using IGMP.

A host sends an IGMP “report” to join a group
A host will never send a report when it wants to leave a group (for version 1).
A host will send a “leave” report when it wants to leave a group (for version 2).

Multicast routers send IGMP queries (to the all-hosts group address: 224.0.0.1) periodically to see whether any geyap mem
exist on their subnetworks. tliere is no response from a particular grahp,router assumes that there are no group menaber
the network.

The Time-to-Live (TTL) field of query messages is set to thabthe queries will not be forwarded to other subnetworks.
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IGMP version 2 introduces some enhancements such ashadet elect a multicast queritar each LAN, an explicit leave
message, and query messages that are specific to a given group.

The states a computer will go through to joirto leave a multicast group are shown below:

IGMP State Transitions

Non-Member

A
Leave Group Join 6roup
Stop Timer Start Timer
A 4
Count
Becomes
Zero Delaying
Leave Member
Group
Another Host
A Responds
Timer
Query Expires Stop Timer

Received
Start
Timer

Send
Response

\ 4

Member <

Figure 8- 71. IGMP State Transitions

IGMP Version 3

The current release of the xStack DGS-3600 switch series now implements IGMPv3. Improvements of IGMPv3 avett versio
include:

x  The introduction of th&SMor Source Specific Multicasin previous versions of IGMRhe host would receive all packets
sent to the multicast group. Now, a hodit receive packets only from a specific soaior sources. This is done through the
implementation oincludeandexcludefilters used to accept or detrgffic from these specific sources.

x In IGMP v2, Membership reports could contain only one roadti group whereas 8, these reports can contain multiple
multicast groupsind multiple sources within the multicast group.

x Leaving a multicast group could only be accomplished uaisgecific leave message in.\B v3, leaving a multicast
group is done through a Membership report, which includes a block message in the group report packet.

x For version 2, the host could respond to a group query but in version 3, the host is now capablertquaaties specific to
the group and the source.

IGMP v3 is backwards compatibleith other versions of IGMP.
The IGMPv3 Type supported codes are shown below:

Type Meaning

0x11 Membership Query
0x12 Version 1 Membership Report
0x16 Version 2 Membership Report

0x17 Version 2 Leave Group

0x22 IGMPv3 Membership Report
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Timers

As previously mentioned, IGMPv3 incorpaeatfilters to include or exclude sourc@bese filters are kept updated using timers
IGMPv3 utilizes two types of timers, one for the group and on¢hf® source. The purpose of the filter mode is to reduce the
reception state of a multicast groap that all members of the multicast group saatisfied. This filter mode is dependant on
membership reports and timers of the multicast group. These filters are used to maintain a list of multicast sources ahd grouy
multicast receivers that more accurately reflect the actuate®and receiving groups atyamme time on the network.

Source timers are used to keep sources present and adtire avmulticast group on the &eh. These source timers are
refreshed if a group report packet is regedi by the Switch, which holds informatipertaining to the active source grouparet

part of a report packelf.the filter mode is exclude, traffic is being denfeaim at least one specific source, yet other hosts may be
accepting traffic from the multicast groupthie group timer expires for the multicasogp, the filter mode is changed twiude

and other hosts can receive traffic from sloerce. If no group report packet is received and the filter mode is includyitich
presumes that traffic from the source isloroger wanted on the attached network and the source record list is then dedetaid af
source timers expire. If there is no source list recordamthlticast group, the multicast group will be deleted from thiccBw

Timers are also used for IGMP version 1 and 2 members, which are a part of a multicast group when the Switch is runn
IGMPv3. This timer is based on a host witkthe multicast group that is running IGMPor v2. Receiving a group report from an
IGMPV1 or v2 host within the multicagtoup will refresh the timer and keep tfieand/or v2 membership alive in v3.

NOTE: The length of time for all timers utilized in IGMPv3 can be determined using
IGMP configurations to perform the following calculation:

(Query Interval x Robustness Variable) + One Query Response Interval

IGMP Interface Settings

The Internet Group Multicasting Protocol (IGMP) can be configured on the Switch on a parifcmbasis. To view tH&MP
Interface Table, open thdP Multicast Routing Protocol folder undel.3 Featuresand clicklGMP Interface Settings. Each
IP interface configured on thawitch is displayed in the belol&MP Interface Settings dialog box. To configure IGMP for a

particular interface, click the casponding hyperlink fothat IP interface. This will open anothi&MP Interface Settings —
Edit window:

Figure 8- 72. IGMP Interface Settings window

Figure 8- 73. IGMP Interface Settings — Edit window
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This window allows the configuration dGMP for each IP interface configured ¢ime Switch. IGMP can be configured as
Version 1, 2 or 3 by toggling théersion field using the pull-down menu. The length of time between queries can be varied by
entering a value between 1 and 31,744 seconds Qubey Interval field. The maximum length of time between the receipt of a
guery and the sending of an IGMP response report can be varied by entering a valMainResponse Timdield.

TheRobustness Variablefield allows IGMP to be ‘tuned’ for sub-networks that are expected to lose many packets. A high value
(max. 255) for the robustness variable will help compensate for ‘lossy’ sub-networks. A low value (min. 2) shoulddrdassed
‘lossy’ sub-networks.

The following fields can be set:

‘ Parameter Description
Interface Name Displays the name of the IP interface that is to be configured for IGMP. This must be a
previously configured IP interface.
IP Address Displays the IP address corresponding to the IP interface name above.
Version Enter the IGMP version (1, 2 or 3) that will be used to interpret IGMP queries on the
interface.
Query Interval Allows the entry of a value between 1 and 31744 seconds, with a default of 125 seconds.

This specifies the length of time between sending IGMP queries.

Max Response Time Sets the maximum amount of time allowed before sending an IGMP response report. A
value between 1 and 25 seconds can be entered, with a default of 10 seconds.

Robustness Variable A tuning variable to allow for subnetworks that are expected to lose a large number of
packets. A value between 1 and 255 can be entered, with larger values being specified for
subnetworks that are expected to lose larger numbers of packets. The default setting is 2.

Last Member Query Specifies the maximum amount of time between group-specific query messages, including

Interval those sent in response to leave group messages. A value between 1 and 25. The defaultis 1
second.

State This field can be toggled between Enabled and Disabled and enables or disables IGMP for

the IP interface. The default is Disabled.

Click Apply to implement changes made.
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DVMRP Interface Configuration

The Distance Vector Multast Routing ProtocolDVMRP) is a hop-based method of build multicast delivery trees from
multicast sources to all nodes of a netwdBecause the delivery trease ‘pruned’ and ‘shortest path’, DVMRP is relatively
efficient. Because multicast group membarsimformation is forwarded by a distance-vector algorithm, propagation is slow.
DVMRP is optimized for high delay (high latency) relatively low bandwidth networks, and can bderedsas a ‘best-effort’
multicasting protocol.

DVMRP resembles the Routing Information Protocol (RIP), bakiended for multicast delivery. DVMRP builds a routing table
to calculate ‘shortest paths’ back to the source of a multicast message, but defines a ‘route cost’ (similar to the hdplRpunt i
as a relative number that represents #a cost of using this route in the ctiostion of a multicast delivery tree to bgruned’ -
once the delivery tree has been established.

When a sender initiates a multicast, DVMRRiatly assumes that all users on thewmrk will want to receive the multicast
message. When an adjacent router receives the message, it checks its unicast routing table to determine the interfattesthat giv
shortest path (lowest cost) back to suairce. If the multicast was received over the shortest path, then the adjacernteuser

the information into its tables and forwards the message. If theage is not received on the shortest path back to thesthec
message is dropped.

Route cost is a relative number that is used by DVMRP to calculate which branches of a multicast delivery tree should
‘pruned’. The ‘cost’ is relative to other costs assigned to other DVMRP routes throughout the network.

The higher the route cost, the lower the probability that the current route will be chosen to be an active branch ofate multic
delivery tree (not ‘pruned’) - ithere is an alternative route.

DVMRP Global Settings

To enable DVMRP globally on the Switch, clitl8 Features > IP Multicast Routing Protocol > DVMRP Global Settings
This will give the user acss to the following screen:

Figure 8- 74 DVMRP Global Settings window
Use the pull down menu, choodSaabled and clickApply to implement the DVMRP function on the Switch.

DVMRP Interface Settings

To view theDVMRP Interface Table, click L3 Features > IP Multicast Routing Protocol > DVMRP Interface SettingsThis
menu allows théistance-Vector Multicast Routing Protocol (DVMRP)to be configured for each IP interface defined on the
Switch. Each IP interfaceonfigured on the Switch is displayed in the belDWMRP Interface Configuration dialog box. To
configure DVMRP for a partical interface, click the corresponding hypaklifor that IP interéice. This will open th®VMRP
Interface Settingswindow:

Figure 8- 75. DVMRP Interface Settings window
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Figure 8- 76. DVMRP Interface Settings - Edit window

The following fields can be set:

Parameter

Description

Interface Name

Displays the name of the IP interface for which DVMRP is to be configured. This must be a
previously defined IP interface.

IP Address

Displays the IP address corresponding to the IP Interface name entered above.

Neighbor Timeout
Interval (1-65535)

This field allows an entry between 1 and 65,535 seconds and defines the time period DVMRP
will hold Neighbor Router reports before issuing poison route messages. The default is 35
seconds.

Probe Interval (1-
65535)

This field allows an entry between 1 and 65,535 seconds and defines the interval between
‘probes’. The default is 10.

Metric (1-31)

This field allows an entry between 1 and 31 and defines the route cost for the IP interface.
The DVMRP route cost is a relative number that represents the real cost of using this route in
the construction of a multicast delivery tree. It is similar to, but not defined as, the hop count
in RIP. The default cost is 1.

State

This field can be toggled between Enabled and Disabled and enables or disables DVMRP for
the IP interface. The default is Disabled.

Click Apply to implement changes made. Clgkow All DVMRP Interface Entrieso return to th&®VMRP Interface Settings

window.
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PIM Protocol

PIM or Protocol Independent Multicass a method of forwarding traffic to multicast groups over the network using any pre-
existing unicast routing protocol, such as RIP or OSPF, set on routers within a multicast network. The xSta6RMOSESiSs
supports two types of PIM, Dense Mode (PIM-DM) and Sparse Mode (PIM-SM).

PIM-SM

PIM-SM or Protocol Independent Multicast — Sparse Ma&la method of forwarding multicast traffic over the network only to
multicast routers who actually request this information. Unfilast multicast routing protocols which flood the network with
multicast packets, PIM-SM will forward fifec to routers who are explicitly a part of the multicast group through the use of a
Rendezvous Point (RP). This RP will takeraquests from PIM-SM enabled routers, analyze the information and then returns
multicast information it receives from theusoe, to requesting routers within its dgofed network. Through this method, a
distribution tree is created, with the RB the root. This distribution tree hold# PIM-SM enabled routers within which
information collected from theseuters are stored by the RP.

Two other types of routers also exist with the PIM-SM conégian. When many routers are a part of a multiple access network,
a Designated Router (DR) will be elected. The DR’s primary funéido send Join/Prune messages to the RP. The router with
the highest priority on the LAN will be select as the DR. If there is a tie for thighest priority, the router with the Higr IP
address will be chosen.

The third type of router created in the PIM-SM configuration is the Boot Strap Router (BSRpalloé the Boot Strap Router

to collect and relay RP information to PIM-SM enabled routerdshe LAN. Although the RP can be statically set, the BSR
mechanism can also determine the RP. Multiple Candidate BSRs (C-BSR) can be set on the network but only one BSR will
elected to process RP information. If itnist explicitly apparent which C-BSR is i@ the BSR, all C-BSRs will emit Boot §fr
Messages (BSM) out on the PIM-SM enabled network to determitich C-BSR has the higher priority and once determined,
will be elected as the BSR. Once determined, the BSR will collect RP data emanating from candidate RPs on the PIM-!
network, compile it and then send it out on the land using pergmbt Strap Messages (BSMJlI PIM-SM Routers will get the

RP information from the Boot Strap Mechanism and then store it in their database.

Discovering and Joining the Multicast Group

Although Hello packets discover PIM-SM routers, these routers can only join or be “pruned” fromcasnhgitbup through the

use of Join/Prune Messages exchanged between the DR addifiPrune Messages are packets relayed between routers that
effectively state which interfaces are, ame not to be receiving multicast data.e$& messages can be configured for their
frequency to be sent out on the network and are only valouterns if a Hello packet has filseen received. A Hello packetll

simply state that the router is present aeady to become a part of the RP’sriftigtion tree. Once a router has accepted a
member of the IGMP group and it is PIM-SM enabled, the inedeastuter will then send an explicit Join/Prune message to the
RP, which will in turn route multicast data from the sourcéhtinterested router, resulting in a unidirectional distriloutiee

for the group. Multicast packetseathen sent out to all nodes this tree. Once a prune message has been received foera rout
that is a member of the RP’s distribution tree, the router will drefintierface from its distribution tree.

Distribution Trees

Two types of distribution trees can exist within the PIM-SM protocol, a RendezvousIPee (RPT) and a Shortest Path Tree
(SPT). The RP will sendut specific multicast data that #aeives from the source to alltgaing interfaces enabled to rece
multicast data. Yet, once a router has determined the locatitssufurce, an SPT can be created, eliminating hops betineen t
source and the destination, such as the Ris can be configured by the switch administrator by setting the multicast @ata ra
threshold. Once the threshold has been passed, the datailpaiteh to the SPT.Therefore, a closer link can be created
between the source and destination, eliminating hops previossty and shortening the time a multicast packet is sent fmm th
source to its final destination.

Register and Register Suppression Messages

Multicast sources do not always join théeimded receiver group. The first hop roy2R) can send multast data without beg

the member of a group or having a designated source, whigntéally means it has no information about how to relay this
information to the RP distribution tree. This problem is\a@dieed through Register and Register-Stop messages. The first
multicast packet received by the DR is grstdated and sent on to the RP whichuim removes the encapsulation and sends the
packet on down the RP distribution tree. When the route has been established, a B&Treated to dictly connect router®

the source, or the multicast traffic flow chegin, traveling from the DR to the R®hen the latter occurs, the same packay m

be sent twice, one type encapsulated, one not. The RP will treteftaw and then return a Register Suppression message to t
DR requesting it to discontinue sending encapsulated packets.

Assert Messages

At times on the PIM-SM enabled network, parallel paths areextdedm source to receiver, meaning some receivers will receive
the same multicast packets twice. To imprtivie situation, Assert messages are femh the receiving device to both multsta
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sources to determine which single routell g&nd the receiver theenessary multicast data. The smuwith the shortest matr
(hop count) will be elected dise primary multicast source. This metric value is included within the Assert message.

PIM-DM Interface Configuration

The Protocol Independent Multicast - Dense M¢B&VI-DM) protocol should be used in networks with a low delay (low latency)
and high bandwidth as PIM-DM is optimized to guarardelivery of multicast pack&tnot to reduce overhead.

The PIM-DM multicast routing protocol iassumes that all downstream routers wanteceive multicast messages and relies
upon explicit prune messages from downstream routers to remove branches from the multicast delivery treettbantion
multicast group members.

PIM-DM has no explicit ‘join" messages. riélies upon periodic flooding of multicastessages to all interfaces and then eithe
waiting for a timer to expire (thdoin/Prune Interval) or for the downstream routers to transmit explicit ‘prune’ messages
indicating that there are no multicast migers on their respectivedmches. PIM-DM then remosehese branches (‘prunes’
them) from the multicast delivery tree.

Because a member of a pruned branch miulticast delivery tree may want to joimaulticast delivery group (at some point in
the future), the protocol periodically removes the ‘prune’ infitiam from its database and floods multicast messages to all
interfaces on that branch. The interf@l removing ‘prune’ information is théoin/Prune Interval.

PIM Global Settings

To enable PIM globally on the Switch, golt8 Features > IP Multicast Routing Protocol > PIM > PIM Global Settings This
will give the user access to the following screen:

Figure 8- 7 7. PIM Global Settings window
Use the pull-down menu, chooBeabled and clickApply to set the PIM function on the Switch.

PIM Parameter Settings

The following window will configure the parameter settings fioe PIM distribution tree. To view this window, cli¢i3
Features > IP MulticastRouting Protocol > PIM > PIM Parameter Settings.

Figure 8- 78. PIM Parameter Settings window

The following fields can be viewed or set:

Parameter Description
Last Hop SPT This field is used by the last hop router to decide whether to receive multicast data from the
Switchover shared tree or switch over to the shortest path tree. When the switchover mode is set to

never, the last hope router will always receive multicast data from the shared tree. When the
mode is set to immediately, the last hop router will always receive data from the shortest path

tree.
Register Probe This command is used to set a time to send a probe message from the DR to the RP before
Time the Register Suppression time expires. If a Register Stop message is received by the DR, the

Register Suppression Time will be restarted. If no Register Stop message is received within
the probe time, Register Packets will be resent to the RP. The user may configure a time
between 1 and 127 seconds with a default setting of 5 seconds.
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Register This field is to be configured for the first hop router from the source. After this router sends
Suppression Time out a Register message to the RP, and the RP replies with a Register stop message, it will
wait for the time configured here to send out another register message to the RP. The user
may set a time between 3-255 with a default setting of 60 seconds.

Click Apply to implement changes made.

NOTE: The Probe time value must be less than half of the Register
Suppression Time value. If not, the administrator will be presented with an
error message after clicking Apply.

PIM Interface Settings

To configure the settings for theNPIProtocol per IP interface, go t@3 Features > IP Multicast Routing Protocol > PIM >
PIM Interface Settings. This will give the user accgso the following screen:

Figure 8- 7 2 PIM Interface Settings window

To configure an IP interface for PIM, click its correspondvfmgify button which will lead you to the following screen:

Figure 8- 8 Q PIM Interface Settings — Edit window
The following fields can be set:

Parameter Description

Interface Name This read-only field denotes the IP interface selected to be configured for PIM.

IP Address This read-only field denotes the IP address of the IP interface selected to be configured for
PIM.

Designated Router This read-only field denotes the IP address of the Designated Router of the distribution tree to

which this IP address belongs.

Hello Interval This field will set the interval time between the sending of Hello Packets from this IP interface
to neighboring routers one hop away. These Hello packets are used to discover other PIM
enabled routers and state their priority as the Designated Router (DR) on the PIM enabled
network. The user may state an interval time between 1 and 18724 seconds with a default
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interval time of 30 seconds.

Join/Prune Interval This field will set the interval time between the sending of Join/Prune packets stating which
multicast groups are to join the PIM enabled network and which are to be removed or
“pruned” from that group. The user may state an interval time between 1 and 18724 seconds
with a default interval time of 60 seconds.

DR Priority Enter the priority of this IP interface to become the Designated Router for the multiple access
network. The user may enter a DR priority between 0 and 4,294,967,294 with a default setting
of 1.

Mode Use the pull-down menu to select the type of PIM protocol to use, Sparse Mode (SM) or

Dense Mode (DM). The default setting is DM.

State Use the pull-down menu to enable or disable PIM for this IP interface. The default is Disabled.

Click Apply to implement changes made.

PIM Candidate BSR Settings

The following windows are used to configuthe Candidate Boot Strap Router settifagsthe switch and the priority of the
selected IP interface to become the B8ttp Router (BSR) for the PIM enabledwerk. The Boot Strap Router holds the
information which determines which router on the network is to be elected as the RP for the multicast group and then to gat
and distribute RP information to other PIM-SM enabled routers. To view the CandiddteviB&ow, clickL3 Features > IP
Multicast Routing Protocol > PIM > PIM Candidate BSR Settings.

Figure 8- 8 1 PIM Candidate BSR Settings window

The following fields can be set:

Parameter Description
Candidate BSR Enter a hash mask length, which will be used with the IP address of the candidate RP and the
Hash Mask Len multicast group address, to calculate the hash algorithm used by the router to determine which

C-RP on the PIM-SM enabled network will be the RP. The user may select a length between 0
—32 with a default setting of 30.

Candidate BSR Enter a time period between 1 and 255 to determine the interval the Switch will send out Boot
Bootstrap Period Strap Messages (BSM) to the PIM enabled network. The default setting is 60 seconds.
Interface Name To find an IP interface on the Switch, enter the interface name into the space provided and

click Search. If found, the Interface Name will appear alone in the PIM Candidate BSR
Settings window below.

To view the CBSR settings for an IP interface and set its Bty click its correspondinlylodify button, which will leadyou
to the following window.
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Figure 8- 82. PIM Candidate BSR Settings — Edit window

The following fields can be viewed or set:

Parameter Description

Interface Name This read-only field denotes the IP Interface Name to be edited for its C-BSR priority.

IP Address Denotes the IP Address of the IP Interface Name to be edited for its C-BSR priority.

Priority Used to state the Priority of this IP Interface to become the BSR. The user may select a
Erécgity between -1 and 255. An entry of -1 states that the interface will be disabled to be the

Click Apply to set the priority for this IP Interface.

PIM Candidate RP Settings

The following window is used to set the Parameters for this Buwitbecome the RP of its distribution tree. To view this aind
click L3 Features > IP Multicast Routing Protocol > PIM > PIM Candidate RP Settings.

Figure 8- 8 3 PIM Candidate RP Settings window

The following fields can be viewed or set:

Parameter Description

Hold Time This field is used to set the time Candidate RP (CRP) advertisements are valid on the PIM-
SM enabled network. If CRP advertisements are not received by the BSR within this time
frame, the CRP is removed from the list of candidates. The user may set a time between 0
and 255 seconds with a default setting of 150 seconds. An entry of O will send out one
advertisement that states to the BSR that it should be immediately removed from CRP status
on the PIM-SM network.

Priority Enter a priority value to determine which CRP will become the RP for the distribution tree.
This priority value will be included in the router’'s CRP advertisements. A lower value means a
higher priority, yet, if there is a tie for the highest priority, the router having the higher IP
address will become the RP. The user may set a priority between 0 and 255 with a default

setting of 0.
Wildcard Prefix The user may set the Prefix Count value of the wildcard group address here by choosing a
Count value between 0 and 1 with a default setting of O.
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Click Apply to implement changes made.

To add a PIM Candidate RP, click thdd button in the previous window, which wilisplay the following window for the user
to configure.

Figure 8- 84. PIM Candidate RP Settings — Add window

The following fields can be set:

Parameter Description

IP Address Enter the IP address of the device to be added as a Candidate RP.

Subnet Mask Enter the corresponding subnet mask of the device to be added as a Candidate RP.
Interface Enter the IP interface where this device is located.

Click Apply to add the device as a Candidate RP.

PIM Static RP Settings

The following window will display the parameters foetswitch to become a CRP. To view this window, cli8ik-eatures > IP
Multicast Routing Protocol > PIM > PIM Static RP Settings.

Figure 8- 8 5 PIM Candidate RP Settings window

The following fields can be viewed or set:

Parameter Description

Group Address Enter the multicast group address for this Static RP. This address must be a class D address.
Group Mask Enter the mask for the multicast group address stated above.

RP Address Enter the IP address of the rendezvous Point.

Click Apply to implement changes made.
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PIM Register Checksum Settings

This window is used to set a first hop router to create checkisubssincluded with the data in Registered packets. To Vigw t
window, clickL3 Features > IP Multicast Routing Protocol > PIM > PIM Register Checksum Settings

Figure 8- 8 & PIM Register Checksum Settings window
The following fields can be set:

Parameter Description

RP Address Enter the IP address of the RP that will verify checksums included with Registered packets.

Click Apply to set the RP as a checksum enabled router.
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Section 9

QoS

Bandwidth Control

QoS Scheduling Mechanism
QoS Output Scheduling
802.1p Default Priority
802.1p User Priority

The xStack DGS-3600 Series supports 802.1p priority gge@uality of Service. The following section discusses the
implementation of QoS (Quality of Service) and benefits of using 802.1p priorityngueui

Advantages of QoS

QoS is an implementation of the IEEE 802.1p standard that allows network administrators a method of tessatwiidth for
important functions that require a large bandwidth or have a high priority, such as VolP (voideterrest Protocol), web
browsing applications, file server applications or video conferencing. Not only can a larger bandwidth be creatieer lss
critical traffic can be limited, so excessive bandwidth can be saved. The Switch has separate hardware queugshysicalery
port to which packets from various applications can be mapped to, and, in turn prioritized. &/fellothing map to see howe
DGS-3600 Series implements 802.1p priority queuing.

Figure 9- 1. Mapping QoS on the Switch
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The previous picture shows the default priority setting for thiecBwClass-6 has the highestquity of the eight priorityqueues

on the Switch. In order to implement QoS, the user is reqtoratstruct the Switch to examirtiee header of a packet to se#

has the proper identifying tag tagged. Thiee user may forward these tagged pactetiesignated queues on the Switch where
they will be emptied, based on priority.

For example, lets say a user wishes to have a video conference between two remotely set computers. Sttetcadraimiadd
priority tags to the video packets bgisent out, utilizing the écess Profile commands. Then, on the receiving end, the
administrator instructs the Switch to examine packets for tgjsatajuires the tagged packetsl amaps them to a class queare

the Switch. Then in turn, the administrator will set a priority for this queue so that will be emptied before any othds packet
forwarded. This results in the end useceiving all packets sent as quickly asgible, thus prioritizing the queue and wliog

for an uninterrupted stream of packets, which optimizes the use of bandwidth availaldev/fdethconference.

Understanding QoS

The Switch has eight priority queues, one of which is intexndlunconfigurable. These priority queues are labeled as lgigthe
gueue to 0, the lowest queue. The eight priority tags, spetifieEE 802.1p are mapped to the Switch's priority tags ksl

x  Priority 0 is assigned to the Switch's Q2 queue.
x  Priority 1 is assigned to the Switch's QO queue.
x  Priority 2 is assigned to the Switch's Q1 queue.
x  Priority 3 is assigned to the Switch's Q3 queue.
x  Priority 4 is assigned to the Switch's Q4 queue.
x  Priority 5 is assigned to the Switch's Q@&eue.

x  Priority 6 is assigned to the Switch's Q6 queue.
x  Priority 7 is assigned to the Switch's Q6 queue.

For strict priority-based scheduling, any packets residingernigpher priority queues areatrsmitted first. Multiple stricpriority
gueues empty based on their priority tags. Only when these queues are empty, are packets afrityeampsmitted.

For weighted round robin queuing, the number of packets sent from each prioriéydppends upon the assigned weight. For a
configuration of 8 CoS queues, A~H with their respective weight value: 8~1, thetpack sent in the following sequence: Al,
B1, C1, D1, E1, F1, G1, H1, A2, B2, C2, D2, E2, F2, G2, A3, B3, C3H33F3, A4, B4, C4, D4, E45, B5, C5, D5, A6, B6,
C6, A7, B7, A8, A1, B1, C1, D1, E1, F1, G1, H1.

For weighted round robin queuing, if eachS0queue has the same weight value, theh €aS queue has an equal opportunity to
send packets just likeund robin queuing.

For weighted round-robin queuing, if the weight for a CoS iscs6t then it will continue processing the packets from tloiS C
until there are no more packets for this CoS. The other CoS queues that have been given a nonzero valusliagdipepdehe
weight, will follow a common weighted round-robin scheme.

Remember that the xStack DGSEB6Switch Series has seven configurable priority queues (and seven Classes of Service) fc
each port on the Switch.

NOTICE: The Switch contains eight classes of service for each port on the Switch. One of these
classes is reserved for internal use on the Switch and therefore is not configurable. All references in
the following section regarding classes of service will refer to only the seven classes of service that
may be used and configured by the Switch’s Administrator.
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Port Bandwidth

The bandwidth control settings are used to place a ceiling
on the transmitting and receivimgta rates for any selected
port. In theQoS folder, clickBandwidth Control, to view
the window shown to the left.

The following parameters can be set or are displayed:

Parameter Description

Unit Select the switch in the switch stack
using the pull down menu.

From/To A consecutive group of ports may be
configured starting with the selected
port.

Type This drop-down menu allows you to

select between RX (receive), TX
(transmit), and Both. This setting will
determine whether the bandwidth
ceiling is applied to receiving,
transmitting, or both receiving and
transmitting packets.

No Limit This drop-down menu allows you to
specify that the selected port will
have no bandwidth limit. Enabled
disables the limit.

Rate This field allows the user to enter the
data rate, in increments of 64 Kbits Figure 9- 2. Bandwidth Settings window
per second, that will be the limit for
the selected port. For example, in the
adjacent window, port one has been
set as 100. This translates to
6400Kbits/sec. The default setting is
No Limit.

Click Apply to set the bandwidth control for the selected ports. Results of configured Bandwidth Settings will be displayed in the
Port Bandwidth Table.

QoS Scheduling Mechanism

Changing the output scheduling used for the
hardware queues in the Switch can customize QoS.
As with any changes to QoS implementation, cargful
consideration should be given to how network traffic
in lower priority queues is affected. Changes |in
scheduling may result in unacceptable levefs |0
packet loss or significant transmission delay. If the
user chooses to customize this setting, it is impobrtan
to monitor network perforance, especially during
peak demand, as bottlenecks can quickly devdlop i
the QoS settings are not suitable. In @S folder,
click QoS Scheduling Mechanism to view the
window shown below.

Figure 9- 3. QoS Scheduling Mechanism window
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The Scheduling Mechanismhas the following parameters.

Parameter Description

Strict The highest class of service is the first to process traffic. That is, the highest class of service
will finish before other queues empty.

Weight fair Use the weighted round-robin (WRR) algorithm to handle packets in an even distribution in
priority classes of service.

Click Apply to implement changes made.

QoS Output Scheduling

QoS can be customized by changing the output scheduling used fo
the hardware classes of serviceghe Switch. As with any changes
to QoS implementation, careful consideration should be given to
how network traffic in lower priorityclasses of service is affected.
Changes in scheduling may result in unacceptable levels oftpacke
loss or significant transmission delay. If choosing to customize|this
setting, it is important to monitor network performance, espgciall
during peak demand, as bottlenecks can quickly develop if the|QoS
settings are not suitable. In tl@oS folder click QoS Output
Scheduling to view the screen shown below.

Figure 9- 4. QoS Output Scheduling window
The following values may be assigned to the QoS classes to set the scheduling.

Parameter Description

Max. Packets Specifies the maximum number of packets the above specified hardware priority class of service
will be allowed to transmit before allowing the next lowest priority queue to transmit its packets.
A value between 0 and 15 can be specified.

Click Apply to implement changes made.

Configuring the Combination Queue

Utilizing the QoS Output Scheduling Configurationwindow shown above, the xStack DGS-3600 switch series can implement a
combination queue for forwarding packets. This combination queue allows for a combination of strictgintdaivejweighted
round-robin“ WRR') scheduling for emptying given classes of service. To set the combination queue, entertlaeOViax
Packets entry of the corresponding prioritggssles of service listed in the window adoRriority classes of service that ba0

in theMax Packetfield will forward packets with strict priority schedulin§he remaining classes of service, that do not hdve a
in their Max Packet field, will follow a weighted round-robinWRR) method of forwarding packets — as long as the priority
classes of service with @in their Max Packetfield are empty. When a packetiaes in a priority class with @ in its Max
Packet field, this class of service will automatically begin forwaglpackets until it is empty. Once a priority class of service
with a0 in its Max Packet field is empty, the remaining priority classefsservice will reset the weighted round-robWWRR)
cycle of forwarding packst starting with the highest available prioritysdeof service. Priority classes of service withegoal
level of priority and equal entries in théitax Packet field will empty their fields based on hardware priority scheduling. The
Max Packet parameter allows the maximum number of packets a giventpritass of service canansmit per weighted round-
robin WRR) scheduling cycle to be selected. This provides for a controllable CoS belbi@allowing other classes to empty
as well. A value between 0 and 15 packets can be specifipdiqety class of service to create the combination queue.

The example window below displays an example of the combmatieue where Class-1 will haaestrict priority for emptying
its class, while the other classes will follow a weight fair scheduling.
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Figure 9- 5. QoS Output Scheduling window — Combination queue example
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802.1p Default Priority

The Switch allows the assignmeafta default 802.1p priority|
to each port on the Switch. In tiigoS folder, click 802.1p
Default Priority , to view the window shown adjacent.

This window allows users to assign a default 802.1p priority to
any given port on the Switch. The priority queues are
numbered from 0, the lowest prityr, to 7, the highest priority.
Click Apply to implement changes made.

NOTE: The settings users assign to
the queues, numbers 0-7, represent
the IEEE 802.1p priority tag number.
Do not confuse these settings with
port numbers.

Figure 9- 6. 802.1p Default Priorit y window

802.1p User Priority

The DGS-3600 Series allows the gssnent of a user priority to eacii the 802.1p porities. In theQoS folder, click 802.1p
User Priority, to view the screen shown below.

Figure 9- 7. 802.1p User Priority window

Once a priority to the port groups on the Switch has been assigned, users can then asdags ttise@ch of the 8 levels of
802.1p priorities. CliclApply to set changes made.
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Section 10

ACL

Time Range
Access Profile Table
Flow Meter

CPU Interface Filtering

Time Range

The Time Range window is used in conjunction with the Accesfild’feature to determine a starting point and an ending point,
based on days of the week, when an Asde®file configuration will be enabled on the Switch. Once configured here, the time
range settings are to be applied to an access profile rule usiAgdess Profiletable. The user may enter up to 64 time range
entries on the Switch.

NOTE: The Time Range commands are based on the time settings of the Switch.
Make sure to configure the time for the Switch appropriately for these commands
using commands listed in the following chapter, Time and SNTP Commands .

To open the Time Range window, clisiCL > Time Range, which will display the following window for the user to configure.

Figure 10- 1. Time Range Settings window
The user may adjust the following parameters to configure a time range on the Switch:

Parameter Description \

Range Name Enter a name of no more than 32 alphanumeric characters that will be used to identify this
time range on the Switch. This range name will be used in the Access Profile table to identify
the access profile and associated rule to be enabled during this time range.

Hours This parameter is used to set the time in the day that this time range is to be enabled using
the following parameters:

X start time <time hh:mm:ss> - Use this parameter to identify the starting time of the
time range, in hours, minutes and seconds, based on the 24-hour time system.

X end time <time hh:mm:ss> - Use this parameter to identify the ending time of the
time range, in hours, minutes and seconds, based on the 24-hour time system.

Weekdays Use the check boxes to select the corresponding days of the week that this time range is to
be enabled.

Click Apply to implement changes made. Currently configured entries will be displayedTimthé&kange Information table in
the bottom half of the window shown above.
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Access profiles allow users to establish criteria to determimether or not the Switch will forward packets based on the

information contained in each packet's header. These criteria can be specified on aRexeto€ontent, MAC address, or IP
address.

Access Profile Table

Creating an access profile is divided into two basic parts. The first is to specify which partsoof a frame the Switchillv
examine, such as the MAC source addreshaiP destination address. The secontip&ntering the criteria the Switch wilse
to determine what to do with the frame. The entire processsigided below in two parts. To display the currently configured

Access Profiles on the Switch, open %@L folder and click theAccess Profile Tabldink. This will open theAccess Profile
Table page, as shown below.

Figure 10- 2. Access Profile Table window

To add an entry to th&ccess Profile Table click theAdd Profile button. This will open thAccess Profile Configurationpage,
as shown below. There are foAccess Profile Configuration pages; one foEthernet (or MAC address-based) profile
configuration, one fotP address-based profile configuration, one Raicket Contentand one forlPv6 addresses. Users can

switch between the thre&ccess Profile Configurationpages by using thEype drop-down menu. The page shown below is the
Ethernet Access Profile Configurationpage.

Figure 10- 3. Access Profile Configuration window (Ethernet)
The following parameters can be set, forHtleernet type:

Parameter Description
Profile ID (1-14) Type in a unique identifier number for this profile set. This value can be set from 1 to 14.
Type Select profile based on Ethernet (MAC Address), IP address, Packet Content, or IPv6
address. This will change the menu according to the requirements for the type of profile.
x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
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header.
x  Select IP to instruct the Switch to examine the IP address in each frame's

header.
x  Select Packet Content Mask to specify a mask to hide the content of the packet
header.
x  Select IPv6 to instruct the Switch to examine the IPv6 address in each frame's
header.
VLAN Selecting this option instructs the Switch to examine the VLAN identifier of each packet
header and use this as the full or partial criterion for forwarding.
Source MAC Source MAC Mask - Enter a MAC address mask for the source MAC address.

Destination MAC

Destination MAC Mask - Enter a MAC address mask for the destination MAC address.

802.1p Selecting this option instructs the Switch to examine the 802.1p priority value of each packet
header and use this as the, or part of the criterion for forwarding.
Ethernet type Selecting this option instructs the Switch to examine the Ethernet type value in each frame's

header.

The page shown below is tHe Access Profile Configurationpage.

Figure 10- 4. Access Profile Configuration window (IP)

The following parameters can be set,lfér

Parameter

Description

Profile ID (1-14)

Type in a unique identifier number for this profile set. This value can be set from 1 to 14.

Type

Select profile based on Ethernet (MAC Address), IP address, Packet Content Mask, or IPv6
address. This will change the menu according to the requirements for the type of profile.

x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
header.
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x  Select IP to instruct the Switch to examine the IP address in each frame's
header.

x  Select Packet Content Mask to specify a mask to hide the content of the packet
header.

x  Select IPv6 to instruct the Switch to examine the IPv6 address in each frame's
header.

VLAN

Selecting this option instructs the Switch to examine the VLAN part of each packet header
and use this as the, or part of the criterion for forwarding.

Source IP Mask

Enter an IP address mask for the source IP address.

Destination IP Mask

Enter an IP address mask for the destination IP address.

DSCP Selecting this option instructs the Switch to examine the DiffServ Code part of each packet
header and use this as the, or part of the criterion for forwarding.
Protocol Selecting this option instructs the Switch to examine the protocol type value in each frame's

header. You must then specify what protocol(s) to include according to the following
guidelines:

Select ICMP to instruct the Switch to examine the Internet Control Message Protocol (ICMP)
field in each frame's header.

x  Select Type to further specify that the access profile will apply an ICMP type
value, or specify Code to further specify that the access profile will apply an
ICMP code value.

Select IGMP to instruct the Switch to examine the Internet Group Management Protocol
(IGMP) field in each frame's header.

x  Select Type to further specify that the access profile will apply an IGMP type
value

Select TCP to use the TCP port number contained in an incoming packet as the forwarding
criterion. Selecting TCP requires that you specify a source port mask and/or a destination
port mask. The user may also identify which flag bits to filter. Flag bits are parts of a packet
that determine what to do with the packet. The user may filter packets by filtering certain flag
bits within the packets, by checking the boxes corresponding to the flag bits of the TCP field.
The user may choose between urg (urgent), ack (acknowledgement), psh (push), rst (reset),
syn (synchronize), fin (finish).

x  src port mask - Specify a TCP port mask for the source port in hex form (hex
0x0-0xffff), which you wish to filter.

x  dst port mask - Specify a TCP port mask for the destination port in hex form
(hex 0x0-0xffff) which you wish to filter.

Select UDP to use the UDP port number contained in an incoming packet as the forwarding
criterion. Selecting UDP requires that you specify a source port mask and/or a destination
port mask.

x  src port mask - Specify a UDP port mask for the source port in hex form (hex
0x0-0xffff).

x  dst port mask - Specify a UDP port mask for the destination port in hex form
(hex 0x0-0xffff).

protocol id - Enter a value defining the protocol ID in the packet header to mask. Specify the
protocol ID mask in hex form (hex 0x0-0xff) or a user value.
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Click Apply to implement changes made. The page shown below Baitlet Content Maskconfiguration window.

Figure 10- 5. Access Profile Configuration window (Packet Content Mask)

This screen will aid the user in configuring the Switch to mask packet headers beginhitigewitfset value specified. The
following fields are used to configure tRacket Content Mask

\ Parameter Description
Profile ID (1- Type in a unique identifier number for this profile set. This value can be set from 1 to 14.
14)
Type Select profile based on Ethernet (MAC Address), IP address, packet content mask or IPv6. This
will change the menu according to the requirements for the type of profile.
x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
header.
x  Select IP to instruct the Switch to examine the IP address in each frame's header.
x  Select Packet Content Mask to specify a mask to hide the content of the packet
header.
x  Select IPv6 to instruct the Switch to examine the IPv6 part of each packet header.
Offset The offset field is used to examine the packet header which is divided up into four “chunks” where

each chunk represents 4 bytes. Values within the packet header chunk to be identified are to be
marked in hexadecimal form in the “mask” field. The following table will help you identify the bytes

in the respective chunks.

chunkO chunkl chunk2 chunk?29  chunk30 chunk31
b126 b3 b7 b114 b118 b122
b127 b4 b8 b115 b119 b123
bl b5 b9 b116 b120 b124
b2 b6 b10 b117 b121 b125

Check the box of the chunk, from 1 to 4, you wish to examine and then enter the hexadecimal
value in the mask field.

Click Apply to implement changes made.
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The page shown below is thievé configuration window.

Figure 10- 6. Access Profile Configuration window (IPv6)

This screen will aid the user in configuy the Switch to mask packet headers beginning with the offset value specified. The
following fields are used to configure theve6:

Parameter Description
Profile ID (1-14) Type in a unique identifier number for this profile set. This value can be set from 1 to 14.
Type Select profile based on Ethernet (MAC Address), IP Address, Packet Content or IPv6 address.

This will change the menu according to the requirements for the type of profile.

x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
header.

x  Select IP to instruct the Switch to examine the IP address in each frame's header.

x  Select Packet Content Mask to specify a mask to hide the content of the packet

header.
x  Select IPv6 to instruct the Switch to examine the IPv6 address in each frame's
header.
Class Checking this field will instruct the Switch to examine the class field of the IPv6 header. This

class field is a part of the packet header that is similar to the Type of Service (ToS) or
Precedence bits field in IPv4.

Flowlabel Checking this field will instruct the Switch to examine the flow label field of the IPv6 header.
This flow label field is used by a source to label sequences of packets such as non-default
quality of service or real time service packets.

Source IPv6 Mask The user may specify an IP address mask for the source IPv6 address by checking the
corresponding box and entering the IP address mask.

Destination IPv6 The user may specify an IP address mask for the destination IPv6 address by checking the
Mask corresponding box and entering the IP address mask.

Click Apply to implement changes made.
To view the configurations set for agpiously created access profile, returrttte Access Profile Table and click €* button

under theDisplay heading, corresponding to the accesofile for which to view configurations. A window similar to the one
below will be displayed.
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Figure 10- 7. Access Profile Entry Display window (Ethernet)
To establish the rule for a previously created Access Profile:

In the ACL folder, click theAccess Profile Tabldink opening theAccess Profile Table The window shown below will appear.

Figure 10- 8. Access Profile Table window

To create a new rule set for an access profile clichvbaify button located under thccess Ruleheading. IThe window shown
below (Access Profile Rulg will be displayed. To remove a previously created rule, click the correspc.?ijlihgtton.

Figure 10- 9. Access Rule Table window

Click Add Rule to add a new Rule for an existing profile. Thecess Rule Configurationwindow will appear.

To remove a previously created rule, select it and clici®hbutton. To add a new Access Rule, click el Rule button, and
the Access Rule Configutan window will appear:
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Figure 10- 1 Q Access Rule Configuration window (Ethernet)

To set the Access Rule for Ethernet, adjust the following parameters andpigk

Parameters Description

Profile ID This is the identifier number for this profile set.

Mode Select Permit to specify that the packets that match the access profile are forwarded by the
Switch, according to any additional rule added (see below).
Select Deny to specify that packets that do not match the access profile are not forwarded by
the Switch and will be filtered.

Access ID Type in a unique identifier number for this access. This value can be set from 1 to 128.

x  Auto Assign — Checking this field will instruct the Switch to automatically assign an
Access ID for the rule being created.
Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content, IPv6 address.

x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.

x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 address in each frame's header.

Priority (0-7)

This parameter is specified to re-write the 802.1p default priority previously set in the Switch,
which is used to determine the CoS queue to which packets are forwarded. Once this field is
specified, packets accepted by the Switch that match this priority are forwarded to the CoS
queue specified previously by the user.

Replace priority  Click the corresponding box to re-write the 802.1p default priority of a packet
to the value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have its
incoming 802.1p user priority re-written to its original value before being forwarded by the
Switch.

For more information on priority queues, CoS queues and mapping for 802.1p, see the QoS
section of this manual.
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VLAN Name Allows the entry of a name for a previously configured VLAN.

Source MAC Source MAC Address - Enter a MAC Address for the source MAC address.

Destination MAC Destination MAC Address - Enter a MAC Address mask for the destination MAC address.

802.1p (0-7) Enter a value from 0 to 7 to specify that the access profile will apply only to packets with this
802.1p priority value.

Ethernet Type Specifies that the access profile will apply only to packets with this hexadecimal 802.1Q
Ethernet type value (hex 0x0-0xffff) in the packet header. The Ethernet type value may be set in
the form: hex 0x0-Oxffff, which means the user may choose any combination of letters and
numbers ranging from a-f and from 0-9.

Port The Access Rule may be configured on a per-port basis by entering the port number of the
switch in the switch stack into this field. When a range of ports is to be configured, the Auto
Assign check box MUST be clicked in the Access ID field of this window. If not, the user will be
presented with an error message and the access rule will not be configured. The beginning and
end of the port list range are separated by a dash. For example, 3 specifies port 3. 2 - 4
specifies the range of ports from 2 to 4.

Rx rate Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using the
following equation: 1 value = 64kbit/sec. (ex. If the user selects an Rx rate of 10 then the ingress
rate is 640kbit/sec.) The user many select a value between 1- 156249 or No Limit. The default
setting is No Limit.

Time Range Click the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range window. This will set specific times when this access rule will be
implemented on the Switch.

Counter Click the check box and use the pull-down menu to employ the Counter that will count the
packets identified with this rule. Users must note that if the Counter is employed in the ACL Flow
Meter function, the Counter will automatically be disabled here, regardless of this setting.

View|

To view the settings of a previouslgorrectly configured rule, clic= in the Access Rule Tablego view the window shown
below. Clicking the hyperlink for the Profile ID on thecess Profile Tablewill also bring up theAccess Rule Displaywindow.

Figure 10- 1 1 Access Rule Display window (Ethernet)
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Figure 10- 1 2 Access Rule Configuration window (IP)

Configure the followingAccess Rule Configurationsettings for IP:

Parameter Description

Profile ID This is the identifier number for this profile set.

Mode Select Permit to specify that the packets that match the access profile are forwarded by the Switch,
according to any additional rule added (see below).
Select Deny to specify that packets that do not match the access profile are not forwarded by the
Switch and will be filtered.

Access ID Type in a unique identifier number for this access. This value can be set from 1 to 128.

x Auto Assign — Checking this field will instruct the Switch to automatically assign an Access ID
for the rule being created.
Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content, or IPv6 address.

x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.

x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 address in each frame's header.

Priority (0-7)

This parameter is specified to re-write the 802.1p default priority previously set in the Switch, which
is used to determine the CoS queue to which packets are forwarded to. Once this field is specified,
packets accepted by the Switch that match this priority are forwarded to the CoS queue specified
previously by the user.

Replace priority  Click the corresponding box to re-write the 802.1p default priority of a packet to
the value entered in the Priority field, which meets the criteria specified previously in this command,
before forwarding it on to the specified CoS queue. Otherwise, a packet will have its incoming
802.1p user priority re-written to its original value before being forwarded by the Switch.

For more information on priority queues, CoS queues and mapping for 802.1p, see the QoS
section of this manual.
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Replace Dscp
(0-63)

Select this option to instruct the Switch to replace the DSCP value (in a packet that meets the
selected criteria) with the value entered in the adjacent field.

Source IP

Source IP Address - Enter an IP Address mask for the source IP address.

Destination IP

Destination IP Address- Enter an IP Address mask for the destination IP address.

Dscp (0-63)

This field allows the user to enter a DSCP value in the space provided, which will instruct the
Switch to examine the DiffServ Code part of each packet header and use this as the, or part of the
criterion for forwarding. The user may choose a value between 0 and 63.

Protocol

This field allows the user to modify the protocol used to configure the Access Rule Table;
depending on which protocol the user has chosen in the Access Profile Table .

Port

The Access Rule may be configured on a per-port basis by entering the port number of the switch
in the switch stack into this field. When a range of ports is to be configured, the Auto Assign check
box MUST be clicked in the Access ID field of this window. If not, the user will be presented with an
error message and the access rule will not be configured. The beginning and end of the port list
range are separated by a dash. For example, 3 specifies port 3. 2 - 4 specifies the range of ports
from 2 to 4.

Rx rate

Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using the
following equation: 1 value = 64kbit/sec. (ex. If the user selects an Rx rate of 10 then the ingress
rate is 640kbit/sec.) The user many select a value between 1 and 156249 or No Limit. The default
setting is No Limit.

Time Range

Click the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range window. This will set specific times when this access rule will be
implemented on the Switch.

Counter

Click the check box and use the pull-down menu to employ the Counter that will count the packets
identified with this rule. Users must note that if the Counter is employed in the ACL Flow Meter
function, the Counter will automatically be disabled here, regardless of this setting.

To view the settings of a previously correctly configured rule, &4lin theAccess Rule Table

Figure 10- 13. Access Rule Table window

The window shown below will appear.
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Figure 10- 1 4 Access Rule Display window (IP)

The following window is the Access Rule table for Packet Content.

Figure 10- 1 5 Access Rule Table window (Packet Content Mask)

To remove a previously created rule, select it and clic/®lhmitton. To add a new Access Rule, click Al button:
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Figure 10- 16. Access Rule Configuration window (Packet Content Mask)

To set the Access Rule for tRacket Content Mask adjust the following parameters and cliggply .

Parameter Description
Profile ID This is the identifier number for this profile set.
Mode Select Permit to specify that the packets that match the access profile are forwarded by the
Switch, according to any additional rule added (see below).
Select Deny to specify that packets that match the access profile are not forwarded by the
Switch and will be filtered.
Select Mirror to specify that packets that match the access profile are mirrored to a port defined
in the Port Mirroring window. Port Mirroring must be enabled and a target port must be set.
Access ID Type in a unique identifier number for this access. This value can be set from 1 to 128.
x  Auto Assign — Checking this field will instruct the Switch to automatically assign an
Access ID for the rule being created.
Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content Mask or IPv6.

x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.
x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 part of each packet header.
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Priority

This parameter is specified to re-write the 802.1p default priority previously set in the Switch,
which is used to determine the CoS queue to which packets are forwarded to. Once this field is
specified, packets accepted by the Switch that match this priority are forwarded to the CoS
gueue specified previously by the user.

Replace priority with  Click the corresponding box if you want to re-write the 802.1p default
priority of a packet to the value entered in the Priority field, which meets the criteria specified
previously in this command, before forwarding it on to the specified CoS queue. Otherwise, a
packet will have its incoming 802.1p user priority re-written to its original value before being
forwarded by the Switch.

For more information on priority queues, CoS queues and mapping for 802.1p, see the QoS
section of this manual.

Replace DSCP (O-
63)

Select this option to instruct the Switch to replace the DSCP value (in a packet that meets the
selected criteria) with the value entered in the adjacent field.

Offset

This field will instruct the Switch to mask the packet header beginning with the offset value
specified:

x  Chunk 1 - Enter a value in hex form to mask the packet from the beginning of the
packet to the first chunk.

x  Chunk 2 - Enter a value in hex form to mask the packet from the end of the first
chunk to the end of the second chunk.

x  Chunk 3- Enter a value in hex form to mask the packet from the end of the second
chunk to the end of the third chunk.

x  Chunk 4 - Enter a value in hex form to mask the packet from the end of the third
chunk to the end of the fourth chunk.

Port

The Access Rule may be configured on a per-port basis by entering the port number of the
switch in the switch stack into this field. When a range of ports is to be configured, the Auto
Assign check box MUST be clicked in the Access ID field of this window. If not, the user will be
presented with an error message and the access rule will not be configured. The port list is
specified by listing the lowest switch number and the beginning port number on that switch,
separated by a colon. Then the highest switch number, and the highest port number of the
range (also separated by a colon) are specified. The beginning and end of the port list range
are separated by a dash. For example, 1:3 specifies switch number 1, port 3. 2:4 specifies
switch number 2, port 4. 1:3 - 2:4 specifies all of the ports between switch 1, port 3 and switch
2, port4 in numerical order. Entering all will denote all ports on the Switch.

Rx rate

Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using
the following equation: 1 value = 64kbit/sec. (ex. If the user selects an Rx rate of 10 then the
ingress rate is 640kbit/sec.) The user many select a value between 1 and 156249 or No Limit.
The default setting is No Limit.

Time Range

Click the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range window. This will set specific times when this access rule will be
implemented on the Switch.

Counter

Click the check box and use the pull-down menu to employ the Counter that will count the
packets identified with this rule. Users must note that if the Counter is employed in the ACL
Flow Meter function, the Counter will automatically be disabled here, regardless of this setting.

To view the settings of a previously correctly configured rule, &#ln theAccess Rule Tableo view the following screen:
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Figure 10- 17. Access Profile Entry Display window (Packet Content Mask)

NOTE: When using the ACL Mirror function, ensure that the Port Mirroring
function is enabled and a target mirror port is set.

To configure the Access Rule fi?v6, open theAccess Profile Tableand clickModify for anlPv6 entry. This will open the
following screen:

Figure 10- 1 8 Access Rule Table window (IPv6)

To remove a previously created rule, click its correspor?_{.i]gutton. To add a new Access Rule, click Al Rule button:

Figure 10- 1 9 Access Rule Configuration window (IPv6)

To set the Access Rule for thHev6, adjust the following parameters and clisply .
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Parameter

Description

Profile ID

This is the identifier number for this profile set.

Mode

Select Permit to specify that the packets that match the access profile are forwarded by the
Switch, according to any additional rule added (see below).

Select Deny to specify that packets that match the access profile are not forwarded by the Switch
and will be filtered.

Access ID

Type in a unique identifier number for this access rule. This value can be set from 1 to 128.

X Auto Assign — Checking this field will instruct the Switch to automatically assign an
Access ID for the rule being created.

Type

Selected profile based on Ethernet (MAC Address), IP address, Packet Content, or IPv6 address.
x Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x P instructs the Switch to examine the IP address in each frame's header.
x Packet Content Mask instructs the Switch to examine the packet header.
X

IPv6 instructs the Switch to examine the IPv6 address in each frame's header.

Priority

This parameter is specified to re-write the 802.1p default priority previously set in the Switch,
which is used to determine the CoS queue to which packets are forwarded to. Once this field is
specified, packets accepted by the Switch that match this priority are forwarded to the CoS queue
specified previously by the user.

replace priority  Click the corresponding box to re-write the 802.1p default priority of a packet to
the value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have its
incoming 802.1p user priority re-written to its original value before being forwarded by the Switch.

For more information on priority queues, CoS queues and mapping for 802.1p, see the QoS
section of this manual.

Class

Entering a value between 0 and 255 will instruct the Switch to examine the class field of the IPv6
header. This class field is a part of the packet header that is similar to the Type of Service (ToS)
or Precedence bits field of IPv4.

Flowlabel

Configuring this field, in hex form, will instruct the Switch to examine the flow label field of the
IPv6 header. This flow label field is used by a source to label sequences of packets such as non-
default quality of service or real time service packets.

Source IPv6
Address

The user may specify an IP address mask for the source IPv6 address by entering the IP address
mask, in hex form.

Destination IPv6

The user may specify an IP address mask for the destination IPv6 address by and entering the IP

Address address mask, in hex form.

Port The Access Rule may be configured on a per-port basis by entering the port number of the
Switch.

Rx rate Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using the
following equation: 1 value = 64kbit/sec. (ex. If the user selects an Rx rate of 10 then the ingress
rate is 640kbit/sec.) The user many select a value between 1 and 156249 or No Limit. The default
setting is No Limit.

Time Range Click the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range window. This will set specific times when this access rule will be
implemented on the Switch.

Counter Click the check box and use the pull-down menu to employ the Counter that will count the packets

identified with this rule. Users must note that if the Counter is employed in the ACL Flow Meter
function, the Counter will automatically be disabled here, regardless of this setting.

To view the settings of a previously correctly configured rule, tﬂl in theAccess Rule Tableo view the following screen:
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Figure 10- 2 Q Access Profile Entry Display window (IPv6)
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ACL Flow Meter

Before configuring the ACL Flow Meter, here ifist of acronyms and terms users will need to know.

trTCM — Two Rate Three Color Marker. This, along with the srTCM, are two methods available ontthefeinetering and
marking packet flow. The trTCM meters and IP flow and marks it as a color based on the flow’s surpasgingtes, the CIR
and the PIR.

CIR — Committed Information Rate. Common to both the trT@h the srTCM, the CIR is measured in bytes of IP
packets. IP packet bytes are measurethkiyng the size of the IP header but not the link specific headers. For the trTCM,
the packet flow is marked green ifdbesn’'t exceed the CIR and yellow if it do&he configured rate of the CIR must
not exceed that of the PIR. The CIR can also be configarathexpected packéursts using the CBS and PBS fields.

CBS — Committed Burst Size. Measured in bytes, the @B&ssociated with the CIR and is used to identify
packets that exceed the n@inboundaries of packet size. The CB®d be configuredo accept the biggest
IP packet that is expected in the IP flow.

PIR — Peak Information Rate. This rate is measured in byt&3 packets. IP packet bytes are measured by taking the
size of the IP header but not the link specific headers. If the packet flow excePdR,theat packet flow is marked red.
The PIR must be configured to be equal or more than that of the CIR.

PBS — Peak Burst Size. Measured in bytes, the PBSsizcated with the PIR and is used to identify packets
that exceed the normal boundaries of packet size. The PBS diwulthfigured to acceptdtbiggest IP packet that is
expected in the IP flow.

srTCM — Single Rate Three Color Marker. This, along with the M &re two methods available on the switch for metering and
marking packet flow. The srTCM marks its IP packet flow based on the configured CBS and EBS. A packet flow that does r
reach the CBS is marked gredrit exceeds the CBS but not the EBS its markelibw, and if it exceeds the EBS its marked.re

CBS - Committed Burst Size. Measured in bytes, the CBS isiassd with the CIR and is ed to identifypackets that
exceed the normal boundaries of packet size. The CBS should be configaezkpd the biggest IP packet that is
expected in the IP flow.

EBS — Excess Burst Size. Measured in bythg EBS is associated with the CiRd is used to identify packets that
exceed the boundaries of the CBS packst.sihe EBS is to be cagtired for an equal or iger rate than the CBS.

DSCP - Differentiated Services Code Point. The part of the pdwader where the color will lemlded. Users may change the
DSCP field of incoming packets.

The ACL Flow Meter function will allow users to color code IRket flows based on the rate of incoming packets. Users have
two types of Flow metering to obse from, trTCM and srTCM, as explained previpud/hen a packet flow is placed in a color
code, the user can choose wtmatlo with packets that haexceeded that color-coded rate.

Green— When an IP flow is in the green mode, its configurablarpaters can be set in the Canmf field, where the packets can
have their DSCP field changed. This is an atdap flow rate for the ACL Flow Meter function.

Yellow — When an IP flow is in the yellow mode, its configurableapeeters can be set in the Exceed field. Users may choose to
eitherPermit or Drop exceeded packets. Users may also chooskange the DSCP field of the packets.

Red — When an IP flow is in the red mode, its configurable parasesn be set in the Exceed field. Users may choose to either
Permit or Drop exceeded packets. Users may also choosbange the DSCP field of the packets.

Users may also choose to count exceeded packets by clickiGguinéer check box. If the counter enabled, the counter setting
in the access profile will be disabled. Users may only lertaln counters for one flow meter at any given time.

To begin configuring the ACL Flow Meter function, open €L folder and click theACL Flow Meter link which will
produce the following window.

Figure 10- 2 1 ACL Flow Meter Table window
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The previous window allows users to view the ACL profile arid tloat is utilizing the ACL Flow Meter function, and the mode
associated with that profile andeuUsers may search a particufaofile ID or Access IDby entering that value into one of the
available fields and clicking Search. The teshould be displayed in the table. Cligkow All to show all ACL Profiles and
Access IDs that are utilizinthe ACL Flow Metering functionTo add an ACL Flow Meter coigfuration for an Access Profile
and Rule, click thé&dd button which will display the followig window for users to configure.

Figure 10- 2 2 ACL Flow Meter Configuration window

The following fields may be configured:

Parameter Description

Profile ID Enter the pre-configured Profile ID for which to configure the ACL Flow Metering parameters.
Access ID Enter the pre-configured Access ID for which to configure the ACL Flow Metering parameters.
Mode In this field the user may choose they type of mode to be employed for the ACL Flow Meter

function, and then the limits of the packet flow.

trTCM Choosing this field will allow users to employ the Two Rate Three Color Mode and set the
following parameters to determine the color rate of the IP packet flow.

CIR — The Committed Information Rate can be set between 1 and 156249. IP flow rates at or
below this level will be considered green. IP flow rates that exceed this rate but not the PIR rate
are considered yellow.

PIR — The Peak information Rate. IP flow rates that exceed this setting will be considered as
red. This field must be set at an equal or higher value than the CIR.

CBS - The Committed Burst Size. Used to gauge packets that are larger than the normal IP
packets. Click the check box to employ the CBS. This field does not have to be set for this
feature to function properly but is to be used in conjunction with the CIR setting. The CBS should
be configured to accept the biggest IP packet that is expected in the IP flow.

PBS - The Peak Burst Size. This optional field is to be used in conjunction with the PIR. The
PBS should be configured to accept the biggest IP packet that is expected in the IP flow.

SITCM Choosing this field will allow users to employ the Single Rate Three Color Mode and set the

fallniasimean mavanmantava tn Aatavinina thn Anlav vata Aftha 1D nAaAlint flaa,
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following parameters to determine the color rate of the IP packet flow.

CIR — The Committed Information Rate can be set between land 156249. The color rates are
based on the following two fields which are used in conjunction with the CIR.

CBS — Committed Burst Size. Measured in bytes, the CBS is associated with the CIR and is
used to identify packets that exceed the normal boundaries of packet size. The CBS should be
configured to accept the biggest IP packet that is expected in the IP flow. Packet flows that are
lower than this configured value are marked green. Packet flows that exceed this value but are
less than the EBS value are marked yellow.

EBS — Excess Burst Size. Measured in bytes, the EBS is associated with the CIR and is used to
identify packets that exceed the boundaries of the CBS packet size. The EBS is to be configured
for an equal or larger rate than the CBS. Packet flows that exceed this value are marked as red.

Action

This field is used to determine the course of action when a packet flow has been marked as a
color, based on the following fields.

Confirm

This field denotes the green packet flow. Green packet flows may have their DSCP field
rewritten to a value stated in this field. Users may also choose to count green packets by
checking the Counter check box.

Exceed

This field denotes the yellow packet flow. Yellow packet flows may have excess packets
permitted through or dropped. Users may replace the DSCP field of these packets by checking
its radio button and entering a new DSCP value in the allotted field. Users may also choose to
count yellow packets by checking the Counter check box.

Violate

This field denotes the red packet flow. Red packet flows may have excess packets permitted
through or dropped. Users may replace the DSCP field of these packets by checking its radio
button and entering a new DSCP value in the allotted field. Users may also choose to count
yellow packets by checking the Counter check box.

Click Apply to save changes made. To view the ACL Flow Meter configurations for a particular Profile andiBccésk its
corresponding View buttg as seen in th&CL Flow Meter Table that will display the following read-only window.

Figure 10- 2 3 ACL Flow Meter Display window
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CPU Interface Filtering

Due to a chipset limitation and the need for extra switch ggctive xStack DGS-3600 switchrges incorporates CPU Interfac
filtering. This added feature increases the running securitieoSwitch by enabling the user to create a list of accessfarle
packets destined for the SwitshCPU interface. Employed similarly to thecéess Profile feature previously mentioned, CPU
interface filtering examines Ethernet, IP, Packet Content MaskIPv6 packet headers destined for the CPU and will either
forward them or filter them, based on the user’s implementation. As an added feature for the CPU Filtering, the Switble allows
CPU filtering mechanism to be enabled or disabled globallymifteng the user to create various lists of rules without
immediately enabling them.

Creating an access profile for the CPU is divided into two basts. pghe first is to specify which part or parts of a fratme
Switch will examine, such as the MAC sourakligess or the IP destination address. The second part is entering the criteria the
Switch will use to determine what to do wittetframe. The entire process is described below.

CPU Interface Filtering State Settings

In the following window, the user may glally enable or disable the CPU Interfd&iering mechanism bysing the pull-down
menu to change the running stafTo access this window, cligkCL > CPU Interface Filtering > CPU Interface Filtering
State ChooseEnabledto enable CPU packets to be scrutinized by the SwitclDaatbled to disallow this scrutiny.

Figure 10- 24 CPU Interface Filtering State Settings window

CPU Interface Filtering Profile Table

Click ACL > CPU Interface Filtering > CPU Interface Filtering Table to display the CPU Accessdfite Table entries created
on the Switch. To view the configurati® for an entry, click the hyperlink&tofile ID number.

Figure 10- 25 CPU Interface Filtering Table window

To add an entry to thePU Interface Filtering Profile Table, click theAdd Profile button. This will open th€PU Interface
Filtering Profile Configuration page, as shown below. There are f@RU Access Profile Configuration pages; one for
Ethernet (or MAC address-based) profile configuration, one Ifdraddress-based profile configuration, one for Baeket
Content Mask and one folPv6. Users can switch between the th&@U Access Profile Configurationpages by using the
Type drop-down menu. The page shown below isBtiernet CPU Interface Filtering Configuration page.
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Figure 10- 2 & CPU Interface Filtering Configuration window (Ethernet)

Parameter

Description

Profile ID (1-5)

Type in a unique identifier number for this profile set. This value can be set from 1 to 5.

Type

Select profile based on Ethernet (MAC Address), IP address or Packet Content Mask or IPv6
address. This will change the menu according to the requirements for the type of profile.

x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
header.
x  Select IP to instruct the Switch to examine the IP address in each frame's header.

x  Select Packet Content Mask to specify a mask to hide the content of the packet
header.

x  IPv6instructs the Switch to examine thes@Paddress in each frame's header.

VLAN

Selecting this option instructs the Switch to examine the VLAN identifier of each packet header
and use this as the full or partial criterion for forwarding.

Source MAC

Source MAC Mask - Enter a MAC address mask for the source MAC address.

Destination MAC

Destination MAC Mask - Enter a MAC address mask for the destination MAC address.

Ethernet type

Selecting this option instructs the Switch to examine the Ethernet type value in each frame's
header.

Click Apply to set this entry in the Switch’s memory.
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The page shown below is t#U Interface Filtering Profile Configuration for IP page.

Figure 10- 2 7. CPU Interface Filtering Configuration window (IP)

The following parameters can be modified:

Parameter

Description

Profile ID (1-5)

Type in a unique identifier number for this profile set. This value can be set from 1 to 5.

Type Select profile based on Ethernet (MAC Address), IP address or Packet Content Mask or
IPv6 address. This will change the menu according to the requirements for the type of
profile.

x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
header.
x  Select IP to instruct the Switch to examine the IP address in each frame's
header.
x  Select Packet Content Mask to specify a mask to hide the content of the packet
header.
x  IPv6instructs the Switch to examine thes6Paddress in each frame's header.
VLAN Selecting this option instructs the Switch to examine the VLAN part of each packet header

and use this as the criterion, or part of the criterion for forwarding.

Source IP Mask

Enter an IP address mask for the source IP address.

Destination IP Mask

Enter an IP address mask for the destination IP address.

DSCP Selecting this option instructs the Switch to examine the DiffServ Code part of each packet
header and use this as the, or part of the criterion for forwarding.
Protocol Selecting this option instructs the Switch to examine the protocol type value in each frame's

header. You must then specify what protocol(s) to include according to the following
guidelines:

Select ICMP to instruct the Switch to examine the Internet Control Message Protocol (ICMP)
field in each frame's header.

x  Select Type to further specify that the access profile will apply an ICMP type
value, or specify Code to further specify that the access profile will apply an
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ICMP code value.

Select IGMP to instruct the Switch to examine the Internet Group Management Protocol
(IGMP) field in each frame's header.

x  Select Type to further specify that the access profile will apply an IGMP type
value.

Select TCP to use the TCP port number contained in an incoming packet as the forwarding
criterion. Selecting TCP requires that you specify a source port mask and/or a destination
port mask. The user may also identify which flag bits to filter. Flag bits are parts of a packet
that determine what to do with the packet. The user may filter packets by filtering certain flag
bits within the packets, by checking the boxes corresponding to the flag bits of the TCP field.
The user may choose between urg (urgent), ack (acknowledgement), psh (push), rst (reset),
syn (synchronize), fin (finish).
x  src port mask - Specify a TCP port mask for the source port in hex form (hex
0x0-0xffff), which you wish to filter.

x  dst port mask - Specify a TCP port mask for the destination port in hex form
(hex 0x0-0xffff) which you wish to filter.

Select UDP to use the UDP port number contained in an incoming packet as the forwarding
criterion. Selecting UDP requires that you specify a source port mask and/or a destination
port mask.

x  src port mask - Specify a UDP port mask for the source port in hex form (hex
0x0-0xffff).

x  dst port mask - Specify a UDP port mask for the destination port in hex form
(hex 0Ox0-0xffff).

Protocol id - Enter a value defining the protocol ID in the packet header to mask. Specify the
protocol ID mask in hex form (hex 0x0-0xff).

Click Apply to set this entry in the Switch’s memory.

The page shown below is ti#PU Interface Filtering Configuration window for thePacket Content Mask

Figure 10- 2 8 CPU Interface Filtering Configuration window (Packet Content)
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This screen will aid the user in configuy the Switch to mask packet headers beginning with the offset value specified. The
following fields are used to configure tRacket Content Mask

Parameter Description

Profile ID (1-5) Type in a unique identifier number for this profile set. This value can be set from 1 to 5.

Type Select profile based on Ethernet (MAC Address), IP address or Packet Content Mask or
IPv6 address. This will change the menu according to the requirements for the type of
profile.

x  Select Ethernet to instruct the Switch to examine the layer 2 part of each packet
header.

x  Select IP to instruct the Switch to examine the IP address in each frame's
header.

x  Select Packet Content Mask to specify a mask to hide the content of the packet
header.

x  IPv6instructs the Switch to examine thes@Paddress in each frame's header.

Offset This field will instruct the Switch to mask the packet header beginning with the offset value
specified:

x  value (0-15) — Enter a value in hex form to mask the packet from the beginning
of the packet to the 15th byte.

x  value (16-31) — Enter a value in hex form to mask the packet from byte 16 to
byte 31.

x  value (32-47) — Enter a value in hex form to mask the packet from byte 32 to
byte 47.

x  value (48-63) — Enter a value in hex form to mask the packet from byte 48 to
byte 63.

x  value (64-79) — Enter a value in hex form to mask the packet from byte 64 to
byte 79.

Click Apply to implement changes made.

The page shown below is thevé configuration window.

Figure 6- 8 2 CPU Interface Filtering Configuration window (IPv6)
The following fields are used to configure thacket Content Mask

Parameter Description
Profile ID This is the identifier number for this profile set. Up to five profile ID configurations can be
created.
Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content Mask or
IPv6.
x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
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x  IP instructs the Switch to examine the IP address in each frame's header.
x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 part of each packet header.

Class Entering a value between 0 and 255 will instruct the Switch to examine the class field of the
IPv6 header. This class field is a part of the packet header that is similar to the Type of
Service (ToS) or Precedence bits field of IPv4.

Flowlabel Configuring this field, in hex form, will instruct the Switch to examine the flow label field of
the IPv6 header. This flow label field is used by a source to label sequences of packets such
as non-default quality of service or real time service packets.

Source IPv6 Address The user may specify an IP address mask for the source IPv6 address by entering the IP
address mask, in hex form.

Destination IPv6 The user may specify an IP address mask for the destination IPv6 address by and entering
Address the IP address mask, in hex form.

Click Apply to implement changes made.
To establish the rule for a previously created CPU Access Profile;
In the ACL folder, clickCPU Interface Filtering to open theCPU Interface Filtering Profile Table.

Figure 10- 2 9 CPU Interface Filtering Table window - Add

In this window, the user may add deruo a previously created CPU accessfif@ by clicking the correspondind\dd Rule
button of the entry to configutethernet, IP or Packet Content Mask

Figure 10- 3 Q CPU Interface Filtering Rule Table window

Click the Add Rule button to continue on to theéPU Interface Filtering Rule Table window. A new and unique window, for
Ethernet, IP, Packet Content and IPv6 will open as shown in the examples below.

To change a rule for a previously created CPU Access Profile Rule:
The CPU Interface Filtering Rule Configuration allows the user to create a rule éopreviously created CPU Access Profile.
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Figure 10- 3 1 CPU Interface Filtering Rule Configuration window (Ethernet)

To set the CPU Access Rule 6thernet, adjust the following parameters and dpkly .

Parameters Description

Profile ID This is the identifier number for this profile set.

Mode Select Permit to specify that the packets that match the access profile are forwarded by the
Switch, according to any additional rule added (see below).

Select Deny to specify that packets that do not match the access profile are not forwarded by the
Switch and will be filtered.

Access ID Type in a unique identifier number for this access and priority. This value can be set from 1 to
100.

Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content Mask or IPv6.

x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.

x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 part of the packet header.

VLAN Name Allows the entry of a name for a previously configured VLAN.

Source MAC Source MAC Address - Enter a MAC Address for the source MAC address.

Destination Destination MAC Address - Enter a MAC Address mask for the destination MAC address.

MAC

802.1p (0-7) Enter a value from 0 to 7 to specify that the access profile will apply only to packets with this
802.1p priority value.

Ethernet Type Specifies that the access profile will apply only to packets with this hexadecimal 802.1Q Ethernet
type value (hex 0x0-0xffff) in the packet header. The Ethernet type value may be set in the form:
hex 0x0-Oxffff, which means the user may choose any combination of letters and numbers
ranging from a-f and from 0-9.

Port The CPU Access Rule may be configured on a per-port basis by entering the port number of the
Switch.

Time Range Click the check box and enter the name of the Time Range settings that has been previously

configured in the Time Ran ge window. This will set specific times when this CPU access rule will
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be implemented on the Switch.

To view the settings of a previously configured rule, cﬂl in theAccess Rule Tabledo view the following screen:

Figure 10- 3 2 CPU Interface Filtering Rule Display window (Ethernet)
The following window is th€CPU Interface Filtering Rule Table for IP.

Figure 10- 3 3 CPU Interface Filtering Rule Table window (IP)

To create a new rule set for an access profile clicktitebutton. A new window is displayed. To remove a previously created
rule, click the correspondir! button. The following window is used for the CPU IP Rule configuration.

Figure 10- 34 CPU Interface Filtering Rule Configuration window (IP)

Configure the followingAccess Rule Configurationsettings for IP:
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Parameter Description
Profile ID This is the identifier number for this profile set.
Mode Select Permit to specify that the packets that match the access profile are forwarded by the
Switch, according to any additional rule added (see below).
Select Deny to specify that packets that do not match the access profile are not forwarded by the
Switch and will be filtered.
Access ID Type in a unique identifier number for this access and priority. This value can be set from 1 to
100.
Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content Mask or IPv6.
x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.
x  Packet Content Mask instructs the Switch to examine the packet header.
x  IPv6 instructs the Switch to examine the IPv6 part of the packet header.
VLAN Name Allows the entry of a name for a previously configured VLAN.
Source IP Source IP Address - Enter an IP Address mask for the source IP address.

Destination IP

Destination IP Address- Enter an IP Address mask for the destination IP address.

Dscp (0-63) This field allows the user to enter a DSCP value in the space provided, which will instruct the
Switch to examine the DiffServ Code part of each packet header and use this as the, or part of
the criterion for forwarding. The user may choose a value between 0 and 63.

Port The CPU Access Rule may be configured on a per-port basis by entering the port number of the
Switch.

Time Range Click the check box and enter the name of the Time Range settings that has been previously

configured in the Time Range window. This will set specific times when this CPU access rule will
be implemented on the Switch.

To view the settings of a previously correctly configured rule, nﬂl in theAccess Rule Tablego view the following screen:

Figure 10- 35. CPU Interface Filtering Rule Display window (IP)

The following window is th€€PU Interface Filtering Rule Table for Packet Content.
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Figure 10- 3 6 CPU Interface Filtering Rule Table window (Packet Content)

To remove a previously created rule, select it and clic®hbutton. To add a new CPU Access Rule, clickAbdd button:

Figure 10- 37 CPU Interface Filtering Rule Configuration window (Packet Content Mask)

To set the Access Rule for Ethernet, adjust the following parameters andpigk

Parameters Description
Profile ID This is the identifier number for this profile set.
Mode Select Permit to specify that the packets that match the access profile are forwarded by the

Switch, according to any additional rule added (see below).

Select Deny to specify that packets that do not match the access profile are not forwarded by
the Switch and will be filtered.

Access ID Type in a unique identifier number for this access. This value can be set from 1 to 100.

Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content Mask, or IPv6.
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x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.

x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 part of the packet header.

Offset This field will instruct the Switch to mask the packet header beginning with the offset value
specified:

x  value (0-15) - Enter a value in hex form to mask the packet from the beginning of
the packet to the 15th byte.

x  value (16-31) - Enter a value in hex form to mask the packet from byte 16 to byte

31.
x  value (32-47) - Enter a value in hex form to mask the packet from byte 32 to byte
47.
X \églue (48-63) - Enter a value in hex form to mask the packet from byte 48 to byte
X val.ue (64-79) - Enter a value in hex form to mask the packet from byte 64 to byte
79.
Port The CPU Access Rule may be configured on a per-port basis by entering the port number of the
Switch.
Time Range Click the check box and enter the name of the Time Range settings that has been previously

configured in the Time Range window. This will set specific times when this CPU access rule
will be implemented on the Switch.

To view the settings of a previously correctly configured rule, nﬂl in theAccess Rule Tablgo view the following screen:

Figure 10- 38. CPU Interface Filtering Entry Display window (Packet Content)
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The following window is th€€PU Access Rule Tabldor IPv6.

Figure 10- 39 CPU Access Rule Table window (IPv6)

To create a new rule set for an access profile clicktiiebutton. A new window is displayed. To remove a previously created
rule, click the correspondir# button. The following window is used for the CPU IP Rule configuration.

Figure 10- 4 Q CPU Interface Filtering Rule Configuration window (IPv6)
The following parameters may be viewed or modified:

Parameter Description
Profile ID This is the identifier number for this profile set.
Mode Select Permit to specify that the packets that match the access profile are forwarded by the

Switch, according to any additional rule added (see below).

Select Deny to specify that packets that match the access profile are not forwarded by the
Switch and will be filtered.

Access ID Type in a unique identifier number for this access. This value can be set from 1 to 5.

Type Selected profile based on Ethernet (MAC Address), IP address, Packet Content or IPv6.

x  Ethernet instructs the Switch to examine the layer 2 part of each packet header.
x  IP instructs the Switch to examine the IP address in each frame's header.

x  Packet Content Mask instructs the Switch to examine the packet header.

x  IPv6 instructs the Switch to examine the IPv6 part of each packet header.

Class Entering a value between 0 and 255 will instruct the Switch to examine the class field of the
IPv6 header. This class field is a part of the packet header that is similar to the Type of
Service (ToS) or Precedence hits field of IPv4.
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Flowlabel

Configuring this field, in hex form, will instruct the Switch to examine the flow label field of
the IPv6 header. This flow label field is used by a source to label sequences of packets such
as non-default quality of service or real time service packets.

Source IPv6 Address

The user may specify an IP address mask for the source IPv6 address by entering the IP
address mask, in hex form.

Destination IPv6

The user may specify an IP address mask for the destination IPv6 address by and entering

Address the IP address mask, in hex form.

Port The CPU Access Rule may be configured on a per-port basis by entering the port number of
the Switch.

Time Range Click the check box and enter the name of the Time Range settings that has been previously

configured in the Time Range window. This will set specific times when this CPU access
rule will be implemented on the Switch.

To view the settings of a previously correctly configured rule, &#lin theCPU Access Rule Tablgo view the following

screen:

Figure 10- 41. CPU Interface Filtering Rule Display window (IPv6)
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Security

Traffic Control

Port Security

802.1X

Web Authentication

Trust Host

Access Authentication Control
Safeguard Engine

Traffic Segmentation

SSL

SSH

Traffic Control

Section 11

On a computer network, packets such as
Multicast packets and Broadcast packets

continually flood the network as normal
procedure. At times, this traffic may increase
do to a malicious endstation on the network o
a malfunctioning device, such as a faulty
network card. Thus, switch throughpu

problems will arise and consequently affect the

overall performance of the switch network. To
help rectify this packestorm, the Switch will
monitor and control the situation.

The packet storm is monitored to determihe i
too many packets are flooding the network
based on the threshold level provided by the
user. Once a packet storm has been detectg
the Switch will drop packets coming into the
Switch until the storm has subsided. This
method can be utilized by selecting theop
option of the Action field in the windov
below.

The Switch will also scan and monitor packets
coming into the Switch by monitoring the
Switch’s chip counter. This method is gnl
viable for Broadcast and Multicast storms
because the chip only &iacounters for these
two types of packets. Once a storm hasnbeg

detected (that is, once the packet threshald sg

below has been exceeded), the Switch wil
shutdown the port to all incoming traffic with
the exception of STEBBPDU packets, fors

D

time period specified using the CountDow
field.

Figure 11- 1. Traffic Control Recover Settings window

If this field times out and the packebsn continues, the port will be placed in a Shutdown Forever mode which will produce a
warning message to be sent to the Trap Receiver. Once in Shutdown Forever mode,rttetharayof recovering this port is to
manually recoup it using thBort Configuration window in theAdministration folder and selecting the disabled port and
returning it to an Enabled status. To a#lithis method of Storm Control, choose Stritdown option of theAction field in the
window below. To view this windowo configure Traffic Control, cliclSecurity > Traffic Control .
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The user may set the following parameters:

Parameter

Description

Traffic Control Recover

Unit

Select the switch in the switch stack to be configured.

From... To

Select the ports to be recovered.

Traffic Trap Configuration

Traffic Trap

Enable sending of Storm Trap messages when the type of action taken by the Traffic Control
function in handling a Traffic Storm is one of the following:
x  None — Will send no Storm trap warning messages regardless of action taken by the
Traffic Control mechanism.
x  Storm Occurred — Will send Storm Trap warning messages upon the occurrence of
a Traffic Storm only.
x  Storm Cleared — Will send Storm Trap messages when a Traffic Storm has been
cleared by the Switch only.
x Both — Will send Storm Trap messages when a Traffic Storm has been both
detected and cleared by the Switch.

This function cannot be implemented in the Hardware mode. (When Drop is chosen in the Action
field.

Traffic Control Settings

From...To

Select the ports of this Switch to configure for Storm Control.

Broadcast

Enables or disable Broadcast Storm Control.

Multicast

Enables or disables Multicast Storm Control.

DLF

Enables or disables Destination Lookup Failure (DLF) storm control. (Not available for Software
based Traffic Control {Shutdown}).

Action

Select the method of traffic Control from the pull down menu. The choices are:

Drop — Utilizes the hardware Traffic Control mechanism, which means the Switch’s hardware will
determine the Packet Storm based on the Threshold value stated and drop packets until the issue
is resolved.

Shutdown — Utilizes the Switch’s software Traffic Control mechanism to determine the Packet
Storm occurring. Once detected, the port will deny all incoming traffic to the port except STP
BPDU packets, which are essential in keeping the Spanning Tree operational on the Switch. If the
Countdown timer has expired and yet the Packet Storm continues, the port will be placed in
Shutdown Forever mode and is no longer operational until the user manually resets the port using
the Storm Control Recover setting at the top of this window. Choosing this option obligates the
user to configure the Interval setting as well, which will provide packet count samplings from the
Switch'’s chip to determine if a Packet Storm is occurring.

Threshold

Specifies the maximum number of packets per second that will trigger the Traffic Control function
to commence. The Threshold can be set from 0 to 255000 with a default setting of 131072.

Count Down

The Count Down timer is set to determine the amount of time, in minutes, that the Switch will wait
before shutting down the port that is experiencing a traffic storm. This parameter is only useful for
ports configured as Shutdown in their Action field and therefore will not operate for Hardware
based Traffic Control implementations. The possible time settings for this field are 0, 5 to 30
minutes. 0 is the default setting for this field and O will denote that the port will never shutdown.

Interval

The Interval will set the time between Multicast and Broadcast packet counts sent from the
Switch’s chip to the Traffic Control function. These packet counts are the determining factor in
deciding when incoming packets exceed the Threshold value. The Interval may be set between 5
and 30 seconds with the default setting of 5 seconds.

Click Apply to implement the settings made.
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NOTE: Traffic Control cannot be implemented on ports that are set for
Link Aggregation (Port Trunking).

NOTE: Ports that are in the Shutdown forever mode will be seen as
Discarding in Spanning Tree windows and implementations though these
ports will still be forwarding BPDUs to the Switch’'s CPU.

NOTE: Ports that are in Shutdown Forever mode will be seen as link down
in all windows and screens until the user recovers these ports.

248



Port Security

A given ports’ (or a range of ports’) dynamig
MAC address learning can be locked sucht tha
the current source MAC addresses entered info
the MAC address forwarding table can not be
changed once the port lotk enabled. Using the
Admin State pull-down menu toEnabled ard
clicking Apply can lock the port.

1

Port Security is a sedty feature that prevents
unauthorized computers (with source MAQ
addresses) unknown to the Switch prior to
locking the port (or ports) from connecting to the
Switch's locked ports @ngaining access to the
network. To view the following window, open
the Security folder and clickPort Security.

Figure 11- 2. Port Security Settings window
The following parameters can be set:

Parameter Description

Unit Select the Switch in the switch stack to be configured.

From/To A consecutive group of ports may be configured starting with the selected port.

Admin State This pull-down menu allows users to enable or disable Port Security (locked MAC address

table for the selected ports).

Max. Learning The number of MAC addresses that will be in the MAC address-forwarding table for the
Addr. (0-16) selected switch and group of ports.

Lock Address This pull-down menu allows you to select how the MAC address table locking will be
Mode implemented on the Switch, for the selected group of ports. The options are:

x  Permanent — The locked addresses will not age out.

x  DeleteOnTimeout — The locked addresses will age out after the aging timer
expires.

x  DeleteOnReset — The locked addresses will not age out until the Switch has been
reset.

Click Apply to implement changes made.
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Port Security Entries

The Port Security Entries Table window is used to remove an entry from @t security entries learned by the Switch and
entered into the forwarding databage.view the following window, clickSecurity > Port Security > Port Security Entries

Figure 11- 3. Port Security Entries Table window

This function is only operable if tHdode in thePort Security window is selected éBermanentor DeleteOnResetpr in other
words, only addresses that are permanently learned py the Switch can be deleted. Once the entry has been definechby enteri
correct information into # window above, click th® under theDelete heading of the corresponding MAC address to be
deleted. Only entries mark&kcured_Permanean be deleted. Click théext button to view the next page of entries listed in
this table. This window displays the following information:

Parameter Description
VID The VLAN ID of the entry in the forwarding database table that has been permanently learned by
the Switch.

VLAN NAME The VLAN Name of the entry in the forwarding database table that has been permanently learned
by the Switch.

MAC Address The MAC address of the entry in the forwarding database table that has been permanently learned
by the Switch.

Port The ID number of the port that has permanently learned the MAC address.

Type The type of MAC address in the forwarding database table. Only entries marked
Secured_Permanent can be deleted.

Delete Click the % in this field to delete the corresponding MAC address that was permanently learned by
the Switch.
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Port Access Entity (802.1X)
802.1X Port-Based and MAC-Based Access Control

The IEEE 802.1X standard issecurity measure for thorizing and authentitiag users to gain acse to various wired or
wireless devices on a specified Local Area Network by usinGlient and Server based access control model. This is
accomplished by using a RADIUS serveraigthenticate users trying to access a ndtvogrrelaying Exterible Authentication
Protocol over LAN (EAPOL) packets betwettne Client and the Server. The following figure represents a basic EAPOL packet:

Figure 11- 4. The EAPOL Packet

Utilizing this method, unabbrized devices are restied from connecting to a LAN throughport to which the user is connedt
EAPOL packets are the only traffic that can be transmitted through the specific port until authorization is granted. The 802..
Access Control method holds three roles, each of whichit@letor creating and upkeeping a stable and working Access Control

security method.

Figure 11- 5. The three roles of 802.1X

The following section will explain the three roles of Cliehtithenticator and Authentication Server in greater detail.
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Authentication Server

The Authentication Server is a remote device that is connected to the same network as the Client and Authenticator, mus
running a RADIUS Server program and must be configured properly on the Authenticator (Sviikeit3. c@nnected to a port on

the Switch must be authenticated by the Authentication SerdddI(E) before attaining any saces offered by the Switch on

the LAN. The role of tB Authentication Server is to rtdy the identity of the Client attempting to access the network by
exchanging secure information betweea RADIUS server and the Client througAPOL packets and, in turn, informs the
Switch whether or not the Client is grantedess to the LAN and/or switches services.

Figure 11- 6. The Authentication Server

Authenticator

The Authenticator (the Switch) is an intermediary betweerthbentication Server and the Client. The Authenticator serves tw
purposes when utilizing 802.1X. The first purpose is to requegtfication information from the Client through EAPOL packets
which is the only information allowed to gmthrough the Authéicator before access is granted to the Client. The secondsaurp

of the Authenticator is to verify the information gathered from the Client with the Authentication Server, and to themtrelay th
information back to the Client.

Three steps must be implemented on the Switch to properly configure the Authenticator.
1. The 802.1X State must BEmabled (DGS-3600 Web Management Todl

2. The 802.1X settings must be implemented by @®tqrity / 802.1X/ Configure 802.1X Authenticator Parameter)
3. A RADIUS server must be configured on the Swit&8®aurity / 802.1X/ Authentic RADIUS Server)

Figure 11- 7. The Authenticator
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Client

The Client is simply the endstation that wishes to gain adoeb® LAN or switch services. All endstations must be running
software that is compliant with the 802.1X protocol. For siseinning Windows XP, that software is included within the
operating system. All other users are requiéttain 802.1X client software froan outside source. The Client will request
access to the LAN and or Switch throughPOL packets and, in turn willspond to requests from the Switch.

Figure 11- 8. The Client

Authentication Process

Utilizing the three roles stated above, the 802.1X protocol gesva stable and secure wayaofthorizing and authenticating
users attempting to access the rarkw Only EAPOL traffic is allowed to pashrough the specified port before a successful
authentication is made. This port is “locked” until the poinemwta Client with the correct username and password (and MAC
address if 802.1X is enabled by MAC address) is granted access and thereforsfudlycta@slocks” the port. Once unlocked,
normal traffic is allowed to pass through the port. The folgwfigure displays a more detailed explanation of how the
authentication process is completetitmen the three rodestated above.

Figure 11- 9. The 802.1X Authentication Process

The D-Link implementation of 802X allows network administrators to chodsstween two types of Access Control used on the
Switch, which are:

1. Port-Based Access Control — This method requires only one user to be authenticatedopea ppmote RADIUS server
to allow the remaining users on the same port access to the network.

2. MAC-Based Access Control — Using tmethod, the Switch will automaticallgdrn up to sixteen MAC addresses by
port and set them in a list. Each MAC address must bemtithted by the Switch using@mote RADIUS server before
being allowed access to the Network.
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Understanding 802.1X Port-based and MAC-based Network Access
Control

The original intent behind the development of 802.1X was to leverage the characteristiog-tf-point in LANs. As any sirlg
LAN segment in such infrastructures has no more than two deattaebied to it, one of which is a Bridge Port. The Bridgé Po
detects events that indicate the attachro&ah active device at the remote endhef link, or an active device becomingdtiee.
These events can be used to control the authorization sthie Bbrt and initiate the process of authenticating the attalevize

if the Port is unauthorized. Thistise Port-Based Network Access Control.

Port-Based Network Access Control

RADIUS
Server

Ethernet Switch

OFEEE SEHE ODoo@m @@EmEo

Lalll 1

802.1X 802.1X 802.1X  802.1X 802.1X 802.1X 802.1X  802.1X 802.1X
Client Client Client Client Client Client Client Client Client

= Network access controlled port
= Network access uncontrolled port

Figure 11- 1 Q Example of Typical Port-Based Configuration

Once the connected device has successfuliy laeithenticated, the Port then becomes Authorized, and all subsequent traffic on
the Port is not subject to access contrstrietion until an event occutbat causes the Portlh@ecome Unauthorized. Hendkthe

Port is actually connected to a sharedlimé. AN segment with more than one attached device, successfully authenticating one of
the attached devices effectivadyovides access to the LAN for all devices oa shared segment. Clearly, the security offéne

this situation is open to attack.
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MAC-Based Network Access Control

RADIUS
Server

Ethernet Switch

ONDD D000 D0EE mEmEo

Ta itk  hkh

802.1X 802.1X 802.1X 802.1X
Client Client Client Client

802.1X 802.1X 802.1X 802.1X 802.1X 802.1X 802.1X 802.1X
Client Client Client Client Client Client Client Client

= Network access controlled port
= Network access uncontrolled port

Figure 11- 1 1 Example of Typi cal MAC-Based Configuration

In order to successfully make use of 802.1X in a shared media LAN segment, it would be neécessatg “logical’ Ports, one
for each attached device that required acte¢se LAN. The Switch would regard tlsengle physical Port connecting it to the
shared media segment as consisting of a number of disigical Ports, each logical Portibg independently controlled from
the point of view ofEAPOL exchanges and authorization state. ThécBwearns each attached devices’ individual MAC
addresses, and effectively creates a logrmadt that the attached device can thee to communicate with the LAN via the

Switch.
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Guest VLANS

On 802.1X security enabled networks, there is a need for no
802.1X supported devices toigdimited access to the network,
due to lack of the proper 802.1X software or incompatible
devices, such as computers running Windows 98 or rlowe
operating systems, or the nefl guests to gain access to the
network without full authoriz@gon. To supplement these
circumstances, this switch novimplements Guest 802.1X
VLANs. These VLANs should have limited access rightsl an
features separate from other VLANSs on the network.

To implement Guest 802.1X VLAN#he user must first create a
VLAN on the network with limited rights and then enable itias a
802.1X guest VLAN. Then the adnistrator must configure the
guest accounts accessing the Switch to be placed in a& Gues
VLAN when trying to access the &ah. Upon initial entry to the
Switch, the client wishing services on the Switch will need to be
authenticated by a remote RADIUS Server or local authenticatio
on the Switch to be placed in a fully operational VLAN. |
authenticated and the authenticator possesses the VLAN
placement information, that cliemtill be accepted into the full
operational target VLAN and normal switch functions will be
open to the client. If the autherdior does not have target VLAN
placement information, the cilie will be returned to its
originating VLAN. Yet, if the client is denied authentication b
the authenticator, it will be placed the Guest VLAN wheret i

has limited rights and access. The adjacent figure should give the
user a better understanding of the Guest VLAN process. Figure 11- 1 2 Guest VLAN Authentication Process

Limitations Using the Guest VLAN

Guest VLANSs are only supported for port-based VLANs. MAC-based VLANs cannot undisrgooitedure.
Ports supporting Guest VLANs cannot be GVRP enabled and vice versa.

A port cannot be a member of a GUAsAN and a static VLAN simultaneously.

Once a client has been accepted into tlgetd/LAN, it can no longer access the Guest VLAN.

o~ w NP

If a port is @ member of multiple VLAN#,cannot become a member of the Guest VLAN.

256



Guest VLAN

In the Security menu, open th&02.1X folder and clickConfigure 802.1X Guest VLAN, which will display the following

window for the user to configure. Remember, to set a Guest 802.1X VLAN, the user must first configure a bannahich
can be enabled here for Guest VLAN status.

Figure 11- 1 3 Guest VLAN Settings window
The following fields may be modifieth enable the guest 802.1X VLAN:

Parameter Description
VLAN Name Enter the pre-configured VLAN name to create as a Guest 802.1X VLAN.
Operation The user has three choices in configuring the Guest 802.1X VLAN, which are:

Enable Ports — Selecting this option will enable ports listed in the Port List below, as part of the

Guest VLAN. Be sure that these ports are configured for this VLAN or users will be prompted
with an error message.

Disable Ports - Selecting this option will disable ports listed in the Port List below, as part of the

Guest VLAN. Be sure that these ports are configured for this VLAN or users will be prompted
with an error message.

Delete — Selecting this option will delete the VLAN entered in the VLAN Name window above.

Port List Enter the ports to be operational for the Gust VLAN. Checking the All box will select all ports to
be enabled.

Click Apply to implement the guest 802.1X VLAN settings entered. Only one VLAN may be assigned as the 802.1X Gue:
VLAN.
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Configure 802.1X Authenticator Parameter

To configure the 802.1X Ahenticator Settings, clicRecurity > 802.1X >Configure 802.1X Authenticator Parameter.

Figure 11- 1 4 Configure 802.1X Authenticator Parameter window

To configure the settings by port, click on its correspontogdify button, which will display the following table to configure:

Figure 11- 1 5 802.1X Authenticator Settings window (Modify)
This window allows users to set the following features:

] Parameter Description
Unit Select the Switch in the switch stack to be configured.
From[ ]To[ ] Enter the port or ports to be set.

258




AdmCtrIDir <both>

Sets the administrative-controlled direction to either in or both.

If in is selected, control is only exerted over incoming traffic through the port you selected in
the first field.

If both are selected, control is exerted over both incoming and outgoing traffic through the
controlled port selected in the first field.

PortControl < Auto >

This allows you to control the port authorization state.

Select forceAuthorized to disable 802.1X and cause the port to transition to the authorized
state without any authentication exchange required. This means the port transmits and
receives normal traffic without 802.1X-based authentication of the client.

If forceUnauthorized is selected, the port will remain in the unauthorized state, ignoring all
attempts by the client to authenticate. The Switch cannot provide authentication services to
the client through the interface.

If Auto is selected, it will enable 802.1X and cause the port to begin in the unauthorized
state, allowing only EAPOL frames to be sent and received through the port. The
authentication process begins when the link state of the port transitions from down to up, or
when an EAPOL-start frame is received. The Switch then requests the identity of the client
and begins relaying authentication messages between the client and the authentication
server.

The default setting is Auto.

TxPeriod [30]

This sets the TxPeriod of time for the authenticator PAE state machine. This value
determines the period of an EAP Request/ldentity packet transmitted to the client. The
default setting is 30 seconds.

QuietPeriod [60]

This allows you to set the number of seconds that the Switch remains in the quiet state
following a failed authentication exchange with the client. The default setting is 60 seconds.

SuppTimeout [30 ]

This value determines timeout conditions in the exchanges between the Authenticator and
the client. The default setting is 30 seconds.

ServerTimeout [30 ]

This value determines timeout conditions in the exchanges between the Authenticator and
the authentication server. The default setting is 30 seconds.

MaxReq [2]

The maximum number of times that the Switch will retransmit an EAP Request to the client
before it times out of the authentication sessions. The default setting is 2.

ReAuthPeriod [3600]

A constant that defines a nonzero number of seconds between periodic reauthentication of
the client. The default setting is 3600 seconds.

ReAuth <Disabled>

Determines whether regular reauthentication will take place on this port. The default setting
is Disabled.

Capability

This allows the 802.1X Authenticator settings to be applied on a per-port basis. Select
Authenticator to apply the settings to the port. When the setting is activated A user must
pass the authentication process to gain access to the network. Select None disable 802.1X
functions on the port.

Click Apply to implement configuration changes.
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802.1X User

In the Security folder, open th&02.1X folder and clickB02.1X Userto open the302.1X Userwindow. This window will allow
the user to set different local users on the Switch.

Figure 11- 1 & 802.1X User window

Enter aUser Name Passwordand confirmation of that password. Propedyfigured local users will be displayed in 8@2.1X
User Tablein the same window.

Initializing Ports for Port Based 802.1X

Existing 802.1X port and MAC settings are displayed and can be configured usinigdbe/lelow.

Click Security > 802.1X > Initialize Port(s)to open the following window:

Figure 11- 17. Initialize Port window

This window allows initialization of a port or group of ports. Thi#éialize Port Table in the bottom half of the window displays
the current status of the port(s).

This window displays the following information:

Parameter Description
Unit Select the Switch in the switch stack to be configured.
From and To Select ports to be initialized.
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Port

A read-only field indicating a port on the Switch.

MAC Address

The MAC address of the Switch connected to the corresponding port, if any.

Auth PAE State

The Authenticator PAE State will display one of the following: Initialize, Disconnected,
Connecting, Authenticating, Authenticated, Aborting, Held, ForceAuth, ForceUnauth, and N/A.

Backend State

The Backend Authentication State will display one of the following: Request, Response,
Success, Fall, Timeout, Idle, Initialize, and N/A.

Port Status

The status of the controlled port can be Authorized, Unauthorized, or N/A.

Initializing Ports for MAC Based 802.1X

To initialize ports for the MAC side of 802.1X, the user must first enable 802.1X by MAC addressDic #8600 Web
Management Toolwindow. Click Security > 802.1X > Initialize Port(s)to open the following window:

Figure 11- 1 8 Initialize Ports window (MAC based 802.1X)

To initialize ports, first choose the switch in the switch stackidgigig the pull-down menu and then choose the range ofiports
the From andTo field. Then the user must specify the MAC address to be initialized by entering it iéMA®eddress field
and checking the corresponding check box. To begin the initialization Agialy .

NOTE: The user must first globally enable 802.1X in the DGS-3600 Web
Management Tool window before initializing ports. Information in the
Initialize Ports Table cannot be viewed before enabling 802.1X.
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Reauthenticate Port(s) for Port Based 802.1X

This window allows reauthentication of a port or group of ports by using the pull-down femsandTo and clickingApply.
The Reauthenticate Port Tabledisplays the current statustbe reauthenticated port(s) ongpply has been clicked

Click Security > 802.1X > Rauthenticate Port(s)to open th&keauthenticate Port(s)window:

Figure 11- 1 9 Reauthenticate Port window

This window displays the following information:

Parameter Description

Unit Select the Switch in the switch stack to be configured.

Port The port number of the reauthenticated port.

MAC Address Displays the physical address of the Switch where the port resides.

Auth PAE State

The Authenticator State will display one of the following: Initialize, Disconnected, Connecting,
Authenticating, Authenticated, Aborting, Held, ForceAuth, ForceUnauth, and N/A.

BackendState The Backend State will display one of the following: Request, Response, Success, Fail, Timeout,
Idle, Initialize, and N/A.
PortStatus The status of the controlled port can be Authorized, Unauthorized, or N/A.

NOTE: The user must first globally enable 802.1X in the DGS-3600 Web
Management Tool window before initializing ports. Information in the
Initialize Ports Table cannot be viewed before enabling 802.1X.
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Reauthenticate Port(s) for MAC-based 802.1X

To reauthenticate ports for the MAC side of 802.1X,ubker must first enable 802.1X by MAC address inRDI&S-3600 Web
Management Toolwindow. Click Security > 802.1X > Rauthenticate Port(s)to open the following window:

Figure 11- 2 Q Reauthenticate Port(s) window (MAC based 802.1X)

To reauthenticate ports, first choose the switch in the swiach Sty using the pull-down menu and then choose the rangetsf p
in the From and To field. Then the user must spgcthe MAC address to be reauttieated by entering it into thmMAC
Addressfield and checking the corpgsnding check box. To begin the reauthentication, @iggly .

Authentic RADIUS Server

The RADIUS feature of the Switch allows you to facilitate cdized user administration as well as providing protection again
a sniffing, active hacker. The Walanager offers three windows.

Click Security > 802.1X> Authentic RADIUS Server to open théAuthentic RADIUS Server window shown below:

Figure 11- 2 1 Authentic RADIUS Server window

This window displays the following information:

Parameter Description

Succession Choose the desired RADIUS server to configure: First, Second or Third.

RADIUS Server Set the RADIUS server IP.

Authentic Port Set the RADIUS authentic server(s) UDP port. The default port is 1812.

Accounting Port Set the RADIUS account server(s) UDP port. The default port is 1813.

Key Set the key the same as that of the RADIUS server.
Confirm Key Confirm the shared key is the same as that of the RADIUS server.
Status This allows users to set the RADIUS Server as Valid (Enabled) or Invalid (Disabled).
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Web Authentication Configuration

Web-based Access Control is another port thase
access control method implemented similarly to
the 802.1x port baseéccess control metho
previously stated. This function will allow use
authentication through a RADIUS server o
through the local authentication set on the Switc
when a user is trying to access the network via the
switch, if the port connected to the user is erthble
for this feature.

The user attempting to gain web access will be
prompted for a username and password before
being allowed to accept HTTP packets from the
Switch. When a client attempts to access
website, that port is placed in the authentigatio
VLAN set by the user. All clients in this
authentication VLAN will be queried fo
authentication by the local method or through
RADIUS server. Once accepted, the user will be
placed in a target VLANon the Switch where i
will have rights and privileges to openly access
the Internet. If denied access, no packets will pass
through to the user and thus, that user will be
returned to the authentication VLAN from where
it came and the authentication procedure will
have to be reattempted by the user.

Once a client has been authenticated ®@n
particular port, that port will be placed in the pre-
configured VLAN and any other clients on tha
port will be automaticallyauthenticated to access
the specified Redirection Path URL, as well as the
authenticated client.

To the right there is an example of the basic six
step process all parties of the authentication go
through for a successful Wédiased Access
Controlprocess.

Conditions and Limitations

1.

The subnet of the authentication VLAN’s IP interface musheeame as that of the client. If not configured properly,
the authentication will be permanently denied by the authenticator.

If the client is utilizing DHCP to attain an IP addrélss,authentication VLAN must provide a DHCP server or a DHCP
relay function so that client may obtain an IP address.

The authentication VLAN of this fution must be configured to access a DN&eseto improve CPU performance, and
allow the processing of DNS, UDP and HTTP packets.

Certain functions exist on the Switch that will filter HTTP packets, such @stiess Profile functioriThe user needs to
be very careful when setting filter functions for the target VLAN, so that these HTTP packets are not denied by the
Switch.

The Redirection Path must be set bethe Web-based Access Control can be enabled. If not, the user will be prompted
with an error message and the Web-based Access Control will not be enabled.

If a RADIUS server is to be used for authentication, the user must firdiskstaRADIUS Server with the appropriate
parameters, including the target VLAN, before enabling the Web-based Access Control ondhe Swit
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To configure the Switch for WAC Configuration, first open t8ecurity folder and clickWeb Authentication > Web
Authentication Configuration, which will open the following screen.

Figure 11- 2 2 Web-based Access Control Configuration window

To set the Web-based Access Control fer $lwitch, complete the following fields:

Parameter Description

Web-based Access Toggle the State field to either Enable or Disable for the Web-based Access Control settings
Control State of the Switch.

VLAN Name Enter the VLAN name which users will be placed while authenticated by the Switch or a

RADIUS server. This VLAN should be pre-configured to have limited access rights to web
based authenticated users.

Method Use the pull down menu to choose the authenticator for Web-based Access Control. The user
may choose:

local — Choose this parameter to use the local authentication method of the Switch as the
authenticating method for users trying to access the network via the switch. This is, in fact,
the username and password to access the Switch configured using the User Account
Creation screen seen below.

radius — Choose this parameter to use a remote RADIUS server as the authenticating method
for users trying to access the network via the switch. This RADIUS server must have already
been pre-assigned by the administrator using the RADIUS Server window located in the
802.1x section.

Port List Specify the ports to be enabled as Web-based Access Control ports. Only these ports will
accept authentication parameters from the user wishing limited access rights through the
Switch. When one client on a port has been authenticated for Web-based Access Control, all
clients on this port are authenticated as well.

Use the State pull down menu to enable these configured ports as Web-based Access
Control ports.

Redirection Path Enter the URL of the website that authenticated users placed in the VLAN are directed to
once authenticated. This path must be entered into this field before the Web-based Access
Control can be enabled.

Click Apply to implement changes made.
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NOTE: To enable the Web-based Access Control function, the redirection path field
must have the URL of the website that users will be directed to once they enter the
limited resource, pre-configured VLAN. Users which attempt Apply settings without
the Redirection Page field set will be prompted with an error message and Web-
based Access Control will not be enabled. The URL should follow the form
http://www.dlink.com

NOTE: The subnet of the IP address of the authentication VLAN must be the same
as that of the client, or the client will always be denied authentication.

NOTE: A successful authentication should direct the client to the stated web page.
If the client does not reach this web page, yet does not receive a Fail! message,
the client will already be authenticated and therefore should refresh the current
browser window or attempt to open a different web page.

To view Web-based Access Control status of individual ports, clicBlilog port statéink to open the window seen below.

Figure 11- 2 3 Web-based Access Control Port State window

Use the pull-down menu to select the Switch in the switch stack and therotheandTo fields to select a port or range of ports
to be viewed for their Web-based Access @urstatus. In the previous window, ports 1 to 5 have been selected to be viewed.

To set user accounts for the Web-based Access ControlSgicirity > Web Authentication > User Account Management
which will open the following screen for the user to configure.

Figure 11- 2 4 Web-based User Account Settings window
To set the User Account settings for the Web-based A€msisol by the Switch, comptke the following fields.
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Parameter Description
User Account Creation
User Name Enter the username of up to 15 alphanumeric characters of the guest wishing to access the
web through this process. This field is for administrators who have selected local as their web
based authenticator.
Password Enter the password the administrator has chosen for the selected user. This field is case

sensitive and must be a complete alphanumeric string. This field is for administrators who
have selected local as their web based authenticator.

Confirmation

Retype the Password in this field to confirm.

User-VLAN Mapping

User Name Enter the user name of a guest authenticated through this process, to be mapped to a
previously configured VLAN with limited rights.

VLAN Name Enter the VLAN name of a previously configured VLAN to which successfully authenticated
web user will be mapped.

Link Click the Link button to map the user name and VLAN stated in the previous 2 fields. Users
will be linked directly to the VLAN upon successful authentication.

User List This section displays users and their associated VLAN configured for Web-based Access

Control. Click the corresponding % to delete the user.

The following window displays the Authentication Login scedmat guest users will be prompted with once attempting Web-
based Access Control. Enter the user name and theiqrassonfigured in the previous screen and chalter to access the
VLAN previously assigned by the Switchrathistrator for successfauthentication.

Figure 11- 2 5 Web-based Access Control Authentication Login window

After successfully logging in, the user wlle prompted with this wiralv, verifying that the usdnras successfully authentiedt

the WAC port.

Figure 11- 2 6 WAC logout window

NOTE: The previous logout screen may have some usage problems when using
Netscape 7.0.

If the port where Web-Access Control is preset to be moved to a VLAN without an IPIF
interface, the previous logout screen may also not be presented when logging in.
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Trust Host

Go to theSecurity folder and click on th&rust Host link; the following window will appear.

Figure 11- 27. Security IP window

Use the Security IP Management to permit remote stationsrtagaahe Switch. If you choose to define one or more designated
management stations, only the chosen stations, as definedaolgi®ss, will be allowed management privilege through the web
manager or Telnet session. To define a management station IP setting, type in the IP address and the coiMespdaskrand

click the Apply button.
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Access Authentication Control

The TACACS/XTACACS/TACACS+/RADIUS commands allo users to secure access to the Switch using the
TACACS/XTACACSI/TACACS+/RADIUS protocols. When a user loggo the Switch or tries to access the administrator level
privilege, he or she is prompted for a password. If TACACS/XTACACS/TACACS+/RADIUS authtaii is enabled on the
Switch, it will contact a TACACS/XACACS/TACACS+/RADIUS sever to verify the user. If the user is verified, he or she is
granted access to the Switch.

There are currently three versions of TCACS security protocol, each a separatgity. The Switch's software supports the
following versions of TACACS:

x  TACACS (Terminal Access Controller Access Control System) - Provides password checking and authenticat
and notification of user actions for security purposes ingizia one or more centralized TACACS servers, utilizing
the UDP protocol for packet transmission.

x  Extended TACACS (XTACACS) - An extension of the TACACS protocol with the ability to provide more types
of authentication requests and more types of responss ttuate TACACS. This protocol also uses UDP to transmit
packets.

x  TACACS+ (Terminal Access Controller Access Control System plys- Provides detailed access control for
authentication for network devices. TACACS+ is fadith through Authentication commands via one or more
centralized servers. The TACACS+opwcol encrypts all traffic betwaethe Switch and the TACACS+ daemon,
using the TCP protocol to ensure reliable delivery

In  order for the TACACS/XTACACS/TACACS+/RADIS security function to work properly, a
TACACS/XTACACS/TACACS+/RADIUSserver must be configured on a device other than the Switch, called an Authentication
Server Host and it must include usernames and passwords for authentication. When the user is prompteditdiy tiheler
usernames and passwords for authentication, the Switchotetiie TACACS/XTACACS/TACACS+/RADIUS server to verify,

and the server will respond with one of three messages:

x  The server verifies the username and password, and the user is granted normal user privileggsituint
x  The server will noaiccept the username and password andgbeis denied access to the Switch.

x  The server doesn't respond to the fieation query. At this point, the Swhcreceives the timeout from the server
and then moves to the next method of verification configured in the method list.

The Switch has four built-iAuthentication Server Groupsone for each of the TACACS, XTACACS, TACACS+ and RADIUS
protocols. These built-in Authenticationr8er Groups are used to authenticate si$gting to access the Switch. The users wi
setAuthentication Server Hostén a preferable order in the built-in Authentication Server Groups and when a user tries to gair
access to the Switch, the Switch will ask fingt Authentication Server Hosts for aatitication. If no authentication is ngdhe
second server host in the list will be queried, and so onbittein Authentication Server Groups can only have hosts tieat a
running the specified protocol. For exampihe TACACS Authentication Server Gpsucan only have TACACS Authentication
Server Hosts.

The administrator for the Switch may set up six different authentication techniques per user-defined fiset
(TACACS/XTACACS/TACACS+/RADIUS/Iocal/none) for authenticatiorhese techniques will be el in an order preferable,

and defined by the user for normal usethentication on the Switch, and may contain up to eight authentication techniques.
When a user attempts to access the SwikehSwitch will select the first techniguisted for authentication. If the firsahnique

goes through its Authentication Server Hosts and no authentication is returned, the Switch will then go to the next istetthique |
in the server group for authentication, until the authentication has been verified or denied, or the list is exhausted.

Please note that users granted access to the Switch will be granted normal user privitbgeSwitch. To gain access to
administrator level privileges, the user must accesg&iadle Admin window and then enter a password, which was previously
configured by the administrator of the Switch.

NOTE: TACACS, XTACACS and TACACS+ are separate entities and are not
compatible. The Switch and the server must be configured exactly the same, using the
same protocol. (For example, if the Switch is set up for TACACS authentication, so must
be the host server.)
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Authentication Policy and Parameter Settings

This command will enable an administrator-defined authentication policy for users timyaccess the Switch. When enabled, th
device will check the Login Method List and choose a technique for user authentication upon login.

To access the following window, clicRecurity > Access Authentication Contrd> Authentication Policy and Parameter
Settings

Figure 11- 2 8 Authentication Policy and Parameter Settings window
The following parameters can be set:

| Parameters Description |
Authentication Policy Use the pull-down menu to enable or disable the Authentication Policy on the Switch.
Response Timeout This field will set the time the Switch will wait for a response of authentication from the
user. The user may set a time between 0 and 255 seconds. The default setting is 30
seconds.
User Attempts This command will configure the maximum number of times the Switch will accept

authentication attempts. Users failing to be authenticated after the set amount of attempts
will be denied access to the Switch and will be locked out of further authentication
attempts. Command line interface users will have to wait 60 seconds before another
authentication attempt. Telnet and web users will be disconnected from the Switch. The
user may set the number of attempts from 1 to 255. The default setting is 3.

Click Apply to implement changes made.

Application Authentication Settings

This window is used to configure switch configuration applications (console, TelnétweB) for login at the user level aatl
the administration level (Enable Admintilizing a previously configured methdit. To view the following window, click
Security > Access Authentication Contrb> Application Authentication Settings:

Figure 11- 2 9 Application Authentication Settings window
The following parameters can be set:

Parameter Description

Application Lists the configuration applications on the Switch. The user may configure the Login Method
List and Enable Method List for authentication for users utilizing the Console (Command
Line Interface) application, the Telnet application, SSH and the WEB (HTTP) application.

Login Method List Using the pull-down menu, configure an application for normal login on the user level,
utilizing a previously configured method list. The user may use the default Method List or
other Method List configured by the user. See the Login Method Lists window, in this
section, for more information.

270



Enable Method List Using the pull-down menu, configure an application for normal login on the user level,
utilizing a previously configured method list. The user may use the default Method List or
other Method List configured by the user. See the Enable Method Lists window, in this
section, for more information

Click Apply to implement changes made.

Authentication Server Group

This window will allow users to set uputhentication Server Groupsn the Switch. A server group is a technique used to group
TACACS/XTACACS/TACACS+/RADIUSserver hosts into user-defined categories for authentication using method lists. The
user may define the type of server group by protocol opfeyiously defined server group. The Switch has three built-in
Authentication Server Groups that cannot be removed but can be modified. Up @mudligintications server hosts may be added

to any particular group.

To view the following window, cliclSecurity > Access Authentication Cotrol > Authentication Server Group:

Figure 11- 30. Authentication Server Group window

This screen displays the Authentication Server Groups on titehSWhe Switch has four built-in Authentication Server Groups
that cannot be removed but can be modified. To modify a pkatigroup, click its hyperlinked Group Name, which will then
display the following window.

Figure 11- 31 Add a Server Host to Server Group (radius) window

To add an Authentication Server Host to the list, enter its diPead in the IP Address fieldhoose the protocol associateith
the IP address of the Authentication Server Host and Aliickto Group to add this Authentication Server Host to the group.

To add a user-defined group to the list, click the Add button iAtitieentication Server Group window, which will display the
following window.

Figure 11- 3 2 Authentication Server Group Table Add Settings window
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Simply enter a group name of no more than 15 alphanumeric characters to define the user gdoudtar aticking Apply, the
new user-defined group will be displayed in thethentication Server Group window. Here, it can be configured as the user
desires.

NOTE: The user must configure Authentication Server Hosts using the Authentication Server
Hosts window before adding hosts to the list. Authentication Server Hosts must be configured
for their specific protocol on a remote centralized server before this function can work properly.

NOTE: The four built in server groups can only have server hosts running the same TACACS
daemon. TACACS/XTACACS/TACACS+ protocols are separate entities and are not
compatible with each other.

Authentication Server Host

This window will set user-defineduthentication Server Hostdor the TACACS/XTACACS/RCACS+/RADIUS security
protocols on the Switch. When a usétempts to access the Switch with AuthenticatRolicy enabled, t Switch will send
authentication packets to a remofBACACS/XTACACS/TACACS+/RADIUS serer host on a remote host. The
TACACS/XTACACSI/TACACS+/RADIUS serer host will then verify or deny the request and return the appropriate message to
the Switch. More than one authentication protocol can be run on the same physical servieuthesmember that
TACACS/XTACACS/TACACS+/RADIUSare separate entities and are not compatiftle each other. The maximum supported
number of server hosts is 16.

To view the following window, cliclSecurity > Access Authentication Cotrol > Authentication Server Host:

Figure 11- 3 3 Authentication Server Host Setting window

To add an Authentication Server Host, click &dd button, revealing the following window:

Figure 11- 34. Authentication Server Host Setting — Add window

To edit an Authentication Server Host, click theatRiress hyperlink, revealing the following window:
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Figure 11- 3 5 Authentication Server Host Setting — Edit window

Configure the following parameters to add an Authentication Server Host:

Parameter Description
IP Address The IP address of the remote server host to add.
Protocol The protocol used by the server host. The user may choose one of the following:

x  TACACS - Enter this parameter if the server host utilizes the TACACS protocol.

x  XTACACS - Enter this parameter if the server host utilizes the XTACACS
protocol.

x  TACACS+ - Enter this parameter if the server host utilizes the TACACS+
protocol.

x  RADIUS - Enter this parameter if the server host utilizes the RADIUS protocol.

Port (1-65535)

Enter a number between 1 and 65535 to define the virtual port number of the authentication
protocol on a server host. The default port number is 49 for TACACS/XTACACS/TACACS+
servers and 1813 for RADIUS servers but the user may set a unique port number for higher
security.

Timeout (1-255)

Enter the time in seconds the Switch will wait for the server host to reply to an authentication
request. The default value is 5 seconds.

Retransmit (1-255)

Enter the value in the retransmit field to change how many times the device will resend an
authentication request when the TACACS server does not respond.

Key

Authentication key to be shared with a configured TACACS+ or RADIUS servers only.
Specify an alphanumeric string up to 254 characters.

Click Apply to add the server host.

NOTE: More than one authentication protocol can be run on the same physical server
host but, remember that TACACS/XTACACS/TACACS+ are separate entities and are
not compatible with each other
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Login Method Lists

This command will configure a user-defineddefault Login Method List of authentication techniques for users logging oa to th
Switch. The sequence of techniques implemented in this comwmitinaffect the authentication selt. For example, if a user
enters a sequence of techniques, for example TACACS — XTACGA@3I, the Switch will send an authentication request to the
first TACACS host in the server group. If no response conoes the server host, the Switclillveend an authentication requies
to the second TACACS host in the server group and so onthentikt is exhausted. At that point, the Switch will restatshme
sequence with the following protocol thsl, XTACACS. If no authentication tak@dace using the XTACACS list, the local
account database set in the Switch is useduthenticate the user. Whare local method is usethe privilege level will be
dependant on the local account privilege configured on the Switch.

Successful login using any of these techniqwésgive the user a "User" privilege pn To upgrade his or her status to the
administrator level, the user must use Emable Admin window, in which the user must enter a previously configured password,
set by the administrator. (See the Enable Admin part oks#dson for more detailed information concerning the Enable Admin
command.)

To view the following window cliclSecurity > Access AuthenticationControl > Login Method Lists:

Figure 11- 3 & Login Method Lists window

The Switch contains one Method List that is set and cannot be removed, yet can fied mbadlidelete a Login Method List
defined by the user, click tt# under the Delete heading corresponding to the entry desired to be deleteddifyoarlogin
Method List, click on its hyperlinked Method List Name. To configure a new Method List, cliédthéutton.

Both actions will result in the same window to configure:

Figure 11- 37. Login Method List - Edit window (default)

Figure 11- 3 8 Login Method List — Add window
To define a Login Method List, set the following parameters and Alxhty :
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Parameter Description

Method List Name Enter a method list name defined by the user of up to 15 characters.

Method 1, 2, 3, 4 The user may add one, or a combination of up to four of the following authentication
methods to this method list:

x  tacacs - Adding this parameter will require the user to be authenticated using
the TACACS protocol from a remote TACACS server.

x  Xtacacs - Adding this parameter will require the user to be authenticated using
the XTACACS protocol from a remote XTACACS server.

x  tacacs+ - Adding this parameter will require the user to be authenticated using
the TACACS+ protocol from a remote TACACS+ server.

x  radius - Adding this parameter will require the user to be authenticated using the
RADIUS protocol from a remote RADIUS server.

x  server_group - Adding this parameter will require the user to be authenticated
using a user-defined server group previously configured on the Switch.

x local - Adding this parameter will require the user to be authenticated using the
local user account database on the Switch.

x  none - Adding this parameter will require an authentication to access the Switch.

Enable Method Lists

The Enable Method List Settings window is used to set up Method Lists goomote users with user level privileges to
Administrator (Admin) level privileges using authentication methods on theclswi@ince a user acquires normal user level
privileges on the Switch, he or she mbst authenticated by a method the Switch to gain administrator privileges on the
Switch, which is defined by the Administrator. A maximum of eight Enable Methoddastbe implemented on the Switch, one
of which is a default Enable Method List. This default Enable Method List cannot be deleted but can be configured.

The sequence of methods implemented in tlmisimand will affect the authentication result. For example, if a user enters a
sequence of methods like TACACS - XTACACS - Local Enatile, Switch will send an authentication request to the first
TACACS host in the server group. If no verification is foutttk Switch will send an authentication request to the second
TACACS host in the server group and so on, until the list iswested. At that point, the Swhowill restart the same sequenc
with the following protocol listed, XTABCS. If no authentication takes place using the XTACACS list, the Local Enable
password set in the Switch is used to authenticate the user.

Successful authentication usingyasf these methods will give the user an "Admin" privilege.

NOTE: To set the Local Enable Password, see the next section, entitled
Local Enable Password.

To view the following table, clicSecurity > Access AuthenticatiorControl > Enable Method Lists:

Figure 11- 3 9 Enable Method Lists window

To delete an Enable Method List defined by the user, clic ®nender the Delete heading corresponding to the entry desired to
be deleted. To modify an Enable Method List, click on itsehlyimked Method List Name. To configure a Method List, click the
Add button.

Both actions will result in the same window to configure:
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Figure 11- 4 Q Enable Method List - Edit window

Figure 11- 4 1 Enable Method List - Add window
To define an Enable Login Method List, set the following parameters andAgljk :

Parameter

Description

Method List Name

Enter a method list name defined by the user of up to 15 characters.

Method 1, 2, 3, 4

The user may add one, or a combination of up to four of the following authentication
methods to this method list:

X

local_enable - Adding this parameter will require the user to be authenticated
using the local enable password database on the Switch. The user in the next
section entitled Local Enable Password must set the local enable password.

none - Adding this parameter will require an authentication to access the Switch.

radius - Adding this parameter will require the user to be authenticated using the
RADIUS protocol from a remote RADIUS server.

tacacs - Adding this parameter will require the user to be authenticated using
the TACACS protocol from a remote TACACS server.

xtacacs - Adding this parameter will require the user to be authenticated using
the XTACACS protocol from a remote XTACACS server.

tacacs+ - Adding this parameter will require the user to be authenticated using
the TACACS protocol from a remote TACACS server.

server_group - Adding a previously configured server group will require the user
to be authenticated using a user-defined server group previously configured on
the Switch.
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Configure Local Enable Password

This window will configure the locally enabled password fbe Enable Admin command. When a user chooses the
"local_enable" method to promote user level privileges to administrator privileges, he or she pvilinied to enter the
password configured here that is locally set on the Switch.

To view the following window, clickSecurity > Access Authentication Conbl > Configure Local Enable Password

Figure 11- 4 2 Configure Local Enable Password window

To set the Local Enable Password, set the following parameters anépmilgk

Parameter Description

Old Local Enabled If a password was previously configured for this entry, enter it here in order to change it to
a new password

New Local Enabled Enter the new password that you wish to set on the Switch to authenticate users
attempting to access Administrator Level privileges on the Switch. The user may set a
password of up to 15 characters.

Confirm Local Enabled Confirm the new password entered above. Entering a different password here from the
one set in the New Local Enabled field will result in a fail message.

Enable Admin

The Enable Admin window is for users who have
logged on to the Switch on the normal user leved, arn
wish to be promoted to the administrator level. Afte
logging on to the Switch, usewill have only user level

privileges. To gain access to administrator level
privileges, the user will open this window and will have
to enter an authentication password. Possible
authentication methods for this function include
TACACS/XTACACS/TACACS+/RADIUS, use
defined server groups, locehable (local accountno
the Switch), or no authentication (none). Because Figure 11- 43. Enable Admin window
XTACACS and TACACS do not support the enable

function, the user must create a special account on the

server host, which has the username "enable", zand

password configured by the administrator that will

support the "enable" function. This function becomes

inoperable when the authentication policy is disabled.

When this window appears, click th&nable Admin
button revealing a dialog box for the user to ente
authentication (password, username), as seen below. A
successful entry will promotihe user to Administrato
level privileges on the Switch.

To view the following window, cliclSecurity > Access
Authentication Control > Enable Admin:

Figure 11- 44. Enter Network Password dialo g box
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Safeguard Engine

Periodically, malicious hosts on the netwavill attack the Switch by utilizing packéiooding (ARP Storm) or other methods.
These attacks may increase the Safeguard Engine beyond it#igafaballeviate this problem, the Safeguard Engine function
was added to the Switch’s software.

The Safeguard Engine can help the overall operability of the IsWteninimizing the workload of the Switch while the attegk i
ongoing, thus making it capable to forward essential packetsteweetwork in a limited bandwidth. When the Switch eithgr (a
receives too many packets to process preferts too much memory, it will enter &mhausted mode. When in this mode, the
Switch will drop all ARP and IP broadcast packets for a caledltine interval. Every five seconds, the Switch will checket®

if there are too many packets flooding the Switch. If thestiokel has been crossed, the Switch will initially stop all irgyfeRP
and IP broadcast packets for five seconds. After anotherdn@dg checking interval arrives, the Switch will again check the
ingress flow of packets. If the floodirtgas stopped, the Switch will again begin accepting all packets. Yet, if the cheung s
that there continues to be too mamgkets flooding the Switch, it will stop accejgtiall ARP and IP broadcast packets fouldle

the time of the previous stop period. This doubling of timesfopping ingress ARP and IP broadcast packets will continile unt
the maximum time has been reached, which is 320 seconds agdstmmefrom this point until a tern to normal ingress flow
would be 320 seconds. For a better understanding, examine the following exampl8ajétherd Engine.

Figure 11- 4 5 Safeguard Engine example

For every consecutive checking interval that reveals a paciogliffilg issue, the Switch will dble the time it will discardhigress
ARP and IP broadcast packets. In the example above, the Switch doubled the time for dk&#piagd IP broadcast packets
when consecutive flooding issues were diet@ at 5-second intervals. (First stop = 5 seconds, second stop = 10 seconstepthird
= 20 seconds) Once the flooding is no longer detected, theeratd for dropping ARP and IP broadcast packets will retun to
seconds and the process will resume.

Once in Exhausted mode, the packet flow will decrease by half of the level that caused the SwithBEghausted mode. Afte
the packet flow has stabilized, the rate will initially isase by 25% and then return to a normal packet flow.

To configure the Safeguard Engine for the Switch, cidininistration > Safeguard Engine >which will open the following
window.

NOTICE: When Safeguard Engine is enabled, the Switch will allot bandwidth to various
traffic flows (ARP, IP) using the FFP (Fast Filter Processor) metering table to control the
CPU utilization and limit traffic. This may limit the speed of routing traffic over the network.
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Safeguard Engine Settings

To enable Safeguard Engine or configure advaseaddguard Engine settings for the Switch, chAckninistration > Safeguard
Engine > Safeguard Engine Settingsvhich will open the following window.

Figure 11- 46. Safeguard Engine Settings window

To enable the Safeguard Engine option, sé&eetbledwith the drop-dowrState menu and click th@pply button.

To configure the advanced settings for Safeguard Engine, cligkRbeUtilization Settingsbutton to view the following

window.

Figure 11- 4 7. Safeguard Engine Settings window

To configure, set the following parameters and chglply .

Parameter Description

State Use the pull-down menu to globally enable or disable Safeguard Engine settings for the Switch.

Rising Used to configure the acceptable level of CPU utilization before the Safeguard Engine mechanism
is enabled. Once the CPU utilization reaches this percentage level, the Switch will move into
Safeguard Engine state, based on the parameters provided in this window.

Falling Used to configure the acceptable level of CPU utilization as a percentage, where the Switch leaves
the Safeguard Engine state and returns to normal mode.

Trap / Log Use the pull-down menu to enable or disable the sending of messages to the device’s SNMP agent
and switch log once the Safeguard Engine has been activated by a high CPU utilization rate.

Mode Used to select the type of Safeguard Engine to be activated by the Switch when the CPU utilization

reaches a high rate. The user may select:

Fuzzy — If selected, this function will instruct the Switch to minimize the IP and ARP traffic flow
to the CPU by dynamically allotting an even bandwidth to all traffic flows.

Strict — If selected, this function will stop accepting all ARP packets not intended for the Switch,
and will stop receiving all unnecessary broadcast IP packets, until the storm has subsided.

The default setting is Fuzzy mode.
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Traffic Segmentation

Traffic segmentation is used to limit traffic Wo
from a single port to a group of ports on eitler

single switch or a group of ports on another switc
in a switch stack. This method of segmenting th

flow of traffic is similar to using VLANSs to lini
traffic, but is more restrictive. It provides a matho

of directing traffic that does not increase the
overhead of the Master switch CPU. In the

Security folder, click Traffic Segmentation to
view the screen shown below.

[OB=2

Figure 11- 48. Current Traffic Segmentation Table window

This page allows you to view which port on a given switch wilalbewved to forward packets to other ports on that switclecBel
a port number from the drop down menu and cliagdw display the forwarding ports. To configure new forwarding ports for a
particular port, select a port from the drop down menu and $ktkp. The window shown below will appear.

Figure 11- 4 9 Setup Forwarding Ports window

The user may set the following parameters:

Parameter Description

Unit Select the Switch in the switch stack to be configured.

Port Check the corresponding boxes for the port(s) to transmit packets.

Forward Port Check the boxes to select which of the ports on the Switch will be able to forward packets.
These ports will be allowed to receive packets from the port specified above.

Clicking the Apply button will enter the combination of transmitting port and alloveseiving ports into the SwitchGurrent

Traffic Segmentation Table
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Secure Socket Layer (SSL)

Secure Sockets Layer or SSL is a security feature that willdgg@/secure communication path between a host and clienglthrou
the use of authentication, digital signatures and encryptioaseTlsecurity functions are implemented through the use of a
ciphersuite which is a security string that determines the exactt@gypphic parameters, specific encryption algorithms and key
sizes to be used for an authenticatsession and consists of three levels:

1. Key Exchange:The first part of the ciphersuite string specifies plublic key algorithm to be used. This switch utilizes
the Rivest Shamir Adleman (RSA) public key algorithm amrdDigital Signature Algorithm (DSA), specified here as the
DHE DSSDiffie-Hellman (DHE) public key algorithm. This isetfirst authentication process between client and host as
they “exchange keys” in lookinfor a match and therefore authenticatioféocaccepted to negotiate encryptions on the
following level.

2. Encryption: The second part of the cipheitsuthat includes the encryption used for encrypting the messages sent
between client and host. The Switch suppbtwo types of cryptology algorithms:

x Stream Ciphers — There are two types of stream ciphers on the R@4hyith 40-bit keyandRC4 with 128-
bit keys These keys are used to encrypt messages and need to be consistent between client aojkinaesit for
use.

X CBC Block Ciphers — CBC refers to Cipher Block Chaining, which means that a portion of the previously
encrypted block of encrypted text is used in the encryption of the current bleBwitch supports tHREDES
EDE encryption code defined by the Data Encrypttandard (DES) to create the encrypted text.

3. Hash Algorithm: This part of the ciphersuite allows the user to choose a message digest function which will determine
Message Authentication Code. This Message Authenticatame @vill be encrypted with a sent message to provide
integrity and prevent against replay attackse Switch supports two hash algorithie)5 (Message Digest 5) arf@HA
(Secure Hash Algorithm).

These three parameters are uniquely assehiblBur choices on the Swh to create a three-layered encryption code for secur
communication between the server and the host. The user maymiergl any one or combination thfe ciphersuites available,

yet different ciphersuites will affect theaurity level and the performance of the secured connection. The informatiorethaiud

the ciphersuites is not included withet®witch and requires downloading from a third source in a file form caltedtificate

This function of the Switch cannot be executed without the presence and implementation of the certificate file and can
downloaded to the Switch by utilizing a TFBBrver. The Switch supports SSLv3 andSVLL. Other versions of SSL may not be
compatible with this Switch and may cause problems upomatithtion and transfer of messages from client to host.

Download Cetrtificate

This window is used to download a certifie file for the SSL function on the Switfom a TFTP server. The certificate fikea
data record used for authenticating devices on the network. It contains information omére lays for authentication and
digital signatures. Both the server and the client must bamsistent certificate files for optimal use of the SSL funcfidre
Switch only supports certificate files with .der file extensiortge Switch is shipped withertificate pre-loaded thoughetuser
may need to download more, depending on user circumstances.

Ciphersuite

This window will allow the user to enable SSL on the Switchiamglement any one or combination of listed ciphersuites on the

Switch. Aciphersuiteis a security string that determines the exacttognaphic parameters, specific encryption algorithms and

key sizes to be used for an authentication session. The Switch possesses four possible ciphatsuBSiféunction, whichre

all enabled by default. To utilize a particular ciphersuitsalole the unwanted ciphersuites, leaving the desired one for
authentication.

When the SSL function has been enabled, the web will become disabled. To manage the Switch through the web be
management while utilizing the SSL function, the web browsest mupport SSL encryption and the header of the URL must
begin with https://. (Ex. https://10.90.90) Any other method will result in an error and no accassbe authorized for thveeb-

based management.

To view the windows fobownload Certificate andCiphersuite, click Security > SSL:
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Figure 11- 50. Download Certificate window

To download certificates, set the following parameters and Afigiy .

Parameter Description

Certificate Type Enter the type of certificate to be downloaded. This type refers to the server responsible for
issuing certificates. This field has been limited to local for this firmware release.

Server IP Enter the IP address of the TFTP server where the certificate files are located.

Certificate File Name

Enter the path and the filename of the certificate file to download. This file must have a .der
extension. (Ex. c:/cert.der)

Key File Name

Enter the path and the filename of the key file to download. This file must have a .der
extension (Ex. c:/pkey.der)

To set up the SSL function on the Switch, configure the following parameters andpigk

Parameter Description
Configuration
SSL Status Use the pull down menu to enable or disable the SSL status on the switch. The default is
Disabled.
Cache Timeout (60- This field will set the time between a new key exchange between a client and a host using
86400) the SSL function. A new SSL session is established every time the client and host go

through a key exchange. Specifying a longer timeout will allow the SSL session to reuse the
master key on future connections with that particular host, therefore speeding up the
negotiation process. The default setting is 600 seconds.

282




Ciphersuite

RSA with RC4 128
MD5

This ciphersuite combines the RSA key exchange, stream cipher RC4 encryption with 128-
bit keys and the MD5 Hash Algorithm. Use the pull down menu to enable or disable this
ciphersuite. This field is Enabled by default.

RSA with 3DES EDE
CBC SHA

This ciphersuite combines the RSA key exchange, CBC Block Cipher 3DES EDE
encryption and the SHA Hash Algorithm. Use the pull down menu to enable or disable this
ciphersuite. This field is Enabled by default.

DHS DSS with 3DES
EDE CBC SHA

This ciphersuite combines the DSA Diffie Hellman key exchange, CBC Block Cipher
3DES_EDE encryption and SHA Hash Algorithm. Use the pull down menu to enable or
disable this ciphersuite. This field is Enabled by default.

RSA EXPORT with
RC4 40 MD5

This ciphersuite combines the RSA Export key exchange and stream cipher RC4 encryption
with 40-bit keys. Use the pull down menu to enable or disable this ciphersuite. This field is
Enabled by default.

NOTE: Certain implementations concerning the function and configuration of SSL
are not available on the web-based management of this Switch and need to be
configured using the command line interface. For more information on SSL and its
functions, see the xStack DGS-3600 Series CLI Manual, located on the
documentation CD of this product.

NOTE: Enabling the SSL command will disable the web-based switch management.
To log on to the Switch again, the header of the URL must begin with https://.
Entering anything else into the address field of the web browser will result in an error
and no authentication will be granted.

283




SSH

SSH is an abbreviation of Secure Shelljchhis a program allowing secure remote login and secure network services over an
insecure network. It allows a secure login to remote host computers, a safe method of exaontiagdsoon a remote end node,
and will provide secure encrypted and authenticated comntiamichetween two non-trusted hes SSH, with its array of
unmatched security features is an essential tool in today’s networking environment. It is a powerful guardianuagaioss
existing security hazards thatmehreaten network communications.

The steps required to use the SSH protocol for secure communication between a remote PC (the SSH client) and tie Switch
SSH server) are as follows:

1. Create a user account with admin-level ssagsing the User Accounts window in thecurity Managementfolder.
This is identical to creating any other admin-level Usecduint on the Switch, including specifying a password. This
password is used to logon to the Switch, once a secure communication path has been establishe®8sing dtocol.

2. Configure the User Account to use a specified authorization method to identify users thainese tallestablish SSH
connections with the Switch using t8&H User Authenticationwindow. There are three choices as to the method SSH
will use to authorize the user, which &test BasedPasswordandPublic Key

3. Configure the encryption algorithm that SSH will use torgst and decrypt messages sent between the SSH client and
the SSH server, using ti¥SH Algorithm window.

4. Finally, enable SSH on the Switch using ®#&H Configuration window.

After completing the preceding steps, a SSH Client on a remotaP®e configured to manage the Switch using a secure, in
band connection.

SSH Server Configuration

The following window is used to configure and viewtisgs for the SSH server and can be opened by clickaayrity > SSH >
SSH Server Configuration

Figure 11- 51 SSH Server Configuration window
To configure the SSH serven the Switch, modify the following parameters and cAgiply:
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Parameter

Description

SSH Server Status

Use the pull-down menu to enable or disable SSH on the Switch. The default is Disabled.

Max Session (1-8)

Enter a value between 1 and 8 to set the number of users that may simultaneously access the
Switch. The default setting is 8.

Time Out (120-600)

Allows the user to set the connection timeout. The use may set a time between 120 and 600
seconds. The default setting is 120 seconds.

Auth. Fail (2-20)

Allows the Administrator to set the maximum number of attempts that a user may try to log on
to the SSH Server utilizing the SSH authentication. After the maximum number of attempts
has been exceeded, the Switch will be disconnected and the user must reconnect to the
Switch to attempt another login. The number of maximum attempts may be set between 2 and
20. The default setting is 2.

Session Rekeying

Using the pull-down menu uses this field to set the time period that the Switch will change the
security shell encryptions. The available options are Never, 10 min, 30 min, and 60 min. The
default setting is Never.

SSH Authentication Mode and Algorithm Settings

The SSH Algorithm window allows the|

configuration of the desired types of SSH

algorithms used for authenticatio
encryption. There ar four categories fo
algorithms listed and specific algorithmis d
each may be enabled or disabled by usi
their corresponding pull-down menus. All

=

algorithms are enablday default. To ope
the following window, click Security >
SSH > SSHAuthentication Mode and

Algorithm Settings:

Figure 11- 52. SSH Authenticate Mode and Algorithm Settings window
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The following algorithms may be set:

Parameter Description
SSH Authentication Mode and Algorithm Settings

Password This parameter may be enabled if the administrator wishes to use a locally configured
password for authentication on the Switch. The default is Enabled.

Public Key This parameter may be enabled if the administrator wishes to use a public key configuration
set on a SSH server, for authentication on the Switch. The default is Enabled.

Host-based This parameter may be enabled if the administrator wishes to use a host computer for
authentication. This parameter is intended for Linux users requiring SSH authentication
techniques and the host computer is running the Linux operating system with a SSH
program previously installed. The default is Enabled.

Encryption Algorithm

3DES-CBC Use the pull-down to enable or disable the Triple Data Encryption Standard encryption
algorithm with Cipher Block Chaining. The default is Enabled.

Blow-fish CBC Use the pull-down to enable or disable the Blowfish encryption algorithm with Cipher Block
Chaining. The default is Enabled.

AES128-CBC Use the pull-down to enable or disable the Advanced Encryption Standard AES128
encryption algorithm with Cipher Block Chaining. The default is Enabled.

AES192-CBC Use the pull-down to enable or disable the Advanced Encryption Standard AES192
encryption algorithm with Cipher Block Chaining. The default is Enabled.

AES256-CBC Use the pull-down to enable or disable the Advanced Encryption Standard AES-256
encryption algorithm with Cipher Block Chaining. The default is Enabled.

ARC4 Use the pull-down to enable or disable the Arcfour encryption algorithm with Cipher Block

Chaining. The default is Enabled.

Cast128-CBC

Use the pull-down to enable or disable the Cast128 encryption algorithm with Cipher Block
Chaining. The default is Enabled.

Twofish128 Use the pull-down to enable or disable the twofish128 encryption algorithm. The default is
Enabled.

Twofish192 Use the pull-down to enable or disable the twofish192 encryption algorithm. The default is
Enabled.

Twofish256 Use the pull-down to enable or disable the twofish256 encryption algorithm. The default is
Enabled.

Data Integrity Algorithm

HMAC-SHA1 Use the pull-down to enable or disable the HMAC (Hash for Message Authentication Code)
mechanism utilizing the Secure Hash algorithm. The default is Enabled.

HMAC-MD5 Use the pull-down to enable or disable the HMAC (Hash for Message Authentication Code)
mechanism utilizing the MD5 Message Digest encryption algorithm. The default is Enabled.

Public Key Algorithm

HMAC-RSA Use the pull-down to enable or disable the HMAC (Hash for Message Authentication Code)
mechanism utilizing the RSA encryption algorithm. The default is Enabled.

HMAC-DSA Use the pull-down to enable or disable the HMAC (Hash for Message Authentication Code)

mechanism utilizing the Digital Signature Algorithm encryption. The default is Enabled.

Click Apply to implement changes made.

286




SSH User Authentication

The following windows are
used to configure parameterg
for users attempting to access$
the Switch through SSH. To
access the following window,
click Security > SSH > SSH
User Authentication Mode

Figure 11- 53. SSH User Authenticate Mode window

In the example screen to the right, the
User Account “admin” has bee
previously set using the User Accounts
window in theAdministration folder. A
User Account MUST be set in order td s
the parameters for the SSH user. To
configure the parameters for a SSH user,
click on the hyperlinked User Name in th
Current Accounts window, which will
reveal the following window to configure.

Figure 11- 54. SSH User window

The user may set the following parameters:

Parameter Description

User Name Enter a User Name of no more than 15 characters to identify the SSH user. This User Name
must be a previously configured user account on the Switch.

Auth. Mode The administrator may choose one of the following to set the authorization for users attempting
to access the Switch.

Host Based — This parameter should be chosen to use a remote SSH server for authentication
purposes. Choosing this parameter requires the user to input the following information to identify
the SSH user.

x  Host Name — Enter an alphanumeric string of no more than 31 characters to identify
the remote SSH user.
x  Host IP — Enter the corresponding IP address of the SSH user.
Password — This parameter should be chosen to use an administrator-defined password for

authentication. Upon entry of this parameter, the Switch will prompt the administrator for a
password, and then to re-type the password for confirmation.

Public Key — This parameter should be chosen to use the publickey on a SSH server for
authentication.

Host Name Enter an alphanumeric string of no more than 32 characters to identify the remote SSH user.
This parameter is only used in conjunction with the Host Based choice in the Auth. Mode field.

Host IP Enter the corresponding IP address of the SSH user. This parameter is only used in conjunction
with the Host Based choice in the Auth. Mode field.

Click Apply to implement changes made.

NOTE: To set the SSH User Authentication parameters on the Switch, a User Account
must be previously configured. For more information on configuring local User Accounts on
the Switch, see the User Accounts section of this manual located in the Administration
section.
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Section 12

Monitoring

Device Status

Stacking Information
Module Information

CPU Utilization

Port Utilization

Packets

Errors

Packet Size

Browse Router Port
Browse MLD Router Port
VLAN Status

Port Access Control

MAC Address Table

IGMP Snooping Group
MLD Snooping Group
Trace Route

IGMP Snooping Forwarding
MLD Snooping Forwarding
IP Forwarding Table
Browse Routing Table
Browse IP Multicast Forwarding Table
Browse IP Multicast Interface Table
Browse IGMP Group Table
DVMRP Monitor

PIM Monitor

OSPF Monitor

Switch Logs

Browse ARP Table

Session Table

Device Status

The Device Status window displays status information for Internal Power, External Power, SidelRagkaFan.

Figure 12- 1. Device Status window
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Stacking Information

To change a switch’'s default stacking configunati(for example, the order in the stack), & Information in the
Configuration folder.

The number of switches in the switch stack (up to 12 total) are displayed in the upper right-hand corner of your web-Jeowser. -
icons are in the same order as their respective Unit numbignsthe Unit 1 switch corresponding to the icon in the upper lef
most corner of the icon group.

When the switches are properly interconnected through dpéonal Stacking Modules, information about the resulting switch

stack is displayed under ti¢ack Information link.

To view the stacking information, click on tBéacking Information link from theMonitoring folder:

Figure 12- 2. Stacking Information window

The Stacking Information window holds the following information:

Parameters Description

Box ID Displays the Switch’s order in the stack.

User Set Box ID can be assigned automatically (Auto), or can be assigned statically. The default is Auto .

Type Displays the model name of the corresponding switch in a stack.

Exist Denotes whether a switch does or does not exist in a stack.

Priority Displays the priority ID of the Switch. The lower the number, the higher the priority. The box
(switch) with the lowest priority number in the stack denotes the Primary Master switch.

MAC Address Displays the MAC address of the corresponding switch in the switch stack.

PROM Version

Shows the PROM in use for the Switch. This may be different from the values shown in the
illustration.

Runtime Version

Shows the firmware version in use for the Switch. This may be different from the values shown in
the illustrations.

H/W Version Shows the hardware version in use for the Switch. This may be different from the values shown
in the illustration.
Topology Show the current topology employed using this Switch.
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My Box ID Displays the Box ID of the Switch currently in use.

Master ID Displays the Unit ID number of the Primary Master of the Switch stack.
Backup Master Displays the Unit ID of the Backup Master of the switch stack.

Box Count Displays the number of switches in the switch stack.

Module Information

TheModule Information display in theMonitoring menu shows information about any installed modules.

Figure 12- 3. Module Information window

Module information displayed:

Parameter Description

ID The slot number where the module is installed.
Module Name The full name of the module installed.

Rev. No. The version of the installed module.

Serial The serial number of the module.

Description A brief description of the type of module.
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CPU Utilization

The CPU Utilization window displays the percentage of the CPU beiragluexpressed as an integer percentage and calculated
as a simple average by time intivTo view this window, open thdonitoring folder and click theCPU Utilization link.

Figure 12- 4. CPU Utilization window
Click Apply to implement the configured settings. The windei automatically refresh with new updated statistics

The information is described as follows:

Parameter Description

Time Interval Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number Select number of times the Switch will be polled between 20 and 200. The default value is
200.
Show/Hide These check boxes allow the user to choose the CPU utilization over increments of Five

Secs, One Min and Five Min. Each time increment will be displayed in the window as a
specifically colored line. Five seconds will be displayed as yellow, one minute as blue and
five minutes as pink.
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Port Utilization

The Utilization window displays the percentage of the total availddaiedwidth being used on the port. To view the port
utilization, open thélonitoring folder and then thBort Utilization link:

Figure 12- 5. Port Utilization window

First select a switch in the switch stackngsthe Unit pull-down menu and then select a Port number from its drop demun m
and clickApply to display the Port Utilization for a particular port. The following fields can be set:

Parameter Description

Time Interval Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Click Clear to refresh the graph. Cligkpply to set changes implemented.
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Packets

The Web Manager allows various packet statistics to be viewed as either a line gragifleorZix windows are offered.

Received (RX)

Click the Received (RX)link in the Packetsfolder of theMonitoring menu to view the followingraph of packets received on
the Switch.

Figure 12- 6. Rx Packets Analysis window (line graph for Bytes and Packets)

First select a switch in the switch stackngsthe Unit pull-down menu and then select a Port number from its drop demn m
and clickApply to display the Rx Packet analy$is a particular port. To view thReceived Packets Tableclick the linkView

Table which will show the following table:
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Figure 12- 7. Rx Packets Analysis window (table for Bytes and Packets)

The following fields may be set or viewed:

Parameter Description

Time Interval Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number gg(l)ect number of times the Switch will be polled between 20 and 200. The default value is

Bytes Counts the number of bytes received on the port.

Packets Counts the number of packets received on the port.

Show/Hide Check whether to display Bytes and Packets.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line graph.

View Line Chart Clicking this button instructs the Switch to display a line graph rather than a table.
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UMB Cast (RX)

Click the UMB Cast (RX) link in the Packetsfolder of theMonitoring menu to view the following graph of UMB cast packets
received on the Switch.

Figure 12- 8. Rx Packets Analysis window (line graph for Unicast, Multicast, and Broadcast Packets)

To view theUMB Cast Table, click theView Tablelink, which will show the following table:
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Figure 12- 9. Rx Packets Analysis window (table  for Unicast, Multicast, and Broadcast Packets)

The following fields may be set or viewed:

Parameter

Description

Time Interval

Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Unicast Counts the total number of good packets that were received by a unicast address.
Multicast Counts the total number of good packets that were received by a multicast address.
Broadcast Counts the total number of good packets that were received by a broadcast address.
Show/Hide Check whether or not to display Multicast, Broadcast, and Unicast Packets.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather than a table.
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Transmitted (TX)

Click the Transmitted (TX) link in the Packets folder of theMonitoring menu to view the following graph of packets
transmitted from the Switch.

Figure 12- 1 Q Tx Packets Analysis window (line graph for Bytes and Packets)

To view theTransmitted (TX) Table, click the linkView Table which will show the following table:
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Figure 12- 1 1 Tx Packets Analysis window (table for Bytes and Packets)

The following fields may be set or viewed:

Parameter Description

Time Interval Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Bytes Counts the number of bytes successfully sent on the port.

Packets Counts the number of packets successfully sent on the port.

Show/Hide Check whether or not to display Bytes and Packets.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line graph.

View Line Chart Clicking this button instructs the Switch to display a line graph rather than a table.
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Errors

The Web Manager allows port error statistics compiled by the Ssvitdmagement agent to be viewed as either a line graph or a
table. Four windows are offered.

Received (RX)

Click the Received (RX)link in theErrors folder of theMonitoring menu to view the following gph of error packets received
on the Switch.

Figure 12- 12. Rx Error Analysis window (line graph)

To view theReceived Error Packets Tableclick the linkView Table, which will show the following table:
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Figure 12- 1 3 Rx Error Analysis window (table)

The following fields can be set:

Parameter

Description

Time Interval

Select the desired setting between 1s and 60s, where "s" stands for seconds. The default value
is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200. The default value is 200.

Crc Error Counts otherwise valid packets that did not end on a byte (octet) boundary.

Under Size The number of packets detected that are less than the minimum permitted packets size of 64
bytes and have a good CRC. Undersize packets usually indicate collision fragments, a normal
network occurrence.

Over Size Counts packets received that were longer than the MAX_PKT_LEN. Internally, MAX_PKT_LEN
is equal to 1536 octets, or if a VLAN frame of 1540 octets was received.

Fragment The number of packets less than 64 bytes with either bad framing or an invalid CRC. These are
normally the result of collisions.

Jabber Counts the error packets that were received that exceeded 1518 bytes, or for VLAN frames,
1522 bytes, and less than the MAX_PKT_LEN. The MAX_PKT_LEN is equal to 1536 bytes, and
1540 bytes for a VLAN frame.

Drop The number of packets that are dropped by this port since the last Switch reboot.

Symbol Counts the number of packets received that have errors received in the symbol on the physical
labor.

Show/Hide Check whether or not to display Crc Error, Under Size, Over Size, Fragment, Jabber, and Drop
errors.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather than a table.
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Transmitted (TX)

Click the Transmitted (TX) link in the Error folder of theMonitoring menu to view the followinggraph of error packets
received on the Switch.

Figure 12- 14. Tx Error Analysis window (line graph)

To view theTransmitted Error Packets Table, click the linkView Table which will show the following table:
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Figure 12- 15. Tx Error Analysis window (table)

The following fields may be set or viewed:

Parameter

Description

Time Interval

Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200. The default value is
200.

ExDefer Counts the number of packets for which the first transmission attempt on a particular
interface was delayed because the medium was busy.

CRC Error Counts otherwise valid packets that did not end on a byte (octet) boundary.

LateColl Counts the number of times that a collision is detected later than 512 bit-times into the
transmission of a packet.

ExColl Excessive Collisions. The number of packets for which transmission failed due to excessive
collisions.

SingCaoll Single Collision Frames. The number of successfully transmitted packets for which
transmission is inhibited by more than one collision.

Coll An estimate of the total number of collisions on this network segment.

Show/Hide Check whether or not to display ExDefer, LateColl, ExColl, SingColl, and Coll errors.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather than a table.
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Packet Size

The Web Manager allows packets received by the Switch, arrangedgroups and classed by size, to be viewed as either a lin
graph or a table. Two windows are offered.

Figure 12- 16. Rx Size Analysis window (line graph)
To view the Packet Size Analis Table, click the linkiew Table which will show the following table:
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Figure 12- 17. Tx/Rx Packet Size Analysis window (table)

The following fields can be set or viewed:

Parameter

Description

Time Interval

Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200. The default value is 200.

64 The total number of packets (including bad packets) received that were 64 octets in length
(excluding framing bits but including FCS octets).

65-127 The total number of packets (including bad packets) received that were between 65 and 127
octets in length inclusive (excluding framing bits but including FCS octets).

128-255 The total number of packets (including bad packets) received that were between 128 and 255
octets in length inclusive (excluding framing bits but including FCS octets).

256-511 The total number of packets (including bad packets) received that were between 256 and 511
octets in length inclusive (excluding framing bits but including FCS octets).

512-1023 The total number of packets (including bad packets) received that were between 512 and 1023
octets in length inclusive (excluding framing bits but including FCS octets).

1024-1518 The total number of packets (including bad packets) received that were between 1024 and
1518 octets in length inclusive (excluding framing bits but including FCS octets).

Show/Hide Check whether or not to display 64, 65-127, 128-255, 256-511, 512-1023, and 1024-1518
packets received.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather than a table.

304




Browse Router Port

This displays which of the Switch's ports are currently configured as router ports. A ratiteorgigured by a user (usinge
console or Web-based management interfaces) is displayed as a static router porteddsigdab designates a router pbettt
is dynamically configured by the Switch. To view the following window, openMbaeitoring folder and click theBrowse
Router Port link.

Figure 12- 18. Browse Router Port window

Browse MLD Router Port

This displays which of the Switch’s portseacurrently configured as router portsiPv6. A router port enfigured by a user
(using the console or Web-based management interfaces) is displayed as a static router port, desgy#atedtby port that is
dynamically configured by the Switch is designateddand a Forbidden port is designatedoy

Figure 12- 19. Browse MLD Snooping Router Port window

VLAN Status

This allows the VLAN status for each oktlswitch's ports to be viewed by VLAN. Thisndow displays th ports on the Switch
that are currentlyfEgress [E) or Tag () ports. To view the following table, open tMonitoring folder and click the/LAN
StatusLink. To view the next VLAN in the list, click theext button.

Figure 12- 20. VLAN Status window
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Port Access Control

The following screens are used to monitor 802.1X siedi®f the Switch, on a per port basis. To viewRogt Access Control
screens, open the monitagi folder and click th@®ort Access Controlfolder. There are sigcreens to monitor.

NOTE: The Authenticator State cannot be viewed on the Switch unless
802.1X is enabled by port or by MAC address. To enable 802.1X, go to
the DGS-3600 Web Management Tool menu.

Authenticator State

The following section describes the 802.1X Status [on
the Switch. To view the Atenticator State, click
Monitoring > Port Access Control > Authenticator
State.

This window displays theAuthenticator State for
individual ports on a selected device. A polling
interval betweerd and60 seconds can be set using the
drop-down menu at the top of the window and clicking

OK.

The information on this window is described as
follows:

Parameter Description

Auth PAE The Authenticator PAE State
State value can be: Initialize,
Disconnected, Connecting,
Authenticating,  Authenticated,
Aborting, Held, Force_ Auth,
Force_Unauth, or N/A. N/A (Not
Available) indicates that the
port's authenticator capability is
disabled.

Backend The Backend Authentication

State State can be Request,
Response, Success, Fail, Time-
out, Idle, Initialize, or N/A. N/A
(Not Available) indicates that the
port's authenticator capability is

disabled.
Port Controlled Port Status can be Figure 12- 21. Authenticator State windo w
Status Authorized, Unauthorized, or

N/A.

The user may also view this window if MAC Base is chosen for 802.1X. The window ditidagame information, except that it
is by MAC address and not port.
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Figure 12- 2 2 Authenticator State window — MAC-Based 802.1X
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Authenticator Statistics

This table contains the statistics objects for the Authenti€& associated with each port. &Antry appears in this tabfer
each port that supports the Autkieator function. To view théuthenticator Statistics, clicklonitoring > Port Access Control
> Authenticator Statistics.

The user may also select the desired time interval to update the statistics, Heteue@®0s where “s” stands for seconds. The

Figure 12- 2 3 Authenticator Statistics window

default value is one second.

The following fields can be viewed:

Parameter Description

Port The identification number assigned to the Port by the System in which the Port resides.

Frames Rx The number of valid EAPOL frames that have been received by this Authenticator.

Frames Tx The number of EAPOL frames that have been transmitted by this Authenticator.

Rx Start The number of EAPOL Start frames that have been received by this Authenticator.

TxReqld The number of EAP Req/Id frames that have been transmitted by this Authenticator.

RxLogOff The number of EAPOL Logoff frames that have been received by this Authenticator.

Tx Req The number of EAP Request frames (other than Rg/ld frames) that have been transmitted by this
Authenticator.

Rx Respld The number of EAP Resp/Id frames that have been received by this Authenticator.

Rx Resp The number of valid EAP Response frames (other than Resp/Id frames) that have been received
by this Authenticator.

Rx Invalid The number of EAPOL frames that have been received by this Authenticator in which the frame
type is not recognized.

Rx Error The number of EAPOL frames that have been received by this Authenticator in which the Packet

Body Length field is invalid.

Last Version

The protocol version number carried in the most recently received EAPOL frame.

Last Source

The source MAC address carried in the most recently received EAPOL frame.
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Authenticator Session Statistics

This table contains the session statistics objects for the Authentgsifoassociated with each port. An entry appears éntéhie
for each port that supports the Authenticator function. To vievAthkenticator Session Statistics click Monitoring > Port
Access Control > Authentcator Session Statistics

Figure 12- 24. Authenticator Session Statistics window

The user may also select the desired time interval to update the statistics, Heteue@®0s where “s” stands for seconds. The
default value is one second.

The following fields can be viewed:

Parameter Description

Port The identification number assigned to the Port by the System in which the Port resides.

Octets Rx The number of octets received in user data frames on this port during the session.

Octets Tx The number of octets transmitted in user data frames on this port during the session.

Frames Rx The number of user data frames received on this port during the session.

Frames Tx The number of user data frames transmitted on this port during the session.

ID A unique identifier for the session, in the form of a printable ASCII string of at least three
characters.

Authentic Method The authentication method used to establish the session. Valid Authentic Methods include:

(1) Remote Authentic Server - The Authentication Server is external to the Authenticator’s

System.
(2) Local Authentic Server - The Authentication Server is located within the Authenticator's
System.

Time The duration of the session in seconds.

Terminate Cause The reason for the session termination. There are eight possible reasons for termination.
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1) Supplicant Logoff

2) Port Failure

3) Supplicant Restart

4) Reauthentication Failure

5) AuthControlledPortControl set to ForceUnauthorized
6) Port re-initialization

7) Port Administratively Disabled

8) Not Terminated Yet

UserName

The User-Name representing the identity of the Supplicant PAE.

Authenticator Diagnostics

This table contains the diagnostic information regarding theatipe of the Authenticator assatéd with each port. An entry
appears in this table for each port thapmurts the Authenticator function. To view tlaithenticator Diagnostics click
Monitoring > Port Access Contrd > Authenticator Diagnostics

The user may select the desired time interval to update the statistics, bésnaah60s where “s” stands for seconds. The

Figure 12- 25. Authenticator Diagnostics window

default value is one second.

The following fields can be viewed:

Parameter

Description

Port

The identification number assigned to the Port by the System in which the Port resides.

Connect Enter

Counts the number of times that the state machine transitions to the CONNECTING state from
any other state.

Connect LogOff

Counts the number of times that the state machine transitions from CONNECTING to
DISCONNECTED as a result of receiving an EAPOL-Logoff message.

Auth Enter

Counts the number of times that the state machine transitions from CONNECTING to
AUTHENTICATING, as a result of an EAP-Response/ldentity message being received from the
Supplicant.

Auth Success

Counts the number of times that the state machine transitions from AUTHENTICATING to
AUTHENTICATED, as a result of the Backend Authentication state machine indicating
successful authentication of the Supplicant (authSuccess = TRUE).

Auth Timeout

Counts the number of times that the state machine transitions from AUTHENTICATING to
ABORTING, as a result of the Backend Authentication state machine indicating authentication
timeout (authTimeout = TRUE).
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Auth Fail

Counts the number of times that the state machine transitions from AUTHENTICATING to
HELD, as a result of the Backend Authentication state machine indicating authentication failure
(authFail = TRUE).

Auth Reauth

Counts the number of times that the state machine transitions from AUTHENTICATING to
ABORTING, as a result of a reauthentication request (reAuthenticate = TRUE).

Auth Start Counts the number of times that the state machine transitions from AUTHENTICATING to
ABORTING, as a result of an EAPOL-Start message being received from the Supplicant.
Auth LogOff Counts the number of times that the state machine transitions from AUTHENTICATING to

ABORTING, as a result of an EAPOL-Logoff message being received from the Supplicant.

Authed Reauth

Counts the number of times that the state machine transitions from AUTHENTICATED to
CONNECTING, as a result of a reauthentication request (reAuthenticate = TRUE).

Authed Start

Counts the number of times that the state machine transitions from AUTHENTICATED to
CONNECTING, as a result of an EAPOL-Start message being received from the Supplicant.

Authed LogOff

Counts the number of times that the state machine transitions from AUTHENTICATED to
DISCONNECTED, as a result of an EAPOL-Logoff message being received from the
Supplicant.

Responses

Counts the number of times that the state machine sends an initial Access-Request packet to
the Authentication server (i.e., executes sendRespToServer on entry to the RESPONSE state).
Indicates that the Authenticator attempted communication with the Authentication Server.

AccessChallenges

Counts the number of times that the state machine receives an initial Access-Challenge packet
from the Authentication server (i.e., aReq becomes TRUE, causing exit from the RESPONSE
state). Indicates that the Authentication Server has communication with the Authenticator.

OtherReqToSupp Counts the number of times that the state machine sends an EAP-Request packet (other than
an ldentity, Notification, Failure, or Success message) to the Supplicant (i.e., executes txReq on
entry to the REQUEST state). Indicates that the Authenticator chose an EAP-method.

NonNakRespFrom Counts the number of times that the state machine receives a response from the Supplicant to

Sup an initial EAP-Request, and the response is something other than EAP-NAK (i.e., rxResp

becomes TRUE, causing the state machine to transition from REQUEST to RESPONSE, and
the response is not an EAP-NAK). Indicates that the Supplicant can respond to the
Authenticator’'s chosen EAP-method.

Bac Auth Success

Counts the number of times that the state machine receives an Accept message from the
Authentication Server (i.e., aSuccess becomes TRUE, causing a transition from RESPONSE to
SUCCESS). Indicates that the Supplicant has successfully authenticated to the Authentication
Server.

Bac Auth Fail

Counts the number of times that the state machine receives a Reject message from the
Authentication Server (i.e., aFail becomes TRUE, causing a transition from RESPONSE to
FAIL). Indicates that the Supplicant has not authenticated to the Authentication Server.
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RADIUS Authentication

This table contains information concerning the activity of theDRFS authentication client on the client side of the RADIUS
authentication protocol. It has one row for each RADIUS autheiaticaerver with which the cliersthares a secret. To vieweth

RADIUS Authentication, click Monitoring > Port Access Control > RADIUS Authentication.

The user may also select the desired time interval to update the statistics, Heteued®0s where “s” stands for seconds. The

Figure 12- 26. RADIUS Authentication window

default value is one second. To clés current statistics shown, click tGé&ear button in the top left hand corner.

The following fields can be viewed:

Parameter

Description

Serverindex

The identification number assigned to each RADIUS Authentication server that the client
shares a secret with.

InvalidServerAddr

The number of RADIUS Access-Response packets received from unknown addresses.

Identifier The NAS-Identifier of the RADIUS authentication client. (This is not necessarily the same as
sysName in MIB II.)

AuthServerAddr The (conceptual) table listing the RADIUS authentication servers with which the client
shares a secret.

ServerPortNumber The UDP port the client is using to send requests to this server.

RoundTripTime The time interval (in hundredths of a second) between the most recent Access-
Reply/Access-Challenge and the Access-Request that matched it from this RADIUS
authentication server.

AccessRequests The number of RADIUS Access-Request packets sent to this server. This does not include
retransmissions.

AccessRetrans The number of RADIUS Access-Request packets retransmitted to this RADIUS
authentication server.

AccessAccepts The number of RADIUS Access-Accept packets (valid or invalid) received from this server.

AccessRejects

The number of RADIUS Access-Reject packets (valid or invalid) received from this server.

AccessChallenges

The number of RADIUS Access-Challenge packets (valid or invalid) received from this
server.

AccessResponses The number of malformed RADIUS Access-Response packets received from this server.
Malformed packets include packets with an invalid length. Bad authenticators or Signature
attributes or known types are not included as malformed access responses.

BadAuthenticators The number of RADIUS Access-Response packets containing invalid authenticators or

Signature attributes received from this server.
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PendingRequests The number of RADIUS Access-Request packets destined for this server that have not yet
timed out or received a response. This variable is incremented when an Access-Request is
sent and decremented due to receipt of an Access-Accept, Access-Reject or Access-
Challenge, a timeout or retransmission.

Timeouts The number of authentication timeouts to this server. After a timeout the client may retry to
the same server, send to a different server, or give up. A retry to the same server is counted
as a retransmit as well as a timeout. A send to a different server is counted as a Request as
well as a timeout.

UnknownTypes The number of RADIUS packets of unknown type which were received from this server on
the authentication port

PacketsDropped The number of RADIUS packets of which were received from this server on the
authentication port and dropped for some other reason.

RADIUS Accounting

This window shows managed objects utmdmanaging RADIUS accounting clientsycathe current statistics associated with
them. It has one row for each RADIUS authentication setlat the client shares a secret with. To view RAEDIUS
Accounting, click Monitoring > Port Access Control > RADIUS Accounting

Figure 12- 2 7 RADIUS Accounting window

The user may also select the desired time interval to update the statistics, Heteued®0s where “s” stands for seconds. The
default value is one second. To clés current statistics shown, click tGéear button in the top left hand corner.

The following fields can be viewed:

Parameter Description

Serverindex The identification number assigned to each RADIUS Accounting server that the client
shares a secret with.

InvalidServerAddr The number of RADIUS Accounting-Response packets received from unknown addresses.

Identifier The NAS-Identifier of the RADIUS accounting client. (This is not necessarily the same as
sysName in MIB II.)

ServerAddress The (conceptual) table listing the RADIUS accounting servers with which the client shares a
secret.

ServerPortNumber The UDP port the client is using to send requests to this server.

RoundTripTime The time interval between the most recent Accounting-Response and the Accounting-

Request that matched it from this RADIUS accounting server.

Requests The number of RADIUS Accounting-Request packets sent. This does not include
retransmissions.

Retransmissions The number of RADIUS Accounting-Request packets retransmitted to this RADIUS
accounting server. Retransmissions include retries where the Identifier and Acct-Delay have
been updated, as well as those in which they remain the same.

Responses The number of RADIUS packets received on the accounting port from this server.
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MalformedResponses

The number of malformed RADIUS Accounting-Response packets received from this
server. Malformed packets include packets with an invalid length. Bad authenticators and
unknown types are not included as malformed accounting responses.

BadAuthenticators

The number of RADIUS Accounting-Response packets, which contained invalid
authenticators, received from this server.

PendingRequests

The number of RADIUS Accounting-Request packets sent to this server that have not yet
timed out or received a response. This variable is incremented when an Accounting-
Request is sent and decremented due to receipt of an Accounting-Response, a timeout or a
retransmission.

Timeouts

The number of accounting timeouts to this server. After a timeout the client may retry to the
same server, send to a different server, or give up. A retry to the same server is counted as
a retransmit as well as a timeout. A send to a different server is counted as an Accounting-
Request as well as a timeout.

UnknownTypes

The number of RADIUS packets of unknown type that were received from this server on the
accounting port.

PacketsDropped

The number of RADIUS packets, which were received from this server on the accounting
port and dropped for some other reason.
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MAC Address Table

This allows the Switch's dynamic MAC address forwarding

table to be viewed. When the Switch learns an associatipn

between a MAC address and a port number, it makes an entr
into its forwarding table. Tése entries are then used tg
forward packets through the Switch.

To view the MAC Address forwarding table, from the
Monitoring menu, click thevAC Address Table link:

Figure 12- 28 MAC Address Table wind ow

The following fields can be viewed or set:

Parameter Description

VLAN Name Enter a VLAN Name for which to browse the forwarding table.

MAC Address Enter a MAC address for which to browse the forwarding table.

Find Allows the user to move to a sector of the database corresponding to a user defined port,
VLAN, or MAC address.

VID The VLAN ID of the VLAN the port is a member of.

MAC Address The MAC address entered into the address table.

Port The port that the MAC address above corresponds to.

Type How the Switch discovered the MAC address. The possible entries are Dynamic, Self, and
Static.

Next Click this button to view the next page of the address table.

Clear Dynamic Entry

Clicking this button will clear Dynamic entries learned by the Switch. This may be
accomplished by VLAN Name or by Port.

View All Entry

Clicking this button will allow the user to view all entries of the address table.

Clear All Entry

Clicking this button will allow the user to delete all entries of the address table.
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IGMP Snooping Group

IGMP Snooping allows the Switch to read the Multicast Grii@ddress and the correspomgd MAC address from IGMP
packets that pass through the Switch. The number of IGMP reports that were snooped is disgiteyBe&ports field. To view
thelGMP Snooping Group Table, click IGMP Snooping Group in theMonitoring menu:

Figure 12- 2 9 IGMP Snooping Group Table window
The user may search tHeMP Snooping Tablby entering the VLAN Name in the top left hand corner and clickearch

NOTE: The Switch supports up to 256 IGMP Snooping groups.

The following field can be viewed:

Parameter Description

VLAN Name The VLAN Name of the multicast group.

Multicast Group The IP address of the multicast group.

MAC Address The MAC address of the multicast group.

Reports The total number of reports received for this group.

Port Member These are the ports where the IGMP packets were snooped are displayed.
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MLD Snooping Group

The following window allows the user to view MLD Snooping Groups present on the Switch. MLD Snooping is an IPv6 functiol
comparable to IGMP Snooping for IPv4. Theer may browse this table by VLAN Nampeesent in the switch by entering that
VLAN Name in the empty field shown below, and clicking the Search button. The number ofégbBs that were snooped is
displayed in thé&keportsfield.

To view thelGMP Snooping Group Table, clickIGMP Snooping Group on theMonitoring menu:

Figure 12- 3Q MLD Snooping Group Table window
The following field can be viewed:

Parameter Description

VLAN Name The VLAN Name of the MLD multicast group.
Multicast Group The IP address of the MLD multicast group.

MAC Address The MAC address of the MLD multicast group.
Reports The total number of reports received for this group.

NOTE: To configure MLD snooping for the xStack DGS-3600 Series switch, go to the
Administration folder and select MLD Snooping . Configuration and other information
concerning IGMP snooping may be found in Section 6 of this manual under MLD
Snooping .
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Trace Route

The following window will aid the user in back tracing the route taken by a packet before arriving at the Switch. Wheh initiate
the Trace Route program will displélye IP addresses of the previduaps a packet takes from tharget IP Address entered in
the window, until it eaches the Switch.

Figure 12- 3 1 Traceroute window

To trace the route of a packet, set the following parameters located in this window, aSdactick

Parameter Description

Target IP Address Enter the IP address of the computer to be traced.

TTL The time to live value of the trace route request. This is the maximum number of routers the
traceroute command will cross while seeking the network path between two devices.

Port The virtual port number. The port number must be above 1024.The value range is from 30000
to 64900.
Timeout Defines the time-out period while waiting for a response from the remote device. The user may

choose an entry between 1 and 65535 seconds.

Probe The probe value is the number of times the Switch will send probe packets to the next hop on
the intended traceroute path. The default is 1.
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IGMP Snooping Forwarding

This window will display the current multicast forwarding entries learned by IGMP Snooping. To view the following screen, ope
theMonitoring folder and click théGMP Snooping Forwarding link.

Figure 12- 3 2 IGMP Snooping Forwarding Table window
The user may search tHeMP Snooping Forwarding Table by VLAN Name using the top left hand corn8earch
The following field can be viewed:

Parameter Description

VLAN Name The VLAN Name where multicast packets are being received.

Source IP The Source IP address that is sending multicast packets.

Multicast Group The Multicast IP address located in the multicast packet.

Port Member These are the ports where the IP multicast packets are being forwarded.
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MLD Snooping Forwarding

This window will display the current multicast forwarding enttesned by MLD Snooping. To view the following screen, open
theMonitoring folder and click théVILD Snooping Forwarding link.

Figure 12- 3 3 MLD Snooping Forwarding Table window
The user may search tHeMP Snooping Forwarding Table by VLAN Name using the top left hand corn8earch
The following field can be viewed:

Parameter Description

VLAN Name The VLAN Name where multicast packets are being received.

Source IP The Source IP address that is sending multicast packets.

Multicast Group The Multicast IP address located in the multicast packet.

Port Member These are the ports where the IP multicast packets are being forwarded.
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IP Forwarding Table

The IP Forwarding Table may be found in th&lonitoring menu under théP Forwarding Table link. The IP Forwarding
Table is a read-only screen where the user may view IP addressesetied by the Switch. To selra specific IP address, enter
it into the field labeledP Address at the top of the screen and cli€kd to begin your search.

Figure 12- 34 IP Forwarding Table window
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Browse Routing Table

TheBrowse Routing Tablewindow may be found in thilonitoring menu. This screen shows the current IP routing table of the
Switch. To find a specific IP route, enter an IP address int®#éstination Addressfield along with a proper subnet mask into

theMask field and clickFind.

Figure 12- 3 5 Routing Table window

Browse IP Multicast Forwarding Table

The IP Multicast Forwarding Table window may be found in th&lonitoring menu in theLayer 3 Feature folder. This
window will show current IP multicasting information on the Shitdo search a specific entry, enter an multicast group IP

address into th®lulticast Group field or aSource IPaddress and clickind.

Figure 12- 3 6 IP Multicast Forwarding Table window

Browse IP Multicast Interface Table

The Browse IP Multicast Interface Table window may be found in thilonitoring menu in theLayer 3 Feature folder. This
window will show current IP multicasting infaces located on the Switch. To search a specific entry, enter a multicascmterf

name into thénterface Namefield or choose &rotocol from the pull down list and clickind.

Figure 12- 3 7. IP Multicast Interface window
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Browse IGMP Group Table

The Browse IGMP Group Table window
may be found in thé/lonitoring menu. This
window will show currentGMP group entries
on the Switch. To search a specific IGMP
group entry, enter an interface name into th
Interface Name field or aMulticast Group

IP address and clidkind.

11%

Figure 12- 38. IGMP Group Table window

DVMRP Monitoring

This menu allows thBVMRP (Distance-Vector Multicast RoutinProtocol) to be monitored for each IP interface defined on the
Switch. This folder, found in thklonitoring folder, offers 3 screens for monitoringrowse DVMRP Routing Table Browse
DVMRP Neighbor Address TableandBrowse DVMRP Routing Next Hop Table

Browse DVMRP Routing Table

Multicast routing information is gathered can
stored by DVMRP in thdODVMRP Routing
Table, which may be found in thilonitorin g
folder under Browse DVMRP Monitoring ,
contains one row for each port in a DVMRP
mode. Each routing entry contains informatio
about the source and multicast groupd an
incoming and outgoing interfaces. You may
define your search by entering Source IP
Address and its subnet mask into the fields a
the tm of thepage, and clickBrowse

Figure 12- 39. DVMRP Routing Table window

Browse DVMRP Neighbor Table

This table, found in thélonitoring menu unde
DVMRP Monitor > Browse DVMRP Neighbor
Table contains information about DVMRP
neighbors of the Switch. Tgearch this table, emte
either aninterface Name or Neighbor Address
into the respective fieldnd click theFind button.
DVMRP neighbors of that entry will appear in the
DVMRP Neighbor Table below.

Figure 12- 40. DVMRP Neighbor Table window

Browse DVMRP Routing Next Hop Table

The DVMRP Routing Next Hop Table contains
information regarding the next-hop for forwarding
multicast packets on tgoing interfaces. E#c
entry in theDVMRP Routing Next Hop Table
refers to the next-hop of a specific sourceato
specific multicast group address. This table is
found in the Monitoring menu underDVMRP
Monitoring, with the headingBrowse DVMRP
Routing Next Hop Table. To search this table,
enter either aninterface Name or Source IP
éﬂ%rezit'tgtno_ t?ﬁereﬁg)‘jtc“xgpf"f)'lfh”tﬂaf“%‘vmgp Figure 12- 41. DVMRP Routing Next Hop Table window
Routing entry will appear in thBVMRP Routing

Next Hon Tahle helow
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PIM Monitoring

Multicast routers usBrotocol Independent Multicast (PIM) to determine which other multicast routers should receive multicast
packets. To find out more information concerning PIM and its configuration on thehSwie thdP Multicast Routing
Protocol chapter of Section & onfiguration.

Browse PIM Neighbor Table

ThePIM Neighbor Table contains information regarding each of a router’s PIM neighbors. This screen may be found by clicking
Monitoring > PIM Monitor > Browse PIM Neighbor Table. To search this table, enter eitheraterface Name or Neighbor
Addressinto the respective fieldnd click theFind button. PIM neighbors of thantry will appear in th&IM Neighbor Table

below.

Figure 9- 8. PIM Neighbor Address Table window

Browse PIM IP Multicast Route Table

The PIM IP MRoute Table is used to view information regardiegntinlticast data route entriestime Switch. This screen may
be found by clickindMonitoring > PIM Monitor > Browse PIM IP MRoute Table.

Figure 9- 9. PIM IP Mulicast Route Table window

Browse PIM RP Set Table

The following window is used to assess
information regarding the Rendezvous PRoin
(RP) Set on the Switch. This screen may be
found by clicking Monitoring > PIM
Monitor > Browse PIM RP Set Table.

Figure 9- 10. PIM RP Set Table window
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OSPF Monitoring

This section offers windows regarding OSPF (Open SétoRath First) information on the Switch, including @8PF LSDB
Table, OSPF Neighbor Tableand theOSPF Virtual Neighbor Table. To view these tables, open tRnitoring folder and
click OSPF Monitoring.

Browse OSPF LSDB Table

This table, located in thilonitoring folder, can be found in th@SPF Monitor folder, by clicking on th&rowse OSPF LSDB
Table link. The OSPF LSDB Tabledisplays the current link-state databasesa by the OSPF routimgrotocol on a per-OSPF
area basis.

Figure 12- 42. OSPF LSDB Table window
The user may search for a specific eftyyentering the following information into the fields at the top of the screen:

To browse th@OSPF LSDB Table you first must select which browse method you want to use iBebech Typefield. The
choices ardll, Area ID, Advertise Router IDLSDB Area ID & Advertise Router I[PArea ID & LSDB andAdvertise Router ID
& LSDB.

If Area IDis selected as the browse metho@rsisnust enter the IP address inAlnea ID field, and then clickind.
If Adv. Router IDs selected, users must enter the IP address idheRouter ID field, and then clickFind.

If LSDB is selected, users must select the type of link sRER(ink NETLink, Summary ASSummaryASExtLinkand
NSSA_EXJin theLSDB Type field, and then clickind.

The following fields are displayed in ti@SPF LSDB Table

Parameter Description

Area ID Allows the entry of an OSPF Area ID. This Area ID will then be used to search the table, and
display an entry if there is one.

Adv. Router ID Displays the Advertising Router’s ID.

LSDB Type Displays which one of eight types of link advertisements by which the current link was
discovered by the Switch: All, Router link (RTRLink), Network link (NETLink), Summary link
(Summary), Autonomous System link (ASSummary), Autonomous System external link
(ASExternal), and NSSA_EXT (Not So Stubby Area external)

Link State ID This field identifies the portion of the Internet environment that is being described by the
advertisement. The contents of this field depend on the advertisement's LS type.
LS Type Link State 1D
1 The originating router's Router ID.
2 The IP interface address of the network's Designated Router.
3 The destination network's IP address.
4 The Router ID of the described AS boundary router.
Cost Displays the cost of the table entry.
Sequence Displays a sequence number corresponding to number of times the current link has been

advertised as changed.
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Browse OSPF Neighbor Table

This table can be found in ti@SPF Monitoring folder by clicking on th&rowse OSPF Neighbor Tabldink. Routers that are
connected to the same area grsent become neighbors in tteaea. Neighbors are elected via the Hello protocol. IP multicas
is used to send out Hello packets to other routers on the sedroerers become neighbors when they see themselves listed in
Hello packet sent by another router on the same segmetitisimvay, two-way communication is guaranteed to be possible
between any two-neighbor routers. This table displays OSPF neighbors of the Switch.

Figure 12- 4 3 OSPF Neighbor Table window

To search for OSPF neighboenter an IP address and clieind. Valid OSPF neighbors will appear in t@SPF Neighbor
Table below.

Browse OSPF Virtual Neighbor Table

This table can be found in tiMdonitoring folder by clicking on thdrowse OSPF Virtual Neighbor Tablelink in the OSPF
Monitoring folder. This table displays a list ¥irtual OSPF Neighbors of the Switch. The user mahoose specifically search
a virtual neighbor by using one of the two search options at the top of the screen, which are:

Parameter Description

Transit Area ID Allows the entry of an OSPF Area ID previously defined on the Switch that allows a
remote area to communicate with the backbone (area 0). A Transit Area cannot be a Stub
Area or a Backbone Area.

Virtual Neighbor The OSPF router ID for the remote router. This IP address uniquely identifies the remote
Router ID area’s Area Border Router.

Figure 12- 4 A0SPF Virtual Neighbor Table window
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Switch Logs

The Web manager allows the Switch's history log, as compiled by the Switch's management agent, to be viewed. &lo view
Switch history log, open thidonitoring folder and click theswitch Log link.

Figure 12- 45 Log Type Selection windows

The Switch can record event information in its own logs, tagdeséd SNMP trap receiving stats, and to the PC connected to
the console manager. Clitlext to go to the next page of tisavitch History Log. Clicking Clear will allow the user to clear the
Switch History Log.

The information in the table is categorized as:

Parameter Description

Type Choose the type of log to view. There are two choices:
Regular Log — Choose this option to view regular switch log entries, such as logins or firmware
transfers.

Attack Log — Choose this option to view attack log files, such as spoofing attacks.

Unit Choose the Unit ID of the switch in the switch stack for which to view the switch log.

Sequence A counter incremented whenever an entry to the Switch's history log is made. The table displays
the last entry (highest sequence number) first.

Time Displays the time in days, hours, and minutes since the Switch generated the log file.

Log Text Displays text describing the event that triggered the history log entry.
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Browse ARP Table

The Browse ARP Tablewindow may be found in the
Monitoring menu. This window will show current ARP
entries on the Switch. To ah a specific ARP entry,
enter an interface name into th@erface Name or an
IP address and click Find. To clear theARP Table,
click Clear All.

Session Table

Figure 12- 46. ARP Table window

This window displays the management sessions since the Switch was last rebooted.

Figure 12- 4 7. Current Session Table window
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Section 13

Switch Maintenance

Reset

Reboot System
Save Changes
Log Out

Reset

The Reset function has several options when resetting the Switch. Some of the current tonfgareameters can be retained
while resetting all other configuration parameters to their factory defaults.

NOTE: Only the Reset System option will enter the factory default parameters into the Switch's
non-volatile RAM, and then restart the Switch. All other options enter the factory defaults into the
current configuration, but do not save this configuration. Reset System will return the Switch's
configuration to the state it was when it left the factory

Reset gives the option of retaining theitst's User Accounts and History Log while resetting all other configuration paramete
to their factory defaults. If the Switch is reset using this window Sawé Changess not executed, the Switch will return to the
last saved configuration when rebooted.

Figure 13- 1. Reset window

Reboot System

The following window is used to restart the
Switch.

All of the configurationinformation entered fim
the last timeSave Changesvas executed will be
lost. Click the Reboot button to restart the
Switch.

Figure 13- 2. Reboot System window
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Save Services

The following three windows will aid the usersaving configurations to the Switch’s memory.

Save Changes

The Switch has two levels of memory,rmal RAM and non-volatile oNV-RAM. Configuration clanges are made effective
clicking theSavebutton When this is done, the settings will be immediately applied to the switching software in RAM, and will
immediately take effect.

Some settings, though, require you to restart the Switch bifeyewill take effect. Resting the Switch erases all setts i
RAM and reloads the stored settings from the NV-RAM. Thuss itecessary to save all setting changes to NV-RAM before
rebooting the switch.

To retain any configuration changes permanently, click orSthebutton in theSave Changesnenu. The save options allow
one alternative configuration image to be stored.

Figure 13- 3. Save Changes window
The Save Changes options include:

X Save Configuration.Users may save the configuration to the interraflmemory of the Switch. To name the file, click
the check box and enter the path of the filename to noeihiz file as. All configuation files should start wit8:/ . To use
this file for configuration it must be designated asBbetconfiguration using th€onfig Current Setting menu Save
Services > Config Current Setting.

X Save Logto save only the current log.
X Save Allto save the current configuration file indexed as Image file 1 and save the current log.

Once theéSave buttonhas been clicked, the following window will appear, confirming that the settings have been saved.

Figure 13- 4. Save Settings window
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Current Configuration Settings

The Configuration Settings window allows users to manipulate configuration images saved in the Flash memory of the Switch
To access the following window, clidave Services > Configuration Settings

Figure 13- 5. Configuration Settings window

This window offers the following information:

Parameter Description
Configuration File Enter the configuration file located on the Flash drive to be altered.
Action This field has two options for configuration.

x  Boot_up — Select this option to set the configuration file specified above as the boot
up configuration for the Switch. This saved configuration will be set as the boot up
file after a switch reboot has been performed. The default setting has configuration
file C:/STARTUP.CFG as the boot up configuration file for the Switch unless
specified here.

x  Active - Choosing this parameter will first load and then activate this configuration
file on the Switch.

Click Apply to implement changes made.

Logout

Use the Logout page to logout of the Switch's Web-based management agent by clickirigpgrQbebutton.

Figure 13- 6. Logout window
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Appendix A

Technical Specifications

General

Protocols

Fiber-Optic

XFP Support

CX4 Support

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z 1000BASE-T (SFP “Mini GBIC”)
IEEE 802.1D Spanning Tree

IEEE 802.1s Multiple Spanning Tree

IEEE 802.1w Rapid Spanning Tree

IEEE 802.1Q VLAN

IEEE 802.1V Protocol VLAN

IEEE 802.1p Priority Queues

IEEE 802.1X Port Based Network Access Control
IEEE 802.3ad Link Aggregation Control

IEEE 802.3x Full-duplex Flow Control

IEEE 802.3 Nway auto-negotiation

SFP (Mini GBIC) Support

IEEE 802.3z 100BASE-FX (DEM-210 transceiver)

IEEE 802.3z 100BASE-FX (DEM-211 transceiver)

IEEE 802.3z 1000BASE-LX (DEM-310GT transceiver)
IEEE 802.3z 1000BASE-SX (DEM-311GT transceiver)
IEEE 802.3z 1000BASE-SX (DEM-312GT2 transceiver)
IEEE 802.3z 1000BASE-LH (DEM-314GT transceiver)
IEEE 802.3z 1000BASE-ZX (DEM-315GT transceiver)
IEEE 802.3z WDM Transceiver (DEM-330T transceiver)
IEEE 802.3z WDM Transceiver (DEM-330R transceiver)
IEEE 802.3z WDM Transceiver (DEM-331T transceiver)
IEEE 802.3z WDM Transceiver (DEM-331R transceiver)

IEEE 802.3ae 10G Fiber-Optic (DEM-410x module)

IEEE 802.3ak 10G Copper (DEM-410CX module)

Standards

CSMA/CD

Data Transfer Rates:

Half-duplex Full-duplex

Ethernet 10 Mbps 20Mbps

Fast Ethernet 100Mbps 200Mbps
Gigabit Ethernet n/a 2000Mbps
Topology Star

Network Cables Cat.5 Enhanced for 1000BASE-T

UTP Cat.5, Cat. 5 Enhanced for 100BASE-TX
UTP Cat.3, 4, 5 for 10BASE-T
EIA/TIA-568 100-ohm screened twisted-pair (STP)(100m)

Number of Ports

DGS-3612G: 4 x Combo 10/100/1000Mbps ports
12 x 100/1000Mbps SFP ports
DGS-3627: 24 x 10/100/1000Mbps ports
4 x 1000Mbps Combo SFP ports
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3 available slots for optional 10GE modules
DGS-3627G: 24 x 1000Mbps SFP ports

4 x 10/100/1000Mbps Combo Ports

3 available slots for optional 10GE modules
DGS-3650: 48 x 10/100/1000 Mbps ports

4 x 1000Mbps Combo SFP Ports

2 available slots for optional 10GE modules

Physical and Environmental

Internal Power Supply

Input: 100~240V, AC/1.3A, 50~60Hz
Output: 12V, 10A (MAX)

Power Consumption

DGS-3612G - 60W
DGS-3627 — 72.3W
DGS-3627G - 77W
DGS-3650 — 131.3W

DC Fans

DGS-3612G — Three 40mm x 40mm x 20mm fans & one 50mm x 50mm x 20mm fan

DGS-3627 — Four 40mm x 40mm x 20mm fans, one 50mm x 50mm x 20mm fan, and
one 44mm x 44mm X 11mm fan

DGS-3627G — Four 40mm x 40mm x 20mm fans and one 50mm x 50mm x 20mm fan

DGS-3650 — Two 40mm x 40mm x 20mm fans, three 40mm x 40mm x 10mm fans,
one 75.7mm x 75.7mm x 30mm fan, and one 44mm x 44mm x 11mm fan

Operating Temperature

0-40°C

Storage Temperature

-40 - 70°C

Humidity 5 - 95% non-condensing
Dimensions DGS-3612G, DGS-3627, DGS-3627G, and DGS-3650 — 441mm x 389mm x 44mm
Weight DGS-3612G — 5kg (11.02 Ibs)
DGS-3627, DGS-3627G — 5.5kg (12.13Ibs)
DGS-3650 — 6kg (13.23Ibs)
EMI CE Class A, FCC Class A, C-Tick, VCCI
Safety CB Report, CUL

Performance

Transmission Method

Store-and-forward

Packet Buffer

2 MB per device

Packet Filtering/Forwarding Rate

14,881 pps (10M port)
148.810 pps (100M port)
1,488,100 pps (1Gbps port)

MAC Address Learning

Automatic update. Supports 16K MAC address.

Priority Queues

8 Priority Queues per port.

Forwarding Table Age Time

Max age: 10-1000000 seconds. Default = 300.

333




Appendix B

Cables and Connectors

When connecting the Switch to another switch, a bridge ordhnbrmal cable is necessarye&e review these products for
matching cable pin assignment.

The following diagrams and tablesosihthe standard RJ-45 receptaclefeector and their pin assignments.

Figure B- 1. The standard RJ-45 port and connector

RJ-45 Pin Assignments
Contact MDI-X Port MDI-II Port
1 RD+ (receive) TD+ (transmit)
2 RD- (receive) TD- (transmit)
3 TD+ (transmit) RD+ (receive)
4 Not used Not used
5 Not used Not used
6 TD- (transmit) RD- (receive)
7 Not used Not used
8 Not used Not used

Table B- 1. The standard RJ-45 pin assignments
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Appendix C

System Log Entries

The following table lists all possible entries and their correspgnaiganings that will appear in the System Log of this @wit

<ipaddr>, MAC: <macaddr>)

Event .
Category Description Log Content Severity Remark
system ¢ System started up| System warm start Critical 3
system ¥ System started up| System cold start Critical 3 3
"by console" and "IP:
' : <ipaddr>, MAC: <macaddr>"
Configuration and log saved ) .
Confi . are XOR shown in log strings
3 onfiguration to flash by console | . 3 . .
; . nformational® which means if the user logs
saved to flasi (Username: <username>, IP: .
<ipaddr>, MAC: <macaddr>) in through the cqnsole, no IP
' ' or MAC address information
will be included in the log?
3 ]Icgitleéggl Power Internal Power failed Critical 3 3
3 Irgtceorcsrl eF;gwer S| Internal Power is recovered Critical 3 3
3 g‘ﬁgg’;dam POWer R edundant Power failed Critical 3 3
3 Efggﬁ?:gg POWer Redundant Power is working Critical 3 3
by console and "IP: <ipaddr>,
. MAC: <macaddr>" are XOR
. Firmware upgraded by ) . ;
Firmware shown in log string, which
up/down- console successfully . 3 . .
3 upgraded ; . Informational® means if the user logs in
load (Username: <username>, IP:
successfully? <ipaddr>, MAC: <macaddr>) through the console, no IP or
P ’ ' MAC address information will
be included in the log
by console and "IP: <ipaddr>,
Firmware upgrade by console MAC: <macaddr>" are XOR
Firmware was unsucc%%sful' y shown in log string, which
3 upgrade was ’ ) . Warning?3 means if the user logs in
(Username: <username>, IP:
unsuccessfuP <ipaddr>, MAC: <macaddr>) through the console, no IP or
P ' ' MAC address information will
be included in the loc?
by console and "IP: <ipaddr>,
, . MAC: <macaddr>" are XOR
. . Configuration successfully ) . ;
Configuration d shown in log string, which
3 ownloaded by console L3 : .
successfully ; . Informational® means if the user logs in
(Username: <username>, IP:
downloaded® through the console, no IP or

MAC address information will
be included in the log
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Event

Category Description Log Content Severity Remark
by console and "IP: <ipaddr>,
. . Configuration download by MAC: fmacaddr>" are .XOR
Configuration console was unsuccessfull shown in log string, which
3 download was U e S .IP' Warning?3 means if the user logs in
unsuccessful (<i S:(;g?:q?v'l Ag?ir;g:: ddr>). through the console, no IP or
P ’ ' MAC address information will
be included in the log
by console and "IP: <ipaddr>,
. . Configuration successfully MAC: <_macadd_r>" are X OR
Configuration unloaded by console shown in log string, which
3 successfully 8 ¥< > |p- Informational®l means if the user logs in
uploadec? (< seéga:ni)mé?e:namedd S ' through the console, no IP or
\paddr=,  <macaddr>) MAC address information will
be included in the loc?
by console and "IP: <ipaddr>,
. . Configuration upload by MAC: fmacaddr>" are .XOR
Configuration console was unsuccessfull shown in log string, which
3 upload was U e S .IP' Warning?3 means if the user logs in
unsuccessful (<i S:(;g?? (la\)l Ag?ir:;?; dd!r>). through the console, no IP or
P ' ' MAC address information will
be included in the log
by console and "IP: <ipaddr>,
Log message successfully MAC: <_macadd_r>" are .XOR
Log message uploaded by console shown in log string, which
3 successfully 8 ¥< > |p- Informational®] means if the user logs in
uploaded® (< Se(;galnimé?imamedd > . through the console, no IP or
\paddr=,  <macaddr>) MAC address information will
be included in the lod
by console and "IP: <ipaddr>,
Log message upload by MAC: fmacaddr>" are .XOR
Log message console was unsuccessfull shown in log string, which
3 upload was U < > IP- Warning3 means if the user logs in
unsuccessfuP (<i S:(;g?;ni/'mg?irrgzgfddp)' through the console, no IP or
P ' ' MAC address information will
be included in the log
: 3 Port <portNum> link up, <link . 5| Portlink state (ex: , 100Mbps
Interface ¢ Port link up state> Informational FULL duplex)?
3 Port link down3 Port <portNum> link down Informational® 3
. If the user logs in through the
Console? successful login gl;zc;ifsfglﬂls%%na::gugh Informational® console, no IP or MAC
through Consolé <username>) ' address information will be
included in the log3
If the user logs in through the
3 Login failed Login failed through Console Warning® console, no IP or MAC
through Console® | (Username: <username>) 9 address information will be
included in the log?
Logout through . If the user logs in through the
7 Co?]sole3 ° I(Sgg#r:z;swrg:ugnsg?nnasr?;) Informational® - console, no IP or MAC

address information will be
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Event

Category Description Log Content Severity Remark
included in the log3
If the user logs in through the
3 Console session | Console session timed out Informational® console, no IP or MAC
timed out 3 (Username: <username>) address information will be
included in the log?
Successful login Successful login through Web
Web ? throuah Webg (Username: <username>, IP: Informationald 3
9 <ipaddr>, MAC: <macaddr>)
Loain failed Login failed through Web
3 thrgu h Web?3 (Username: <username>, IP: Warning?3 3
9 <ipaddr>, MAC: <macaddr>)
Logout through Web
3 \L,\‘,’gggt through (Username: <username>, IP: Informationald| 3
<ipaddr>, MAC: <macaddr>)
. Successful login through Web
3 tShL:gﬁeisfSuslll_(S)gm (SSL) (Username: <string>, IP: Informational® 3
9 <ip>, MAC: <mac>)
Logout through Web (SSL)
3 ;oSgLo3ut through (Username: <string>, IP: <ip>, Informational® 3
MAC: <mac>)
Login failed Login failed through Web
3 thrgu h SSL3 (SSL) (Username: <string>, IP: Warning?3 3
9 <ip>, MAC: <mac>)
Successful login through
Successful login | Telnet (Username: .
3 3 3
Telnet through Telned <username>, IP: <ipaddr>, Informational
MAC: <macaddr>)
e Login failed through Telnet
3 i_hor?)IS fr?l‘lreedlne@ (Username: <username>, IP: Warning? 3
9 <ipaddr>, MAC: <macaddr>)
Logout through Telnet
3 .II‘_Z?noeutt;thQh (Username: <username>, IP: Informationald 3
<ipaddr>, MAC: <macaddr>)
. Telnet session timed out
3 ;Ii'rilggtosuetsgsmn (Username: <username>, IP: Informationald 3
<ipaddr>, MAC: <macaddr>)
rSeNcg\l/DeEje\?vLijt?]St SNMP request received from
SNMP 3 invalid <ipAddress> with invalid Informational® 3
community string3 community string!
STP 3 Iﬁgﬁé%%% Topology changed Informational® 3
3 ,s\leel\évctRe(()j%t New Root selected Informational® 3
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Event

Categor L Log Content Severit Remark
gory Description 9 y
BPDU Loop Back| BPDU Loop Back on Port .
3 3 3
on port3 <portNum> Warning
Spanning Tree . .
3 Protocol is Spanning Tree Protocol is Informational® 3
3 enabled
enabled
Spanning Tree . :
3 Protocol is Spanning Tree Protocol is Informational® 3
. disabled
disabled®
Successful login Successful login through SSH
SSH? through SSHg,g (Username: <username>, IP: Informationald| 3
9 <ipaddr>, MAC: <macaddr>)
e Login failed through SSH
3 i_hor?)ILT fﬁ'gesdm (Username: <username>, IP: Warning? 3
9 <ipaddr>, MAC: <macaddr>)
Logout through SSH
3 g‘;g,f‘;t through (Username: <username>, IP: Informationald 3
<ipaddr>, MAC: <macaddr>)
. SSH session timed out
3 tSirﬁgdsc?jtsgon (Username: <username>, IP: Informational® 3
<ipaddr>, MAC: <macaddr>)
3 Enable SSH SSH server is enabled Informational® 3
serverd
3 Disable SSH SSH server is disabled Informationald| 3
serverd
Authentication Authentication Policy is .
3 3 3
AAA Policy is enabled | enabled (Module: AAA) Informational
3 Authentication Authentication Policy is Informationald 3
Policy is disabled | disabled (Module: AAA)
tsr#gﬁgisgj (I):](;%'Ig Successful login through
3 authenticated by Console authenticated by _ Informationald| 3
AAA local AAA local method (Username:
method? <username>)
tLhOrgIngr? "C(:a(()jnsole Login failed through Console
3 authenticated by %ué'?heonc}“(:ﬁtseedrr?gr:\:A local Warning?3 3
AAA Ioc3a| <username>)
method
Successful login | Successful login through Web
through Web from <userlP> authenticated
3 authenticated by | by AAA local method Informational® 3
AAA local (Username: <username>,
method3 MAC: <macaddr>)

338




Event

Category Description Log Content Severity Remark
Login failed Login failed through Web
through Web from <userlP> authenticated
3 authenticated by | by AAA local method Warning?3 3
AAA local (Username: <username>,
method® MAC: <macaddr>)
Successful login | Successful login through Web
through Web (SSL) from <userlP>
(SSL) authenticated by AAA local .
7 authenticated by | method (Username: Informational® 2
AAA local <username>, MAC:
method3 <macaddr>)
Login failed Login failed through Web
through Web (SSL) from <userlP>
3 (SSL) authenticated by AAA local Warning? 3
authenticated by | method (Username:
AAA local <username>, MAC:
method3 <macaddr>)
: Successful login through
Successful login Telnet from <8serIP> )
through Telnet .
3 . authenticated by AAA local ol 3
authenticated by . Informational
AAA local method (Usernamg.
method?® <username>, MAC:
<macaddr>)
Login failed Login failed through Telnet
through Telnet from <userlP> authenticated
3 authenticated by | by AAA local method Warning?3 3
AAA local (Username: <username>,
method3 MAC: <macaddr>)
Successful login | Successful login through SSH
through SSH from <userlP> authenticated
3 authenticated by | by AAA local method Informationald| 3
AAA local (Username: <username>,
method® MAC: <macaddr>)
Login failed Login failed through SSH from
through SSH <userlP> authenticated by
3 authenticated by | AAA local method (Username: Warning?3 3
AAA local <username>, MAC:
method3 <macaddr>)
Successful login Successful login through
through Console Console authgnticatedgb
3 authenticated by y ) Informationald 3
AAA none AAA none method (Username:
method?® <username>)
Successful login | Successful login through Web
through Web from <userlP> authenticated
3 authenticated by | by AAA none method Informationald| 3
AAA none (Username: <username>,
method® MAC: <macaddr>)
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Category Description Log Content Severity Remark
Successful login | Successful login through Web
through Web (SSL) from <userIP>
3 (SSL) authenticated by AAA none Informationaldl 3
authenticated by | method (Username:
AAA none <username>, MAC:
method® <macaddr>)
. Successful login through
Successful login Telnet from <userlP>
through Telnet authenticated by AAA none
3 authenticated by y A Informational3| 3
AAA none method (Usernamg.
method?® <username>, MAC:
<macaddr>)
Successful login | Successful login through SSH
through SSH from <userlP> authenticated
3 authenticated by | by AAA none method Informational® 3
AAA none (Username: <username>,
method3 MAC: <macaddr>)
Successful login | Successful login through If the user logs in through the
3 through Console | Console authenticated by Informational® console, no IP or MAC
authenticated by | AAA server <serverlP> address information will be
AAA server3 (Username: <username>) included in the log?
Login failed Login failed through Console
3 through Console | authenticated by AAA server Warning? There are no IP and MAC if
authenticated by | <serverlP> (Username: login by console3
AAA server3 <username>)
Login failed
through Console | Login failed through Console
3 due to AAA due to AAA server timeout or Warning? 3
server timeout or | improper configuration arning
improper (Username: <username>)
configuration3
Successful login Successful login through Web
through Web from <userlP> authenticated '
3 . by AAA server <serverlP> Informationald| 3
authenticated by )
AAA server3 (Username: <username>,
MAC: <macaddr>)
L Login failed through Web
Login failed from <userlP> authenticated
3 through Web by AAA server <serverlP> Warning?3 3
authenticated by y ) 9
AAA server3 (Username: <username>,
MAC: <macaddr>)
Login failed Login failed through Web
through Web due | from <userlP> due to AAA
3 to AAA server server timeout or improper Warning® 3
! ) . i arning
timeout or configuration (Username:
improper <username>, MAC:
configuration® <macaddr>)
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Categor L Log Content Severit Remark
gory Description 9 y
. Successful login through Web
iﬂgﬁeiswlafgm (SSL) from <userlP>
2 g authenticated by AAA server . 3 3
(SSL) i Informational
. <serverlP> (Username:
authenticated by <usernames. MAC:
3 ) .
AAA server <macaddr>)
L Login failed through Web
i_horglg fr? I\Il?lgb (SSL) from <userlP>
3 g authenticated by AAA server . 3
(SSL) i Warning
. <serverlP> (Username:
authenticated by <usernames. MAC:
3 ) .
AAA server <macaddr>)
Loon fr?'\'/‘\e/‘:b Login failed through
(SSL)gdue 0 Web(SSL) from <userlP> due
3 AAA server to AAA server timeout or Warning? 3
timeout or improper configuration
imbroper (Username: <username>,
proper = | MAC: <macaddr>)
configuration
Successful login through
Successful login | Telnet from <userlP>
through Telnet authenticated by AAA server .
3 3 3
authenticated by | <serverlP> (Username: Informational
AAA server3 <username>, MAC:
<macaddr>)
o Login failed through Telnet
Login failed from <userlP> authenticated
3 :‘J&%%Tg;g‘gtb by AAA server <serverlP> Warning? 3
AAA server3 y (Username: <username>,
MAC: <macaddr>)
Login failed Login failed through Telnet
through Telnet from <userlP> due to AAA
due to AAA server timeout or improper .
3 . . . Warning?3 3
server timeout or | configuration (Username:
improper <username>, MAC:
configuration? <macaddr>)
. Successful login through SSH
tShL:gﬁeiSfSuSIS 9" | trom <userlP> authenticated
3 authe?\ticated by | DY AAA server <serverlP> Informational® 3
AAA server3 y (Username: <username>,
MAC: <macaddr>)
o Login failed through SSH from
tLhorgIS fﬁ'?gH <userlP> authenticated by
3 authegnticated by | AAAserver <serverlP> Warning?3 3
AAA server3 y (Username: <username>,
MAC: <macaddr>)
Login failed Login failed through SSH from
3 through SSH due | <userlP> due to AAA server — 3
to AAA server timeout or improper Warning

timeout or
improper

configuration (Username:
<username>, MAC:
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Category Description Log Content Severity Remark
configuration® <macaddr>)
Successful Enablg
Admin through Successful Enable Admin
Console through Console
3 authenticated by | authenticated by AAA Informationald| 3
AAA local_enable method
local_enable (Username: <username>)
method3
Enable Admin
?(l)lﬁgotlf;rough Enable Admin failed through
3 authenticated by Console authenticated by Warning? 3
AAA AAA local_enable method
local enable (Username: <username>)
method?
23%?};}?&:5?“6 Successful Enable Admin
Web 9 through Web from <userlP>
3 . authenticated by AAA . 3l 3
authenticated by Informational
AAA local_enable method
local enable (Username: <username>,
method? MAC: <macaddr>)
E\?@gli"h’?ﬁ:nw Enable Admin failed through
Web 9 Web from <userlP>
3 authenticated by authenticated by AAA Warning? 8
A A local_enable method
local enable (Username: <username>,
method® MAC: <macaddr>)
23%?}‘?}%5?”6 Successful Enable Admin
Web (SSL) 9 through Web (SSL) from
3 . <userlP> authenticated by P
authenticated by Informational
AAA AAA local_enable method
local enable (Username: <username>,
method? MAC: <macaddr>)
E\?Iit(;l?hfﬁ:nw Enable Admin failed through
Web (SSL)g Web (SSL) from <userlP>
3 authenticated by authenticated by AAA Warning? 3
A A local_enable method
(Username: <username>,
I:}g?:};%gable MAC: <macaddr>)
Admin through through Telnet from <userlP>

authenticated by
AAA
local_enable

local_enable method
(Username: <username>,
MAC: <macaddr>)
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Category Description Log Content Severity Remark
method3
;?Izlc)ilih?:l?w Enable Admin failed through
Telnet 9 Telnet from <userIP>
3 authenticated by authenticated by AAA Warning?3 3
AAA local_enable method
local enable (Username: <username>,
method® MAC: <macaddr>)
igﬁ%iiﬁgf?}ahle Successful Enable Admin
SSH 9 through SSH from <userlP>
3 authenticated by ;eluthentmated Dy AAA Informationald| 3
AAA ocal_enable method
local enable (Username: <username>,
method? MAC: <macaddr>)
;?Izz'fhf:um'r? Enable Admin failed through
SSH 9 <Telnet or Web or SSH> from
3 . <userlP> authenticated by I 3
authenticated by Warning
AAA AAA local_enable method
local enable (Username: <username>,
method? MAC: <macaddr>)
igﬁ%iiﬁgf?}ahle Successful Enable Admin
Console 9 through Console
3 authenticated b authenticated by AAA none Informationald| 3
AAA none Y| method (Username:
method?® <username>)
Successful Enable Successful Enable Admin
Admin through through Web from <userlP>
3 Web authenticated by AAA none Informationaldl 3
authenticated by | method (Username:
AAA none <username>, MAC:
method® <macaddr>)
Successful Enable Successful Enable Admin
Admin through through Web (SSL) from
3 Web (SSL) <userlP> authenticated by Informational® 3
authenticated by | AAA none method (Username:
AAA none <username>, MAC:
method3 <macaddr>)
Successful Enable Successful Enable Admin
Admin through through Telnet from <userlP>
3 Telnet authenticated by AAA none ol 3
Informational

authenticated by
AAA none
method®

method (Username:
<username>, MAC:
<macaddr>)
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Category Description Log Content Severity Remark
Successful Enable Successful Enable Admin
Admin through through SSH from <userIP>

2 SSH authenticated by AAA none Informational® 3
authenticated by | method (Username:

AAA none <username>, MAC:
method® <macaddr>)

Successful Enable Successful Enable Admin
Admin through through Console

3 Console authenticated by AAA server Informationald| 3
authenticated by | <serverlP> (Username:
AAA server3 <username>)

Fa?lizli}hﬁgl;nw Enable Admin failed through

3 9 Console authenticated by - 3
Console Warning
authenticated by AAA server <serverlP>
AAA server3 (Username: <username>)

Enable Admin
failed through Enable Admin failed through
Console due to Console due to AAA server

3 AAA server timeout or improper Warning3 3
timeout or configuration (Username:
improper <username>)
configuration?

Successful Enable Admin
igﬁ%isﬁgu%?]able through Web from <userlP>

3 Web authenticated by AAA server Informational® 3
authenticated by <serverlP> (Username:

AAA server3 <username>, MAC:
<macaddr>)
. Enable Admin failed through
Enable Admin Web from <userlP>
failed through .

3 authenticated by AAA server L g 3
Web . Warning
authenticated by <serverlP> (Username:

AAA server3 <username>, MAC:
<macaddr>)

Enable Admin Enable Admin failed through

failed through Web from <userlP> due to

3 Web due to AAA | AAA server timeout or Warning3 3
server timeout or | improper configuration 9
improper (Username: <username>,
configuration® MAC: <macaddr>)

Successful Enable Admin
igﬁfﬁﬂfgffb'e through Web (SSL) from

3 9 <userlP> authenticated by . al 3
Web (SSL) Informational
authenticated by AAA server <serverlP>
AAA server3 (Username: <username>,

MAC: <macaddr>)
Enable Admin Enable Admin failed through

3 failed through Web (SSL) from <userlP> Warning? 3
Web (SSL) authenticated by AAA server
authenticatedyo <serverlP> (Username:
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Categor L Log Content Severit Remark
gory Description 9 y
AAA server3 <username>, MAC:
<macaddr>)
Enable Admin | 16 Admin failed through
failed through
Web (SSL) from <userlP> due
Web (SSL) due to .
3 to AAA server timeout or I 3
AAA server . . . Warning
: improper configuration
timeout or .
improper (Username: <username>,
proper | MAC: <macaddr>)
configuration
Successful Enable Admin
SUCC.eSSfUI Enablg through Telnet from <userlP>
Admin through authenticated by AAA server
3 Telnet y > Informationald 3
: <serverlP> (Username:
authenticated by 8
AAA server3 <username>, MAC:
<macaddr>)
. Enable Admin failed through
Enable Admin Telnet from <userIP>
failed through .
3 authenticated by AAA server L a 3
Telnet i Warning
. <serverlP> (Username:
authenticated by A
AAA server3 <username>, MAC:
<macaddr>)
Enable Admin Enable Admin failed through
failed through
Telnet from <userlP> due to
Telnet due to AAA server timeout or
3 AAA server ; . . Warning? 3
. improper configuration
timeout or .
improper (Username: <username>,
configuration® MAC: <macaddr>)
Successful Enable Admin
Succ_essful Enable through SSH from <userlP>
Admin through .
3 authenticated by AAA server . 3 3
SSH i Informational
. <serverlP> (Username:
authenticated by A
AAA server3 <username>, MAC:
<macaddr>)
. Enable Admin failed through
Enable Admin SSH from <userlP>
failed through :
3 authenticated by AAA server . 3
SSH . Warning
. <serverlP> (Username:
authenticated by .
AAA server3 <username>, MAC:
<macaddr>)
Enable Admin Enable Admin failed through
failed through SSH from <userIP> due to
3 SSH due to AAA | AAA server timeout or Warnina3 3
. . ) ! arning
server timeout or | improper configuration
improper (Username: <username>,
configuration® MAC: <macaddr>)
AAA server AAA server <serverlP> <protocol> is one of
3 timed out3 (Protocol: <protocol>) Warning3 TACACS, XTACACS,

connection failed

TACACS+ orRADIUS 3
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Categor L Log Content Severit Remark
gory Description 9 y
port security has
reached its
Port maximum Port security violation (Port: Warning® 3
Security 2 learning size and | <portNum>, MAC: <macaddr>) 9
will not learn any
new addresses
Unauthenticated Unauthenticated IP-MAC
IP-MAC- IP address address and discarded by ip
PORT di mac port binding (IP: Warning?3 3
3 iscarded by IP . ]
Binding mac port binding <ipaddr>, MAC: <macaddr>,
P Port <portNum>)
Safeguard Safeguard Engine| Safeguard Engine enters . 3 3
Engine ¢ is in normal modé| NORMAL mode Informational
Safeguard Engine .
NNt Safeguard Engine enters .
3 is in filtering Warning?3 3
packet modé EXHAUSTED mode
Packet Broadcast storm | Broadcast storm is occurring Warning? 3
Storm ¢ occurrence (port: <id>) 9
2 Broadcast storm | Broadcast storm has cleared Informational® 3
has cleared (port: <id>)
Multicast storm Multicast storm is occurring .
3 3 3
occurrence (port: <id>) Warning
3 Multicast storm Multicast storm has cleared Informationald 3
has cleared (port: <id>)
Packet received
containing a
MAC address Possible spoofing attack from
Security® | identical to the pootfing Critical 3 3

MAC address of
the device’s
interface3®

<mac> port <ul6>
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Appendix D

Cable Lengths

Use the following table to as a guide for the maximum cable lengths.

Standard Media Type Maximum Distance

Mini-GBIC 1000BASE-LX, Single-mode fiber module 10km
1000BASE-SX, Multi-mode fiber module 550m
1000BASE-LHX, Single-mode fiber module 40km
1000BASE-ZX, Single-mode fiber module 80km

1000BASE-T Category 5e UTP Cable 100m
Category 5 UTP Cable (1000 Mbps)

100BASE-TX Category 5 UTP Cable (100 Mbps) 100m

10BASE-T Category 3 UTP Cable (10 Mbps) 100m
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Glossary

1000BASE-SX:A short laser wavelength on multimode fiber optic cable for a maximum length of 2008 mete
1000BASE-LX: A long wavelength for a "long haul" fiber optic cable for a maximum length of 10 kifweme
100BASE-FX 100Mbps Ethernet implementation over fiber.

100BASE-TX: 100Mbps Ethernet implementation over Category 5 and Type 1 Twisted Pair cabling.

10BASE-T: The IEEE 802.3 specification for Ethernet oumshielded Twisted Pair (UTP) cabling.

aging: The automatic removal of dynamic entries from the Switch Database which have timed-out and are malidnge

ATM: Asynchronous Transfer Mode. A connection oriented transmission protocol based oerfgtaccElls (packets). ATM is
designed to carry a complete range of user traffic, including voice, data and video signals.

auto-negotiation: A feature on a port, which allows it to advertisecapabilities for speed, duplex and flow control. When
connected to an end station that algpports auto-negotiation, the link can self-detect its optimum operating setup.

backbone port: A port which does not learn device addresses, and wdgives all frames with amknown address. Backbone
ports are normally used to connect the Switch to the backbone of your network. Note thahegukts were formerly known as
designated downlink ports.

backbone: The part of a network used as the primary pathransporting traffic between network segments.

bandwidth: Information capacity, measured in bits per second that a channel can transmit. The bandstdtinet is 10Mbps,
the bandwidth of Fast Ethernet is 100Mbps.

baud rate: The switching speed of a line. Also known as line speed between network segments.

BOOTP: The BOOTP protocol allows you to automatically mapRaaddress to a given MAC address each time a device is
started. In addition, the protocol can assign the subnet mask and default gateway to a device.

bridge: A device that interconnects local or remote networks no matter what higher-level protedol®ied. Bridges form a
single logical network, centralizing network administration.

broadcast: A message sent to all destination devices on the network.

broadcast stormt Multiple simultaneous broadcasts that typically absorb available network bandwidth and can cause network
failure.

console port: The port on the Switch accepting a terah or modem connector. It changes ffarallel arrangement of data within
computers to the serial form used on data transmission links. This port is most often used for declitabeshémement.

CSMA/CD: Channel access method used by Ethernet and IEEE 802darsta in which devices transmit only after finding the
data channel clear for some period of time. When two devices transmit simultaneously, a collision occurs and the colliding
devices delay their retransmissions for a random amount of time.

data center switching The point of aggregation within a corporate rextowhere a switch provides high-performance access to
server farms, a high-speed backbone connection and a control point for network managementignd secu

Ethernet: A LAN specification developed jointly by Xerox, Intel aBigital Equipment Corporation. Ethernet networks operate
at 10Mbps using CSMA/CD to run over cabling.

Fast Ethernet: 100Mbps technology based on tha&het/ CSMA/CD network access method.

Flow Control: (IEEE 802.3z) A means of holding packéick at the transmit port of the cented end station. Prevents packet
loss at a congested switch port.

forwarding: The process of sending a packet toward its destination by an internetworking device.

full duplex: A system that allows packets to be transmitted and retaivihe same time and,éffect, doubleshe potential
throughput of a link.

half duplex: A system that allows packets to be transmitted and retdiué not at the same tim€ontrast with full duplex.

IP address:Internet Protocol address. A unique identifier for a ckeattached to a network using TCP/IP. The address is written
as four octets separated with full-stopsr{pds), and is made up of a network section, an optional subnet section and a host
section.

IPX: Internetwork Packet Exchangk protocol allowing communication in a NetWare network.

LAN - Local Area Network: A network of connected computing resources (such as PCs, printers, servers) covering a relatively
small geographic area (usually not larger than a floor orihgildCharacterized by high @#arates and low error rates.
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latency: The delay between the time a device receives a packet and the time the packet is fowtarddbe destination port.
line speed See baud rate.
main port: The port in a resilient link that carries data traffic in normal operating conditions.

MDI - Medium Dependent Interface: An Ethernet port connection where the traittenof one device is connected to the
receiver of another device.

MDI-X - Medium Dependent Interface Cross-over:An Ethernet port connection where the internal transmit and receive lines
are crossed.

MIB - Management Information Base: Stores a device's management characteristics and parameters. MIBs are used by the
Simple Network Management Protocol (SNMP) to contain attributes of their managed systems. The Switch sanains it
internal MIB.

multicast: Single packets copied to a specific subset of netwatkeades. These addresses are specified in the destination-
address field of the packet.

protocol: A set of rules for communication between devices on a network. The rules dictate format, tigniegciegy and error
control.

resilient link: A pair of ports that can be configured so that onetelié over data transmission should the other fail. See also
main port and standby port.

RJ-45: Standard 8-wire connectors for IEEE 802.3 10BASE-T networks.

RMON: Remote Monitoring. A subset of SNMP MIB Il that allomenitoring and management capabilities by addressing up to
ten different groups of information.

RPS - Redundant Power SystemA device that provides a backup sourc@aiver when connected to the Switch.
server farm: A cluster of servers in a centralizieg¢ation serving a large user population.
SLIP - Serial Line Internet Protocol: A protocol, which allows IP to run over a serial line connection.

SNMP - Simple Network Management ProtocolA protocol originally designed to be used in managing TCP/IP internets.
SNMP is presently implemented on a wide range of computers and networking equipment and may be nsge toamy
aspects of network and end station operation.

Spanning Tree Protocol (STP)A bridge-based system for providing fault tolerance on networks. STP works by allowing you to
implement parallel paths for network traffic, and ensure that redundant paths are disabled when ththsraie pperationahd
enabled if the main paths fail.

stack: A group of network devices that are integrated to form a single logical device.
standby port: The port in a resilient link that will take over data transmission if the main port in the link fails.

switch: A device, which filters, forwards and floods packets baseth@packet's destination address. The switch learns the
addresses associated with each switchgmudtbuilds tables based on this information to be used for the switching decision.

TCPI/IP: A layered set of communications protocols providing Telnet terminal emulation, FTP file transfahemskrvices for
communication among a wide range of computer equipment.

telnet: A TCP/IP application protocol that provides virtual terminal service, letting a user logumother computer system and
access a host as if the user wayenected directly to the host.

TFTP - Trivial File Transfer Protocol: Allows you to transfer files (such as software upgrades) from a remote device using your
switch's local management capabilities.

UDP - User Datagram Protocol:An Internet standard protocol that allows an application program on one device to send a
datagram to an application program on another device.

VLAN - Virtual LAN: A group of location- and topology-independent devices that communicate as if they are on a common
physical LAN.

VLT - Virtual LAN Trunk : A Switch-to-Switch link which carriesdffic for all the VLANs on each Switch.
VT100: A type of terminal that uses ASCII charaste¥'T100 screens have a text-based appearance.

349



FCC Warning

This equipment has been tested and fourmbioply with the limits for a Class A digl device, pursuant to Part 15 of the FRGles. These limits are designed to
provide reasonable protection against harmful interference whemtiiygment is operated in a commercial environment. Thipegunt generates, uses, and can
radiate radio frequency energy and, if imattalled and used in accordance with thenual, may cause harmful interferenceadio communications. Operation
of this equipment in a residential aredikgly to cause harmful intéerence in which case the user will be required toembithe interference at his own expense.

CE Mark Warning
This is a Class A product. In a domestic environment, this product may cause radio interference in which case the usejuiney toetake adequate measures.
Warnung!

Dies ist ein Produkt der Klasse A. Imdhhbereich kann dieses Produkt Funkstoerungemsachen. In diesem Fall kann vom Beeruwerlangt werden,
angemessene Massnahmen zu ergreifen.

Precaucion!

Este es un producto de Clase A. En un entorno doméstico, puede causar interferencias de radio, en cuyo case, puetiesagtierpamajue adopte las
medidas adecuadas.

Attention!

Ceci est un produit de classe A. Dansamironnement domestique, ce produit pouraitser des interférences radio, augaslltutilisateur devrait prendre les
mesures adéquates.

Attenzione!

Il presente prodotto appartiene allassia A. Se utilizzato in ambiente domesticprodotto pud causare interferenze radiel, cui caso & possibile che 'utente
debba assumere provvedimenti adeguati.

BSMI Warning



Warranties/Registration

LIMITED WARRANTY

D-Link provides this limited warranty fdts product only to the person or entithavoriginally purchased the product fromU or its authorized reseller or
distributor. D-Link would fulfill the warranty obligation accorditmthe local warranty policy iwhich you purchased our ghocts.

Limited Hardware Warranty:D-Link warrants that the hardware portion of the D-Link products described below (“Hargiware”
will be free from material defects in workmanship and materials from the date of original retail purchase of the Hardware, for
period set forth below applicable to the product type (“Warranty Period”) if the Hardware is used aadl $eraccordance ti
applicable documentation; provided that a completed RegistrationsOatirned to an Authorized D-Link Service Office within
ninety (90) days after the date of original retail purchagheoHardware. If a completed @istration Card is not receivdyy an
authorized D-Link Service Office within such ninety (90) period, then the Warranty Periothesimitlety (90) days from thetda

of purchase.

Product Type Warranty Period

Product (including Power Supplies and Fans)

One (1) Year

Spare parts and pare kits

Ninety (90) days

D-Link’s sole obligation shall be teepair or replace the defective Hardware atimarge to the original owner. Such repair or replacement will be rendered by D-
Link at an Authorized D-Link Service Office. The replacement Ward need not be new or of aentical make, model or paiD-Link may in its discretion

may replace the defective Hardwaj@ any part thereof) witlany reconditioned product that D-Link reasonably determineshistantially equivalent (or
superior) in all material respects to the defective Hardwate Warranty Period shall extend for an additional ninety (89% @fter any repaired or replaced
Hardware is delivered. If a material deféxtncapable of correction, or if D-Linttetermines in its sole discretion thatsitnot practical to repair or replace the
defective Hardware, the price paid by the original purchaser foddfective Hardware will be refunded by D-Link upon rettonD-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is refunded, shaltheepooperty of D-Link upon
replacement or refund.

Limited Software WarrantyD-Link warrants that the software portiofi the product (“Software”) will substantiy conform to D-Link's then current
functional specifications for the Software,s&t forth in the applicable documentati from the date of original delivery tife Software for a period of ninety (90)
days (“Warranty Period”), if the Software is properly insthie approved hardware and operaedontemplated in its documentation. D-Link further warrants
that, during the Warranty Period, the magnetic media on whicmR-déelivers the Software will be free of physical defectsLilik’s sole obligaéion shall be to
replace the non-conforming Software (or défecmedia) with software that substiatly conforms to D-Link’s functional spdations for the Software. Except
as otherwise agreed by D-Link in writing, the replacement Sodtigaprovided only to the original licensee, and is subjetha@aerms and conditions of the
license granted by D-Link for the Software. The Warranty Pedfiadl extend for an additionalrméty (90) days after any regement Software is delivered. If a
material non-conformance is incapable ofreotion, or if D-Link determines in its sole discretion that it is not practicagtace the non-conforming Software,
the price paid by the original licenst® the non-conforming Software will be tefded by D-Link; provided that the non-confong Software (and all copies
thereof) is first returned to D-Link. The license grantegpeeting any Software for which a refund is given automaticattyitates.

What You Must Do For Warranty Service:

Registration Card The Registration Card@rided at the back of this manual must be comglatel returned to an Authorized D-Link Servicei@fffor each D-

Link product within ninety (90) days after the product is puretiaand/or licensed. The addses/telephone/fax list of the nearest Authorized D-Link Service
Office is provided in the back of this manual. FAILURE TO PROPERLY COMPLETE AND TIMELY RETURN THE REGISTRATION CARD MAY AFFECT
THE WARRANTY FOR THIS PRODUCT.

Submitting A Claim Any claim under this limited warranty must be submitted in writing before the end of the Warranty Period to an AuthbirikeSebvice
Office. The claim must include a writtelescription of the Hardware defect orft3@re nonconformance in sufficient detailatbow D-Link to confirm the same.
The original product owner must obtain a RetMaterial Authorization (RMA) numbdrom the Authorized D-Link Service Officend, if requested, provide
written proof of purchase of the producti¢h as a copy of the dated purchase icwdor the product) before the warrantyvsee is provided. After an RMA
number is issued, the defective product nmespackaged securely in the originabtier suitable shipping package to enghes it will not be damaged in transit,
and the RMA number must be prominently marked on the outsitleegbackage. The packaged prddsitall be insured and shippéa Authorized D-Link
Service Office with all shipping costs prepaib-Link may reject or return any produtbat is not packaged and shipped nicstompliance with the foregoing
requirements, or for which an RMA number is not visible from dhtside of the package. The product owner agrees to paykB3-témsonable handling and
return shipping charges for any product tisatot packaged and shipped in accordamitie the foregoing requirements, or thistdetermined by D-Link not to be
defective or non-conforming.

What Is Not Covered:
This limited warranty provided by D-Lin#foes not cover

Products that have been subjected to @bascident, alteration, modification, tamipgr negligence, misuse, faulty instaitat, lack of reasonable care, repair or
service in any way that is not contemplatedhe documentation for the product, or if the model or serial number has bered,alampered with, defaced or
removed,;

Initial installation, installation and removal tfe product for repair, and shipping costs;
Operational adjustments covered in the operatinagual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of @&ddres due to power surge, and cosmetic damage; and

Any hardware, software, firmware other products or services providey anyone other than D-Link.



Disclaimer of Other WarrantiesEXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT
ANY WARRANTY OF ANY KIND INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY WHERE A
PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPT AS EXPRESSLY
COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE
OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, STRICT
LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY LOSSOF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO, IMAGES FOR LOSS OF
GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON,
OR INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT,
RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT.

GOVERNING LAW: This Limited Warranty shall be governed tne laws of the ste of California.

Some states do not allow exclusion oritétion of incidental or consequential damsger limitations on how long an impliegarranty lasts, so ¢hforegoing limitations
and exclusions may not apply. This limited warranty providesifsiplegal rights and the product owner may also have agtes which vary from state to state.

Trademarks

Copyright 2007 D-Link Corporation. Contents subject to changeowitiprior notice. D-Link i registered trademark of D-
Link Corporation/D-Link Systems, Inc. All other trademarks belong to their respective proprietors.

Copyright Statement

No part of this publication may be reproduced in any form oary means or used to make anyidgive such as translatiomansformation, or adaptation
without permission from D-Link Qporation/D-Link Systems Inc., as stipulatedthe United States Copyright Act of 1976.

FCC Warning

This equipment has been tested and fourmbtoply with the limits for a Class B digl device, pursuant to part 15 of the FBGles. These limits are designed to
provide reasonable protection against harmful interference sidengial installation. Thisqripment generates, uses and can radiate radio frequency energy and,
if not installed and used in accordancihwthe instructions, may cause harmfuleiierence to radio communications. Howeu&ere is no guarantee that
interference will not occur in a particular installation. If taguipment does cause harmfukifierence to radio or televds reception, which can be determined

by turning the equipment off and on, the user is encouragegltmcorrect the interference loype or more of the followinmeasures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit tbffiefrom that to which the receiver is connected.

-Consult the dealer or an experiencadio/ TV technician for help.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limit§ostt for an uncontrolled environent. This equipment should be installed and operated with
minimum 20cm between the radiator and your body.



Subject to the terms and conditions set forth herein, D-8ystems, Inc. (“D-Link”) provides this Limited Warranty:
X Only to the person or entitydhoriginally purchased the product from D-Liokits authorized reseller or distributor, and

X Only for products purchased and delivered within the fifty stafi¢élse United States, the District of Columbia, U.S. Possessir Protectorates,
U.S. Military Installations, or addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware porti of the D-Link product described below (“Hamare”) will be free from material defexin
workmanship and materials under normal use from the date afalrigtail purchase of the product, for the period set fatbvb (“Warranty Period”), except as
otherwise stated herein.

Limited Lifetime Warranty for the product is defined as follows:

X Hardware: For as long as the adnigl customer/end user owns the product, we {B) years after product discontinuance, wigr occurs first
(excluding power supplies and fans)

X Power supplies and fans: Three (3) Year
X Spare parts and spare kits: Ninety (90) days

The customer's sole and exclusive remadg the entire liability of D-Link and isuppliers under this Limited Warranty wile, at D-Link’s option, to repair or

replace the defectivelardware during the Warranty Periad no charge to the original owner to refund the actual purchasgcp paid. Any repair or

replacement will be rendered by D-Link at an Authorized D-Link/ige Office. The replacementtaavare need not be new or leaan identical make, model or
part. D-Link may, at its option, replace the defective Hardvwmarany part thereof with any reconditioned product that D-lrig&sonably determines is
substantially equivalent (or superior) ith material respects to the defective HardevaRepaired or replacement hardwark e warranted for the remainder of
the original Warranty Period or ninety (98ys, whichever is longer, and is subject to the same limitations and exclusiansaterial defect is incapable of
correction, or if D-Link determines that it is not practicalrépair or replace the defective Hardware, the actual pricehyattie original purchaser for the
defective Hardware will be refunded by D-Link upon return to D-Link of the defectivevidme. All Hardware or part thereofathis replaced by D-Link, or for

which the purchase price is refunded, shall bectiragroperty of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portiontbg product (“Software”) will substantiallyonform to D-Link’sthen current funanal
specifications for the Software, as set fdrttthe applicable documentation, from the date of original retail purchase 8bftveare for a period of ninety (90)
days (“Software Warranty Period”), provided that the Softisamroperly installed on approvérdware and operated as corpéated in its documentation. D-
Link further warrants that, during the Software Warranty Petloelmagnetic media on which D-Link delivers the Software hvelfree of physical defects. The
customer's sole and exclusive remedy and the entire liabiliBrlahk and its suppliers undéhis Limited Warranty will beat D-Link’s option, to replace the
non-conforming Software (or defective media) with software shiastantially conforms to D-Link’s functional specifications thee Software or to refund the
portion of the actual purchase price paid ftisaattributable to the Software. Except as otherwise agreed by D-Link ingytitie replacement Software is
provided only to the original licensee, asdsubject to the terms and conditiongta# license granted by D-Link for the Soére. Replacement Software will be
warranted for the remainder of the origivearranty Period and is subject to the sdimitations and exclusions. If a matrnon-conformance is incapable of
correction, or if D-Link determines in isole discretion that it is not practidal replace the non-conforming Software, ghee paid by the original licensee for
the non-conforming Software will be refundbeg D-Link; provided that the non-conformir@pftware (and all copies thereof) issf returned to D-Link. The
license granted respecting any Software for Wisicefund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for Hardware and Software portions of D-Link's pradlnts be applied to and
does not cover any refurbishedguct and any product purchased through the iovgmdearance or liquidation sale or othates in which D-Link, the sellers, or
the liquidators expressly disclaim their manty obligation pertaining to the produmtd in that case, the product is beimfds'As-Is" without any warranty
whatsoever including, without limitation,gh.imited Warranty as described hereinwithistanding anything stated herein e tcontrary.

Submitting A Claim The customer shall return the product to the original puechamt based on its return policy. In case the return ppécipd has expired
and the product is within warranty, the customer shall submit a claim to D-Link as outlined below:

X The customer must submit with the productpast of the claim a written descriptiai the Hardware defect or Software nonaoniance in
sufficient detail to allow D-Link to confin the same, along with proof of purchase of the product (such as a copy of thputebede invoice
for the product) if the product is not registered.

X The customer must obtain a Case ID Number from D-Link Teahi8upport at 1-877-453-68, who will attempt to assist the custer in
resolving any suspected defectsttwthe product. If the product is considerededgve, the customer must obtain a Returnteévial
Authorization (“RMA”) number by completing the RMArim and entering the assigned Case ID Numbbttas://rma.dlink.com/

X After an RMA number is issued, the defective product must beagadksecurely in the original or other suitable shipping prci@ensure that
it will not be damaged in transit, and tRMA number must be prominently marked oe thutside of the package. Do not inclihyy manuals
or accessories in the shipping package. D-Link will only replace the defective portion afdhet@nd will not ship backog accessories.

X The customer is responsible for all in-bound shipping chargBslimk. No Cash on Delivery (“COD”) is allowed. Productsts€®D will
either be rejected by D-Link or become the property of D-Link. Products shall be fully itsutieel customer and shippedReLink Systems,
Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708 D-Link will not be held responsible for anggkages that are lost fransit to D-Link.
The repaired or replaced packages wilshégped to the customer via UPS Ground gr e@mmon carrier selected by D-Link. Ret shipping
charges shall be prepaid by D-Link if you use an addresg ibitited States, otherwise we will ship the product to you freigltect. Expedited
shipping is available upon requestd provided shipping charges are prepaid by the customer.

D-Link may reject or return any product that is not packagetishipped in strict complianeéth the foregoing requirementsy for which an RMA number is
not visible from the outside of the package. The product oagreres to pay D-Link’s reasonable handling and return shipparges for any product that is not
packaged and shipped in accordamith the foregoing requirements, or thadésermined by D-Link not to be defective or nmmforming.

What Is Not CoveredThe Limited Warranty provided herein by D-Link does not coveodBets that, in D-Link’s judgment, have been subjected toeabus
accident, alteration, modification, tampering, negligence, misuse, faulty installatkrof reasonable care, repair or $ggvin any way that is not contemplated
in the documentation for the product, or if the model or seriabeu has been altered, tampered with, defaced or removedl imstallation, installation and
removal of the product for repair, and shipping costs; Operational adjustments covered in the operating manual for tlem@nooiungl maintenance; Damage
that occurs in shipment, due to act of God, failures due t@peurge, and cosmetic damagény hardware, software, firmwam@ other products or services



provided by anyone other than D-Link; aRtbducts that have been purchased fromemtory clearance or liquidation sales thev sales in which D-Link, the
sellers, or the liquidators expressly disclaim their warrantigation pertaining to the prodtic While necessary maintenanor repairs on your Product can be
performed by any company, we recommend that you use only domagd D-Link Service Office. Improper or incorrectly perfornmadintenance or repair
voids this Limited Warranty.

Disclaimer of Other WarrantiesEXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT
ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY
WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPT AS
EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND
PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE,
STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES
OF ANY CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR
LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER
EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK'S PRCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA
CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM
THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED WARRANTY, EVEN
IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED
WARRANTY IS REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF
D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING
EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY.

Governing Law This Limited Warranty shall be governed by the laws of théeSif California. Some states do not allow exclusion or lifoitatf incidental or
consequential damages, or liations on how long an implied wanty lasts, so the foregoingnlitations and exclusions may trapply. This Limited Warranty
provides specific legal rights and you may also tather rights which vary from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Ottegtemarks or registered trademarks are the property of thpeatéve owners.

Copyright Statement:No part of this publication or documentation accompanyingptfiiduct may be reproduced in aioym or by any means or uséa make
any derivative such as translation, tramsfation, or adaptation without permission from D-Link Corporation/D-Link Systeros,ds stipulated by the United
States Copyright Act of 1976 and any amendments thereto. @atensubject to change without prior notice. Copyright 280D-Link Corporation/D-Link
Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class A product. In a residential environmeig,ffoduct may cause radio interference, in which case the ugdsenraquired to
take adequate measures.

FCC Statement: This equipment has been tested and faoncbmply with the limits for a Class Agital device, pursuant to part 15 of th€® Rules. These
limits are designed to provide reasonapietection against harmful interferencearcommercial installation. This equipmeggnerates, uses, and can radiate
radio frequency energy and, if not inktd and used in accordance witie instructions, may causarmful interference to dio communication. However, there
is no guarantee that interference will not occur in a partiénallation. Operation of thisquipment in a residential énanment is likely to cause harmful
interference to radio or television receptidhthis equipment does cause harmfuéifierence to radio or television redept which can be determined by turning
the equipment off and on, the user is@naged to try to correctehinterference by one or movéthe following measures:

X Reorient or relocate the receiving antenna.
X Increase the separation between the equipment and receiver.
X Connect the equipment into an outlet on a circuit céffié from that to which the receiver is connected.

X Consult the dealer or an expeiged radio/TV technician for help.

For detailed warranty information applicable to products purchased outside the Unite®tates, please contact the correspondidgcal D-Link office.



Product Registration

Registeryour D-Link product online athttp://support.dlink.com/register/

Product registration is entirely voluntary and failure to complete or return this form will not diminish
your warranty rights.




D-Link Europe Limited Lifetime Warranty

Dear Customer,

Please read below to understand the deta ils of the warranty coverage you have.

Warranty terms for D-LINK xStack products:

All D-Link xStack products* are supplied with a 5 year warranty as standard . To enable the Limited
Lifetime Warranty on this product you must register the product, within the first three months of
purchase** on the following website: http://www.dlink.biz/productreqistration/

D-Link will then provide you with a Limited Lifetime Warrantyfeeence number for this produétlease retain your original
dated proof of purchase with a note of the serial numbdrl_imnited Lifetime Warranty reference number together with this
warranty statement and place eddtcument in a safe location. When you makearranty claim on a defective product, you
may be asked to provide this information.

Nothing in this Limited Lifetime Warranty affects your statutory rights as a consumer. The following are
special terms applicable to your Limited Lifetime hardware warranty.

Warranty beneficiary

The warranty beneficiary is the original end user. The original end user is defi  ned as the person that
purchases the product as the first owner.

Duration of Limited Lifetime Warranty
As long as the original end-user continues to own or use the product with the following conditions:
- fan and power supplies are limited to a five (5) year warranty only

- in the event of discontinuance of product manufacture, D-Link warranty support is limited to
five (5) years from the announcement of disconti nuance. If a product is no longer available for
replacement, D-Link will issue a product comparable or better to the one originally purchased.

Replacement, Repair or Refund Procedure for Hardware

D-Link or its service center will use commercially reasonable efforts to ship a replacement part within

ten (10) working days after receipt of the RMA requ est. Actual delivery times may vary depending on
customer location. D-Link reserves the right to refund the purchase price as its exclusive warranty
remedy.

To Receive a Return Materials Author ization (RMA) Number, please visit: http://service.dlink.biz and

for Italy and Spain, please use: http://rma.dlink.es or http://rma.dlink.it




D-Link Limited Lifetime Warranty

Hardware : D-Link warrants the D-Link hardware na med above against defects in materials and
workmanship for the period specified above. If D- Link receives noti  ce of such defects during the
warranty period, D-Link will, at its option, either repair or replace products proving to be defective.
Replacement products may be either new or like-new.

Software . D-Link warrants that D-Link software will not fail to execute its programming instructions,

for the period specified above, due to defects in ma terial and workmanship when properly installed and
used. If D-Link receives notice of such defects during the warranty period, D-Link will replace software
media that does not execute its programming instructions due to such defects.

Warranty exclusions

This warranty does not apply if the software, produc t or any other equipment upon which the software
is authorized to be used (a) has been altered, exce pt by D-Link or its auth  orized representative, (b)
has not been installed, operated, repaired, or mainta ined in accordance with instructions supplied by
D-Link (improper use or improper maintenance), (c ) has been subjected to abnormal physical or
electrical stress, misuse, negligen ce, or accident; (d) is licensed, for beta, evaluation, testing or
demonstration purposes for which D-Link does not char ge a purchase price or license fee or (e) defects
are caused by force majeure (lightning, floods, war, etc.), soiling, by ex traordinary environmental

influences or by other circumstances of which D-Link is not responsible.

Disclaimer of warranty

Please note, some countries do not allowdikelaimer of implied termi contracts with consumers and the disclaimer belaw not apply to you.

To the extend allowed by local law, the above warranties are exclusive and no other warranty,
condition or other term, whether written or oral, is expressed or implied. D-Link specifically disclaims
any implied warranties, conditions and terms of merchantability, satisfactory quality, and fitness for a
particular purpose.

To the extent allowed by local law, the remedies in this warranty statement are customer’s sole and
exclusive remedies. Except as indicated above, in no event will D-Link or its suppliers be liable for loss
of data or for indirect, special, incidental, consequential (including lost profit or data), or other

damage, whether based in a contract, tort, or otherwise.

To the extent local law mandatorily requires a definition of “Lifetime Warranty” different from that
provided here, then the local law definiti on will supersede and  take precedence.

Valid law

The warranty is subject to the valid laws in the count ry of purchase and is to be interpreted in the
warranty terms with the said laws. You may have additi onal legal rights that are not restricted by this
warranty. Nothing in this Limited Lifetime Warran ty affects your statutory rights as a consumer.

* DES-6500 series is excluded from the Limited Lifetime Warranty offering and will be supplied with a standard 5
year warranty.

** Failure to register this product within the first three mo nths of purchase [by the first user only] will invalidate
the Limited Lifetime Warranty.



Tech Support

(

Technical Support

Tech Support for customers within Australia:
D-Link Technical Support over the Telephone:
1300-766-868
Monday to Friday 8:00am to 8:00pm EST
Saturday 9:00am to 1:00pm EST
D-Link Technical Support over the Internet:
http://www.dlink.com.au

email:support@dlink.com.au

Tech Support for customers within New Zealand:

D-Link Technical Support over the Telephone:
0800-900-900
Monday to Friday 8:30am to 8:30pm
Saturday 9:00am to 5:00pm
D-Link Technical Support over the Internet:
http://www.dlink.co.nz

email:support@dlink.co.nz

N

You can find software updates and user documentation on the D-Link website.




Technical Support

You can find software updates and user documentation on the D-Link website.

Tech Support for customers within Southeastern Asia and Korea:

D-Link Southeastern Asia and Korea Technical Support over the Telephone:
+65-6895-5355
Monday to Friday 9:00am to 12:30pm, 2:00pm-6:00pm Singapore Time

D-Link Technical Support over the Internet:
email:support@dlink.com.sg




Technical Support

You can find software updates and user documentation on the D-Link website.

Tech Support for customers within India
D-Link Technical Support over the Telephone:
+91-22-26526741
+91-22-26526696 —ext 161 to 167
Monday to Friday 9:30AM to 7:00PM
D-Link Technical Support over the Internet:
http://ww.dlink.co.in
http://www.dlink.co.in/dlink/drivers/support.asp
ftp://support.dlink.co.in

email: techsupport@dlink.co.in
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers
for the duration of the warranty period on this product.

Customers can contact D-Link technical support through our web site or by phone.

Tech Support for customers within Russia
D-Link Technical Support over the Telephone:
(495) 744-00-99
Monday to Friday 10:00am to 6:30pm

D-Link Technical Support over the Internet
http://www.dlink.ru

email: support@dlink.ru
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Technical Support

You can find software updates and user documentation on the D-Link website.

Tech Support for customers within the U.A.E & North Africa:
D-Link Technical Support over the Telephone:
(971) 4-391-6480 (U.A.E)
Sunday to Wednesday 9:00am to 6:00pm GMT+4
Thursday 9:00am to 1:00pm GMT+4
D-Link Middle East & North Africa
D-Link Technical Support over the Internet:
http://support.dlink-me.com

email:support@dlink-me.com

Tech Support for customers within Israel:
D-Link Technical Support over the Telephone:
(972) 9-9715701
Sunday to Thursday 9:00am to 5:00pm
D-Link Technical Support over the Internet:
http://www.dlink.co.il/support/

e-mail: support@dlink.co.il

Tech Support for customers within Turkey:
D-Link Technical Support over the Telephone:
0090 312 473 40 55
Monday to Friday 9:00am to 6:00pm
D-Link Technical Support over the Internet:
http://www.dlink.com.tr

e-mail: turkiye@dlink-me.com

Tech Support for customers within Egypt:
D-Link Technical Support over the Telephone:
+202-2919035, +202-2919047
Sunday to Thursday 9:00am to 5:00pm
D-Link Technical Support over the Internet:
http://support.dlink-me.com

e-mail: amostafa@dlink-me.com
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Technical Support

You can find software updates and user documentation on the D-Link website.

Tech Support for customers within South Africa and the Sub Sahara Region:

D-Link South Africa and Sub Sahara Technical Support over the Telephone:
+27-12-665-2165
08600 DLINK (For South Africa only)
Monday to Friday 8:30am to 9:00pm South Africa Time

D-Link Technical Support over the Internet:
http://www.d-link.co.za
email:support@d-link.co.za




: Technical Support )

You can find updates and user documentation on the D-Link website

Tech Support for Latin America customers:
D-Link Technical Support over the following Telephone Numbers:

Argentina: 0800-666 1442 Monday to Friday 09:00am to 22:00pm

Chile: 800-214 422 Monday to Friday 08:00am to 21:00pm
Colombia: 01800-700 1588 Monday to Friday 07:00am to 20:00pm
Ecuador: 1800-777 711 Monday to Friday 07:00am to 20:00pm
El Salvador: 800-6137 Monday to Friday 06:00am to 19:00pm
Guatemala: 1800-300 0017 Monday to Friday 06:00am to 19:00pm
Panama: 0800-560 0193 Monday to Friday 07:00am to 20:00pm
Peru: 0800-52049 Monday to Friday 07:00am to 20:00pm

Venezuela: 0800-100 3470 Monday to Friday 08:00am to 21:00pm
D-Link Technical Support over the Internet:
www.dlinkla.com
www.dlinklatinamerica.com

email:support@dlink.cl

Tech Support for customers within Brazil:

D-Link Technical Support over the Telephone:
0800-7014104
Monday to Friday 8:30am to 18:30pm
D-Link Technical Support over the Internet:
www.dlinkbrasil.com.br

email:suporte@dlinkbrasil.com.br
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Asistencia Técnica

D-Link Latin América pone a disposicidn de sus clientes, especificaciones,
documentacién y software mas reciente a través de nuestro Sitio Web

www.dlinkla.com

El servicio de soporte técnico tiene presencia en numerosos paises de la Regién
Latino América, y presta asistencia gratuita a todos los clientes de D-Link, en
forma telefonica e internet, a través de la casilla

soporte@dlinkla.com
Soporte T écnico Help Desk Argentina:
Teléfono: 0800-6661442 Lunes a Viernes 09:00 am a 22:00 pm
Soporte Técnico Help Desk Chile:
Teléfono: 800 8 35465 Lunes a Viernes 08:00 am a 21:00 pm
Soporte Técnico Help Desk Colombia:
Teléfono: 01800-7001588 Lunes a Viernes 07:00 am a 20:00 pm
Soporte Técnico Help Desk Ecuador:
Teléfono: 1800-777 711 Lunes a Viernes 07:00 am a 20:00 pm
Soporte Técnico Help Desk El Salvador:
Teléfono: 800-6137 Lunes a Viernes 06:00 am a 19:00 pm
Soporte Técnico Help Desk Guatemala:
Teléfono: 1800-300 0017 Lunes a Viernes 06:00 am a 19:00 pm
Soporte Técnico Help Desk Panama:
Teléfono: 0800-560 0193 Lunes a Viernes 07:00 am a 20:00 pm
Soporte Técnico Help Desk Pera:
Teléfono: 0800-52049 Lunes a Viernes 07:00 am a 20:00 pm
Soporte Técnico Help Desk Venezuela:
Teléfono: 0800-1003470 Lunes a Viernes 08:00 am a 21:00 pm




Suporte Técnico

Vocé pode encontrar atualizacoes de software e documentagéo de
usu&rio no site da D-Link Brasil www.dlinkbrasil.com.br.

A D-Link fornece suporte técnico gratuito para clientes no Brasil
durante o periodo de vigéncia da garantia deste produto.

Suporte Técnico para clientes no Brasil:

Telefone
S&o Paulo (11) 2185-9301

Segunda a sexta
Das 8h30 as 18h30
Demais Regides do Brasil 0800 70 24 104

E-mail:

email:suporte@dlinkbrasil.com.br







Technical Support

You can find software updates and user documentation on
the D-Link website.

D-Link provides free technical support for customers within
the United States and within Canada for the duration of the
warranty period on this product.

U.S. and Canadian customers can contact D-Link technical
support through our website, or by phone.

Tech Support for customers within the United
States:

D-Link Technical Support over the Telephone:
(888) 843-6100
Hours of Operation: 8:00AM to 6:00PM PST
D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 7:30am to 12:00am EST
D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca




Technical Support

You can find software updates and user documentation on the D-Link websites.

If you require product support, we encourage you to browse our FAQ

section on the Web Site before contacting the Support line. We have

many FAQ’s which we hope will provide you a speedy resolution for
your problem.

For Customers within
the United Kingdom & Ireland:

D-Link UK & Ireland Technical Support over the Internet:
http://www.dlink.co.uk
ftp://ftp.dlink.co.uk
D-Link UK & Ireland Technical Support over the Telephone:
08456 12 0003 (United Kingdom)
+1890 886 899 (Ireland)
Lines Open
8.00am-10.00pm Mon-Fri
10.00am-7.00pm Sat & Sun

For Customers within Canada:
D-Link Canada Technical Support over the Telephone:
1-800-361-5265 (Canada)
Mon. to Fri. 7:30AM to 9:00PM EST

D-Link Canada Technical Support over the Internet:
http://support.dlink.ca

email: support@dlink.ca




Aktualisierte Versionen von Software und
Benutzerhandbuch finden Sie auf der Website von D-Link.

D-Link bietet kostenfreie technische Unterstiitzung fur
Kunden innerhalb Deutschlands, Osterreichs, der Schweiz
und Osteuropas.

Unsere Kunden kénnen technische Unterstutzung tber
unsere Website, per E-Mail oder telefonisch anfordern.

Web: http://www.dlink.de

E-Mail: support@dlink.de

Telefon: +49 (1805)2787 3
A.AAWOAAU 36 30 3Ug g 3+g 3xg

Telefonische technische Unterstiitzung erhalten Sie Montags
bis Freitags von 09.00 bis 17.30 Uhr.

Unterstlitzung erhalten Sie auch bei der Premiumhotline
fur D-Link Produkte unter der Rufnummer 09001-475767

Montag bis Freitag von 6-22 Uhr und am Wochenende von
11-18 Uhr.

1,75€/Min aus dem Festnetz der Deutschen Telekom.
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Assistance technique

Vous trouverez la documentation et les logiciels les plus récents sur le site web D-Link.

Vous pouvez contacter le service technique de

D-Link par notre site internet ou par téléphone.

Support technique destiné aux clients établis en France:
Assistance technique D-Link par téléphone:
0820 0803 03

N° INDIGO - 0,12€ TTC/min*

*Prix en France Métropolitaine au 3 mars 2005
Du lundi au samedi — de 9h00 & 19h00
Assistance technique D-Link sur internet:
http://www.dlink.fr
e-mail : support@dlink.fr

Support technique destiné aux  clients établis au Canada:
Assistance technique D-Link par téléphone:
(800) 361-5265
Lun.-Ven. 7h30 a 21h00 HNE.
Assistance technique D-Link sur internet:
http ://support.dlink.ca

e-mail : support@dlink.ca




Asistencia Técnica

Puede encontrar las Ultimas versiones de software asi
como documentacién técnica en el sitio web de D-Link .

D-Link ofrece asistencia técnica gratuita para clientes
residentes en Espafia durante el periodo de garantia del
producto.

Asistencia Técnica de D-Link por teléfono:
+34 902 30 45 45
Lunes a Viernes de 9:00 a 14:00 y de 15:00 a 18:00

Asistencia Técnica de D-Link a través de Internet:
http://www.dlink.es/support/

e-mail: soporte@dlink.es




Supporto tecnico

Gli ultimi aggiornamenti e la documentazione sono

disponibili sul sito D-Link.
Supporto tecnico per i clienti residenti in Italia
D-Link Mediterraneo S.r.L.

Via N. Bonnet 6/B 20154 Milano

Supporto Tecnico dal lunedi al venerdi dalle ore
9.00 alle ore 19.00 con orario continuato
Telefono: 02-39607160

URL : http://www.dlink.it/supporto.html
Email;: tech@dlink.it




’ Technical Support ‘

You can find software updates and user documentation on the
D-Link website.

D-Link provides free technical support for customers within
Benelux for the duration of the warranty period on this product.

Benelux customers can contact D-Link technical support through
our website, or by phone.
Tech Support for customers within the Netherlands:
D-Link Technical Support over the Telephone:
0900 501 2007
Monday to Friday 9:00 am to 10:00 pm
D-Link Technical Support over the Internet:

www.dlink.nl

Tech Support for customers within Belgium:
D-Link Technical Support over the Telephone:
070 66 06 40
Monday to Friday 9:00 am to 10:00 pm
D-Link Technical Support over the Internet:

www.dlink.be

Tech Support for customers within
Luxemburg:

D-Link Technical Support over the Telephone:
+32 70 66 06 40
Monday to Friday 9:00 am to 10:00 pm

D-Link Technical Support over the Internet:

www.dlink.be




Pomoc techniczna

Najnowsze wersje oprogramowania i dokumentacji
u *ytkownika mo *ha znale ( Ow serwisie internetowym firmy
D-Link.

D-Link zapewnia bezp atn pomoc techniczn klientom w
Polsce w okresie gwarancyjnym produktu.

Klienci z Polski mog si kontaktowa Uz dzia @m pomocy
technicznej firmy D-Link za po rednictwem Internetu lub
telefonicznie.

Telefoniczna pomoc techniczna firmy D-Link:
(+48 12) 25-44-000

Pomoc techniczna firmy D-Link wiadczona przez Internet:
URL: http://www.dlink.pl
e-mail: dlink@fixit.pl
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Technicka podpora

Aktualizované verze software a uZivatelskych p iru ek
najdete na webové strance firmy D-Link.

D-Link poskytuje svym zékaznik $n bezplatnou technickou
podporu

Zakaznici mohou kontaktovat odd leni technické podpory
p es webové stranky, mailem nebo telefonicky

Web: http://www.dlink.cz/suppport/

E-mail: support@dlink.cz
Telefon: 224 247 503

Telefonick&a podpora je v provozu:
PO- PA od 09.00 do 17.00




Technikal Tamogatas

Meghajté programokat és frissitéseket a D-Link
Magyarorszag weblapjardl télthet le.
Telefonon technikai segitséget munkanapokon hétf t I-
cstitortokig 9.00 — 16.00 6raig és pénteken 9.00 — 14.00
oraig kérhet
a (1) 461-3001 telefonszamon vagy a support@dlink.hu
emailcimen.

Magyarorszagi technikai tamogatas :

D-Link Magyarorszag

1074 Budapest, Alséerd sor u. 6. — R70 Irodah&az 1 em.

Tel. : 06 1 461-3001
Fax: 06 1 461-3004

email : support@dlink.hu
URL : http://www.dlink.hu
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Teknisk Support

Du kan finne programvare oppdateringer og bruker
dokumentasjon pa D-Links web sider.

D-Link tilbyr sine kunder gratis teknisk support under
produktets garantitid.

Kunder kan kontakte D-Links teknisk support via vare
hjemmesider, eller pa tlf.

Teknisk Support:
D-Link Teknisk telefon Support:
800 10 610
(Hverdager 08:00-20:00)

D-Link Teknisk Support over Internett:
http://www.dlink.no




Teknisk Support

Du finder software opdateringer og bruger-

dokumentation pa D-Link’s hjemmeside.

D-Link tilbyder gratis teknisk support til kunder
i Danmark i hele produktets garantiperiode.

Danske kunder kan kontakte D-Link’s tekniske

support via vores hjemmeside eller telefonisk.

D-Link teknisk support over telefonen:

TIf. 7026 9040
Hverdager: kl. 08:00 — 20:00

D-Link teknisk support pa Internettet:
http://www.dlink.dk




rTeknistéi tukea asiakkaille Suomessa;:

D-Link tarjoaa teknista tukea asiakkailleen.
Tuotteen takuun voimassaoloajan.

Tekninen tuki palvelee seuraavasti:

Arkisin klo. 9 - 21
numerosta
0800-114 677

Internetin kautta
Ajurit ja lisatietoja tuotteista.
http://www.dlink_fi

Sahkopostin kautta
voit myds tehda kyselyité.




Teknisk Support

P& var hemsida kan du hitta mer information om
mjukvaru uppdateringar och annan
anvandarinformation.

D-Link tillhandahaller teknisk support till kunder i
Sverige under hela garantitiden for denna produkt.
Teknisk Support for kunder i Sverige:
D-Link Teknisk Support via telefon:
0770-33 00 35
Vardagar 08.00-20.00

D-Link Teknisk Support via Internet:
http://www.dlink.se




Suporte Técnico

Vocé pode encontrar atualizacdes de software e documentacéo de
utilizador no site de D-Link Portugal http://www.dlink.pt.

A D-Link fornece suporte técnico gratuito para clientes no Portugal
durante o periodo de vigéncia de garantia deste produto.

Suporte Técnico para clientes no Portugal:

Assisténcia Técnica:

Email: soporte@dlink.es
http://www.dlink.pt/support/

ftp://ftp.dlink.es
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International Offices

US.A

17595 Mt. Herrmann Street
Fountain Valley, CA 92708
TEL: 1-800-326-1688
URL: www.dlink.com

Canada

2180 Winston Park Drive
Oakville, Ontario, L6H 5W1
Canada

TEL: 1-905-8295033

FAX: 1-905-8295223

URL: www.dlink.ca

Europe (U. K.)

4™ Floor, Merit House
Edgware Road, Colindale
London NW9 5AB

U.K.

TEL: +44-20-8955-9000
FAX: +44-20-8955-9001
URL: www.dlink.co.uk

Germany

Schwalbacher Strasse 74
D-65760 Eschborn
Germany

TEL: 49-6196-77990
FAX: 49-6196-7799300
URL: www.dlink.de

France

41 Boulevard Vauban
78280 Guyancourt
France

TEL: 00 33 1 30 23 86 88
FAX: 00 33 1 30 23 86 89
URL: www.dlink.fr

Netherlands

Weena 290

3012 NJ, Rotterdam
Netherlands

Tel: +31-10-282-1445
Fax: +31-10-282-1331
URL: www.dlink.nl
Belgium

Rue des Colonies 11
B-1000 Brussels
Belgium

Tel: +32(0)2 517 7111
Fax: +32(0)2 517 6500
URL: www.dlink.be

Italy

Via Nino Bonnet n. 6/b
20154 — Milano

Italy

TEL: 39-02-2900-0676
FAX: 39-02-2900-1723
URL: www.dlink.it

Sweden

P.O. Box 15036, S-167 15 Bromma
Sweden

TEL: 46-(0)8564-61900

FAX: 46-(0)8564-61901

URL: www.dlink.se

Denmark

Naverland 2, DK-2600
Glostrup, Copenhagen
Denmark

TEL: 45-43-969040
FAX: 45-43-424347
URL: www.dlink.dk

Norway

Karihaugveien 89
N-1086 Oslo

Norway

TEL: +47 99 300 100
FAX: +47 22 30 95 80
URL: www.dlink.no

Finland

Latokartanontie 7A
FIN-00700 HELSINKI
Finland

TEL: +358-10 309 8840
FAX: +358-10 309 8841
URL: www.dlink.fi

Spain

Avenida Diagonal, 593-95, 9th floor
08014 Barcelona

Spain

TEL: 34 93 4090770

FAX: 34 93 4910795

URL: www.dlink.es

Portugal

Rua Fernando Pahla
50 Edificio Simol

1900 Lisbon Portugal
TEL: +351 21 8688493
URL: www.dlink.es

Czech Republic

Vaclavske namesti 36, Praha 1
Czech Republic

TEL :+420 (603) 276 589

URL: www.dlink.cz

Switzerland

Glatt Tower, 2.0G CH-8301
Glattzentrum Postfach 2.0G
Switzerland

TEL : +41 (0) 1 832 11 00
FAX: +41 (0) 1 832 11 01
URL: www.dlink.ch

Greece

101, Panagoulis Str. 163-43
HelioupolisAthens, Greece
TEL : +30 210 9914 512
FAX: +30 210 9916902
URL: www.dlink.gr

Luxemburg

Rue des Colonies 11,
B-1000 Brussels,
Belgium

TEL: +32 (0)2 517 7111
FAX: +32 (0)2 517 6500
URL: www.dlink.be

Poland

Budynek Aurum ul. Walic-w 11
PL-00-851

Warszawa

Poland

TEL : +48 (0) 22 583 92 75
FAX: +48 (0) 22 583 92 76
URL: www.dlink.pl

Hungary

R-k-czi-t 70-72

HU-1074

Budapest

Hungary

TEL : +36 (0) 1 461 30 00
FAX: +36 (0) 1 461 30 09
URL: www.dlink.hu

Singapore

1 International Business Park
#03-12 The Synergy
Singapore 609917

TEL: 65-6774-6233

FAX: 65-6774-6322

URL: www.dlink-intl.com

Australia

1 Giffnock Avenue
North Ryde, NSW 2113
Australia

TEL: 61-2-8899-1800
FAX: 61-2-8899-1868
URL: www.dlink.com.au

India

D-Link House, Kurla Bandra Complex Road

Off CST Road, Santacruz (East)
Mumbai - 400098

India

TEL: 91-022-26526696/56902210
FAX: 91-022-26528914

URL: www.dlink.co.in

Middle East (Dubai)

P.O.Box: 500376

Office: 103, Building:3
Dubai Internet City

Dubai, United Arab Emirates
Tel: +971-4-3916480

Fax: +971-4-3908881

URL: www.dlink-me.com

Turkey

Cetin Emec Bulvari, 74.sokak, ABC Plaza No:9/3
Ovecler/Ankara- TURKEY

TEL: 0090 312 473 40 55

FAX: 0090 312 473 40 58

URL: www.dlink.com.tr

Egypt

47 El Merghany street,Heliopolis
Cairo-Egypt

TEL: +202-2919035, +202-2919047
FAX: +202-2919051

URL: www.dlink-me.com

Israel

11 Hamanofim Street

Ackerstein Towers, Regus Business Center
P.O.B 2148, Hertzelia-Pituach 46120
Israel

TEL: +972-9-9715700

FAX: +972-9-9715601

URL: www.dlink.co.il

Latin America

Isidora Goyeechea 2934
Ofcina 702

Las Condes

Santiago — Chile

TEL: 56-2-232-3185
FAX: 56-2-232-0923
URL: www.dlink.cl

Brazil

Av das Nacoes Unidas

11857 — 14- andar - ¢j 141/142
Brooklin Novo

Sao Paulo - SP - Brazil

CEP 04578-000 (Zip Code)
TEL: (55 11) 21859300

FAX: (55 11) 21859322

URL: www.dlinkbrasil.com.br

South Africa

Einstein Park Il

Block B

102-106 Witch-Hazel Avenue
Highveld Technopark
Centurion

Gauteng

Republic of South Africa
TEL: 27-12-665-2165

FAX: 27-12-665-2186

URL: www.d-link.co.za

Russia

Grafsky per., 14, floor 6
Moscow

129626 Russia

TEL: 7-495-744-0099

FAX: 7-495-744-0099 #350
URL: www.dlink.ru

China

No.202,C1 Building, Huitong Office Park,

No. 71, Jianguo Road, Chaoyang District, Beijing
100025, China.

TEL +86-10-58635800

FAX: +86-10-58635799

URL: www.dlink.com.cn

Taiwan

No. 289, Sinhu 3rd Rd., Neihu District ,
Taipei City 114 ,Taiwan

TEL: 886-2-6600-0123

FAX: 886-2-6600-1188

URL: www.dlinktw.com.tw



Registration Card
(All Countries and Regions excluding USA)

Print, type or use block letters.

Your name: Mr./Ms

Organization: Dept.

Your title at organization:

Telephone: Fax:

Organization's full address:

Country:

Date of purchase (Month/Day/Year):

Product Model Product Serial No. * Product installed in type of * Product installed in

computer computer serial No.

(* Applies to adapters only)
Product was purchased from:

Reseller's name:

Telephone: Fax:

Reseller's full address:

Answers to the following questions help us to support your product:

1. Where and how will the product primarily be used?

tHome t1Office tTravel TCompany Business THome Business tPersonal Use

2. How many employees work at installation site?

t1 employee 12-9 110-49 150-99 1100-499 1500-999 11000 or more

3. What network protocol(s) does your organization use?

TXNS/IPX tTCP/IP tDECnet tOthers

4. What network operating system(s) does your organization use?

1D-Link LANsmart tNovell NetWare 1NetWare Lite TSCO Unix/Xenix TPC NFS t3Com 3+Open

tBanyan Vines tWindows NT tWindows ME tWindows 2000 fWindows XP tWindows Server 2003 tWindows Vista
tOthers

5. What network management program does your organization use?

TD-View tHP OpenView/Windows tHP OpenView/Unix tSunNet Manager Novell NMS

tNetView 6000 tOthers

6. What network medium/media does your organization use?

TFiber-optics TThick coax Ethernet T Thin coax Ethernet 1 10BASE-T UTP/STP

T100BASE-TX T100BASE-T4 1t100VGAnyLAN tOthers
7. What applications are used on your network?

TDesktop publishing TSpreadsheet tWord processing T CAD/CAM
tDatabase management tAccounting tOthers

8. What category best describes your company?

TAerospace tEngineering tEducation tFinance tHospital TLegal TInsurance/Real Estate TManufacturing
TRetail/Chainstore/Wholesale tGovernment tTransportation/Utilities/Communication VAR

1 System house/company T Other
9. Would you recommend your D-Link product to a friend?
tYes tTNo tDon't know yet
10.Your comments on this product?
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