DES-7200
Basic Configuration Guide
Version 10.4(3)

D-Link




DES-7200 Configuration Guide

Revision No.: Version 10.4(3)
Date:




Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

® Network engineers
® Technical salespersons
® Network administrators

Conventions in this Document
1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.

{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.
/l'Lines starting with an exclamation mark "//" are annotated.

3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.
Caution




Note

Descript, prompt, tip or any other necessary supplement or explanation
for the operation.

Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
configure port types according to the support on various products.

The display information of some examples in this manual may include the
information on other series products, like model and description. The
details are subject to the used equipments.
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Command Line Interface
Configuration

This chapter describes the method to use the command line interface(CLI). You
can manage network devices by the command line interface.
This chapter covers the following topics:

Command Mode

Getting Help

Abbreviating Commands

Using no and default Options

Understanding CLI Error Messages

Using History Commands

Using Editing Features

Filtering and Looking Up CLI Output Information

Using Command Alias

Accessing CLI

1.1 Command Mode

The management interface of DES-7200 network devices falls into multiple
modes. The command mode you are working with determines the commands
you can use.

To list the usable commands in each mode, enter a question mark (?) at the
command prompt.

After setting up a session connection to the network device management
interface, you enter in the user EXEC mode first. In the user EXEC mode, only a
few commands are usable with limited functions, for example, command show.
The command results are also not saved.

To use all commands, enter the privileged EXEC mode with the privileged
password. Then you can use all privileged commands and enter the global
configuration mode.

Using commands in a configuration mode (for instance, global configuration or
interface configuration) will influence the current configuration. If you have
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saved the configuration information, these commands will be saved and

executed when the system restarts. To enter any of the configuration modes,

first enter the global configuration mode.

The following table lists the command modes, access methods, prompts, and

exit methods. Suppose the equipment is named "DES-7200" by default.

Summary of main command modes:

Command Access ;
Prompt Exit or enter the next mode | Remark
mode method
Enter command exit to quit )
. Used for basic
this mode.
) DES-7200 test and
User EXEC Log in. Enter command enable to )
> showing system
enter the privileged EXEC ) i
information
mode.
To return to the user EXEC
In the user
mode, enter command Verify settings.
o EXEC mode, . . .
Privileged . DES-7200 | disable. This mode is
enter
EXEC # To enter the global password-prote
command
configuration mode, enter cted.
enable .
command configure.
To return to the privileged
EXEC mode, enter command | |n this mode,
In th .
nthe end or exit or press Ctrl+C. you can
privileged )
To access the interface execute
EXEC mode, ] )
Global . DES-7200 | configuration mode, enter commands to
enter
configuration (config)# command interface with an configure global
command ) »
] interface specified. parameters
configure . .
. To access the VLAN influencing the
terminal. )
configuration mode, enter whole switch.
command vlan vian_id.
To return to the privileged
EXEC mode, enter command ]
In the global Configure
) ) end or press Ctrl+C. To return )
configuration ] ) various
Interface DES-7200 | to the global configuration )
] ) mode, enter o ) interfaces of the
configuration (config-if)j# | mode, enter command exit. ) )
command ] equipment in
) Moreover, you need specify )
interface. this mode.

an interface in the interface

command.
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Command Access :
Prompt Exit or enter the next mode | Remark
mode method
To return to privileged EXEC
In the global
mode, enter command end or | Configure
) configuration DES-7200
Config-vlan press Ctrl+C. VLAN
mode, enter (config- )
(Vlan Mode) To return to the global parameters in
command vlan | vlan)# )
. configuration mode, enter this mode.
vlan-id.
command exit.

1.2  Getting Help

To obtain a list of commands that are available for each command mode, enter
a question mark(?) at the command prompt. You can also obtain a list of
command keywords beginning with the same character or parameters of each
command. See the following table.

Command

Description

Help

Obtain the brief description of the help system under any

command mode.

abbreviated-command-entry?

Obtain a list of commands that begin with a particular character

string.(Do not leave a space between the keyword and

question mark.)
For example:
DES-7200# di?
dir disable

abbreviated-command-entry

<Tab>

Complete a partial command name.
For example:

DES-7200# show conf<Tab>
DES-7200# show configuration

Command ?

List a command's associated keywords.(Leave a space

between the keyword and question mark.)
For example:

DES-7200# show ?

command keyword ?

List a command's associated arguments.(Leave a space

between the keyword and question mark.)
For example:

DES-7200(config)# snmp-server
community ?

WORD SNMP community string
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1.3 Abbreviating Commands

To abbreviate a command, simply enter part of the command that can uniquely
identify the command.

For example, show configuration can be abbreviated as:
DES-7200# show config

If the entered command cannot be uniquely identified by the system, the system
will prompt "Ambiguous command:”.

For example, when you want to view the information about access lists, the
following command is not complete.

DES-7200# show access
% Ambiguous command: "‘show access"

1.4 Using no and default
Options

Almost all commands have the no option generally used to disable a feature or
function or perform a reversed action of the command. For example, the no
shutdown command turns on the interface, the opposite operation of the
shutdown command. You can use the commands without the no option to
enable the features that have been disabled or are disabled by default.

Most configuration commands have the default option that restores the
command setting to its default. Most commands are disabled by default. In this
case, the default and no options generally serve the same purpose. However,
some commands are enabled by default. In this case, the default and no
options serve different purposes, where the default option enables the
command and restores the arguments to the default settings.

1.5 Understanding CLI
Error Messages

The following table lists the error prompt messages that may occur when you
use the CLI to manage equipments.

Common CLI error messages:

Error message Meaning How to obtain help
) The switch cannot identify the Re-input the command with a question
% Ambiguous
unigue command for you input mark following the ambiguous word. The
command: "show c" | . . . . .
insufficient characters. possible keywords will be listed.
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Error message

Meaning

How to obtain help

% Incomplete

command.

User has not input the required

keywords or arguments.

Re-input the command with a space
followed by a question mark. The
possible keywords or arguments will be

displayed.

% Invalid input
detected at ‘v

marker.

The symbol “*” will indicate the
position of the wrong words
when user inputs a wrong

command.

Input a question mark at the command
prompt to show the allowed keywords of
the command.

1.6 Using Historical
Commands

The system records the commands you have input recently, which is very useful

when you input a long and complex command again.

To re-execute the commands you have input from the historical records,

perform the following operations.

Operation

Result

Ctrl-P or Up

command records.

Allows you to browse the previous command in the historical

Ctrl-N or Down

command records.

Allows you to return to a more recent command in the historical

\ Standards-based terminals like VT100 series support arrow keys.

Note

1.7 Using Editing Features

This section describes the editing functions that may be used for command line

edit, including:

® Edit Shortcut Keys

® Sliding Window of Command Line

1.7.1 Editing Shortcut Keys

The following table lists the edit shortcut keys.

Function

Shortcut Key Description
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Function Shortcut Key Description

Left direction key or

Move the cursor to left by one character.
Ctrl+B

Right direction key or )
Move cursor in CHl+F Move the cursor to right by one character.
rl+

an editing line
Move the cursor to the beginning of the command

Ctrl+A )
line.
Ctrli+E Move the cursor to the end of the command line.
Delete the Backspace Delete the character to the left of the cursor.
entered
Delete Delete the character where the cursor is located.
characters
Scroll up the displayed contents by one line and
Return make the next line appear. This is used only before
Scroll up by one the end of the Output.
line or one page Scroll up the displayed contents by one page and
Space make the next page appear. This is used only

before the end of the output.

1.7.2 Sliding Window of
Command Line

You can use the sliding window to edit the commands that exceed the width of
one line. When the editing cursor closes to the right border, the whole command
line will move to the left by 20 characters. In this case, the cursor can still be
moved back to the previous character or the beginning of the command line.

When editing a command line, you can move the cursor using the shortcut keys
in the following table:

Function Shortcut key

Move the cursor to the left by one character Left direction key or Ctrl+B

Move the cursor to the head of a line Ctrl+A

Move the cursor to the right by one character | Right direction key or Ctrl+F

Move the cursor to the end of a line Ctrli+E

For example, the contents of the mac-address-table static command may
exceed the screen width. When the cursor approaches the line end for the first
time, the whole line move left by 20 characters, and the hidden beginning part is
replaced by "$" on the screen. The line moves left by 20 characters when the
cursor reaches the right border.

mac-address-table static 00d0.f800.0cOc vlan 1 interface
$tatic 00d0.f800.0cOc vlan 1 interface fastEthernet
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$tatic 00d0.f800.0cOc vian 1

interface fastEthernet 0/1

Now you can press Ctrl+A to return to the beginning of the command line. In
this case, the hidden ending part is replaced by "$".

-address-table static 00d0.f800.0cOc vlan 1 interface $

\ The default line width on the terminal is 80 characters.

Note

Combined with historical commands, the sliding window enables you to invoke
complicated commands repeatedly. For details about shortcut keys, see Edit

Shortcut Keys.

1.8 Filtering and Looking
UP CLI Output
Information

1.8.1 Filtering and Looking Up the
Information Outputted by
the Show Command

To look up the specified message in the information outputted by the show
command, execute the following command:

Command

Description

DES-7200# show any-command |
begin regular-expression

Look up the specified content from the information outputted by
the show command and output all information of the first line

that contains this content and subsequent lines.

1.You can execute show command in any mode.

2.The information to be looked up is case sensitive, and the following is the

Caution  Same.

To filter the specified content in the information outputted by the show
command, execute the following commands:

Command

Description

DES-7200# show any-command |
exclude regular-expression

Filter the content from the information outputted by the show
command and output other information excluding the line that

includes the specified content.
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Command Description
Filter the content from the information outputted by the show
DES-7200#show any-command ) ) .
) ] command and output the line that includes the specified
| include regular-expression ) ) ) ]
content. Other information will be filtered.
To look up and filter the contents outputted by the show command, it is
\ necessary to input the pipeline sign (vertical line, “|") followed by lookup and
—N filtration rules and contents (characters or strings). The contents to be looked
ote ) .
up and filtered are case sensitive.
1.9 Using Command Alias

The system provides the command alias function. Any word can be specified as
the alias of a command. For example, you can define the word “mygateway” as
the alias of “ip route 0.0.0.0 0.0.0.0 192.1.1.1". Inputting this word is equal to
inputting the whole string.

You can use one word to replace one command by configuring an alias for the
command. For example, you can define an alias to represent the front part of
one command, and then continue to enter the following part.

The command that an alias represents must run under the mode you have
defined in the current system. In the global configuration mode, you can enter
alias? to list all command modes that can configure alias.

DES-7200(config)#alias ?

aaa-gs AAA server group mode
acl acl configure mode
bgp Configure bgp Protocol
config globle configure mode

An alias supports help information. An alias appears with an asterisk (*) before it
in the following format:

*command-al ias=original-command

For example, in the EXEC mode, the alias “s” indicates the show command by
default. Enter “s?” to obtain the help information on the command and the
aliases beginning with ‘s’.

DES-7200#s?

*s=show show start-chat start-terminal-service
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If the command that an alias represents has more than one word, the command
will be included by the quotation marks. As shown in the following example,
configure the alias “sv” to replace the show version command in the EXEC
mode.

DES-7200#s?
*s=show *sv=""show version” show start-chat
start-terminal-service

An alias must begin with the first character of the command line entered without
any blank before it. As shown in the above example, the alias is invalid if you
have inputted a blank before the command.

DES-7200# s?
show start-chat start-terminal-service

An alias can also be used to get the help information on obtaining command
parameters. For example, the alias “ia" represents “ip address” in the interface
configuration mode.

DES-7200(config-if)#ia ?
A.B.C.D IP address
dhcp IP Address via DHCP

DES-7200(config-if)#ip address

Here lists the parameter information after the command “ip address”, and
replaces the alias with the actual command.

An alias must be inputted fully for use. Otherwise, it can not be identified.

Use the show aliases command to view the setting of aliases in the system.

1.10 Accessing CLI

Before using CLlI, you need to use a terminal or PC to connect with the network
device. Power on the network device. After the initialization of hardware and
software, you can use CLI. If the network device is used for the first time, you
can only connect the network device through the serial port (Console), which is
referred to as out-band management. In addition, you can connect and manage
the network device through Telnet virtual terminal by performing corresponding
configuraitons. In either case, you can access the command line interface.
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Basic Switch

Management
Configuration

2.1 Overview

This chapter describes how to manage our switches:

B Command Authorization-based Access Control

B Logon Authentication Control

B System Time Configuration

B Scheduled Restart

B System Name and Command Prompt Configuration
B Banner Configuration

B System Information Displaying

B Console Rate Configuration

B Telnet Configuration

B Connection Timeout Configuration

B Commands Execution in Batch in the Executable File

B Service Switch Configuration

N For more information about the usage and description of the CLI commands
mentioned in this chapter, see the Reference Configuration of Switch
Note Management Command.
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2.2

Command
Authorization-based
Access Control

A simple way to manage the terminals’ access to a network is to use passwords
and assign privileged levels. Password restricts access to a network or network
devices. Privileged levels define the commands users can use after they have

From the perspective of security, password is stored in the configuration file.
Password must be safe when the configuration file is transmitted, for example,
over TFTP, across a network. Password is encrypted before being stored into
the configuration file, and the clear text password is changed to the cipher text
password. The enable secret command uses a private encryption algorithm.

No password at any level is configured by default. The default priviledged level

2.2.1 Overview
logged in to a network device.
2.2.2 Configuring Default
Password and Privileged
Level
is 15.
2.2.3 Configuring/Changing the

Passwords at Different
Levels

Our prodects provide the following commands for configuring or changing the
passwords at different levels.

Command Purpose

configured.
DES-7200(config)# enable password If a non- level -15 password is set, the system will
[level level] {password | encryption-type show a prompt and automatically convert it into a
encrypted-password} security password.

warning message.

Set a static password. You can only set a level-15

password only when no level-15 security password is

If you have set the same level-15 static password as
the level 15 security password, the system will show a
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Command

Purpose

DES-7200(config)# enable secret [level

level] {encryption-type

encrypted-password}

Set the security password, which has the same
function but better password encryption algorithm than
the static password. For the purpose of security, it is

recommended to use the security password.

DES-7200# enable [level], and
DES-7200# disable [level]

Switch over between user levels. To switch over from a
lower level to a higher level, you need to input the

password for the higher level.

During the process of setting a password, the keyword "level" is used to define
the password for a specified privileged level. After setting, it is only applicable

for the users who are at that level.

2.2.4 Configuring Multiple
Privileged Levels

By default, the system has only two password-protected levels: normal user

(level 1) and privileged user (level 15). You can configure up to 16 hierarchical

levels of commands for each mode. By configuring different passwords at

different levels, you can use different sets of commands by different levels.

When no password is set for the privileged user level, you can enter the
privleged mode without password authentication. For security, you are
recommended to set the password for the privileged user level.

2.2.4.1  Configuring Command
Authorization

To expand the usage range of a command, you can assign it to the users at

lower level. On contrary, to narrow the usage range of a command, you can

assign it to the users at higher level.

You can use the following commands to authorize users to use a command:

Command

Purpose

DES-7200# configure terminal

Enter the global configuration mode.
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Command Purpose

Set the privileged level for a command.

mode — The CLI command mode at which you are
authorizing the command. For example, config
indicates the global configuration mode, exec
indicates the privileged command mode, and interface

indicates the interface configuration mode.
DES-7200(config)# privilege mode [all]

) all — Change the privileges of all the sub-commands of
{level level | reset} command-string

the specified commands into the same level.

level level — Authorization level in the range from O to
15. Level 1 is for the normal user level. Level 15 is for
the privileged user level. You can switch over between

various levels by using the enable/disable command.

command-string - The command to be authorized.

To restore the configuration for a specified command, use the no privilege
mode [all] level level command in the global configuration mode.

2.2.4.2 Example of Command
Authorization Configuration

The following is the configuration process that sets the reload command and all
its sub-commands to be level 1, and brings level 1 into effective (by setting the
command as “test”):

DES-7200# configure terminal

DES-7200(config)# privilege exec all level 1 reload

DES-7200(config)# enable secret level 1 0 test
DES-7200(config)# end

Enter the level 1, you can see the command and its subcommands:

DES-7200# disable 1
DES-7200> reload ?

at reload at a specific time/date
cancel cancel pending reload scheme
in reload after a time interval
<Cr>

The following is the configuration process that restores the privilege settings of
the reload command and all its sub-commands to the default value:

DES-7200# configure terminal
DES-7200(config)# privilege exec all reset reload
DES-7200(config)# end

Enter the level 1, the privilege setting for the command is removed.

DES-7200# disable 1
DES-7200> reload ?
% Unrecognized command.
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2.2.5 Configuring Line Password
Protection

Our products offer password authentication for remote logons (such as Telnet).
A password is required for the protection purpose. Execute the following
command in the line configuration mode:

Command Purpose

DES-7200(config-line)# password

d Specify a line password.
passwor

DES-7200(config-line)# login Enable the line password protection.

\ If no logon authentication is configured, the password authentication on line
layer will be ignored even when the line password is configured. The logon
Note authentication will be described in the next section.

2.2.6 Supporting Session Locking

Our products allow you to lock the session terminal temporarily using the lock
command, so as to prevent access. To this end, enable the terminal locking
function in the line configuration mode, and lock the terminal using the lock
command in the EXEC mode of the terminal:

Command Purpose
DES-7200(config-line)# lockable Enable the function of locking the line terminal
DES-7200# lock Lock the current line terminal

2.3 Logon Authentication
Control

2.3.1 Overview

In the previous section, we have described how to control the access to network
devices by configuring the locally stored password. In addition to line password
protection and local authenticaion, in AAA mode, we can authenticate users’
management privilege based on their usernames and passwords on some

servers when they log on to the switch, take RADIUS server for example.

With RADIUS server, the network device sends the encrypted user information
to the RADIUS server for authentiction rather than autenticates them with the
locally stored credentials. The RADIUS server configures user information
consistently like user name, password, shared key, and access policy to
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facilitate the management and control of user access and enhance the security

of user informaiton.

2.3.2 Configuring Local Users

Our products support local database-based identify authentication system used
for local authentication of the method list in AAA mode and local authentication

of line login management in non-AAA mode.

To enable the username identity authentication, run the following specific
commands in the global configuration mode:

Command

Function

DES-7200(config)# username name
[password password | password

encryption-type encrypted password]

Enable the username identity authentication with

encrypted password.

DES-7200(config)# username name

[privilege level]

Set the privilege level for the user (optional).

2.3.3 Configuring Line Logon
Authentication

To enable the line logon identity authentication, run the following specific

commands in the line configuration mode:

Command

Function

DES-7200(config-line)# login local

Set local authentication for line logon in non-AAA

mode.

DES-7200(config-line)# login

authentication {default | list-name}

Set AAA authentication for line logon in AAA mode.
The authentication methods in the AAA method list will
be used for authentication, including Radius
authentication, local authentication and no

authentication.

\ For more information on how to set AAA mode, configure Radius service and
configure the method list, see the sections for AAA configuration.

Note
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2.4  System Time
Configuration

2.4.1 Overview

Every switch has its system clock, which provides date (year, month, day) and
time (hour, minute, second) and week. When you use a switch for the first time,
you must configure the system clock manually. Of course, you can adjust the
system clock when necessary. System clock is used for such functions as
system logging that need recording the time when an event occurs.

2.4.2 Setting System Time and
Date

You can configure the system time on the network device manually. Once
configured, the clock will be running continuously even if the network device is
powered off. Therefore, unless you need to modify the time of device, it is not
necessary to configure the time again.

However, for the network devices that don’t provide the hardware clock,
manually setting time actually configures software clock, which only takes effect
for this operation. When the network devices are powered off, the manually set
time will not be valid.

Command Function

DES-7200# clock set hh:mm:ss month
Set system date and time.
date day year

For example, change the system time t010:10:12, 2003-6-20:

DES-7200# clock set 10:10:12 6 20 2003 //Set system time and

date.

DES-7200# show clock //Confirm the
modification takes
effect.

clock: 2003-6-20 10:10:54

2.4.3 Showing System Time and
Date

You can show system time and date by using the show clock command in the
privileged mode. The following is the format:

DES-7200# sh clock //Show the current system time and
date.
clock: 2003-5-20 11:11:34
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2.4.4 Updating Hardware Clock

Some platforms use hardware clock (calendar) to implement software clock.
Since battery enables hardware clock to run continuously, even though the
device is closed or restarts, hardware clock still runs.

If hardware clock and software clock are asynchronous, then software clock is
more accurate. Execute clock update-calendar command to copy date and
time of software clock to hardware clock.

In the privileged mode, execute clock update-calendar command to make
software clock overwrite the value of hardware clock.

Command Function

DES-7200# clock update-calendar Update hardware clock via software clock.

Execute the command below to copy current date and time of software clock
to hardware clock.

DES-7200# clock update-calendar

2.5 Scheduled Restart

25.1 Overview

This section describes how to use the reload [modifiers] command to schedule
a restart scheme to restart the system at the specified time. This function
facilitates user's operation in some circumstance (for the purpose of test, for
example). Modifiers is a set of options provided by the reload command,
making the command more flexible. The optional modifiers includes in, at and
cancel. The following are the detalils:

1. reload in mmm | hhh:mm [string]

This command sets the system restart in fixed intervals in the format of mmm or
hhh:mm. string is a help prompt. You can give the scheme a memorable name
by the string to indicate its purpose. string is a prompt. For example, to reload
the system at the interval of 10 minutes for test, type reload in 10 test.

2. reload at hh:mm day month year [string]

This command sets the system restart at the specified time in the future ,which
must not be more than 200 days from the curent system time . The usage of
string is just like above. For example, if the current system time is 14:31 on
January 10, 2005, and you want the system to reload tomorrow, you can input
reload at 08:30 11 1 2005 newday. If the current system time is 14:31 on
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December 10, 2005, and you want the system to reload at 12:00 a.m. on
January 1, 2006, you can inputreload at 12:00 1 1 2006 newyear.

3. reload cancel

This command deletes the restart scheme specified by the user. As mentioned
above, you have specified the system to reload at 8:30 a.m. tomorrow, the
setting will be removed after you input reload cancel.

Only if the system supports clock function can users use option at. Before the
use, it is recommended to configure the system clock according to your
needs. If a restart scheme has been set before, the subsequent settings will
\ overwrite the previous settings. If the user has set a restart scheme and then
restarts the system before the scheme takes effect, the scheme will be lost.

Note The span from the time in the restart scheme to the current time shall be
within 200 days and must be greater than the current system time. Besides,
after you set reload, you should not set the system clock. Otherwise, your
setting may fail to take effect, such as setting system time after reload time.

2.5.2 Specifying the System to
Restart at the Specified Time

In the privileged mode, you can configure the system reload at the specified
time using the following commands:

Command Function

The system will reload at hh:mm,month day,year.
DES-7200# reload at hh:mm day

reload-reason (if any) indicates the reason that the system
month year [reload-reason]

reloads.

The following is an example specifying the system reload at 12:00 a.m. January
11, 2005 (suppose the current system clock is 8:30 a.m. January 11,2005):

DES-7200# reload at 12:00 1 11 2005 midday //Set the reload time and date.

DES-7200# show reload //Confirm the modification
takes effect.

Reload scheduled for 2005-01-11 12:00 (in 3 hours 29 minutes)16581 seconds.

At 2005-01-11 12:00

Reload reason: midday

2.5.3 Specifying the System to
Restart after a Period of

Time

In the privileged mode, you can configure the system reload in the specified
time with the following commands:

Command Function
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Command Function
DES-7200# reload in Configure the system reload in mmm minutes, where the
mmm [reload-reason] reload reason is described in reload-reason (if inputted)

) Configure the system reload in hhh hours and mm
DES-7200# reload in

minutes, where the reload reason is described in

hhh:mm [reload-reason
[ ] reload-reason (if inputted)

The following example shows how to reload the system in 125 minutes
(assumes that the current system time is 12:00 a.m. January 10, 2005):

DES-7200# reload in 125 test //Set the system reload time

Or

DES-7200# reload in 2:5 test //Set the system reload time

DES-7200# show reload //Confirm whether the restart time change
takes effect

Reload scheduled System will reload in 2 hours and 4 minutes7485 seconds.

25.4 Immediate Restart

The reload command without any parameters will restart the device
immediately. In the privileged mode, the user can restart the system
immediately by typing the reload command.

2.5.5 Deleting the Configured
Restart Scheme

In the privileged mode, use the following command to delete the configured
restart scheme:

Command Function

DES-7200# reload cancel Delete the configured restart scheme.

If no reload scheme is configured, you will see an error message for the
operation.

2.6  Configuring a System
Name and Prompt

2.6.1 Overview

For easy management, you can configure a system name for the switch to
identify it. If you configure a system name of more than 32 characters, the first
32 characters are used as the system prompt. The prompt varies with the
system name. By default, the system name and command prompt are specific
device names.
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2.6.2 Configuring a System Name

Our products provide the following commands to configure a system name in
the global configuration mode:

Command Function

Configure a system name with printable characters less

DES-7200(Config)# hostname name
than 255 bytes.

To restore the name to the default value, use the no hostname command in the
global configuration mode. The following example changes the equipment
name to DES-7210:

DES-7200# configure terminal //Enter the global configuration mode.
DES-7200(config)# hostname DES-7210 //Set the equipment name to DES-7210
DES-7210(config)# //The name has been modified

successfully.

2.6.3 Configuring a Command
Prompt

System name will be the default prompt if you have not configured command
prompt. (if the system name exceeds 32 characters, intercept the first 32
characters) The prompt varies with the system name.You can use the prompt
command to configure the command prompt in the global configuration mode,
and the command prompt is only valid in the EXEC mode.

Command Function

Set the command prompt with printable characters. If the
DES-7200# prompt string name exceeds 32 characters, intercept the first 32
characters.

To restore the prompt to the default value, use the no prompt command in the
global configuration mode.

2.7 Banner Configuration

2.7.1 Overview

When the user logs in the switch, you may need to tell the user some useful
information by configuring a banner. There are two kinds of banners:
message-of-the-day (MOTD) and login banner. The MOTD is specific for all
users who connect with switches. And when users log in the switch, the
notification message will appear on the terminal. MOTD allows you send some
urgent messages (for example, the system is to be shut down) to network users.
The login banner also appears on all connected terminals. It provides some
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common login messages. By default, the MOTD and login banner are not
configured.

2.7.2 Configuring a
Message-of-the-Day

You can create a notification of single or multi-line messages that appears when
a user logs in the switch. To configure the message of the day, execute the
following commands in the global configuration mode:

Command

Function

DES-7200(Config)# banner motd ¢

message C

Specify the message of the day, with ¢ being the delimiter,
for example, a pound sign (&). After inputting the delimiter,
press the Enter key. Now, you can start to type text. You
need to input the delimiter and then press Enter to
complete the type. Note that if you type additional
characters after the end delimiter, these characters will be
discarded by the system. Also note that you cannot use
the delimiter in the message and the message length

should be no more than 255 bytes.

To delete the MOTD, use the no

banner motd command in the global

configuration mode. The following example describes how to configure a MOTD.

The # symbol is used as the delimiter, and the text is “Notice: system will

shutdown on July 6th.”

DES-7200(config)# banner motd #
Enter TEXT message.

Notice: system will shutdown on July 6th.#

DES-7200(config)#

2.7.3 Configuring a Login Banner

End with the character

//Start delimiter.
HT .
//End delimiter.

To configure a login banner, executing the following commands in the global

configuration mode:

Command

Function

DES-7200(Config)# banner login ¢

message C

Specify the text of the login banner, with ¢ being the
delimiter, for example, a pound sign (&). After inputting the
delimiter, press the Enter key. Now, you can start to type
text. You need to input the delimiter and then press Enter
to complete the type. Note that if you type additional
characters after the end delimiter, these characters will be
discarded by the system. Also note that you cannot use
the delimiter in the text of the login banner and the text

length should be no more than 255 bytes.
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To delete the login banner, use the no banner login command in the global
configuration mode.

The following example shows how to configure a login banner. The pound sign
(#) is used as the starting and end delimiters and the text of the login banner is
"Access for authorized users only. Please enter your password."

DES-7200(config)# banner login # //Start delimiter

Enter TEXT message. End with the character "#".

Access for authorized users only. Please enter your password.
# //End delimiter
DES-7200(config)#

2.7.4 Displaying a Banner

A banner is displayed when you log in the network device. See the following
example:

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.

User Access Verification
Password:

As you can see, “Notice: system will shutdown on July 6th." is a MOTD banner
and "Access for authorized users only. Please enter your password." is a login
banner.

2.8 Viewing System
Information

2.8.1 Overview

You can view some system information with the show command on the
command-line interface, such as version, device information, and so on.

2.8.2 Viewing System Information
and Version

System information consists of description, power-on time, hardware version,
software version, BOOT-layer software version, CTRL-layer software version,
and so on. System information helps you know the system You can show the
system information with the following commands in the privileged mode.

Command Function

DES-7200# show version Show system information.
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\ For sequence number ,run the show version command on the main

N program interface to view SYSTEMUPTIME in the form of DD:HH:MM:SS.
ote

During upgrading, the running software version may be different from the
N version in the file system. In this case, the main program version shown by
running the show version command is the one running in the memory, but

Note L. .
the Boot/Ctrl version is the one saved in Flash.

2.8.3 Viewing Hardware Entity
Information

Hardware information refers to the information on physical devices as well as
slots and modules assembled in a device. The information on a device itself
includes description, number of slots,slot information, slot number, description
of the module on the slot (empty description if no module is plugged on the slot),
number of physical ports of the module on the slot, and maximum number of
ports possibly supported on the slot (number of ports of the module plugged).
You may use the following commands to show the information of the device and
slots in the privileged mode:

Command Function
DES-7200# show version devices Show device information.
DES-7200# show version slots Show the information about slots and modules.

2.9 Setting Console Rate

2.9.1 Overview

The switch comes with a console interface for management. When using the
switch for the first time, you need to execute configuration through the console
interface.You can change the console rate on the equipment if necessary. Note
that the rate of the terminal used to managing the switch must be the same as
that of the console interface on the switch.

2.9.2 Setting Console Rate

In the line configuration mode, execute the following command to set the
console rate:

Command Function
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Command Function

Set transmission rate in bps on the console interface. For a
serial interface, you can only set the transmission rate to
one of 9600, 19200, 38400, 57600 and 115200 bps, with
9600 bps by default.

DES-7200(config-line)# speed speed

This example shows how to configure the baud rate of the serial interface to

57600 bps:

DES-7200# configure terminal //Enter the global configuration
mode.

DES-7200(config)# line console 0O //Enter the console line
configuration mode

DES-7200(config-line)# speed 57600 //Set the console rate to 57600bps
DES-7200(config-line)# end //Return to the privileged mode
DES-7200# show line console 0O //View the console configuration

CON Type speed Overruns

*0 CON 57600 O

Line 0, Location: ", Type: "vtl100"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

AN none M
Timeouts: Idle EXEC Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: O times

Modem: READY

2.10 Configuring Telnet

2.10.1 Overview

Telnet, an application layer protocol in the TCP/IP protocol suite, provides the
specifications of remote logon and virtual terminal communication functions.
The Telnet Client service is used by the local or remote user who has logged
onto the local network device to work with the Telnet Client program to access
other remote system resources on the network. As shown below, after setting
up a connection with Switch A through the terminal emulation program or Telnet,
users can log on the Switch B for management and configuration with the telnet
command.

2-15



DES-7200 Configuration Guide Chapter 2 Basic Switch Management
Configuration

Telnet Client Telnet Server

N

. Internet ¢

——

YWorkStation —

2.10.2 Using Telnet Client

You can log in to a remote device by using the telnet command on the switch.

Command Function

Log on to a remote device via Telnet. host may be an IPv4
DES-7200# telnet host [port ]

[/source {ip A.B.C.D ipv6 X:X:X::X |
interface interface-name}] [/vrf

or IPv6 host name or an IPv4 or IPv6 address.

For supported optional parameters, refer to relevant Telnet

command section in Basic Configuration Management
vrf-name]

Command.

The following example shows how to establish a Telnet session and manage
the remote device with the IP address 192.168.65.119:

DES-7200# telnet 192.168.65.119 //Establish the telnet session to the
remote device

Trying 192.168.65.119 ... Open

User Access Verification //Enter into the logon interface of the remote
device

Password:

The following example shows how to establish a Telnet session and manage
the remote device with the IPv6 address 2AAA:BBBB::CCCC:

DES-7200# telnet 2AAA:BBBB::CCCC //Establish the telnet session to the
remote device

Trying 2AAA:BBBB::CCCC ... Open

User Access Verification //Enter into the logon interface of the remote
device

Password:

2.11 Setting Connection
Timeout

2.11.1 Overview

You can control the connections that a device has set up (including the
accepted connections and the session between the devece and a remote
terminal) by configuring the connection timeout time for the device. When the
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idle time exceeds the set value and there is no input or output, this connection
will be interrupted.

2.11.2 Connection Timeout

When there is no information traveling through an accepted connection within a
specified time, the server will interrupt this connection.

Our products provide commands to configure the connection timeout in the line
configuration mode.

Command Function

o ) Configure the timeout for the accepted connection. When
DES-7200(Config-line)#exec-timeout

20 the configured time is due and there is no input, this

connection will be interrupted.

The connection timeout setting can be removed by using the no exec-timeout
command in the line configuration mode.

DES-7200# configure terminal //Enter the global configuration
mode.
DES-7200# line vty O //Enter the line configuration mode

DES-7200(config-line)#exec-timeout 20 //Set the timeout to 20min

2.11.3 Session Timeout

When there is no input for the session established with a remote terminal over
the current line within the specified time, the session will be interrupted and the
remote terminal becomes idle.

DES-7200 provides commands in the line configuration mode to configure the
timeout for the session set up with the remote terminal.

Command Function

o ) ) Configure the timeout for the session set up with the
DES-7200(Config-line)#session-time

20 remote terminal over the line. If there is no input within the
out

specified time, this session will be interrupted.

The timeout setting for the session set up with the remote terminal over the line
can be removed by using the no exec-timeout command in the line
configuration mode.

DES-7200# configure terminal //Enter the global configuration
mode .

DES-7200(config)# line vty O //Enter the line configuration
mode

DES-7200(config-line)# session-timeout 20 //Set the session timeout to
20min
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2.12 Executing the
Commands in the
Executable File in Batch

In system management, sometimes it is necessary to enter multiple
configuration commands to manage a function. It takes a long period of time to
enter all the commands on CLI, causing error or mission. To resolve this
problem, you can encapsulate all the commands in a batch file according to
configuration steps. Then, you can execute the batch file for configuration when
necessary.

Command Function

DES-7200# execute {[flash:]

filename}

Execute a batch file.

For example, the batch file line_rcms_script.text enables the reversed Telnet
function on all the asynchronous interfaces as shown below:
configure terminal

line tty 1 16

transport input all

no exec

end

Result:

DES-7200# execute flash:line_rcms_script.text

executing script file line_rcms_script.text ......

executing done

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# line vty 1 16

DES-7200(config-line)# transport input all
DES-7200(config-line)# no exec

DES-7200(config-line)# end

The file name and contents of a batch file can be specified. Once edited,
users send the batch file to the FLASH of the network device in TFTP. The
N contents of the batch file will simulate the input completely. Hence, it is
necessary to edit the contents of the batch file by the sequence that CIL
Note commands are configured. Furthermore, for some interactive commands, it is
necessary to write corresponding response information in the batch file,
guaranteeing that the commands can be executed normally.

2.13 Setting Service Switch

During operation, you can adjust services dynamically, enabling or disabling
specified services (SNMP Server/SSH Server/Telnet Server/Web Server).

Command Function
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Command

Function

DES-7200(Config)# enable service

snmp-agent

Enable SNMP Server.

DES-7200(Config)# enable service

ssh-sesrver

Enable SSH Server.

DES-7200(Config)# enable service

telnet-server

Enable Telnet Server

DES-7200(Config)# enable service web-server

Enable Http Server.

In the configuration mode, you can use the no enable service command to

disable corresponding services.

DES-7200# configure terminal

configuration mode.
DES-7200(config)# enable service ssh-server

2.14 Setting HTTP
Parameters

//Enter the global

//Enable SSH Server

When using the integrated Web for management, you can adjust HTTP
parameters, and specify service port or login authentication method.

Command

Function

DES-7200(Config)# ip http port number

Specify HTTP service port, 80 by default.

DES-7200(Config)#

{enable | local}

ip http authentication

Set Web login authentication method, enable
by default.

enable: Use the password set by the enable
password or enable secret command for
authentication, where the password must be 15

levels.

local: Use the username and password set by
the username command for authentication,
where the user must be bound with 15-level

right.

In the configuration mode, you can use the no form of the command to restore
the setting to the default value. The following example enables the HTTP Server,
sets the service port to 8080, and uses the local username for login
authentication.

DES-7200# configure terminal //Enter the global
configuration mode.

DES-7200(config)# enable service web-server http //Enable http Server
DES-7200(config)# username name password pass //Set local user

DES-7200(config)# username name privilege 15 //Bind user right
DES-7200(config)# ip http port 8080 //Set service port
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DES-7200(config)# ip http authentication local //Set authentication method

Use the following command to configure HTTPS service port.

Command Function

DES-7200(Config)# ip http secure-port number | Specify the HTTP service port. (default:443)

In the configuration mode, you can use the no form of the command to restore
the setting to the default value. The following example enables the HTTP Server,
sets the service port to 4443.

DES-7200# configure terminal //Enter the global
configuration mode.

DES-7200(config)# enable service web-server https//Enable https Server
DES-7200(config)# ip http secure-port 4443

Use the following command to verify the status of WEB server.

DES-7200# show web-server status
http server status : enabled
http server port : 8080

https server status: enabled
https server port: 4443

Avoid configuring http service port and https service port to the
same value. If https service is enabled after http service has
A been enabled, and the port is accidentally configured to the
same port used by http service, then the user can only access
Caution https service through this port, and http service will be blocked
temporarily until https service port is changed or the service is
disabled.

2.15 Setting Multi-boot
Function

2.15.1 Overview

By default, the device searches for the main program file and boot it in the
embedded FLASH. If the main program file is damaged for some reason, for
instance, upgrad failure, formatted FLASH and the like, the device will fail to
boot the system.

Some products of D-Link Corporation come with multi-boot function to support
multiple main programs. When the device starts, the system boots the main
programs by boot pirority in descending order until it boots successfully or all
programs are filed. Multi-boot function is mandatory for some environments with
higher demands on reliability and availability.
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This following sections describe how to use multi-boot for redundant backup of
main program.

2.15.2 Configuring the Boot Main
Program

You can use the following command to configure the boot main program and
specify its boot priority. The system will boot the corresponding main program
by priority in descending order with 1 being the highest and 10 being the lowest.

Command Function

] Set the boot main program and specify its priority. The
DES-7200(Config)#boot system

o ] ] i boot priority is in the range of 1 to 10, with 1 being the
priority prefix:/ [directory/] filename

highest.

Using URL prefix to locate a file is only supported on 10.4(2) and higher
version. For details, refer to File System Configuration Guide. Path is used
to locate a file on the version lower than 10.4(2), for example,

f flash:/firmware.bin indicates the firmware.bin file under the Flash root
directory.
Caution Supported URL prefixes vary by platforms. To show the URL prefixes

supported at present, run the following command:
DES-7200 (config) # boot system 2 ?

flash: Boot from flash: file system

By default, the bootable main program is flash:/firmware.bin with the priority of

5.
ﬁ Since the system uses the configuration of this command in the early
stage of boot, the configuration is saved in the Boot ROM rather than in
Caution the configuration file.

The following example sets the file on the local FLASH as the main program.

DES-7200(config)# boot system 5 flash:/firmware.bin

\ When you specify the local file through prefix, the path behind “:” must be

absolute path.
Note

When you configure the boot system command, the systme will check the
vailidty of the main program on the local FLASH. Only the main program meets
the following requirements can you configure the command successfully.

B The main program must be existent.

B The main program is legal firmware main program.
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B The main program is complete and pass CRC check.

If any requirement is not met, the systme will prompt error, for instance:
DES-7200(config)# boot system 5 flash:/foo.bin

Set boot system file error:[ flash:/foo.bin] does not exist!

In addition, a priority can be set for more than one main program, or otherwise
the system will prompt error and print the current main program list for your
selection. For instnace:

DES-7200(config)# boot system 5 flash:/firmware.bin
DES-7200(config)# boot system 5 flash:/firmware_bak.bin

Set boot system file error: priority 5 was assigned to file [ flash:/firmware.bin]
already.

Boot system config:

Prio Size Modified Name

1
2
3
4
5 3205120 2008-08-26 05:22:46 flash:/firmware.bin
6
7
8
9

10

DES-7200(config)# boot system 6 flash:/firmware_bak.bin

2.15.3 Modifying the Boot Priority
of Main Program

The boot system command can also modify the boot priority of main program.
Aussme that the configured boot mian program list is shown below:

DES-7200# show boot system
Boot system config:

Prio Size Modified Name
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4

5 3205120 2008-08-26 05:22:46 flash:/Ffirmware.bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin
9

10

To set the boot priority of flash:/firmware bak.bin to 1, run the following
command

DES-7200(config)# boot system 1 flash:/firmware_bak.bin
File [flash:/firmware_bak.bin] has been configured with
priority 8,

Change the priority to [1]? [yes] yes

The result is that:

DES-7200# show boot system
Boot system config:

Prio Size Modified Name

3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin

1
2
3
4
5 3205120 2008-08-26 05:22:46 flash:/Ffirmware.bin
6
7
8
9

2.15.4 Deleting the Boot Main
Program

You can use the following command to delete the boot main program.

Command Function

] Delete the boot main program. The boot priority is in the
DES-7200(Config)# no boot system

o range of 1 to 10 . if the priority is not set, all the boot main
[priority]

programs will be reset.
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Use the following command to delete the main program with the prioirty of 8.
While deletion, the systme prints the corresponding main program name and
ask for confirmation.

DES-7200(config)# no boot system 8

Delete boot system config: [Priority: 8; File Name:
flash:/firmware_bak.bin]? [no] yes

Use the following command to clear all the boot main programs.

DES-7200(config)# no boot system
Clear ALL boot system config? [no] yes

If you have not configured the boot main program after using the no boot
A system command to clear all boot main programs, the system will
automatically restore to the default setting next booting (the bootable main

Caution program is flash:/firmware.bin with the priority of 5).

2.15.5 Showing the Configuration
of Multi-boot

You can use the following command to show the configuration of multi-boot.

Command Function

DES-7200# show boot system Show the configuration of the boot main program.

Use the following command to show the main program and its boot priority.

DES-7200# show boot system
Boot system config:

Prio Size Modified Name

1

2

3

4

5 3205120 2008-08-26 05:22:46 flash:/firmware.bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin
9

10
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% If the corresponding main program does not exist when running the show
boot system command, the length and modification time of the file is also
Note shown as N/A.

2.15.6 Configuration Example

The following example shows how to boot from the firmware.bin under the root
directory in FLASH, and how to boot from backup firmware bak.bin when
firmware.bin is damaged or lost.

Step 1: Configure the default main program.

DES-7200(config)# boot system 5 flash:/firmware.bin

Since the device is cnfigured with the main program flash;/firmware.bin with
priority of 5 during intialization, this step can be skipped.

Generally, it is recommended to set the priority of active main program to be
medium so that you can flexibly configure other main program with higher or
lower priroity in future.

Step 2: configure the backup main program.

The priority of backup main program should be slightly lower than the active
main program.

DES-7200(config)# boot system 8 flash:/firmware_bak.bin
Step 3 Verify configuration.

You can run the show boot system command to view confiugration.

DES-7200# show boot system
Boot system config:

Prio Size Modified Name

1

2

3

4

5 3205120 2008-08-26 05:22:46 flash:/firmware._bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware bak.bin
9

10
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2.16 Setting Start
Confiugration File

2.16.1 Overview

Some products of D-Link Corporation offer the capability to speficy start
configuration file, which can be stored in FLASH< mobile storage device (for
instance, U-shape disk, SD card) or remote TFTP server and the like.

After configuration, a deviced can get configuration file from a specific place as
the start configuration file.

This following sections describe how to specify start configuration file.

2.16.2 Configuring the Start
Configuration File

You can use the following command to configure the start configuration file.

Command Function

DES-7200(Config)#boot config

. ) i Set the start configuration file.
prefix:/ [directory/] filename

DES-7200(Config)#no boot config Clear the start configuration file.

You can view the configuration file by the command line help, for instance:
DES-7200(config)#boot config ?

\ flash:  Startup-config filename

Note usb0:  Startup-config filename

usbl: Startup-config filename

The systme loads configuration file by the following principles:

B If the service config command is not configured, the configuration file is
loaded by the following order-the start configuration file configured by the
boot config command, /config.text, the network start configuration file
cofnigured by the boot network command, and the default factory
configuration (null configuration).

B If the service config command is configured, the configuration file is
loaded by the following order- the network start configuration file
cofnigured by the boot network command, the start configuration file
configured by the boot config command, /config.text, and the default
factory configuration (null configuration).
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B In the course of loading the configuration file by order, the system will not
load other configuration files as long as one configuration file is loaded
successfully.

B For the service config and boot config commands, refer to the

A following sections.

== m Since the system needs to use the configuration of this command in the

Caution early stage of boot, this configuration is stored in Boot ROM rather than
the configuration file.

When using the write [memory] command to store the start configuration file,
the system will save it by the following principles:

B Ifthe boot config command is not used to configure the start configuration
file, by default the systme saves the configuration into the flash:/config.text
file in embedded FLASH.

m If the boot config command is used to configure the start configuration file
and the file exists, the system saves the configuration into the start
configuration file.

B Ifthe boot config command is used to configure the start configuration file
but the configuration file does not exist, then:

1 If the device where the configuration file locats exists, the system will
automatically create the specified configuration file and save it into the
system configuration.

2 If the device where the configuration file locats does not exist (for
instnace, the start cofniguration file is saved in the mobile storage
device like U-shape disc or SD card, but the device is not loaded when
the system runs the wirte [memory] command), the systme will ask
whether to save the configuration into the default start configuration
file flash:/config.text and execute corresponding action according to
response.

The following example sets the file on the U-shape disk as the start
configuration file and demonstrates the actions of running the write command
before and after removing U-shape disk.

Set the file on the U-shape disk as the start configuration file.

DES-7200(config)# boot config usbl:/config.text

Run the write command before removing U-shape disk to save the current
configuation into the file specified by the boot config command.

DES-7200# write
Building configuration. ..
Write to boot config file: [usbl:/config.text]

[OK]
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Run the write command after removing U-shape disk. The system will ask
whether to save the current configuration into the default start configuraiton file
/config.

DES-7200# usb remove 1

0:1:1:38 DES-7200: USB-5-USB_DISK_REMOVED: USB Device <USB
Mass Storage Device> Removed!

DES-7200# write

Building configuration. ..

Write to boot config Ffile: [usbl:/config.text]

[Failed]

The device [usbl] does not exist, write to the default config
file [Fflash:/config.text]? [no] yes

Write to the default config file: [flash:/config.text]

[OK]

2.16.3 Configuring the Network
Start Configuration File

You can use the following command to configure the network start configuration
file.

Command Function

DES-7200(Config)# boot network

) i Configure the network start configuration file.
tftp :// location / filename

DES-7200(Config)#no boot network | Clear the network start configuration file.

When the device starts, the system loads the cofniguration file by following
principles;

B If the service config command is not configured, the configuration file is
loaded by the following order-the start configuration file configured by the
boot config command, /config.text, the network start configuration file
cofnigured by the boot network command, and the default factory
configuration (null configuration).

B If the service config command is configured, the configuration file is
loaded by the following order- the network start configuration file
cofnigured by the boot network command, the start configuration file
configured by the boot config command, /config.text, and the default
factory configuration (null configuration).

B In the course of loading the configuration file by order, the system will not
load other configuration files as long as one configuration file is loaded
successfully.
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B The system can get remote files through TFTP only after you run the
bootip command to configure the local IP address of the device used for

A initiation, or otherwise TFTP transmission will fail during initiation.
Cauti B Since the system needs to use the configuration of this command in the
aution
early stage of boot, this configuration is stored in Boot ROM rather than

the configuration file.

The following figure sets the boot IP address of the device and designates the
network start configuration file.

DES-7200(config)# boot ip 192.168.7.11
DES-7200(config)# boot network
tftp://192.168.7.24/config.text

2.16.4 Configuring Preferrably
Using the Network Start
Configuration File

By default, the device preferably loads the local start configuration file specified
by the boot config command. In some case, if the device needs to use the
network start configuration file, run the service config command.

Command Function

] ) ) Enable the device to preferably load the start configuration
DES-7200(Config)# service config )
file from the remote network server.

) ) ) Disable the device to preferably load the start configuration
DES-7200(Config)#no service config | _
file from the remote network server.

This command should use in conjunction with the boot config and boot
network commands.

When the device starts, the system loads the cofniguration file by following
principles;

B If the service config command is not configured, the configuration file is
loaded by the following order-the start configuration file configured by the
boot config command, /config.text, the network start configuration file
cofnigured by the boot network command, and the default factory
configuration (null configuration).

B If the service config command is configured, the configuration file is
loaded by the following order- the network start configuration file
cofnigured by the boot network command, the start configuration file
configured by the boot config command, /config.text, and the default
factory configuration (null configuration).
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B In the course of loading the configuration file by order, the system will not
load other configuration files as long as one configuration file is loaded

successfully.

é Since the system needs to use the configuration of this command in the early
stage of boot, this configuration is stored in Boot ROM rather than the

Caution configuration file.

The following example preferably loads the configuration file from the remote
network server and configure the network start configuration name.

DES-7200(config)# service config
DES-7200(config)# boot network
tftp://192.168.7.24/config.text

2.16.5 Showing the Configuration
of Start Configuration File

You can use the following command to show the configuration of start
configuration file.

Command Function

DES-7200# show boot config Show the configuration of the start configuration file.

Show the configuration of the network start configuration

DES-7200# show boot network i
ile.

The following example shows the configuration of the start configuration file.
DES-7200# show boot config

Boot config file: [flash:/config main.text]
Service config: [Disabled]

The following example shows the configuration of the network start
configuration file.

DES-7200# show boot network

Network config file: [tftp://192.168.7.24/config.text]
Service config: [Enabled]

2.16.6 Configuration Example

The following example sets the device to preferrably get the configuration file
from the remote TFTP server or to use the backup configuration file in built-in
FLASH when it fails to get the configuration file from the remote TFTP server.

Step 1: Configure the device to preferrably load the configuration file from the
network server and configure the boot IP address.

DES-7200(config)# service config
DES-7200(config)# boot ip 192.168.7.11
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Step 2: Configure the network start configuration file.

DES-7200(config)# boot network
tftp://192.168.7.24/router_1.text

Step 3: Configure the local start configuration file.

DES-7200(config)# boot config flash:/router_1.text

Step 3: Show the configuration.

DES-7200# show boot network
Network config file: [tftp://192.168.7.24/router_1.text]

Service config: [Enabled]
DES-7200# show boot config
Boot config file: [flash:/router_1._text]

Service config: [Enabled]
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SSH Terminal Service
Configuration

3.1 About SSH

SSH is the shortened form of Secure Shell. The SSH connection functions like a
Telnet connection, except that all transmissions based on the connection are
encrypted. When the user logs onto the device via a network environment
where security cannot be guaranteed, the SSH feature provides safe
information guarantee and powerful authentication function to protect the
devices from IP address fraud, plain password interception and other kinds of
attacks.

DES-7200 SSH sevice supports both the IPv4 and IPv6 protocols.

3.2 DES-7200’s SSH

Support Algorithms
Support algorithm SSH1 SSH2
Signature authentication
) RSA RSA, DSA
algorithm
RSA public key encryption KEX_DH_GEX_SHA1
Key exchanging algorithm based key exchanging KEX_DH_GRP1_SHA1l
algorithm KEX_DH_GRP14_SHA1
) ) ) DES, 3DES, AES-128, AES-192,
Encryption algorithm DES, 3DES, Blowfish
AES-256
User authentication User password based User password based authentication
algorithm authentication method method
Message authentication
. Not supported MD5, SHA1, SHA1-96, MD5-96
algorithm
Compression algorithm NONE (uncompressed) NONE (uncompressed)
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3.3 DES-7200’s SSH
Supports

DES-7200 supports only the SSH server (compatible with the SSHv1l and

] SSHv2) but do not support the SSH client.
Caution

3.4 SSH Configuration

3.4.1 Default SSH Configurations

Item Default value

SSH service end status Off

SSH version Compatible mode (supporting versions 1 and 2)
SSH user authentication timeout period 120s

SSH user re-authentication times 3

3.4.2 User Authentication
Configuration

1) For the consideration of the SSH connection security, the login without
authentication is forbidden. Therefore, in the login authentication of the users,
the login authentication mode must have password configured
(no-authentication login allowed for telnet).

2) The username and password entered every time must have lengths greater
than zero. If the current authentication mode does not need the username, the
username can be entered randomly but the entry length must be greater than
zero.

3.4.3 Enabling SSH Server

The SSH Server is disabled by default. To enable the SSH Server, run the
enable service ssh-server command in the global configuration mode while
generating SSH key.

Command Description

configure terminal Enter the global configuration mode.
enable service ssh-server Enable SSH Server.

crypto key generate {rsaldsa} Generate the key
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A To delete the key, use the crypto key zeroize command rather than the [no]

] crypto key generate command.
Caution

3.4.4 Disabling SSH Server

When the SSH Server is enabled, if the public key on the server is deleted, the
SSH Server is automatically closed. To delete the public key, run no enable
service ssh-server in the global configuration mode to disable the SSH Server.

Command Description
configure terminal Enter the global configuration mode
no enable service ssh-server Delete the key to disable SSH Server.

3.4.5 Configuring the Supported
SSH Server Version

By default, the SSHv1 and SSHv2 are compatible. Run the following commands
to configure the SSH version.

Command Description

configure terminal Enter the configuration mode

ip ssh version {1]|2} Configure the supported SSH version.
no ip ssh version Restore the SSH default version.

3.4.6 Configuring SSH User
Authentication Timeout

By default, the user authentication timeout period of the SSH SERVER is 120
seconds. Run the following commands to configure the SSH user authentication
timeout period.

Command Description
configure terminal Enter the configuration mode
ip ssh time-out time Configure the SSH timeout period (1-120sec)

) ) Restore the SSH default user authentication timeout
no ip ssh time-out

period 120 seconds.

3.4.7 Configuring SSH
Re-authentication Times

This command is used to set the authentication attempts for SSH user
requesting connections to prevent illegal actions such as malicious guesswork.
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The authentication attempts are 3 for the SSH Server by default. In other words,
it allows the user to enter the username and password for three times to attempt
the authentication. Run the following commands to configure the SSH
re-authentication times:

Command

Description

configure terminal Enter the configuration mode

ip ssh authentication-retries retry times | Configure SSH re-authentication times (range 0-5)

no ip ssh authentication-retries Restore the default SSH re-authentication times as 3.

N For details of the above commands, see SSH Command Reference Manual.

Note

3.5 Using SSH for Device
Management

You may use the SSH for device management by first enabling the SSH Server
function that is disabled by default. Since the Telnet that comes with the
Windows does not support SSH, third-party client software has to be used.
Currently, the clients with sound forward compatibility include Putty, Linux and
SecureCRT. With the client software SecureCRT as an example, the SSH client
configuration is described as follows (see the Ul below):

Figure-1

o Options - sehi{5.245) ] X
Estegory

= Commertion CCommertion ]

Lagin Scripts

I
S50 Hume [rehz 5 2) sud Profils ]

= Fart Fervardang

Bemote Eretocsal: 2kl -
X
S Eaulatien Hostname [152. 168.5. 245
Had
E:i:: Byre = [~ Use firewall ts con
u 4 K
*E:I";'“dwl g arnisi |J.ﬂ|l-1m:l.nl-:-r
= ) ;
PF:T:':,:. Muthentication
- Options Frimary Faszwerd puid L ¥ I
Advaneed
= File Transfer Secondary | Mone? - FogerLi I
Thodes
Log File
= Fristing
Advanzed

| camea |

As shown in Figure-1, protocol 2 is used for login, so SSH2 is chosen in
“Protocol”. “Hostname” indicates the IP address of the host that will log in,
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192.168.5.245. Port 22 is the default number of the port for SSH listening.
“Username” indicates the username, and does not take effect when the device
only requires password. “Authentication” indicates the authentication mode, and
the username/password authentication is supported here. The used password
is the same as the Telnet password.

Click “OK” to pop up the following dialog:

Figure-2

AP A S BE| X P

=l _-]Si::u:-n:
&) 19z 183 5. 115
A 182168 5,135 [_‘E
& 192.1565.5. 233
45 1921885 242 (1)
4 192 1885245
& 5.245

44 851

A B5. 233
bl aski (5. 245)

& =125, 245)

[T Shew dialog on ste Connect ] Cloze ]

Click “Connect” to log into the host just configured, as shown below:

Figure-3

MNew Host Key EI

The host key sent by the server is different from

/ ! the host key storad in the host key database for
192, 168.6. 215 (182. 168.5.245), port 22. Thic may mean
that a hostile party haz “hijacked” your connection
and you are not connected to the server you specified

It 1z recommended you verify your host key before accepting.
Server’ = host key fingerprint (MDS hash):
3b:54:eT:43 ce B3 £3 b6 e 5. f1 a2 12:88 202

Accept Once I Accept & Eave[ Canecel

Ask the machine that is logging into the host 192.168.5.245 to see whether the
key from the server end is received or not. Select “Accept & Save” or “Accept
Once” to enter the password confirmation dialog box, as shown below:

Figure-4
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EnterPassword 1 B
Administrater@192. 166.5 245 requires a
password. Flease enter a password now.

Cancel

[
Ecaean|

Username: ]M{l niztyator

Fazzword: I

[T Eemember my password

Enter the Telnet login password to enter the Ul that is the same as the Telnet.
See the diagram below:

Figure-5
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3.6 Typical SSH
Configuration Examples

3.6.1 Example of SSH Local
Authentication
Configurations

3.6.1.1 Topological Diagram

10.10.10.10/24

SSH Client K“%
1H97 168.217.10 ;

] Switch A
PC2 ‘
252H Client @ 55H Server
i

Y92 168.217 20

IP Network

Networking diagram for SSH local password protection

3.6.1.2  Application Requirements

As shown above, to ensure the security of information exchange, PC1 and PC2
serve as SSH clients which will login the SSH Server of Switch A through SSH
protocol. The specific requirements are shown below:

1. SSH users adopt line password authentication.

2. 0-4 lines are enabled at the same time. The login password for line 0 is
"passzero", and the login password for other four lines is "pass”. Any user
name can be used.

3.6.1.3  Configuration Tips

SSH Server configuration tips are shown below:

1. Globally enable SSH Server. By default, SSH Server supports SSH1 and
SSH2.

2. Configure key. The SSH server will use this key to decrypt the encrypted
password received from SSH client, and compare the decrypted plain text
with the password stored on the server before giving the reply about
successful or failed authentication. SSH1 uses RSA key, while SSH 2 uses
RSA or DSA key.
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3. Configure the IP address of the VLAN interface of SSH server. SSH client
will use this address to connect SSH server. The route from SSH client to
SSH server shall be reachable.

Configurations on SSH Client:

There are many SSH client programs, such as Putty, Linux, OpenSSH and etc.
Here we will only take the client software of SecureCRT as the example to
introduce how to configure SSH Client. The configuration details are given in
"Configuration Steps".

3.6.1.4 Configuration Steps

Configure SSH Server (Switch A)

Before configuring relevant SSH features, make sure the route from SSH client
to SSH server is reachable. The IP addresses of respective interfaces are
shown in the topological diagram, and the steps of IP and route configuration
are omitted herein.

Step 1: Enable SSH Server

DES-7200(config)# enable service ssh-server

Step 2: Generate RSA key

DES-7200(config)#crypto key generate rsa

% You already have RSA keys.

% Do you really want to replace them? [yes/no]:

Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA1 keys ...[ok]
% Generating 512 bit RSA keys ...[ok]

Step 3: Configure the address of interface VLAN 1. The client will use this
address to connect SSH server.

DES-7200(config)#interface vlan 1
DES-7200(config-if-VLAN 1)#ip address 10.10.10.10 255.255.255.0
DES-7200(config-if-VLAN 1)#exit

Step 4: Configure login password for lines

I Configure the login password for line 0 as "passzero"

DES-7200(config)#line vty 0O
DES-7200(config-line)#password passzero
DES-7200(config-line)#privilege level 15
DES-7200(config-line)#exit
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I Configure the login password for line 1-4 as "pass"

DES-7200(config)#line vty 1 4
DES-7200(config-line)#password pass
DES-7200(config-line)#privilege level 15
DES-7200(config-line)#exit

Configure SSH Client (PC1/PC2)

Open SecureCRT connection dialog box, as shown below. Use SSH1 for login
authentication. Any session name can be specified (here the session name is
configured as PC1-SSH1-10.10.10.10).

Sezzion Options — Hew
Category
=} Conmection
i Logon Secripts :
= 55H1 Hame: |PC1-55H1-10. 10, 10. 10 |
i L pdwanced :
i [E-Port Forwarding Brotocel: |35HI e
: 11 Dezeriptioois
=) Terminal Enter a d(Ma}' be optionallw
= Emulation displayed Telnet
Lo Modes Telnet,/S3L
LF Blogin
e Serial
+-Mapped Keys TAFT
Lo hdvanced
[=]- Appear ance
LoMindow
{ Loz File
=} Printing
o Advanced =
o ¥modem/Zmodem

| o0& || Cancel |

Configure SSH attributes. The host name is the IP address of SSH server
(10.10.10.10 in this example). Since user name is not required by the
currently-used authentication mode, you can type in any user name in the field
of "User Name", but this field cannot be left blank (the user name is "anyname"
in this example).
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session Options — PC1-55H1-10.10.10.10

Category
& Commestion | sswt

i Logon Seripts
Hostmame: | 10.10.10.10 |

i i hdwanced
- Port Forwarding | Fort 22
LA j
EI-TErminal Firewall | Hone v|
I'_T',I-Er:nulatmn Username: i&n}'mame |
Modes
o Emacs Authentication
: ﬂzf}:;jeléeyg [WFazzword ﬂ Properties
(= Appearance [WRSA ﬁj
C o Window WITIS
LLog File
= Printing
¢ b Advanced K .
o ¥modemfZmodem EYCREENAES

[Wr=sa—=sshl F Y 1

L4

| 0K || Concel |

3.6.1.5  Verify Configurations

Verify the configurations of SSH Server

Step 1: Execute "show running-config" command to verify the current
configurations:

DES-7200#show running-config

Building configuration. ..
vian 1

1
enable secret 5 $1$eyy2$xs28FDw4s2q0tx97
enable service ssh-server

1

interface VLAN 1

no Ip proxy-arp

ip address 10.10.10.10 255.255.255.0
line vty O

privilege level 15

login

password passzero
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line vty 1 4
privilege level 15
login

password pass

1

end

Verify the configurations of SSH Client
Step 1: Establish remote connection.

Establish connection and type in the correct password in order to enter the
operating interface of SSH Server. The login password for line 0 is "passzero",
and the login password for other four lines is "pass".

Step 2: Display login user.

DES-7200#show users

Line User Host(s) Idle Location

0 con O idle 00:03:16

1vty O idle 00:02:16 192.168.217.10
* 2vty 1 idle 00:00:00 192.168.217.20

3.6.2 Example of Configuring

AAA Authentication for SSH

3.6.2.1

Topological Diagram

192.168.32.120 &

Radius Server

- Switch
SVI: 192.168.217.81 @ SSH Server
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Networking diagram for AAA authentication for SSH

3.6.2.2  Application Requirements

As shown above, to ensure the security of information exchange, PC serves as
SSH clients which will login the SSH Server of Switch using SSH protocol.

To better implement security management, SSH client adopts the AAA
authentication mode. Meanwhile, for stability consideration, two authentication
methods are configured in the AAA authentication method list: Radius server
authentication and local authentication. Radius server will always be selected
first, and the local authentication method will be selected later if no reply is
received from Radius server.

3.6.2.3  Configuration Tips

1. The route from SSH client to SSH server and the route from SSH server to
Radius client shall be reachable,

2. Complete SSH Server related configurations on Switch. The configuration
tips have been described in the previous example, and won't be further
introduced herein.

3. Complete AAA authentication related configurations on Switch. AAA
defines ID authentication and type by creating the method list, which is
then applied to the specific service or interface. Details are given in the
section of "Configuration Steps".

3.6.24  Configuration Steps

The route from SSH client to SSH server and the route from SSH client to
Radius server shall be reachable. Route related configurations won't be further
introduced. Please refer to the section of route configuration in this manual.

Configure relevant SSH features on Switch

Step 1: Enable SSH Server

DES-7200(config)# enable service ssh-server

Step 2: Generate the key
I Generate RSA key

DES-7200(config)#crypto key generate rsa

% You already have RSA keys.

% Do you really want to replace them? [yes/no]:

Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
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% Generating 512 bit RSA1 keys ...[ok]
% Generating 512 bit RSA keys ...[okK]

I Generate DSA key

DES-7200(config)#crypto key generate dsa
Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit DSA keys ...[ok]

Step 3: Configure the IP address of device. The client will use this address to
connect SSH server.

DES-7200(config)#interface vlan 1
DES-7200(config-if-VLAN 1)#ip address 192.168.217.81 255.255.255.0
DES-7200(config-if-VLAN 1)#exit

Configure relevant features of AAA authentication on Switch

Step 1: Enable AAA on the device

DES-7200#configure terminal

DES-7200(config)#aaa new-model

Step 2: Configure information about Radius server (the shared key used by
device for communicating with RADIUS server is "aaaradius”
DES-7200(config)#radius-server host 192.168.32.120
DES-7200(config)#radius-server key aaaradius

Step 3: Configure AAA authentication method list

I Configure login authentication method list (Radius first, followed by Local), and
the name of method list shall be "method".

DES-7200(config)#aaa authentication login method group radius local

Step 4: Apply this method list to the line

DES-7200(config)#line vty 0 4
DES-7200(config-line)#login authentication method
DES-7200(config-line)#exit

Step 5: Configure local user database

I Configure local user database (configure user name and password, and bind
the privilege level)

DES-7200(config)#username userl privilege 1 password 111
DES-7200(config)#username user2 privilege 10 password 222
DES-7200(config)#username user3 privilege 15 password 333
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I Configure local enable command for local enable authentication

DES-7200(config)#enable secret w

3.6.2.5  Verify Configurations

Step 1: Execute "show running-config" command to verify the current
configurations:

DES-7200#show run

aaa new-model

1

aaa authentication login method group radius local
1

vian 1

1

username userl password 111

username user2 password 222

username user2 privilege 10

username user3 password 333

username user3 privilege 15

no service password-encryption

!

radius-server host 192.168.32.120
radius-server key aaaradius

enable secret 5 $1$hbgz$ArCsyqty6yyzzp03
enable service ssh-server

1

interface VLAN 1

no ip proxy-arp

ip address 192.168.217.81 255.255.255.0
!

ip route 0.0.0.0 0.0.0.0 192.168.217.1

1

line con O

line vty 0 4

login authentication method

1

end

Step 2: Configure Radius Server. This example configures the SAM server.

1. In "System Management-Device Management", type in device IP of
"192.168.217.81" and device key of "aaaradius";
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2. In "Security Management - Device Management Privilege", configure the
privilege level for the login user;

3. In "Security Management - Device Administrator”, type in the user name of
"user" and password of "pass".
Step 3: Establish remote SSH connection on the PC.

1. SSH client configuration and connection establishment: please refer to the
previous example.

2. Type in the correct password: "user" for SSH user name and "pass" for
password. The user will login successfully.
Step 4: Display login user.

DES-7200#show users

Line User Host(s) 1dle Location
0 con O idle 00:00:31
*1vty O user idle 00:00:33 192.168.217.60
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LINE Mode

Configuration

4.1 Overview

This chapter describes some operations in LINE mode:

Enter the LINE mode

® Increase/decrease LINE VTY
® Configure the protocols to communicate on the line
® Configure the ACLs on the line

4.2  Configuring LINE Mode

4.2.1 Entering the LINE mode

After entering the specific LINE mode, you can configure the specified line.
Execute the following commands to enter the specified LINE mode:

Command

Function

DES-7200(config)# line [console | vty ] first-line

[last-line]

Enter the specified LINE mode.

4.2.2 Increasing/Decreasing LINE
VTY

By default, the number of line vty is 5. You can execute the following commands
to increase or decrease line vty, up to 36 line vty is supported.

Command

Function

DES-7200(config)# line vty line-number

Increase the number of LINE VTY to the

specified value.

DES-7200(config)# no line vty line-number

Decrease the number of LINE VTY to the

specified value.
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4.2.3 Configuring the Protocols to
Communicate on the Line

To restrain the communication protocol type supported on the line, you can use
this command. By default, a VTY supports the communication of all protocols
while a TTY do not support the communication of any protocol.

Command Description

configure terminal Enter the configuration mode.

line vty line number Enter the line configuration mode.

) Configure the protocol to communicate on the
transport input {all | ssh | telnet | none} i
ine.

) Disable the communication of any protocol on
no transport input .
the line.

Restore the setting to the default value.

default transport input

4.2.4 Configuring the Access
Control List on the Line

To configure the access control list on the line, you can use the command. By
default, no access control list is configured on the line.That is, all incoming and
outgoing connections are permitted.

Command

Description

configure terminal

Enter the configuration mode.

line vty line number

Enter the line configuration mode.

access-class access-list-number {in | out}

Configure the access control list on the line.

no access-class access-list-number {in | out}

Remove the configuration.
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5.1

System Upgrade
Configuration

Understanding Program
Image in the System

The system image contains DES-7200 firmware. All D-Link network devices are
embedded with specific version of images before distribution. The user may upgrade
such images to upgrade the device to the latest version. Use "show version"
command to find out the version of images running on the device and the name of
various main programs.

DES-7200 firmware involves the following types of images:

Main program: Also called MAIN, it is a complete image software package. It may
contain such images as boot program, line card program and etc. It will be loaded
and implement various services when device starts up. Users are generally using and
operating on the main program.

BOOT: The most fundamental device initialization and boot program. This image is
first image run on the device, and generally cannot be upgraded to ensure the system
can always be initialized, guided and upgraded (CTRL) correctly. This image only
exists in switching devices and line cards of the switch.

CTRL: Thisis a boot program provided with network functions. This program image
is initialized by BOOT, and features network communication function and main
program booting and upgrading function.

Bootloader: Device initialization, network communication and main program booting
and upgrading function. This is the first image loaded when the device is powered on,
and can boot the main program after device initialization. Routing devices only have
Bootloader and Main program. Bootloader has all functions of BOOT and CTRL.

Among the aforementioned program images, only the main program can be viewed,
upgraded and modified through file system commands. BOOT/CTRL/Bootloader
programs are generally stored in the parallel flash and cannot be managed directly by
user. For chassis devices, all line cards have BOOT and CTRL programs, while some
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line cards may have the main program for line card. Generally, to have new features
of a device, you will need to upgrade the main program of the device. In order to
maintain the compatibility of BOOT, CTRL and Main programs, as well as the
compatibility of the Main program of management board and line card, the upgrade
function provides the guarantee to automatic compatibility. Incompatible parts will be
upgraded automatically without the need to download upgrade image separately.
During the upgrade process, images incompatible with the new-version software will
be upgraded automatically. Therefore, the upgrade information of such images will be
shown during the upgrade process.

5.1.1 Overview of Upgrade

Function

5111

Upgrading Image Set

5.1.12

Users generally expect to obtain a more reliable software version and more software
features through upgrade. In most cases, these features are related to the main
program. The device may contain multiple program images with different functions
(such as BOOT/CTRL for booting), and these program images will only work in
coordination. Therefore, the upgrade function not only provides the support to main
program upgrade, but also allows the automatic synchronized upgrade of respective
program images on the device, so that the overall device can maintain good
compatibility.

Therefore, the upgrade file contains not only the main program for rendering primary
services, but also the BOOT/CTRL images used in conjunction with the main
program. When implementing upgrade, these images will be extracted from the
upgrade file and upgrade the corresponding images on the device.

Auto-Installation

5.1.13

For devices like DES-7200, dynamic plug of linecards shall be supported. If the
embedded image version of linecard plugged is incompatible with that of the device,
the system will automatically upgrade the image of this linecard before it can work.
Some versions of line cards can automatically download image to run from the
master management board. This function avoids the need to consider the
compatibility between different linecards and the device. The system can well
guarantee image compatibility and consistency without the intervention of user.

Operating Principle

The firmware image release for DES-7200 devices is a self-extracting executable
program. The firmware image carries the main program image for the device. For
cabinet devices, the firmware image contains main program and boot program; for
chassis devices, the firmware image contains the main program and boot program for
respective line cards.
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During the upgrade process, the user will first need to operate in the file system to
copy the new-version firmware image to the device. The user can use this new
program image to install the device. During the installation process, the system will
automatically search for image to be upgraded and upgrade them one by one. The
system will automatically guarantee the compatibility of respective images after the
upgrade. No further identification by the user is needed.

As for the upgrade of stacked devices, when the main programs of member devices
are different in version, the automatic installation process will start as well. The
firmware image on the master device will be synchronized to salve devices having
the inconsistent version of image, and installation will commence on these devices.
After the installation, the entire stack of devices will be reset. When all devices enter
into ready state, they will be running the identical main program.

As for chassis devices (such as DES-7200 series), the installation may be activated
when a new line card is plugged. In case a line card is plugged when the device is still
running, the service of this line card will be started if the system detects that this line
card is compatible with the program image of current device, or use the line card
program image contained in the firmware stored in the master management board to
upgrade this line card or download the image if incompatible. The line card will be
reset after the upgrade (no need to reset during image download) and will then enter
into ready state. For such devices, the image used by line card or slave board always
needs to maintain compatible with the program run on the master management
board.

During system upgrade, the user may choose two different means: automatic
installation and manual installation. The corresponding processes are shown below:

B Automatic installation: The new-version file is copied to the device -> reset
device -> wait until device installation is completed

B Manual installation: The new-version file is copied to the device -> input install
command -> reset device

Manual installation is only supported in version 10.4(2) and subsequent software
versions for DES-7200 series. The advantage of manual installation is that the
system services will not be affected during installation. If any accident incurs during
the installation, as long as the device is powered on, the installation operation can be
repeated without leading to any risk. Once the installation is completed successfully,
the device can function immediately after restart. The manual installation is featured
by shorter offline time and higher security.

Automatic installation is easy to operate, and no intervention by user is needed once
the upgrade process commences.
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yiN

Caution

For chassis devices, if the current boot/main program of master
management board is upgraded, this upgrade file will also upgrade
and replace the boot/main program of slave management board.
However, if ISSU function is enabled, the system will no longer
automatically upgrade the boot program of slave board, and manual
upgrade by the user will be needed.

AN

Note

Version 10.4(2) has well optimized and improved the upgrade
function, including: safer and more reliable upgrade process, less
times of device reset and service interruption, and
easy-to-understand upgrade interface. Therefore, the upgrade
interface is quite different before and after Version 10.4(2), but the
operation steps of upgrade are compatible.

5.1.1.4  Protocol Specification
NA
5.2 Default Configurations

5.3

NA

Upgrade Steps

Device upgrade will require the following steps:

Preparation before upgrade

Copy image file to the device

Device installation and upgrade

Verify device installation

AN

Note

Do not carry out upgrade or hot-plug/reset the line card when the
device is extremely busy (with CPU utilization rate > 70%). This may
lead to unsuccessful upgrade or boot failure of line card, including:

1. Reset line card or dynamically plug in the line card. If the CPU
utilization rate is excessively high, the automatic upgrade of this line
card or image distribution may fail. Please try to reset the line card
again after the CPU utilization rate goes down, until the line card is
successfully upgraded or booted.

2. During the process of manual upgrade, high CPU utilization rate
will lead to the failure of upgrade. By this time, the user will need to
retry manual upgrade after the CPU utilization rate goes down.
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5.3.1 Preparation Before Upgrade

5.3.11

Make the following preparations before implementing device upgrade:
B Confirm the method of file download
B Confirm the space of file system

B Backup configuration file

The upgrade may fail if implemented when the device is busy or being
A attacked. Please use "show cpu" command to verify whether the
system is busy or not, and implement upgrade when the CPU

Caution e .
utilization rate is lower than 20%.

Confirm the Method of file
Download

There are following means to download firmware image to the device:
B Download via TFTP server

This is the most commonly used method, which allows remote upgrade. First, make
sure the server is already running TFTP server software (working in server mode),
and then specify the directory for file download, which will need to store the firmware
image file downloaded. Finally, confirm the TFTP server address and ensure the
device side can visit this TFTP server.

When user uses "copy tftp" command to download upgrade file from
tftp server to the device (master management board) and at the same
time overwrites the boot/main program, the system will check the
validity of the upgrade file downloaded (i.e., whether inappropriate
upgrade file is downloaded, or whether the upgrade file is corrupted).
Upgrading of boot/main program via other means (such as ftp,
xmodem and other file system commands) will not result in validity
check. In addition, using "copy tftp" command to overwrite the boot
\ image of slave board won't lead to the corresponding check as well.

Therefore, when selecting the download method, it is generally
recommended to use "copy tftp" command to overwrite the boot
image (master management board) of the device, as it is the safest
upgrade method.

Note

If the user doesn't want to use this download method, for device like
DES-7200, we recommend you to adopt manual installation
("upgrade system" installation command) after copying the upgrade
file to the device. Manual installation is safer, and allows the user to
quickly discover image problems and timely correct such problems.
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c TFTP only supports the transfer of files with size below 32M. If the file
size is larger than 32M, the file will have to be downloaded via FTP or
Caution  flash disk.

B Download via xmodem

Xmodem download is applicable to some exceptional cases, such as the failure in
network connection. Before using xmodem download, make sure the device is linked
to console with serial line. In order to obtain faster download speed, the baud rate of
connection can be increased. At the same time, make sure the terminal software
supports xmodem transmission.

ﬁ Using this method to copy upgrade file will not lead to validity check.
In addition, this method cannot be used when there are two
Caution management boards.

B Copy via flash disk

Plug the flash disk stored with firmware image to the USB port. Make sure the device
has found this USB apparatus.

Using this method to copy upgrade file will not lead to validity check.
A In addition, this method cannot be used when there are two

management boards.

Caution
Supported by all devices provided with USB port.

B Download via FTP

Set the device as FTP server, and use FTP client to download upgrade file.

ﬁ Using this method to copy upgrade file will not lead to validity check.
In addition, this method cannot be used when there are two
Caution management boards.

5.3.1.2  Confirm the Space of File
System

The user may use "show file system" or "dir" command to learn the space and its
usage of the existing file system.
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If the target file system has sufficient space to store both new and old program
images, then during the upgrade process, the original boot/main program will be
renamed as "original filename.bak". When the CTRL version is 10.4 or above, this file
will be used as the backup image of new program image. When the new program
image fails, the system will boot with this back image. This can save the rollback
operation required in the case of upgrade failure.

When the system has hardly any residual space, the user will need to clean up the file
system in order to make sure the upgrade is successful. Unnecessary files can be
deleted using "del' command. While upgrading chassis device with dual
management boards, the file system space of the slave board shall also be verified.
The URL prefix of file system space of the slave board is "slave:".

A When file system space is insufficient to store two program images,

] the backup file of original program image will not be generated.
Caution

Timely cleanup of file system will facilitate quick completion of
upgrade. When the number and size of files in the file system are
comparatively large, the booting speed of device will be subject to
great influence. Before upgrade, delete unnecessary files as far as

A possible.

) Installation of software with version older than 10.4(2) will leave such
Caution files as install_xxxx.bin on the management board of chassis device.
After the software is upgraded to 10.4(2) or higher version, these files

will become useless and shall be deleted manually in order not to

slow down booting speed of system.

5.3.1.3 Backup Configuration File

Backup of configuration files is needed before the upgrade. Since different versions
of software may contain different default configurations, the newly added default
configurations may conflict with the current configurations. In order to ensure
successful upgrade, please backup the original configuration file before the upgrade.
After successful upgrade, verify whether there is any conflict in configurations.
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5.3.2 Typical Upgrade Process

5.3.21  Manual Upgrade of Chassis
Device

To ensure reliable upgrade, chassis devices generally adopt manual upgrade, which
is supported by DES-7200 series of devices with current software version being
10.4(2) or above.

Steps of manual upgrade are shown below:

B Copy the new-version software to the device

B Input manual installation command to implement local installation
B Reset the device

The following is the example of manual installation:

Use "copy tftp" command to download software from tftp server to the device, and
make sure the device and TFTP server are able to ping each other.

DES-7200#copy tftp://192.168.201.98/Firmware.bin flash:firmware.bin
Accessing tftp://192.168.201.98/firmware.bin. ..

Verify the system boot image ..... [ok]

Upgrading system boot image on slave:/

21,525,888 bytes]

Waiting for image installed........ Complete
CURRENT PRODUCT INFORMATION :
PRODUCT ID: 0x20060062
PRODUCT DESCRIPTION: DES-7200 High-density IPv6 10G Core Routing Switch(DES-7210)

By D-Link Corporation

SUCCESS: UPGRADING OK.

5-8



DES-7200 Configuration Guide Chapter 5 System Upgrade Configuration

When the device is plugged with two management boards, use
"copy tftp" command will overwrite the boot/main program with
new-version upgrade file, and the system will also synchronize this
upgrade file to the slave board.

N If "copy tftp" based installation is not used, the user will need to
—— manually copy the upgrade file to the slave board to overwrite the
boot image of the slave board (the filename of boot image of the
slave board shall be learned in advance).

Note

For example:

Copy flash:/firmwarebak.bin slave:/firmware.bin

After the new-version software is successfully downloaded to the device, use
"upgrade" command to upgrade the system:

DES-7200#upgrade system firmware.bin
These images in linecard will be updated:
Slot image linecard
1 MAIN 7200-24
6 MAIN 7200-24

(Slot 1): Installing MAIN

Waiting for image installed....Complete
(Slot 1): MAIN installed.

(Slot 1): All images have been installed.
(Slot 6): Installing MAIN

(Slot 6): Download image! IIIIIIIRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRNNENY

Waiting for image installed....Complete
(Slot 6): MAIN installed.

(Slot 6): All images have been installed.

After the device is reset, the device will be running the new-version software.

After manual installation and before system reset, if you use "show
version" command to check the software version, you may find out

A that versions of BOOT/CTRL images have been upgraded, while the
version of main program image remains unchanged. This is because
the system hasn't been reset to load and run the new main program
image.

Caution

5-9



DES-7200 Configuration Guide Chapter 5 System Upgrade Configuration

The user cannot use "upgrade system" command to degrade the
system to software version older than 10.4(2). If the manually

A installed software is of version older than 10.4(2), the system will
prompt the following error:

Caution . .
File [chars] format error. It"s not an install package.

Therein, [chars] means the filename of current master program.

The interface prompts in the VSU status are different from that in the
A single-machine mode, such as the “Slot 1/2” indicates the card on the
slot2 of the chassisl, while there is no chassis number in the

Caution . :
single-machine mode.

5.3.2.2  Upgrade of Cabinet Device

Steps to upgrade the cabinet device:
B Copy the new-version software to the device
B Reset the device
B Wait for device installation
Upgrade to 10.4(2) or higher version

Copy the new-version software to the device:

DES-7200#copy tftp://192.168.201.98/DES-7200_V10.4(2)_R64047_.bin
flash:firmware.bin
Accessing tftp://192.168.201.98/ DES-7200 V10.4(2)_R64047.bin...

Other members are not present, quit synchronize...
Checking file, please wait for a few minutes ....

Check file success.

Transmission finished, file length 7243040

THE PROGRAM VERSION: 10.4.*, Release(64047)

Upgrade Master CM main program OK.
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CURRENT PRODUCT INFORMATION :
PRODUCT 1D: 0x20110010
PRODUCT DESCRIPTION: DES-7200 Gigabit Security & Intelligence Access Switch By

D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200# reload

Wait for device installation after device reboot:

In most cases, when upgrading older version to 10.4(2) or higher version, the device
will become usable at once without any installation after device reset. The installation
process will only show up in very few cases, and the system will display the following
prompt of BOOT or CTRL image upgrade:

Upgrading CTRL...

DO NOT POWER OFF!

Erasing device...eeeeeceeeeeceeceeeeeeceeeeeee [0k]

Writing Flash #####HHHHHTHHHHH##HH# [OK - 1,215,488 bytes]

*Apr 1 07:32:44: %UPGRADE-5-LOCAL_FIN: New software image installed in flash.

When the system prompts any flash operation (such as "Erasing
A device" or "Writing flash" as shown above), never turn the device

] off. Any power failure during flash operation will lead to boot failure
Caution . .
of device, and such failure cannot be recovered.

Degrade to 10.4(1) or older version

The degrading steps are exactly same as the upgrading steps. Only the interface of
installation waiting process is different.

Copy the new-version software to the device:

DES-7200#copy tftp://192.168.201.98/s26_64047_install_10_4 1.bin
flash:firmware.bin

Accessing tftp://192.168.201.98/s26_64047_install_10_4_1._bin...

5-11



DES-7200 Configuration Guide Chapter 5 System Upgrade Configuration

Transmission finished, file length 6128032 bytes.
Verify the system boot image .[ok]

CURRENT PRODUCT INFORMATION :
PRODUCT 1D: 0x20110010
PRODUCT DESCRIPTION: DES-7200 Gigabit Security & Intelligence Access Switch By

D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200#reload

Wait for device installation after device reboot:

After reboot, the device will automatically commence local image installation. For
example:

Prepare installation data ...

Load install package file firmware.bin OK!
Installation is in process ...

ATTENTION: Do not restart your machine before finish !
Upgrading main ...

Size of main file firmware.bin is 10406464 Bytes

Checking file, please wait for a few minutes ....
Check file success.
Upgrade main succeed.

Installation process finished successfully ...

Upon completion of automatic installation, the system will reset the device
automatically.

SYS-5-RESTART: The device is restarting. Reason: Upgrade product !.

After the reset, the device will enter into ready state.
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5.3.2.3  Automatic Upgrade of Chassis
Device

Upgrade steps

Steps to upgrade the chassis device:

B Copy the new-version software to the device
B Reset the device

B Wait for device installation

Upgrade to 10.4(2) or higher version

Copy the new-version software to the device:

DES-7200#copy tftp://192.168.201.97/Firmware.bin flash:firmware.bin
Accessing tftp://192.168.201.97/Firmware.bin. ..

Check file success.

Transmission finished, file length 22655264
THE PROGRAM VERSION: 10.4.*, Release(64046)
Upgrade file to Module(s) in slot: [M2]
Please wait......

Upgrade file to Module in slot [M2] OK!

Upgrade Master CM main program OK.

CURRENT PRODUCT INFORMATION :

PRODUCT ID: 0x20060062

PRODUCT DESCRIPTION: DES-7200 High-density IPv6 10G Core Routing Switch(DES-7210)
By D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200#reload
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Wait for automatic installation of device:

After entering the main program, the main management board will implement local
installation first:

*Apr 1 07:32:17: %UPGRADE-5-LOCAL_BEG: Installing: "flash: CTRL".

*Apr 1 07:32:17: %UPGRADE-5-LOCAL: Upgrading CTRL.

Upgrading CTRL...

DO NOT POWER OFF!

Erasing device...eeeeeeceeeeceeceeeeeeeeeeeee [ok]

Writing Tlash #####H#HHHH#THHH#H###HH# [OK - 1,215,488 bytes]

*Apr 1 07:32:44: %UPGRADE-5-LOCAL_FIN: New software image installed in flash.

Upon completion of local installation, the system will verify whether the boot/ctrl/main
programs of all line cards and the slave board need to be installed and complete the
corresponding installation automatically. This automatic installation process will
generally take place when the current device version is lower than 10.4(2).

These images in linecard will be updated:
Slot image linecard
3 MAIN 7200-24
M2 CTRL 7200-CM4
*Aug 7 07:46:25: %UPGRADE-5-SLOT_BEG: (Slot 3): Installing MAIN
(Slot 3): Download image
*Aug 7 07:47:21: %UPGRADE-5-SLOT_SUCC: (Slot 3): MAIN installed.
*Aug 7 07:47:21: %UPGRADE-5-SLOT_FIN: (Slot 3): All images is installed.
*Aug 7 07:47:21: %UPGRADE-5-RESET_CARD: (Slot 3): Reset.
*Aug 7 07:47:26: %UPGRADE-5-SLOT_BEG: (Slot M2): Installing CTRL

Waiting for image installed...Complete

Erasing device...eeeeeeeeeeceeceeeeeeeeeeee [o0k]

Writing Tlash ####HH## [OK - 1,215,488 bytes]

*Aug 7 07:48:00: %UPGRADE-5-SLOT_SUCC: (Slot M2): CTRL installed.

*Aug 7 07:48:00: %UPGRADE-5-SLOT_FIN: (Slot M2): All images is installed.
*Aug 7 07:48:00: %UPGRADE-5-RESET_CARD: (Slot M2): Reset.

The upgrade of old-version line card will need two reboots. The line card will reboot
automatically after the main program has been installed. After reentering the main
program, the boot or ctrl image will be installed.

These images in linecard will be updated:
Slot image linecard
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3 CTRL 7200-24

*Aug 7 07:48:09: %UPGRADE-5-SLOT_BEG: (Slot 3): Installing CTRL

Waiting for image installed...Complete

Erasing device...eeeeeeeeeeceeceeeeeeeeeeeeee [0k]

Writing Tlash ##s##### [OK - 1,088,0 bytes]

*Aug 7 07:48:37: %UPGRADE-5-SLOT_SUCC: (Slot 3): CTRL installed.

*Aug 7 07:48:37: %UPGRADE-5-SLOT_FIN: (Slot 3): All images is installed.
*Aug 7 07:48:37: %UPGRADE-5-RESET_CARD: (Slot 3): Reset.

Upon completion of installation, normal services can start directly without the need to
reset the device.

Degrade to 10.4(1) or older version
Copy the new-version software to the device:

Use "copy" command to copy the old edition software of 10.4(1) to the device.

DES-7200#copy tftp://192.168.201.97/Firmware.bin flash:firmware.bin

Accessing tftp://192.168.201.97/ firmware.bin ...

Verify the system boot image ..... [ok]

Upgrading system boot image on slave:/

CURRENT PRODUCT INFORMATION :

PRODUCT 1D: 0x20060062
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PRODUCT DESCRIPTION: DES-7200 High-density IPv6 10G Core Routing Switch(DES-7210)
By D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200#reload

Wait for automatic installation of device:

The following installation information will prompt after device reboot:
Prepare installation data ...
Load install package file firmware.bin OK!
Installation is in process ...
ATTENTION: Do not restart your machine before finish !
Upgrading main ...

Size of main file firmware.bin is 8914464 Bytes

Checking file, please wait for a few minutes ....

Check file success.

Upgrade main succeed.

Upgrading file install_Ilc_200e0020.bin ...

Write executable file install_lIc_200e0020.bin to file system.
Checking file, please wait for a few minutes ....

Check file success.

Upgrade file install_lc_200e0030.bin succeed.

Upgrading file install_Ic_20070010.bin ...
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Write executable file install_lc_20070010.bin to file system.

Checking file, please wait for a few minutes ....

Check file success.

Upgrade file install_lc_20070010.bin succeed.

Installation process finished successfully ...

The system will reset automatically upon completion of installation:

SYS-5-RESTART: The device is restarting. Reason: Upgrade product !.

After entering into the main program, the master management board will synchronize
new-version program image to line cards:

*Apr 1 06:11:30: %7: Card in slot [1] CPU 0O need to do version
synchronization ...Current software version :

*Apr 1 06:11:30: %7: BOOT VERSION: 10.4.63238

*Apr 1 06:11:30: %7: CTRL VERSION: 10.4.63967

*Apr 1 06:11:30: %7: MAIN VERSION: 10.4.63967

*Apr 1 06:11:30: %7: Need update to software version :

*Apr 1 06:11:30: %7: BOOT VERSION: 10.4.59831

*Apr 1 06:11:30: %7: CTRL VERSION: 10.4.59831

*Apr 1 06:11:30: %7: MAIN VERSION: 10.4.61477

*Apr 1 06:11:41: %7: Install package transmission begin, wait please ...

*Apr 1 06:11:41: %7: Transmitting install package file to slot [1] ...

*Apr 1 06:11:41: %7: Transmitting file install_lc_20070010.bin;

*Apr 1 06:12:02: %7: Transmitting install package file to slot [1] OK ...
*Apr 1 06:12:02: %7: Install package transmission finished, system will reset
cards ...

*Apr 1 06:12:03: %7: Reset card in slot [1]

*Apr 1 06:12:03: %7: Software installation is in process, wait please ...
*Apr 1 06:12:03: %7: Installing, wait please !

*Apr 1 06:12:04: %O0IR-6-REMCARD: Card removed from slot 1, interfaces disabled.
*Apr 1 06:12:13: %7: Installing, wait please !

*Apr 1 06:14:03: %7: Installing, wait please !

*Apr 1 06:14:13: %7: Installing, wait please !

*Apr 1 06:14:18: %O0IR-6-INSCARD: Card inserted in slot 1, interfaces are now
online.
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5.3.24

*Apr 1 06:14:18: %AUTO_UPGRADE-6-VER_SYNC_SUCCEED: Version synchronization for

line card in slot [1] has been succeeded.

Dynamic Linecard Plug-in

When linecard is dynamically inserted in DES-7200 device, the system will

automatically check the software version of this linecard. If its software version is

incompatible with that of master management board, then this card will be
automatically upgraded by the system before operation.

The following is an example of dynamically inserting a line card with incompatible
software version in the DES-7200 device (running 10.4(1) or older version):

*Apr 1 06:17:31:
*Apr 1 06:17:33:

online.

*Apr 1 06:17:33:

%7: MODULE-6-INSTALL:

%0 IR-6-INSCARD:

Card

inserted

in slot 5,

Install Module 7200-24 in slot 5.

interfaces are now

%7: Card in slot [5] CPU O need to do version

%7: Install package transmission begin, wait please ...

%7: Transmitting install package file to slot [5] ...

%7: Transmitting install package file to slot [5] OK ...

%7: Install package transmission finished, system will reset

%7: Software installation is in process, wait please ...

from slot 5,

in slot 5,

interfaces disabled.

interfaces are now

synchronization ...Current software version :
*Apr 1 06:17:33: %7: BOOT VERSION: 10.4.59831
*Apr 1 06:17:33: %7: CTRL VERSION: 10.4.64046
*Apr 1 06:17:33: %7: MAIN VERSION: 10.4.63967
*Apr 1 06:17:33: %7: Need update to software version :
*Apr 1 06:17:33: %7: BOOT VERSION: 10.4.59831
*Apr 1 06:17:33: %7: CTRL VERSION: 10.4.59831
*Apr 1 06:17:33: %7: MAIN VERSION: 10.4.61477
*Apr 1 06:17:33:

*Apr 1 06:17:33:

*Apr 1 06:17:33: %7: Transmitting file install_Ilc_20070010.bin;
*Apr 1 06:17:59:

*Apr 1 06:17:59:

cards ...

*Apr 1 06:17:59: %7: Reset card in slot [5]
*Apr 1 06:17:59:

*Apr 1 06:17:59: %7: Installing, wait please !
*Apr 1 06:18:01: %OIR-6-REMCARD: Card removed
*Apr 1 06:18:09: %7: Installing, wait please !
*Apr 1 06:19:29: %7: Installing, wait please !
*Apr 1 06:19:39: %7: Installing, wait please !
*Apr 1 06:19:49: %7: Installing, wait please !
*Apr 1 06:19:59: %7: Installing, wait please !
*Apr 1 06:20:08: %OIR-6-INSCARD: Card inserted
online.
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*Apr 1 06:20:08: %AUTO_UPGRADE-6-VER_SYNC_SUCCEED: Version synchronization for

line card in slot [5] has been succeeded.

The following is an example of dynamically inserting a line card with incompatible
software version in the DES-7200 device (running 10.4(2) or higher version):

These images in linecard will be updated:
Slot image linecard

3 MAIN 7200-24
*Aug 7 07:46:25: %UPGRADE-5-SLOT_BEG: (Slot 3): Installing MAIN
(Slot 3): Download image
*Aug 7 07:47:21: %UPGRADE-5-SLOT_SUCC: (Slot 3): MAIN installed.
*Aug 7 07:47:21: %UPGRADE-5-SLOT_FIN: (Slot 3): All images is installed.

*Aug 7 07:47:21: %UPGRADE-5-RESET_CARD: (Slot 3): Reset.

The following is an example of dynamically inserting a line card with compatible
software version (only when the master management board is running 10.4(2) or
higher version):

*Apr 2 07:39:06: %UPGRADE-5-DISPATCH_BEGIN: Dispatch image to slot 3.
Download image to slot 3: IIIRRRRRRRRIRRRRRRRRRRRRRRRRRRRRRRRRRNLLNLLL

Waiting for image installed....Complete

5.3.25

When line card inserted cannot be supported by the existing
A master management board, the system will prompt:

UPGRADE-4-CARDNOTSUPPORT: The [linecard in slot 1/4 is not

Caution )
supportted by current version.

Upgrade of Stacked Devices

Upgrade of stacked devices will be activated under the following two circumstances:
B Upgrade of all stacked devices

This case is applicable to the upgrade of devices having completed stacking. The
upgrade steps are same as those of cabinet devices.

5-19



DES-7200 Configuration Guide Chapter 5 System Upgrade Configuration

B Upgrade during the stacking process

The stacked devices are required to have the same software version. Otherwise, the
system will automatically upgrade devices with inconsistent software version during
the stacking process (subject to the software version of master device or the highest
version).

During the automatic installation process of stacked devices, apart from the
installation information of master device, the interface will also prompt the installation
information of slave devices:

*Jan 2 00:01:39:%STACK-5-INST: (Device 2): Install CTRL.
*Jan 2 00:03:39:%STACK-5-INST: (Device 2): Install SYSINFO.

*Jan 2 00:06:40:%STACK-5-FINISH: All software images installed.

When the system prompts "All software images installed", it means that all stacked
devices have completed installation, and system service can be expanded.

5.3.3 Verify Device Installation

After the system installation, the user may use the show version command to verify
the conditions of device upgrade, and make sure the version of main program is
same as the anticipated version. It is normal that the versions of BOOT, CTRL and
Bootloader programs and the image of line card may be different from the version of
the main program package.

The diaplayed main program version indicates the version number of main program
being run in the system. Therefore, in the case of manual installation, the displayed
version number of main program is not the version number of software newly
installed, but the version number of software run currently.

For cabinet device, if the line card automatic installation process begins, the line card
will be reset and execute the new program. The user needs to wait until the line card
enters into UP state and then uses show version command to verify its version
number.

The following is an example of executing show version command on DES-7200
device with two management boards and two line cards:

DES-7200#sh version

System description : DES-7200 High-density IPv6 10G Core Routing
Switch(DES-7210) By D-Link Corporation

System start time : 2008-01-04 3:20:23

System uptime : 0:15:35:55

System hardware version : 1.0
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System software version :

System BOOT version
System CTRL version
Module information:

Slot-7 : 7200-48

Hardware version :

Software version :

BOOT version
CTRL version
Slot-8 : 7200-24GE

Hardware version

Software version :

BOOT version
CTRL version

Slot-M1 : 7200-CM4

Hardware version :

Software version :

BOOT version
CTRL version

Slot-M2 : 7200-CM4

Hardware version :

Software version :

BOOT version

CTRL version

10.4(2) Release(64533)
: 10.4 Release(59831)
: 10.4(2) Release(64533)

1.0
10.4(2) Release(64533)

: 10.4 Release(59831)
: 10.4(2) Release(64533)

2.0

10.4(2) Release(64533)

: 10.4 Release(59831)
: 10.4(2) Release(64533)

1.0
10.4(2) Release(64533)

: 10.4 Release(59831)
: 10.4(2) Release(64533)

1.0
10.4(2) Release(64533)

: 10.4 Release(59831)

: 10.4(2) Release(64533)

Note

N

When using "show version" command to show the version number of
image with version older than 10.4(2), the system cannot display the
release version marking of this image. The release version marking
indicates the release time of this image, and is shown in the brackets
after the version number. For example, in the version number of
10.4(2), "2" is the release version marking.

For instance, when using "show version" command, versions older
than 10.4(2) will display the version number of 10.4 Release (59831)
or 10.4.59831, while the versions higher than 10.4(2) will display the
version number of 10.4(2) release (59381).

Caution

N

For versions higher than 10.4(2), no reset operation will be needed
after the installation. To verify whether the automatic installation
process of chassis device is completed, check if the installation list
information shown during the installation process indicates the end of
operation, or use "show version" command to check whether each
card on the device is ready.
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5.4 Common Upgrade
Problems

5.4.1 Loss of Main Program of
Master Management Board

The user may accidentally delete the boot/main program of the file system, and the
system will give the following warning information:

Warning: System boot file firmware.bin is missing.

However, if the user doesn't notice such loss of main program and dynamically
inserts a new line card during the subsequent use, the system will prompt:

*Aug 25 13:21:50: %UPGRADE-3-DISPATCH_FAIL: Dispatch program to slot 3 failed.

A The aforementioned prompt and function are only supported by

. products running 10.4(2) or higher version.
Caution

5.4.2 Unsupported Line cards

If the line card detected be device is not supported by the current software version,
the system will prompt:

*Jan 2 00:00:39: %UPGRADE-4-CARDNOTSUPPORT: The linecard in slot [dec/dec/...] is

not supportted by current version.

In such a case, support to such type of line card as specified in the release of current
software version shall be verified. If this line card needs to be supported, then the
current software shall be upgraded.

The potential problem of degrading is: line card supported by higher
version software may not be supported by the degraded software
A version. In such a case, when using "copy tftp" command to copy
lower version software to the device, the system will give the
Caution  following warning:

Warning: 7200-24 in slot 1 is not support by Ffirmware.bin
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5.4.3

Insufficient File System
Space

Insufficient file system space may take place during download or file copying. The
system will prompt:

Insufficient file system space.

By this time, useless files on the file system shall be cleaned up. For device with
smaller file system space, the current boot/main program can be deleted as long as

the device is powe