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Getting Started

AP Manager Il is a convenient software tool used to manage the configuration of your
wireless network from a central computer. With AP Manager Il there is no need to
configure devices individually.

AP Manager Il allows you to configure AP settings, update the firmware, organize and sort
your APs into manageable groups.

Requirements

Minimum System Requirements
®  Computer with Windows 2000, Windows XP, Windows 2003, or Windows Vista
B Aninstalled Ethernet Adapter
B Atleast 128MB of memory and a 500MHz processor
Minimum Software Requirements
B MySQL Server 5.0
B Mysql-connector-odbc-3.51
Access Point Requirements

SNMP must be enabled on Access Points used with AP Manager Il.
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Installation

Install MySQL Server

Before installing AP Manager Il on your computer, you must first install MySQL®© Server
5.0 and MySQL®© ODBC Connector. During the AP Manager Il install process, AP
Manager Il will check if these MySQL®© programs have been installed. If they are not
found, you will be reminded to download them.

The MySQLO® software and documentation can be found at the following links:
MySQL® Server 5.0: http://dev.mysqgl.com/downloads/mysql/5.0.html.

MySQL®© ODBC Connector 3.51:
http://dev.mysql.com/downloads/connector/odbc/3.51.html

MySQL® 5.0 Reference Manual: http://dev.mysql.com/doc/refman/5.0/en/index.html.

Install AP Manager i

Once the MySQL Server 5.0 and MySQL ODBC Connector 3.51 programs have been
installed, proceed with the AP Manager Il installation. To launch the AP Manager I
installation, double click the installation package icon:

k APManagell1,00
= - -Link

InstaliShield Wizard 3

As the installation begins, a welcome
screen appears and recommends you end
all other programs running before
continuing with the installation. Click Next
to continue.

‘Welcome to AP Manager Il Setup

This program will install AF Managsr 1| on pour computer, 1t
is stronaly recommended that vou =xit sl Windows
programns before running this Setup program

D-Link AP Manager II Software User Manual



Choose Destination Location

By default, AP Manager Il will be installed in
the C:\Program Files\D-Link\AP Manager
Il directory. Click Browse to select a new
location to install the software or click Next
to continue.

Select Components

You are then given the option to select
which components you want to install and
which you do not. By default, the AP
Manager |l software and all AP modules are
selected. Click Next to continue.

Select Program Folder

By default, the setup process will install the
program in a folder called AP Manager II.
You can keep this setting, type in a new
folder name, or choose one from the list of
existing folders. Click Next to continue.

InstaliShield Wizand

X

Choose Destination Location
Select folder where Setup will install files. (o ’

§

Setup will install AP Manager [lin the following folder.

To install ta this folder, click Mest. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:MProgram FilestD-Link%4P vanager ||

Browss...
< Back Nest> | Cancel |

InstallShield Wizard ﬁl

Select Components
Chooze the components Setup will install.

Select the components you want to instal, and clear the components you do not want to
install

Description

= AP Manager Il Components
DwL77004P Module

DWw/L27004P Module

DL 82004P Module

D'w/L32004P Module

DaP2530 Module

Space Required on C: 0K
Space Available on C: 9711888 K

< Back Mewt Cancel

InstaliShield Wizard B
Select Program Folder
Please select a pragrann falder. =0 L
s ==

Setup will add program icons tc the Pragram Folder listed below. You mey pe a new falder
name, or select one from the existing folders list. Click Mext to continue.

Adrministrative Tools
Catalyst Contral Center

CyberLink PowerDvD

D-Link

Di-Link &iPremier &G Dhw/L-456530

D-Link &irPremisr 4P M anage:

FlesibleSoft Co

Games L5

< Back Mext > I Cancel
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Configure MySQL Connector

To configure the MySQL Connector, enter
the IP Address of the PC running the
MySQL server, the root username and
password and database name. These
settings are configured during the MySQL
Server install process. Click Next to
continue.

If the MySQL Connector is configured
properly, you will get a message confirming
the setup was successful. Click OK to
continue.

Install Complete!

When the InstallSheild Wizard has
completed, you are given the option to
launch the AP Manager Il program. Check
the box to run AP Manager Il and click
Finish to complete the installation.

If you checked the “Run AP Manager II” box
the program will launch and you will be
prompted with a login screen. The default
user name is admin and the default
password is admin. Continue to the next
section in this manual, “Using AP Manager
1.

Configure MySQL Connector El

Configure MySQL Connector

Setting the connecting parameter e (A
Setup has complete te copying file. Eefore pou run AP Manager 1. you must
configure the MpSOL Connectar. click Mext. to start configure he MuSQL
cannectar.

Server  |127.0.01
User [roat
Password [
Database |arm2db
| Mews | cance |
MyS0
Configure MySQL Connector

Setting the connecting parameter A L

=

Setup has complete the copying file. Before you run AP Manager |1, you must
configure g — = = dySOL
[Z=LEE Information _|

1) configure MySQL Connector success!!

Database |apm2dh

Mext > Cancel

@
InstallShield Wizard

—— wizard C

The Installs hield "Wizard has successfully installed 4F Manager
1. Click Finish to exit the wizard,

R Fun 4P Manager I

Firizh I

Cancel
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Using AP Manager I

To launch AP Manager I @ Set Program Access and Defaults ll‘j YideoL AN 3
¥ wWindows Catalog D-Link AirPremier &G DwL-AG530 F
® Go to the Start Menu & windows Update I vistaBiootPRO 3.3 v
® Select Programs Y Progrem Updstes
® Select D-Link AP Manager I B pecessores b
® Select AP Manager I I Administrative Tools r
lj‘j @ames 4
D-Link ’
IF) D-Link AirPremisr 4P Manager »

'fi D-Link AF Manager IT B AF Manager IT 4

The main AP Manager Il screen will appear as shown below:

B AP Manager Il Q@]g

System  Wiew Heb
B0 0 %0u B

= @ All Space
) [
+ || Group
=l i | MultiCenfiguration 1
+ || FaultManage
= || Repart
| Assaciation
] Seurity
1 Utilzation
1 channel

AccessPoint Report

Lagend

ur-manags [l

AccessPoint | Station Repert | Model Feport | Band Report |

Station Detail

MAC Addvess | 1P sddress | Bana | suthentication Rsil SSID Porwer Save Mode

2007-06-29 09:49:16 FTP Server started on port 21.
2007-06-29 09:49:16 Trying to register for traps on port 162
2007-06-29 09:49:16 SnmpTrap initializtion success!
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General View

Discovering Devices

Before you can manage and monitor Access Points using the AP Manager Il, you must
create a list of Access Points. The AP Manager can automatically search for and
“discover” Access Points on your LAN using the Discovery process.

Standard discovery

To initiate the discovery process, right-click anywhere of the blank area on the All Space
> Group view window and select Discover from the drop-down menu, as shown below.

Dol e B0 GE| &S LS

IP Address | rodel Mame | Mac Address | Metmask
E|--- all Space
] General
-« IEE
-] MultiConfiguration Discover
l:l Fault Manage Dz lie
D Tool Refresh
EH:' Report Sign Rogue &P
] Association
] Security Configuration  »
I s
View By k
l:l Rogue &P
1 SysLog Property

The following dialog window will appear during the Discovery process.

[ I,\ Digcovenng dewvices...
==}

At the end of the Discovery process, the window will close and any Access Points
discovered will be added to the All Space > Group View window.

D-Link AP Manager II Software User Manual 10



Advanced discovery
The standard discovery can only discover the APs in the same sub network. To discover
the APs in the other network segments, highlight the All Space > Group view window,

click the Discover/Advanced Discover icon ﬁ in the tools bar and select Advanced
Discover from the drop-down menu, as shown below.

Advance Discower @

Method
Start IP: | 192 . 188 . 0O . 50 Start

Foud IE- | 192 . 168 . 0 . 100 | Caneal |
Comnmnity |

TimeCut |

Enter the start/end IP, and then click the Start button to search the APs that can be
managed by AP manager Il in this IP range. Every detected AP is added an icon at the
front of record according to its type.

Explanation of icons:

™ Manageable AP.
The AP that cannot be ping, but its IP can be modified.
¥ The AP is offline or its SNMP engine is off.

The AP is specified as a Rogue AP. When the AP is online and its SNMP
engine is open, the device can be specified as Rogue AP by right-click the AP
and select the Sign Rouge AP item from the drop-down menu.
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Access Point Report

The General View > Access Point window, as shown below, displays the current list of
access points that the AP Manager Il has discovered. These Access Points are divided
into Managed APs and Unmanaged APs and the results are displayed graphically. The
Managed APs are listed in the Station Detail table below the Access Point Report.

D00 &0 SE

I4

- - All Space )
(8] coreral AccessPoint Report
+ [_] Group
+ [_] MultiConfiguration 1
+ |1 Faulk Manage
- ] Repart
D Association Legend
| Security
[ Utiization un-nanage [
|_ channel
Arpass Print | Station Report | Model Report J Band Report J
Station Dietail
MAC Address IP Address | Band ‘ Anthentication REI1 SSID Power Save Made
2007-06-29 09:49:16 FTP Server started on port 21.
2007-06-29 09:49:16 Trying to register for traps on port 162
2007-06-29 09:49:16 SnmpTrap initializtion success!

The Station Detail table lists the MAC Address, IP Address, Band, Authentication type,
RSSI, SSID, and Power Save Mode of all stations connected to the Managed APs.

The Station Detail table allows you to kick off the station from its associated AP. To
remove a station from the AP, right-click the station in the Station Detail list and select
kick off item from the drop-down menu.

Below the Station Report table is a real-time display of the SNMP report exchange
between the AP Manager Il and the Managed APs.
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Station Report

The General View > Station Report displays a graphical representation of the managed
APs, as shown below. It classifies the APs by bands, and shows the station numbers of
every band.

TSl BE

i}

e o g (Wb | Eifan ]

(MACAddns [P Addes [ B [ Astronsication [ Fs51 [z [ Power sarabiots |
O040964F74B7T 1024 69177 0211 WPA-Personal 98 Miulti-S3ID 1 Off

2007-05-05 15:49:38 Device: 10.24.69.177 SNMPPing TimeOut!
2007-05-05 15:50:37 Device: 10.24.69.177 SNMPPing Ok!
2007-05-05 16:00:38 Device: 10.24.69.177 SNMPPing TimeOut!
2007-05-05 16:01:07 Device: 10.24.69.177 SNMPPing Ok!

mzﬂlﬁvﬂﬁiﬂﬁ 13:45:38 Device: 10.24.69.177 SNMPPing Ok!

D-Link AP Manager II Software User Manual




Model Report

The General View > Model Report displays a graphical representation of the numerical
distribution of models the AP Manager Il has discovered and is currently managing. It
shows the numbers of every model.

D00 *%20 &

Legend

owL-szooar [

oapassn [
AccessPoint | Station Report  Madel Faport | Band Beport |
MAC Address. | 1P ddiress [ Bant | duthentiostion | RSt [ ss1m [ Pawer Save Made |
Z00B-06-11 102333 Device: 192 168 050 SNMPPing TimeOutl A
2008-06-1110:31:08 Discover Completed! ,
2008-06-1110:31:05 Device: 192.168.0.60 SMNMPPing TimeOut!
2008-06-1110:31:85 Discover Completad! — )
2008-06-11 10:31:57 Device: 192.166.0.50 SNMPPing TimeOutl

teady Loglizer | sdmin
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Band Report

The General View > Band Report displays a graphical representation of the distribution
of WLAN bands (802.11a, 802.11b/802.11g and 802.11b/g/n) currently being used by the
APs the AP Manager Il is managing. It shows the AP numbers of every band.

OO E % % 0k

[v

AccessPoint | Station Repost | Modsl Report Band Report |

—Station Datals
MAC Address | 1P Address | Bt | Authentication | msst | ssip | Povrer Save Mode |
2008-06-11 1023:33 Device: 192,168 0.50 SNMPPing TimeOutl ~
2008-06-11 10:31:05 Discover Completed! o
2008-06-11 10:31:05 Device: 192.168.0.50 SMMPPing TimeOut )
2008-06-11 10:31:55 Discover Completed! T =]
| 2008-06-11 10:31:57 Device: 192.168.0 50 EMNMPPing Time Out! @|

teady Logser | adnin
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Group View

The Group window, as shown below, displays the APs the AP Manager |l has discovered
and is currently managing. You can group these APs by model or into categories that can
make their distribution easier to visualize.

The AP Manager Il can actively monitor and manage five models of D-Link Access Points

- the DAP-2590, DWL-2700AP, DWL-3200AP, DWL-7700AP, and the DWL-8200AP. The
models are installed as the form of plug-in under the installation directory of AP Manager II,
it is flexible to add or remove a supported model.

Any of these APs that are detected during the discovery process will be listed in the main
window of the AP Manager.

sl=lsk Y SR

IF #Address Model Hame MAC Address HetMask F¥ wersion
= - All Space B 102 1BE.0.50 DAP-2590 000550383510 255 255 2550 1.00
D reneral

- | Madel

[_ ] DWL-TTOOAE
|_] DWL-ZTO04F
[_] IWL-B2004F
[_] DWL-32004F
|_] DAP-2590
+ D Categoryl
[:I CategoryZ
D Category3

To delete the APs from the group view window, highlight the AP and select the Delete
item from the right-click menu.
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Configuration

Any individual Access Point that the AP Manager Il has discovered can be configured by
right-clicking on that Access Point’s icon, displayed in the Group or Category View - as

shown below.

Ed 84|y -

=-d

BRI E %S0

¥ 192 185.0.50 :
Discover

Delete
Refrezh

Sign Rogue AP

Configuration

Sorting
View By

IP Address | Model Wame | MAC Address | HetMask

Set IF
Update Config
Upgrade Firmware

Froperty

Web manage

Telnet

Set Password

Under the Configuration menu entry, you can select Set IP, Update Config, Upgrade
Firmware, Web manage, Telnet, or Set Password. Each of these options is described in

the pages that follow.
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Set IP

You can manually set the IP Address of a selected Access Point. Selecting Set IP will
open the following dialog box.

Set IP X

IF Address | 192 185 . 0 . 50

Subnet Mask | S55 255 55 . 0

Default Gatewa}'| o .0 .0 .0

For each Access Point the AP Manager Il has discovered, you can use this function to
assign a new IP address and Net Mask to the device. Enter the new IP address, net mask
and default gateway in the appropriate field and click the OK button.

IF Address | Model Name | MAC Address | MetMask | Fi wersion | Location | Action | Result |
192,168.5,82 DYL-BZ006P ODICFODBESS0  255,255.255.0 2,10

v4 192,168.0,50 DAP-2590 DODSSDE9E7E0  255,255.255.0 2.0

172,18.213.35  DWL-77004P 005000220945  255,255.255.0 320 Reset

Action column shows the executing operation, for example: Set IP, Reset, and OK
(Operation successful), and Result column shows the executive progress by percentage.
You can set the IPs of multi devices at the same time.

If the operation is failed, please check whether the device and AP manager Il are logically
connected and the username and password are correct, for more information, refer to Set
Password section.

When the selected Access Point’s IP address has been set, this window will close and the
IP address and Net Mask information presented in the Group view table will be changed to
reflect the update.
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Update Configuration

When updating the device configuration, a new window specific to the AP being updated
opens, which allows you to configure settings but does not actually apply the settings to
the device unless you click the Apply button. You can also save and load configuration
files from this window. When you load a configuration file, you must click Apply if you
want the settings to be applied to the selected device(s).

Home Basic Advanced Tools Status System Help

0 System Information

Information Model Mame DW/L-32004P
Syztem Time Mot &vailable
Up Time 0:00:25.00
Firmweare Yersion w240
IP address 192.168.0.50

Note: See the section “Configuring 802.11a/b/g APs with AP Manager II” and
“Configuring 802.11n APs with AP Manager II” for more information on updating the
configuration of an AP.
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Upgrade Firmware

For each Access Point the AP Manager Il has discovered, you can use this function to
upload a new firmware file to the device.

UP Firmware rz|
Module Hame | Firnuvaze | Eait |
DWL-32004F Edit
o

Click Edit to select the update firmware file from the appropriate field.

Open

2IX

Look in: |@ Firmware
W 0AP-firmware:

| & & ek E-

File name:  [DWwL32008P-fimware-va1 040103 tfp

Files of type: |firmware file[*.tfp]

™ Open as read-only

j Cancel

Click the OK button to upload the firmware.

UP Firmware

X

Edit
Edit

Cancel
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When the selected Access Point’s firmware has been updated, this window will close and
the firmware version information presented in the Group view table will be changed to
reflect the update.

Web Manage

Selecting Web Manage from the drop-down menu will open your PC’s web browser and
automatically direct it to a selected Access Point’s IP address. This will allow you access
to the Access Point’s built-in web-based manager. The first window to open will be the
Windows User name and Password dialog box, as shown below.

Connect to 192.168.0.50

A
R

COWL-3200A4F

Liser name; | £ v |

Passwaord: | |

[ ]remember my password

[ ok, H Cancel ]

Enter the appropriate User name and Password into the fields above and click the OK
button. Your PC’s web browser will open and the Access Point’s IP address will be
entered into the address field. You can then configure the Access Point using its built-in
web-based manager as you would normally. There is no difference in using an Access
Point’s web-based manager initiated by the AP Manager Il or any other method.
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Telnet

Selecting Telnet from the drop-down menu will open your PC’s web browser and
automatically direct it to a selected Access Point’s IP address. This will allow you access
to the Access Point’s built-in Telnet CLI manager. The first window to open will be the
Telnet console. Enter the appropriate User name and Password and press the Enter key,
as shown below.

Fresz Enter to login

D—-1ink Corp. Access Point login: admin
Pazzword:

Atheros Access Point Rev 4.1.2 .56
D—1ink Corp. Access Point wlanl —2>

Set Password

Selecting the Set Password option will allow you to set a new login password for the AP
being configured. The screen shown below will pop up, enter a new password and click
OK.

Note: The username and password must accord with the one entered in the web login, or
the execution of Set IP function will be failed.

5et Password EJ

Set the passarord for AP

User Hame

Passaord |

Ok Cancel
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You can sort the order the Access Points that have been detected by the AP Manager I

Sorting

by IP address, by Location, or by Type - as necessary - by right-clicking anywhere on the
Group view window and selecting Sorting followed by the sorting criteria.

B AP Manager IT

System  Wew Tool Help

l:| Fault Manage
l:| Tonl
=5 l:| Report

----- l:| Security

----- -1 Utilization
..... 1 Channel

----- "] Syslog

Explanation of sorting types:

You can classify the APs to the different groups, right-click one of the three sub items
category 1, category 2, or category 3 of Group, and select Create Group from the drop-

2 | MulthDnFiguratiun

----- -] Assoriation

----- l:l Rogue AP

Dlscnver
Delete
Refresh

Sign Rogue &P
Configuration

||r|'II'||:|
View By

Froperky

il D ‘989 lﬁﬁ 3 8& Oy .|
= 2
IP Address | Model Mame | Mac address
- All Space 192,168,5.82 [WL-82004P O01CFO0SER3N
----- l:] General k4 197,1658.0.50 DAP-2590 O00SEDE98760
Ia ! 7 TO0AP

L

(=]
[

-

-

By IPAddress
By Location

Ev Type

IP Address: Sorting by IP Address column.
Location: Sorting by Location column.

Type: Sorting by specified AP types, the types are: Unmanaged, Managed,

Rougue AP.

down menu to create a new group, as shown below.

[=- - all Space

----- ] General
EI 1 Group
[+ Model

IF Addt

4:| Cat| 'Creakte Group
D cabl UWpdate Group
-] Multicel  Delste Group
-] Fault M
] Taal Rename
=~ l:l Report | |
e
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In the group creation window, enter a description in the Group Name and choose the
members in the Manager members, then click OK button to create a new group.

Create Group ﬁl
Basie Infor
Group Hame |
Create Date | ~——  Create By
Femarl
Managzer memeber
Available member Selected member
Everyons Evverpone
==
=2
co

You can add APs to the sub-group by dragging the APs from the main group view list to
the group you created under the category sub item, as shown below.

El--- all Space
] General
Ela Group
: {:l Madel
ElD Caktegaryl

ol ] Cateqoryz

The type of the AP will be changed to Managed and the icon will be changed to ™.

IP Address | Model Mame | MaC address | Metrask | P version |
[=-[=%] All Space = 172,18.213.35 DAWL-7700A/P 0050002209484 255.255.255.0 w320
{:] General 192.168.5.52 DWL-32004AP 001CFaNSER3D 255,255.255.0 w2, 10
Ea Eroup L# 197,168.0,50 Dap-2530 0a0s50E9s7 a0 255.255.255.0 2.0
© 4] Model
N
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View

You can also change the way the list of Access Points detected by the AP Manager Il are
displayed by right-clicking anywhere in the Group View window and selecting View By
followed by Icon, Small Icon, List, Report, Show Active, or Show All - as shown below.

NDE R0 uBE |25 &
' IF hddress | Model Wame | MAC Addre=s | HetMaslk

Diszcover
Deleta
Refresh

Sign Bogue AP

Configuration *

Sorting L

Tcon
Small Teon
List

Froperty
Eeport

Show Active
Show A11
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Property

You can also view the properties of Access Points detected by the AP Manager Il by right-
clicking the AP in the Group View window and selecting Property - as shown below.

Property r5_<|

Basic Information

Model Hame |

MAC bddress

IP 4ddvess | 192 . 18 . 0 . 30

Location |

Chiery | Set Cancel

You can enter a description string in the Location textbox to describe the AP, and click
Set button to apply the change.
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Configuring 802.11a/b/g APs with AP
Manager Il

When updating the device configuration, a new window specific to the AP being updated
opens, which allows you to configure settings but does not actually apply the settings to
the device unless you click the Apply button. You can also save and load configuration
files from this window. When you load a configuration file, you must click Apply if you
want the settings to be applied to the selected device(s).

Home Basic Advanced Tools Status System  Help

9 System Information

Information Model Mame DWL-32008P
System Time Hot Avalable
Up Time 0:00:25.00
Fismweare Yersion w2 40
IP addess 192.168.050

Basic

Advanced
Taols
Status

System

okl

Navigate the AP configuration using the menu on the left side of the window. This menu
contains the following sections, Home, Basic, Advanced, Tools, Status, and System.
These sections and their menus will be discussed in detail in the following pages.
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Home > Information

Home Basic Advanced Tools Status System Help

Information ~

9 System Information

Infarmation Model Mame DWL-32008P
System Time Not Avalable
Up Time 0:00:25.00
Fismweare Yersion w2 40
IP addiess 192.168.050

Bazic

Advanced
Toals
Statuis

System

Okl

The Home > Information page contains basic configuration information about the access
point being configured. This information includes the Model Name, System Time, Up
Time, Firmware Version and IP address.

There will be minor differences when using AP Manager Il with a single band AP and a
dual band AP. This manual references both 802.11a and 802.11g configuration settings.
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Basic > Wireless

Home Basic Advanced Tools  Stakus  Swstem  Help

Wireless ~

Wireless Band |IEEE 202114 j
AP Mode Access Point hd
551D |dlink
55ID Broadcast Enable -
Channel 522 GHz [+ AutoChannel Scan
Authentication |Dpen Syztemn j
F.ey Settings
Enciyption Enable Key Size B4 Bitz =
Walid Fey First - Key Type HE* -
Firzt Key | ********** Second Fey |
Third Fey | Faourth Eey |
Advanced
Tools
Apply
Status
System
Get Ok,

Wireless Band:
SSID:

SSID
Broadcast:

Channel:

AP Mode:

Select the wireless band to configure, 802.11a or 802.11g.
The Service Set (network) Identifier of your wireless network.

Enabled by default, selecting Disable allows you to disable the
broadcasting of the SSID to network clients.

Allows you to select a channel if the Auto Channel Scan is unchecked.

The channel of an 802.11a network may not be set manually in certain
regions (e.g. Europe and USA) in order to comply with DFS (Dynamic
Frequency Selection).

There are 3 AP modes:
Access Point

WDS with AP

WDS

Please see the following pages for an explanation of all the AP
modes.
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Basic > Wireless > Authentication

Home Easic Advanced Tools Status  Swstem  Help

Wireless ~

wireless Band  |IEEE 802.11a |
AP Mode Access Point hd
5510 |dlink
55ID Broadcast Enable =
Channel j B2 GHz W &uoChannel Scan
Authentication |WF‘ Fersanal j
. ek —
I Open System / Shared Fey
E ncruption - WRA-Perzonal =
Disable WRA-Enterprize
" WhRAZ-Perzonal
el e, WRAZ-Enterprize &
. WRA-Auto-Perzonal
First Key WwPAAuUbG-E nterprise v Key |
Third Fey | Fourtk Key |

Advanced
Tools
Apply
Status
System
Gak O,

Open System: | The key is communicated across the network.

Shared Key: | Limited to communication with devices that share the same WEP
settings.
Both: | The key is communicated and identical WEP settings are required.
Authentication: | Select Open System/Shared Key to allow either form of data

encryption.

Select WPA-Enterprise to secure your network with the inclusion of
a RADIUS server.

Select WPA-Personal to secure your network using a password and
dynamic key changes. (No RADIUS server required.)

Select WPA2-Enterprise to secure your network with the inclusion of
a RADIUS server and upgrade the encryption of data with the
Advanced Encryption Standard (AES).
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AP Mode

Select WPA2-Personal to secure your network using a password
and dynamic key changes. No RADIUS server required and
encryption of data is upgraded with the Advanced Encryption
Standard (AES).

Select WPA-Auto-Enterprise to allow the client to either use WPA-
Enterprise or WPA2-Enterprise.

Select WPA-Auto-Personal to allow the client to either use WPA-
Personal or WPA2-Personal.

Security

Authentication Available

Access Point

WDS with AP

WDS

Open System

Shared Key

Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal
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Basic > Wireless > Access Point > WEP Encryption

Home Basic Adwanced Tools 3katus  Sywskem  Help
WielessBand  [IEEE 802112 =l
AP Mode Access Point -
SSID |d|ink
551D Broadcast Enable -
Channel j 522 GHz [+ AutoChannel Scan
Authentication |D|:|en System j
F.ey Settings
Encmyption Enable Key Size B4 Bitz =
Valid Kep First - Key Type HEX hd
Firzt Ky | ********** Second Fey |
Third Kep | Fourth ey |
Advanced
Tools
Apply
Status
System
Gek Ok,

Authentication: | Select from the drop-down list the type of authentication to be used
on the selected device(s). In this example you may select Open,
Shared, or Open System/Shared Key.

Encryption: | Enable or Disable encryption on the selected device(s).This option
will only be available when security is set to Open or Open System/
Shared Key.

Valid Key: | Select which defined key is active on the selected device(s). This
option will only be available when security is set to Open, Shared, or
Open System/Shared Key.

Key Values: | Select the Key Size (64-bit, 128-bit, or 152-bit) and Key Type (HEX
or ASCII) and then enter a string to use as the key. The key length is
automatically adjusted based on the settings you choose. This option
will only be available when security is set to Open, Shared, or Open
System/Shared Key.
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Basic > Wireless > Access Point > WPA/WPA2 - Enterprise

Home Basic Advanced Tools Status  Syskem  Help

Wireless ~

wileless Barn |IEEE g0z2.11g ﬂ

AP tMode Access Paint -

551D \dirk

SSID Broadcast Enable =

Channe! 2437 GHz ™ Auto Channel Scan

Authentication |WF'A-Enterprise j

Radiuz Server Settings

Ciphier Type Auta - Faluog-%ggeggggp]date Interval 1300
Radius Serve | R Radius Port [1-65535) L
Radius Secre: |

Accounting i ode Disable :‘v Accounting Port

Accounting Server |

Advanced
Tools
Apply
Status
System
Get Ok,

Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Upd | Select the interval during which the group key will be valid. 1800 is
ate Interval: | the recommended setting. A lower interval may increase key update
frequency.

RADIUS Server: | Enter the IP address of the RADIUS server.
RADIUS Port: | Enter the port used on the RADIUS server.
RADIUS Secret: | Enter the RADIUS secret.
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Basic > Wireless > Access Point > WPA/WPA2 - Personal

Home Basic Adwanced Tools 3katus  Sywskem  Help

Wireless ~

WielessBand  [IEEE 80211g =l
AP Mode Access Point -
SSID \dink
551D Broadcast Enable -
Charnel j 2437 GHz W Auto Channel Scan
Authentication |WF‘A2-F‘EISDnaI j
PazzsPhraze Settings
Cipher Type Bt - %luog_gggegggsp]date Interval 1800
FPazzPhraze |
Advanced

Tools Apply

Status

System

Gek Ok,

Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Upd | Select the interval during which the group key will be valid. 1800 is
ate Interval: | the recommended setting. A lower interval may increase key update

frequency.
PassPhrase: | Enter a PassPhrase between 8-63 characters in length.
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Basic > Wireless > WDS

Home Basic Adwanced Tools 3katus  Sywskem  Help
WielessBand  [IEEE 802112 =l
AP Mode WwhS hd
551D |d|ir|k
551D Broadcast Enable =
Channel 44 - 522 GHz |
WhS
Remote 4P MALC Address
Site Survey
Type | Charrel | Signal(z) | BSSID | S ecurity | ssiD Sean
Advanced -
Tools
Apply
Status 4
System
Gek Ok,
WDS: | A Wireless Distribution System that interconnects so called Basic

Remote AP MA
C Address:

Site Survey:

Service Sets (BSS). It bridges two or more wired networks together
over wireless. The AP wirelessly connects multiple networks without
functioning as a wireless AP.

Enter the MAC Addresses of the other APs you want to connect to
using WDS mode.

Click the Scan button to search for local APs.
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Basic > Wireless > WDS with AP

Home Basic Adwanced Tools 3katus  Sywskem  Help
WielessBand  [IEEE 802112 =l
4P Mode WOS with 4P -
551D |d|ir|k
551D Broadcast Enable
Charnel 4 & 522 GHz [
WDS with &P
Remote 4P MALC Address
Site Survey
Type | Charrel | Signal(z) | BSSID | S ecurity | ssiD Sean
Advanced -
Tools
Apply
Status 4
System
Get OF,
WDS with AP: | Wireless Distribution System with Access Points. APs in a network
are wirelessly wired together and connected via a Distribution
System. The AP wirelessly connects multiple networks, while still
functioning as a wireless AP.
Remote AP | Enter the MAC Addresses of the other APs you want to connect to
MAC Address: | using WDS mode.
Site Survey: | Click the Scan button to search for local APs.
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Basic > LAN > Dynamic (DHCP)
Home Basic Adwanced Tools 3katus  Sywskem  Help

LaM Settings
Get P From |Dynamic [DHCF] j

Apply

Advanced

Tools
Status

System

Okl

Get IP From: | When set to Dynamic (DHCP) the AP(s) will function as a DHCP
client(s). This allows them to receive IP configuration information from
a DHCP server.
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Basic > LAN > Static (Manual)

Home Basic Adwanced Tools 3katus  Sywskem  Help

LaM Settings

Get [P From |Stalic [Manual] j
IP address | 192188 . 0 . 60
Subnet bask | 255 . 255 . 266 . O
Default Gateway | o . 0.0 .0

Apply

Advanced

Tools
Status

System

Okl

Get IP From: | When set to Static (Manual) the access point(s) must have a static IP
address assigned to them.
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Advanced > Performance > 802.11a

Home Basic Adwanced Tools 3katus  Sywskem  Help

Home

Basic Advanced Wireless Setting:
Advanced ‘wireless Band ||EEE 802.11a j
\9 Frequency h22 GH: Advance Data Rate Settings
Performance Data Rate |.f3«ut|:| ﬂ [~ Enable Data Rate Contral
Q Eeacon Interval [20 - 1000] 100 BMb/sec  [Bae ]
DTIM [1 - 255) 1 Mbisec  [Erabk ]
: Fragment Length (256 - 2346) 2348 dleree
Q RTS Length (256 - 2346 |2345 18Mb/sec
B st Tranzmit Powwer |Fu|| ﬂ 24Mb/sec l—_|
\g Channel | J 36Mb/sec
DHCF Server el |ON | | #EMbisec [
: Wb b | Enahble j S4Mb/sec :‘
\9 Super Mode |Disab|e j
e Antenna Diversiy |Enab|e ﬂ
O
Rogue AP H J
Toals
Statuz Apply
Syztem
Get K,

Frequency: | Displays the current frequency of the wireless band.

Data Rate: | Set to Auto by default; use the drop-down list to select the maximum
wireless signal rate for the selected device(s).

Beacon Interval | Beacons are packets sent by an access point to synchronize a
(20~1000): | network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM(1~255): | DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

Fragment Length | This sets the fragmentation threshold (specified in bytes). Packets
(256~2346): | exceeding the value set here will be fragmented. The default is
2346.

RTS Length | The RTS value should not be changed unless you encounter
(256~2346): | inconsistent data flow. The default value is 2346.

Transmit Power: | Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum
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Auto Channel:

Radio:
WMM:

Super Mode

power. This tool can be helpful for security purposes if you wish to
limit the transmission range.

Enable this option to automatically select the most optimal channel
available for wireless networking and to scan for the least populated
channel.

Select ON or OFF to control the signal status of the device.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.1 1e WLAN QoS standard.

Select Super A to enable a wireless signal rate of up to 108Mbps.
Super A is a group of performance enhancement features that
increase end user application throughput in a 802.11a network.
Super A is backwards compatible with standard 802.11 a devices.
For ideal performance, all wireless devices on the network should be
Super A capable.

Super A Mode Function

Disabled

Standard 802 11a support. Mo enhanced capabilities.

Super A without Turbo

Capable of Packet Bursting, FastFrames, Compression. Mo Turbo mode.

Super A with Dynhamic Turbo

Capable of Packet Bursting, FastFrames, Compression, and Dynamic Turbo mode. This

only enabled when all devices on the wireless network are configured with Super A and
Dynamic Turbo enabled.

Super A with Static Turbo Capable of Facket Bursting, FastFrames, Compression, and Static Turba mode. This
setting is not backwards compatible with non-Turbo (legacy) devices. Static turbo mode is

always on and is only enabled when all devices on the wireless network are configured
with Super A and Static Turbo enabled.

Antenna | This option is Enabled by default. When enabled, each radio will

Diversity:

automatically switch to the antenna with the greatest RSSI value.
When disabled, each radio will use its main antenna - when facing
the AP, 5GHz transmits from the right antenna, while the 2.4GHz
radio uses the antenna on the left.

D-Link AP Manager II Software User Manual

setting is backwards compatible with non-Turbo {legacy) devices. Dynamic Turbo mode is




Advanced > Performance > 802.11g

Home

Home EBasic Advanced Tools Status  Syskem  Help

Basic Advanced Wireless Setting:
Advanced Wwireless Band ||EEE 802.11g j
Freguency 2437 GH: Adwance Data Rate Settings
Dl Rale | e ~| | [ Enable Data Rats Contrel
Q Beacon Interval (20 - 1000] (100 Mbisec  |Doe -
DTIM [1 - 255) [ Mbssec  |iae o)
. Fraoment Length [256 - 2346) |234s 5.5Mb/sec I—_|
Q RTS Length (256 - 2346) 2348 BMbisec  |Frable <]
Grouping Tranzmit Povier [Ful - b/ sec l—_|
9 Channel B = TMbisee  [po0 -]
DHCP Server Radio |DN j 12Mb/zec l—_|
WM |Enable v | 18Mbsec
Super Mode | Disable | 2Mbisee |Frable -]
Antenna Diversiy |Enab|e ﬂ Fhib/sec I—_|
Wirelezz BAG Mode |Mi>:ed - 48Mb/sec l—_|
Rngue AP B Preamble |5h0rt and Long v| S4Mblsec l—_| J
Statuz Apply
System
Get O,
Frequency: | Displays the current frequency of the wireless band.
Data Rate: | Set to Auto by default; use the drop-down list to select the

Beacon Interval
(20~1000):

DTIM(1~255):

Fragment Length
(256~2346):

RTS Length (256~
2346):

Transmit Power:

maximum wireless signal rate for the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown
informing clients of the next listening window for broadcast and
multicast messages.

This sets the fragmentation threshold (specified in bytes). Packets
exceeding the value set here will be fragmented. The default is
2346.

The RTS value should not be changed unless you encounter
inconsistent data flow. The default value is 2346.

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), mini-
mum power. This tool can be helpful for security purposes if you
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Auto Channel:

Radio:
WMM:

Super Mode:

Antenna Diversity:

Wireless B/G
Mode:

Preamble:

wish to limit the transmission range.

Enable this option to automatically select the most optimal channel
available for wireless networking and to scan for the least
populated channel.

Select ON or OFF to control the signal status of the device.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.11 e WLAN QoS standard.

Select Super G to enable a wireless signal rate of up to 108Mbps.
Super G is a group of performance enhancement features that
increase end user application throughput in a 802.1 1a network.
Super G is backwards compatible with standard 802.11 g devices.
For ideal performance, all wireless devices on the network should
be Super G capable.

This option is Enabled by default. When enabled, each radio will
automatically switch to the antenna with the greatest RSSI value.

Select Mixed, 11g Only, or 11b Only.

Select Short and Long (recommended) or Long-Only.
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Advanced > Filter > Wireless MAC ACL

Home Basic Adwanced Tools  3katus  Syskem

Home

Seale * wireless MAC ACL  WLAN Partition
Advanced
i wireless MAC ACL
Performance e s e |IEEE802'1 Tg j
\9 Access Control Dizable =
Filter
MAC Address |
@ MAC Address
Grauping o | MAC Address

"\

DHCP Server

N5

Multi-5510
Q Del
Rogue AP n
Apply

Tools

Status

System

Gek OF,

Wireless Band: | Select the 802.11a or 802.11g wireless network to apply the
access control filter to.

Access Control: | When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for
entering MAC addresses. When Accept is selected, only devices
with a MAC address in the list are granted access. When Reject is
selected, devices in the list of MAC addresses are not granted
access.

Access Control | Add or Delete MAC addresses in the Access Control List.
List:
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Advanced > Filter > Wireless MAC ACL

Home EBasic Advanced Tools Status  Syskem  Help

Hone

Basic © Wireless MAC ACL " WLAN Partiion
Advanced
! WLAN Partition Settings
; Wwireless Band |IEEE a0z 11a j
Performance
Internal Station Cannection v Enable
\9 Ethernet to 'WLAN Access v Enable

Filter

\

Grouping

Rogue AP ﬂ

Status

Internal Station Connection Between 802112 & 802119

W Connection Enabled

Apply

System

Gek OF,

Internal Station
Connection:

Ethernet to WLAN
Access:

Internal Station
Connection:

Enabling this allows wireless clients to communicate with each
other. When this option is disabled, wireless stations are not
allowed to exchange data through the access point.

Enabling this option allows Ethernet devices to communicate with
wireless clients. When this option is disabled, all data from
Ethernet to wireless clients is blocked. Wireless devices can still
send data to the Ethernet devices when this is disabled.

Check the “Connection Enabled” box to allow communication
between devices on the 802.11 a network and devices on the
802.11 g network.
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Advanced > Grouping > AP Grouping Settings

Home
Basic

Advanced

O

Perfarmance

2

Filter

©

Grouping

Rogue &F H

Tools

Status
Syztem
Gek Ok,

Home Basic Advanced Tools

AF Grouping Settings

Load Balance

Uzer Limit [0 - 64)

Dizable
li

Apply

Load Balance:

User Limit:

Disabled by default, select Enable to activate load balancing

among the APs.

Enter a user limit amount, between 0-64.
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Advanced > DHCP Server > Dynamic Pool Settings

Home EBasic Advanced Tools Status  Syskem  Help

Home
Bazic

Advanced

DHCP Server ~

DHCP Server Settings
* Dynamic Pool Settings

" Static Pool Settings

" Current IP Mapping List

&

Muli-5510

\9 Function Enable/Disable Enable
Performance
Dynamic Pool Settings
\9 IP &gzigned From | a 0 o .0
Filter
The Range of Fool [1-255] n
\g SubMask | o u L
Grouping
Gateway | o 0 o .0
‘9 ‘wiins 0000
DHCP Server
DMS 0.0 0.0

&

Rogue AP ﬂ

Statuz

Domain M ame

Lease Time [60 - 31536000 z&c) |IJ

Apply

Dynamic Pool Sett
ings:

Function Enable/D
isable:

Assigned IP Fro
m:

Range of Pool
(1~255):

SubMask:
Gateway:
Wins:

DNS:

Click to enable Dynamic Pool Settings. Configure the IP address
pool in the fields below.

Enable or disable the DHCP server function.
Enter the initial IP address to be assigned by the DHCP server.
Enter the number of allocated IP addresses.

Enter the subnet mask.
Enter the gateway IP address, typically a router.

Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.

The IP address of the DNS server, if applicable.
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Domain Name: | Enter the domain name of the AP, if applicable.

Lease Time: | The period of time that the client will retain the assigned IP
address.

Status: | This option turns the dynamic pool settings on or off.

D-Link AP Manager II Software User Manual



Advanced > DHCP Server > Static Pool Settings

Home DHCP Server ~

Basic DHCP Server Settings
Advanced " Dynamic Pool Settings {* Static Pool Settings " Current IP Mapping List
\9 Function Enable/Dizable Enable =
Performance ]
M Static IP Pool Adding 3
Q Static: Pool Settings | G ateway | DMS | Win
Azzighed [P | o .0 . 0.0
9 Assigned MAC Address 000000000000
Grouping
: SubMask 0. 00D
9 Gateway | oo .o .30
DHCF Server
\. wine |u.0.u.0
Mul-SSID DNS 0.0 .00
\9 Domain Mame | | Ed
) ap Add
Rogue AF n Status aOFF - |
Tools
Status Apply
System

Q!

Static Pool Settings: | Click to enable Static Pool Settings. Use this function to assign
the same IP address to a device at every restart. The IP
addresses assigned in the Static Pool list must NOT be in the
same IP range as the Dynamic Pool.

Function | Enable or disable the DHCP server function.

Enable/Disable:
Assigned IP: | Enter the IP address to be statically assigned by the DHCP
server.
Assigned MAC | Enter the MAC Address of the wireless client.
Address:

SubMask: | Enter the subnet mask.
Gateway: | Enter the gateway IP address, typically a router.

Wins: | Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.
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DNS: | The IP address of the DNS server, if applicable.
Domain Name: | Enter the domain name of the AP, if applicable.

Status: | This option turns the static pool settings on or off.
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Advanced > DHCP Server > Current IP Mapping List

Home Basic Adwanced Tools 3katus  Sywskem  Help

DHCP Server ~

DHCP Server Settings
" Dynamic Pool Settings

Home

Basic

Advanced

O

Performance

2
\

Grouping

%

DHCP Server

N5

Muli-5510

O

Rogue &F H

" Static Pool Settings & Curment IP Mapping List

Current DHCP Dynanic Pools

Index | Current Dynanic MAC | Current Dynamic Assighed IP | Current Dynamic Lease |

Current DHCP Static Pools
Index | Current Static MAC | Current Static Assigned [P

Toals Refrezh
Status
Syztem

ok

This screen displays information about the current DHCP dynamic and static IP address
pools. This information is available when you enable the DHCP function of the AP and
assign dynamic and static IP address pools.

Current DHCP
Dynamic Pools:

Current Dynamic
MAC:

Current Dynamic
Assigned IP:

Current Dynamic
Lease:

Current DHCP
Static Pools:

Current Static
MAC:

These are IP address pools to which the DHCP server function has
assigned dynamic IP addresses.

The MAC address of a device on the network that is within the
DHCP dynamic IP address pool.

The current corresponding DHCP-assigned dynamic IP address of
the device.

The length of time that the dynamic IP address will be valid.

These are IP address pools to which the DHCP server function has
assigned static IP addresses.

The MAC address of a device on the network that is within the
DHCP static IP address pool.
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Current Static | The current corresponding DHCP-assigned static IP address of the
Assigned IP: | device.
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Advanced > Multi-SSID

Home EBasic Advanced Tools Status  Syskem  Help

Basic Mult-351D Settings
Advanced [¢ Ernable Multi-55I10 [ Enable YLAN State * both € 11a © 11g
Q Band [IEEE 802119 ] wimn | ] WLAN D
Perfarmance MSSID Index |F'rimar_|,.| SCID j 551D |
\g Security | J Ethernet - [
F.ey Settings
ey Size | J Fey Index
9 Key Type | J Key Walue |
Grouping
tulli-5510
. Index 551D | Band |  Erciption | WLANID | Ethemet |
\9 Primary dlink: 1a OFF OFF LaM1
MUSEID Primary dlirik. g OFF OFF LAM1
Raogue AF n
Tools
Status Apply
System

Gek OF,

Enable Multi-SSID: | When Multi-SSID is enabled, you can configure your SSIDs for
either Both, 11a only, or 11g only networks.

Enable VLAN: | Check to enable VLANSs.
Band: | Select the wireless band (IEEE802.11a or IEEE802.119).

MSSID Index: | Service Set Identifier (SSID) is the name designated for a specific
wireless local area network (WLAN).The SSID factory default
setting is dlink. The SSID can be easily changed to connect to an
existing wireless network or to establish a new wireless network.

VLAN ID: | Enter a VLAN number (0 - 4094).

MSSID Index: | You can select up to 7 MSSIDs per band, the default MSSID is the
primary, which puts the total to 8 MSSIDs per band.

Ethernet: | Select “LAN1” if you wish to configure the network on LAN 1
(PoE). Select “LANZ2” to set up the network on LAN 2.

Security: | Select the security level from the drop-down menu.
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SSID Broadcast:

WEP Encryption
Key Index:
WEP Key:

WPA/WPA2 Perso
nal

Cipher Type:

Group Key Update
Interval:

Passphrase:

For each SSID, select to enable or disable the broadcast of the
SSID.

Select which defined key is active on the selected device(s).

In the first drop-down menu select HEX or ASCII. Select the level
of encryption (64, 128, or 162-bit) from the second drop-down box,
and then enter the WEP key in the box.

Select Auto, AES, or TKIP.
Enter the Group Key Interval (1800 is default).

Enter the WPA passphrase (between 8-63 characters).
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Advanced > Rogue AP

Home Basic  Adwanced

Home

Rogue AP ~

Tools  Skatus  Swskem  Help

Basic Rogue AP Detection a
Advanced BSS Twpe
Q + APBSS (" AdHoc ¢ Both
Performance Band
g ™ 1a ™ 11b ™ 11g
Security
. [~ OFF | WEP [ “WPA-Enterprize [ wWPA-Perzonal [ wWPAZ-Enterprise
\g [ wWPA2-Personal [ wWhPA-Suta-Enterprize [ wWPA-Auto-Perzonal
Grouping
Rogue AP List
Type | CH | B350 | Security | Mode | 551D
APBSS 3 00037FOEATDD WA -Auto-Personal 802.11a DAP-1555_mk
APBSS 48 00 195E0FDED WP Auto-Personal 802.11a dwl3220_mktg_
APBSS 1 0017942DC01E ‘WP Enterprise 802.11g AP 25 L
APBSS 1 0071956657450 WEP B802.11g 12345672
APBSS 1 007 34609E 440 WEP 802,119
Rogue &F H < | 3
Detect Add Del
Statuz
System AP List =
Okl
BSS Type: | The Basic Service Set Type allows you to select from AP BSS, Ad
Hoc, or Both.
Band: | Select the type of network (bands 11a, 11b, and 11g) that you would
like the AP detection to search on.
Security: | Select the Security type - Off, WEP, WPA-Enterprise, WPA-

Rogue AP List:

AP List:

Personal, WPA2-Enterprise, WPA2-Personal, WPA-Auto-
Enterprise, and WPA2-Auto-Personal that you would like to be
considering during AP detection.

This window shows all of the neighbor APs detected, which is based
on your criteria from above (BSS Type, Band, and Security). If the AP
is in the same network, or if you know the AP, just click on “Add” to
save it to the AP list.

This window shows all of the APs that are allowed access on the
network.
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Tools > Admin

Home EBasic Advanced Tools Status  Syskem  Help

g Login Settings
Advanced -
User Mame |adm|n
Tools

\g 0ld Pasgword |

Admin Mew Password |

\g Confirn Mew Password |

Firmware and 551

Conzole Settings

\g Consale Pratocol " Maone * Telnet " S5H

Configuration File
Tirmeout 3 Mins :|v
Apply

N

Status

Spstem

ok

Login Settings
User Name: | Enter a user name. The default is admin.
Old Password: | When changing your password, enter the old password here.
New Password: | When changing your password, enter the new password here.

Confirm | Confirm your new password here.
New Password:

Console Settings
Status: | Status is Enabled by default. Select “None” to disable the console.

Console Protocol: | Select the type of protocol you would like to use, Telnet or SSH.
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Tools > Firmware and SSL

Home Basic Adwanced Tools 3katus  Sywskem  Help

Home Firmware and SSL ~

Basic
T — Update Firmware From Local Hard Drive
Tools Firrnware ersion v, 01

9 Upload Firrware From File : Browsze.. | UplLaad |

Adriin

U

Firmware and 551 Upload Certificate From File: | Browse.. | UplLoad |

\g Upload K.ey From File : | | |

Configuration File

|dpdate S5L Certification From Local Hard Dirive

N

Status

Syztem

Get K,

Upgrade Firmware from Local Hard Drive

B Download the latest firmware upgrade from http://support.dlink.com to an easy
to find location on your hard drive.

®  Click on the Browse button as shown above.
B A popup window will appear. Locate the firmware upgrade file and click Open.

B The path to the file will be displayed in the “Upgrade Firmware File From” field.
Click the Upload button to upload the file to the AP.

Update SSL Certification from Local Hard Drive

To update the SSL Certification on the AP, use the Browse buttons to locate the SSL
certificate and key files on your local computer. Use the Upload buttons to upload the files
to the AP.
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Tools > Configuration File

Home Basic Adwanced Tools 3katus  Sywskem  Help

Hame Configuration File =

Basic

|Update Canfiguration File
Advanmed

Taols |dpdate File | Browse| kK |

L.
Adrmity

g Load settings to Local Hard Drive aK.

Download Configuration File

Firmnware and S5L

&

Configuration File

€

Status

System

Gek OF,

The AP Manager Il software allows you to save the device settings to a configuration file.
To save a configuration file follow these steps:

B Select a device from the Device List on the main screen of AP Manager Il.
B Browse to the Tools > Configuration page of AP Manager Il.

B Click the OK button under Download Configuration File after you have all the
settings as you want them.

B A popup window will appear prompting you for a file name and location. Enter
the file name, choose a file destination, and click Save.

To load a previously saved configuration file, follow these steps:

B Click Browse to locate the device configuration file on your computer.

B A popup window will appear prompting you to locate the configuration file.
Locate the file and click Open.

B The path to the file will be displayed in the “Upgrade File” field. Click the OK
button to upload the configuration file to the AP.
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Tools > SNTP

Home EBasic Advanced Tools Status  Syskem  Help

Home SNTP ~

Basic SNTP/NTP Information
Advanced
SMTP/NTP Server IP 0ooo
Tools
\9 SHTP/MTP Time Zone [GMT] Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London
Local Time

Admin

SNTR/NTP Setting

SNTR/NTP Server IP |

SMTRMTP Time Zone |[GMT] Greenwich bean Time : Dublin, Edinburgh, Lisbon, Londan j

Configuration File

Daylight Saving Time [ Erable

L O

Status

System

Gek OF,

SNTP/NTP Informa | The time server IP address, time zone, and the local time will be
tion: | displayed here.

Server IP Addres | Enter the IP address of a SNTP/NTP server.
S:

Time Zone: | Select your time zone from the drop-down menu.

Daylight Saving Ti | Check the box to enable daylight savings time.
me:
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Status > Device Information

Home Basic Adwanced Tools 3katus  Sywskem  Help

Home Device Information ~

Basic Device Infarmation
Advanced Firrruare YWersian: w2 0l Ethermet MAC Address: 0011958A42EA20
Taals WLAND MAC Address:
Prirmary: 00119842EA20 Secondary:  001195AZEAZ1  ~  O0119RAZEAZT
el WLANT MAC Address:
9 Primary: 00711954 2E428 Secondary:  00119542EA23 ~  O0119542EA2F
\ Ethernet
Infarmation Get IP From: M anual
IP address 132168.0.50
Subnet b azk: 2RR 255 2660
(G ateway: 0.0.00
Wirelezz (802114
55ID: dlink
Channel: 44
Client Information Fate: Auto
: ALthentication: Open System
\9 Encrypt: Dizabled
Super Mode: Dizabled

nfarmation

Wirelezz (802.11b/g ]

9 5ID: dlirk
Channel: E

Fate: Auto
Authentication: Open Spstem
Encrypt: Dizabled
Super bode: Dizabled

Device | This window displays the configuration settings of the AP, including
Information: | the firmware version and device MAC address. It also displays
WLAN information for both the 802.11a and 802.11g wireless
networks.
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Status > Stats

Home Basic Adwanced Tools 3katus  Sywskem  Help
[ Home |
Basic WwLAN 802,114 Traffic: Statistics =
Advanced ThroughPut
Tools Transmit Success Rate 00 %
Status Transmit Retry Rate 0 %
g Receive Success Rate 0 X
\ Receive Duplicate R ate i] 4
nfarmation RTS Success Count 0
: RTS Failure Count 2
\g Tranzmitted Frame Count
Transmitted Frame Count 4525
Multicast Tranzmitted Frame Count g52 0
Tranzmitted Errar Count 0
Client Infarmation Transmitted Total Retry Count 0
. Tranzmitted Multiple Betry Count i]
\9 Received Frame Count
WS nlematien Received Frame Count ]
Q Multicast Received Frame Count ]
\ Feceived Frame FCS Error Court 2
Received Frame Duplicate Count 1]
Ack Fov failure Count 5
WEP Frame Error Count
WEP Excluded Frame Count a
Sl WIED M Errer Crwut o v

Gek OF,

WLAN 802.11a Tra | This page displays statistics for data throughput, transmitted and
ffic Statistics: | received frames, and WEP frame errors for the 802.1 1a wireless
network.

WLAN 802.11g Tra | This page displays statistics for data throughput, transmitted and
ffic Statistics: | received frames, and WEP frame errors for the 802.1 1g wireless
network.
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Status > Client Information

Home Basic Adwanced Tools 3katus  Sywskem  Help

Home Client Information

Basic

Advanced Station azsociation with 114 ] Station azsociation with T1B/G a
Took MAC [ Bard | Authentication | Sianal | PSM | 551D
Statuz

O

Device Information

\
\ O

Client Infarmation

\

WDS Information

\

Lo [u]

Q!

Client Information: | This window displays the wireless client information for clients
currently connected to the AP.

The following information is available for each client communicating with the AP.

MAC: | Displays the MAC address of the client.
Band: | Displays the wireless band the client is connected on.
Authentication: | Displays the type of authentication being used.
Signal: | Displays the strength of the clients signal.

Power Saving Mo | Displays the status of the power saving feature.
de:

SSID: | Displays the SSID the client is connected to.
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Status > WDS Information

Home Basic Adwanced Tools 3katus  Sywskem  Help

Home WDS Information ~

&

Device Information

L
L

Client Information

U

WDS Information

&

Syztem

Basic

Advanced Station azzociation with 174 1} Station azsociation with 118G - a
Jaels 551D MAC | Band | Authentication | Signal | Channel
Status

SSID:

MAC:

Band:
Authentication:
Signal:

Channel:

Displays the SSID the client is connected to.
Displays the MAC address of the client.

Displays the wireless band the client is connected on
Displays the type of authentication being used.
Displays the strength of the clients signal.

Displays the wireless channel being used.
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Status > Log > Log View

Home EBasic Advanced Tools Status  Syskem  Help

Bazic
* LogView " Log Settings
Advanced
Tools Yiew Lag
Stae Totallog: B
} Tirne | Type | Meszage
\g Uptime 0 day 00:10:09 5SS -wfeh logout from 192.168.0.100
Uptime 0 day 00:02:29 5SS -wieh login success from 192.168.0.100
: [nfarmation Uptime 0 day 00:00:19  WAREL... -/LAN1 Narmal AP ready
Uptime 0 dap 000014 WIREL.. -WLAMO Mormal AF ready
Uptime 0 dap 00:00:09  WNOTICE  --Ethemet &E1 LINK DOWHN
Uptime 0 day 00:00:09 5SS -BF zold start with FAw version: v2.01
Client Information
Information
< -
Clear
Syztem

Get K,

View Log: | The log displays system and network messages including a time stamp
and message type.
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Status > Log > Log Settings

Home Basic Adwanced Tools 3katus  Sywskem  Help

Home

Basic

" LogVWiew + Log Settings
Advanced
Tools Log Settings
Status Log Server / IP Address

; Log Tepe
L O

Iv Systern Activity

Device Information

v ‘“wWireless Activity

\9 v Motice
9 SMTP

Client Information SMTP [~ Enable
\9 SMTF Server /1P address |

WDS Information SMTP Sender |
\(, SMTP Recipient |

Log

Apply

Syztem

Log Settings

Log Server/IP | Enter the IP address of the server you would like to send the AP
Address: | log to.

Log Type: | Check the box for the type of activity you want to log. There are
three types: System, Wireless and Notice.

SMTP Settings
SMTP: | Check the box to enable SMTP.

SMTP Server/IP | Enter the IP address of the SMTP server.
Address:

SMTP Sender: | Enter the e-mail address of the SMTP sender.
SMTP Recipient: | Enter the e-mail address of the SMTP recipient.
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System

Home EBasic advanced Tools Status B =
iR Spstem Settings
Advanced
Tools Apply Settings and Restart
Status
Stz Dizcard Changes
Festore to Factory Default Settings

Okl

Click Apply Settings and Restart to restart the AP and save the configuration settings.
You will receive the following prompt.

Warning

Device will reboak, continuer?

Ok I Cancel |

Click Discard Changes to cancel any changes made to the configuration settings. You
will receive the following prompt.

all of wour changes will be discarded, continuer?

=] 9 I Cancel |

Click Restore to restore the AP back to factory default settings. You will receive the
following prompt.
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Configuring 802.11n APs with AP
Manager Il

When updating the device configuration, a new window specific to the AP being updated
opens, which allows you to configure settings but does not actually apply the settings to
the device unless you click the Apply button. You can also save and load configuration
files from this window. When you load a configuration file, you must click Apply if you
want the settings to be applied to the selected device(s).

Home Basie Adwanced Maintenance Status System Help

Information -
\g Sw=tem Information

Information Model Hame DAP-2590
Sw=tem Time Fri Dec 31 16:11:12 1999
Up Time 0:11:13.00
Firmware Yerzion 1.00
IF address 192, 185.0.50
Operation Mode hecess Point
Sw=tem Hame I-Link D&P-2590
Location
MAC Address 0005509539510

Basic

Advanced
Maintenance
Status

System

0k!

Navigate the AP configuration using the menu on the left side of the window. This menu
contains the following sections, Home, Basic, Advanced, Maintenance, Status, and
System. These sections and their menus will be discussed in detail in the following pages.
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Home > Information

Home EBasiec pdwanced Maintenance Status System Help

Information «
\g System Information

Information Model Hame DAP-2590
Swstem Time Fri Dec 31 16:11:12 1999
Up Time 0:11:13.00
Firmware Yersion 1.00
IF address 192 188.0.50
Operation Mode hecess Foint
System Hame I-Link DAP-2590
Location
MAC Address 000550939510

Ba=ic

Advanced
Maintenance

Status

Swstem

Ok!

The Home > Information page contains basic configuration information about the access
point being configured. This information includes the Model Name, System Time, Up
Time, Firmware Version, IP address, Operation Mode, System Name, Location and
MAC Address.
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Basic > Wireless

Home Basic Adwanced Maintenance Status

Wireless ~

Wireless Band

Swstem Help

|2. 45Hz =

Adwanced

Maode

|Ar_‘r_'ess Foint ﬂ

Fetwork Hame (SSID) |dlink

S3ID Visibility |Enab1e ﬂ

Channel Width [20 Mz |

Chanmel W Autc Channel Selection
futhentication |Dpen System ﬂ

Key Settings

Encryption Tizable * Key S1ze

Valid Key Eey Type

Hetwork Key |

Confirm Eex |

Maintenance
Status

System

Get 0K

Wireless Band:
SSID:
SSID Visibility:

Channel Width:
Channel:
AP Mode:

Select the wireless band to configure, 802.11a or 802.11g.
The Service Set (network) Identifier of your wireless network.

Enabled by default, selecting Disable allows you to disable the
broadcasting of the SSID to network clients.

Select the radio width of the channel.
Allows you to select a channel.
There are 4 AP modes:

Access Point

WDS with AP

WDS

Wireless Client

Please see the following pages for an explanation of all the AP
modes.
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Basic > Wireless > Authentication

Home PBasic Advanced Maintensnce Status System Help

Wireless «

Wireless Band  [2 46Hz |

Advanced

Mode

Hetwork Name (SSID) [dlink

SSID Visibility [Enable =]
Channel ¥idth 20 mHz =1
Channel i [¥ Auto Channel Selection
Authentication IDpen System ﬂ
Key Settings Shared Key
£
Encryption WEA-Ferzonal 4 Bits w»
Zaahl WEA-Enterprise SURIEE

Valid Key [First =] Key Type HEX ~|
Fetwork Key |

Confirm Key |

|Acces= Foint ll

Maintenance

Status

Authentication:

Select Open System/Shared Key to allow either form of data
encryption.

Select WPA- Personal to allow the client to either use WPA-
Personal or WPA2-Personal.

WPA-Personal: Secure your network using a password and dynamic
key changes. (No RADIUS server required.)

WPA2-Personal: Secure your network using a password and
dynamic key changes. No RADIUS server required and encryption of
data is upgraded with the Advanced Encryption Standard (AES).

Select WPA- Enterprise to allow the client to either use WPA-
Enterprise or WPA2-Enterprise.

WPA-Enterprise: Secure your network with the inclusion of a
RADIUS server.

WPA2-Enterprise: Secure your network with the inclusion of a
RADIUS server and upgrade the encryption of data with the
Advanced Encryption Standard (AES).
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AP Mode

Security

Authentication Available

Access Point

WDS with AP

WDS

Wireless Client

Open System
Shared Key
WPA- Enterprise
WPA- Personal

Open System
Shared Key
WPA-Personal
WPA2-Personal

Open System
Shared Key
WPA-Personal
WPA2-Personal

Open System
WPA-Personal
WPA2-Personal
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Basic > Wireless > Access Point > WEP Encryption

Home EBasiec Adwanced Maintenance Status System Help
Wireless Band |2 4GHz =l
Mode |Access Faint ﬂ
Wetwork Hame (S5ID) [dlink
5510 ¥i=ibility |Enahle ﬂ
Channel Width 20 M= |
Chanrel ¥ muto Chanmel Selection
Authentication ||:Ipen Sy=tem ﬂ
Kew Zettings
Encryption Enable Key Size 64 Bitz v
¥alid Key First - Kew Type HEX -
Hetwork Kew |
Confirm Key |
hdvanced
Maintenance
Swstem
Get OK.

Authentication:

Encryption:

Valid Key:

Key Values:

Select from the drop-down list the type of authentication to be used
on the selected device(s). In this example you may select Open
System or Shared Key.

Enable or Disable encryption on the selected device(s).This option
will only be available when security is set to Open System or Shared
Key.

Select which defined key is active on the selected device(s). This
option will only be available when security is set to Open System or
Shared Key.

Select the Key Size (64-bit or 128-bit) and Key Type (HEX or
ASCII) and then enter a string to use as the key. The key length is
automatically adjusted based on the settings you choose. This option
will only be available when security is set to Open System or Shared
Key.
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Basic > Wireless > Access Point > WPA/WPA2 - Enterprise

Home Hasic Advanced Maintenance Status ZSystem Halp

Wireless Band  [2 4GHz ~|

Y

Mode Ei\ﬂ:cess FPoint Lj

Wetwork Name (SSID) tdlink

SSID Visibility [Enable |
Channel #idth [z0 mHz =]
Channel i . I W Aute Channel Selection
Authentication |#PA-Enterprize =]
Fadius Serwer Settings -
Personal / Enterprise |puto (HFA or WEAZ) - | Gr%_%ﬂi:ﬁﬁ:?ﬂ jlanu
Cipher Type m
Frimary radius server settings
Radius Server [ - ‘ . Radius Port (1-85535) 11312
Radius Seeret [
_Mv_mced == Backup RADIUS Server Setting (Opticnal) -
Maintenance
Status .
System .
Get DK

Personal/Enterprise: | Select Auto, WPA Only or WPA2 Only from the drop-down list.
Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Update | Select the interval during which the group key will be valid. 1800 is
Interval: | the recommended setting. A lower interval may increase the key
update frequency.

RADIUS Server: | Enter the IP address of the RADIUS server.
RADIUS Port: | Enter the port used on the RADIUS server.
RADIUS Secret: | Enter the RADIUS secret.
Accounting Mode : | Check this box to enable accounting.
Accounting Port : | Enter the port used on the Accounting server.
Accounting Server : | Enter the IP address of the Accounting server.

Accounting Secret : | Enter the Accounting secret.

Network Protection : | Select Enable to set the VLAN mode to dynamic.
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Basic > Wireless > Access Point > WPA/WPA2 - Personal

Home EBasiec pdwanced Maintenance Status Swstem Help

Wireless «

Wireless Band |2, 4GHz =l

"

Wireless

Mode

Fetwork Hame (SSID) |dlink

SSID Visibility [Enable ~]

Chamnel Width B =

Chanmel ¥ tuto Chanmel Selection

Fiwtiherft meti e [WEA-Fersenal |

FazsPhraze Settings

Forsend. £ Enterpeine fute Uk o w0 <] R el e
Cipher Type Auto -

PassPhrase |

Comfirmed FPassPhra=e |

|Access Faint ﬂ

Advanced
Maintenance
Status
System
Get OK.
Personal/Enterprise: | Select Auto, WPA Only or WPA2 Only from the drop-down list.

Cipher Type:

Group Key Update
Interval:

PassPhrase:

Select Auto, TKIP, or AES from the drop-down list.

Select the interval during which the group key will be valid. 1800 is
the recommended setting. A lower interval may increase the key
update frequency.

Enter a PassPhrase between 8-63 characters in length.
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Basic > Wireless > WDS

Home Bazic Adwanced Maintenance Status System  Help

Wireless -

Wireless Band |2 4GH: =l

Mode D5 =l _

Fetwork Hame (SSI) |d.'|.inl:

SSID VWisibility [Enable =
Channel ¥idth 20 MHz =l
Channel 1 hd I

WDS
Femote &F MAC Addre=s

Site Surwey
Chermel | Signal (%) | ESSID | Security ss1n | Sean
hdvanced
-
Maintenance
System
Get OK.

WDS: | A Wireless Distribution System that interconnects so called Basic
Service Sets (BSS). It bridges two or more wired networks together
over wireless. The AP wirelessly connects multiple networks without
functioning as a wireless AP.

Remote AP MA | Enter the MAC Addresses of the other APs you want to connect to
C Address: | using WDS mode.

Site Survey: | Click the Scan button to search for local APs.
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Basic > Wireless > WDS with AP

Home Pasic Advanced Maintenance Status System Help

Wireless «

Wireless Band tz.i(ill: _'_i

| €3 . _ =

S e ode [WDS with AP B2

etwork Name (SSID) |dlink

9 SSID Visibility [Enable -l

LAN
Channel fidth [20 Mz -]
Channel 1 'i =%

HDS with AP-

Remote AP MAC Address

I | | |

Site Swrvey
Channel | Signal (%) | BSSID | Security | ssmm | Seas
Advanced
Maintenance _
" Stm
System
WDS with AP: | Wireless Distribution System with Access Points. APs in a network

Remote AP MA
C Address:

Site Survey:

are wirelessly wired together and connected via a Distribution
System. The AP wirelessly connects multiple networks, while still
functioning as a wireless AP.

Enter the MAC Addresses of the other APs you want to connect to
using WDS mode.

Click the Scan button to search for local APs.
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Basic > Wireless > Wireless Client

Home Basie Adwanced Maintenance Status System Help
Wireless Band |2 4GH: =
rF
Mo de [Wireless Client | m
Fetwork Name (S5I0) [dlizk
SEID Viszibility | |
Channel Yidth |20 Mz |
Channel r
Site Survey
Chermel | Signal (%) | ESSID [ Security SSID Sean
Advanced fmthentication Open System j
-
Maintenance
Swstem
Get OK.

Wireless Client: | The device acts as a wireless client station to connect APs. Provide a
wireless connection for the non-wireless device.

Site Survey: | Click the Scan button to search for local APs.
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Basic > LAN > Dynamic (DHCP)

Home Basic Advanced Maintenance Status System Help

-
Basic

~LaN Settings
% Gat IF From {Dymamic (DHCP) |

Fireleszs

¥

Advanced

Maintenance

Status

System

Get IP From: | When set to Dynamic (DHCP) the AP(s) will function as a DHCP
client(s). This allows them to receive IP configuration information from
a DHCP server.
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Basic > LAN > Static (Manual)

Home EBasiec pdwanced Maintenance Status Swstem Help

: LaF Settings
\Q Get IF From |Static Marmal ﬂ
i alless IF address EECE
Subnet Mask | 755 285 . 255 . 0
Defanlt Gateway | o .o .0 1

Advanced

Maintenance

Status

System

Ok!

Get IP From: | When set to Static (Manual) the access point(s) must have a static IP
address assigned to them.
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Advanced > Performance > Mixed 802.11n, 802.11g and 802.11b

Home Basic #dvanced Maintenance Status

Home
Eazie

Adwanced

\g e
©

©

Mul +1=5510

Performance Settings

Swstem Help

Wireles=z Mode

[Mixed 802. 11,802, 11z and 802116 = |

Wireless ||:In ﬂ Connmection Limit Dizable ¥
Data Rate (Mbps) User Limit (0 — B4)

Beacon interval (25-500) [t00 Link Tntegrity [Disable - |
ITIM interwal [1-15) |1 Hetwork Utilization

Tranzmit Fower |10EI % ﬂ

WM OHi-Fi Mltimedia) |Enable [

Short GI |Enable =l

IGMP Snooping |Disable ﬂ

ack Time Out (2 4GHz, 457200)

LE] (k=]

\

Intrusion

M
Maintenance
-
Olc!
Wireless: | Open or close the wireless function.
Data Rate: | Set to Auto by default; use the drop-down list to select the maximum

Beacon Interval
(25~500):

DTIM(1~15):

Transmit Power:

WMM:

Short Gl:

IGMP Snooping:
ACK Time Out:

wireless signal rate for the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

Choose the percentage of transmit power. This tool can be helpful
for security purposes if you wish to limit the transmission range.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.1 1e WLAN QoS standard.

Select Enable to allow the Short GI.
Select Enable to allow IGMP Snooping.

Set the maximum time of ACK session.
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Connection | Select Enable to limit the connections by the user limit or network
Limit: | utilization.

User Limit: | Set the maximum users that can connect to AP. Only available when

Connection Limit is enabled.

Link Integrity: | If enabled, when the uplink of AP is off, the connected wireless client
will be disconnected.

Network | Set the network utilization, if the utilization is more than the setting,
Utilization: | no clients can connect to AP. Only available when Connection Limit
is enabled.
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Advanced > Performance > Mixed 802.11g and 802.11b

Home

Basic

Home Bazie Adwanced Maintenance Status

Performance Settings

Swztem Help

Advanced

\g Hireless Mode Mixed 802, 11z and 502, 11%
Ferformance Hireless |Un _:J Connection Limit Disable =
: Dlata Rate Best(Up to 54)  *| (Mbps) Uzer Limit (0 - B4)
; Beacon interwal [(25-5000 |1|30 Link Integrity Dizable -
) DTIM interwal [(1-15) |1 Retwork Utilization
\g Tranzmit Power |1EID E ﬂ
WEE Server MM (Hi-Fi Multimedia) |Enable |
\(& Short GI |Ensble =l
Multi-55ID TGP Snooping [Disable =l
\<'& Aok Time Out (2. 4GHz, 487200) |48 (K s)
Intrus=ion
[~
Maintenance
Status
Swztem
Get OKE.
Wireless: | Open or close the wireless function.
Data Rate: | Set to Auto by default; use the drop-down list to select the maximum

Beacon Interval
(25~500):

DTIM(1~15):

Transmit Power:

WMM:

Short Gl:

IGMP Snooping:
ACK Time Out:

wireless signal rate for the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

Choose the percentage of transmit power. This tool can be helpful
for security purposes if you wish to limit the transmission range.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.1 1e WLAN QoS standard.

Select Enable to allow the Short Gl.
Select Enable to allow IGMP Snooping.

Set the maximum time of ACK session.
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Connection | Select Enable to limit the connections by the user limit or network
Limit: | utilization.

User Limit: | Set the maximum users that can connect to AP. Only available when

Connection Limit is enabled.

Link Integrity: | If enabled, when the uplink of AP is off, the connected wireless client
will be disconnected.

Network | Set the network utilization, if the utilization is more than the setting,
Utilization: | no clients can connect to AP. Only available when Connection Limit
is enabled.
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Advanced > Filter > Wireless MAC ACL

Home Basie Adwanced Maintenance Status Swstem Help

(o Wirelesz MAC ACL 7 WLAW Partition
Wireless MAC ACL Settings ‘:
; Wireless Band | J
Performance
\g heocess Control Dizable -
MAC Address | Add
g MAC Address List
N il | MAC Address
IHCF Serwer
Multi-55I0
Intrusion
Maintenance Current Client Information
Status | MAC Address S5ID Band Authentication Signal rdd W
System

Ok!

Wireless Band: | Select the 2.4GHz or 5GHz wireless network to apply the access
control filter to.

Access Control: | When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for
entering MAC addresses. When Accept is selected, only devices
with a MAC address in the list are granted access. When Reject is
selected, devices in the list of MAC addresses are not granted
access.

Access Control | Add or Delete MAC addresses in the Access Control List.
List:

Current Client | The table lists the current associated clients. Click the Add button
Information: | to add the client into access control list.
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Advanced > Filter > Wireless MAC ACL

Homa PBasic Advanced Maintenance Statuz System Help
Hoae
Basic ||  ¥ireless MAC ACL i :
Advanced

FLAN Partition Settings

9 Wirelezz Band l ¥ ;’

Performance

Internal Station Conmection [ Enable

9 Ethernet to WLAN Access [¥ Enable

Filters

©

DHEP Serwer

\ 5

Mul £1-55I0

©

Intrasion

o

Maintenance

Status

System

Get 0K

Internal Station | Enabling this allows wireless clients to communicate with each
Connection: | other. When this option is disabled, wireless stations are not
allowed to exchange data through the access point.

Ethernet to WLAN | Enabling this option allows Ethernet devices to communicate with

Access: | wireless clients. When this option is disabled, all data from
Ethernet to wireless clients is blocked. Wireless devices can still
send data to the Ethernet devices when this is disabled.
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Advanced > DHCP Server > Dynamic Pool Settings

Home Basic Advenced Maintenance Statuz System Halp

DHCP Sernver =

DHCF Serwver Settings

Home

Basic

Advanced ¢ Dynemiec Pool Settings (" Static Pool Settings " Current IP Mapping List
Function Enable/Dizable m
Dymamic Pool Settings
IF A=signed From ] 0 0 o 0
The Range of Pool (1-255) it

WINS

DEE

Intrusion

Maintenance

Status

Submask

Gateway

Deomain Hame “

Lease Time (B0 - 31536000 sec) {5043&3

]u.unn

Apply

System

Dynamic Pool Sett
ings:

Function Enable/D
isable:

Assigned IP Fro
m:

Range of Pool
(1~255):

SubMask:
Gateway:
WINS:

DNS:
Domain Name:

Lease Time:

Click to enable Dynamic Pool Settings. Configure the IP address
pool in the fields below.

Enable or disable the DHCP server function.

Enter the initial IP address to be assigned by the DHCP server.

Enter the number of allocated IP addresses.

Enter the subnet mask.
Enter the gateway IP address, typically a router.

Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.

The IP address of the DNS server, if applicable.
Enter the domain name of the AP, if applicable.

The period of time that the client will retain the assigned IP
address.
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Advanced > DHCP Server > Static Pool Settings

DHCP Server =

DHCE Serwer Ssttings

(" Dynemic Pool Settings  Static Pool Settings " Current IP Mspping List

Function Enable/Disable

Enable = l

B Static IP Pool Adding

Static Pool Settings

Assigied IP |

Azzigned MAC Addresz |

Submazk

|255 . 255 255 , 0

Ok!

Ghvenay [0 .0 .0 .0
¥INS [0 .0 .0 .0
NS [0 .0 -0 .0
Domain Wane |dlindeap il
Apply
Apply

Static Pool Settings:

Function
Enable/Disable:

Assigned IP:

Assigned MAC
Address:

SubMask:
Gateway:
WINS:

DNS:

Domain Name:

Click to enable Static Pool Settings. Use this function to assign
the same IP address to a device at every restart. The IP
addresses assigned in the Static Pool list must NOT be in the
same IP range as the Dynamic Pool.

Enable or disable the DHCP server function.

Enter the IP address to be statically assigned by the DHCP
server.

Enter the MAC Address of the wireless client.

Enter the subnet mask.
Enter the gateway IP address, typically a router.

Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.

The IP address of the DNS server, if applicable.

Enter the domain name of the AP, if applicable.
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Advanced > DHCP Server > Current IP Mapping List

Home Bazic Adwanced Maintenance Status System Help

DHCP Server »

IHCF Serwer Settings

Home

Bazic

hdvanced

\9 &
©

" Dymamie Pool Settings (" Statie Fool Settings fo Turrent IF Mapping Lict:

Current IHCF Dymamic Faols

Index | Current Dynamic MAC | Current Dymamic Assigned IF | Current Dynamic Lease

©

haiithd

&

Mul £1-55T0

¢

Current IHCP Static Fools

Index | Current Static MAC | Current Static Assigned IF

Maintenance

Eefresh

Status

Swstem

0!

This screen displays information about the current DHCP dynamic and static IP address
pools. This information is available when you enable the DHCP function of the AP and
assign dynamic and static IP address pools.

Current DHCP
Dynamic Pools:

Current Dynamic
MAC:

Current Dynamic
Assigned IP:

Current Dynamic
Lease:

Current DHCP
Static Pools:

Current Static
MAC:

Current Static
Assigned IP:

These are IP address pools to which the DHCP server function has
assigned dynamic IP addresses.

The MAC address of a device on the network that is within the
DHCP dynamic IP address pool.

The current corresponding DHCP-assigned dynamic IP address of
the device.

The length of time that the dynamic IP address will be valid.

These are IP address pools to which the DHCP server function has
assigned static IP addresses.

The MAC address of a device on the network that is within the
DHCP static IP address pool.

The current corresponding DHCP-assigned static IP address of the
device.
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Advanced > Multi-SSID

Home Basic Advanced Maintenance Status System Help
Basic Multi-SSID Settings
Kivanind W [Enable fiulti-SSTD)
9 Band |2 a6l = v i-Fi Waltimedia)  [in -]
. -
S MSSID Index |Primary SSID | ss1D [
Security | Votue _J v =
Filters Key Settings
Key Size l _J Key Index : I
Key I Key Type / ' I
Confirm ey |
Multi-S5I0 Ml ti-S5TD
Tndex SSID | Band Encryption | VLAW ID |
Frimary IT 2 4GHz None OFF
Inirusion
ad | aeply |

Enable Multi
-SSID:

Band:
SSID:

MSSID Index:

Security:
WMM:

Enable SSID
Visibility:

When Multi-SSID is enabled, you can configure your SSIDs for
networks.

Select the wireless band (2.4GHz or 5GHz).

Service Set |dentifier (SSID) is the name designated for a specific
wireless local area network (WLAN).The SSID factory default
setting is dlink. The SSID can be easily changed to connect to an
existing wireless network or to establish a new wireless network.

You can select up to 7 MSSIDs per band, the default MSSID is
the primary, which puts the total to 8 MSSIDs per band.

Select the security level from the drop-down menu.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.11 e WLAN QoS standard.

For each SSID, select to enable or disable the broadcast of the
SSID.
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Advanced > Intrusion

Home Basie Adwanced Maintenance Status Swstem Help

Basic Wireles=s Intrusion Frotection

Adwanced
Detect

9 n AP List

Mul ti-53I0 a1l -

9 1] Type Band CH S5ID ESSID Lazt Seem | Status
Intrusion

\9 Set az Walid Set az Heighborhood Set az Rogue Set az Hew

Schedule

(¢ Mark A11 Hew hccess Foints as Valid heecess Foints

(" Mark A1l Few hccess Foints as Rogue Access Foints

Maintenance
Status
System
Get O

Wireless Intrusion
Protection

Detect:

AP List:

It is used to classify the surrounding APs.

Click the button to detect the surrounding APs. The results will
show in the AP list.

The category of the APs.

From the All list, click the corresponding Add button of AP record
to classify the AP.
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Advanced > VLAN

Home EBaszic pdwanced Maintenance Statu

= System Help

Home VLAN ~
Bazic YLAN Settings
Advanced YLAH Status v fEn'bale
g n VLAN Mode Static
\ YLAN Li=t Fort List l #d4/Edit VLAN | FVID Setting
Ml +1 =551
VID VLAN Hame Tntag VL&W Forts Tag VLAW FPorts

&

Intrusion

\
@

U

Schedule

Maintenance

Status

Swstem

Refresh. ..

VLAN Status:
VLAN Mode:
VLAN List:
Port List:

Check this box to enable the VLAN function.
Displays the mode of VLAN.
This window lists the configured VLAN on the AP.

This window lists the configured Port on the AP.
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Advanced > VLAN > Add/Edit VLAN

Homa PBasic Advanced Maintenance Statuzs System Help
Home
Bazic VLAN Settings
id;;;c-e_d_ VLAN Status
s B VLN Mode
\ VLAW List | Port List  Add/Edit VLAW | PVID Settinmg |
Mul ti-55ID
; viD [ VLAN Neme | Add
Fort Select A1l Hgmt LN
Intrusion Totag ML . =
Tag ALL ¢ L
Hot Member ALL f” i
| MSSID Port  Select ALl Primary S-1 5-2 5-3 5-4 55 -6 57
Untag ALL & 'S @ IS IS S & oy
Tag G I i 1 [ G e =
Naot Member ALL C " @ r‘ & C T r‘
#IS Fort Select All B-1 ¥-2 #-3 -4 #-5 -6 #-7 #-8
SERGLE Untag ALL @ & & & 5 & & &
Tag ALL 8 ‘& C - Y ' = r
Maintenance Hot Member ALL T k. £ £ I C 0 £
Status
Apply
System —I
0K
VID: | Enter a VID number in this box.
VLAN Name: | Enter a VID description string in this box.
Port/MSSID | Select and assign the VLAN members from Port/MSSID Port/WDS
Port/WDS Port: | Port.
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Advanced > VLAN > PVID Setting

Home PBasic Advanced Maintensnce Status System Help
Home VILAN -~

-VLAN Settings-
VLAK Status [V Enbale

VLA Mode Static

VLAN List | Port List | Add/Edit VLAN  FVID Setting

Multi=SSID

FVID Auto Aszign Status [~ Enable

i Fort Megmt LAN
Intrusion
FVID 11 1

MSEID Fort Frimary 5-1 52 53 -4 8-5 5-6 Eull
EVID 1 1 1 1 1 1 1 1
WDE Port =1 -2 -3 -4 =5 -6 ¥-T -8
FVID 1 1 1 1 1 1 [I |1

Apply

0K
PVID Auto | Check this box to assign the PVID automatically.
Assign Status:

Port/MSSID | Assign the PVID manually.
Port/WDS Port:
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Advanced > QoS

Home EBaszic pAdvanced Maintenanc

Home

Bazic HoS Settings

Adwanced

‘!;ﬁi B V¥ HITE
Multi-55I0 44 QoS Bule
Hame

"

Intrusion

\
&

Qo3 Eules Li

QoS Quality of Service)

Priority Classifiers

Host 1 TP Range

Hozt 1 Fort Range
Host 2 IF Range

Host 2 Port Range

& Statuns Swstem Help

Enable -

W mutomatic (default if not matched by anything else)

¥ | Protacol -

Priority

| |
| |
.
| | Add Clear

st

Hame

"\

Schedule

Maintenance

Status

System

Priority | Host 1 IF Range Hozt 2 IF Range Frotocol f Forts

[ ety |

Refresh. ..

Qos Settings

Priority Classifiers:

Add QoS Rule
Name:

Priority:

Protocol:

Host IP Range:
Host Port Range:
QoS Rules List:

Check the box to enable the QoS function.

Check the HTTP box to apply the rule to http packets. Check
Automatic box to apply the rule to all the packets.

Enter a name for this QoS rule.

Select a priority level from the drop-down list. There are four types of
priority: Background, Best Effort, Video and Voice.

Select the protocol from the drop-down list.
Enter the IP range that applies the rule.
Enter the Port range that applies the rule.

This window lists the configured QoS rules.
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Advanced > Schedule

Home Bazic Adwanced Maintenance Statuz  System Help
Wireless Schedule Settings
Wireless Schedule Enable i
. n #dd Schedule Rule
\g Hame ||
Mhal t1-55TD Day (=) " A1l Week (* Select Dayl(s)
\g [ Sun [ Mon [ Tue [ Yed [~ Thu [~ Fri [ Sat
#11 Dayis) | |
Intrusion
. Start Time | : | (howr iminute, 24 howr time)
*& End Time | | | (hour minute, 24 heowr time)
Wireless 0ff hi £dd Clear
\g Schedule Rule=z List
Hame Tay (=] Time Frame Hirelass
Schedule
Maintenance -
Edit Dlel
Status
Appl

0k!

Wireless Schedule | The schedule is used to open or close the wireless function of the
Settings | AP at the specified time.

Wireless Schedule: | Select Enable from the drop-down list to enable this function.
Add Schedule Rule
Name: | Enter a name for this schedule rule.
Day(s): | Select the days that apply the schedule.
Start/End Time: | Enter the start and end times that apply the schedule.
Wireless: | Open or close the wireless function at the schedule time.

Schedule Rules | This window lists the configured schedule rules.
List:

D-Link AP Manager II Software User Manual 94



Maintenance > Admin

Heme
Bazic
Advanced

Maintenance

Heme Basie Advanced Baintenance Status

Firnware and S3L

5

Configurstion
File

\

Date and Time

Status

Systen

System Help
il el
Limit Administrater IF
[~ IF Range From ]
To | [ Limit Administrator VID
I0 | IF Frea | TP Ta |
RELELES
~Login Settings
User Hame |ad.rnm
01d Fassword |
Hew Password |
Confirm Mew Fazsword |
Conzole Setiings
Conzele Frotocol " Hona (* Talnet ~ 55H
Timaout 13 Mins |
Fing Control Settings
Status [~ Ereble
Sysien Hame Settings
|D-Link DAP-2590

Sysien Hame aw

Ol!

Limit Administrator IP

IP Range From:

Limit Administrator
VID:

Login Settings

User Name:
Old Password:
New Password:

Confirm
New Password:

Console Settings

Console Protocol:

Timeout:

Ping Control Settings

Check this box to allow only the computers within the IP range
can manage the AP.

Check this box to allow only the computers within the VID can
manage the AP.

Enter a user name. The default is admin.
When changing your password, enter the old password here.
When changing your password, enter the new password here.

Confirm your new password here.

Select the type of protocol you would like to use, Telnet or SSH
or select “None” to disable the console.

Select the expired time from the drop-down list.
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Status: | Check this box to allow the computer ping the AP.
System Name Settings
System Name: | Enter a name for this device.

Location: | Enter a string to describe the location of device.

D-Link AP Manager II Software User Manual



Maintenance > Firmware and SSL

Home Basic Advanced Maintenance Status System Help
Firmware and S5L ~

Update Firmware From Local Herd Drive

Home

Baszic

Advanced

Fireware Version  1.00

Upload Firmware From File : Browse. . UpLoad

Update SSL Certification From Local Hard Driwe

Upload Certificats From File: | Browse.. |  UpLosd |

Firmware and SSL

E Uplowd Key From File ©

Conflguration
File

<

Date and Time

Upgrade Firmware from Local Hard Drive

B Download the latest firmware upgrade from http://support.dlink.com to an easy
to find location on your hard drive.

B Click on the Browse button as shown above.
B A popup window will appear. Locate the firmware upgrade file and click Open.

B The path to the file will be displayed in the “Upgrade Firmware File From” field.
Click the Upload button to upload the file to the AP.

Update SSL Certification from Local Hard Drive

To update the SSL Certification on the AP, use the Browse buttons to locate the SSL
certificate and key files on your local computer. Use the Upload buttons to upload the files
to the AP.
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Maintenance > Configuration File

Home EBasiec pdwanced Maintenance Status Swstem Help

Home Configuration File =

Basic

Update Configuration File
Adwanced

: Update File | Browse | x|
Maintenance

\9 Download Configuration File
Load settings to Local Hard Driwe O

Firmware and S5L

&

Configuration
ile

0

Date and Time

Status

System

Get OK

The AP Manager Il software allows you to save the device settings to a configuration file.
To save a configuration file follow these steps:

B Select a device from the Device List on the main screen of AP Manager |l
B Browse to the Tools > Configuration page of AP Manager Il.

B Click the OK button under Download Configuration File after you have all the
settings as you want them.

B A popup window will appear prompting you for a file name and location. Enter
the file name, choose a file destination, and click Save.

To load a previously saved configuration file, follow these steps:

B Click Browse to locate the device configuration file on your computer.

B A popup window will appear prompting you to locate the configuration file.
Locate the file and click Open.

B The path to the file will be displayed in the “Upgrade File” field. Click the OK
button to upload the configuration file to the AP.
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Maintenance > SNTP

Home Basiec pAdvanced Maintenance Status System Help
Home Date and Time =
lieile Time Configuration
Adwanced
Time Fri Dec 31 17:18:35 1999
Maintenance
; Time Zome |(GHT-DB:EID) Pacific Time (US & Canada); Tijuana ﬂ
\ Enable Daylight Saving [
Daylight Saving Offset
\9 Month Heele Day of Week Current Time
Firmyare and S5L Daylight Saving Dates 5T Start | J | J | J :l
& 5T End [Tan | [ist =] |5 =]
c ':'nfil_.?if ation futomatic Time Configuration
ile
\9 Enable HTP Server [~
Date and Time NTP Serwer Used | J
Set the Date and Time Manually
Date And Time
2008~ £-11 x| Jisiseis0 = Copy Tewr Computer’ s Time Settings
Status
Appl,
Systen sty |
Get OK

Time Configuration
Time:
Time Zone:

Daylight Saving Tim
e:

Daylight Saving
Offset:

Daylight Saving
Dates:

Automatic Time
Configuration

Enable NTP Server:
NTP Server Used:

Set the Date and
Time Manually

Date And Time:

The current local time will be displayed here.
Select your time zone from the drop-down list.

Check the box to enable daylight savings time.
Select the offset time from the drop-down list.

Select the start and end date of daylight saving.

Check this box to synchronize the time with NTP server.

Select one NTP server from the drop-down list.

Select the date and time from the box or copy your computer’'s
time setting to AP.
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Status > Device Information

Home EBasiec pdwanced Maintenance Status Swstem Help

Home Device Information «

Basic Device Information
T —— Firmware Verszion: 1.00 Ethernet MAC Address: 000550959510
- Wireless MAC Address:
Maintenance Primary: 000550959510 SSID 1°7: 000550989811 = 000550959517

Status
Ethernet
IF address: 192.163. 0. 50
Subnet Mask: 255. 255, 255.0
Gateway: Hik
Wireles=z (2. 4GHz)
Hetwork Fame Iz
Channel: 1
Dlata Rate: Auta
Security: Hone
AP Status
CFU Utilization g

W05 Information i .

Memory Utilization B

2

Device | This window displays the configuration settings of the AP, including
Information: | the firmware version and device MAC address. It also displays
WLAN information for both the 2.4GHz and 5GHz wireless
networks.
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Status > Stats > WLAN Traffic Statistics

Homa PBasic Advanced Maintenance Statuz System Help
Houe
%as:f_ f* WLAN Traffic Statistics (" Ethernet Traffic Statistics ~
Advanced
- WLAN Traffic Statiztics
Maintenance Transmitted Count
Status Transmitted Packst Count T3088
Trazmitted Bytez Count BESTAT
& Dropped Fackat Count o
Davice Transmition Retry Count o
Information
Received Count
Received Packet Count T306Q
Received Bytes Count 13465613
Dropped Packet Count (i}
Receiwved CEC Count o
Received Decryption Error Count o
Information Receiwved MIC Error Count o
& Received FHY Error Count o
¥DE Information
| Refresh | Clenr
v
WLAN Traffic | This page displays statistics for data throughput, transmitted and
Statistics: | received frames for the wireless network.
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Status > Stats > Ethernet Traffic Statistics

Home Pasic Advanced Maintenance Status System Help

| Basic 1|~ wIaN Treffic Statistics (* Ethernet Traffic Statistics =
Rivihend ~Ethernet Traffic Statisties
| (Mainkepance | [~ Transmi tted Count-
Status Tranzmitted Packet Count 51
Trasmitted Bytes Count 31428
9 Dropped Facket Count 0
Davice
Information Received Count
Received Facket Count 51
Received Bytes Count B236
DIropped Packet Count i
Received Multicast Facket Count 0
Client Received Broadeast Packet Count 34
pofcrei, Len B4 Packet Count 28
9 Len B57127 Packet Count 13
Log Ler 1287255 Packet Count 4
Len 256°511 Packet Count B
Len 5121023 Packet Count 0
Len 102471518 Packet Count 0
Len 1519"MAX Packet Count 0
System [ Rarrech | Clear | W

Ethernet Traffic | This page displays statistics for data throughput, transmitted and
Statistics: | received frames for the Ethernet port of AP.
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Status > Client Information

Homa PBasic Advanced Maintenance Statuz System Help

Home Client Information =

Station azzociation (2. 4GHz) © 1

HAC | Band | Authentication | Signal | PSM | 351D |
001CBF4F4ESE 2 fpen Systen 30 % OFF Primary SSID

Client
Information

\ 5

¥DE Information

©

Client Information: | This window displays the wireless client information for clients
currently connected to the AP.

The following information is available for each client communicating with the AP.

MAC: | Displays the MAC address of the client.
Band: | Displays the wireless band the client is connected on.
Authentication: | Displays the type of authentication being used.
Signal: | Displays the strength of the clients signal.

Power Saving | Displays the status of the power saving feature.
Mode:

SSID: | Displays the SSID the client is connected to.
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Status > WDS Information

Home Basie Adwanced Maintenance Statuz Swystem Help

WDS Information ~

Home

Basic
Advanced W05 Information Chanmel: 2 (2. 4GHz):
Maintenance Hame | MaC | huthentication Signal Status
Toates -1 0B0550959510 Shared Key 54 % on
System

Name: | Displays the name of the client.
MAC: | Displays the MAC address of the client.
Authentication: | Displays the type of authentication being used.

Signal: | Displays the strength of the clients signal.

Status: | Displays the status of the client.
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Status > Log > Log View

Home EBasiec pdwanced Maintenance Status Swstem Help
Hons
Basi
asie (* Log View (" Log Settings
Adwanced
. View Log
Maint
simtemEmes Total Log: 48
Stat
s Time Priority | Message Y
Uptime O day O1:... SYSACT Web logout from 192, 1B3.0.52
Uptime O day O1:. .. SYSACT Web login suceess from 192 165.0.82
Uptime O day O0:... Wirelezz EKeceiwed Deauth:STh 00:13:46:00:00.08 (reazon 3)
Uptime O day 00:... Wirelesz Association Sucess:STA 00:135:46:00:00:06
Uptime O day 00:. .. Wireless Association Sucess:STA 00:13:46:00:00:06
Uptime O day 0O0:. .. Wireless Association Sucess:STA 00:1C:EF:4F:4E:5F
Uptime O day 00:... Wirelesz Association Sucess:STA 00:135:46:00:00:06
Uptime O day 00:... Wireless Receiwed Deauth:STh 00:13:46:00:00:06 (reason 3)
Uptime 0 day 00:. .. Wireless FKeceiwved Deauth:STA 00:13:46:00:00: 08 (reason 30 —
Uptime O day 00:... Wirelesz Association Sucess:STA 00:135:46:00:00:06
Uptime O day 00:. .. Wireless EReceiwed Deanth:3Th 00:13:46:00:00:06 (reazon 3)
Uptime O day 00:... Wireless Receiwed Deauth:STh 00:13:46:00:00:06 (reason 3)
Uptime O day 00:... Wirelesz Association Sucess:STA 00:135:46:00:00:06
Uptime O day 00:... Wirelesz Asseciation Sucess:STA 00:1C:BF:4F . 4E.5F
Uptime O day 00:. .. Wireless Association Sucess:STA 00:1C:EF:4F:4E:5F
Uptime O day 00:... Wirelesz Association Sucess:STA 00:135:46:00:00:06
Uptime O day 00:... Wirelesz Association Sucess:STA 00:135:46:00:00:06
Uptime O day 00:. .. Wireless Association Sucess:STA 00:13:46:00:00:06
Uptime O day O0:... Wirelezz EKeceiwed Deauth:STh 00:13:46:00:00.08 (reazon 3)
Uptime O day O0:... Wirelezz EKeceiwed Deauth:STh 00:13:46:00:00.08 (reazon 3)
Uptime O day 00:. .. Wireless Association Sucess:STA 00:13:46:00:00:06 b
< >
Clear
System

Get OK

View Log: | The log displays system and network messages including a time stamp
and message type.
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Status > Log > Log Settings

Homa

Basic

Homa

Advancad B

T |
Advanced

sintenance Status System MHalp

Log Yiew @ Log Settings

Maintenance

Status

L O

Device
Information

Elient

Information

Log Settings

Log Server / IP Address
Log Type
[V System Activity

[V ¥ireless Activity
[¥ Hotice

Email Motification

Email Fetification [ Enable SMTP Port =
Emuil Server addrass I Uszer Hame

From Email Address | Fagzword

To Email Addrasz l Confirm Fazsword
Email Log Schedule

Schadul e 0 '1 hourz or when Log is full

hpply

System

Get QK

Log Settings

Log Server/IP
Address:

Log Type:

Email Notification
Email Notification:

Email Server
Address:

From Email
Address:

To Email Address:
SMTP Port:

User Name:
Password:

Email Log
Schedule:

Enter the IP address of the server you would like to send the AP
log to.

Check the box for the type of activity you want to log. There are
three types: System, Wireless and Notice.

Check the box to enable email notification.
Enter the IP address of the SMTP server.

Enter the e-mail address of the SMTP sender.

Enter the e-mail address of the SMTP recipient.
Enter the port of the SMTP server.

Enter the username of the SMTP server.

Enter the password of the SMTP server.

Select an interval time from drop-down list to send the logs to mail
recipient.
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System

Home Basiec Advanced Maintensnce Statuz System Help

o s~ |

Basie

System Settings

#dwanced

[Ty 1l Apply Settings and Restart
Status i
S - tkcielr i Reztore to Factory Default Settings

System

)

k!

Click Restart to restart the AP and save the configuration settings. You will receive the
following prompt.

Warning

Device will rebook, continue?

Ok I Cancel |

Click Restore to restore the AP back to factory default settings. You will receive the
following prompt.

Warning

Dewvice will reboot and module will be disconnected, continue?

Ok I Cancel
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Multiconfiguration

Administrator can manage the configuration of APs that AP Manager Il has detected by
using the template. The same profile can be used for multiple APs. Each template profile

can has unique settings for the access point features which include: System, Wireless,
Security and Filter settings.

AE0 20

Template Hame

%Y

| Creator

I!!gi%
| Create Date | Aetivity Status | Hext Bun Time

= Default Template Sy 2003 Dizabled Unlmown
Hew

Dlelete
Edit

Bun
Export
Import
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Create a new template

To create a new template, right-click anywhere on the template view window and select
the New item. Each of these items is described in the pages that follow.

General

Basic Info

Content
Selection

System

LAN Settings

Admin

Misc

Enter a name for this
template.

Check the box to select the
configuration contents
included in this template.
Then configure the settings
in the following page.

Check the box to select the
configuration contents
included in this template.

Set the subnet mask and
default gateway of the
Access Point.

Enter the username and
password of administrator
for AP.

Set the console type.

D-Link AP Manager II Software User Manual

General E|
Basic Info
Name : dlik.
Creator :
Time :
Cantent 5election
Iv System
v ‘wireless 14 a
W Security 1ad |
¥ Fiter 140 =
| Mext > | Cancel |
System E|
[ checkar || ceaar |
IV LA Settings
Subnet Mask 285 . BB . 2BR i}
Default Gateway i i i
¥ &dmin
User Mame admin
Pazsword
W Misc
Console Protocol " More * Telnet
Timeout SMins ¥
< Back | Mext | Cancel
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Wireless

Check the box to select the configuration
contents included in this template.

For how to configure wireless settings, please
refer to page 29 and 41.

Security

Check the box to select the configuration
contents included in this template.

For how to configure security settings, please
refer to page 69.

MAC Filter

Check the box to select the configuration
contents included in this template.

For how to configure MAC filter settings, please

refer to page 83.

Wireless 11g E|

[ checkan ] | Clear Al |

‘wireless Settings[EEEB02.11g)

[~ ssiD [dink

™ Channel ’m

[ SSID Broadcast W Enable

[™ Data Rate Auta =

[~ RTS Length(256-2346] [z346

[~ Beacon Interval[20-1000] [foo

™ Fragment Length{2566-2346) 2346

[~ DTIM[1-255) 1
™ Radio an h
< Back | Mext > | Cancel |

Security 11g PZ|

Authentication |DDEn System j

Key Settings

Encryption Enable - Key Size B4Bits

Kep Tupe HEx - Walid Key First -

KeyYalue |

WPA

Cipher Type Group Key Update interval

PassPhrase |

Radius Server Port

Radius Secrat |

< Back | Mext | Cancel |

Filter 11g X

IEEES02.11g Wireless MAC ALCL Sefting

Access Contral Acocept -
MAL Address Save

< Back | Mest » | Cancel
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Device

By Group:

By IP:

Update

Specify Time:

Specify Interval:

Specify Date:

Run Time:

You can choose more than
one AP group or AP, AP
Manager Il will apply the
template to all the selected
APs at the same time.

Select the APs by group.
The APs that belong to the
group will apply the
template.

Select the APs by IP that will
apply the template.

To configure the runtime of
template, please choose the
device object first.

Specify the day time that will
apply the template. The
template will run at certain
day(s) of every week.
Specify the interval time to
apply the template.
Specify the date that will
apply the template. It only
applies the template once.
Specify the running time of
the template.

Device g|
" By Group " BylF
By Group
Group Mame Sort
CaP-2590 Maodel
[] DwiL-z700aP Model
[] DwiL-32008P Model
By IP
IP &ddress Model Mame
< Back | Mest > | Cancel |
Schedule E|
" Disable
& Specify Time

" Specify Interval

" Specify Date

[ Maonday [T Tuesday ™ wednesday
[ Friday [ Saturday [ Sunday
Eveny 3 Dapls)

Drate: ==

Run Time |16:4214 f—|

< Back | Finish |

™ Thursday

Cancel |

After the configuration, the template will be listed in the template window. The NextRun
Time column shows the running time of the template. When the running time arrived, the

template will apply the configured parameters to the devices selected in the Device

selection window. If multi-APs are selected, AP Manager Il will apply the template to all
the APs that selected at the same time.

Template Mame
& Default Template
® Test

Creatar

Suystem
admin

Create D ate
2008/01./10
2008/06/13

Activity Statuz
Dizabled
Enabled

Mext Run Time Status
Unknown

2008/07/13 14:02:16

Result
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Edit a template

To edit a template, double-click the template or right-click the template and select Edit
item from the drop-down menu, the configuration page shown as below.

Lpdate F§|

General l System] Wireless'l'lg] Securit_l,l'l'lgl Filter'l'lgl Device] Schedule]

Basic Info

Mame : dlink,

Creatar : |

Time : | J

Content Selection

[v Sustem

v ‘wireless 114 O |
¥ Security 114 |
v Filter 1a [ (|

(]9 | Cancel |

For how to configure the items in this page, please refer to page 109.

Delete a template

To delete an exit template, right-click the template, and select the Delete item from the
drop-down menu.
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Run a template

If you want to apply the template immediately, right-click the template, and select Run
item from the drop-down menu. The Status column will show the progress of this
operation, and the Result column show the operation result.

Import or export a template

AP Manager Il allows you to export the template to a profile saved in the disk or import a
template from the profile.

To import a template profile, right-click anywhere on the All Space > MultiConfiguration

view window, and select Import item from the drop-down menu or click the icon @ from
the tools bar. Then select the template file in the opening window and click the Open
button to import this template.

To export a template, right-click the template on the All Space > MultiConfiguration view

window, and select Export item from the drop-down menu or click the icon @’ from the
tools bar. Then enter a profile name for this template in the File Name textbox and click
the Save button to export the template to a file.

D-Link AP Manager II Software User Manual 113



Fault Manage

Fault Manage window shows the trap data received from AP and polling data.

OEE &S00 S e Jald-dE-

|Event Hame

|Event Type |Event Lewvel |Date Time

|Source

Dazcriptioen

- - 11 Space
D General
+ D Group
+ [_] MultiConfiguration

@ FollingFailed
® PollingFailed
® PollingFailed
@ PollingFailed

System
System
System
System

Hotice
Hotice
Hotice

Hotice

Z005-06-11 14:4...
Z005-06-11 14:4. .
Z008-06-11 14:4. .
2005-06-11 14:4. .

192, 168, 0. 50
192 165.0.50
192,168, 0. 50
192,168, 0. 50

Indicate th...
Indicate th...
Indicate th...
Indicate th...

- I
[:l StandardTrap
D Systam
[ Threshold
D Frivate

+ [:l Tool

= D Eeport
[:l hssociation
D Security
[ Utilization
[ Channel
D Rogue AF
D Sw=log

anage

There are four types of events:

B StandardTrap: The standard trap view window displays the standard trap data
received from APs.

B System: The system view window displays the polling results. To start the
polling, please refer to page 128.

B Threshold: The Threshold view window displays the threshold notice data. To
enable the threshold notice, please refer to page 128

B Private: The Private view window displays the Private trap data received from
APs.

Event settings

To configure the trap condition, click the icon qﬂ in the tool bar to set the event settings,
as shown below.
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Event Settings

Event

LinkUp
AuthenticationFaibire
EzpHeizhborLoss
Colditart{smmpv2)
WarniStart(snmpv)
Link Dol snmpv)
LinkUp( smumpwd)

= Swstem Event
PollingFailed
Polling0k

= Threshold Event
Transmit Threshold

+ Private

AuthenticationF aibwvelsremprd

SampVersion
Event Hame
Trap Genenc

Status

QID
Description
Level

[ Threshold Enshle
Ascending

Descending

Hewr |

%)

+ Enable

|Critical

Close

To modify an event setting, select the event from the Event Type list and then change the

items. After the setting, click the Save button to apply the changes.

To add a new event, click the New button, and configure the settings in the event creation

window as shown below.

Event Settings

Event

—|- Frent Type

=|- Standard Trap
Colditart
WarmStart
LinkDravarm
LinkUp
AuthenticationFathire
EzpNeighborLass
ColdStart(srompv)
WarnmStart(snmprd)
Link Dol snmpv)
LinkUp{ stmprd)

=|- Systerm Event
PollingFailed
PollingOk

= Threshald Event
Transmut Threshold

+ - Private

AuthenticationFaihirel smpv

Snmp Version

Event Mame

Trap Generic

Status

QID

Description

Level

[+ Threshold Enshle

Ascending

Diescending

o]

3

=

+ Enatle

[/

|Critieal

|D

|D

Close
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Event Export

AP Manager Il can export the event results to the files in the format of Text/Excel/PDF. To

save event results, highlight the event record in the event window and click the Event

Export icon @l in the tools bar, then select the file format you want to save, AP

Manager Il will save all the records of that type to file.

Notice setting

AP Manager Il can set the corresponding actions when some level of events occurs. To

configure the notice setting, click the Notice Settings icon @ in the tools bar, as

shown below.

MNotice Settings

Warmng Level Hotice Settings
[ Play sound

Sonmd File |

[ Zhowr Pop Message

[ Zend Email

Browrse

To Email Address |

From Email Address

SMTP Server |

User Hame |

Passarord [Optional] |

Subject |

Messaze

Clk

Cancel

B Play sound: Click Browse to select the sound file. AP Manager Il will play the

sound file when this level of event occurs.
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B Show Pop Message: AP Manager Il will pop a message window when this level
of event occurs.

| Send Email: Enter the Email information of To/From email address, SMTP
server, User Name/Password [Optional], Subject and Message in the respective
column. AP Manager Il will send this email when this level of event occurs.

Watch list

AP manager Il allows user to add custom watch list which only shows the specified
devices and events.

JldJ -

ent Type | Event Level | Dake Time Create Watchlist ipkion
stem Notice 2008-06-04 10:58:09 Update Watchlist  fape he
stem Natice 2008-06-04 10:58:09 Delete Watchlist — Jape the
stem Matice 2008-06-04 09:49:09  192,165.0.50 Indicate the
stem Matice 2008-06-04 09:33:20 192,165.0.50 Indicate the

LTS hl=bkim~- OmD TS O A0 AD T 1M ASSD m AT TeAim =~k K-

To create a watch list, please follow the steps below:

[ | Click the Create wathlist item under the icon ‘ﬂ' ‘ of the tools bar, and enter
the Watch list Name in Create list form.

[ Click Add button to insert the events into event list, and select the events that
need to be added in Select Event form, click Select button, then click OK button.

[ Click Add button to insert the devices into device list, and select the devices
that need to be added in Select Device form, click Select button, then click OK
button.

Notes: The watch list name must be different from others; the event type of creating new
event folder belongs to system event.

To delete a watch list, select the watch list item, and then click Delete watch list item

under the icon ‘ﬂ' ‘ of the tools bar.
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You can create a topology map to graphically represent planned or existing networks to
aid network design, and also AP Manager |l will periodically polling network devices to
monitor the status. You can further customize their diagrams with selected icons and

Tools

Topology

bitmap files used for the background. When a topology map is opened, AP Manager Il will

discover the devices connected on the network and display their icons on the map.

B AP Manager IT
System Wiew Tool Help

=1ofx]

OO0 %

(] i | 45 B2

I_.l

<] ¢ ] > [or]/ AN hew Topaloget

El E All Space

D General
=] Group:
| = Madsl
-] DWL-77004P
-] DWL-27008P"
- |1 DWL-82004P
\ 1] DWL-32008P
| L] Categoryl
L] categoryz
L) categorys
& || MultiConfiguration
] Fault Manage
=] Tool
1 J_ﬂ Topology:
| SitePlanning
=11 Repart

Serutity
Utilizatian
: ‘Channel
] Rogus &F
] Evslog

.|.|.|.|.|.|.|.|.|3.°P.|.|.|.|I.|.|.|.|.|_2.°P.|.|.|.|.|.|.|.|.|IH°.|.|.|.|I.|.|.|.|. [

ettt 200 A 2

192.168.0.102

. 192.168.0.50.

' 172.18. 211K

B e b g

2008-05-22 10:02:24 FTF Server started on port 21.
2008-05-22 10:02:25 SnmpTrap initializtion success|
2008-05-22 10:51.12 Discover Completed|

Ready

Loglser | admin 2
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New topology view

In the new topology, you can layout the APs according to the actual deployment. When an

AP is failed, the administrator has a visual sight of which AP is failed, and substitutes it
quickly.

To create a new topology view, right-click the blank place of the Topology view window
and select New Topology item, as shown below.

<[] <[> o]/ an
I Y AR RN KN AANRE Ay
_:: Load Background
3 Remave Background
Es
E v Ruler
3 192.158.0.100 e
4 172.18.215.212
3.172.18.20817 \ Moralegy 9
E — I Gl
E Delete line
;E\_LE 192)  Line Golor
3 Lirie Width
E Hide Line
3 Hide Station
3 logy
E}L: Dzl Topalogy:
3 Properties
3 17215 2Nk
3 i g

Firstly, you should import APs into the new topology by right-clicking the APs in the All
topology view window and selecting the new topology under the Copy Component To
item, as shown below.

More Information......
Imserk Compoment
Delete Companent

Copy Component To k

Background

To load a background for the new topology, right-click the blank place of the Topology
view window and click the Load Background item.

Laok ir |.D Iy Documents j ol
dMy Music

ﬁMy Pictures

|J)5can AP

k22l es] Aty

| A

File name: |
Files of ype: |.JF’EG File [*.jpal ﬂ Cancel
Picture Display Style:lAd\ust the size of the carvas to fit the Dil:llj
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After the successful loading:

x| 3] an
m

To remove the background, right-click the blank place of the Topology view window and
select Remove Background item.

Grid line and rulers:

To hide the grid line or ruler, click the Grid or Ruler item from the right-click menu, as
shown below.

x|ie] ] »[oi]/ an

)

192.168.0.100 ‘
192.168.1.100
172.18.209.17

192.168.0.1

N
sy

Station 1 Building Retworks for Pasgle

To show the grid and ruler, click the Grid or Ruler item from the right-click menu again.
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Topology size

To change the topology size, click the Topology Size item from the right-click menu, as
shown below.

Can¥as Setting x|
Canwas Width: FDD

Canwaz Height: 00

1k

Cancel

The area in the textbox is the valid area.

Line

You can insert lines into map to more efficiently organize the APs. To insert a line, click
the Insert line item from the right-click menu, and use the mouse point to paint a line in
the map. After insert a line, you can delete line/set line color/set line width/hide line by

right-clicking the line and then select the corresponding item from the drop-down menu.

D-Link AP Manager II Software User Manual

121



Site Planning

The Site Planning is designed to help user to layout the wireless network. Before
establishing a wireless network, user needs to plan and evaluate at first. Normally, user
locates some APs in the different places, and uses a notebook computer running scan AP
program to test which places can reach the highest radio effort. After record the data, they
can be import into AP Manager |l for analyzing.

To run the scan AP program in a notebook computer, copy the ScanAP.exe from the
installation directory of AP Manager Il of the computer which has been installed AP
Manager Il to notebook and then double click ScanAP.exe.

The Site Planning shows the results that tested by scan AP tool. Please first run the
ScanAP.exe and save the scan result into the file and then right-click the Site Planning
view window to load the file.

LocationID{ESSI0) | Stark: Time{Band) | Interval Time{avgRS3D | Lenth{MinR35I) Description{MaxR3351)

Delete

4| +
By DateTime |

400

_=n
@

Pen
Ey

20

T T T T T T T T T T T
11:18 11:28 11:28 11:48 11:88 12:08 12:18 12:28 12:38 1248 12:56 12:08

The Site Planning window shows BSSID, Start Time, Interval Time, Length, Description
data of the site planning results.

Collect information

To collect the AP’s RF information, please click the Scan item under the Tools menu or
double click scanAP.exe in the notebook, the scanning program will run, as shown below.
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I ScanAP
Flz Wiew Help
H 7]

Sean Infomation |

i Chart

ESSID | ssip | Channel | At -
Total

100

Ed

o,
A

a0

z0

! i i ! i ! i ! i i ! i
T T T T i T T T i i T T
16:48 16:43 16:50 16:51 1862 16:53 1864 1665 1B:58 18:67 1668 16:63

& " &
- Wieless Adapter =
Location 1D Locationd
nterval Tie 3 :1 Seconds(E-3600]
Total Time 720 Seconds
Description |L0catiUnA
Wickss Adeples | =
R 1800--01 000001
Scheduled Next Soan A |
Start Stap
-~
Ready 12008-6-11 16:47:40

Enter the Location ID, Description, and select the interval Time and wireless adaptor, and

then click the Start button. At first, you must select target AP, as shown below.

Select X
—Flease =zelect APz
ES3ID | 551D | Charrel | uthentication

00:el:do: 8o 86:T1 ella test_333 10 Tes
J200_test

1
1
dlink-lkwest a
3]
8

00:80:cE: 1921011 dlink o
00:60:b3:27:fc: 16 KangTe-11g Tes
<| 1] |

Select | Cancel |

Then ScanAP will start to collect the AP’s RF information. The scan information table
shows any information in details. When the scanning finished, the window shows:
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ScanAP

f E Scan is now complake!
*

When you scan again or close the ScanAP, it prompts to save the information into disk:

Save As
Save in: |;’chanAP _v‘| & EF =
|
My Recent
Docurnents
7 F
Desktap
My Documents
tdy Computer
File: narne: |anatinnA zlp l] Save |
My Metwork  Save as tupe: |5\teP\ann|ng Files [* stp] :_J Cancel
Places

Note: ScanAP can run on the laptop computer singly.

Load information

To load the result file into Site Planning application, click the Load button from the Site

Planning window, as shown below.

Lok ir: |Lﬂ Scan AP

| & & cf E-

[HiLocations stp!

File name: |

Files of type: |5itePIanning Files [*.ztp]

[~ Open as read-only

ﬂ Cancel

Select the scanning result file. AP Manager Il shows the data in line by time, as shown

below.
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B0 e

LocallD{ESSID) | start Time(Band) | trkerval Time(avgrssl) | LenthiMaxRSSI) | Description{MinRSSI) |
+ 5] Locationa 2003-2-21 14:24:42 6 seconds 00:12:12(732 seconds) Locationd
+E5] Locations 2003-2-21 14:38:47 10 seconds 00:20:20{1220 seconds) LocationE
By DateTime
LocationB
100 Legend

00:50:00:22:09:10 118 [0
00:1c:F0:18:40:69 116 [

00:05:5d:51:31:93 11l
00:50:00:23:10:14 1G]l
00:13:46:e5:3c:b2 1160
00:03:7F bef2:16 116G [

e [\ [ i A
@ —— = ! =
74
40
20
Il Il Il Il Il Il Il Il Il Il Il Il
T T T T T T T T T T T T
14:33 14:40 14:42 14:44 14:45 14:47 14:43 14:50 14:52 14:54 14:55 14:57

Click the + icon front the scanning record to expand the item and view the details.

Expand the item

LocalD{B=SID) [ Start Time(Band) | nterval Time(avgRasT) | Lenth(MaxRSSI) | Description(MinR55T) ]
Locationd 2008-2-21 14:24:42 6 seconds 00:12:12(732 seconds) Locations
+{29 Location 2008-2-21 14:35:47 10 seconds 00:20:20{1220 seconds) Locationg
By DateTime
LocationB
100 Legend
o0 00:50:00:22:09:10 11400
P J'_h"._" l"— - /_\“ 00:1eF0:184b:65 115 [0
the0 e S—— 1 ] i v 00:05:5d:51:31:89 11 ]
mao — — 00:50:00:23:10:14 11 6]
00:12:46:e5:3c:b2 1160
20 00:03 7 bef2:A8 116 [
f f f f f f f f f f f f
14:39 1440 14:42  1d4d 1445 1447 1448 1450 1452 1454 1455 1457
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Report

Association

The association window shows the managed APs and their associated client stations.
Highlight an Access Point and the details of the client stations that associated with the AP
list. The detail information include: DateTime, SSID, MAC Address, Band, Authentication,
RSSI and Power save mode.

Access Point GroupType |Model x| a6 ¥
Model Hame MAC hddress IP fddress S5ID Status I
DWL-32004F 001345FDE4FR 172.18.215.50 Diome
001545FDB4FR 1721821550  DWL-32004F 802 11hiz
DWL-B2004P 001195F1C110 192.165.0.50 Diome
001195F1C110 192.165.0.50 5200z 502 11hiz
001195F1C110 192.168.0.50 52002 802112
—Station Detail
DateTime $SID MAC Address | Band Authentication | Rest Power 5:
4 | 2l
From [2008- 5- 9 v | To [2008- 5- 5 o] Seasch | Export Text ||  Clewr |

From the Group Type, you can specify that the window show the data according to
specified model or group.

To list the APs according to the detected date, choose the date range from the From/To
drop-down menu, and click the Search button.

To export the AP data to file, click a file type from the Export Text drop-down menu or
click the Export Text button, and then enter a file name in the Export window, click the
Save button to save the AP data.
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Security

The security window graphically lists the security level of the managed APs.

Legend
8200%-802 112 (]
|}

g
DWL-32004P202 116y [

The security levels from the lowest to highest are: Open System, Shared Key, WPA-
Personal, WPA-Enterprise, WPA2-Personal, and WPA2-Enterprise.

The security details window shows the SSID, Mode Name, MAC Address, IP Address,
Authentication, and Band information of APs.
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Utilization

Utilization window shows the band usage of specified APs. To show the usage, AP
Manager Il should poll the APs.

EEE* B0 m S5
T 2008- 611 +| To |2008- 11 & Mu
- B pace :

Ficos Transmit Detail
T | DifeT e | 1P adress [ Max 5TA Huwder | UpTime T aemiioad Barliete Trasmitted Suvesss Rate' | Trasrited Retry Rate Band |
+ _| MaltiConfiguration
+ ] Fault Managze
+ ] Tool
~ ] Repert
] As=zosistion

- Model Hame | MAC Address | 1P Addvess | Metmask |
1] Sysles DAP-2550 00055D989810  192.168.0.50 255.255.255.0
Select Cancel
[ Selate from CustomGroup

Polling Detail
Polling Tterval 5 sirmtés Scheduled Hext Poll 2008-06-11 15:20:38 [~ Enshle Thoeshold Hotice Start

Dependency  Hone Last Polled At 2008-08-11 15:20:38 Thweshold Cobamn | iumeeccitnl - |

2008-06-11 15:20:05 FTF Senver started on port 21

2008-06-11 15:20:06 SnmpTrap initializtion success!
2008-06-17 15:20:18 Discover Completad!

2008-06-17 15:20:20 Device: 192.168.0.50 SNMPPing TimeCOut!

leady Loglzer | admin

To start the polling, you should select the APs that AP Manager Il will polling from the
Select window by clicking the Change button of Dependency and then click Start button.
You can also enable the threshold notice by clicking the Enable Threshold Notice and
select the type of Threshold Column.
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Channel

The channel window graphically lists the channel usage of the managed APs.

woan =] [y =] |t |

From the Group Type, you can specify that the graph shows the data according to
specified model or group.
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Rogue AP

The rogue AP window lists the APs scanned by AP Manager Il. You can specify which AP

is valid, rogue or neighbor AP.

Type [ channel | BSSID [ securit [ Mode [ ssio [psst | -l =
AP BSS B 001CFO0BEE3S WPH-Auto-Personal  802.11g 0% i
AP BSS 9 D01CFODBEE39 WPk-Auto-Personal 802,119 wireless test team  76.% S
AP BSS B O0G0B327FC16 WEP 802,119 KanaTe-11g 8%

AP BSS 3 001105F1C118 OFF 802,119 5200q 0%

AP BSS 13 D0037FEEFO3F OFF s0z.11g dink_p 8%

AP BSS 11 001611484608 WEP 802,119 USEE-CHC 4%

AP BSS 11 000D3BFEFACF OFF 802,119 NC-5C2 8%

AP BSS 11 081074010442 WEP s0z.11g scdcte 16%

AP BSS 11 0015707972C0 OFF 802,119 SCONC-MOT-CD-5%...  10%

AP BSS 11 OOED4CA1B601 WEP 802,119 dink 50%

AP BSS 5 001346350037 OFF s0z.11g Penta CO 18%

AP BSS 5 000550559312 OFF s0z.11g HT_ppo 2%

AP BSS B 000027418948 OFF 802,119 dirk-dir3ni-ella 24%

AP BSS 5 0050BAOL0004 OFF 802,119 ChinaMet-DTGE0DHA 10 %

AP BSS 5 0019E093F622 OFF s0z.11g TP-LINK 16%

AP BSS 6 OOED4CACEGT1 OFF 802,119 dink 26%

AP BSS B OOED4CA1B606 OFF 802,119 dink_hoooooooosa... | 28 %

AP BSS 5 00CD01330641 WEP s0z.11g dink 4%

AP BSS 5 D01B11903EFE WEP 802,119 USEE-CT 44

AP BSS B 001B118C494C OFF 802,119 dink 86 %

AP BSS 5 00119504EB30 WPA-Persanal 802,119 gabriel 66%

AP BSS 5 0050F1121210 OFF s0z.11g E1131 0% —

AP BSS 1 O0G0B3BE51AG OFF 802,119 UNICOM 18%

AP BSS 1 00030FOEDTEF OFF 802,119 DCW-BRS4+ 26% -
Type [ chanmel | BSSID [ securit [ Mode [ 5510 [rsst |

AP BSS 13 DO37FEEFD43 OFF 802,119 dink 2%

v 1094BBN | gwpies v anBod

Detect Delste

To categorize the APs, click the Detect button to scan the APs around, and click the

category at the right side of window, then drag the AP from top window to bottom window.
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Syslog

The syslog window shows the system log information sent by the managed APs. Please
configure the APs to send the syslog to AP Manager I first, for how to configure the log
setting of AP, refer to page 106.

|
w

E

e
e
e
»
w
w
e
e
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User Management

AP Manager Il allows you to manage the user profiles. To manage the users, click the

User Manage item under the System menu or click the icon @ in the tools bar. The
configuration page is shown as below.

Ozer Nanage g]
User
User Hame | Password | Privilege | Creat Date
admin admin A dministrator
£ >
Add | Update | Dielete |
Tiermme Passarord
Privilege |Manager v
Resume

Explanation of privilege levels:

B Administrator: Owns all the rights of AP Manager II.
B Manager: Owns all the rights except user manage.
B Guest: Only can view the information.

To add a new user, follow the steps below:

Enter the username and password in the Name and Password textbox.
Choose the right level in the Privilege drop-down menu.

Enter the description about this user in the Resume textbox.
B Click the Add button to add this user to AP Manager II.

To modify a user, highlight the record line of that user, modify the contents in the
corresponding textbox, and then click Update button to apply the changes.

Note: The changes will take effect at next login.

To delete a user, highlight the record line of that user, and then click the Delete button to
remove the user from AP Manager II.
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System Environment

You can change the software operation environment of AP Manager Il. To configure the

system environment, click the Options item under the System menu or click the icon
in the tools bar. The configuration page is shown as below.

Option E|

General l Madule] Database Maintenance] Advance]

Logan Setting
+ To use the system, user should input name and password
" Pleaze select the user to use the system

Uzer Name | Privilege | Creat Date | Resume
Administra | |
S ¥
SHMP Setting

Public Comrunity String public Fort 161
Private Community String private
SHMP Besponze Timelut a0

Paolling Setting
Falling type t* Dizable " Enable
Interal time [10-B0zec)
Dizcover

Retry 1 TirmeOut ] [5-E0sec)

Q. | Cancel | |

Logon Setting | Set whether login the system automatically or by hand. To login
automatically, you should select a user used to login the system from
the user list.

SNMP Setting | Set the Public/Private Community String, Port number and SNMP
Response Timeout.

Polling Setting | Disable by default. When this function is enabled, you must set the
polling interval time, it is 30 seconds by default.

Discover | Enter the Retry number and the time of timeout when discovering.
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Option

x)

General Module l Database Maintenance] .t'-‘-.clvance]
Select firrmware file for model
todel Mame Firrmiare file

DAP-2530 |
DL 27F004P

DwWiL-32004P Save Browse
DiwL-7700aF

DwL-B2004P todule Infarmation

Model Mame DAP-2530

Descriptian AP Manager || Module +1.00005 [2003-6-4)
Werzion: 1.00

Support Eand: 11bfasn

ak. | Cancel | |

Module | For updating the firmware of AP, you can specify a default firmware
file for each model of AP. Highlight one type of AP, and click the
Browse button to choose the firmware file then click the Save button
to apply the changes.
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Option

x)

General ] Module Databaze Maintenance l .t'-‘-.clvance]

Select |Fault j

Motice By Records

To ensure the database efficient, Pleaze notice user to clear
the database

Motice uzer when records 1000

Clear Rule
+ Delete all records

" Delete these top recards

Records: 100

" Delete these records befare the datetime

[ atetime: 2008- 611 -

ak. | Cancel | |

Select | Choose the type of records.
Notice By Recor | Set the number that record reach to notice the user to clear the
d | database.

Clear Rule | Delete all records: select this option to clear all the records.
Delete these top records: select this option to clear the specified
number of top records.

Delete these records before the date time: select this option to
clear the records that recorded before the specified time.
Click the Clear button to apply the change.
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Option

x)

General] Module] Database Maintenance  Advance I

Tirmelut Settings
Set Timeout(s)

Reboat Timeout(z)

Configuration Flazh Update Timels]
Factory Reset Time(z]

FAuf Download Time(s)

Faaf Flash Update Time(s)

Timing Tolerance Time(z)

T

Defaul

FTF Server
{* Enable Local FTP Server

" Enable Remote FTP Server

Remate Server IP Address

Usger Mame

|
|
Password |
Pt |

Language
[ Default [English]

:

K Cancel |

TimeOut Setting | Configure the system time out settings.
s
FTP Server | Select Enable Local FTP Server to run an ftp server on the local
computer. The ftp server will run when AP Manager |l starts.
Select Enable Remote FTP Server if all the system logs are stored
in a lone ftp server. You should configure the ftp server parameters
here.

Language | Select an interface language for AP Manager Il. It only supports
English now.
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Contacting Technical Support

Technical Support

You can find software updates and user documentation on the D-Link website.

U.S. and Canadian customers can contact D-Link Technical Support through our
website, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 354-6555

D-Link Technical Support over the Internet:
http://support.diink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(877) 354-6560

D-Link Technical Support over the Internet:
hitp:/support.dliink.com

Version 2.0
June 18, 2008

D-Link AP Manager II Software User Manual

137



D-Link

Building Networks for People

Release 2.00

AP Manager Il

User Manual




Table of Contents

GEtHNG STATTEA ..eeevvvieeiiee ettt et e e e e e et e e srbeeesssaeeesseeeessseeesnsseeennns 5
REQUITEIMCILS ...eeutieiiieiieciieei ettt ettt ettt et e et e s bt et e e s e e sesneesaeesseanseanseenseensesssesseenseenseensesnnesseenseenseansennsenssenseans 5
Minimum SyStem REGUITEIMEILS ......c..ovuirtirtiriiririteiteteterte sttt ettt ettt et ettt sttt ebe st et et enaesaeenes 5
Minimum Software REQUITEIMEIES ......c..couiiuiriririeietitete sttt ettt be sttt et ese et benae e enes 5
AcCCeSS POINt REQUITEIMENLS.........eetieiieiieeieeiieete ettt ettt e et e st e et e st et e entesnsesseesseenseensesnsesnnesneesseenseenes 5
TISTALIALION ...ttt b ettt et e a e bt e s bt et e st e et ea b e e bt e e bt e bt e bt et et e eheenb e et en bt ea b e sbeenaeens 6
INSTAIl MYSQL SEIVET ...ueviiiiieeieeitieete ettt et e st e ettt esbeessteessbeessbeessbeeassaesnseeasseessseesssaesnsaessseesnseesnsessnseennseesns 6
INStall AP ManQ@ET LL.......ccccuiiiiieiiieeiieeite ettt et et e st e e st e e s beeesbeessbeessbeesssaeenseesssaeanseesnseasnseesnseennsensns 6
USING AP MaNAEET LL......oiiiiiieiiieiiieeieeeee ettt ettt e st e e sttt e saaeestb e e ssbeessbeessseesbeesssaessseessseensseessseensseessseennseas 9
GENETAL VIEW ..ottt ettt sttt et e ae e st e st eane s 10
DiISCOVETING DIEVICES ...eeuvvieiiieeiiieiiieeitectt sttt este e st e bt e ste e sttt e ssbeesebeessbeessseessseesseessseensseessseeasseesssaensseensseenssens 10
ACCESS POINE REPOTT....iiiiiiiiieiiieiiieete ettt ettt st ettt e st e e st e e s abeessbeessae e st aessbeensseesssaensseesssaensseensseenssens 12
STALION REPOTLE ....vieiiieiiieciieciee ettt ettt e st e sttt e s e e s ta e e saae e st e essbeesbeeasseessseensseensseesseensseenssesnsseesnennses 13
IMOAEL REPOTT ..ottt sttt ettt ettt b e s bt bt et es et et e e bt sb e ebe e st ean et entennenaeas 14
Band REPOTT ...ttt ettt ettt bbbttt st h e bbbt eas et aenae e 15
GTOUDP VIBW .. niiiiiiiiiee ettt et e ettt e et e e e tte e e e sateeessabeeesseeesssseeeassseeesssseesssaeeansseeens 16
CONTIGUIALION ...ttt ettt ettt et et ettt beebeeh e st e st et e et e bt s bt e bt e aees s et et en bt sbeebeeatentensentenbenaeas 17
SEE TP ..ttt e ettt ettt ettt e st et e b e ehe bt Rttt es e es b et e st e ebe s e eReeRtesbentenb e beseebeese et s entessensensesenseens 18
UPAate CONFIGUIALION. ...c..eotiiuirieriieiteitetet ettt ettt sttt ebt et ettt besb et e st e st et e st e bt sbeebeeaeeanestenaennenaeas 19
UPZrade FITIIWATE .....c.voiiiiiiiitieiieteteet ettt sttt ettt b e sb ettt e st bt sb et eaeess et enaennenaeas 20
WED IMANAZE .....eeiveeiiieiie ettt ettt ettt e st e e st e e st e estb e e ssae e sbeeasbeeasseeasseesseessseesseeasseensseenssaesseennsaennseennseesseas 21
TRIMEL ..ttt ettt et s h e bt et et e a e e h e b e bt e b e et et e a e e h e bt e bt et eat e eateebaenbeens 22

ST PASSWOI ....coniiiieite ettt ettt h e b e bt ettt s bt s bt e bt et et eh e eb e bt e b e e b e b saees 22

1) 4310 T S USRS 23
VEBW .ttt ettt s ht e h bttt a e e h e e b e h e e bt et e e a et e bt Sh e bt e bt e Rt e et e et e h e e bt e bt e bt et eatesbeesbeenheeaeenee 25
o4 10] 0153 4 2SSOSR 26
Configuring 802.11a/b/g APs with AP Manager I1 ..........ccccciriniiiiiiiiiiieseeeecceees et 27
HOME > TNFOTMALION ...ttt ettt ettt e e et e st e et e ense e seensesneesseenseenseenseenseennanneens 28
BaSIC > WITCLESS ..veeutieiieeiie ettt ettt ettt e ettt e s et e s st e et et e en e e eneeesee st e e s e easeenseemeesneeeneenseenseenseeneeenaenneens 29
Basic > Wireless > AULhENTICAtION. .......cecuiiieriieiiieit ettt ettt et e e ae e teseesneesseesseeseenseeneeenaesseens 30
Basic > Wireless > Access Point > WEP ENCIYPLION .....c..coeviriiieiiiiininineiceieeeeentese st 32
Basic > Wireless > Access Point > WPA/WPA2 - ENEIPIISC .....c..eueruiririnirieieieienientene st eeeneeeeneenne e 33
Basic > Wireless > Access Point > WPA/WPA2 - Personal..........cccooeviiiniiieienieienieneseseeeecee e 34
Basic > WITELESS > WS ...ttt st b e bt bttt et et e bbbt st ent et et enbe e 35
Basic > Wireless > WDS With AP ..ottt st sae s 36
Basic > LAN > Dynamic (DHOCP) ......c.cccuiiiiiiiiiieiicie ettt ettt ettt steesbeessessaesaaessaesseesseessesssasssesseens 37
Basic > LAN > Static (IManUAL) .........ccvieciiiieiieiieeie ettt sttt ettt e teeste e beessessaesanessaesseesseesseessessaesseans 38
Advanced > Performance > 802.118.....ccc.iiiiiiiiieiiee ettt ettt sttt et et naeeneens 39
Advanced > Performance > 802. 118 ... cccuiiiiiiiiieiiee ettt ettt ettt sttt et et naeeneen 41
Advanced > Filter > Wireless MAC ACL .......ooiiiie ettt sttt ettt naesneeas 43
Advanced > Filter > Wireless MAC ACL ....c..ooiioie ettt sttt et e enae s 44
Advanced > Grouping > AP Grouping SEtHIES ........cceeruirierierieiieteieetesee st et eteeeesee e sseesteeneeeneesnaesneens 45
Advanced > DHCP Server > Dynamic POOL SETNGS .........cccceeriieriieiiieieeiesiesiieie et 46
Advanced > DHCP Server > Static POOL SEHNGS.........cceviiiieriieiieiieieeiestiesteesre et eve e seesreesseeseessessnessnens 48
Advanced > DHCP Server > Current IP Mapping LiSt.........ccccoieruieriieiiiniiesieseesieeie et see e esveeveeseesaesenens 50
AdVanced > MUII-SSTD ..ottt b e bt bttt et et e bbbt et et et e be b e 52
AdVANCEd > ROZUE AP......oiiiiiiiiiicieeeee ettt ettt ettt e b e etbeetaestae b e esbeesseessesssesseesseenseesseesseesaenseens 54
TOOIS > AIMIUN ...ttt ettt b e bt ea et e et s bt e bt s bt eb e e st e s et et e e bt sb e ebeeneens et etenbe e 55
Tools > FIrmware and SSL.......cc.ooiiiiiiiieeeee ettt ettt b e st ebe et et e b b e 56
To00ls > Configuration File..........c.ooiiiiiiiiiieie ettt ettt e e et et e et e enaeeneens 57
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Status > Device INFOTMALION ....ccviiiiieiiieiiiecieece ettt et e et e e staeesta e e saeebbeessaeensseesssesnsseensnennses 59
STALUS > STALS...eutiiitieiiieeitieett ettt et e st e st e sttt e sttt e sttt e ssbeessteessse e sseeasseessseeasseesseenseeensseeneeensseesneensseenseeenses 60
Status > Client INFOrMAtION. ........eeciiiieiieiieieee ettt et st e st e st e st enseenaeeseessaeseenseensesnnes 61
Status > WDS INfOIMATION. ......cuieiieieeiesiesieeie ettt ettt te et et e bt eseeseseeesseesseanseenseenseessensaeseenseensennnes 62
STAtUS > L0Z > LOZ VICW ...eieiieiiieieeiie ettt ettt sttt et ettt e et e st e s st e s e enseensesneesseesseanseenseensenssensaeseenseensennnes 63
Status > LOZ > LOZ SCUUIES .. eetieiieieeiieeierte ettt ete et e et e e et e e etessaesseesseeseensesneesseesseenseenseensenssensaenseenseensennnas 64
N L5111 T OO OO RPN 65
Configuring 802.11n APs with AP Manager 11 ...........ccooiiriieiieiieieeeceee et 66
HOME > INTOTIMALION ...eiiiiiiiiieeiieeciieeie ettt ettt ettt e s aeestbeessaeestbeessaeessbeessseensseesssaensseesssaensseessseenssens 67
BASIC 2 WITCLESS ...veeuvvieiieeiiiiecie ettt ettt ettt e st e ettt estte e sttt e ssbeessbeessaeeasseessseessseessseensseenssaensseenssaensseensseenssens 68
Basic > Wireless > AUtNENtICAtION. ......eeiuieeiiiiiieeieertteeie et ste et e sae e sttt e sbeessbeessbeessseessseensseessseensseessseenssens 69
Basic > Wireless > Access Point > WEP ENCTYPHON ....ccueiiiiiiiiiiiiecieecieecteete ettt 71
Basic > Wireless > Access Point > WPA/WPA2 - ENLETPIISE .....eevvierieiriieiieeiiiecieeeieesreesree e eseveesveenenees 72
Basic > Wireless > Access Point > WPA/WPA2 - Personal.........ccccevcueeniieiiiiniienieeniieereeeieesve e sve e 73
Basic > WITELESS > WS ...ttt ettt et e e eb e s tbe e s tb e e sabeestbeesabeesabeesssaessseesssaessseesssaesrens 74
Basic > Wireless > WIS WIth AP .......oooiiiiiiiiiieeeee ettt et s e v e e tv e e tve e s v e e sabeesaseeeneas 75
Basic > Wireless > WiIreless CHENL.........c.iiccuiiiiieiiiciiiecie ettt eaeesreeeaeestbeesabeeseveesabeesaseesaseessseessseenssens 76
Basic > LAN > Dynamic (DHCP) ......cooiiiiiiiiiiieieenee ettt sttt 77
Basic > LAN > Static (IMAnUAL) .......cccoririiiriieecetetctese sttt sttt ettt st b et aenaenae e 78
Advanced > Performance > Mixed 802.11n, 802.11g and 802.11b......ccccoeviririeiieiiniininenceeceeeecseie e 79
Advanced > Performance > Mixed 802.11g and 802.11D...c...iecciiiriiiiiieiiieeieeciie ettt 81
Advanced > Filter > Wireless MAC ACL ......ccoooiiiiiiiieieeiteeeeet ettt ettt st sveesabeesveessbeesnseennsees 83
Advanced > Filter > Wireless MAC ACL ......ccuio ittt ettt sttt e sbeessbeesbeessseeseseenneees 84
Advanced > DHCP Server > Dynamic POOL SEHNGS ......c.eevuvieriiiiiiiiiieiiiesieeeitestt et 85
Advanced > DHCP Server > Static POOL SEHNES.........ccveiiiiieriieiieiieieeieseesteesie et sreesreesveeseeesessaesseens 86
Advanced > DHCP Server > Current IP Mapping LiSt.........coceeeeierieriininineninieeeienienese et 87
Advanced > MUILI=-SSID ....o.uiiiiicie ettt ettt e et e et e e bt e eaeeesbbeesseeebaeesseeentaeeseeensaeeseeennes 88
AQVANCEA > TNIIUSION....cutiiiiieetieetieeiee et e et et e et e et e ebee e beeestee e baeeseeessaeasseeessseanseeessaeansasensseesseansseenseeenses 89
AQVANCEA > VLAN ..ottt e et e bt e et e e e beeebee e bbeeaeeesteeeaseeessseanseeensaeanseeensseanseeessaeenseeenses 90
Advanced > VLAN > Add/Edit VLAN .....ccoiiiiiieieieieeteet ettt sttt et sbessesseenaessensessensesseenas 91
Advanced > VLAN > PVID SEHHNE ....c..ooiriiririiiiietenieniente ettt ettt st eat ettt sttt eae e aenaeneeenes 92
AAVANCEA > QOS ...t e e ete e te et e ettt e eteeeteeeteeeraeeareeereeearens 93
AdVANCEd > SCREAUIE .......oocviiiiiiieieeeeeeee ettt ettt e st e et e e b e esbesaeesreesbeesbeenbeesbeesaeereens 94
MaINEENANCE > AN .c..eiiiiieiiieitieeie ettt e et e et e ste e sttt e ssaeeseseessaeessseessseeasseessseensseessseensseessseensseessseenssens 95
Maintenance > FIrmware and SSL..........c.ieiciiiiiioniiiiiiiesieerit ettt ettt ste et e esbeesaseesnbeessseesasaessseessseenssees 97
Maintenance > Configuration File ........c.cviviiiiiiiiiiiiiieciee ettt st e s be et e e sebeennaees 98
MaINteNANCE > ST P ...c..iiiiiiiiiieiie ettt ettt e st e e sttt e s abe ettt e sabeessseessseensseesnseensseesssesnsseas 99
Status > Device INFOIMATION .....c..eiiiiiiiiiiiiecie ettt e et e et eeeteeebeeebeeebaeenseeebeeesseesssaeenseeans 100
Status > Stats > WLAN Traffic StatiStICS ....cciuiiiiiiiiiiiiiecie et eeee ettt et etee et e e ae e esteeeveeebeeeveesaraeenseeens 101
Status > Stats > Ethernet Traffic StatiStiCS.....cuiiiiiiiiiiiiieeie ettt ettt e esteeebe e ebeeereeebaeeareeens 102
Status > Client INOrMAtION.......cc.iiiiiiiiiiiii et et e et e et aeetee e baeebeeebaeenseeebeeesseesssaeanseeans 103
Status > WIS INFOIMALION. ......cccuiiiiiiiiiiiiiecie ettt e eeee et e etee et e e rtee e tbeebae e baeeseeesaeenseeeseaasseesssaeanseeans 104
StAtUS > LOZ > LL0Z VIBW ..oiiiiiiiiiiiiiiieiieeiite ettt esite ettt estte ettt e aeeesbaeeteessbaeessaesabaeenseesasaeenseesnseesnseesnsaesnseenns 105
Status > LOZ > LOZ SEUINES....eoouiirieiieiieieitiesteeste e eteetesteesteesbeesseesbasseesseesseeseessesssesssesssesseenseessenssesssesseans 106
N (111 TS OO PO UPRRPPRURPURRTP 107
MUItICONTIGUIATION ....eeeiiiieiciiieeeeee et et tre e e s ra e e e aaaee e e 108
Create @ NEW LEIMPLALE .....ectiiiiieeie ettt ettt et e st e ettt esabeesabeesabeesabeesabeessseesaseensseesnseensseesnseennsens 109
Edit @ tEMPIALE ...ovviieiiiiiiciieetiee ettt ettt sttt b et e st e et e e beerbeeraeereeeae e bt esbeetbeetbeetaenraenbeenreeneas 112
DEIEte @ tEMPIALE.....cuvieeiieeiictieiieie ettt ettt ettt e te et e et eesb e e st e s ta e beebeesbeeraeereeeaeebeenbeesbeesbeetaeraenreenreeneas 112
RUN @ EMPIALE ..eovviieiieiiiciiecieeieeie ettt ettt e st et e e b e esbeetaeesa e beesseessessaesseesseesseesseesseassasssesaessenssenneas 113
IMPOTt OF EXPOTt @ tEIMPIALE........eeiieeiieiieei ettt ettt ettt et e ettt e st e sae e et et e enteeneesseenseenseenseenees 113
Fault MAnaEE ......ccooviieeiieeeeie sttt e et e et e e et e e e nae e e ennaeeeensaaeennns 114
EVEIE SEIHIMES ..ottt ettt et ettt et e et e et et em e es e e bt e b e e st emaeemeeeaeeeae e st enteenteeneeaseeaneeneenneennes 114
EVENE EXPOTL ..ttt ettt ettt et e bt e bt e bt e e b et e bt e e b et e bt e s beeebeeebeeebeeeabee 116
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Getting Started

AP Manager Il is a convenient software tool used to manage the configuration of your
wireless network from a central computer. With AP Manager Il there is no need to
configure devices individually.

AP Manager Il allows you to configure AP settings, update the firmware, organize and sort
your APs into manageable groups.

Requirements

Minimum System Requirements
B Computer with Windows 2000, Windows XP, Windows 2003, or Windows Vista
B Aninstalled Ethernet Adapter
B Atleast 128MB of memory and a 500MHz processor
Minimum Software Requirements
B MySQL Server 5.0
B Mysql-connector-odbc-3.51
Access Point Requirements

SNMP must be enabled on Access Points used with AP Manager Il
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Installation

Install MySQL Server

Before installing AP Manager Il on your computer, you must first install MySQL®© Server
5.0 and MySQL©® ODBC Connector. During the AP Manager Il install process, AP
Manager Il will check if these MySQL®© programs have been installed. If they are not
found, you will be reminded to download them.

The MySQL® software and documentation can be found at the following links:
MySQL® Server 5.0: http://dev.mysql.com/downloads/mysql/5.0.html.

MySQL®© ODBC Connector 3.51:
http://dev.mysql.com/downloads/connector/odbc/3.51.html

MySQL® 5.0 Reference Manual: http://dev.mysqgl.com/doc/refman/5.0/en/index.html.

Install AP Manager I

Once the MySQL Server 5.0 and MySQL ODBC Connector 3.51 programs have been
installed, proceed with the AP Manager Il installation. To launch the AP Manager Il
installation, double click the installation package icon:

: APManagellvl, o0
I e 1-Lirik

InstallShield Wizard 5]

As the installation begins, a welcome
screen appears and recommends you end
all other programs running before
continuing with the installation. Click Next
to continue.

Wwelcome to AP Manager Il Setup

Thiz program will install AP Managsr || on your computer, |t
ig strongly recommended that you zxit all "Windows
programs before runring this Setup program
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Choose Destination Location

By default, AP Manager Il will be installed in
the C:\Program Files\D-Link\AP Manager
Il directory. Click Browse to select a new
location to install the software or click Next
to continue.

Select Components

You are then given the option to select
which components you want to install and
which you do not. By default, the AP
Manager |l software and all AP modules are
selected. Click Next to continue.

Select Program Folder

By default, the setup process will install the
program in a folder called AP Manager IlI.
You can keep this setting, type in a new
folder name, or choose one from the list of
existing folders. Click Next to continue.

X

InstallShield Wizand

Choosze Destination Location

Select folder where Setup will install files.

K?

Setup will install AP Manager || in the fallowing folder.

Toinstall to this folder, click Next. Toinstall to a different folder, click Browse and select
another folder.

Destination Folder

Browse

C:sProgram FilesAD-Link AP Wanager ||

< Back

Mext > I

Cancel |

(X

InstallShield Wizard

Select Components

-

Choose the components Setup will instal.

{?

Select the components you want to install, and clear the components vou do not want to
inztall.

Description

AP Manager || Components

B Program
DWwL77004P Module
Dw/L27004P Module
Dw/LB2004F Module
DL 32004P Module
DAP2530 Module

Space Required on C: oK
Space Available on C: 9711888 K.

< Back Mext > |

Cancel

InstallShield Wizard
Select Program Folder
Flease select a program folder. e

Setup will add pregram icons tc the Program Folder listed below. vou may tvpe a new folder
name. or select one from the existing folders list. Click Mest to continue.

Games

< Back Cancel

Mext > I

3
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Configure MySQL Connector

To configure the MySQL Connector, enter
the IP Address of the PC running the
MySQL server, the root username and
password and database name. These
settings are configured during the MySQL
Server install process. Click Next to
continue.

If the MySQL Connector is configured
properly, you will get a message confirming
the setup was successful. Click OK to
continue.

Install Complete!

When the InstallSheild Wizard has
completed, you are given the option to
launch the AP Manager Il program. Check
the box to run AP Manager Il and click
Finish to complete the installation.

If you checked the “Run AP Manager II” box
the program will launch and you will be
prompted with a login screen. The default
user name is admin and the default
password is admin. Continue to the next
section in this manual, “Using AP Manager
.

Confipure MySQlL Connector El

Configure MySAL Connector
Setting the connecting parameter e ’ )

Setup has complete the copying file. Before you run &P Manager 1, pou must
configure the MySOL Connector. click Nest. to start configure the MySGL
connectar.

Server 127001

User [ oot

Pazsward [

D atabase |a£m2db

Nest> | Cancel |

Configure MySQL Connector
Setting the connecting parameter

g

Setup has complete the copying file. Before pou run AP Manager |1, you must
configure tg = ySOL
=L Information ﬁ|

Usef

Database |apm2db

Mext » Cancel

@
InstallShield Wizard

=

InstallShield Wizard Complete

The InstallShield "Wizard has successfully installed AP Manager
1. Click Finish to exit the wizard.

¥ FRun AP Manager Il

Finizh I

Cancel
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Using AP Manager I

TO Iaunch AP Manager " @ 5etProgram Access and Defaulks llf] YideoLAM [
W2 Windaws Catalog @ D-Link AirPremier AG DWL-0ES30 »
® Go to the Start Menu % windows Update I vistaBiootPRO 3.3 v
® Select Programs Y Program Updates
® Seclect D-Link AP Manager Il &) Accessoriss »
® Select AP Manager Il &) Aduinsrative Tods ,
) ames »
D-Link 3
I D-Link AirPremier &P Manager 3

& D-Link &P Manager IT B AF Manager IT i

The main AP Manager Il screen will appear as shown below:

B AP Manager Il g@lg

;ystem View Hebp
OO D % B0 BE

= @ All Space L
(| AccessPoint Report
+ 1 Group
+ || MultiCenFfiguration 1
+ || Fault Manage
& l__l Report 3
[_] Assaciation
|| Security
|1 Utiization
) chanrel

Legend

un-manags [l

AecessPoint | Station Report J MModel Feport | Band R.eporti

Station Detail

MAC Address | 1P sddress | Bana | authentication RSl 1D Power Save Made

2007-06-29 09:49:16 FTP Server started on port 21.
2007-06-29 09:49:16 Trying to register for traps on port 162
2007-06-29 09:49:16 SnmpTrap initializtion success!
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General View

Discovering Devices

Before you can manage and monitor Access Points using the AP Manager I, you must
create a list of Access Points. The AP Manager can automatically search for and
“discover” Access Points on your LAN using the Discovery process.

Standard discovery

To initiate the discovery process, right-click anywhere of the blank area on the All Space
> Group view window and select Discover from the drop-down menu, as shown below.

\DDEE@@H@@E ¥

N

IP Address | Model Mame | Mac address | Metmask
El--- all Space

] General

e

-] MulkiCanfiguration Discover

[#-|_] Faul Manage PzED

D Taol Refresh

EH:' Repart Sign Rogue AP
1 Association
] Security Configuration  #
g oy
Wigw By »
1 Rague AP
1 Syslog Property

The following dialog window will appear during the Discovery process.

Dizcovenng devices.....

At the end of the Discovery process, the window will close and any Access Points
discovered will be added to the All Space > Group View window.
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Advanced discovery

The standard discovery can only discover the APs in the same sub network. To discover
the APs in the other network segments, highlight the All Space > Group view window,

click the Discover/Advanced Discover icon in the tools bar and select Advanced
Discover from the drop-down menu, as shown below.

Advance Discower @

Method

Start TP | 192 . 162 . 0 . 50 Start
Frd IE- | 192 . 168 . 0 . 100 | Caneel
Commmumity |

TimeCrut |

Enter the start/end IP, and then click the Start button to search the APs that can be
managed by AP manager Il in this IP range. Every detected AP is added an icon at the
front of record according to its type.

Explanation of icons:

™ Manageable AP.
The AP that cannot be ping, but its IP can be modified.
¥ The AP is offline or its SNMP engine is off.

The AP is specified as a Rogue AP. When the AP is online and its SNMP
engine is open, the device can be specified as Rogue AP by right-click the AP
and select the Sign Rouge AP item from the drop-down menu.

D-Link AP Manager II Software User Manual



Access Point Report

The General View > Access Point window, as shown below, displays the current list of
access points that the AP Manager Il has discovered. These Access Points are divided
into Managed APs and Unmanaged APs and the results are displayed graphically. The
Managed APs are listed in the Station Detail table below the Access Point Report.

B0 E & B0l BE

- . All Space )
(B8l ceneral AccessPoint Repont
+ | Group
+ |_] MultiConfiguration 1
+ [_] Fault Manage
= D Repork
D Association
|_] Security
| Ukilization
| Channel

Lagend

un-manags [l

Arrass Print | Station Report | Model Eeport J Eand Report J
Station Detail

MAC Address IP Address | Band | Authentication RSEI 531D Powrer Save Mode

[»

|4

2007-06-29 09:49:16 Trying to register for traps on port 162
2007-06-29 09:49:16 SnmpTrap initializtion success!

quu?-u&za 09:49:16 FTP Server started on port 21.

The Station Detail table lists the MAC Address, IP Address, Band, Authentication type,
RSSI, SSID, and Power Save Mode of all stations connected to the Managed APs.

The Station Detail table allows you to kick off the station from its associated AP. To
remove a station from the AP, right-click the station in the Station Detail list and select
kick off item from the drop-down menu.

Below the Station Report table is a real-time display of the SNMP report exchange
between the AP Manager Il and the Managed APs.
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Station Report

The General View > Station Report displays a graphical representation of the managed
APs, as shown below. It classifies the APs by bands, and shows the station numbers of
every band.

EElEEE T Y

Point Siation Rapoxt | Model Feport | Bud Raport |
| Station Detail
MAC A [Tk [ axa | dtentication | 751 T | Pomer Savs Mics |
O04095AF74E7 102453177 20211 WPA-Personal 98 Bulti-2310 1 Off

2007-05-05 13:45:38 Device: 10.24.69.177 SNMPPing Ok!
2007-05-05 15:49:38 Device: 10.24.69.177 SNMPPing TimeOut!
2007-05-05 15:50:37 Device: 10.24.69.177 SNMPPing Ok!
2007-05-05 16:00:38 Device: 10.24.69.177 SNMPPing TimeOut!
2007-05-05 16:01:07 Device: 10.24.69.177 SNMPPing Ok!
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Model Report

The General View > Model Report displays a graphical representation of the numerical
distribution of models the AP Manager Il has discovered and is currently managing. It
shows the numbers of every model.

DD E &S0l

e
Legend

DWL-S2004P -

DaP-2330
AcezssPoint | Station Report  Modsl Raport | Band Feport |
| MAC dddress [ 1P address [ B [ uthentiostion | msst | ssp [ Fowsr save Made |
2008-06-1110:29:33 Device: 192.168.0.50 SNMPPing TimeOut ~
2008-06-1110:31:05 Discover Completed! )
2008-06-1110:31:05 Device: 192.168.0.50 SKNMPRing TimeCut A
2008-06-1110:31.55 Discover Completed! : |
2008-06-11 10:31:57 Device: 192.168.0.50 SNMPPing TimeOut @J

feady Logliser | admin
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Band Report

The General View > Band Report displays a graphical representation of the distribution
of WLAN bands (802.11a, 802.11b/802.11g and 802.11b/g/n) currently being used by the
APs the AP Manager Il is managing. It shows the AP numbers of every band.

OO E %S0 lu

Logend

1 [ F
1k

1ibgn [

hocessPoint | Station Report | Model Report Band Repont |
- Station Dtail
| MAC Addvess [ 1P address [ Bana [ Authentication [ BS51 [ sstp [ Power Save Mode |

e |

2008-06-1110:29:33 Device: 192 168.0 50 SNMPFing TimeOutl -~

2008-06-11 10:31:05 Discover Complated!

2008-06-11 10:31:05 Device: 192.168.0.50 SNMPFing TimeOutl ).

2008-06-11 10:31:86 Discover Completed| y (]
| 2008-08-11 10:31:57 Device: 192 168.0.50 SHMPFing TimaOut! >

teady Loglizer | adnin
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Group View

The Group window, as shown below, displays the APs the AP Manager Il has discovered
and is currently managing. You can group these APs by model or into categories that can
make their distribution easier to visualize.

The AP Manager Il can actively monitor and manage five models of D-Link Access Points

- the DAP-2590, DWL-2700AP, DWL-3200AP, DWL-7700AP, and the DWL-8200AP. The
models are installed as the form of plug-in under the installation directory of AP Manager Il,
it is flexible to add or remove a supported model.

Any of these APs that are detected during the discovery process will be listed in the main
window of the AP Manager.

BEE & B0 GE AL LG

IF Addre=s Model Hame MAC Address HetMazlke FY wersion
= . A1l Space =4 192 1R83.0.50 DAF-2530 000551339310 Z55. 255 255.0 1.00
[:I Ferneral

- ] Medel
| ] DWL-TTODAR
| DHL-2T00AF
[ ] IWL-32004F
[_] IWL-32004F
|_] DaP-2530
+ D Categoryl
D CategoryZ
D Category3

To delete the APs from the group view window, highlight the AP and select the Delete
item from the right-click menu.
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Configuration

Any individual Access Point that the AP Manager Il has discovered can be configured by
right-clicking on that Access Point’s icon, displayed in the Group or Category View - as
shown below.

DEE & B0 x| BES 2

IF Addre=s Model Hame
= - A1l Space ¥ 192 185.0.50 Discover 255,255, 255. 0
g reneral Delete
- Gt oup
Befresh
| Mo d=1 Bhres
| ] DHL-TTOOAF Sign Eozue AF
| ] DHL-Z2T004AF
| ] DHL-S2004F Confizuration Set IF
| ] DHL-32004F Sorti ,| Update Config
DAP-2530 R TR
1 »
+ D Categoryl View By
Web manage
D Eefiagmmi Froperty
D Category3 Telnet
+ D MaltiConfi guration
Set Paszword
+ D Fault Managze
+ D Taol
- D Beport

Under the Configuration menu entry, you can select Set IP, Update Config, Upgrade
Firmware, Web manage, Telnet, or Set Password. Each of these options is described in
the pages that follow.
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Set IP

You can manually set the IP Address of a selected Access Point. Selecting Set IP will
open the following dialog box.

Set IP X

IT fddre=ss | 192 168 . 0O . 30

Subnet Mask | 55 . 955 . 255 . 0

Default Gateway | o .0 .0 .0

For each Access Point the AP Manager Il has discovered, you can use this function to
assign a new IP address and Net Mask to the device. Enter the new IP address, net mask
and default gateway in the appropriate field and click the OK button.

IP Address | Model Mame | MAC Address | MetMask | P version | Location | action | Resul: |
192.1658.5.82 DWL-32004F 001 CFO0SEE30 255,255.255.0 2,10
4 192.168.0.50 DaP-2590 000550895760 255,255.255.0 2.0

172.18.213.35  DWL-77006P 005000220944  255.255.255.0  v3.20 Reset

Action column shows the executing operation, for example: Set IP, Reset, and OK
(Operation successful), and Result column shows the executive progress by percentage.
You can set the IPs of multi devices at the same time.

If the operation is failed, please check whether the device and AP manager Il are logically
connected and the username and password are correct, for more information, refer to Set
Password section.

When the selected Access Point’s IP address has been set, this window will close and the
IP address and Net Mask information presented in the Group view table will be changed to
reflect the update.
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Update Configuration

When updating the device configuration, a new window specific to the AP being updated
opens, which allows you to configure settings but does not actually apply the settings to
the device unless you click the Apply button. You can also save and load configuration
files from this window. When you load a configuration file, you must click Apply if you
want the settings to be applied to the selected device(s).

Home Basic Adwanced Tools Status System  Help

System Information

Information Model Hame DWwWL-32004F
System Time MNat Available
Up Time 0:00:25.00
Firroweare Version w240
IP addiess 192.168.0.50

Note: See the section “Configuring 802.11a/b/g APs with AP Manager II” and
“Configuring 802.11n APs with AP Manager II” for more information on updating the
configuration of an AP.
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Upgrade Firmware

For each Access Point the AP Manager Il has discovered, you can use this function to

upload a new firmware file to the device.

UP Firmware E|
Boduls Hawme | Firvnare | Eait |
DWL-32004F Edit
cons

Click Edit to select the update firmware file from the appropriate field.

Open

2x

Look in: | | Firmware

L ZZ00AP-firmmare-v310-r0103 Hp

R e il

File name:

|DWL32|:ID.t’-‘-.F'-firmware-v31 Q-1 03.tp

Files of type: |firmware filef™.tfp]

I Open as read-only

ﬂ Cancel

Click the OK button to upload the firmware.

UP Firmware

K

ettings'Benjarun.c...

C\Domuments and 3

Caneel
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When the selected Access Point’s firmware has been updated, this window will close and
the firmware version information presented in the Group view table will be changed to
reflect the update.

Web Manage

Selecting Web Manage from the drop-down menu will open your PC’s web browser and
automatically direct it to a selected Access Point’s IP address. This will allow you access
to the Access Point’s built-in web-based manager. The first window to open will be the
Windows User name and Password dialog box, as shown below.

Connect to 192.168.0.50
R

DL -F2004F

Liset narme! | | v |

Password: [ [

[ ]remember my passwaord

[ (8] 4 H Cancel ]

Enter the appropriate User name and Password into the fields above and click the OK
button. Your PC’s web browser will open and the Access Point’s IP address will be
entered into the address field. You can then configure the Access Point using its built-in
web-based manager as you would normally. There is no difference in using an Access
Point’s web-based manager initiated by the AP Manager Il or any other method.
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Telnet

Selecting Telnet from the drop-down menu will open your PC’s web browser and
automatically direct it to a selected Access Point’s IP address. This will allow you access
to the Access Point’s built-in Telnet CLI manager. The first window to open will be the
Telnet console. Enter the appropriate User name and Password and press the Enter key,
as shown below.

resz Enter to login

—1ink Corp. Access Point login: admin
assword:

Atheros Access Point Rev 4.1.2.56

D—1ink Corp. Access Point wlanl -3

Set Password

Selecting the Set Password option will allow you to set a new login password for the AP
being configured. The screen shown below will pop up, enter a new password and click
OK.

Note: The username and password must accord with the one entered in the web login, or
the execution of Set IP function will be failed.

S5et Password E

Set the password for AP

User Harme

Passarord |

Ok Cancel
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Sorting

You can sort the order the Access Points that have been detected by the AP Manager |l
by IP address, by Location, or by Type - as necessary - by right-clicking anywhere on the
Group view window and selecting Sorting followed by the sorting criteria.

B AP Manager II

System  Miew Tool Help

0O E it = 74, (|8, oy ||
. 2
IP Address | Madel Marme | Mac address
= ' All Space 192.168.5.82 CAWL-82004P 001CFOOSEES0
----- -] General L# 192,168.0,50 DAP-2590 N00SSCE9E76D
- ] 77 18 713 %5 il - Z7O0AF 0050 09
l:l MultiCDnFiguratiDn Discover
#-_] Fault Manage Delete
I 17 Toal Refrash
- l:l Report )
l:l Association sign Rague AP
D Security Corfiguration ¥
] Utilization -
D Channel Sorting By IPAddress
{:I Rogue AP Wiews By 3 By Location
L] Syslo By Type
{:I vsRed Property T

Explanation of sorting types:

B |P Address: Sorting by IP Address column.
B Location: Sorting by Location column.

B Type: Sorting by specified AP types, the types are: Unmanaged, Managed,
Rougue AP.

You can classify the APs to the different groups, right-click one of the three sub items
category 1, category 2, or category 3 of Group, and select Create Group from the drop-
down menu to create a new group, as shown below.

IP Add

B- - all Space
----- ol ] General
I___l 11 Group
I -] Model

D Cat|  Create Group
) catl  Update Group
-] MultiCal  Delete Group

[ Faul: M ,

B-L Tool Enane

= {:l Repart | |
e i
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In the group creation window, enter a description in the Group Name and choose the
members in the Manager members, then click OK button to create a new group.

Create Group §|

Easie Infor

Group Hame |

Create Date | = Create By

Ramark

Managzer memeber
Aorailable memher Selected mermber

Everpone Evervons
==
==

=

You can add APs to the sub-group by dragging the APs from the main group view list to
the group you created under the category sub item, as shown below.

El--- all Space
] General
Ela Group
& Model
=] Categoryl

L] Cateqary?

The type of the AP will be changed to Managed and the icon will be changed to ™.

IP Address | Madel Hame | MaC address | MetMask | P version |
El-- All Space M 172.158.213.35 DWL-7700AF 005000220948 255,255, 255.0 w3, 20
D General 192.165.5.82 DWWL-3200AF O01CFO0SEE30 255,255,255.0 vz, 10
Ea Eroup k4 192,168.0,50 DapP-2590 000S50E9s7a0 255,255,255.0 2.0
: l:l Model
B e e
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View

You can also change the way the list of Access Points detected by the AP Manager Il are
displayed by right-clicking anywhere in the Group View window and selecting View By
followed by Icon, Small Icon, List, Report, Show Active, or Show All - as shown below.

fimffs[f= "3 Y AU -] 3 R

IF Address | Model Hame | MAC Addre=s | HetMask

Discover
Delete
Refresh

Sign Rogue AP

Configuration F#

Sorting L4

View By Ieon
Small Teon
List

Froperty

Report

Show Active
Show A1l
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Property

You can also view the properties of Access Points detected by the AP Manager Il by right-

clicking the AP in the Group View window and selecting Property - as shown below.

Property E|
Basic Information
Model Hame |
MAC Addvess
IF dvddress | 92 . 168 . 0 . 50
Location |
G | Set Cancel

You can enter a description string in the Location textbox to describe the AP, and click
Set button to apply the change.
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Configuring 802.11a/b/g APs with AP
Manager Il

When updating the device configuration, a new window specific to the AP being updated
opens, which allows you to configure settings but does not actually apply the settings to
the device unless you click the Apply button. You can also save and load configuration
files from this window. When you load a configuration file, you must click Apply if you
want the settings to be applied to the selected device(s).

Home Basic Advanced Tools Status System  Help

9 System Information

Infatmation Model Name DwL-32008P
System Time Mot Avadable
Up Time (:00:25.00
Fumware Version w240
IP address 192.168.0.50

Basic

Advanced
Tocls
Status

Systern

Okl

Navigate the AP configuration using the menu on the left side of the window. This menu
contains the following sections, Home, Basic, Advanced, Tools, Status, and System.
These sections and their menus will be discussed in detail in the following pages.
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Home > Information
Home Basic Advanced Tools Status System  Help

9 System Information II

Infarmation Model Narme DWL-32004P
System Time Not Avadable |
Up Time 0:00:25.00
Fumware Wersion v2.40
IP address 192.168.0.50

Basic

Advanced
Tools
Statug

Systern

Ok!

The Home > Information page contains basic configuration information about the access
point being configured. This information includes the Model Name, System Time, Up
Time, Firmware Version and IP address.

There will be minor differences when using AP Manager Il with a single band AP and a
dual band AP. This manual references both 802.11a and 802.11g configuration settings.
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Basic > Wireless

Home EBasic Advanced Tools Status  System  Help

Wireless -

Wieless Band  [IEEE 802115 -
AP Mode Access Point -
S5ID |d|ink
551D Broadcast Enable =
Chanrel ] 522 GHz W AutoChannel Scan
Authentication |Dpen System j
F.ey Settings
Encryption Enable - Key Size B4 Btz =
Walid ey First - K.ey Tupe HE» -
Firzt ey | ““““““““““ Second Fey |
Third F.ey | Faurth ey |
Advanced
Tools
Apply
Status
System

et DK,

Wireless Band:
SSID:

SSID
Broadcast:

Channel:

AP Mode:

Select the wireless band to configure, 802.11a or 802.11g.
The Service Set (network) Identifier of your wireless network.

Enabled by default, selecting Disable allows you to disable the
broadcasting of the SSID to network clients.

Allows you to select a channel if the Auto Channel Scan is unchecked.

The channel of an 802.11a network may not be set manually in certain
regions (e.g. Europe and USA) in order to comply with DFS (Dynamic
Frequency Selection).

There are 3 AP modes:
Access Point

WDS with AP

wWDS

Please see the following pages for an explanation of all the AP
modes.
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Basic > Wireless > Authentication

Home Basic Advanced Tools  Status  Swskem  Help

Wireless -

WielessBand  [IEEE 80211a B
AP Mode Access Point hd
SEID |diink
551D Eroadcast Enable =
Charinel j 52 GHz M AuoChannel Scan
Authentication |WP.ﬂ.-PersonaI j
o St b oy
s Open System / Shared Key o
E hcryption i whPa-Personal 1
WP Db WPA-E nterprise
. I— WP 2-Perzonal
Valid key WPAZ-Enterprise =
' WRA-Auto-Personal —
First Key WwPA-Auto-Enterprize w fiKey |
Third Eey | Fourtk Key |

Advanced
Tools
Apply
Status
Syztem
ok O,

Open System: | The key is communicated across the network.

Shared Key: | Limited to communication with devices that share the same WEP
settings.
Both: | The key is communicated and identical WEP settings are required.
Authentication: | Select Open System/Shared Key to allow either form of data

encryption.

Select WPA-Enterprise to secure your network with the inclusion of
a RADIUS server.

Select WPA-Personal to secure your network using a password and
dynamic key changes. (No RADIUS server required.)

Select WPA2-Enterprise to secure your network with the inclusion of
a RADIUS server and upgrade the encryption of data with the
Advanced Encryption Standard (AES).
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Select WPA2-Personal to secure your network using a password
and dynamic key changes. No RADIUS server required and
encryption of data is upgraded with the Advanced Encryption
Standard (AES).

Select WPA-Auto-Enterprise to allow the client to either use WPA-
Enterprise or WPA2-Enterprise.

Select WPA-Auto-Personal to allow the client to either use WPA-
Personal or WPA2-Personal.

Security

AP Mode | Authentication Available

Access Point | Open System

Shared Key

Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

WDS with AP | Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

WDS | Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal
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Basic > Wireless > Access Point > WEP Encryption

Home Basic  pgdvanced Tools  Status  Swskem  Help

Wireless ~

wireless Band  [IEEE 80211a |
AP Mode Access Point -
ESID \diink
55|D Broadcast Enable =
Channel 522 GHz v AutoChannel Scan
Authentication |Dpen System ﬂ
K.en Settings
E nhemyption Enablz - Key Size B4 Bits -
Walid k.ey First - Key Type HE® -
First Key | xxxxxxxxxx Second Key |
Third K.ey | Fourth key |
Advanced
Tools
Apply
Status
Syztem

Get Gk,

Authentication: | Select from the drop-down list the type of authentication to be used
on the selected device(s). In this example you may select Open,
Shared, or Open System/Shared Key.

Encryption: | Enable or Disable encryption on the selected device(s).This option
will only be available when security is set to Open or Open System/
Shared Key.

Valid Key: | Select which defined key is active on the selected device(s). This
option will only be available when security is set to Open, Shared, or
Open System/Shared Key.

Key Values: | Select the Key Size (64-bit, 128-bit, or 152-bit) and Key Type (HEX
or ASCII) and then enter a string to use as the key. The key length is
automatically adjusted based on the settings you choose. This option
will only be available when security is set to Open, Shared, or Open
System/Shared Key.
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Basic > Wireless > Access Point > WPA/WPA2 - Enterprise

Home Basic Adwvanced Tools  3tatus Swskem Help

Wireless -

wilelesy Barnl |IEEE 802119 j

AP Mode Accezz Point -

551D |dlink

551D Broadcast Enable =

Channel 2437 GHz ¥ Auto Channel Sean

Authentication [WPAEnterprise d|

Radiuz Server Setlings

Cipher Type fato - ggjﬁgé{;gagap]date [rteryval 1300
Radius Serve | Radius Port [1-65535) e
Fadiuz Secre: |

Accounting b ode Disable :l' Accounting Port

Accounting Server |

Advanced

Tools
Apply
Status
Syztem
Get Ok,

Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Upd | Select the interval during which the group key will be valid. 1800 is
ate Interval: | the recommended setting. A lower interval may increase key update
frequency.

RADIUS Server: | Enter the IP address of the RADIUS server.
RADIUS Port: | Enter the port used on the RADIUS server.
RADIUS Secret: | Enter the RADIUS secret.
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Basic > Wireless > Access Point > WPA/WPA2 - Personal

Home Basic  pgdvanced Tools  Status  Swskem  Help

Wireless ~

wireless Band |IEEE 802.11g j
AP Mode Accers Point hd
ESID \diink
55|D Broadcast Enable =
Channel 2437 GHz v Auto Channel Scan
Authentication |WF‘.~’-‘«2-Persona| ﬂ
FPazzPhraze Settings
Cipher Type Auta - gr;&%é(;ggggp]date Interval 1800
PazzPhrage |
Advanced
Tools
Apply
Status
Syztem

Get Gk,

Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Upd | Select the interval during which the group key will be valid. 1800 is
ate Interval: | the recommended setting. A lower interval may increase key update
frequency.

PassPhrase: | Enter a PassPhrase between 8-63 characters in length.
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Basic > Wireless > WDS

Home Basic  pgdvanced Tools  Status  Swskem  Help
wireless Band  [IEEE 80211a -
AP Mode WwWhS -
551D |dlink
5SID Broadcast Enable  «
Channel 44 5 522 GHz [
WS
Femote AP MAC Address
Site Survey
Type | Channel | Signal(z) | BSSID | Security | ssiD Sean
Advanced -
Tools
Apply
Status
Syztem
ek Ok,

WDS: | A Wireless Distribution System that interconnects so called Basic
Service Sets (BSS). It bridges two or more wired networks together
over wireless. The AP wirelessly connects multiple networks without
functioning as a wireless AP.

Remote AP MA | Enter the MAC Addresses of the other APs you want to connect to
C Address: | using WDS mode.

Site Survey: | Click the Scan button to search for local APs.
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Basic > Wireless > WDS with AP

Home Basic  pgdvanced Tools  Status  Swskem  Help
wireless Band  [IEEE 80211a -
AP Maode WwWhS withaP
551D |dlink
5SID Broadcast Enable  «
Channel 44 5 522 GHz [
WOS with AP
Femote AP MAC Address
Site Survey
Type | Channel | Signal(z) | BSSID | Security | ssiD Sean
Advanced -
Tools
Apply
Status
Syztem
ek Ok,

WDS with AP: | Wireless Distribution System with Access Points. APs in a network
are wirelessly wired together and connected via a Distribution
System. The AP wirelessly connects multiple networks, while still
functioning as a wireless AP.

Remote AP | Enter the MAC Addresses of the other APs you want to connect to
MAC Address: | using WDS mode.

Site Survey: | Click the Scan button to search for local APs.
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Basic > LAN > Dynamic (DHCP)
Home Basic  pgdvanced Tools  Status  Swskem  Help

LaM Settingz
Get IP From | Dynamic [DHCP) |

Apply

Advanced

Tools
Status

Syztem

Get IP From: | When set to Dynamic (DHCP) the AP(s) will function as a DHCP
client(s). This allows them to receive IP configuration information from
a DHCP server.
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Basic > LAN > Static (Manual)

Home Basic  pgdvanced Tools  Status  Swskem  Help

LaM Settingz

Get IF From | Static [Manual] ]
P address | 192 168 . 0 . A0
Subnet Mask | 255 . 285 . 28G . O
Default Gateway | oo .0 .0

Apply

Advanced

Tools

Status

Syztem

Get IP From: | When set to Static (Manual) the access point(s) must have a static IP
address assigned to them.
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Advanced > Performance > 802.11a

Home Basic  Advanced  Tools  Status  Swskem  Help

Hame

Seuls Advanced Wireless Setting:
Advanced WielessBand  |IEEE B02.11a =]
\g Frequency h.22 GHz Advance Data Rate Settings
Peormance Data Rate |."3«ut|:| ﬂ [~ Enable Data Rate Control
\('& Beacon Interval [20 - 1000] 100 BMb/sec
DTIM [1 - 255) |1 Shb/sec
: Fragmertt Length [256 - 2345 2346 12Mb/sec
\<& RTS Length (256 - 2346) |2348 TaMb/sec
s Transmit Power |Fu|l j 24mb/sec I—_|
\g Channel | J 3EMbsec I—_|
DHCF Server Radio |ON | | deMbisee [4
: Wik |Eniable ~| | BaMblsec
\g Super Mode |Disah|e ﬂ
e Antenna Diversity |Enable j
\ &
Rogue &P n J
Tools
Statuz Apply
System

Gek 0K,

Frequency: | Displays the current frequency of the wireless band.

Data Rate: | Set to Auto by default; use the drop-down list to select the maximum
wireless signal rate for the selected device(s).

Beacon Interval | Beacons are packets sent by an access point to synchronize a
(20~1000): | network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM(1~255): | DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

Fragment Length | This sets the fragmentation threshold (specified in bytes). Packets
(256~2346): | exceeding the value set here will be fragmented. The default is
2346.

RTS Length | The RTS value should not be changed unless you encounter
(256~2346): | inconsistent data flow. The default value is 2346.

Transmit Power: | Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum
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Auto Channel:

Radio:
WMM:

Super Mode

power. This tool can be helpful for security purposes if you wish to
limit the transmission range.

Enable this option to automatically select the most optimal channel
available for wireless networking and to scan for the least populated
channel.

Select ON or OFF to control the signal status of the device.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.1 1e WLAN QoS standard.

Select Super A to enable a wireless signal rate of up to 108Mbps.
Super A is a group of performance enhancement features that
increase end user application throughput in a 802.11a network.
Super A is backwards compatible with standard 802.11 a devices.
For ideal performance, all wireless devices on the network should be
Super A capable.

Super A Mode Function

Disabled

Standard 802 113 support. Mo enhanced capabilities.

Super A without Turbo

Capable of Packet Bursting, FastFrames, Compression. Mo Turbo mode.

Super A with Dynamic Turbo

Capable of Packet Bursting, FastFrames, Compression, and Dynamic Turbo mode. This

only enabled when all devces on the wireless network are configured with Super A and
Cynamic Turbo enabled.

Super A with Static Turbo Capable of Packet Bursting, FastFrames, Compression, and Static Turbo mode. This
setting is not backwards compatible with nonTurbo {legacy) devces. Static turbo mode is

always on and is only enabled when all devices on the wireless networlk are configured
with Super A and Static Turbo enabled.

Antenna | This option is Enabled by default. When enabled, each radio will

Diversity:

automatically switch to the antenna with the greatest RSSI value.
When disabled, each radio will use its main antenna - when facing
the AP, 5GHz transmits from the right antenna, while the 2.4GHz
radio uses the antenna on the left.
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Advanced > Performance > 802.11g

Home Basic  Advanced  Tools  Status  Swskem  Help
Basic Advanced Wireless Setting:
Advanced Wieless Band  |IEEE 802.11g =]
\g Frequency 2437 GHz Advance Data Rate Settings
Prrfrimanre Dala Rale [ &t | [ Erabls Data Rate Control
\(& Beacon Interval [20 - 1000) 100 et -
Eiter DTIM (1 - 255) I Rllgte -
: Fragment Length (256 - 2345) (2345 5.5Mb/sec =l
\<ﬁ RTS Length 256 - 234F) |2348 BMb/sec
Eoeuping Trarzmit Power | Full ﬂ Ib/zec |—4|
\g Channel |E ﬂ Tikb/sec |—4|
DHCP Server Fadio |ON R [
_ Wb |Enable | | 18Mblsec =
\g Super Mode |Disah|e ﬂ 24Mhisen :‘
Mult-551D antenna Diversily [Enable o] | 3Mbisec [Enable ]
\(& \wireless B/G Mode [ Mized - 45Mbisec
Rogue oF d Preamble | Shert and Lang <] | SaMblsec Reset |
Toolz
Status Apply
System
Gek Ok,
Frequency: | Displays the current frequency of the wireless band.
Data Rate: | Set to Auto by default; use the drop-down list to select the

Beacon Interval
(20~1000):

DTIM(1~255):

Fragment Length
(256~2346):

RTS Length (256~
2346):

Transmit Power:

maximum wireless signal rate for the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown
informing clients of the next listening window for broadcast and
multicast messages.

This sets the fragmentation threshold (specified in bytes). Packets
exceeding the value set here will be fragmented. The default is
2346.

The RTS value should not be changed unless you encounter
inconsistent data flow. The default value is 2346.

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), mini-
mum power. This tool can be helpful for security purposes if you
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Auto Channel:

Radio:
WMM:

Super Mode:

Antenna Diversity:

Wireless B/G
Mode:

Preamble:

wish to limit the transmission range.

Enable this option to automatically select the most optimal channel
available for wireless networking and to scan for the least
populated channel.

Select ON or OFF to control the signal status of the device.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.11 e WLAN QoS standard.

Select Super G to enable a wireless signal rate of up to 108Mbps.
Super G is a group of performance enhancement features that
increase end user application throughput in a 802.1 1a network.
Super G is backwards compatible with standard 802.11 g devices.
For ideal performance, all wireless devices on the network should
be Super G capable.

This option is Enabled by default. When enabled, each radio will
automatically switch to the antenna with the greatest RSSI value.

Select Mixed, 11g Only, or 11b Only.

Select Short and Long (recommended) or Long-Only.
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Advanced > Filter > Wireless MAC ACL

Home Basic  pdvanced Tools  Status  Syskem

Home

Baszic

% Wireless MAC ACL ™ wWLAN Partition
Advanced
; Wireless MAC ACL
Perfarmance Wwireless Band |IEEESD2.1 1g j
\g Access Control Disable
Filter
MAC Address |

\<& MAC Address

Grouping 1D | MAL Address

\

DHCF Server

$
Multi-5510

Q Del
Rogue AF n
Apply

Tools

Status

Syztem

Get Gk,

Wireless Band: | Select the 802.11a or 802.11g wireless network to apply the
access control filter to.

Access Control: | When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for
entering MAC addresses. When Accept is selected, only devices
with a MAC address in the list are granted access. When Reject is
selected, devices in the list of MAC addresses are not granted
access.

Access Control | Add or Delete MAC addresses in the Access Control List.
List:
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Advanced > Filter > Wireless MAC ACL

Basic

Home Basic Advanced Tools Status  System  Help

" wireless MAC ACL {+ wiLAN Partition
Advanced
! WwLaM Partition Settiings
F’ Wireless Band |IEEE 802112 k2
Performance
Internal Station Connection [¥ Enable
\g Ethermet to WLAM Access ¥ Enakble

\

Grouping

Tools

Status

Internal Station Connection Between 802114 & 802119

[v¥ Connection Enabled

Apply

Syztem

Get Gk,

Internal Station
Connection:

Ethernet to WLAN
Access:

Internal Station
Connection:

Enabling this allows wireless clients to communicate with each
other. When this option is disabled, wireless stations are not
allowed to exchange data through the access point.

Enabling this option allows Ethernet devices to communicate with
wireless clients. When this option is disabled, all data from
Ethernet to wireless clients is blocked. Wireless devices can still
send data to the Ethernet devices when this is disabled.

Check the “Connection Enabled” box to allow communication
between devices on the 802.11 a network and devices on the
802.11 g network.
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Advanced > Grouping > AP Grouping Settings

Home Basic  pgdvanced  Tools BN Swstem  Help

Baszic

AP Grouping Sethings
Advanced

g Load Balance Dizgable =
Perfarmance User Limit [0 - £4)

\<& Apply

Grouping

¢

DHCP Server

Rogue AP ﬂ

Status

System

Gek 0K,

Load Balance: | Disabled by default, select Enable to activate load balancing
among the APs.

User Limit: | Enter a user limit amount, between 0-64.
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Advanced > DHCP Server > Dynamic Pool Settings

Home Basic Advanced Tools Status  System  Help

Hame DHCP Server =
Basic DHCP Server Settingz
Advanced

v Dunamic Pool Settings " Static Poal Settings " Current |P Mapping List

U

Ferformance

Enable =

Function Enable/Disable

Dynamic Pool Settings

2

\

Multi-551D

Diamain Mame

IP Assigned From | o f ‘ ’

The Range of Poal (1-255) [
\<§ SubMask 0. 0.0 .0
Grouping

Gateway | 0 ¢ ’
\9 Wing | LR

DHCP Server
DS | g b0 ’

Lease Time [B0 - 31536000 zec) |U

Rogue AP n

Status

Tools
Apply
Status
Syztem

Dynamic Pool Sett
ings:

Function Enable/D
isable:

Assigned IP Fro
m:

Range of Pool
(1~255):

SubMask:
Gateway:
Wins:

DNS:

Click to enable Dynamic Pool Settings. Configure the IP address
pool in the fields below.

Enable or disable the DHCP server function.

Enter the initial IP address to be assigned by the DHCP server.

Enter the number of allocated IP addresses.

Enter the subnet mask.
Enter the gateway IP address, typically a router.

Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.

The IP address of the DNS server, if applicable.
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Domain Name: | Enter the domain name of the AP, if applicable.

Lease Time: | The period of time that the client will retain the assigned IP
address.

Status: | This option turns the dynamic pool settings on or off.
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Advanced > DHCP Server > Static Pool Settings

Home DHCP Server -

Basic DHCP Server Settings
Advanced " Dunamic Pool Settings {* Static Pool Setiings " Current |P Mapping List
\g Function Enable/Disable Enable =
Performance =
M Static IP Pool Adding [X]
\(& Static Pool 5 ettings | Gateway | DN5S | Wwin
Azzigned IP | c .o . 0.0
[ & Assigned MAC Address 000000000000
Grouping
: S ubMask 0.0 .0 .0
9 Gateway 00 0 .0
DHCP Server
\. wing | o . o0 .0 0
Multi-551D DMS 0.0 .0 .0
\g Diarnain M anme | | >
Rogue 4P n Status OrFF = Add |
Tools
Statuz Apply
Syztem

e

Static Pool Settings: | Click to enable Static Pool Settings. Use this function to assign
the same IP address to a device at every restart. The IP
addresses assigned in the Static Pool list must NOT be in the
same IP range as the Dynamic Pool.

Function | Enable or disable the DHCP server function.

Enable/Disable:
Assigned IP: | Enter the IP address to be statically assigned by the DHCP
server.
Assigned MAC | Enter the MAC Address of the wireless client.
Address:

SubMask: | Enter the subnet mask.
Gateway: | Enter the gateway IP address, typically a router.

Wins: | Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.
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DNS: | The IP address of the DNS server, if applicable.
Domain Name: | Enter the domain name of the AP, if applicable.

Status: | This option turns the static pool settings on or off.
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Advanced > DHCP Server > Current IP Mapping List

Home Basic  Advanced  Tools  Status  Swskem  Help

DHCP Server -

DHCP Server Settings
" Dunamic Pool Settings

Home
Bazic

Advanced

\

Performance

N
L

Grouping

" Static Poal Settings &+ Current P Mapping List

Current DHCP Dynamic Pools
Current Dynamic MAC

Index Current Dynamic Azzigned [P | Curent Dynamic Lease

Current DHCP Static Poals
Index | Current Static MAC | Current Static Assigned [P |

\

DHCF Server

\
Multi-5510
O

Rogue AP ﬂ

e Fiefrezh
Status
System

o

This screen displays information about the current DHCP dynamic and static IP address
pools. This information is available when you enable the DHCP function of the AP and
assign dynamic and static IP address pools.

Current DHCP
Dynamic Pools:

Current Dynamic
MAC:

Current Dynamic
Assigned IP:

Current Dynamic
Lease:

Current DHCP
Static Pools:

Current Static
MAC:

These are IP address pools to which the DHCP server function has
assigned dynamic IP addresses.

The MAC address of a device on the network that is within the
DHCP dynamic IP address pool.

The current corresponding DHCP-assigned dynamic IP address of
the device.

The length of time that the dynamic IP address will be valid.

These are IP address pools to which the DHCP server function has
assigned static IP addresses.

The MAC address of a device on the network that is within the
DHCP static IP address pool.
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Current Static | The current corresponding DHCP-assigned static IP address of the
Assigned IP: | device.

D-Link AP Manager II Software User Manual 51



Advanced > Multi-SSID

Home Basic  pgdvanced Tools  Status  Swskem  Help

Basic Multi-551D Settings
Advanced Iv Enable Mulb-5510 I Enable YLAM State f* both € 11a { 11g
\(& i (IEEE 80211 ] | | YLAN D
Perfarmance MSSID |ndex |Primar_|,.| SSID ﬂ =211} |
\g Security | J Ethemst ~ [
Fey Settings
F.ey Size | J Fey Index
\<& Fey Type | J Fey W alue |
Grouping
FMuli-3510
. Index 5510 Band E ncyption WLAM (D Ethernet
\9 Primary dlirk. Ma OFF OFF LA&M1
R Frimary dlirnk 11g OFF OFF LAaM1
Multi-5510
Rogue AF n
Tools
Statusz Apply
Syztem

Get Gk,

Enable Multi-SSID: | When Multi-SSID is enabled, you can configure your SSIDs for
either Both, 11a only, or 11g only networks.

Enable VLAN: | Check to enable VLANS.
Band: | Select the wireless band (IEEE802.11a or IEEE802.11g).

MSSID Index: | Service Set Identifier (SSID) is the name designated for a specific
wireless local area network (WLAN).The SSID factory default
setting is dlink. The SSID can be easily changed to connect to an
existing wireless network or to establish a new wireless network.

VLAN ID: | Enter a VLAN number (0 - 4094).

MSSID Index: | You can select up to 7 MSSIDs per band, the default MSSID is the
primary, which puts the total to 8 MSSIDs per band.

Ethernet: | Select “LAN1” if you wish to configure the network on LAN 1
(PoE). Select “LAN2” to set up the network on LAN 2.

Security: | Select the security level from the drop-down menu.
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SSID Broadcast:

WEP Encryption
Key Index:
WEP Key:

WPA/WPA2 Perso
nal

Cipher Type:

Group Key Update
Interval:

Passphrase:

For each SSID, select to enable or disable the broadcast of the
SSID.

Select which defined key is active on the selected device(s).

In the first drop-down menu select HEX or ASCII. Select the level
of encryption (64, 128, or 162-bit) from the second drop-down box,
and then enter the WEP key in the box.

Select Auto, AES, or TKIP.
Enter the Group Key Interval (1800 is default).

Enter the WPA passphrase (between 8-63 characters).
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Advanced > Rogue AP

Home Basic  Advanced  Tools  Status  Swskem  Help

Hame Rogue AP ~
Seuls Fiogue AP Detection =
Advanced BSS Type
\('& * APESS " AdHoc (" Both
Performance Band
g ™ 11a ™ 11b ™ 11g
Security
. [T OFF [ wEP [~ wiP&-Enterprise [ wPa-Personal ™ WPA2-Enterprise
\g [ wWPa2-Personal [ wiPd-futo-Enterprise [ wPt-twto-Personal
Grouping
Fiogue AP List
Type | CH | BSSID Secuiity | Mode S5ID
APBSS 36 00037F0BATDD WwWiPAALto-Personal 802.11a DAP-1555_mk
APBSS 48 001195E0FDED WhAALto-Personal 802.11a dwilB220_miktg_
APBSS 1 001 73420C01E wPA-E nterprise &02.11g AF_dir525 —
APBSS 1 00 S5BE57450 WEF &02.11g 12345672
A4PEBSS 1 00134609E 440 WEF 802.11g
Rogue AP ﬂ ¥ | 3
EES Detect Aedd Del
Statuz
System AP List 2
k!
BSS Type: | The Basic Service Set Type allows you to select from AP BSS, Ad
Hoc, or Both.
Band: | Select the type of network (bands 11a, 11b, and 11g) that you would
like the AP detection to search on.
Security: | Select the Security type - Off, WEP, WPA-Enterprise, WPA-

Rogue AP List:

AP List:

Personal, WPA2-Enterprise, WPA2-Personal, WPA-Auto-
Enterprise, and WPA2-Auto-Personal that you would like to be
considering during AP detection.

This window shows all of the neighbor APs detected, which is based
on your criteria from above (BSS Type, Band, and Security). If the AP
is in the same network, or if you know the AP, just click on “Add” to
save it to the AP list.

This window shows all of the APs that are allowed access on the
network.
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Tools > Admin

Home Basic Advanced Tools Status  System  Help

Basic
Advanced

Laogin Settings

User Mame |adm|n

Tools

\g 0ld Pasaword |

Adrnin Mew Password |

Canfirm Mew Password |

Console Settings

Console Protocol i~ None * Telhet " S5H
Configuration File
Timeout 3 Mins :|'

\(& Apply

Status

System

Login Settings
User Name: | Enter a user name. The default is admin.
Old Password: | When changing your password, enter the old password here.
New Password: | When changing your password, enter the new password here.

Confirm | Confirm your new password here.
New Password:

Console Settings
Status: | Status is Enabled by default. Select “None” to disable the console.

Console Protocol: | Select the type of protocol you would like to use, Telnet or SSH.
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Tools >

Firmware and SSL

Home Basic  pgdvanced Tools  Status  Swskem  Help

Home
Basic
Advanced
Tools
$

Admin

\

Firrware ahd S5L

\

Canfiguration File

G

Statusz
System
Gek Ok,

Firmware and SSL ~

Update Firmware From Local Hard Drive

Firrnware Version w2 01

|Jpload Firmweare Fram File : Browse.. | UplLoad ‘

Update 551 Certification From Local Hard Drive

|Upload Certificate Fram File: | Browse.. | UplLoad ‘

Upload K.ey From File : | | ‘

Upgrade Firmware from Local Hard Drive

Download the latest firmware upgrade from http://support.dlink.com to an easy
to find location on your hard drive.

Click on the Browse button as shown above.
A popup window will appear. Locate the firmware upgrade file and click Open.

The path to the file will be displayed in the “Upgrade Firmware File From” field.
Click the Upload button to upload the file to the AP.

Update SSL Certification from Local Hard Drive

To update the SSL Certification on the AP, use the Browse buttons to locate the SSL

certificate
to the AP.

and key files on your local computer. Use the Upload buttons to upload the files
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Tools > Configuration File

Home Basic  pgdvanced Tools  Status  Swskem  Help

Home Configuration File

Baszic

Update Configuration File
Avanred

Toaks Update File | Bruwse| oK |

¢
Adrmin

g Load zettings to Local Hard Dinve Ok

Firmware and S5L

Download Configuration File

\

Canfiguration File

€

Status

Syztem

Get Gk,

The AP Manager Il software allows you to save the device settings to a configuration file.
To save a configuration file follow these steps:

B Select a device from the Device List on the main screen of AP Manager Il.
B Browse to the Tools > Configuration page of AP Manager Il.

B Click the OK button under Download Configuration File after you have all the
settings as you want them.

B A popup window will appear prompting you for a file name and location. Enter
the file name, choose a file destination, and click Save.

To load a previously saved configuration file, follow these steps:

B Click Browse to locate the device configuration file on your computer.

B A popup window will appear prompting you to locate the configuration file.
Locate the file and click Open.

B The path to the file will be displayed in the “Upgrade File” field. Click the OK
button to upload the configuration file to the AP.
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Tools > SNTP

Home Basic Advanced Tools Status  System  Help

Harme SNTP ~

D SNTP/NTP Information
Advanced
SHNTP/MTP Server IP 0o.on
Tools
\g SHTP/HTP Time Zone [GMT] Greermwich Mean Time : Dublin, Edinburgh, Lishon, London
Laocal Time

Adrmin

\(& SNTP/NTP Setting

SNTR/NTP Server IP |

\g SMTPAMTP Time Zone |[GMT] Greenwich Mean Time : Dublin, Edinburgh, Lishon, Londan ﬂ
Canfiguration File
Daplight Saving Time [~ Enalle

G

Apply

Status

Syztem

Get Gk,

SNTP/NTP Informa | The time server IP address, time zone, and the local time will be
tion: | displayed here.

Server IP Addres | Enter the IP address of a SNTP/NTP server.
S:

Time Zone: | Select your time zone from the drop-down menu.

Daylight Saving Ti | Check the box to enable daylight savings time.
me:
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Status > Device Information

Home Basic  pgdvanced Tools  Status  Swskem  Help
Home Device Information «
Basic Device Infarmation
Advanced Firrrweare Yersion: w2 Ethernet MAL Address: 00119542EA20
Todk WWLAMO MAC Address:
Primary: 00119542E420 Secondan:  O01198A2EA21  ~  O0119542EA27
Status WLANT MAC Address:
9 Primary: 00119542E 423 Secondan:  O01199A2EA29  ~  O0119542EAZF
\ Ethernet
Device Infarmation Get IP From: Manual
IP address: 192.168.0.50
Subnhet Mask: 255, 265,255.0
[3 atewway: 0.0on
Wireless (802114 )
S51D: dlink
Channel: 44
Client Information Rate: Luto
) Avthentication: Open System
\g Encropt: Dizabled
Infarmation Super Mode: Dizabled
Wwireless [B02.11b/g )
\('& 5siD: dlink
Channel: B
Fiate: Auto
Authentication: Open System
Enciypt: Dizabled
Super Mode: Dizabled
Device | This window displays the configuration settings of the AP, including
Information: | the firmware version and device MAC address. It also displays

WLAN information for both the 802.11a and 802.11g wireless
networks.
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Status > Stats

Home Basic  pgdvanced Tools  Status  Swskem  Help
Hone
Basic WLAN 802114 Traffic Statistics ~
Advanced ThroughPut
Tools Transmit Success Rate o0 %
Statusz Trarmit Rety Fate 0 %
g Receive Success Rate ] 4
\ Feceive Duplicate Rate 0 4
vice Irformatior RTS Success Count 0
- RTS Failure Count 2
\g Tranzmitted Frame Count
side Transmitted Frame Count 4925
: bukicast Tranemitted Frame Count 1] )
\g Tranzmitted Errar Cournt 0
Client Infarmation Tranzmitted Total Retry Count 0
. Tranzmitted kMultiple Retry Count 0
\g Received Frame Count
s inematen Received Frame Count a
g Multicast Received Frame Count 0
\ Received Frame FC5 Errar Count 2
Received Frame Duplicate Count I}
Ack Ry failure Count A
WEP Frame Errar Count
WEP Excluded Frame Count a
System AED I Errne T ik o %

Get Gk,

WLAN 802.11a Tra | This page displays statistics for data throughput, transmitted and
ffic Statistics: | received frames, and WEP frame errors for the 802.1 1a wireless
network.

WLAN 802.11g Tra | This page displays statistics for data throughput, transmitted and
ffic Statistics: | received frames, and WEP frame errors for the 802.1 1g wireless
network.
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Status > Client Information

Home Basic  pgdvanced Tools  Status  Swskem  Help

Home Client Information «

Baszic
Advanced Station azsociation with 174 0 Station azsociation with 11B/G : 0
Tools MAC | Band | Authentication Signal | PSM 551D

Statuz

\

Device Infarmation

©
N

Cliznt Infarmation

\

WS Information

e

Client Information: | This window displays the wireless client information for clients
currently connected to the AP.

The following information is available for each client communicating with the AP.

MAC: | Displays the MAC address of the client.
Band: | Displays the wireless band the client is connected on.
Authentication: | Displays the type of authentication being used.
Signal: | Displays the strength of the clients signal.

Power Saving Mo | Displays the status of the power saving feature.
de:

SSID: | Displays the SSID the client is connected to.
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Status > WDS Information

Horme Basic Advanced Tools Status  System  Help

Home WDS Information «

Bazic

Advanced Station azzociation with 114 i Station azzociation with 118G : 0
s 551D [ MAC | Band [ Authentication [ Signal | Charnel |
Statuz

U

Device Information

2
L O

Client Information

\

WS Information

\

SSID: | Displays the SSID the client is connected to.

MAC: | Displays the MAC address of the client.

Band: | Displays the wireless band the client is connected on
Authentication: | Displays the type of authentication being used.

Signal: | Displays the strength of the clients signal.

Channel: | Displays the wireless channel being used.

D-Link AP Manager II Software User Manual 62



Status > Log > Log View

Home Basic  Advanced  Tools  Status  Swskem  Help

Home

Bazic
* Log View " Log Settings
Advanced
Tools Wiew Log
Status TotalLog: B
Time | Type | Mezzage
Uptime 0 day 00:10:09 S5 -Wwieh logout from 192 168.0.100
Uptime 0 day O0:02: 23 55 -Wwieh login zuccess fom 192 168.0.100
Uptirne 0 day 00:00:19  wWIREL...  -WLANT Momnal AP ready
Uptirne 0 day 00:00:14  WIREL...  -wLANO MNomal AP ready
Uptime 0 dap 00:00:09  WOTICE  -Ethernet AE1 LINK DOWHN
Uptirme 0 day 00:00:03 5SS -08F cold gtart with FAw wverzion: w2, 01
Client Information
S Information
< | &
Clear
System
Gek Ok,

View Log: | The log displays system and network messages including a time stamp
and message type.
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Status > Log > Log Settings

Horme Basic Advanced Tools Status  System  Help

Home
Basic
Advanced
Tools
Status
$

Device Information

2
L O

Client Information

\

WS Information

" Log view * Log Settings

Log Settings

Log Server / IP Address
Log Type

[v Sustem Sctivity

v wireless dchvity

W Motice

SMTP

SMTP | Enable

SMTP Server ¢ [P address |

SMTP Sendsr |

SMTP Recipient |

Apply

Log Settings

Log Server/IP | Enter the IP address of the server you would like to send the AP
Address: | log to.

Log Type: | Check the box for the type of activity you want to log. There are

SMTP Settings
SMTP: | Check the box to enable SMTP.

three types: System, Wireless and Notice.

SMTP Server/IP | Enter the IP address of the SMTP server.

Address:

SMTP Sender: | Enter the e-mail address of the SMTP sender.
SMTP Recipient: | Enter the e-mail address of the SMTP recipient.
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System

Home Basic Advanced Tools Status BSEEEly =
Eisie Swpztem Settings
Advanced
Toals Apply Settings and Restart
Status
- Dizcard Changes
Restore to Factory Default Settings

Okl

Click Apply Settings and Restart to restart the AP and save the configuration settings.

You will receive the following prompt.

Warning

Device will rebook, continue?

Ok I Cancel |

Click Discard Changes to cancel any changes made to the configuration settings. You
will receive the following prompt.

Warning

all of vour changes will be discarded, conkinue?

Ik, I Cancel |

Click Restore to restore the AP back to factory default settings. You will receive the
following prompt.

D-Link AP Manager II Software User Manual



Configuring 802.11n APs with AP
Manager Il

When updating the device configuration, a new window specific to the AP being updated
opens, which allows you to configure settings but does not actually apply the settings to
the device unless you click the Apply button. You can also save and load configuration
files from this window. When you load a configuration file, you must click Apply if you

want the settings to be applied to the selected device(s).

Home Baszic Advanced Maintenance Status

\

Information

Basic
Advanced
Maintenance
Status

System

Olk!

System Information

Model Hame
System Time

Up Time

Firmware Wersion
IF addre=s
Operation Mode
S¥stem Name
Location

MAC Address

Information

DAF-2590

Fri Deec 31 16:11:12 1999

0:11:13.00

1.00

192, 168.0.50

heoeess Foint

DI-Link DAP-Z590

000550939310

Navigate the AP configuration using the menu on the left side of the window. This menu
contains the following sections, Home, Basic, Advanced, Maintenance, Status, and

System. These sections and their menus will be discussed in detail in the following pages.
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Home > Information

Home FBasic Advanced Maintenance Status System  Help

Information
\g Swstem Information

Information Model Hame DAP-2590
Swstem Time Fri Dec 31 16:11:12 1999
Up Time 0:11:13.00
Firmware Yersion 1.00
IF address 192. 168.0.50
Operation Mode #eocesz Point
System Name D-Link DAF-Z2520
Location
MAC Addres= 000550939810

Ba=ic

Advanced
Maintenance
Status

System

0!

The Home > Information page contains basic configuration information about the access
point being configured. This information includes the Model Name, System Time, Up
Time, Firmware Version, IP address, Operation Mode, System Name, Location and
MAC Address.
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Basic > Wireless

Home Bazic Adwanced Maintenance Status

Wireless -

Wirelezsz Band

Sy=tem Help

2. 46Hz |

Advanced

Maode

|
Confirm Key |

|Access Foint ﬂ

Wetwork Hame (SSID) |dlinlc

SSID Visibility Enable =l

Charmel #idth 20 Mz |

Chanmel ¥ Auto Chanmel Selection
Authentication |Dpen System ﬂ

Eey Settings

Encryption Tizable - Key Zize

Valid Key Eey Type

Hetwork Eey

Maintenance
Status

Syztem

Get DK

Wireless Band:
SSID:
SSID Visibility:

Channel Width:
Channel:
AP Mode:

Select the wireless band to configure, 802.11a or 802.11g.
The Service Set (network) Identifier of your wireless network.

Enabled by default, selecting Disable allows you to disable the
broadcasting of the SSID to network clients.

Select the radio width of the channel.
Allows you to select a channel.
There are 4 AP modes:

Access Point

WDS with AP

WDS

Wireless Client

Please see the following pages for an explanation of all the AP
modes.
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Basic > Wireless > Authentication

Home HBasic Advanced Maintenance Status System Help
fone

Bazic
Wireless Band IE.*IGH: LI
Mode i -

o lAcus: Foint J
Natwork Name (SSID) |[dlink
SSID Visibility [Enable |
Channel ¥idth [20 wHz =]
Channel I " i ¥ Auto Charmel Selection
Authentication [Open Systen x|
Key Setti 3

SR Shared Key
Encryption ‘WPA-Fersonal & [ r I
Enall WPA-Enterprise 64 Bits o5

Valid Key lFirsl ;I Eey Type HEX -
Hetwork Key I
Confirm Key I

Advanced

Maintenance
System
Get OK

Authentication:

Select Open System/Shared Key to allow either form of data
encryption.

Select WPA- Personal to allow the client to either use WPA-
Personal or WPA2-Personal.

WPA-Personal: Secure your network using a password and dynamic
key changes. (No RADIUS server required.)

WPA2-Personal: Secure your network using a password and
dynamic key changes. No RADIUS server required and encryption of
data is upgraded with the Advanced Encryption Standard (AES).

Select WPA- Enterprise to allow the client to either use WPA-
Enterprise or WPA2-Enterprise.

WPA-Enterprise: Secure your network with the inclusion of a
RADIUS server.

WPA2-Enterprise: Secure your network with the inclusion of a
RADIUS server and upgrade the encryption of data with the
Advanced Encryption Standard (AES).
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AP Mode

Security

Authentication Available

Access Point

WDS with AP

WDS

Wireless Client

Open System
Shared Key
WPA- Enterprise
WPA- Personal

Open System
Shared Key
WPA-Personal
WPA2-Personal

Open System
Shared Key
WPA-Personal
WPA2-Personal

Open System
WPA-Personal
WPA2-Personal
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Basic > Wireless > Access Point > WEP Encryption

Home Basic Adwanced Maintenance Status

Wireless ~

Wirelez= Band

Swstem Help

|2. 4GHz |

hdvanced

Mode

Wetwork Hame (SSID0) |dlink

351D Visibilits |Enable ﬂ

Channel Width 20 MHz |

Channel [w Anto Chanmel Selectiom
Authentication |Elpe:n Swatem ﬂ

Eey Settings

Eneryption Enable Key Size B4 Bitz -
Valid Key First = Key Type HEX &2

Hetwork Key |

Confirm Key |

|Access Foint j

Maintenance
Status

Swstem

Get 0K

Authentication:

Encryption:

Valid Key:

Key Values:

Select from the drop-down list the type of authentication to be used
on the selected device(s). In this example you may select Open
System or Shared Key.

Enable or Disable encryption on the selected device(s).This option
will only be available when security is set to Open System or Shared
Key.

Select which defined key is active on the selected device(s). This
option will only be available when security is set to Open System or
Shared Key.

Select the Key Size (64-bit or 128-bit) and Key Type (HEX or
ASCII) and then enter a string to use as the key. The key length is
automatically adjusted based on the settings you choose. This option
will only be available when security is set to Open System or Shared
Key.
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Basic > Wireless > Access Point > WPA/WPA2 - Enterprise

Home Basic Advanced Maintenance Status Swstem Help

Wireless =

Wireless Band |2_4G]'[z l{

Mode 1chcess Foint L]

Hetwork Weme (SSID) [dlink

SSID Visibility [Enable =l

Channel Hidth [z0 Wiz =l

Channel j [V Auto Channel Selection

Authentication {WPA—Enlerpri se j

Radius Server Settingx —
Persorial / Enterprise [Mtg (WEA or WPAZ) LI G"ég_gg “Pdi::;:;gﬂl 1800

Cipher Type Auto "!

~Primary radius server settings

Radius Server [ . : ‘ Eadius Fort (1-85535) 1812

Radius Secret [

Advanced

Backup BADIUS Serwer Setting (Optional) =
Maintenance
s |
éy:h;l 1
Get DE.

Personal/Enterprise: | Select Auto, WPA Only or WPA2 Only from the drop-down list.
Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Update | Select the interval during which the group key will be valid. 1800 is
Interval: | the recommended setting. A lower interval may increase the key
update frequency.

RADIUS Server: | Enter the IP address of the RADIUS server.
RADIUS Port: | Enter the port used on the RADIUS server.
RADIUS Secret: | Enter the RADIUS secret.
Accounting Mode : | Check this box to enable accounting.
Accounting Port : | Enter the port used on the Accounting server.
Accounting Server : | Enter the IP address of the Accounting server.
Accounting Secret : | Enter the Accounting secret.

Network Protection : | Select Enable to set the VLAN mode to dynamic.
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Basic > Wireless > Access Point > WPA/WPA2 - Personal

Home Basiec Advanced Maintenance Status System  Help

Wireless -

Wireless Band |2, 4GHz =l

Mode |Access Foint j

Fetwork Fame (SSID) |d.'|.inl-:

SSTD Visibility [Ensble x|

Channel #idth 20 MHz |

Channel W Auto Chanmel Selection
futhentication |'|'|'PA-Personal ﬂ

FassPhrasze Settings

Ferzonal f Enterprize |Auto WPA or WEAZ) j Gﬁggg_gggggggdazziﬁszgval 1500
Cipher Type Auto -

Fa==zFhraze |

Comfirmed FaszsFhrase |

Advanced

Maintenance
Status
System
Get OF.

Personal/Enterprise: | Select Auto, WPA Only or WPA2 Only from the drop-down list.
Cipher Type: | Select Auto, TKIP, or AES from the drop-down list.

Group Key Update | Select the interval during which the group key will be valid. 1800 is
Interval: | the recommended setting. A lower interval may increase the key
update frequency.

PassPhrase: | Enter a PassPhrase between 8-63 characters in length.
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Basic > Wireless > WDS

Home Basie Adwanced Maintenance 3Status System Help

Wireless «

Wireless Band |2.4G]'[z j

Mode |wDs | =

Wetwork Name (S5ID) |dlink

SSID Visibility [Ensble =l
Channel Width [20 MHz |
Charmel 1 hl [

WIS
Eemote AF MAC pddress

Site Survey

Charnel | Signal (%) | ESSID | Security s8I0 | Sean
fhdvanced

-
Maintenance
Status
System
Get OK

WDS: | A Wireless Distribution System that interconnects so called Basic
Service Sets (BSS). It bridges two or more wired networks together
over wireless. The AP wirelessly connects multiple networks without
functioning as a wireless AP.

Remote AP MA | Enter the MAC Addresses of the other APs you want to connect to
C Address: | using WDS mode.

Site Survey: | Click the Scan button to search for local APs.
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Basic > Wireless > WDS with AP

Home

Basic Advanced Maintenance Status ZSystem Help

Wireless Band IZ_QG]'[:-_ l]

Node
Wetwork Name (SSID) Jtﬂink

SSID Visibility |Ensble x|

Channel ¥idth |20 mhz x|

Channal 1 b ™ Aute
WDS with AP-

Remote AP MAC Address

|»

|¥DS with AP x|

| J | i

Site Survey

| ] |

Channel | Signal (%) | BSSID | Security | ssm | oy

WDS with AP:

Remote AP MA
C Address:

Site Survey:

Wireless Distribution System with Access Points. APs in a network
are wirelessly wired together and connected via a Distribution
System. The AP wirelessly connects multiple networks, while still
functioning as a wireless AP.

Enter the MAC Addresses of the other APs you want to connect to
using WDS mode.

Click the Scan button to search for local APs.
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Basic > Wireless > Wireless Client

Home Baszic Adwvanced Maintensnce Status  System  Help
Wirelezs Band |2. 4GHz ﬂ
Fs
Meode |'ﬁ'ireless Client ﬂ i
Fetwork Name (SSID) |dlink
SSID Yisibility | |
Chamnel %idth |20 Mz =]
Channel -
Site Survey
Charmel | Signal %) | ESSID | Security 2510 Sean
Advanced Buthentication Open Sysztem j
w
Maintenance
Sy=stem
Get 0K

Wireless Client: | The device acts as a wireless client station to connect APs. Provide a
wireless connection for the non-wireless device.

Site Survey: | Click the Scan button to search for local APs.
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Basic > LAN > Dynamic (DHCP)
Home Basie Advanced Maintensnce Status System MHelp
o

- ~ LAN Sattings
Get IF From IIJ:mimi: (DHCE) _'_[

Apply

Advanced

Maintenance

Status

System

0k!

Get IP From: | When set to Dynamic (DHCP) the AP(s) will function as a DHCP
client(s). This allows them to receive IP configuration information from
a DHCP server.
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Basic > LAN > Static (Manual)

Home Basiec Advanced Maintenance Status System  Help

LaH Settings

Get TP From |Static (Manual) |
TP address | 192 . 168 . O . 50
Subnet Mazk | 255 . 265 . 256 . O
Default Gateway | o .o .0 .0

Advanced
Maintenance

Status

System

Okl

Get IP From: | When set to Static (Manual) the access point(s) must have a static IP
address assigned to them.
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Advanced > Performance > Mixed 802.11n, 802.11g and 802.11b

Home Bazic Adwanced Maintenance Status

Performance Settings

Sw=tem Help

Fireless |on v| Commection Limit Dizable ~

. Dlata Bate ,—_l Mbps) User Limit (0 - B4) Ii

\g Beacon interwal (25-300] |1DD Link Integrity lm

) DTIN interwal (1-15) |1 Hetwork Utilization

\g Transmit Fower |1|:“:| % ﬂ
Server MM CHi-Fi Multimedia) |Ensble =l
@ Shert GI |Enable [~
Multi-55ID TGE Snooping [Dissble =l

\

Maintenance

Wirelez=z Mode

Ack Time Out (2. 4GHz, 487200) |48

[Wixed 602, 11,602, 11g and 802.11b v |

(rs)

Status

Sraten
Wireless: | Open or close the wireless function.
Data Rate: | Set to Auto by default; use the drop-down list to select the maximum

Beacon Interval
(25~500):

DTIM(1~15):

Transmit Power:

WMM:

Short GI:

IGMP Snooping:
ACK Time Out:

wireless signal rate for the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

Choose the percentage of transmit power. This tool can be helpful
for security purposes if you wish to limit the transmission range.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.1 1e WLAN QoS standard.

Select Enable to allow the Short Gl.
Select Enable to allow IGMP Snooping.

Set the maximum time of ACK session.
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Connection | Select Enable to limit the connections by the user limit or network
Limit: | utilization.

User Limit: | Set the maximum users that can connect to AP. Only available when

Connection Limit is enabled.

Link Integrity: | If enabled, when the uplink of AP is off, the connected wireless client
will be disconnected.

Network | Set the network utilization, if the utilization is more than the setting,
Utilization: | no clients can connect to AP. Only available when Connection Limit
is enabled.
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Advanced > Performance > Mixed 802.11g and 802.11b

Home Basic Adwanced Maintenance Status

Performance Settings

Home

Basic

Sw=tem Help

Advanced

\? Wireless Made Mixed G0Z. 11g and S502.11b
Performance Wireless |Dn j Conmection Limit ’m
. Data Rate lm Mbps) User Limit (0 - B4) ,7
\g Beacon interwal (25-500) |IUU Link Integrity m
) DTIM interwal [(1-15) |1 Hetwork Utilization
\g Transmit Power |1DD % ﬂ
HHEE Server WM ORi-Fi Multimedia) |Ensble =l
9 Short GI |Ensble =l
Ml +i-5STD GNP Snooping [Disable =l

&

Intrusion

Maintenance

Ack Time Out (2 4GHz, 4572000 |48

(P =)

Status

System

Get OE.

Wireless:
Data Rate:

Beacon Interval
(25~500):

DTIM(1~15):

Transmit Power:
WMM:

Short GI:

IGMP Snooping:
ACK Time Out:

Open or close the wireless function.

Set to Auto by default; use the drop-down list to select the maximum
wireless signal rate for the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

Choose the percentage of transmit power. This tool can be helpful
for security purposes if you wish to limit the transmission range.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.1 1e WLAN QoS standard.

Select Enable to allow the Short Gl.
Select Enable to allow IGMP Snooping.

Set the maximum time of ACK session.
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Connection | Select Enable to limit the connections by the user limit or network
Limit: | utilization.

User Limit: | Set the maximum users that can connect to AP. Only available when

Connection Limit is enabled.

Link Integrity: | If enabled, when the uplink of AP is off, the connected wireless client
will be disconnected.

Network | Set the network utilization, if the utilization is more than the setting,
Utilization: | no clients can connect to AP. Only available when Connection Limit
is enabled.
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Advanced > Filter > Wireless MAC ACL

Home Basiec Advanced Maintenance Status System  Help

Hone

Basie (¥ Wireless MAC ACL " WLAW Fartition
Advanced
Wirelesz MAC ACL Settings J_"
; ¥ireless Band | J
Ferformance
\9 hoeess Control Dizsable -
MAC Addrezs | Add
g MAC hddress List
N D | MAC hddress
DHCP Serwer
Multi-55I0
Intrusion
Maintenance Current Client Information
Status | MAC Address S5ID EBand futhentication Siznal Add w
System

Okl

Wireless Band: | Select the 2.4GHz or 5GHz wireless network to apply the access
control filter to.

Access Control: | When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for
entering MAC addresses. When Accept is selected, only devices
with a MAC address in the list are granted access. When Reject is
selected, devices in the list of MAC addresses are not granted
access.

Access Control | Add or Delete MAC addresses in the Access Control List.
List:

Current Client | The table lists the current associated clients. Click the Add button
Information: | to add the client into access control list.
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Advanced > Filter > Wireless MAC ACL

Home Basic Adveanced Maintenance Ztatus System Help

(" Wireless MAC ACL @ LA Fartition
WLAN Fartition Settings
& Hirelezs Band I ! J
Ferformance
Internal Station Conmection [V Enable
Ethernet to WLAN Access [v Enable
Filters
DHCF Server
Multi-S5I0
Intruzion
-
Maintenance
Status
System
Get DK.

Internal Station | Enabling this allows wireless clients to communicate with each
Connection: | other. When this option is disabled, wireless stations are not
allowed to exchange data through the access point.

Ethernet to WLAN | Enabling this option allows Ethernet devices to communicate with

Access: | wireless clients. When this option is disabled, all data from
Ethernet to wireless clients is blocked. Wireless devices can still
send data to the Ethernet devices when this is disabled.

D-Link AP Manager II Software User Manual 84



Advanced > DHCP Server > Dynamic Pool Settings

Home Basic Advanced Maintenance Status Systea Help

(* Dymamiz Pool Settings

Function Enable/Tizable

| DHCP Server «

DHCF Server Settings

(" Static Pool Settings

Eﬂnable > !

(™ Current IF Mapping List

HINS

DHS

Maintenance

Status

Dynamic Fool Settings

TP Assigned From
The Range of Pool (1-255)
Submask

Gateway

Domain Hame E]

Lease Time (BO — 31536000 sec) iﬁﬁﬂﬁﬂﬂ

o0 o0 .0 .0

I

E

| \

[0 .0 .0 .0
|

I

Apply

System

k!

Dynamic Pool Sett
ings:

Function Enable/D
isable:

Assigned IP Fro
m:

Range of Pool
(1~255):

SubMask:
Gateway:
WINS:

DNS:
Domain Name:

Lease Time:

Click to enable Dynamic Pool Settings. Configure the IP address
pool in the fields below.

Enable or disable the DHCP server function.

Enter the initial IP address to be assigned by the DHCP server.

Enter the number of allocated IP addresses.

Enter the subnet mask.
Enter the gateway IP address, typically a router.

Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.

The IP address of the DNS server, if applicable.
Enter the domain name of the AP, if applicable.

The period of time that the client will retain the assigned IP
address.
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Advanced > DHCP Server > Static Pool Settings

Home DHCP Server =

Basic

Advanced [ Dynamic Faol

DHCF Serwver Settings

Function Enable/Dizable

¥ Static Pool Settings (" Current IF Mapping List

i!nahle Bt

Settings

= Sta‘;:;.;: IP Pool Addimg
Static Fool Setiings
Ksi grad TP |
Aszigned MAC Address |
Submask | 255 . 255 .255 . O
Gateway | o o 0 0
¥INS [0 .0 .0 .0
DS | 0 0 0 0
Domain Hame |dlin]r"ap
Add |
Apply
Apply
Ok!

Static Pool Settings:

Function
Enable/Disable:

Assigned IP:

Assigned MAC
Address:

SubMask:
Gateway:
WINS:

DNS:

Domain Name:

Click to enable Static Pool Settings. Use this function to assign
the same IP address to a device at every restart. The IP
addresses assigned in the Static Pool list must NOT be in the
same IP range as the Dynamic Pool.

Enable or disable the DHCP server function.

Enter the IP address to be statically assigned by the DHCP
server.

Enter the MAC Address of the wireless client.

Enter the subnet mask.
Enter the gateway IP address, typically a router.

Wins (Windows Internet Name Service) is a system that register
and query the mapping between IP and NetBios dynamically, if
applicable.

The IP address of the DNS server, if applicable.

Enter the domain name of the AP, if applicable.
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Advanced > DHCP Server > Current IP Mapping List

Home Basiec pdwvanced Maintenance Status System Help

Home

Adwvanced

DHCP Server =

Bazic DHCF Serwver Settings

(" Dymamic Fool Settings

(" Static Fool Settings (* Current IF Mapping List

\9 Current DHCF Dymamic Fools

Index | Current Dymamic MAC | Current Dynamiec fssigned IF | Current Dynamic Lease

©

\

Multi=55TD

£\

Intrusion

Maintenance
Status

Sy=tem

Olk!

Current THCF Static Fools

Current Static MAC | Current Static Assigned IF

Refresh

This screen displays information about the current DHCP dynamic and static IP address
pools. This information is available when you enable the DHCP function of the AP and
assign dynamic and static IP address pools.

Current DHCP
Dynamic Pools:

Current Dynamic
MAC:

Current Dynamic
Assigned IP:

Current Dynamic
Lease:

Current DHCP
Static Pools:

Current Static
MAC:

Current Static
Assigned IP:

These are IP address pools to which the DHCP server function has
assigned dynamic |IP addresses.

The MAC address of a device on the network that is within the
DHCP dynamic IP address pool.

The current corresponding DHCP-assigned dynamic IP address of
the device.

The length of time that the dynamic IP address will be valid.

These are IP address pools to which the DHCP server function has
assigned static IP addresses.

The MAC address of a device on the network that is within the
DHCP static IP address pool.

The current corresponding DHCP-assigned static IP address of the
device.
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Advanced > Multi-SSID

Home Hasie pdvanced Haintenance Status System Halp
2usis Malti-5SID Settings
9 Band Jo. 4 | oW ori-Fi Multimedia) n -]
Fri S5ID hd
o NSSID Index |Primary ~| ssm |
Security Ji = ¥ Ena
Filters Key Settings
Key Size I J Key Index t v I
Key I Key Type ] y i
Confirm Key I
Multi-55ID
Index | 551D | Band | Encryption | VLAN ID |
Frimary 3 Z.4GHz Heone OFF
Intrusion
Maintenance I
Status
System Add | Apply I
Get OK.

Enable Multi
-SSID:

Band:
SSID:

MSSID Index:

Security:
WMM:

Enable SSID
Visibility:

When Multi-SSID is enabled, you can configure your SSIDs for
networks.

Select the wireless band (2.4GHz or 5GHz).

Service Set Identifier (SSID) is the name designated for a specific
wireless local area network (WLAN).The SSID factory default
setting is dlink. The SSID can be easily changed to connect to an
existing wireless network or to establish a new wireless network.

You can select up to 7 MSSIDs per band, the default MSSID is
the primary, which puts the total to 8 MSSIDs per band.

Select the security level from the drop-down menu.

(Wi-Fi Multimedia) Improves the user experience for audio, video,
and voice applications over a Wi-Fi network. WMM is based on a
subset of the IEEE 802.11 e WLAN QoS standard.

For each SSID, select to enable or disable the broadcast of the
SSID.
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Advanced > Intrusion

Home Basie Advanced Maintenance Status System  Help

Intrusion «

Home
Bazic

Advanced

\(}H

Mul t1-S51D

\

Intrus=ion

\

\
$

Schednle

Wireless Intrusion Protection

Datect

AP List

Al -

D Type Band CH SEID BSSID Last Seem Status
Set as Valid Set as Neighborhood Set az Rogue Set az New

(o Marl 11 Few Access Foints as ¥Walid Access Foints

(" Marle A1 Hew Access Foints as Rogue Access Points

Maintenance
o
Get OK.
Wireless Intrusion | It is used to classify the surrounding APs.
Protection
Detect: | Click the button to detect the surrounding APs. The results will
show in the AP list.
AP List: | The category of the APs.

From the All list, click the corresponding Add button of AP record
to classify the AP.
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Advanced > VLAN

Home Basic Advanced Maintenance Status System  Help

VLAN =

Baszic VLAN Settings

Home
Advanced VLaH Status v En'bale

g n VLAH Mode Static
\\ VLAH List Port List l AddfEdit VLAW | PYID Setting

Mul t1-55T0

\

Intrus=ion

VID VLAN Hame Untaz VLAN Forts Tag VLAW Forts

\

L
@

Schedule

Maintenance

Status

System

Refresh. ..

VLAN Status: | Check this box to enable the VLAN function.
VLAN Mode: | Displays the mode of VLAN.
VLAN List: | This window lists the configured VLAN on the AP.
Port List: | This window lists the configured Port on the AP.
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Advanced > VLAN > Add/Edit VLAN

Home Basic Adveanced Maintenance Ztatus System Help

Home VLAN ~

Basic VLAN Settings
Advanced | VLAN Status 13 iﬁbﬁ_“i
‘ n VLAN Mode Static
VLAN List | Port List  Add/Edit VLAN | PVID Setting |
Mul ti=55I0
viD | VLAN Hame Add
: : Fort Select ALl Mgmt LA
frusio
nirusion Fitg ALL P o
Tag ALL r '
Hot Member ALL & f"
MSSID Fort Select All Frimary 3-1 S=Z -3 54 S0 S-6 57
Untag ALL i« o i« 0" i« o) i« "
Tag AL C = & C i & ' "o
Hot Member ALL r [ - ['" ™ [ (o T
WIS Fort Select All -1 i ¥-3 -4 ¥-5 ¥-5 -7 ¥-5
Untag ALL o I " g (& > i "
Maintenance Hot Member ALL i'" ' r g X & L g
Status Nty |
System

VID: | Enter a VID number in this box.
VLAN Name: | Enter a VID description string in this box.

Port/MSSID | Select and assign the VLAN members from Port/MSSID Port/WDS
Port/WDS Port: | Port.
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Advanced > VLAN > PVID Setting

Home HBasic Advanced Maintenance Status System Help
Home VLAN ~

Basic VLAN Settings
Advanced VLAN Status v ’;"‘_bgﬁl
‘ u VLAN Mode Static
VLAN List | Port List | Add/Edit VLAW  PVID Setting
Ml t1-85T0
FVID Auto Assign Status [~ Enaeble
. i . Fort Mgmt LAN
ntrusion
FVID |1 !
VLAH MSSID Port Primary -1 5-2 5-3 54 -5 -6 i |
; FVID 1 1 1 1 1 1 1 1
QoS DS Port -1 -2 ¥-3 ¥4 ¥-5 -8 ¥7 L
& FVID 1 1 i t [t 1 1 [t
Schedule
Maintenance
Status Apply I
System
0K

PVID Auto | Check this box to assign the PVID automatically.
Assign Status:

Port/MSSID | Assign the PVID manually.
Port/WDS Port:
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Advanced > QoS

Home EBasic Advanced Maintenance Status

Home
Bazic

Advanced

\(&H

Mul ti-S5ID

\

Intrusian

\

\

Swstem Help

HoS Settings
Enable

QoS Muality of Servicel

Fricrity Claszifiers

¥ HITE [v Automatic (default if not matched by anything else)
#dd oS Rule
Hame | Friority * | Protocel b

Host 1 IF Range

Host 1 Fort Range

| |
| |
Host 2 IF Range | - |
| |

Host 2 Port Range

Add Clear

QoS Bules List

Hame

\

Schedule

Maintenance

Status

System

Priority | Host 1 IP Range Host 2 IF Range Protocol / Ports

[ty |

Refresh. ..

Qos Settings

Priority Classifiers:

Add QoS Rule
Name:

Priority:

Protocol:

Host IP Range:
Host Port Range:
QoS Rules List:

Check the box to enable the QoS function.

Check the HTTP box to apply the rule to http packets. Check
Automatic box to apply the rule to all the packets.

Enter a name for this QoS rule.

Select a priority level from the drop-down list. There are four types of
priority: Background, Best Effort, Video and Voice.

Select the protocol from the drop-down list.
Enter the IP range that applies the rule.
Enter the Port range that applies the rule.

This window lists the configured QoS rules.
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Advanced > Schedule

Home Basie Advanced Maintenance Status

Swstem Help

Home Schedule «
Blesd e Wireless Schedule Settings
i Enabl -
Advenced Wireless Schedule nable
X H #dd Schedule Rule
\9 Hame ||
Ml ti-55I0 Day (=) AL Feek + Select Day(s)
\g [ Sun [~ Mon [ Tue [ Hed [ Thu [ Fri [ Sat
_ A11 Day(=) | |
Intrus=ion
. Start Time | . | (hour :minute, 24 hour timel
\9 End Time | . | ﬂwur:minute, 24 hour timel
Hireless Off - Add Claar
\g Schedule Eules List
Hame Day (=] Time Frame Wireless
Schednle
Maintenance :
Edit Del
Status
Appl
System

Okl

Wireless Schedule
Settings

The schedule is used to open or close the wireless function of the
AP at the specified time.

Wireless Schedule:
Add Schedule Rule

Select Enable from the drop-down list to enable this function.

Name: | Enter a name for this schedule rule.
Day(s): | Select the days that apply the schedule.
Start/End Time: | Enter the start and end times that apply the schedule.
Wireless: | Open or close the wireless function at the schedule time.

Schedule Rules
List:

This window lists the configured schedule rules.
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Maintenance > Admin

Home

Advanced

Maintenance

I =

fAdmin

Firaware and SSL

Configuration
Fils

Date and Time

Status

Home Basic Advanced Maintenance Status Zwstem Help
| Adwine |
B“if ~Limit Administrater IP- &
[~ IF Range From |
Te | [ Limit Adminizstrator VID li
| 17 From [ TP To |
il
_peal |
i Legin Settings
User Hame [sdnin
014 Paszword |
Hew Password I
Confirm New Fazsword I
Conzole Settings
Console Frotoceol " Home * Telnet " s5H
Timeout |3 Mins j'
Ping Control Settings
Status [~ Enable
System Name Settings
System Nams i!l-Lmk sl W

Limit Administrator IP

IP Range From:

Limit Administrator
VID:

Login Settings

User Name:
Old Password:
New Password:

Confirm
New Password:

Console Settings

Console Protocol:

Timeout:

Ping Control Settings

Check this box to allow only the computers within the IP range
can manage the AP.

Check this box to allow only the computers within the VID can
manage the AP.

Enter a user name. The default is admin.
When changing your password, enter the old password here.
When changing your password, enter the new password here.

Confirm your new password here.

Select the type of protocol you would like to use, Telnet or SSH
or select “None” to disable the console.

Select the expired time from the drop-down list.
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Status: | Check this box to allow the computer ping the AP.
System Name Settings

System Name: | Enter a name for this device.

Location: | Enter a string to describe the location of device.
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Maintenance > Firmware and SSL

Home HBasic Advanced Maintenance Status System Help

Home Firmware and SSL »

Bazic
Update Firmware From Local Hard Driwve
Advanced
Maintenance Firmware Version 1.00

Upload Firmware From Fila Browse. . UpLoad

Update S5L Certification From Local Hard Drive

Upload Certaificate From File: | Browse. . I UpLoad |

| e

Firmware and SSL

E Upload Key From File

Configuration

File

©

Date and Time

Status

System

Get OK

Upgrade Firmware from Local Hard Drive

B Download the latest firmware upgrade from http://support.dlink.com to an easy
to find location on your hard drive.

B Click on the Browse button as shown above.
B A popup window will appear. Locate the firmware upgrade file and click Open.

B The path to the file will be displayed in the “Upgrade Firmware File From” field.
Click the Upload button to upload the file to the AP.

Update SSL Certification from Local Hard Drive

To update the SSL Certification on the AP, use the Browse buttons to locate the SSL
certificate and key files on your local computer. Use the Upload buttons to upload the files
to the AP.
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Maintenance > Configuration File

Home FBasic Advanced Maintenance Status Swystem Help

Home Configuration File -

Bazic

Update Configuration File
Advanced

. Update File | Browse | [1):4 |
Maintenance

\g Download Configuration File
Load settings to Local Hard Driwe 0K

Firmware and S5L

\ 2

Configuration

File

\

Date and Time

Status

System

Fet OE.

The AP Manager Il software allows you to save the device settings to a configuration file.
To save a configuration file follow these steps:

B Select a device from the Device List on the main screen of AP Manager Il.
B Browse to the Tools > Configuration page of AP Manager II.

B Click the OK button under Download Configuration File after you have all the
settings as you want them.

B A popup window will appear prompting you for a file name and location. Enter
the file name, choose a file destination, and click Save.

To load a previously saved configuration file, follow these steps:

B Click Browse to locate the device configuration file on your computer.

B A popup window will appear prompting you to locate the configuration file.
Locate the file and click Open.

B The path to the file will be displayed in the “Upgrade File” field. Click the OK
button to upload the configuration file to the AP.
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Maintenance > SNTP

Home Basic Adwanced Maintenance Status System Help

Home Date and Time ~

Basic Time Configuration

hdvanced
Time
Maintenance

. Time Zone
o

Enable Daylight Sawing

Daylight Saving Offset

\

Fri Dec 31 17:15:38 1999

| (GMT-D8:00) Pacific Time (US & Canada); Tijuana |

-

Jro00 -]

Month Heel Day of Week Current Time
Firmware and SS5L Daylight Saving Dates DST Start | J | J | J | J
9 BT Ed  fren 2| fist 2] Joen 2] | I~
Config 1o Automatic Time Configuration
Enable HIF Serwer I
Date and Time HIF Server Used | J
Set the Date and Time Manually
Date And Time
2005 B-11 j |15:52:50 = Copy Tour Computer' s Time Settings
Status
#ppl
Syaten ety |
Get 0K

Time Configuration

Time:

Time Zone:

Daylight Saving Tim
e:

Daylight Saving
Offset:

Daylight Saving
Dates:

Automatic Time
Configuration

Enable NTP Server:
NTP Server Used:

Set the Date and
Time Manually

Date And Time:

The current local time will be displayed here.
Select your time zone from the drop-down list.

Check the box to enable daylight savings time.
Select the offset time from the drop-down list.

Select the start and end date of daylight saving.

Check this box to synchronize the time with NTP server.

Select one NTP server from the drop-down list.

Select the date and time from the box or copy your computer’s

time setting to AP.
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Status > Device Information

Home Basiec Advanced Maintenance Status System  Help

Haome Device Information -

Basic Device Information

e Firmware Yerzion: 1.00 Ethernet MAC Address: 000550959510

= Wireless MAC Address:
Maintenance Primary: Q00550339510 SSID 1™7: 000550989511 - Q00550939517

Status

Ethernet

I fI'_"- :"-, . IF address: 192 185.0.50

fEGEnEELan Subriet Mask: 255, ZEE, 255, 0

\g Gateway! HY R

Wireless (2. 4GHz)

Fatwork Hame zz
) Channel : 1
\g Data Rate: huto
Security: Hone

Client
Information

\g AF Status
CFU Utilization g

WIS Information

\

Memery Utilization B b

Device | This window displays the configuration settings of the AP, including
Information: | the firmware version and device MAC address. It also displays
WLAN information for both the 2.4GHz and 5GHz wireless
networks.
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Status > Stats > WLAN Traffic Statistics

Home Basic Adveanced Maintenance Ztatus System Help
-
Basic || @ HLAN Traffic Statistics " Ethernst Traffie Statistiss A

Advanced
WLAN Traffic Statistics
Heintenance Transmitted Count
Status Transmitted Facket Count T3063
Trasmitted Bytes Count B3STAT
g Dropped Packet Count 1]
Davice Transmition Retry Count 0
Information
Received Count
Received Facket Count T3069
Received Bytes Count 13465613
Dropped Facket Count i}
Received CEC Count 0
Blient Received Decryption Error Count 1]
Information Received MIC Error Count 1]
9 Received FHY Error Count 1]
WIS Information
Refresh l Clear
v

WLAN Traffic | This page displays statistics for data throughput, transmitted and
Statistics: | received frames for the wireless network.
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Status > Stats > Ethernet Traffic Statistics

Home Basie Advanced MNaintenance ZStatus ZSystem Help

Home
Bazie
Advanced

Maintenance

Status

\ 5

Device
Information

Information

5

System
Ok!

" YLAN Traffic Statistics

¢ Ethernet Traffic Statistics

Ethernet Traffic Statiztics

- Tranzmitted Count

Transmitted Packet Count
Trasmitted Bytes Count

Iropped Facket Count

Received Count
Received Packet Count

Received Bytes Count

Dropped Facket Count

Received Multicast Packet Count
Received Broadcast Packet Count
Len 84 Facket Count

Len 657127 Packet Count

Len 1287255 Packet Count

Len 2567511 Packet Count

Len 51271023 Packet Count

Len 102471518 Packet Count

| Len 1519"MAX Facket Count

31426

ﬂﬂ@mﬂ;ggﬁ@gg

I Refresh I Clear I

Ethernet Traffic
Statistics:
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Status > Client Information

Home Basic Adveanced Maintenance Ztatus System Help
Home Client Information «
Baszie
Advanced Station asseciation (2.4GHz) @ 1
Maintenance RAC ] Band | Authentication | Signal J FSM I 51D |
Slatus O01CBF4F4ESF G Open System 30 % Off Primary SSID
Davice
Information
Client
Information
¥DS Information

Client Information: | This window displays the wireless client information for clients
currently connected to the AP.

The following information is available for each client communicating with the AP.

MAC: | Displays the MAC address of the client.
Band: | Displays the wireless band the client is connected on.
Authentication: | Displays the type of authentication being used.
Signal: | Displays the strength of the clients signal.

Power Saving | Displays the status of the power saving feature.
Mode:

SSID: | Displays the SSID the client is connected to.
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Status > WDS Information

Home Basic pAdwanced Maintenance Status System Help

Home WDS Information ~

Basic
hdwanced W03 Information Charmel: 2 (2. 4GHz):
Maintenance Hame | MAC | Authentication Signal Status
Shatus -1 0B0S5D959510 Shared Key 54 % on

0!

Name: | Displays the name of the client.
MAC: | Displays the MAC address of the client.
Authentication: | Displays the type of authentication being used.
Signal: | Displays the strength of the clients signal.

Status: | Displays the status of the client.
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Status > Log > Log View

Home FBasic Advanced Maintenance Status Swystem Help
Basic . .
(* Loz View {7 Log Settings
Advanced
. ¥iew Log
Maint
aimtenance Total Log: 48
Stat
s Time Priority | Message ~
Uptime O dax 01:... SYSACT Web logout from 192 1B3.0.82
Uptime O day 01:... SYSACT Web login success from 192,165 0,52
Tptime 0 day 00:. .. %irelesz Received Deanth:STh 00:13:46:00:00:08 (reazon 31
Uptime O day 00.... Wireless Association Sucess:STA 00:13:46:00:00:06
Uptime O day 00:... Wireless Assoeiation Sucess:!5TA 00:13:46:00:00:06
Uptime O day 00.... Wireless Asscciation Sucess:STA 0O0:1C:EF:4F:4E.GF
Uptime 0 day 00.... Wireless Association Sucess:STA 00:13:46:00:00:06
Tptime 0 day 00:. .. Wirelesz Receiwved Deanth:STh 00:13:46:00:00:08 (reazon 3
Uptime 0 day 00:... Wireless EKeceived Deauth:STA 00:13:46:00:00:06 (reason 3) =
Uptime O day 00:. .. Wireless Association Sucess:STA 00:13:46:00:00:06
Uptime 0 day 00:... Wirelesz BReceived Deauth:STA 00:13:46:00:00:08 (reazon 3)
Uptime 0 day 00:... Wireless BReceived Deanth:S5Th 00:13:46:00:00:086 [reason 3)
Client Uptime O day 00;... Wireless Asscociation Sucess:STA 00:13:48:00:00;08
Information Uptime O day 00.... Wireless Association Sucess:STA 00:1C:EF:4F:4E.SF
X Uptime O dayx 00:. .. Wireless hssociation Sucess:STA 00:1C:BF:4F:4E:5F
\g Uptime O day 00.... Wireless Association Sucess:STA 00:13:46:00:00:06
Uptime O day 00:... Wireless Assoeiation Sucess:!5TA 00:13:46:00:00:06
Tnformation Uptime O day 00:... Wireless Asscciation Sucess:STA 00:13:46:00:00:086
Uptime 0 day 00:... Wireless EKeceived Deauth:STA 00:13:46:00:00:06 (reason 3)
. Tptime 0 day 00:. .. Wirelesz Receiwved Deanth:STh 00:13:46:00:00:08 (reazon 3
\9 Uptime O day 00.... Wireless Association Sucess:STA 00:13:46:00:00:06 b
< >
Clear
System
Get OK.

View Log: | The log displays system and network messages including a time stamp
and message type.
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Status > Log > Log Settings

Home Basie Advanced MNaintensnce Statusz

Home

Basic

Advanced

oo

(™ Log View

System MNelp

% Log Settings

Maintenance

Status

\

Device
Information

Ensil Hotificstion [~ Ensble SHTP Fart s
Client Email Server addressz ] User Hame [
Information 3
From Email Address ] Password
To Email Address ] Confirm Password
Email Log Schedule
Schedule o > hours or when Log iz full

Systen

Log Settingz

Log Server [/ IF Address
Log Type

V¥ System Activity

v Wireless Activity
v Hotice

Email Hotification

Apply

Gat OF.

Log Settings

Log Server/IP
Address:

Log Type:

Email Notification
Email Notification:

Email Server
Address:

From Email
Address:

To Email Address:
SMTP Port:

User Name:
Password:

Email Log
Schedule:

Enter the IP address of the server you would like to send the AP
log to.

Check the box for the type of activity you want to log. There are
three types: System, Wireless and Notice.

Check the box to enable email notification.
Enter the IP address of the SMTP server.

Enter the e-mail address of the SMTP sender.

Enter the e-mail address of the SMTP recipient.
Enter the port of the SMTP server.

Enter the username of the SMTP server.

Enter the password of the SMTP server.

Select an interval time from drop-down list to send the logs to mail
recipient.
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System

Home PBasic Advenced Maintenance ZStatus System Help

Basic

System Settings
Advanced

Neinlenarce Apply Settings and Restart

Status -
{ Restere to Factory Default Settings

System

PR

Ok!

Click Restart to restart the AP and save the configuration settings. You will receive the
following prompt.

Warning

Dewice will rebook, continue?

Ok I Cancel |

Click Restore to restore the AP back to factory default settings. You will receive the
following prompt.

Warning

Device will rebcot and module will be disconnected, continue?

Ok I Cancel
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Multiconfiguration

Administrator can manage the configuration of APs that AP Manager Il has detected by
using the template. The same profile can be used for multiple APs. Each template profile

can has unique settings for the access point features which include: System, Wireless,
Security and Filter settings.

BE 0 # %0

Default Template

o8-

| Creator | Create Date | Aetivity Status

Template Hame

| Hext Bun Time
Unkmown

= Hew
Delete
Edit

Bun

Export
Inport
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Create a new template

To create a new template, right-click anywhere on the template view window and select
the New item. Each of these items is described in the pages that follow.

General General X
Basic Infao
Basic Info | Enter a name for this Neme: [
te m p | ate B Creator : l—
Time ’—_|
Content | Check the box to select the
Selection | configuration contents Content Selection
included in this template. W System
Then configure the settings © owidkss a0 0O
in the following page. W Secuiy nad o @
v Filter 140 =
| Mext > | Cancel |
System | Check the box to select the System 3
configuration contents | I |
. . . Check Al Clear all
included in this template. _
v L&N Settings
Subnet Mazk 285 0288 28R 0
LAN Settings | Set the subnet mask and Doy [
default gateway of the =
. drmin
Access Point. e
Uszer Mame admin
Admin | Enter the username and Fassnrd e
password of administrator W Misc
for AP Consale Protocol " None * Telnet
’ Timeaut 5 Mins i
Misc | Set the console type.
< Back | Mext > | Cancel
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Wireless 11g E|

Wireless
] ) [ checkan | | Clear Al |
Check the box to select the configuration i S (e
contents included in this template. 58D Wk
For how to configure wireless settings, please [ Channel T
refer to page 29 and 41. [ 581D Broadsast V¥ Ensble
[~ DataRate Auto hd
™ RTS Length(256-2345] 2346
™ Beacon Interval(20-1000) 100
I Fragment Length{256-2346) 2346
[~ DTIM[1-255) 1
[~ Radio On -
< Back | Mext > | Cancel |
. Security 11 ]
Security etuBAL X
. . Authentication |DDen System j
Check the box to select the configuration ey Sotings
contents included in this template. Ercwption  [Eretle =] (eySiee  [odBts =]
For how to configure security settings, please Koy Type P vaidkey  [Ft =
refer to page 69. kopvse |
WPA
Cipher Type Group Key Update interval
PaszPhrase |
R adiuz Server Part
R adiuz Secret |

< Back | Mext > | Cancel |
Filter 11g X

MAC Filter

IEEES02.11g Wireless MAC ACL Setting
Check the box to select the configuration N S
contents included in this template. Wachddms [ Swwe
For how to configure MAC filter settings, please
refer to page 83.

o

< Back | Mexst > | Cancel
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Device | You can choose more than Device 5
one AP group or AP, AP
Manager Il will apply the

+ By Group " ByIF
By Group

template to all the selected Group Name Son
APs at the same time. o Modd
[] Dw/L-22008P odel
[] Dw/L-77008P odel

By Group: | Select the APs by group. e
The APs that belong to the By P
group will apply the IF Address Modsl Name
template.

By IP: | Select the APs by IP that will
apply the template.

< Back | Mewt > | Cancel |

Update | To configure the runtime of Schedule X
template, please choose the
device object first.

" Disable
+ Specify Time

" Specify Interval

Specify Time: | Specify the day time that will € Speciy Date

apply the template. The [ Mondsy [ Tuesday [ wednesday [ Thursday

template will run at certain [ Fidy [ Saudw [ Sunday

day(s) of every week. -

Specify Interval: | Specify the interval time to e TS et

apply the template. pate  [mO0B T =

Specify Date: | Specify the date that will - =
apply the template. It only i

applies the template once.

Run Time: | Specify the running time of

the template. <Back [ Finish | Concel |

After the configuration, the template will be listed in the template window. The NextRun
Time column shows the running time of the template. When the running time arrived, the
template will apply the configured parameters to the devices selected in the Device
selection window. If multi-APs are selected, AP Manager Il will apply the template to all
the APs that selected at the same time.

Template Mame Creator Create Date Activity Status Mext Run Time Status Fresult
) Default Template Syztem 20080110 Dizabled Unknown
& Test admin 2008/06/13 Enabled 20080713 14:0216
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Edit a template

To edit a template, double-click the template or right-click the template and select Edit
item from the drop-down menu, the configuration page shown as below.

Update P§|

General lSystem] Wirelesz 'I'Ig] Seu:urit_uﬂg] Filter11g] Device] Schedule]

Bazic [nfo

Mame : dlink,

Creator : |
Time : | J

Content Selection

[v Spztem

v ‘wireless a0 1
[v Security 114 =1
W Fiter 114 0 |

2k | Cancel |

For how to configure the items in this page, please refer to page 109.

Delete a template

To delete an exit template, right-click the template, and select the Delete item from the
drop-down menu.
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Run a template

If you want to apply the template immediately, right-click the template, and select Run
item from the drop-down menu. The Status column will show the progress of this
operation, and the Result column show the operation result.

Import or export a template

AP Manager Il allows you to export the template to a profile saved in the disk or import a
template from the profile.

To import a template profile, right-click anywhere on the All Space > MultiConfiguration

view window, and select Import item from the drop-down menu or click the icon @ from
the tools bar. Then select the template file in the opening window and click the Open
button to import this template.

To export a template, right-click the template on the All Space > MultiConfiguration view
o=

window, and select Export item from the drop-down menu or click the icon - from the
tools bar. Then enter a profile name for this template in the File Name textbox and click
the Save button to export the template to a file.
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Fault Manage

Fault Manage window shows the trap data received from AP and polling data.

DO 020k S5 UL dDWd-SE-

| Event Hame

| Event Type | Event Lewal | Dlate Time

| Source

Dleseription

= - A1l Space
D General
+ D Group

+ D MultiConfiguration

& PollingFailed
# PollingFailed
# FPollingFailed
@ FollingFailed

System
System
System
System

Hotice
Hotice
Hotice

Hotice

Z005-06-11 14:4. ..
2005-06-11 14:4. .
2005-06-11 14:4. ..
Z008-06-11 14:4. ..

192, 168. 0. 50
192, 168. 0. 50
192, 168. 0. 50
192, 168. 0. 50

Indicate
Indicate
Indicate

Indicate

— 9
D StandardTrap
D System
|_1 Thresheld
D Private

+ D Taol

= D Report
D hzsociation
D Security
|1 Utilization
|_] Chanmel
D Eogue AF
D SysLlog

anage

There are four types of events:

B StandardTrap: The standard trap view window displays the standard trap data
received from APs.

B System: The system view window displays the polling results. To start the
polling, please refer to page 128.

B Threshold: The Threshold view window displays the threshold notice data. To
enable the threshold notice, please refer to page 128

B Private: The Private view window displays the Private trap data received from
APs.

Event settings

To configure the trap condition, click the icon “—g in the tool bar to set the event settings,
as shown below.
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x]

Event Settings

Event
=) Fvent Type SmmpVersion | J
B8 StandardTrap
Event Hame |
LinkUp Trap Generic | J
AuthenticationFaibire
EzpHeighhorLoss Status (" Disable + Enable
ColdStartsnmpvd)
WarmStart(snmpv2) oID |
LinkDwoam stumpvid)
LinkUplsnmpv2) Description |
AuthenticationFaihvelsnmpv2’
= Swstem Event
PollingFailed Lewvel |Critical j
PallingDk
—|- Threshold Event [~ Threshald Enshle
T it Threshald
. s f Ascending |
+| Private
Drescending |
‘_ | ? Henar ‘ | ‘ Close ‘

To modify an event setting, select the event from the Event Type list and then change the
items. After the setting, click the Save button to apply the changes.

To add a new event, click the New button, and configure the settings in the event creation
window as shown below.

Event Settings fg|
Event
- Fvent Type InmpVersion | J
—|- StandardTrap
ColdStart Event Hame |
WarmStart
LinkDhoam
LinkITp Trap Generie | J
AuthenticationFaibire
EzpHeizhborLoss Status [ Disable (* Enable
ColdStart(smmpra)
WarmnStart(smmpvd) () 0] |
LinkDwean stump v
LinkUp(srumpv2) Dascription |
AuthenticatinnFaibare(srunpe?’
= System Event
PollingFailed Level |Critical j
PollingOk
- Threshnld Event [w Threshold Enahle
- Transmit Threshald Aseendi |D
+|- Private
Drescending |D
(_ | ? Hewr | Save | Close
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Event Export

AP Manager Il can export the event results to the files in the format of Text/Excel/PDF. To
save event results, highlight the event record in the event window and click the Event

Export icon @| in the tools bar, then select the file format you want to save, AP
Manager Il will save all the records of that type to file.

Notice setting
AP Manager Il can set the corresponding actions when some level of events occurs. To

configure the notice setting, click the Notice Settings icon @ in the tools bar, as
shown below.

Motice Settings P§|

Warning Lawel Motice Settings
[ Play sound

eyl T | e

[ Shevwer Pop Message

[ Zend Email

To Emal Address |

From Email Address

SMTE Server |

User Hame |

Passwrord [Optional] |

Subject |

Iessaze

Ok Cancel

B Play sound: Click Browse to select the sound file. AP Manager Il will play the
sound file when this level of event occurs.
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B Show Pop Message: AP Manager Il will pop a message window when this level
of event occurs.

[ ] Send Email: Enter the Email information of To/From email address, SMTP
server, User Name/Password [Optional], Subject and Message in the respective
column. AP Manager Il will send this email when this level of event occurs.

Watch list

AP manager Il allows user to add custom watch list which only shows the specified
devices and events.

ol d I d-

ert Type | Event Level | Date Time Create Watchlist ription.
sterm Matice 2008-06-04 10:58:09 Update Watchlist e e
sterm Matice 2008-06-04 10:58:09 Delete Watchlist o the
skern Makice: 2008-06-04 09:49:09  192,165.0.50 Indicate the
stem Matice 2002-06-04 09:33:20 192,168.0.50 Indicate the
Lty bk~ SOOS NS AT 49 ADT A% 120 ° AS TeAdim ke -

To create a watch list, please follow the steps below:

[ | Click the Create wathlist item under the icon ﬂjrﬂ' ‘ of the tools bar, and enter
the Watch list Name in Create list form.

[ | Click Add button to insert the events into event list, and select the events that
need to be added in Select Event form, click Select button, then click OK button.

[ ] Click Add button to insert the devices into device list, and select the devices
that need to be added in Select Device form, click Select button, then click OK
button.

Notes: The watch list name must be different from others; the event type of creating new
event folder belongs to system event.

To delete a watch list, select the watch list item, and then click Delete watch list item

under the icon ‘ﬂ-‘ ‘ of the tools bar.
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Tools

Topology

You can create a topology map to graphically represent planned or existing networks to
aid network design, and also AP Manager Il will periodically polling network devices to
monitor the status. You can further customize their diagrams with selected icons and
bitmap files used for the background. When a topology map is opened, AP Manager Il will
discover the devices connected on the network and display their icons on the map.

B AP Manager I1 = _!- _!D L‘

aystem Aiew Tool  Help
OBEE &« B0k HE

xlie] <] » 2]/ A evi Topologet
E-ﬂ All space B I T T OT . AN VC TR PR TS AT 0T . MO
-] General 3 ! ! !
=1 Group. E
=1 Madel - i
e ES .
11 DWL-27008P ] ) - -
-] DWL-BZ004P =] Bl i ;
L] DWL-3Z004P B 1 T e S
] Categoryl 4 192.168.0.102 4 |
[+ || Categoryz e i i
L categary3 > R S —
& MultiConfiguration 3 | I I I
Ei ] = ! _ _ ! _
51 ©--192.168.0.50
= 3 ! /
S = -
] Syslog 3 - i ey
3 70K
= I Bt ey e
2008-05-22 10:02:24 FTF Server started on port 21.
2008-05-22 10:02:25 SnrmpTrap intializtion success!
2008-05-22 10:51.12 Discover Completed!
Ready Loglser admin 4
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New topology view

In the new topology, you can layout the APs according to the actual deployment. When an
AP is failed, the administrator has a visual sight of which AP is failed, and substitutes it

quickly.

To create a new topology view, right-click the blank place of the Topology view window

and select New Topology item,

as shown below.

x[w[«]»[n]/ an

FRRRNRNRY TN ANNNAT. I AR

AR

et B B MR b

Load Background
Remove Background

LR Y

172.18.216.212

Ruler
Grid
Topology Size

192.168.0.100
172.18.209.17 \

E Insert Ling:

Delete Line
192]  line Color
Linie WWidkh
Hide Line
Hide Station

172.18.

Mewr Topolor
D! Topolog
Properties

g
Iy

ABIG0K

Bt -

Firstly, you should import APs into the new topology by right-clicking the APs in the All
topology view window and selecting the new topology under the Copy Component To

item, as shown below.

Background

Maore Information......
Inserk Component:
Delete Component

Copy Component Ta

3

To load a background for the new topology, right-click the blank place of the Topology
view window and click the Load Background item.

Look in: |.D My Documents ﬂ & EE-
ey music

[2rry Pictures

I)5can AR

k7S] e

a8 At I

File name: |
Files of ype:  |JPEG File [*.jpg) =] m
Ficture Display SI}'IB.|Adiust the size of the carvas to fit the DiCtlﬂ
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After the successful loading:

bl I A P
poy

To remove the background, right-click the blank place of the Topology view window and
select Remove Background item.

Grid line and rulers:

To hide the grid line or ruler, click the Grid or Ruler item from the right-click menu, as
shown below.

x| ie] o] » o]/ an

4} |
192.168.0.100
192.168.1.100
172.18.209.17
192.168.0.1
Station 1 uilding Metworks o Posple

To show the grid and ruler, click the Grid or Ruler item from the right-click menu again.
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Topology size

To change the topology size, click the Topology Size item from the right-click menu, as
shown below.

Can¥as Sekking El

Canwas Width: [500

Canwaz Height: oo

Cancel

i

The area in the textbox is the valid area.

Line

You can insert lines into map to more efficiently organize the APs. To insert a line, click
the Insert line item from the right-click menu, and use the mouse point to paint a line in
the map. After insert a line, you can delete line/set line color/set line width/hide line by

right-clicking the line and then select the corresponding item from the drop-down menu.
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Site Planning

The Site Planning is designed to help user to layout the wireless network. Before
establishing a wireless network, user needs to plan and evaluate at first. Normally, user
locates some APs in the different places, and uses a notebook computer running scan AP
program to test which places can reach the highest radio effort. After record the data, they
can be import into AP Manager Il for analyzing.

To run the scan AP program in a notebook computer, copy the ScanAP.exe from the
installation directory of AP Manager Il of the computer which has been installed AP
Manager Il to notebook and then double click ScanAP.exe.

The Site Planning shows the results that tested by scan AP tool. Please first run the
ScanAP.exe and save the scan result into the file and then right-click the Site Planning
view window to load the file.

Location]D{ESSI0) |_Start: Time(Band) | Interval Time{avaR55L | Lenth(MinRSSI) |_Description{axR351)

Delete

< »
By DateTime |

100

&
7]

b
Xy

20

T T T T T T T T T T T T
1116 1126 1136 11:46 11:56 1206 12116 1226 12:36 12:48 1256 13:08

The Site Planning window shows BSSID, Start Time, Interval Time, Length, Description
data of the site planning results.

Collect information

To collect the AP’s RF information, please click the Scan item under the Tools menu or
double click scanAP.exe in the notebook, the scanning program will run, as shown below.
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¥ ScanAP.

File  Wiew Help

22|

Scan Infarmation |

BSSID | 55D | Channel | A

ol 3
~Wieless Adapter

Lacation 1D Locations

Interval Time IE_II Secands(-3800)

Total Time 720 Secords

Description |Lacations,

Wik ddpters | |

Lols 1900-01-01 00:00.01

Scheduled Newt Sean 19000101 000,

Ready

S i

| Chart

100

20

w
»e
a0

20

2

Total

T T T T T T T T T T T T
1848 1848 1650 1851 18:52 18:53 18564 16:55 18:58 16:67 16:58 1858

2008-6-11 16:47:40

Enter the Location ID, Description, and select the interval Time and wireless adaptor, and
then click the Start button. At first, you must select target AP, as shown below.

Select

[ —

=

~Fleaze zelect APz

ESSID | 551D | Charrel | suthentication
00:el:dc:8c:86:T1 glla test_ 333 10 Tez
: [i] Ho

dlink-kwest
dlink
KangTe-11g

Ha
Tes

00:%0:c: 102 10211
00:60:b3:27:fc: 16

3
L.
1
]
]
]

2]

£ | 1] |

Select | Cancel |

Then ScanAP will start to collect the AP’s RF information. The scan information table
shows any information in details. When the scanning finished, the window shows:
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ScanAP [E|
! E acan is now complete!

When you scan again or close the ScanAP, it prompts to save the information into disk:

Save As
Savein |i’chanAP :J & I‘j‘ =
A
My Recent
Documents
Deskiop
ty Documents
by Computer
File name: ‘LucaliUnA.slp ﬂ Save |
My Network.  Save as bype: ‘SilePIanning Files [* stp) :_J Caniel
Places

Note: ScanAP can run on the laptop computer singly.

Load information

To load the result file into Site Planning application, click the Load button from the Site
Planning window, as shown below.

Laak in: |lﬂScanﬁ1\P j i &5 -
[Eitocations.stp.
File marne: |
Files of type: |SiteF'Ianning Files [*.tp] ﬂ Cancel
[ Dpen as read-anly

Select the scanning result file. AP Manager Il shows the data in line by time, as shown
below.
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LocallDiESSID | start Time{Band) | Tnkerval Time(avgRSsD) | LenthiMaxRSSI) | Description{MinRSSI) |
+1 5] Locations 2008-2-21 14:24:42 6 seconds 00:12:12{732 seconds) Locationg
+ 5] LocationE 2008-2-21 14:38:47 10 seconds 00:20:20{1 220 seconds) LocationE
By DateTime
1
LocationB
100 Legend
o0:s0:00:22:09:10 114 [l
B E— __1’— l"— Lo = 00:1670:18 fb:69 116 [
—_ RLEIRERH
e "- Vi ()55 51 2 -
T T~ — 1 I P - 00:05:5d:51:31:39 1G]
mao — 00:50:00:23:10:14 116l
00:13:48:e5:3c b2 1180
20 00:03:7F be 246 116 [
L L L L L L L L L L L L
T T T T T T T T T T T T
14:33 1440 1442 1444 1445 1447 1443 1480 1452 1454 1455 1457

Click the + icon front the scanning record to expand the item and view the details.

Expand the item

LocallD{BSSI0) [ Start Time{Band) | Interval Time{avaRS5D | Lenth{MaxRSSI) | Description(MinR551) |
Locations 2008-2-21 14124142 & seconds 00:12:12(732 seconds) Locationd
+ 3 Locations 2008-2-21 14:38:47 10 seconds 00:20:20(1220 seconds) LocationE
By DateTime
1
LocationB
100 Legend
a0 — - - 00:50:00:22:09:10 114
— | — ‘."__"._1 l"— N 00:1ef0:18 #0639 116 [
thEl i~ — — ] ] i 00:05:50:51 :31:29 11 6]
mao D — 0:50:00:23:10:14 1G]
00:13:46:e5:30 b2 116
20 00:03 7 be 215 116 [
f f f f f f f f f f f f
14:33 1440 14:42 444 1445 1447 1443 1450 1452 1454 1455 1457
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Report

Association

The association window shows the managed APs and their associated client stations.
Highlight an Access Point and the details of the client stations that associated with the AP
list. The detail information include: DateTime, SSID, MAC Address, Band, Authentication,
RSSI and Power save mode.

A ecess Point GroupType IModel j IA].IG—mup j
Model Hame MAC Address | 1P Addvess | sstm Status |
DWL-32004F 001348FDE4FE 172,18 21550 Dome
001348FDE4FE 1721821550  DWL-32004P #02.11hig
DWL-52004F 001195F1C110 192 168.0 50 Deme
001195F1C110 192 168.0 50 8200z #02.11hig
01195F1C110 192 1680 30 2002 #02.11a
—Station Detail
DataTime S5ID MAC Address Band Authentication RSS1 Porrer 5:
l | i
From Izuus. 59 j To |2008- 5- 9 j Seaxchl Export Text | v | Clar |

From the Group Type, you can specify that the window show the data according to
specified model or group.

To list the APs according to the detected date, choose the date range from the From/To
drop-down menu, and click the Search button.

To export the AP data to file, click a file type from the Export Text drop-down menu or
click the Export Text button, and then enter a file name in the Export window, click the
Save button to save the AP data.
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Security

The security window graphically lists the security level of the managed APs.

Legend
82002802 113 [
8200g-802 11big =

DWL-32004F-80211big [

The security levels from the lowest to highest are: Open System, Shared Key, WPA-
Personal, WPA-Enterprise, WPA2-Personal, and WPA2-Enterprise.

The security details window shows the SSID, Mode Name, MAC Address, IP Address,
Authentication, and Band information of APs.
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Utilization

Utilization window shows the band usage of specified APs. To show the usage, AP

Manager Il should poll the APs.
AR E B0 a BE

2008- 611 w| 7o [2008 511 - Seaxch Esxport Text | »
- B M1 Space |'r o a.i.l_] | &
1 General b
=i e R [ P Address | Max STA's Humber | UpTime Trasmiited Paploats. | Toasetiad Sokness Bater || Treril e Retrs Bate Bad |
+ ] MultiConfiguration
Select @
Model Hame | MAC ddiress | 1P Adidonss | Wetmask [
DAP-23590 O00SSDREREND 192188050 25525525500
Select Canzel
[ Selete from CostomGroup
Palling Detail
Polling Interval ' 5 mirmstes Scheduled Next Poll 2008-08-11 15:2038 I Enable Threshold Hotice Start
Dependency  Home Last Pollsd &t 2008-06-11 15:20:38 Threshold Cobamm |7 untueee s J
2008-06-11 15:20:05 FTP Server started on port 21
2008-06-11 15:20:06 SnrapTrap initializtion success!
2008-06-11 15:20:18 Discover Completed!
2008-06-11 15:20:20 Device: 192.168.0.50 SNMPPing TimeOut!

To start the polling, you should select the APs that AP Manager Il will polling from the
Select window by clicking the Change button of Dependency and then click Start button.
You can also enable the threshold notice by clicking the Enable Threshold Notice and
select the type of Threshold Column.
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Channel

The channel window graphically lists the channel usage of the managed APs.

W o] [y ] _matn |

From the Group Type, you can specify that the graph shows the data according to
specified model or group.
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Rogue AP

The rogue AP window lists the APs scanned by AP Manager Il. You can specify which AP
is valid, rogue or neighbor AP.

Type Channel | BSSID [ Securit [ Mode [ == [rsst | =l =
AP BSS a 001CFODAEG38 WPA-Auto-Persoral | B0Z.11g 80 % i
AP BSS 9 001CFODEEG3S WPA-Auto-Personal | 802.11g wireless test team  75% %
AP BSS 5 DOEDB3Z7FC16 WEP 802.11g KangTe-11g 28%

AP BSS 3 001195F1C118 OFF a02.11g 200q 0%

AP BSS 13 00037FBEFO3F OFF a02.11g dink_p 43 %

AP BS5 1 001511A0A608 WEP 802,119 LISEE-CNC 4%

AP BS5 1 O00D3BFEFACF OFF 802,119 CNC-5CZ 8%

AP BSS 11 081074010442 WEP 802119 scdcte 16%

AP BSS 11 001570797200 OFF B02.11g SCCNC-MOT-CD-GX...  10%

AP BSS 11 DOEN4CE186D1 WEP 802119 diink 50%

AP BSS 5 001346350037 OFF 802.11g Penta CO 18%

AP BSS 5 000550559312 OFF a02.11g HT_&PD 2%

AP BSS 5 000027418943 OFF a02.11g diink-dir300-ella 4%

AP BS5 5 0050BA010004 OFF 802,119 ChinaNet-DTGB00HA  10%

AP BS5 5 0019E093FE22 OFF 802,119 TP-LINK 16%

AP BSS 6 OOEDMCECEETL OFF 802119 dink 26%

AP BSS 5 DOEN4CE186D6 OFF 802119 dink_honoooooono... 28 %

AP BSS 5 00CDO1330641 WEP 802.11g diink %

AP BSS 5 001B1190GEFE WEP 802,119 USEE-CT %

AP BSS 5 001B118C494C OFF a02.11g diink. 86 %

AP BSS 5 00119594EBE0 WPA-Personal a02.11g qabriel 66 %

AP BS5 5 0050F1121210 OFF 80z.11g E1131 0% —
AP BS5 1 0060B3BESLAD OFF 802,119 UNICOM 18%

AP BSS 1 DO030FOEDTER OFF B02.11g DCW-BRS4+ 26% =
Typs [ charnel [ 551D [ Securit [ Mode [ 5510 RSl

AP BS5 13 00037FBEFO43 OFF 02.11g dink 2%

% 10quBia | gerpies  d¥anfoy

Detect Delete

To categorize the APs, click the Detect button to scan the APs around, and click the
category at the right side of window, then drag the AP from top window to bottom window.
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Syslog

The syslog window shows the system log information sent by the managed APs. Please
configure the APs to send the syslog to AP Manager I first, for how to configure the log
setting of AP, refer to page 106.
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)
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User Management

AP Manager Il allows you to manage the user profiles. To manage the users, click the

User Manage item under the System menu or click the icon g in the tools bar. The
configuration page is shown as below.

Ozer Hanage @

User

Tser Hame | Paszwrord | Privilege | Creat Diate

adrmin admin A dministrator

£ >
Add | Update | Delate |

Harme Password

Privilege |Dlanager d

Resume

Explanation of privilege levels:

B Administrator: Owns all the rights of AP Manager I
B Manager: Owns all the rights except user manage.
B Guest: Only can view the information.

To add a new user, follow the steps below:

Enter the username and password in the Name and Password textbox.
Choose the right level in the Privilege drop-down menu.

Enter the description about this user in the Resume textbox.
B Click the Add button to add this user to AP Manager II.

To modify a user, highlight the record line of that user, modify the contents in the
corresponding textbox, and then click Update button to apply the changes.

Note: The changes will take effect at next login.

To delete a user, highlight the record line of that user, and then click the Delete button to
remove the user from AP Manager Il
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System Environment

You can change the software operation environment of AP Manager Il. To configure the

system environment, click the Options item under the System menu or click the icon
in the tools bar. The configuration page is shown as below.

Option E|

General ] Module] Database Maintenance] ;‘-‘u:lvance]

Logon Setting
¢ Touze the spstern, user should input name and password
" Please select the user to use the system

Izer Hame | Frivilege | Creat Date | Resume
Admirista, || |
4 *+
SHMP Setting

Public: Community 5 tring public: Port  |161
Private Community String private
SHIMP Responze Time0ut 30

Palling Setting
Palling bype (+ Dizable { Enable
Interval ime [10-EDzec]
Dizcover

Retry 1 TimeDut g [5-E0zec)

Ok | Cancel | ‘

Logon Setting | Set whether login the system automatically or by hand. To login
automatically, you should select a user used to login the system from
the user list.

SNMP Setting | Set the Public/Private Community String, Port number and SNMP
Response Timeout.

Polling Setting | Disable by default. When this function is enabled, you must set the
polling interval time, it is 30 seconds by default.

Discover | Enter the Retry number and the time of timeout when discovering.
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X

Option

General Module l Databaze Maintenancel f-\dvance]
Select firmware file for modal
kM odel Mame Firmware file

DAP-2590 |
DWL-27004P

Dw/L-3200&F Save Browse
DwiL-77004P

[/ L-82004F b4 odule Information

M odel Hame DAP-2590

[rezcription AP Manager || Module +1.00005 [2008-6-4]
YWersion: 1.00

Support Band: 11bdain

Module | For updating the firmware of AP, you can specify a default firmware
file for each model of AP. Highlight one type of AP, and click the
Browse button to choose the firmware file then click the Save button
to apply the changes.
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X

Option

Eieneral] Module Database Maintenance lﬁ-\dvance]

Select | Fault ﬂ

Motice By Records

To ensure the database efficient, Please notice user to clear
the databaze

Motice user when records 1000

Clear Rule
' Delete all records

" Delete these top reconds

Records: 100

" Delete these records before the datetime

Dratetime: 2008- 611 -
Clear

Select | Choose the type of records.
Notice By Recor | Set the number that record reach to notice the user to clear the
d | database.

Clear Rule | Delete all records: select this option to clear all the records.
Delete these top records: select this option to clear the specified
number of top records.

Delete these records before the date time: select this option to
clear the records that recorded before the specified time.
Click the Clear button to apply the change.
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X

Option

Eieneral] Module] Database Maintenance  Advance l

TimeOut Settings
Set Timeout(z)

Feboot Timeout(z)

Configuration Flazh Update Time(s]
Factary Reset Time(z)

Fo Download Time(s)

F/ Flash Update Time(z)

Timing Tolerance Time(z)

T

Defaul

FTP Server
{* Enable Local FTP Server

" Enable Femote FTP Server
Femote Server IP Address

Uszer Mame

Pazzward

Part

Language
[ Default [English)

:

K. Cancel |

TimeOut Setting | Configure the system time out settings.

s
FTP Server | Select Enable Local FTP Server to run an ftp server on the local

computer. The ftp server will run when AP Manager Il starts.

Select Enable Remote FTP Server if all the system logs are stored

in a lone ftp server. You should configure the ftp server parameters

here.

Language | Select an interface language for AP Manager Il. It only supports

English now.
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Contacting Technical Support

Technical Support

You can find software updates and user documentation on the D-Link website.

U.S. and Canadian customers can contact D-Link Technical Support through our
website, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 354-6555

D-Link Technical Support over the Internet:
hitp://support.dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(877) 354-6560

D-Link Technical Support over the Internet:
http://support.dlink.com

Version 2.0
June 18, 2008
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