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Section 1 - Product Overview

Package Contents

e DIR-100 Ethernet Broadband Router
e Power Adapter

e Ethernet Cable

e Quick Installation Guide

e Manual on CD

System Requirements

* Ethernet-based Cable or DSL Modem
» Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet adapter
* Internet Explorer Version 6.0 and above (for configuration)

Note: Using a power supply with a different voltage rating will damage and void the warranty for this product. If any
of the above items are missing, please contact your reseller.
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Section 1 - Product Overview

Introduction

The D-Link DIR-100 is an Ethernet Broadband Router. The D-Link DIR-100 enables users to quickly and easily share a high speed
Internet connection. The D-Link DIR-100 also incorporates many advanced features, traditionally found in more expensive routers.
After completing the steps outlined in the Quick Installation Guide (included in your package) you will have the ability to share a single
Internet connection as well as sharing information and resources such as files and printers.

The DIR-100 is compatible with most popular operating systems, including Macintosh, Linux and Windows, and can be integrated
into an existing network. This Manual is designed to help you connect the D-Link DIR-100 to a high speed Internet connection and
four Ethernet PC connections.

This manual provides a quick introduction to Broadband Router Technology, Firewalls, and Local Area Networking. Please take a
moment to read through this manual and get acquainted these various technologies.

Features

e Broadband Modem and IP Sharing - Connects multiple computers to a Broadband (Cable or DSL) modem to
share the Internet connection.

e Ethernet Switch - Allows you to quickly and easily share an Internet connection with multiple computers and
devices.

e VPN supported - Supports multiple and concurrent IPSec and PPTP pass-through sessions, so multiple users
behind the DIR-100 can access corporate networks through various VPN clients more securely.

e Advanced Firewall, MAC Filtering, and WebSite Filtering Features - The Web-based user interface
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Section 1 - Product Overview

displays a number of advanced network management features including:

e Web-Based Management - DIR-100 is configurable through any network computer’s web browser using Netscape
or Internet Explorer.

* Port Forwarding Supported - Enables you to expose WWW, FTP and other services on your LAN to be accessible
to Internet users.

 Special Application Supported - Special applications requiring multiple connections, like Internet gaming, video
conferencing, Internet telephony and so on. The DIR-100 can sense the application type and open a multi-port tunnel
for it.

* DMZ Host Supported - Allows a networked computer to be fully exposed to the Internet. This function is used
when the Special Application feature is insufficient to allow an application to function correctly.
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Hardware Qverview

Front Panel

WAN LED
Lights steady green during when there
is a valid WAN connection.

Power LAN
Steady green light indicates Steady green light indicates a
the unit is powered on. valid connection.
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Rear Panel

WAN*

This port is where the user is to connect the
Ethernet cable from an outside source that is
taking the connection from your local ISP.

5V=1.2A RES

LAN PORTS* 1-4 Power ,

LAN ports which may be uplinked Connect one end of your included
using a CAT5 Ethernet RJ-45 cable. The power adapter to the power port and
corresponding LEDs on the front panel will the other end into your power outlet.
light green when one of these ports are

connected to an end node such as a hub,

switch or computer equipped with a network Reset
adapter card (NIC). Used to restore the DIR-100 back

*All ports (both LAN & WAN) are Auto-MDIX. All ports auto-sense cable types to accommodate Straight-through or
Cross-over cable.
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Technology Introduction

Introduction to Broadband Router Technology

A router is a device that forwards data packets from a source to a destination. Routers forward data packets using IP addresses and
not a MAC address. A router will forward data from the Internet to a particular computer on your LAN.

The information that makes up the Internet gets moved around using routers. When you click on a link on a web page, you send a
request to a server to show you the next page. The information that is sent and received from your computer is moved from your
computer to the server using routers. A router also determines the best route that your information should follow to ensure that the
information is delivered properly.

A router controls the amount of data that is sent through your network by eliminating information that should not be there. This
provides security for the computers connected to your router, because computers from the outside cannot access or send information
directly to any computer on your network. The router determines which computer the information should be forwarded to and sends
it. If the information is not intended for any computer on your network, the data is discarded. This keeps any unwanted or harmful
information from accessing or damaging your network.

Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that prevents unauthorized access to or from your network.
A firewall can be a computer using firewall software or a special piece of hardware built specifically to act as a firewall. In most
circumstances, a firewall is used to prevent unauthorized Internet users from accessing private networks or corporate LAN’s and
Intranets.

A firewall watches all of the information moving to and from your network and analyzes each piece of data. Each piece of data is
checked against a set of criteria that the administrator configures. If any data does not meet the criteria, that data is blocked and
discarded. If the data meets the criteria, the data is passed through. This method is called packet filtering.

A firewall can also run specific security functions based on the type of application or type of port that is being used. For example,
a firewall can be configured to work with an FTP or Telnet server. Or a firewall can be configured to work with specific UDP or TCP
ports to allow certain applications or games to work properly over the Internet.
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Introduction to Local Area Networking

Local Area Networking (LAN) is the term used when connecting several computers together over a small area such as a building or
group of buildings. LAN’s can be connected over large areas. A collection of LAN’s connected over a large area is called a Wide Area
Network (WAN).

A LAN consists of multiple computers connected to each other. There are many types of media that can connect computers together.
The most common media is CATS cable (UTP or STP twisted pair wire.) On the other hand, wireless networks do not use wires;
instead they communicate over radio waves. Each computer must have a Network Interface Card (NIC), which communicates the
data between computers. A NIC is usually a 10Mbps network card, or 10/100Mbps network card, or a wireless network card.

Most networks use hardware devices such as hubs or switches that each cable can be connected to in order to continue the connection
between computers. A hub simply takes any data arriving through each port and forwards the data to all other ports. A switch is
more sophisticated, in that a switch can determine the destination port for a specific piece of data. A switch minimizes network traffic
overhead and speeds up the communication over a network.

Networks take some time in order to plan and implement correctly. There are many ways to configure your network. You may want
to take some time to determine the best network set-up for your needs.

Reset

To reset the system settings to factory defaults, please follow these steps:
1. Leave the device powered on, do not disconnect the power

2. Press the reset button and hold (use a paper-clip)

3. Keep the button pressed about 10 seconds

4, Release the button

The DIR-100 will then automatically reboot itself.
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Installation
Getting Started

Installation Location

The DIR-100 functions as an Ethernet LAN for your home or office use. The Router can be placed on a shelf or desktop and ideally
you should be able to see the LED indicators on the front if you need to view them for troubleshooting. No special wiring or cooling
requirements are needed but when you are ready to place the Router, you must take into account the following guidelines:

e Place the DIR-100 on a flat horizontal plane.

e Keep away from any heating devices.

Do not place in a dusty or wet environment.
The recommended operational specifications of the DIR-100 are:
Temperature 320F~1310F
Humidity 5% ~90 %
In addition, remember to turn off the power, remove the power cord from the outlet, and keep your hands dry when you install the
hardware.

Network Settings

To use the DIR-100 correctly, you have to properly configure the network settings of your computers. The default [P address of the DIR-100
is 192.168.0.1, and the default subnet mask is 255.255.255.0. These addresses can be changed as needed, but the default values are
used in this manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to Configuring Your PCs
to Connect to the DIR-100 to configure it.

For example:
1. Configure your computer /P as 192.168.0.3, subnet mask as 255.255.255.0 and gateway as 192.168.0.1
Or more conveniently
2. Configure your computers to obtain TCP/IP settings automatically from the DHCP server feature of the DIR-100
Since the IP address of the DIR-100 is 192.168.0.1, the IP address of your computer must be 192.168.0.X (where “X” is a number between
2 and 254.) Each computer on your network must have a different IP address within that range. The default gateway must be 192.168.0.1
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(the IP address of the DIR-100).

Configuration

The DIR-100 provides an embedded Web-based management utility making it operating system independent. You can configure
your DIR-100 through the Netscape Communicator or Internet Explorer browser in MS Windows®, Macintosh, Linux or UNIX based
platforms. All that is needed is a web browser such as Internet Explorer or Netscape Navigator with Java Script enabled.

Log in

Open your web browser and type in the IP address of the DIR-100 into the Location (for Netscape) or Address (for IE) field and
press “Enter.” The default IP address of the DIR-100 is 192.168.0.1

2l DIR-100 - Microsoft Internet Explorer

File Edit Wiew Favorites Toals  Help

For example: http://192.168.0.1 O O dd& 0. o

Address €] httpij/192.165.0. Lipublicflogin.hem

Product Page : DIR-100  Logout

After the connection is established, the logon screen will pop up.

To log in as an administrator, enter the username of “admin” and the
password (there isn’t a default password, leave it blank). Click the OK
button. If the password is correct, the web-management interface will
appear.
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Section 3 - Configuration

Setup Wizard

You may run the setup wizard to quickly setup your router.

ADVANCED

You can use the
smmwaﬂum:mnmm:omm

Click Setup Wizard to launch the wizard.

The folwing Wisb-hacad Satup Wizird & dengrad 1 356t yoU N CONNBCtINg your new DLnk
Bouter to thie intorret. The Setup Wizard wil gude you through step-by-4tep rstuctions on
how to et your Intermat connection up and running. Cick the button below to begn.

Manrte: Bione Lunching thee wizand, plesrar make sune vou hae Soloweed o stos outined n the
Quick: Irstalation Guidee inchudied with the router,

1 ywous wousd Mo to configure the interrat and Wik settngs of wour raw O-Unk Routes
maruialy, than cick on the Manual Confgure button below.

HOME | ADYANCED TOOLS STATUS m

WIZARD

The Wizard! below wil assist you in configuring the basic ssttings of your new O-Link Router,

INTERRET

INTERNET CONNECTION SETUP WIZARD

The follawing YWeb-based Setup 'Wizard is designed to assist vou in cannecting your new D-Link
Router to the Internet. This Setup Yizard will guide you through step-by-sten instructions on
how to get your Internet connection up and running. Click the button below to begin,

Click Launch Internet Connection Setup Wizard to begin.

[ Launch Inernet Connection Setup Wizard 1

Note: Before launching the wizard, please make sure you have folowed all steps outined in the
Quick Installation Guide included with the router,

mmm D-LINK SETUP WIZARD

T wicad wl i you hvouch & tee-br-41#0 roess fo conaurs your e DAk router e conmct 10 Lhe

= Step 1: Sat your Pasowond
= Stop 2: Select your Tme
= Stop 3: Configure your Intermet Connection
o Sten 4: Save Settngs
tutt | [(Cancel

Click Next to continue.
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Create a new password and then click Next to continue.

Select your time zone from the drop-down menu and then click Next to
continue.

Select the type of Internet connection you use and then click Next to
continue.

By dufault, your o DUk Router dous rot have 2 passwond configured for sdmnstraton aooess 1o the Web-
Ibased configuration pages. To secure yous new networling device, please sat and varfy 3 password belaw:

ﬁmmmmhmmmwumwmwwm

(GMT-0E00) Pacic Tme (US & Canada) -

(proc] ) [concel]

(5 DHOP Connection (Dynamic 11 Address)
Choose thes of your Interraet, Connection autamaticaly oroves you with an I Addres, Most Cable Modere use
this type of connection.

(Choasn this oaton if your Intermat 1 gat onlne. Mot CSL
e

* whare & Lised this connacton type of
Connection

ﬂ‘mﬂ;mlmmwmm'w with 1P Addhess information that has to be

sy 3

(] feat] [Carce ]
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If you selected Dynamic, you may need to enter the MAC address of the computer that
was last connected directly to your modem. If you are currently using that computer,
click Clone Your PC’s MAC Address and then click Next to continue.

The Host Name is optional but may be required by some ISPs. The default host name
is the device name of the Router and may be changed.

If you selected PPPoE, enter your PPPoE username and password. Click Next to
continue.

Select Static if your ISP assigned you the IP address, subnet mask, gateway, and
DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click Next to
continue.

D-Link —_—

'ﬂﬂmmm il makn sund that you and connactad to tho D-Link Router with the PC that was
ongraly correctind hmmmcmum 1 yous ann, then chok ths Clone MAC Button 1o copy your
o, m‘sum:nm-ws 10 tha D-Urk Rentir,

MAC Adkross: 00 .00 .00 (.00 .|00 .00 | (Optiond)

Host Name: 00100
Note: You may aso need to provide a Host Name., If you do not have or know this
Information, plesse contact your 159,

[rev]) (st (conce |

To g8t up thes connaction you wil need to have a Username and Passwird fiom your Intemet Service Provider, If
you da nat have this information, pleate contact your ISP,

Auddress Mode: (&) Dynamic P 1 5tatie 1P
Ukser N

Service Name: [q‘w;

To 5ot up this connoction you wil

o b barvie & Usserieni aned Passwond from your Intemest Sorvice Providis.
Ymuwn-mwwru . T e cdo rot b this inforration, plien contact vour 189,
Address Mode: ©0ynamic P OSeatic B
PRIP 1P Address:
PETR Subnet Mask:
PRI Gateway 1P Addreds:
PRTP Server 1P Address
(may be same as gateway):
User Nasrw:
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If you selected L2TP, enter your L2TP username and password. Click Next to
continue.

o eonnection you wil need to have from your Intemet
“You sl need L2TP 1P ackess. If you do not have this iInformation, please contact your 159,
‘ddress Mode: oyname B O Srate 10

L2TP 1P Address:
L2TP Subwrwet Marsk:
L2TP Gateway 1 Addross:
LZTP Sarver 1P
(may be same s gateway):
User Name:

If you selected BigPond, enter your BigPond Auth Server, username and password.
Click Next to continue.

If you selected Static, enter your network settings supplied by your Internet provider.
Click Next to continue.

Ta set up this connection you wil need to have a complate ktdﬁnhnmnmh!mgumm
your [5P,

[Provicker. 1F you havie 3 Statc IP o have this e

1P nddress: |
Subinet Mask:

Gateway Address:
Primary DS Address: |
Hecondary DNS Address:

(o] () (Sonce)
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Click Connect to save your settings. Once the router is finished rebooting, click g E—

. . poms _-,.
Continue. Please allow 1-2 minutes to connect.

The Setup ¥Wizard has completed. Cick the Connect button to save your settings and reboot the router.

Close your browser window and reopen it to test your Internet connection. It may
take a few tries to initially connect to the Internet.
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask, gateway address,
and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate [P form, which are four octets separated
by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

| DIR-100 | HOME | ADY¥ANCED TOOLS STATUS SUPPORT

ISP Gateway: Enter the Gateway assigned by your ISP. INTERNET GONNEGTION
iES Use this sehction tf? configure your Internet Connection type. Tgere are ;ev:c;ral connection -
types to cl ooss from: Static IP, DHCP, PPPCE, PPTF, L2TDJ_an Elig_Don . If you are unsure o
MAC Address: The default MAC AddreSS |S Set tO the WAN’S phySIC8.| wour conhection method, please contact vour Internet Service Provider,
. . ote: If using the oE option, you wil need to remove or disable an oE client software
interface MAC address on the Broadband Router. It is o your computers, t e
not recommended that you change the default MAC [ avoseing ][ Dortsavesetings ]
address unless required by your ISP. —
The default MAC add ress |S Set tO the WAN’S phySIC6l| Choose the mode to be used by the router to connect to the Internet.
Clone MAC interface MAC address on the Broadband Router. You et Coestiiy ISR 5
Address: can use the Clone MAC Address hutton to copy
the MAC address of the Ethernet Card installed by your li b b Bbh R E RS LR TUEE
|SP and replace the WAN MAC address W|th the MAC Enter the static address information provided by your Internet Service Provider (ISP,
address of the router. It is not recommended that you O N e, (PO
change the default MAC address unless required by suretmasc [ |
your |SP ISP Gateway Address: [ |
' e, 21 |- - ] ] o)
' [ Clone aC address ]
Primary DNS Address: |:|
Primary DNS Enter the Primary DNS server IP address assigned by A

MTU:

Address: your ISP.

Secondary DNS This is optional.
Address:

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is the default
MTU.

D-Link DIR-100 User Manual 18




Section 3 - Configuration

Internet Setup
Dynamic (Cable)

Dynamic IP Choose Dynamic IP Address to obtain IP Address information
Address: automatically from your ISP. Select this option if your ISP does
not give you any IP numbers to use. This option is commonly

used for Cable modem services.

Host Name: The Host Name is optional but may be required by some ISPs.
The default host name is the device name of the Router and
may be changed.

MAC Address: The default MAC Address is set to the WAN’s physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

Clone MAC The default MAC address is set to the WAN’s physical interface
Address: MAC address on the Broadband Router. You can use the “Clone
MAC Address” button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended
that you change the default MAC address unless required by

your ISP.

Primary DNS Enter the Primary DNS (Domain Name Server) server IP address
Addresses: assigned by your ISP.

Secondary DNS This is optional.
Address:

INTERNET CONNECTION

Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static [P, DHCR, PPPCE, PPTR, L2TR, and BigPond. If you are unsure of
your connection method, please contact your Intemet Service Provider,

Note: If using the PPPCE option, you will need to remove of disable any PPPOE client software
Of YOLIr Computers,

[ Save Settings ][ Don't Save Settings ]

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is:

D¥NAMIC IP (DHCP) INTERNET CONNECTION TYPE

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide you with
1P Address information andyor a username and password,

Host Marne:  [DIR-100 |

MAC address: . b ¥ ) -1 taptianal)
‘

Primary DMS Address: I:|
Secondary DNS Address: l:l (optional)

| ADYANCED TOOLS STATUS SUPPORT

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1500 is the default

MTU.

D-Link DIR-100 User Manual
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Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services. Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

PPPOE:

User Name:

Password:

Service Name:
IP Address:

Primary DNS
Addresses:

Maximum lIdle
Time:

MTU:

Select:

Internet Setup
PPPoE (DSL)

Select Dynamic (most common) or Static. Select
Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses.

Enter your PPPoE user name.

Enter your PPPoE password and then retype the
password in the next box.

Enter the ISP Service Name (optional).
Enter the IP address (Static PPPoE only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPPoE only).

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To
disable this feature, enable Auto-reconnect.

Maximum Transmission Unit - you may need to change
the MTU for optimal performance with your specific ISP.
1492 is the default MTU.

Connection Mode Select either Always-on, Manual, or Connect-on demand.

oroo JIIAL__o

INTERNET CONNECTION

Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static IP, DHCP, PPPoE, PPTR, L2TP, and BigPond. If vou are unsure of
your connection method, please contact your Internet Service Provider,

Note: If using the PPPOE option, you will need to remove or disable any PPPOE client software
Of your comnputers,

[ Save Settings ][ Don't Save Settings ]

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is: |PPPuE {Username | Password) v|

PPPOE

Enter the information provided by your Internet Service Provider (ISP).

@Dynarnic PPPoE (O Static PPPOE
User Name: | |

Password

il |
Confirrn Password: | |
il |

Service Mame
1P Address: |:|
WAC Addrese: oo J-foo J-foo J-foo |-foo |-[oo | (optional)
'

et e e

{optional)

D-Link DIR-100 User Manual
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PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum lIdle
Time:

MTU:

Connect Mode:

Internet Setup
PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password in
the next box.

Enter a maximum idle time during which the Internet

D-Link -

DIR-100 | HOME | ADVANCED TOOLS STATUS SUPPORT

INTERKET INTERNET CONNECTION

MNET'WORK SETTINGS

Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, and BigPond. If you are unsure of
Your connection method, please contact your Internet Service Provider,

MNote: If using the PPPOE option, you will need to rermove or disable any PPPOE client software
O YOoUr Computers,

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Intemet,

[ Save Settings ] [ Don't Save Settings

My Internet Connection is: |PPTP (Username | Password) vl

PRTP

Enter the information provided by your Internet Service Provider (ISP,

@ Dynamic 1P O Static P

Server [P/Mame:

3
PPTP Account: |
PPTP Password: |

B

PPTP Confirm Password!

Mairnurn Idle Time:

Minutes

Connect mode select: (O always-on O Manual & Cornect-on demand

MTL.

connection is maintained during inactivity. To disable this feature, enable Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is the default MTU.

Select either Always-on, Manual, or Connect-on demand.

D-Link DIR-100 User Manual
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L2TP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

L2TP Account:

L2TP Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Internet

Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username and
password. This option is typically used for DSL services.

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static L2TP only).

Enter the Primary and Secondary DNS Server Addresses (Static
L2TP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP (Internet
Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your L2TP account name.

Enter your L2TP password and then retype the password in the
next box.

| ADVANCED TOOLS STATUS SUPPORT
in

Helpful Hint:
INTERNET CONNECTION

Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static IP, DHCP, PPPOE, PPTR, L2TP, and BigPond. If you are unsure of
¥OLF connection method, please contact your Internet Service Provider.

Note: If using the PPPoE option, you wil need to rermowe or disable any PPPOE client software
O YOUr COMpLIters.

[ Save Settings ][ Don't Save Settings

INTERNET CONNECTION TYPE

Chonse the mode to be used by the router to connect to the Internet.

My Internet Connection is: | LZTP (Username 1 Passwor d) o«

L2TP

Enter the information provided by your Internet Service Prowider (ISP).

@ Dynarnic 1P O Static 1P

Server IP/Mame
L2TR Account

L2TP Password

L2TP Corfirrn Password

;

;

:

:
Madirnurn Idle Time: Minutes
M

Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this feature, enable Auto-

reconnect.

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is the default MTU.

Select either Always-on, Manual, or Connect-on demand.
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Internet Setup
Big Pond

User Name: Enter your Big Pond user name.

Password: Enter your Big Pond password and then retype the - |

password in the next box.

INTERNET CONNECTION
Use this section to configure your Internet Connection type. There are several connection

. i types to choose from: Static IP, DHCP, PPPOE, PPTP, L2TP, and BigPond. If you are unsure of
Au‘h server' Enter the | P add reSS Of the Iog I n Serve r. your connection method, pleasé conte;ct yourJIntern:et Ser\:ice Provider.

Note: If using the PPPOE option, you will need to remove or disable any PPPOE client software
O Your compuiters,

Login Server IP: Enter the IP address of the login server.

[ Save Settings ][ Don't Save Settings ]

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. Itis P ———
not recommended that you change the default MAC
address unless required by your ISP.

My Internet Connection is: |BigPond {Australia) v|

BIGPOND

Enter the information provided by your Internet Service Provider (ISP).

The default MAC address is set to the WAN’s physical
Clone MAC interface MAC address on the Broadband Router. You

Address: can use the “Clone MAC Address” button to copy the User Namme: [
MAC address of the Ethernet Card installed by your e g :
ISP and replace the WAN MAC address with the MAC Auth Server: |
address of the router. Itis not recommended that you Laain Server Pjame: | optiond)
change the default MAC address unless required by ac s (2000 0 -0 -0 Jeeters
your ISP.
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Router IP
Address:

Subnet Mask:

Local Domain
Name:

DNS Relay:

Network Setting
Router Settings

The IP address of your router on the local area network.
Your local area network settings are based on the
address assigned here. For example, 192.168.0.1.

The subnet mask of your router on the local area
network.

This entry is optional. Enter a domain name for the
local network. The DHCP server will give this domain
name to the computers on the LAN. So, for example,
if you enter mynetwork.net here, and you have a PC
with a name of chris, that PC will be known as chris.
mynetwork.net. Note, however, if the router's WAN
settings specify Dynamic IP Address, and the ISP’s
DHCP server assigns a domain name to the router,
that domain name will override any name you enter
here.

When DNS Relay is enabled, the router plays the role
of a DNS server. DNS requests sent to the router are
forwarded to the ISP’s DNS server. This provides
a constant DNS address that LAN computers can
use, even when the router obtains a different DNS
server address from the ISP upon re-establishing
the WAN connection. You should disable DNS relay
if you implement a LAN-side DNS server as a virtual
Server.

HOME

| ADYANCED TOOLS STATUS SUPPORT

Helpful Hints.

| oiR-100 |

INTERMNET

METWORK SETTINGS

NETWORK SETTING

Use this section to configure the internal network settings of your router and also to configure
the built-in DHCP server to assign IP address to the computers on your network, The 1P address
that is configured here is the IP address that you use to access the Web-based management
interface. If you change the IP address here, you may need to adjust your PC's netwiork
settings to access the network again.

[ Save Settings ][ Dor't Save Settings ]

ROUTER SETTINGS

Use this section to configure the internal network settings of your router, The IP address that is
configured here is the IP address that vou use to access the web-based management interface.
If vou change the IP address here, you may need to adjust vour PC's network settings to

access the network again.

Router IP Address: |192.168.0.1

Default Subnet Mask: |255,255,255.0

Local Dornain Marne: | |

Enable DNS Relay:

DHCP SERYER SETTINGS

Lsg this section to configure the built-in DHCP server to assign IP address to the computers on
yoLr network,

Enable DHCP Server:
DHCP IP Address Range: [100 | o I&I (addresses within the LAN subnet)
DHCP Lease Time: | 10080 (minutes)

DYNAMIC DHCP CLIENT LIST
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DHCP Server:

DHCP IP Address

Range:

Lease Time:

Network Setting
DHCP Server Settings

Once the router is properly configured and this
DHCP Server option is enabled, the DHCP Server
will manage the IP addresses and other network
configuration information for computers and other
devices connected to the Local Area Network. There
is no need for you to do this yourself.

The computers (and other devices) connected
to your LAN also need to have their TCP/IP
configuration set to “DHCP” or “Obtain an IP address
automatically”.

These two IP values (from and to) define a range
of IP addresses that the DHCP Server uses when
assigning addresses to computers and devices on
your Local Area Network. Any addresses that are
outside of this range are not managed by the DHCP
Server; these could, therefore, be used for manually
configured devices or devices that cannot use DHCP
to obtain network address details automatically.

The amount of time that a computer may have an
IP address before it is required to renew the lease.
The lease functions just as a lease on an apartment
would. The initial lease designates the amount of
time before the lease expires. If the tenant wishes
to retain the address when the lease is expired then
a new lease is established. If the lease expires and
the address is no longer needed then another tenant
may use the address.

HOME

| ADYANCED TOOLS STATUS SUPPORT

Helpful Hints.

| oiR-100 |

INTERMNET

METWORK SETTINGS

NETWORK SETTING

Use this section to configure the internal network settings of your router and also to configure
the built-in DHCP server to assign IP address to the computers on your network, The 1P address
that is configured here is the IP address that you use to access the Web-based management
interface. If you change the IP address here, you may need to adjust your PC's netwiork
settings to access the network again.

[ Save Settings ][ Dor't Save Settings ]

ROUTER SETTINGS

Use this section to configure the internal network settings of your router, The IP address that is
configured here is the IP address that vou use to access the web-based management interface.
If vou change the IP address here, you may need to adjust vour PC's network settings to

access the network again.

Router IP Address: |192.168.0.1

Default Subnet Mask: |255,255,255.0

Local Dornain Marne: | |

Enable DNS Relay:

DHCP SERYER SETTINGS

Lsg this section to configure the built-in DHCP server to assign IP address to the computers on
yoLr network,

Enable DHCP Server:
DHCP IP Address Range: [100 | o I&I (addresses within the LAN subnet)
DHCP Lease Time: | 10080 (minutes)

DYNAMIC DHCP CLIENT LIST
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Network Setting
DHCP Client list & reservation

DHCP This is a list of the computers or other devices
Reservations List: for which you have created reserved DHCP

entries. You can enable and disable entries with '

the Enabled checkbox. A DHCP Reservation | /// - |
entry can be changed by clicking the Edit icon,

or deleted by clicking the Delete icon. When you

click the Edit icon, the item is highlighted, and

the “DHCP Reservations” section is activated for
editing.

NETWORK SETTING

Use this section to configure the internal network settings of your router and also to configure
the built-in DHCP server to assign IP address to the computers on your network, The 1P address

that is configured here is the IP address that you use to access the Web-based management
interface. If you change the IP address here, you may need to adjust your PC's netwiork
settings to access the network again.

[ Save Settings ][ Dor't Save Settings ]

ROUTER SETTINGS

Use this section to configure the internal network settings of your router, The IP address that is
configured here is the IP address that vou use to access the web-based management interface.
If vou change the IP address here, you may need to adjust vour PC's network settings to

access the network again.

Router IP Address: |192.168.0.1

Default Subnet Mask: |255,255,255.0

Dynamic DHCP In this section you can see what LAN devices are
Client List: currently leasing IP addresses.

Local Dornain Marne: | |

Enable DNS Relay:

DHCP SERYER SETTINGS

Lsg this section to configure the built-in DHCP server to assign IP address to the computers on
yoLr network,

Enable DHCP Server:
DHCP IP Address Range: [100 | o I&I (addresses within the LAN subnet)
DHCP Lease Time: | 10080 (minutes)

DYNAMIC DHCP CLIENT LIST

Host Mame IP Address MaC Address Expired Time

Host Mame 1P Address MaC Address
all | | | Elconpr vere
all | | =
all | | =
all | | =
all | | |l conpse vere B
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Advance Configaration
Port Forwarding Rules

This will allow you to open a single port or a range of ports.

Rule: Gheck the box to enabled the rule. “—

PORT FORWARDING RULES

Na me' Enter a name for the ru Ie ATIC The Port Forwarding option is used to open a single port or a range of ports through your

firewall and redirect data through those ports to a single PC on your network,

IP Address: Enter the IP address of the computer on your local LI | (oo s ) (oot save s _
network that you want to allow the incoming service |pErEETETE ;
to ek Port  Traffic Type s
Start Port/ Enter the port or ports that you want to open. If you P Address ke e N
End Port: want to open 1 port, enter the same port in both N|:| i
boxes. L
1P Address
. E
Traf"c Tvpe- SeleCt TCP’ UDP’ Or ANY I\Lam'e—| mnnnlicationName w
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and others.
These applications have difficulties working through NAT (Network Address Translation). Special Applications makes some of these

applications work with the WBR-1310.

Rule: Check the box to enabled the rule.
Name: Enter a name for the rule.

Trigger Port: This is the port used to trigger the application. It can
be either a single port or a range of ports.

Firewall Port: This is the port number on the WAN side that will
be used to access the application. You may define a
single port or a range of ports. You can use acomma
to add multiple ports or port ranges.

Traffic Type: Select TCP, UDP, or ANY.

D-Link e

DIR-100 “ ADYANCED TOOLS STATUS
PORT FO MG 7

APPLICATION RULES

The application Rules option is used to open single or multiple ports in your firewall when the
router senses data sent to the Internet on a outgoing "Trigger” port or port range. Special
Applications rules apply to all computers on your internal netwaork,

[ Save Settings ][ Don't Save Settings ]

20 - APPLICATION RULES

Trigger|

[Fi | | [ﬁ" Application Mame  w |

Firewall| | | Any v |

Trigger| | | ANy W |

il | Te<ll annlication tame v
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Access Control

Use MAC (Media Access Gontrol) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from accessing

the Network. You can either manually add a MAC address or select the MAC address from the list of clients that are currently connected
to the Broadband Router.

Configure MAC Select Disable MAC filters, allow MAC addresses listed
Filter: below, or deny MAC addresses listed below.

Enter the MAC address you would like to filter.
MAC Address: To find the MAC address on a computer, please refer : LB i
tO the NetWO I’kl ng BaS|CS Sectlon II’] th |S man Ua| ) = The MAC (Media Access Controller) Address filter option is used to control network access based | B

oh the MAC Address of the network adapter. A MAC address is a unique ID assigned by the
manufacturer of the network adapter. This feature can be configured to ALLOWY or DEMY
network/Internet access,

[ Save Settings ] [ Don't Save Settings ]

DHCP Client: Select a DHCP client from the drop-down menu and
click << to copy that MAC Address.

20 - MAC FILTERING RULES

Configure MAC Filttering below:
[ Turn MaC Filkering oFF v|

MaC Address DHCP Client List Schedule
| | | Computer Marme v| ‘ flways On v |[_Add New |

[ | [Z] | Computer Hame | | always on v [ Addlew | Clear
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Webhsite Filter

URL and domain blocking are used to deny LAN computers from accessing specific web sites by the URL or domain. A URL is a
specially formatted text string that defines a location on the Internet. If any part of the URL contains the blocked word, the site will
not be accessible and the web page will not display. To use this feature, enter the text string to be blocked and click Save Settings.
The text to be blocked will appear in the list. To delete the text, just highlight it and click Delete to remove the text.

Configure Website Select Turn website filtering off, Turn website
Filter: filtering on and allow access, or Turn website
filtering on and deny access.

DIR-100 “ ADYANCED TOOLS STATUS SUPPORT
5.

JEasiy o (ET]
HEMITR doinle WEBSITE FILTERING RULES

The Website Filter option allows you to set-up a list of Websites that the users on your network
will either be allowed or denied access to.

[ Save Settings ][ Don't Save Settings ]

20 - WEBSITE FILTERING RULES

Configure Website Filtering below:
| Turn Website Filkering OFF v |

Clear the list below...

Wiehsite URL

Website URL/ Enter the keywords or URLs that you want to block
Domain: (or allow). Any URL with the keyword in it will be
blocked.

Wiehsite URL
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Firewall Settings

This section will allow you to setup a DMZ host and to enable VPN passthrough.

If you have a client PC that cannot run Internet applications properly from behind the DIR-100, then you can set the client up for
unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for gaming purposes. Enter
the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ (Demilitarized Zone) may expose your
local network to a variety of security risks, so only use this option as a last resort.

Enable DMZ Host: Check this box to enable DMZ.

DMZ IP Address: Enter the IP address of the computer you would like
to open all ports to.

Enable PPTP Check this box to allow PPTP VPN traffic to pass
Passthrough: through the router to your VPN client.

Enable L2TP Check this box to allow L2TP VPN traffic to pass
Passthrough: through the router to your VPN client.

Enable IPSec Check this box to allow IPSec VPN traffic to pass
Passthrough: through the router to your VPN client.

// “ ADYANCED TOOLS STATUS SUPPORT
POl 5

FIREWALL SETTINGS

Firewsall Rules can be used to allow or deny traffic from passing through the DIR-100.

[ savesetings | [ Dot Save Settngs |

E FI
FIREWALL SETTINGS FIREWALL SETTING
AD AMORK

Enahle SPI: []
Enable DoS Prevention:

DMZ HOST

The DMEZ (Demilitarized Zone) option provides you with an option to set a single computer on
your network outside of the router, If you have a computer that cannot run Internet
applications successfully from behind the router, then you can place the computer into the DMZ
for unrestricted Internet access,

Note: Putting a cormputer in the DMZ may expose that computer to a variety of security
tisks.Use of this option is only recommended as a last resort,

Enable DMZ Host: []

DMZ P Address: D000 |
FIREWALL RULES

O Enabled ® Disabled

T —

action O pllow O Deny
Interface Start IP Address End IP Address Protocol  Port Range
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UPnP Settings:

WAN Ping:

WAN select to
10/100 Mbps:

Gaming Mode:

Advanced Network Settings

To use the Universal Plug and Play (UPnP™) feature
click on Enabled. UPNP provides compatibility with
networking equipment, software and peripherals.

Unchecking the box will not allow the WBR-2310
to respond to pings. Blocking the Ping may provide
some extra security from hackers. Check the box to
allow the WAN port to be “pinged”.

You may set the port speed of the WAN port to
10Mbps, 100Mbps, or auto. Some older cable or
DSL modems may require you to set the port speed
to 10Mbps.

Gaming mode allows a form of pass-through for
certain Internet Games. If you are using Xbox,
Playstation2 or a PG, make sure you are using the
latest firmware and Gaming Mode is enabled. To
utilize Gaming Mode, click the box. If you are not
using a Gaming application, it is recommended that
you Disable Gaming Mode.

Multicast Check the box to allow multicast traffic to pass

streams:

through the router from the Internet.

Helpful Hints.
NETWORK SETTINGS :

/ “ ADVANCED TOOLS STATUS SUPPORT
G

If you are not familiar with these Advanced Network settings, please read the help section
befare atternpting to ensble or disable thern.

[ savesetings ][ DontSaveSettings |

Universal Plug and Play (UPHP) supports peer-to-peer Plug and Play functionality for network
devices.

d G5
ADVANCED MET'WORK

IGINE

Enahle UPAP:

If you enable this feature, the WanN port of your router will respond to ping requests from the
Internet that are sent to the WaAN IP Address.

Enable WAN Ping Respond:

WAN PORT SPEED

10/100Mbps Auta »

If you are having difficulties playing some online games - please enable this mode.

Enable Gaming Mode: []

MULTICAST STREAMS
FErahla M lticact Straame [
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Upstream Use the QoS WAN Upstream Bandwidth drop-down
Bandwidth: menu to adjust the upstream bandwidth setting.

QoS: This option is disabled by default.Enable this option
for better performance and experience with online

games and other interactive applications, such as
VolP.

QO35 ENGIME

QOS{QUALITY OF SERVICE)

Lse this section to configure D-Link's QoS Engine, This QoS Engine improves your YoIP voice
quality or streaming by ensuring that your WoIP or streaming traffic is priotitized over other
network traffic, such as FTP or Weh. For best performance, please tick the "lag eliminated"
option to automatically set the priority for your applications.

[ Save Settings ] [ Don't Save Settings ]

UPSTREAM BANDWIDTH

QoS WaN Upstream Bandwidth:

Please contact with your Internet Service Provider to make sure your xDSL or cable upstream
bandwidth, the accurately upstream bandwidth setting is allowed QoS engine operates
smoothly and efficiency,

Qos

[Lag eliminated (valP, Streaming)
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Tools

Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are two
accounts that can access the management interface through the web browser. The accounts are admin and user. Admin has read/write
access while user has read-only access. User can only view the settings but cannot make any changes. Only the admin account has
the ability to change both admin and user account passwords.

Administrator Enter the new password for the Administrator login.

Password:

The administrator can make changes to the settings.

Remote Remote management allows the DIR-100 to be

Management:

Port:

configured from the Internet by a web browser. A
username and password is still required to access the
Web-Management interface. In general, only a member
of your network can browse the built-in web pages
to perform Administrator tasks. This feature enables
you to perform Administrator tasks from the remote
(Internet) host.

The port number used to access the DIR-100.
Example: http://x.x.x.x:8080 whereas Xx.x.x.x is the
WAN IP address of the DIR-100 and 8080 is the port
used for the Web-Management interface.

D.*R 100 // “ ADYANCED TDDLS STATUS SUPPORT

ADMINISTRATOR SETTINGS

Administrators can access the router's management interface and change their login password,
[ savesettings | [  Dor't Save Settings |

_assword for the

ADMINISTRATOR {THE DEFAULT LOGIN NAME IS "ADMIN")

Confirm Passwiord:

+ Enabling
REMOTE MANAGEMENT Sl el e
uter on the In

Enable Remote Managment; []

Port:
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Time Settings

Automatic: NTP is short for Network Time Protocol. NTP
synchronizes computer clock times in a network of
computers. This field is optional.

DIR-100 // “ ADYANCED TOOLS STATUS SUPPORT

Manual: To manually input the time, enter the values in these  |J&E TIME

+ If wou plan on usi

fields for the Year, Month, Day, Hour, Minute, and Time Configuration

i H NS | The Time Configuration option allows you to configure, update, and maintain the correct time
Second . CIICk Set TI me. on the internal system clock, From this section you can set the time zone that you are in and
set the MTP (Metwork Time Protocol) Server. Daylight Saving can also be configured to adjust

the time when needed.

Time Zone: Select the Time Zone from the drop-down menu. B [ couesetiings. i Dont Save settings._)
. . . . . TIME CONFIGURATION
Daylight Saving: To select Daylight Saving time manually, select Time: 1999/12/31 17:6:53
enabled or disabled, and enter a start date and an end Tire Zone: | (GMT-08:00) Padific Time (US & Canada)

Enable Daylight Saving: [ [ Sync,your computer's bime settings ]

date for daylight saving time.

AUTOMATIC TIME CONFIGURATION

Autornatically synchronize with Internet time server

Server; |ntp1.dhnk.com | [ Update Mow ]

synchronizing

SET THE DATE AND TIME MANUALLY

Year Month Aug Day

Hour 10 Minute 52 Second
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System Settings

Save Settings to Use this option to save the current router configuration
Local Hard Drive: settings to afile onthe hard disk of the computer you
are using. First, click the Save button. You will then

see a file dialog, where you can select a location and “_

file name for the settings. RS SYSTEM SETTINGS
THRE The current systemn settings can be saved as a file on to the local hard drive, The saved file or
any other saved setting file created by device can be uploaded into the unit,

Load Settings Use this option to load previously saved router
from Local Hard configuration settings. First, use the Browse control e S s T e
Drive: tofinda previously save file of configuration settings. |y —— SR e |(Biouse
. . - "|  Upload Sertings
Then, click the Load button to transfer those settings R
tO the I’OU'[G r. Reboats the Device:

Restore to Factory This option will restore all configuration settings
Default Settings: back to the settings that were in effect at the time
the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save

button above.
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Firmware Upgrade

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of the computer.
Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support site for firmware updates at
http://support.dlink.com. You can download firmware upgrades to your hard drive from the D-Link support site.

Firmware Click onthe linkin this screen to find out if there is an
Upgrade: updated firmware; if so, download the new firmware
to your hard drive.

DIR-100 // HOME ADYANCED TOOLS STATUS SUPPORT
AN

Browse: After you have downloaded the new firmware, click FIRMWARE UPGRADE
Browse in this window to locate the firmware update — EEem b e S e o ot e efonaity and performance.
On yOUI’ hard d I'IVG CIle Save Settings tO Com plete To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
. R button. Once you have found the file to be used, click the Update Now below to start the
the firmware upgrade. L frmware upgrade.

CURRENT FIRMWARE INFO

Currect Firmware Yersion: v1.00
Firmwatre Date: Wed fug 9 01:30:25 C5T 2006

Check Dnline Now for Latest Firmware Version

Check Mow

UPGRADE SETTING
Update: | |CBrowse.. | [ update Mow
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Dynamic DNS

Enabled: Enable this option only if you have purchased your
own domain name and registered with a dynamic DNS
service provider. The following parameters are active
when the option is enabled.

Helpful Hints.

CIOIGY DYNAMIC DNS

DIR-100 // “ ADYANCED TOOLS STATUS SUPPORT

Dynarnic DNS (Domain Marme Service) is a method of keeping a domain name linked to a
. H H H - changing {dynamic) IP address, With most Cable and DSL connections, you are assigned a
server Address- SeleCt d dynam IC D NS Service prOVIder from the pU ” B | dynamic TP address and that address is used only for the duration of that specific connection.
dOWﬂ ||St With the DIR-100, you can set up your DDNS service and the DIR-100 will automatically update

vour DDONS server every time it receives a new Walkl IP address,

[ Save Settings ] [ Don't Save Settings ]

Host Name: Enter your entire host name; for example: myhost.

mydomain.net. —

Enable DOMS: [

. . Server Address:
Username: Enter the username or key provided by your service Host Name: |

provider. If the Dynamic DNS provider supplies only Usemarme: |
a key, enter that key in all three fields. Password:|

[ DONS Account Testing ]

Password: Enter the password or key provided by your service
provider. If the Dynamic DNS provider supplies only
a key, enter that key in all three fields.
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System Check

Virtual Cable VCT is an advanced feature that integrates a LAN
Tester (VCT) Info: cable tester on every Ethernet port on the router.
Through the graphical user interface (GUI), VCT

can be used to remotely diagnose and report cable o= J/NENINNCENENNETTINE - |EEESTENENETTUNN

faults such as opens, shorts, swaps, and impedance FAST ETHERNET VIRTUAL CABLE TESTER(VCT)
m | sm atch . Th | S feat ure s | g n |flca ntly re d uces Eﬁble Tﬁst s advanced feature that integrates a LAN cable tester on every Ethernet port an
service calls and returns by allowing users to easily
troubleshoot their cable connections. cons _
e Ports Link Status
. . . . . : WAN :I* ‘ S Disconnected

Ping Test: The Ping Tegt is used to send Ping packets to test if T ER R e T
a computer is on the Internet. Enter the IP Address tanz o L oscomected
that you wish to Ping, and click Ping. Lana /ol AT Oicomected

i

# = Disconnected
PING TEST

Ping Test is used to send "Ping" packets to test if a computer is on the Intemet,

LAN4

Host Mamne or 1P Address: | |
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Name:

Day(s):

All Day - 24hrs:

Start Time:

End Time:

Schedules

Give the schedule a name that is meaningful to you,
such as “Weekday Rule”.

Place a checkmark in the boxes for the desired days,
or select the All Week radio button to schedule all
seven days of the week.

Select this option if you want this schedule in effect
all day for the selected day(s).

If you don’t use the All Day option, then enter the
time here. The start time is entered in two fields.
The first box is for the hour and the second box is
for the minute. E-mail events are normally triggered
only by the start time.

The end time is entered in the same format as the
start time. The hour in the first box and the minutes
in the second box. The end time is used for most
other rules, but is not normally used for e-mail
events.

The Schedule configuration option is used to manage schedule rules for various firewal and
parental control features,

[ Save Settings ] [ Don't Save Sektings ]

ADD SCHEDULE RULE

Name: [

Day(s): []all wesk

[sn ¥/tisn 9]

allDay - 24 hrs : [
Start Time : l:l : l:l (hour:minute, 12 hour time)
End Time : l:l : l:l (hour:minute, 12 hour time)

SCHEDULE RULES LIST

Name Day(s) Time Frame
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Log Settings

Save Log file: Save log file to local hard drive.

Log Type: Select the kinds of types that you wanttolog. o 1 A CCNRTCTCEEN - TR T

: Helpful Hints.
ADMIN LOG SETTINGS i

Logs can be saved by sending it to an admin email address.

[ Save Sethings ][ Don't Save Sektings ]

SAVE LOG FILE

Save Log File To Local Hard Crive

LOG TYPE

Log Type Systern Activity

LOG SETTINGS

[oehug Information
Attacks

Dropped Packets
Motice
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Status
Device Information

This window, located under the Status tab will allow users to view information regarding the settings of the Router, both on the LAN

side and WAN side of the connection.

LAN: Displays the MAC address and the private (local) IP

settings for the router.

WAN: Displays the MAC address and the public IP settings

for the router.

DIR-100 “ ADVANCED TOOLS STATUS SUPPORT

DEVICE INFO

DEVICE INFO
Device Information

All of your Internet and network connection details are displayed on this page. The firriware
wersion is also displayed here.

GENERAL

Time: 1999/12/31 17:12:47
Firmware ¥ersion: v1.00 wed Aug 9 01:20:25 CST 2006

MAC Address: 00:11:095:09:BE:54
DHCP client Disconnected
DHCP Renew DHCF Relzase

IP Address: 0.0.0.0
Subinet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
DS 0.0.0.0
0.0.0.0

Connection:

MAC Address: 00:11:95:95:BE:59

1P Address: 192.168.0.1
Subnet Mask: 255.255,.255.0
DHCP Server: Enabled
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Log
First Page: View the first page of the log.

Last Page: View the last page of the log.

DIR-100 /I “ ADVYANCED TOOLS STATUS SUPPORT
DE! il

VIEW LOG

Pre"i ous: V| ew th e p reV| ous page . | Yigw Log displays the activities occuring on the DIR-100,
Next: View the next page. ——
Time Message
clea r: Clear the Iog . Dec 31 16:00:08  DHCP disconnected

Der 31 16:00:06  syslogd started | Log on system activity,attack,drop packet, notice.
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Stats

This window will allow users to view transmiited and received packets occuring on the Router. To refresh the window, click Refresh. To
restart the packet count, click Reset.

DIR-100 “ ADYANCED TOOLS STATUS SUPPORT
FO

TRAFFIC STATISTICS :

Traffic Statistics display Receive and Transmit packets passing through the DIR-100,

Receive Transmit
ORackets OPackets
2191Packets 2007Packets
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Active Session

This window displays the Source and Destination packets passing through DIR-100.To refresh the window, click the Refresh button.

DIR-100 “ ADYANCED TOOLS STATUS SUPPORT
FO

TRAFFIC STATISTICS :

Traffic Statistics display Receive and Transmit packets passing through the DIR-100,

Receive Transmit
ORackets OPackets
2191Packets 2007Packets
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DIR-100 m ADYANCED TOOLS STATUS |

SUPPORT

ML SUPPORT MENU

Setup
« Internet
e [etwork settings

Advanced

e Port Forwarding

+ Application Rules
e Arcess Confrol

s Wehsite Filter

= Firewall Settings

o Advanced Wireless
+ Advanced Network
[ ]

205 Engine

Tools
e Admib
Tirng
Swstern
Firrnwrare Ungrade

Systermn Check
Schedules

Status
e Device Info
s Log
s Stats
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Section 4 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-100. Read the following
descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have a different operating
system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on the Internet or
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must be on
the same IP subnet to connect to the web-based utility.

 Make sure you have an updated Java-enabled web browser. We recommend the following:

e Internet Explorer 6.0 or higher
e Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a different
cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate, Norton
Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.
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Section 4 - Troubleshooting

* Configure your Internet settings:

* Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button. Make
sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This should
open the login page for your the web management.

* |f you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30 seconds
and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the factory
defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip to hold the
button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30 seconds to access
the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail, we
suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination could be another
computer, or a URL.

e Click on Start and then click Run.

* Windows® 95, 98, and ME users type in command (Windows® NT, 2000, and XP users type in emd) and press
Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value]

GC:x>ping yahoo.com —f -1 1482
Pinging yahoo.com [66.94.234.13]1 with 1482 hytes of data:

Packet needs to he fragmented but DF zet.
Packet needs to be fragmented bhut DF set.
Packet needs to be fragmented bhut DF set.
Packet needs to be fragmented bhut DF set.

Example: ping yahoo.com -f -l 1472 Ping statistics for 66.94.234.13:

Packets: Sent = 4. Received = B, Lost = 4 (188x loss).
Approximate round trip times in milli-—seconds:

MHinimum = Bms,. Maximum = ©ms,. Average = Bms
C:%»ping yahoo.com —f -1 1472

Pinging yahoo.com [66.94.234.131 with 1472 hytes of data:

Reply from .94.234.13: bytes=1472 time=%3ms TTL=52
Reply from .94.234.13: bytez=1472 time=10%m=s TTL=52
Reply from .74_.234_13: hytes=1472 time=125ms TTL=52
Reply from .24_.234_13: hytes=1472 time=203ms TIL=52

Ping statistics for 66.94_234.13:

Packets: Sent = 4, Received = 4, Lost = @ (8x loss),
Approximate round trip times in milli-—seconds:

Hinimum = ?3ms. Maximum = 2B03ms. Average = 132ms

Gz
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

e Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page for the
device.

» Click on the Home tab and click the WAN button.
* To change the MTU enter the number in the MTU field and click the Apply button to save your settings.

e Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments of
ten.

D-Link DIR-100 User Manual 50
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Assigning a Static IP Address
(for Windows® 2000/XP)

Note: Broadband Routers will automatically assign IP Addresses to the computers on the network, using DHCP
(Dynamic Host Configuration Protocol) technology. If you are using a DHCP-capable Gateway/Router you will not
need to assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP Address, please follow these instructions:

. (/B Control Panel
@ Tour Windows %P ' iz
° GO tO Start E‘y . |:é Printers and Faxes
i

g) Help and Support

.| Files and Settings Transfer

* Double-click on Control Panel § O -
all Programs P =) Run...

+5 Start

B Control Panel

File Edit Wiew Favortes Tools  Help

<) </ l,-‘; /T\’Search = Folders v

Address D’ Control Panel

6 Accessibility Cptions
“E add Hardware

Add or Rermave Programs
| B switchto Category View 40 Administrative Tools

.u" Control Panel

See Also

& Wwindows Update

‘@ Game Controllers
(7] Help and Support i

j’lntamet Options

¢ Double-click on Network Connections

sy Printers and Faxes
9 Regional and Language Options

Connects ko other computers, networks, and the Inkernet.

r—
iy /Stant # Control Panel
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* Right-click on Local Area Connections.

* Double-click Properties

* Highlight Internet Protocol(TCP/IP)
* Click Properties

» Select Use the following IP address in the Internet Protocol (TCP/
IP) Properties window (shown below.)

" Network Connections

File Edit Wiew Favorites  Tools  Advanced  Help

eﬁack M 7 Lt /.-\J'Search |} Folders v

Address Q Metveork Connections

A Mamne
Network Tasks LAN or High-Speed Internet
B Create a new W
connection Disable

. 0 Set up a home or small Status
B office netwark N

ﬂ Disahle this network
device

% Feepair this connection

Em Rename this connection

&) Wiew status of this
connection

“hange settings of this
connection

Repair
EBridge Connections

Create Shorkout

Rename

Other Places

B control Panel

(J Iy Metwork Places
Ej My Docurments

i My Computer

Details

General 'l,eic_le‘ﬂc_ed_ o A

Connect uzing: |

B8  D-Link DWL-AB50

| e |
i Thig connection uses the following items: .
! % Clignt for Microsoft Nebworks |
l .9 File and Printer Sharing for Microzoft Network s
BQDS Packet Scheduler
L3¢ | ntemet Protocol (TCP/AF) |

Instal. i

[rescription

| Tranzmizzion Control Protocol/Internet Protocol. The default |
wide area nebwork protocol that provides communication
| across diverse interconnected networks.

[ Show icon in notification area when connected

ak. ] [ Cancel
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Internet Protocol (TCP/IP) Properties

« Input your IP address and subnet mask. (The |P Addresses | e s s atomi s
on your network must be within the same range. For example, if 0N8 || oossnnie e suaraicas
computer has an IP Address of 192.168.0.2, the other computers | ™™™

should have IP Addresses that are sequential, like 192.168.0.3 and g 5.2 2
192.168.0.4. The subnet mask must be the same for all the computers | ——
on the network.) OUatatbuin s o s
* Input your DNS server addresses. (it
(Note: If you are entering a DNS server, you must enter the IP Address of
the Default Gateway.)

The DNS server information will be provided by your ISP (Internet Service Provider.)
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server
(i.e. wireless router) automatically. To verify your |P address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

e C:AWINDOWS\system32temd.exe
At the prompt, type ipconfig and press Enter Microsoft Windows XP [Uersion 5.1.26801

{C>» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and the | EEEEIIIEEEI e i

default gateway of your adapter. i

Ethernet adapter Local Area Connection:
If the address is 0.0.0.0, check your adapter installation, 3 3, PP
security settings, and the settings on your router. Some R :

C:-“Documents and Settings>_

firewall software programs may block a DHCP request
on newly installed adapters.

If you are connecting to a wireless network at a hotspot
(e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN IP address

on your router.

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X
where X is a number between 2 and 99. Make sure that the number you choose is not in

use on the network. Set Default Gateway the same as the LAN [P address of your router
(192.168.0.1).

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The Secondary
DNS is not needed or you may enter a DNS server from your ISP.

Step 5
Click OK twice to save your settings.

' *t'ou can get IP settings assigned autornatically if your netwark. supparts
| thiz capability. Othenwise, you need to ask wour network. administrator for
| the appropiiate P settings.
() Obtain an IP address automatically
(&) Use the following IP address
1P adess: (132168, 0. % |
Subnet mask: [ 255.255.2% . 1 |
Default gateway: \:1-92_1_88_6__1__|
| @ Use the following DNS server a ddresses: :
Prefened DNS serve: ECACREN
Alternate DNS server ; L s __J
Advance d
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