
How do I configure a VPN tunnel between the DSL-G804V and the DFL-200/DFL-
700/DFL-1100 firewall?  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Configuring the DSL-G804V 
 

1. Open a web browser and type the IP address of the DSL-G804V in the address bar (default is 192.168.1.1). Press Enter.  
2. Enter the username and password (default is admin/admin).  Click on OK to login. 
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3. Click on Advanced at the top.  Click on VPN on the left side.  

 
 

4. Click on the IPsec option button. 
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5. Configure the following to create IPsec connection to the DFL-700:  

 
a) Connection Name – type in the connection name 
b) Local Network – Select subnet 
c) IP address – type in the local IP network (192.168.1.0) 
d) Netmask – type in the local IP subnet (255.255.255.0) 
e) Remote Secure Gateway – type in the remote gateway (195.74.119.180) 
f) Remote Network – Select subnet 
g) IP address – type in the local IP network (192.168.2.0) 
h) Netmask – type in the local IP subnet (255.255.255.0) 
i) Proposal – select ESP 
j) Authentication Type – select the authentication type (MD5) 
k) Encryption – select the Encryption type (3DES) 
l) Perfect Forward Secrecy – select the PFS group (Group2) 
m) Pre-shared key – type the pre-shared key 

 
Click on Apply when done. 

 
6. The profile will now be shown at the bottom of the screen.  Click on the green check icon to enable the profile. 
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7. The profile will now show up as enabled. 

 
8. Click on Tools at the top.   

 
9. Click on System on the left side.  Click on the Save button to permanently save the changes to device memory. 
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Configuring the DFL-700 
 

10. Open up a web browser and type in the IP address of the DFL-700 (i.e. https://192.168.2.1).  Press Enter. 
11. Login to the DFL-700 with the username and password.  At the Main page, click on Firewall at the top.   

 
12. Click on VPN on the left side. 
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13. Click on Add New under IPsec Tunnels.  

 
14. Configure the following to add the to_dsl-g804v profile.   
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a) Name – type in the name for the IPsec tunnel 
b) Local Net – type in the local IP network with the subnet in decimal notation (i.e. 192.168.2.0/24) 
c) Authentication – set authentication to PSK – Pre-shared Key.  Type in the Pre-shared key 
d) Tunnel Type – set tunnel type to LAN-to-LAN tunnel.   
e) Remote Net – set the remote net (i.e. 192.168.1.0/24) 
f) Remote Gateway – type in the remote gateway.  You can put in the DSL-G804V WAN IP address 

(70.70.70.70).  If the DSL-G804V is using Dynamic DNS, type in the hostname (i.e. dlink123.no-ip.org). 
 
Leave the remaining fields as default. 
 

Click on the Apply button to apply changes.    
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15. The new ‘to_dsl-g804v’ profile will now be added.  Clcik on Edit next to the new profile.   

 
16. Click on the Advanced button at the bottom of the screen.   
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17. Enable the PFS – Enable Perfect Forward Secrecy.  Set the PFS DH Group to ‘2 – modp 1024 bits’ 

 
18. Click on the Apply button at the bottom of the screen to apply the changes.   

 
19. Click on the Activate button to activate the changes 
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20. Click on Activate Changes to activate the changes. 

 
 

Testing the Configuration 
 

21. Open up the Command Prompt on a machine in the DSL-G804V network. 
22. Start a ping to the a PC on the DFL-700 LAN network (192.168.2.22) 

 
23. Log in to the web interface of the DSL-G804V.  Click on Status���� IPsec Status on the left hand side.  The screen will show 

the Connection status for the to_dfl-700 VPN tunnel.   

 


