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v' Limitar el trafico

v Reducir trafico

v' Control de flujo
de trafico

Utilidades de las ACLs

ambdes

Ve

DDDELIELEL

v" Filtrar el trafico

v' Seguridad basica

v Permitir sélo a los
hosts concretos



rjiscriminar Usuarios




rAcceso a los Dispositivos
DGS-1520—28 /




rzed Privada vs Red de Invitados




mCL (Access-list)

1)

d Permitir / Denegar Trafico . e

{2 K
- L ,,,/!7.:‘ g

O Elegir Origen y Destino

O A nivel de IPs o de Puertos




Paso a Paso

O Definimos el tipo de ACL

d Creamoslas RULES

O Importante el orden

Q Ultima regla implicita: PERMIT

RIGHT WAY

Right Way

Right Way




Buscando el Match

1 Se revisan en ORDEN

0 Cuando hace match...
Se ejecuta la instruccion

O No se leen ni aplican
las posteriores




Tipos de ACL

TIPO ID
STANDARD 1-1999
EXTENDED 2000 — 3999

EXTENDED MAC 6000 — 7999
EXTENDED EXPERT 8000 — 9999

STANDARD IPv6

11000 — 12999

EXTENDED IPv6

13000 — 14999




Tipos de ACL

ACL 10 (ID: 10)

B 00( expert ext-acl
ACL 11000 (ID: 00) ipvo acl
ACL 13000 (ID: 13000) ipvo ext-acl

otal Entries: 6




ACL Standard

0 STANDARD: Origeny Destino

Add A

Add ACL Rule

ID
ACL Name
ACL Type

Sequence No. (1-65535)
Action
Match IP Address
® Any
() Host
O P
Wildcard

Source

Time Range

10
ACL_10
Standard IP ACL

(@ Permit () Deny

‘32 chars

Destination

®

O
O

j (If it isn't specified, the system automatically assigns.)

Any
Host

IP
Wildcard

l

Back

I

Apply




Add A Rule
Add ACL Rule

D
ACL Name
ACL Type
Sequence No. (1-65535)
Action
Protocol Type
Match IP Address
® Any
O Host
(O]
Wildcard

Source

Match Port
Source Port

Destination Port

TCP Flag
(O] IP Precedence
(@] DSCP (0-63)

Time Range

ACL Extended

O EXTENDED: Origen, Destino y Puerto

2000
ACL_2000
Extended IP ACL

[ ] aritisntspecified, the system automatically assigns )

@ Pemit (O Deny

[Tcp v

| (0-255)

]
(I
[

Please Select v

Fragments

Destination

O 0@

Please Select v |

‘(0-55535)‘ Please Select v ‘ ‘

| (0-65535)

Please Select v

Please Select v (0-65535) | Please Select v | (0-65535)

[Clck (Jfin (Cipsh (st (Csyn (Durg

Please Select v

Please Select v

ToS

Please Select v

Back

Apply




Y ademas ...

O Access-class
O Restringir el acceso
d Telnet, SSH, HTTP

0 VLAN Access-map

O Aplicar ACLs a

diferentes VLANS



ACL Standard (Web Ul)

W DGS-1510-20 ACL Access List
# [@ System

# i@ L2 Features

¥ L3 Features Total Entries: 0 C | Addact | D

ACL Name ACL Type Start Sequence No. Step Counter State

# @ QoS
3 @ ACL
) ACL Configuration Wizard
[Clear Al Counter|[ cClear Counter || AddRule |
3 ACL Interface Access Group Sequence No. i
3 ACL VLAN Access Map
A ACL VLAN Fiter

Rule Time Range Counter

Add ACL Access List

ACL Type Standard IPACL v
ID (1-1999)

ACL Name

<>

Note: The first character of ACL name must be a letter.




ACL Standard (Web Ul)

ACL Access List
ACLType Al - @ 1D (1-14999) \ | OACLName  [32 chars |

Toa Entris: 1

n ACL Name ACL Type Start Sequence No. Step Counter State
Standard IP ACL Disabled Edit Delete

i EEEEE =

TEST1 (ID: 1) Rule [Clear All Counter” Clear Countei Add Rule

Rdd A Rule
Add ACL Rule

2}
ACL Name TEST1
ACL Type

Sequence No. (1-65535)
Action

itisn't specified, the system automatically assigns.)

Match IP Address

O Any O Any
@® Host 10 @ Host
Source o P I I Destination ooP
Widcard | Wildcard

Time Range 32 chars




ACL Standard (Web Ul)

ACL Access List

N @ 1499 —T

Total Entries: 1
u ACL Name ACL Type Start Sequence No. Step Counter State Remark
1 TEST1 Standard IP ACL 10 10 Disabled

b EEEBE =

[Clear All Counter” Clear Counter H Add Rule ]

TEST1 (ID: 1) Rule

10 Deny host 10.90.90.4 host 10.9...
EEElBE =

] . nterrace Access Group

wDGS-1510-20 ACL Interface Access Group
#l @ System
+ @@ Management
+ [ L2 Features
+ [ L3 Features
+ @ QoS
- @ ACL

[B) ACL Configuration Wizard

‘ eth1/0/1
VT s TEST1(ID: 1)

- eth1/0/3

= ACL VI AN Filter

Direction Action Type ACL Name

m To Port
eth1/0/3  ~| [eth1/0/3 [In v |Add v| [IPACL  ~| frEsmi gEmeasesE:ect D T Aoy )

IPv6 ACL Expert ACL




Trusted host (Web Ul)

[ [ L3 Features
# @ QoS
# @ ACL
B @ Security
[ [ Port Security
i 802.1X
@ AAA
@ RADIUS
[ TACACS+
@ IMPB
[ DHCP Server Screening
‘_;':] ARP Spoofing Prevention
% BPDU Attack Protection
) MAC Authentication
[# [@ Web-based Access Control
# [ Japanese Web-based Access Control
# [ Network Access Authentication
@ aguasLEllIne
‘ |8 Trusted Host .
E = jon Settings
Storm Control Settings
DoS Attack Prevention Settings

Trusted Host

ACL Name Type

Gormust > |
s —

Note: The first character of ACL name must be a letter.

B #H®

Total Entries: 1

®=

Type

Telnet

H

E:]
[ SsH
@ ssL

E:]

Network Protocol Port Protection Settings

e —
<>

‘ Apply '

ACL_TRUST




ACL Extended (Web Ul)

W DGS-1510-20 ACL Access List
# [@ System
# i@ L2 Features

¥ L3 Features Total Entries: 0 C | Addact | D

ACL Name ACL Type Start Sequence No. Step Counter State

# @ QoS
3 @ ACL
) ACL Configuration Wizard
[Clear Al Counter|[ cClear Counter || AddRule |
3 ACL Interface Access Group Sequence No. i
3 ACL VLAN Access Map
A ACL VLAN Fiter

Rule Time Range Counter

Add ACL Access List

ACL Type Extended IPACL v
1D (2000-3999)
ACL Name EST2001

Note: The first character of ACL name must be a letter.




ACL Extended (Web Ul)

Add ACL Rule
ID 2001
ACL Name TEST2001
ACL Type ded o2
Sequence No. (1-65535) M0 & | oritisnt specified the system automatically assigns )
Action
Protocol Type | (0-255) Fragments
Match IP Address.
O Any
®  Host Clis2 168~ 5 - 3D

Source Destination
o w |
s |

Match ICMP
Specify ICMP Message echo

u
ICMP Message Type (0-255) MessageCode (0280 |

® IP Precedence Please Select v
O oscros

Thve Rage

O
®
O

ToS

Host Cl192 168 5 - 1

Please Select v

N
|

[ma T TS



VLAN access-map (Web Ul)

WDGS-1510-20
+ @ System
¢ [ Management
# [ L2 Features
4 @ L3 Features
4 @ Qos
7 @ acL
) ACL Configuration Wizard
) ACL Access List

4 @ Security
9 @ oAM

+ [ Monitoring
+ [ Green

A VLAN A \V
ACL VLAN Access Map
Access Map Name
Sub Map Number (1-65535)
Action

Access Map Name

Access Map Name

Total Entries: 1

Access Map Name Sub Map Number
AM_VLANS 5

viatch Access-|

Match Access-List

Access Map Name
Sub Map Number )
(® Match IP Access-List

AM_VLANS

Drop

IAGL_vLANS

) H Please Select

() Match IPv6 Access-List

| [ Please Select

Counter State

Disabled hd

Match Access-List

Apply Delete

Apply { Delete

p—
‘ Apply .
Apply

Clear All Enunter“ Clear Counter H Find ]

Counter State
Disabled

CER T



VLAN access-map (Web Ul)

- DGS-1510-20
& System
@ Management
@ L2 Features
i@ L3 Features
@ Qos
= @ AcL
) ACL Configuration Wizard
3 ACL Access List
ACL Interface Access Group

85656

A VLAN
ACL VLAN Filter

Access Map Name

Action

VID List

Total Entries: 1

AM_VLANS

wDGS-1510-20
* [ System
* @ Management
@ L2 Features
+ [ L3 Features
+ @ QoS
@ AcL
2 ACL Configuration Wizard
2 ACL Access List
23 ACL Interface Access Group
) ACL VLAN Filter
+ [ Security
9 @ OAM
@ Monitoring
@ Green

ACL VLAN Access Map

Access Map Name [32 chars
Sub Map Number (1-65535)

Action Forward hd
Accass Map Name

Total Entries: 1
Access Map Name Sub Map Number Action

AM_VLANS 5 Drop

|

o J ] omwas
Access Map Name VID List

Counter State

10

Disabled

Match Access-List
IP: ACL_VLANS (ID: 5)

Apply .

] [ N I T e

[ ACCVEAN AccessMap——————————— ——— = —— — ]

Apply

‘Ciear All CounterH Clear Counter H

Find

Counter State
Disabled

Delete

= K BED

|

(6o



ACL Standard (CLI)

configure termi
“ﬂflj)?7[

host 10.90.90.90

1/0/5
TESTL

l 0 ‘_ie ny h




8 Access-class (CLI)
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ACL Extended (CLI)

$= |

ny icmp !
permit tcp
permit udp

t

thernet 1/0/
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VLAN access-map (CLI)

DGS-1510#configure terminal

DGS-1510 (confiqg) #ip apCQS?—lth ACL VLANJ

DGS-1510 (config-ip-acl) # mit ar 68.5.C
DGS-1510 (config-ip-acl) 4 ess—1i L VLANLU
DGS-1510 (config-ip-acl) # t any 19 .10.0 0.1
DGS-1510 (config-ip-acl)

DGS-1510 ﬁflj)#vlaﬁ access-map AM VLANS

DGS-1510 ' atch ip address ACL VLANS
DGS-1510 ction drop

DGS-1510 '

W
H=
B

CC
CC
CC

W

(D

l'_.:. — e’
,(1)

AM VLANI10
h ip address ACL VLANI1O
n drop

DGS-1510
DGS-1510 C*lflj a

TR IR
3% O 00T

FLI "D — e

=
v 3 3
. r? + L

ot B Q0 ot

DGS-1510
DGS-1510
DGS-1510

onfig-accs
tﬂfl')‘
config) #vlan fi

VLANS vlian-1list 10
TLANLO vlian-1list 5
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rograma de Canal VIP+

- * | Valuei
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ma de Canal

Portal Online responsivo con materiales exclusivos:
lista de precios, eBooks técnicos, etc

Rebates por volumen

Promociones exclusivas

Herramientas online de Planificacion Proyectos
Soporte comercial y técnico dedicado

Programa de Compra Productos Demo hasta -50%
D-Link Academy: Certificaciones oficiales online y
presenciales

Product Selector Pro
Sencilla herramienta que te permite seleccionar y comparar nuestros productos
paraque lasolucion d:

Wi-Fi Planner Pro

Wireless,
profesional de planos de cobertura WIFI, estudios y proyectos

Surveillance Floor Planner Pro
para disenar 1a CCTV, con selector de
‘cémaras, colocacion y cobertura para presentar plancs profesionales

Bandwith Calculator
Calculadora de ancho de latasade

el trafic Camaras P,

GUI Emulator Pro
Herramienta Interactiva que te guia por las Interfaces gréficas de usuario WEB
GUI) e cada uno de nuestras soluciones

afos
espectaculares

D-Link |[BERIA

Ya disponible en iOS & Android

Nueva app




D-Link te lo pone facil: VIP+ Tools

Product Selector

Product Selector PRO

Wi-Fi Planner PRO

Bandwidth & Storage
Calculator PRO

Get Started with

A tool to navigate web Ul of D-Link products without the need to set up actual devices

GUI Emulator PRO
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D-LinkK WEBINARS

H

iOs esperamos!

Switching 10Gb, novedades y gama
completa

VIERNES 5 MARZO. 10:30AM

Lanzamiento
Presentador: Oriol Roca, Corporate Sales Account D-Link Iberia

« La gama mas extensa, versatilidad desde el core al extremo de red
« DXS-3610, nueva gama Multiterabit y asequible para Core/CPD/Data Center

« Escenarios de aplicacion
WEBINAR

iRegistrate ya! ( »

D-Link
>WEBINARS
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