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Diferentes formas de filtrar por MAC

v' FDB (Forwarding Database)

v Port Security

v MAC ACL
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Qué es la direccion MAC

Media Access Control




Qué es ladireccion MAC

Media Access Control

B¥ Simbolo del sistema

‘ :\>1ipconfig /all

Direccion fisica. . . . . . . . . . . . . : 98-FA-9B-5E-CC-8E



Qué es la direccion MAC
Media Access Control

Device Information

Device Information

Device Type DGS-1510-20 Gigabit Ethernet Sma... I MAC Address 80-26-89-B7-12-D8 I
System Name DGS-1510-20 Lo vms v

System Location Mask 255.255.255.0
System Contact Gateway 0.0.0.0

Boot PROM Version Build 1.00.016 System Time 28/11/2022 07:29:04
Firmware Version Build 1.70.B024 Serial Number RZC02H4000035
Hardware Version A1

11:AA:22:BB:33:CC
248 = 281x107% (0 281 474 976 710 656)



Meéetodo | — Forwarding Database

El método mas sencillo y manual

®WDGS-1510-52X
g System
+ [ Management

v" Asignamos una MAC de manera estatica por puerto . e reem

B @ ros
B @ Static FDB

B Multicast Static FDB
2 MAC Address Table Settings
B MAC Address Table
) MAC Notification

v" Dicha MAC no podra configurarse en otro puerto

Unicast Static FDB

v No tenemos control frente a MACs desconocidas [N OIS e (—"

Total Entries: 2

VvID MAC Address

1 60-63-4C-E0-CB-35




étodo | — Forwarding Database
WEB Ul

=

:\>ipconfig /all | findstr /e 3

Direccion fisica. . . . . . :

Device Information

Device Type DGS-1510-52X Gigabit Ethernet Sm... MAC Address

System Name Switch IP Address

System Location Mask

System Contact Gateway

Boot PROM Version Build 1.00.016 System Tfe 24/11/2022 16:56:58

Firmware Version Build 1.70.8024 RZGR1F1000002

A1

Hardware Version

wWDGS-1510-52X MAC Address Table
[# @@ System
@ Management Port eth1/0M1 v |Clear Dynamic by PortH Find ‘
& L2 Features VID (1-4094) [ ] [ctear bynamic by vian]| Find |
= @ FDB
St FDB MAG Address [00-84-57-00-00-00 [clear Dynamic by MAC] | Find \
MAC Address Table Settings
Total Entries: 2 | Clear All View All |
=
+ @ VLAN
® g@sTP 1 60-63-4C-E0-CB-35 Dynamic eth1/0/13
+ [ ERPS (G.8032) 1 E8-CC-18-36-10-D8& Static CPU
) Loopback Detection
G
= Link Aggregation n g



Metodo | — Forwarding Database

WEB Ul

:\>1pconfig findstr "Direccion IPv4"

w0GS-1510-52X
+ [ System
+ [ Management
¥ @ L2 Features
- [ L3 Features
=) @ ARP
% ARP Aging Time
# Static ARP
% Proxy ARP
[ ARP Table
) Gratuitous ARP
+ [@ UDP Helper

Direccion IPv4. 10.90.90.100

ARP Search
O Hardware Address 00-11-22-33-44-55 O Type Al v [ Find
[ clearan |

Total Entries: 2

vian1 10.90.90.90 E8-CC-18-36-10-D8 Forever
vian1 10.90.90.100 60-63-4C-E0-CB-35 240




Meéetodo | — Forwarding Database

WEB Ul

wDGS-1510-52X
@ System
@ Management
@ L2 Features
= @ FoB
= [ static FDB

2 Multicast Static FDB

2 MAC Address Table Settiny

4 MAC Address Table

gs

Unicast Static FDB

[ Port v

[eth1/0/13

v]

Total Entries: 1

viD MAC Address

1

VID (1-4094)

b 1]

60-63-4C-E0-CB-35

MAC Address

60-63-4C-E0-CB-35

eth1/0/13

e Dicha MAC no podra vincularse estaticamente a otro puerto

Delete All

DEET T



Metodo | — Forwarding Database
WEB Ul

* Sipodremos vincular otras MACs al mismo puerto que, aunque no estén los
dispositivos conectados, quedaran en la tabla MAC de forma estatica

wDGS-1510-52X
+ [ System
+ [ Management
- @ L2 Features
= @ FoB
= @ static FDB
2 Multicast Static FDB
2] MAC Address Table Settings
2 MAC Address Table
| MAC Notification

®DGS-1510-52X
+ [ System
+ @@ Management
- | L2 Features
= @ Fos
B @ static FOB
& Unicast Static FOB
¥ Multicast Static FOB
2] MAC Address Table Settings
2 MAC Notification
® @ VLAN
# @ sTP
& b ERPS (G 8032)

Loopback Detection

Ur d (a B

Unicast Static FDB
[Pot ] [eth1/0/1 v vipggosy [ | MAC Address
Total Entries: 2

s

60-63-4C-E0-CB-35 eth1/0/13

1 60-63-4C-E0-CB-36 eth1/0/13 |
n [ 1] [ e

MAC Address Table

Port eth1/0113 ) |crear pynamic by Port]| Find
VID (1-4094) : |crear pynamic by vian|| Find |
MAC Address 00-84-57-00-00-00 Clear Dynamic by MAC|| Find
Total Entries: 2 l Clear All H View All }
I ™
60-63-4C-E0-CB-35 Static eth1/0/13
1 60-63-4C-E0-CB-36 Static eth1/0/13

[TIE=) « [
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Metodo | — Forwarding Database

* En cualquier otro puerto que nos conectemos: no respondera el switch

aciendo ping a 10.90.90.90 con 32 bytes de datos:

de espera agotado para esta solicitud.
de espera agotado para esta solicitud.
de espera agotado para esta solicitud.
de espera agotado para esta solicitud.

stadisticas de ping para 10.90.90.90:
Paquetes: enviados = 4, recibidos = ©, perdidos
(100% perdidos),




Tamafno de la FDB (Entradas estaticas)
D-Link Switches

DMS-1100

32/64 direcciones 256 direcciones



Tamafno de la FDB (Entradas estaticas)
D-Link Switches




Metodo Il — Port Security

Nos dara mas informacion

v' Podemos limitar el numero de MACs por puerto
v" Algunas MACs se pueden aprender dinamicamente
v"Informacion en los logs de lo ocurrido

v" Configurar el recovery time

U

®DGS-1510-20
[ System
@ Management
8 L2 Features
8 L3 Features
@ Qos
@ acL
ﬁ' Security
= @ Port Security
7 Port Security Global Settings
= Port Security Address Entries

® @ 802.1X
[=LYYS
# @@ RADIUS
& @ TACACS+
B vPs
[i# DHCP Server Screening

2 ARP Spoofing Prevention

) BPDU Attack Protection

B MAC Authentication
# @ Web-based Access Control
[ Japanese Web-based Access Control
[ Network Access Authentication
@ Safeguard Engine

Port Security Port Settings
Port Security Port Settings

From Port To Port State
[eth1/013 v | |eth1/013 ~| |Enab

o v | oo
0

eth1/0/1 32

eth1/0/3 32 0

eth1/0/5 32 0

eth1/0/7 32 0

eth1/0/9 32 0

eth1/0/11 32 0

eth1/0/13 1 1

B



Metodo Il — Port Security
WEB Ul

+

i)
-oave v

D-Link

Building Networks for People

*{Tools v  **'Wizard

+ | ERPS (G.8032) a
) Loopback Detection
3 Link Aggregation
# [ L2 Multicast Control
+ [@LLDP
@ L3 Features
8 Qos
@ AcL
& security
= @ Port Security
% Port Security Global Settings
2 Port Secunly Port Semngs

+ @ 802.1X

¢ Online Help +

101100M A
i065h « nk - Ad

HHEOHOEHE EUNEETED
Y AY AY AW EEEY A Y AV

~

% -ogged in as: Administrator, ...

Surveillance Mode English

Port Secu Address £ntries

Port Security Address Entries

I MAC Adaress Adaress ype Remalning Tme (ine)

eth1/0/13 60-63-4C-E0-C9-61 Permanent
1N n Go

Port MAC Address VID (1-4094)
| eth1/0/1 v 60-63-4C-E0-C9-61 | O Permanent
Add Delete Clear by Port “ Clear by MAC
J
Total Entries: 1 Clear All |



Metodo Il — Port Security

WEB Ul

~uzzy Search

'WDGS-1510-20
+ [ System
+ @ Management
+ [ L2 Features
+ [ L3 Features
# @ QoS
+ @ ACL
3 ' Security
= i@ Port Security

3 Port Security Address Entries

F @ 802.1X
® @ AsA
@ @@ RADIUS
@ @ TACACS+
@ @ IMPB
[# [ DHCP Server Screening

i ARP Spoofing Prevention

) BPDU Attack Protection

i MAC Authentication
@ @ Web-based Access Control
8 Japanese Web-based Access Control
@ @ Network Access Authentication
[ [@ Safeguard Engine

* Port Security Port Settings
From Port To Port State Maxi (0-6656) Violation Action Security Mode Aging Time (0-1440)  Aging Type
[eth1/013 ~| [eth1/013 ~| |Enabled v | [shutdown v| |Delete-on-Timeou~| | | | Absolute v

Violation Count Security Mode Admin State Current State Aging Time Aging Type

D-Link
>WEBINARS



WEB Ul

wDGS-1510-20
# [ System
+ [@ Management
S| ﬁ’ L2 Features
= @ FDB
# [ Static FDB
ﬁ MAC Address Table Settings
% MAC Notification
@ vLan
® @ sTP
[ [ ERPS (G.8032)
) Loopback Detection
) Link Aggregation

MAC Address Table

Port
VID (1-4094)
MAC Address

Total Entries: 2

“ MAC Address Type

60-63-4C-E0-C9-61

1

eth1/0/1 ~

Metodo Il — Port Security

Static i

IClear Dynamic by Port” Find ‘
ICIear Dynamic by VLAN“ Find J
clear Dynamic by Mac|[  Find |
‘ Clear All “ View All |
Port
eth1/0/13

[ EE EEE =



Metodo Il — Port Security
WEB Ul

Sable Settings

®DGS-1510-20 Error Disable Trap Settings
ﬁ' System
2 System Information Settings Asserted
_?' Peripheral Settings Cleared
B @ Port Configuration
[ Port Settings Natification Rate (0-1000) O
3 Port Status

) Port GBIC Error Disable Recovery Settings
) Port Auto Negotiation
Eriatl Couse R - —
E Jumbo Frame

B Interface Description ErDisable Cause State Interval (sec)
# @ System Log 5 » bled
) @ Time and SNTP il 117 2 500

% Time Range - somCowo | |Dsabld 0




Maximo numero de direcciones por puerto
D-Link Switches

DGS-1210

64 direcciones/puerto



Maximo numero de direcciones por puerto
D-Link Switches
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DXS

12.288
Direcciones
6.656 por puerto
Direcciones

por puerto



Método Il - MAC ACL

Mayor flexibilidad en su configuracion

v" Podemos crear tanto whitelist...

M

Add ACL Access List
L e
v ... como blacklist Y—
e

Note: The first character of ACL name must be a letter.

v" Una MAC puede pertenecer a mas de un puerto




Método Il - MAC ACL
WEB Ul

#DGS-1510-20 ACL Access List
¥ @ System

o e — ©10 - 14500 ] Oncuneme

+ [ L2 Features

+) [ L3 Features Total Entries: 0 Add ACL
T ::zf D ACL Name ACL Type Start Sequence No. Step Counter State
B ACL Configuration Wizard
|Clear All Counter|| Clear Counter || AddRule |

IR Ao et Acse o Acton Rule
B3 ACL VLAN Access Map

-

AC! VI AN Filter

Add ACL Access List

ACL Type
‘ D (6000-7999) o0t ]
|

Note: The first character of ACL name must be a letter. “




Método Il - MAC ACL
WEB Ul

Total Entries: 1 Add ACL

I T S
ACL_Test1 Extended MAC ACL Disabled Edit Delete

DS EE =

ACL_Test1 (ID: 6001) Rule |Clear All Counter|| Clear Counter || | Add Rule

e S S S

Add ACL Rule

ID 6001

ACL Name ACL_Test1

ACL Type Extended MAC ACL

Sequence No. (1-65535)  [10 | (f itisnt specified, the system automatically assigns.)

Action @ Permit O Deny

Match MAC Address
O Any @ Any
@ Host 60-63-4C-E0-C9-61 | O Host [11-DF-36-4B-A7-CC |
Souree MAC [11-DF-36-4B-A7-CC | Destination MAC [11-DF-36-4B-A7-CC |

Wildcard [11-DF-36-4B-A7-CC | Wildcard [11-DF-36-4B-A7-CC |




Método IIl - MAC ACL
WEB Ul

Add A

Add ACL Rule

D 6001

ACL Name ACL_Test1

ACL Type Extended MAC ACL

Sequence No. (1-65535) ‘20 I (If it isn't specified, the system automatically assigns.)

Action O Permit @ Deny

Match MAC Address
® Any ® Any
O Host |11-DF-36-4B-A7-CC | O Host [11-DF-36-4B-A7-CC |
Source Destination
O MAC [11-DF-36-4B-A7-CC | O MAC [11-DF-36-4B-A7-CC |
Wildcard [11-DF-36-4B-A7-CC | Wildcard [1-DF-364B-A7-CC |
ACL_Test1 (ID: 6001) Rule Clear All Counter|| Clear Counter || Add Rule |

I I T R S S

host 60-63-4C-E0-CO-61 an...

IEIDDIIDD e




Método IIl - MAC ACL
WEB Ul

ACL Interface Access Group

ACL Interface A Group

From Port To Port Direction Action Type ACL Name
eth1/0113  ~| |eth1/013 ~| |In v| |Add ~| [MACACL ~| |AcL_Testt || Please Select

Expert ACL

D-Link
>WEBINARS



Maximo numero de entradas/reglas
D-Link Switches
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Maximo numero de entradas/reglas

D-Link Switches




Método IV — AAA

Authentication Authorization Accounting

v" Permitimos las MACs que queramos

| | Security
., ® [ Port Security
v" Informacion en los logs o oz
% Application Authentication Settings
E Application Accounting Settings
2 Authentication Settings

. . 2] Accounting Settings
v" Podemos sincronizar las MACs

con un servidor Radius externo

AAA State Settings

AAA State

() Disabled @) Enabled



Método IV — AAA

WEB Ul

-/ ¥ Security -
@# @ Port Security

[ AAA Global Settings AAA State

ﬁ Application Authentication Settings
% Application Accounting Settings
) Authentication Settings

) Accounting Settings

™ Qerver RANINS NDunamic Atthar Settir

AAA State Settings

() Disabled (@ Enabled

WDGS-1510-20
¢ [ System
# @ Management
+ [ L2 Features
+ [ L3 Features
4 @@Qoes
o E@ACL
3 [ security
[ Port Security

B AAA Global Settings

B Application Authentication Settings

B Application Accounting Setlings

B Accounting Settings

[ server RADIUS Dynamic Author Setti
@ RADIUS
@ TACACS+
& @ IMPB

AAA Authentication Network l

AAA Authentication Exec

Apply

AAA Authentication 802.1X

status
Method 1 [Please Select ]
Method 3 Please Select ™~

AAA Authentication JWAC
status
Method 1 [Please Select v |

AAA Authentication MAC-Auth
Status
o

Method 2
Method 4

Method 2
Method 4

Method 2
Method 4

Please Select &
Please Select ™

Please Select ot
Please Select R

‘ Please Select v \

Please Select ~

Apply

Apply

¥,



Método IV — AAA
WEB UI

B

#

@

= #

& Port Security Global Settings
) Port Security Port Settings
,:3 Port Security Address Entries

i 802.1X

i AAA

@ RADIUS

[ TACACS+

@ vPB

[i# DHCP Server Screening

7 ARP Spoofing Prevention

) BPDU Attack Protection

% MAC Authentication

@ Web-based Access Control

@ Japanese Web-based Access Control

= [ Network Access Authentication

®

B Guest VLAN
ﬁ Network Access Authentication Port S
) Network Access Authentication Sessic
@ Safeguard Engine
) Trusted Host
& Traffic Segmentation Settings
% Storm Control Settings
3 DoS Attack Prevention Settings

Netwo ACCesS Authenticaton obal Settings
Network Access Authentication MAC Format Settings
Case Uppercase
Delimiter Hyphen
Delimiter Number
General Settings

Max Users (1-1000) 000
Deny MAC-Move Disabled
Authorization State Enabled

User Information

User Name 32 onars VID (1-4094) ]
Password Type Plain Text ~ Password

Total Entries: 0

I | |
<[« LIRS

Apply



WEB Ul

(=) 4 Network Access Authentication
) Guest VLAN
[ Network Access Authentication Port S
5 Network Access Authentication Sessic
@ Safeguard Engine
E Trusted Host
E Traffic Segmentation Settings
3 Storm Control Settings
E DoS Attack Prevention Settings
# @ SSH
# @ ssL
ﬁ Network Protocol Port Protection Settings

Método IV — AAA

Aulnonzauon slate cnabled hd Apply

User Information

User Name 60-63-4C-E0-C9-61 VID (1-4094)
Password Type Plain Text v Password

Total Entries: 2

60-63-4C-E0-C9-... Plaintext

h PRIy




Método IV — AAA
WEB UI

+ @ Management

[ L2 Features

[ L3 Features

#Qos

@ AcL

& security

@ [ Port Security

@ @802.1X

F @ AAA

@RrRaADIUS

@ @ TACACS+

@ @ IMPB

@ [ DHCP Server Screening
E ARP Spoofing Prevention
) BPDU Attack Protection
B MAC Authentication

[ @ Web-based Access Control

52} ﬁ Japanese Web-based Access Control

@ [ Network Access Authentication

F E@ Safequard Fnaine

MAC Authentication Global Settings

MAC Authentication State
MAC Authentication Trap State

@ Enabled
() Enabled

MAC Authentication User Name and Password Settings

Deteut

MAC Authentication Port Settings

User Name

From Port To Port

eth1/0/1 v

Port
eth1/0/1

() Disabled
@ Disabled

Password

eth1/0/1 v

State

Encrypt Default

Disabled v

Disabled

Apply

Apply




Método IV — AAA
WEB Ul

“eatures MAC Authentication Port Settings
“eatures

3 From Port To Port State
-
“urity

Port Security 1 r
802.1X

AAA

RADIUS

TACACS+

IMPB

DHCP Server Screening

ARP Spoofing Prevention

BPDU Attack Protection

Web-based Access Control

Japanese Web-based Access Control
Network Access Authentication
Safeguard Engine

Trusted Host

Traffic Segmentation Settings

Storm Control Settings

DoS Attack Prevention Settings

D-Link
>WEBINARS



WEB Ul

+ [ Management
@ L2 Features
# @ L3 Features
@ Qos
4 [@AcL
- @ security
# @ Port Security
[ @ 802.1X
F g AAA
[ [@ RADIUS
@ [@ TACACS+
# @ IMPB
[i@ DHCP Server Screening
) ARP Spoofing Prevention
) BPDU Attack Protection
) MAC Authentication
3 @ Web-based Access Control
[# [@ Japanese Web-based Access Control
= [ Network Access Authentication
2 Guest VLAN
[ Network Access Authentication Global Setti
Network Access Authentication Port Setting
rk Au
[# [@ Safeguard Engine
B Trusted Host
3 Traffic Segmentation Settings
) Storm Control Settings
% Dos Attack Prevention Settings
@ @ SsH
# @@ssL
) Network Protocol Port Protection Settings
9 @ oAM
£ @@ Monitoring

Método IV — AAA

eth1/0/1
posssroomn |

MAC v

[ Clear by Port ” Find }
[ clearbymac || Find ]
I Clear by Protocol Find }

[ cearan view Al |

Sessi Total

Total Authenticating Hosts
Total Authenticated Hosts
Total Blocked Hosts

EOEOEE =

D-Link
>WEBINARS



MAC-based Access Control (AAA)

D-Link Switches (Authentication Authorization Accounting)
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rograma de Canal VIP+ M D-Link &b

P D-LINK  tvelesdepariners  Ventasymarketing  Hemamientas  Formacbn  Soporte A MyAccount  Cerarsesidn

JAUN no eres VIP+?

Promos
Vigentes y

Nuestro Programa de Canal VIP+ es gratuito y aporta mdltiples ventajas a resellers e

Lista de
Precios PVD

instaladores profesionales:

« Equipo técnico y comercial local para asesoramiento desde D-Link

« Rebates, incentivos por ventas

« Formacion y certificacién online bajo demanda (D-Link Academy)

S aii ol e % >
« Programa de compra de productos DEMO (hasta 50% de descuento) ” ‘:,‘, ‘L./":","’:: by jcsnals
« WI-FI Planner Pro: Disefio proyectos WiFi sobre planos reales, con distribucion de
viPs tor o1
puntos de acceso y cobertura " .

ARTICULO COMPLETO

et rarerg | D4k Garte Sgmcones

Wireless

Switching
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