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Agenda

D-Link

Paso a paso para la programacién mediante WebGUI y Command Line Interface (CLI) de las funciones de seguridad para las redes de
datos corporativas

Otra funcion clave para la seguridad es Access Control List (ACL), formacion especializada disponible en este enlace:

https://eu.dlink.com/es/es/resource-centre/articles/como-configurar-listas-control-accesos-acl-para-seguridad-redes

Trusted Host

Port Security

IP-MAC Port Binding
DHCP Snooping
Dynamic ARP Inspection
IP Spurce Guard
Gateway&DHCP Server
DHCP Server Screening
Storm Control

D-Link Safeguard Engine
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¢ Qué es la seguridad?

d Informacion valiosa

d Cambios inesperados

O Gestion proactiva/reactiva
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Seguridad Fisica
DCS-4625

DCS-7517 DCS-7517
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Seguridad en nuestra LAN ’?ﬂa




2 D-Link

Acceso — Management
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Acceso — Management

A Credenciales seguras

A Encriptar la contrasefa @;‘?&
User Name admin
 Habilitar accesos seguros: Password e |
Language
v SSH e e

X TELNET



D-Link
-Lin
Building Networks for People

mSave v Tools v

W DGS-3130-30TS
@ System
# Management

2

| Command Logging

3 Password Encryption

3 Password Recovery
) Login Method
¥ @ SNMP
+ [ RMON
3 Telnet'Web
A Session Timeout

# DGS-3130-30TS
& System
¢ Management
) Command Logging
? User Accounts Settings

=Y
Password Recovery

D-Link
BERIA

culares

User Manage!

User Name

Total Entries: 1

User Name
dlink

Fasswora

Password Encryption Settings

Password Encryption State

Password Type

Encrypted-SHA1 v

Privilege (1-15) [15
ssword Type [_Plain Text Vi Password

(@ Enabled () Disabled

Privilege ‘ Password

IR 1 | [ 6o

=0 Ong —



+ [ System
- @ Management
) command Logging
) User Accounts Settings
) Password Encryption
B Password Recovery
) Login Method
@ snvp
* @ RMON
% Session Timeout
@ @ DHCP
5 DHCP Auto Configuration
# @ DNS

®

W DGS-3130-30TS
* [ System
= ﬁ Management
ﬁ Command Logging
7 User Accounts Settings

ﬂ Password Encryption
E Password Recovery
® @ SNVP
& @ RMON
B TeinetWeb
ﬁ Session Timeout
@ [@ DHCP
ﬂ DHCP Auto Configuration
& @ DNS
B P Source Interface
ﬂ File System

recesa - Management (WE

Telnet State
Port (1-65535)

Source Interface

Source Interface State () Enabled

Type VLAN v

Web Settings

Web State (@ Enabled () Disabled

pon 16553

(O Enabled { @ Disabled

afios D.Link
o em;msmwl BERIA

Apply

Apply

ogin Method

Enable Password

Level 15 ~

Login Method

Application

Login Password

PassworsType Pl Toxt_~

Je—
Application Password

32 chars




+ EBACL
- W security
& @ Port Security
) @ 802.1X
| B A
| @ RADIUS
@ TAcAcs
i@ IMPB
| @@ DHCP Server Screening
) ARP Spoofing Prevention
) BPDU Attack Protection
B MAC Authentication
| @ Web-based Access Control
# [ Network Access Authentication
# [@ Safeguard Engine
B Trusted Host
B Traffic Segmentation Settings
B storm Control
B DoS Attack Prevention Settings
) @ ssH

& Irusted Host -
E:] Traffic Segmentation Settings

3 Storm Control

'DoS Attack Prevention Settings

SSH

7 SSH Global Settings

ﬁ SSH Server Connection

7 SSH User Settings

@ ssL

) SFTP Server Settings

- H Global Settings

Acceso - Management (WE

D-Link
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ul)

SSH Global Settings

IP SSH Server State

IP SSH Service Port (1-65535)
SSH Server Mode
Authentication Timeout (30-600)

Authentication Retries (1-32)

Host Key Management
Crypto Key Type

Key Modulus

Host Key

Crypto Key Type

Enabled
22

v2
120

3 times

2048

RSA

=16

sec

Generate
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sspecmauloes

| Acceso - Management (CLI)

Switch#configure terminal

Switch (config) #username dlink privilege 15 password

 Sword-encrypcion

the command
encryption based on MD5
encryption based on SHA-1

witch (config) #s
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| Acceso - Management (CLI)

telnet
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Acceso — Management

O Direccion IP por defecto
(10.90.90.90)

Q Creacion de VLANs

O Deshabilitar los

puertos no utilizados

afios

D-Link




WDGS-3130-30TS
+ [ System
+ [ Management
@ L2 Features
ﬁ L3 Features
#) @ ARP
2 Gratuitous ARP
ﬂ IPv6 Neighbor
@ Interface

) 1PvB Interface

D-Link
1BERIA

IPv4 Interface

Interface VLAN (1-4094) :|

Total Entries: 1

I Apply ‘ I Find ‘

Interface

IP Address
10.90.90.90/255.0.0.0 (Manual)

Secondary Link Sta.

Enabled

IPv4 Interface Settings [ DHCP Client

Interface vian1 Back
Settings

State Enabled v

IP MTU (512-16383) 1500 bytes

IP Directed Broadcast Disabled hd

Description 164 chars
IP Settings

Get IP From

IP Address

Mask

Secondary




Acceso - Management (WEB UI)

®DGS-3130-30TS
@ system
@ management
g L2 Features
@roB

]
B s02 1aviAN

# i@ 802.1v Protocol VLAN

# @ GVRP
E Asymmetric VLAN
B MAC VLAN
B VLAN Interface
E Super VLAN

[ Auto Surveillance VLAN

@ B8 Voice VI AN

W DGS-3130-30TS

@ System

[ Management
ﬁ L2 Features
# @ FDB
2 @ vLaN

B s02.1QvLAN

# [ 802 1v Protocol VLAN
i GVRP
B Asymmetric VLAN
2 MAC VLAN
B VLAN Interface
ﬁ Super VLAN
# @ Auto Surveillance VLAN
@ B Voice VI AN

802.1Q VLAN
P —
VID List . C Aoy ) Delete

Find VLAN
VID (1-4094) 1 Find || showan |
Total Entries: 2

vID VLAN Name Tagged Member Ports Untagged Member Ports VLAN Type

default 1/011-1/0/30 [ ear || Dpelete

| | HECEIETE

EE Lo

Acceptable Frame Type

Ingress Checking

eth1/0/1 Hybrid Enabled Admit-All
_—__
eth1/0/3 Enabled Admit-All
eth1/0/5 Enabled Show Detail
——__-:smw o
eth1/0/7 Enabled Show Detail
Ve
ath1/0/0 Hubrid Enabled Admit-All T'show petail

afios D.Link
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Acceso - Management (WEB Ul

WDGS-3130-30TS Port Settings
ﬁ System
B System Information Settings | siaot o Port Medium Type Auto Downgrade Flow Control
1 Peripheral Settings C_Lethtion | eth1/0/4 |Ry45 v| [Disabled  v]_PAuto v| |[Disabled v| [off v
ﬁ Port Configuration Duplex Description
i
B Pt Siios [Auto v [Auo v] [J10M (J100M []1000M (] 106 4 chars |
& Port GBIC
Flow Control Auto
IR Port Auto Negoketion Port Link Status State MDIX Duplex Speed Description
% Error Disable Settings Send Receive Downgrade
% Jumbo Frame
# @ System Log
® @ Time and SNTP
) Time Range
* [ Management
“ [ L2 Features
®DGS-3130-30TS Port Status
ﬁ' System
System Information Settings
8 sy . e Flow Control Operator
Peripheral Settings MAC Address Duplex Last LinkChange
Port Configuration Send Receive
Port Settings eth1/0/1 Disabled 60-63-4C-53-AD-12 Auto Auto 1000BASE-T 0:25:24:65
Port Status
2 Por GBI ___-————m—
B Port Auto Negotiation eth1/0/3 Disabled 60-63-4C-53-AD-14 1000BASE-T 0:0:0:0
) Jumbo Frame eth1/0/5 Not-Connected  60-63-4C-53-AD-16
¥ = Cyet 1 +

1000BASE-T 0:0:0:0



Acceso — Management (CLI)

switch#configure terminal
switch (config) #interface vlan 1

switch (config-if) #ip address 10.

Switch#show ip interface

Interface Address
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culaes

| Acceso - Management (CLI)

configure terminal

Switch (config) #vlan
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| Acceso - Management (CLI)

Switch (config) #interface range ethernet 1/0/1-4

Switch (config-if-range) #shutdown

VLAN Duplex




Trusted Host

J Acceso a IPs confiables
J Creacion de ACLs
J Personalizar accesos

web, telnet & SSH

afios

D-Link
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Trusted Host (WEB Ul)

WDGS-3130-30TS ACL Access List
+ @ System
2 Bhcoren Autee (ML ] @ ) Aot e
+ @ L2 Fealures ;
L3 Features Total Entries: 0 "
.‘:zf D ACL Name ACL Type Start Sequence No. Step
B AcL cgnhgurnon Wizard Tl
[ ACL Access List -
) ACL Interface Access Group Sequence No. Action Rule Time Range
Add A A
Add ACL Access List

ACL Type Standard IPACL v
ID (1-1999)
ACL Name

ACL_TRUSTED

N

Note: The first character of ACL name must be a letter.
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Joves

Trusted Host (WEB Ul)

ACL Access List

sotpe  [A v eoawen [ ] Osoane

ot B
[ ACL Name ACL Type Start Sequence No.

1 ACL_TRUSTE Standard IP ACL 10 10

(] | 1 G0

C_sdd rule ]

ACL_TRUSTED (ID: 1) Rule

Sequence No. Action Time Range

_RAA A R
Add ACL Rule

D 1

ACL Name ACL_TRUSTED

ACL Type Standard IP ACL

Sequence No. (1-65535) (If it is not specified, the system { assigns.)

Action @ Permit () Deny

ch IP Address

(OAny @ Any

(@ Host [10 90 - 90 - 4] OHost [
rce Destination
Wnldcard - . Wildcard . . .

( Apply )

Back
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Trusted Host (WE

= ACL - db
& security
[# [ Port Security Trusted Host
® @ 802.1X g ——
® B AAA CL Name AGL_TRUSTED Type | HTTPS > ey D
[+ @ RADIUS
Note: The first cha
[ @ TACACS
® @ IMPB Total Entries: 1

[# @ DHCP Server Screening Type ACL Name
2 ARP Spoofing Prevention
7 BPDU Attack Protection HTTPS ACL_TRUSTED
) MAC Authentication
@ Web-based Access Control
i@ Network Access Authentication
@ Safeguard Engine

P Traffic Seomentatinn Setinas
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sspecmauloes

| Trusted Hest (CLI)




Port Security

O Filtrar a nivel de PUERTOS
O Limitar accesos multiples
O Modo ErrDisable para

puertos blogueados

afios

D-Link

— IBERIA




® DGS-3130-30TS

[ System

@ Management

- [ L2 Features
+ [ L3 Features
[ QoS

@ ACL
ﬁ” Security
= @ Port Security

4 Port Security Global Settings

B Port Security Port Settings
ﬁ Port Security Address Entrie:
@ 802 1%

=3

+

*

+

+

F

W DGS-3130-30TS
@ System

| [ Management

¥ L2 Features
[ L3 Features
@ Qos
= ACL

&

| @ Security

& Port Security
[ Port Security Global Settings
[ Port Security Port Settings

[ Port Security Address Entries

= and 1y

D-Link
“IBERIA

Port Security (WEB Ul

Port Security Port Settings

PP TPO. 1o Port State Maximum (0-64) Violation Action Security Mode Aging Time (0-1440) Aging Type
M V‘ ‘ eth1/0M1 V‘ | Enabled V‘ [1 ] ‘ Shutdown v| |Permanen1 V‘ P I

Port Maximum | Current No. Violation Action Violation Count Security Mode Admin State | Current State | Aging Time | Aging Type
eth1/0/1 Shutdown Permanent Enabled Forwarding absolute
eth1/0/3 Delete-on-Timeout Disabled absolute

FO ecur AAdress entries

Port Security Address Entries
Port MAC Address VID (1-4094)
[eth1/onn v [p0-84-57-00-00-00 | (] Permanent [ ]
\ Add |[ Delete || clearby Port || clear by MAC |
Total Entries: 1 Clear All
Port VID MAC Address Address Type Remaining Time (mins)

eth1/011 1 60-63-4C-E0-CB-35 Permanent

HEEEEE =



itch (config) #interfac

witch (config-if)

witch (config-if)

witch (config-if) #

(config-if)

Porit Security (CLI)

terminal

ethernet

D-Link
BERIA

ooulaes

maximum 1
mode permanent

violation shutdown

Forwarding



Q Parejas IP - MAC

O Dinamico usando

DHCP Snooping

O Dynamic ARP Inspection

IP Source Guard

D-Link

< “IBERIA
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DHCP Sheooping (WEB Ul)

© @ ACL - P Snooping Global Settings
=) @ security

[# [ Port Security DHCP Snooping Global Settings

# [ 802.1X

) BB AAA DHCP Snooping (@ Enabled () Disabled
| @ RADIUS Information Option Allow Untrusted () Enabled (@ Disabled
¢/ [ TACACS Source MAC Verification (® Enabled () Disabled
= i@ mPB Station Move Deny () Enabled (@ Disabled
& I 1Pv4

= [ DHCPv4 Snooping
[ DHCP Snooping Global §
) DHCP Snooping Port Set
3 DHCP Snooping VLAN St
3 DHCP Snooping Databas
) DHCP Snoonina Binding

+ o AAA
# @ RADIUS

DHCP Snooping Port Settings

From Port

eth1/0/1 ~
eth1/0/1 ~

No v

DHCPv4 Snooping
2 DHCP Snooping Glebal §
2 DHCP Snooping VLAN S¢
%) DHCP Snooping Databas
) DHCP Snooping Binding

To Port

Entry Limit (0-1024)

Rate Limit (1-300)

Trusted
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Dynamic ARP Inspection (WEB Ul)

- @ mPB Bl ARP Inspection Seftings
= 1Pva
© B DHCPv Snooping ARP Inspection Validation
] DHCP Snooping Global $ SIC-MAG @ Enabled () Disabled

% DHCP Snooping Port Set
B roopmg o Dst-MAC () Enabled (@ Disabled
[ DHCP Snooping VLAN St
) DHCP Snooping Databas IP (O) Enabled (@) Disabled Apply
%) DHCP Snooping Binding

& [ Dynamic ARP Inspection ARP Inspection VLAN Logging
[ ARP Access List

B ARP Inspection Settings Total Entries: 1

= ARP Insnectinn Port Setti

) DHCP Snooping Databas “
3 pHer Snooping Binding |
Dynamic ARP |ns?eclxon From Port eth1/0/1 = To Port eth1/0/1 =
E ARP Access List

2 ARP Inspection Settings

[ ARP Inspection Port Setti Rate Limit (1-150) [ eps Burst Interval (1-15) [ @ None
) ARP Inspection VLAN

) ARP Inspection Statistics

| ARP Inspection Log St Disabled = l Apply I ‘ Set to Default




®

@ Port Security

@ 802.1X

i@ AAA

@ RADIUS

@ TACACS

= @ mPB

= @ 1Pva

@ DHCPv4 Snooping

@ Dynamic ARP Inspection

@ 1P source Guard
[ 1P Source Guard Port Sef
23 IP Source Guard Binding

=

HEE®

IP Source Guard HW Entr

D-Link
1BERIA

IP Source Guard (WEB Ul)

From Port To Port

State

Enabled v Validation

o D

Validation Type

eth1/0/4

IP-MAC

+ [ RADIUS - - d HW
+ @ TACACS
| @& mPB
B @ 1Pv4 From Port eth1/0/1 ~ To Port eth1/0/1 ~
# @ DHCPv4 Snooping
[+ [@ Dynamic ARP Inspection Total Entries: 1
P Source Guard Port Filter-type Filter-mode IP Address MAC Address VLAN
i:] IP Source Guard Port Set
) IP Source Guard Binding S0 ip-mac active deny-all

[ 1P Source Guard HW Ent

F BB Advanced Settinas

fn] EET BT =
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IP-MAC-Port Binding (CLI)

1 (confiqg) #1p ¢ ) snooping
config) #inter ethernet

—

switch (confi

g) #ip arp inspection

1S

1

Switch (config) #interfa

Switch (config-i fip verify source vlan dhcp-snooping
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Gateway & DHCP Server

Q Fijar su GATEWAY:
ARP Spoofing Prevention

d Servidor DHCP confiable:

DHCP Server Screening



+ [ QoS -
+ [ ACL
- @ security
[ [ Port Security
+ @ 802.1X
+ i AAA
@ [@ RADIUS
@ TACACS
@ vPB
= ﬁ' DHCP Server Screening
Y| DHCP Server Screening Global ¢

[ DHCP Server Screening Port Sel

= ARP Snanfing Praventi

4 @ ACL
- [ Security
# [ Port Security
& @ 802.1X
# [ AAA
B @ RADIUS
# [ TACACS
® @ IMPB
=] ﬁ' DHCP Server Screening
% DHCP Server Screening Global ¢

= ARP gy

DHCP Server Screening (WE

D-Link
“TIBERIA

A

DHCP Server Screening Port Settings

From Port 1o Port
eth1/0/1 v ' eth1/0/30 v |

State
| Enabled v

Server IP

Profile Name

o D

Profile Name

State
eth1/0/1 Enable -

C Delete

Server IP

eth1/0/3 Enable - - Delete

DHCP Server Screening Port Settings

From Port

Profile Name:

Profile Name

eth1/0/1 v

Port State

Enabled v

Server IP

192.168.0.1




switch#show ip arp spoofing-prevention

Interfaces

lFotal Entries:
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sspecmauloes

| DHCP Server Screening (CLI)

switch#configure terminal

e ethernet 1/0/1
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Tormentas de Broadcast

O Storm Control
Q Safeguard Engine
O Evitar bucles:

STP, Loopback detection, ... \
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torm Control (WEB Ul)

o e ACL

@ security
[# [ Port Security
® @ 802.1x
# @ AAA
# @ RADIUS
# @ TACACS
® @ IMPB
[ [ DHCP Server Screening
Eﬁ ARP Spoofing Prevention
2 BPDU Attack Protection
@ MAC Authentication
# @ Web-based Access Control
# @ Network Access Authentication
@ Safeguard Engine
'_}ﬁ Trusted Host
igj Traffic Segmentation Settings

™ NS Attack Prevention Setfinas

Storm Control Trap Settings

Storm Control Polling Settings

Interval (1-300) |:| sec Retries (0-360)

Storm Control Port Settings

times [ Infinite Apply

Level Rise Level Low

From Port To Port -] yi¥eiifeTo M _ Level Type (1-100) (1-100)
<_leth1/01 ~|  [eth1/0/30 ~|  |Broadcast v |Drop v [Level vl o e %
Loty D

Total Entries: 90
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Safeguard Engine (WEB Ul)

+ [ ACL a

3 @ security

# [@ Port Security

i 802.1X

= Ana Safeguard Engine State

# @ RADIUS

# [ TACACS

® @ IMPB Safeguard Engine Current Status

# @ DHCP Server Screening
2 ARP Spoofing Prevention CPU Utilization Settings
ﬁ BPDU Attack Protection

sg‘l MAC Authentication Rising Threshold (20~ 100)

Web-based Access Control Falling Threshold (20~ 100)

Network Access Authentication

Safeguard Engine

2 CPU Protect Counters

3 CPU Protect Sub-Interface

= ~P1) Protect Tune

Safeguard Engine Settings

Enabled v

Trap State Enabled

TR
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| Storm Control (CLI)

¥ —

witch (conf
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2
Safeguard Engine (CLI)

switch#configure terminal
s'witch (co

#cpu-protect safeguard
switch (config)

#cpu-protect safeguard threshold 80

3 - ~hda
OWI1TCTCN#¥S

how cpu-protect safeguard

Safeguard Engine State: Enabled
Safeguard Engine Status: Normal
Jtilization Thresholds:
Rising ;

Falling




Switching
% Switches desde el Core al Extremo de red. Redes LAN Gigabit y
10 Gigabit, Sin gestion, Smart, Gestionables L2/L4, Stackables,
Power Over Ethernet (PoE) VLAN para VolP y Videovigilancia.

mydink

IP Surveillance

v Soluciones de Videovigilancia IACCES0O ri@s
completas, ONVIF, 5 Mpx, IP67,

Antivandalicas IK10, de interior y de
exterior, PoE, NVR'’s y con soporte Cloud
mydlink para entornos domésticos

D-Link Business Products

0 e ¢ ©
S

Industrial

Soluciones de Switching y Routing v
Industrial y M2M para entornos de
Industria 4.0 y Smart Cities.

<nuclas

- nucha =

cloud

i it S
Jagveeeser BE =
e . - —
~ aas 2250 05 wewe (
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Wireless Centralizad

Soluciones centralizadas Nuclias Connect hasta 1.000 Puntos de Acceso y soluciones Nuclias Cloud con
escalabilidad ilimitada y Zero Touch Provisionning con gestion de AP’s y Switches Cloud.
Soluciones centralizadas basadas en Controladora Wireless

D-LinkAssigt

Same Business Day Service

D-Link Academy

LZ/W» u_

am

Routers VPN

Unified Service Routers Wireless, VPN, v
Firewall, failover, load balancing y
posibilidad de 4G*

Transceivers, Media Converters,
PoE Injectors, Direct Attach stacking
Cables, etc... P DLink

=t | VIRTUAL
L] RQADSHOW
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Switching

Switches sin gestion para crear tu red o ampliar

puertos de tu router.

E2CAX Exaax

=<a

Wi Mosh

o
qim

Routers

Routers AC Wave2 y WiFi 6 con
compatibilidad para IPTV y maximo
rendimiento

oo

ﬁa
&
[

T —

Wireless Repeaters y Powerline

Amplia la cobertura WiFi de manera sencillay
practica con Repetidores o soluciones Powerline a

través de la red eléctrica.

Mobility 4G/5G

Dongles, Routers y MiFi's 4G (Cat4 y
Caté) y 5G de ultima generacion.

D-Link Consumer Products

WiFi Mesh

v Amplia la cobertura de red y
optimiza la sefal para maximo
rendimiento de manera
automatica.

Camaras y Domatica mydlink

Camaras de Videovigilancia Cloud de interior y
Exterior, Auténomas, PTZ y 180°. Sensores de

v

McAfee

PROTECTED

Agua, Smart Plugs y Regletas Inteligentes

W

Lf
¢ @

- .

Adaptadores WiFi

Actualiza tus dispositivos a la

ultima tecnologia Wireless con
nuestros dongles USB WiFi.

@
FOF -
Q,’/"Dﬁ D

USBy USB-C

% Hubs y Docking Stations USB-
C multipuerto

D-Link
VIRTUAL
RQADSHOW




rograma de Canal VIP+

Valuein
Partnership

Portal Online responsivo con materiales exclusivos:
lista de precios, eBooks técnicos, etc

Rebates por volumen

Promociones exclusivas

Herramientas online de Planificacion Proyectos
Soporte comercial y técnico dedicado

Programa de Compra Productos Demo hasta -50%
D-Link Academy: Certificaciones oficiales online y
presenciales

Product Selector Pro
Sencilla herramienta que te permite seleccionar y comparar nuestros productos
paraque lasolucién o

\Wi-Fi Planner Pro

Wireless,
profesional de planos de cobertura WIFI, estudios y proyectos.

Surveillance Floor Planner Pro
ra disear CCTV, con selector de
‘cémaras, colocacion y cobertura para presentar plancs profesionales

Banduith Calculator
Calculadora de ancho de banda para gestionar a tasa de transferencia necesaria
el trafico de red de Camaras P,

GUI Emulator Pro

-5

Intera q
GUI) de cada uno de nuestras soluciones

afios
espectaculares

D-Link |[BERIA

Ya disponible en iOS & Android

Nueva app




D-Link te lo pone facil: VIP+ Tools

Product Selector

Product Selector PRO

Wi-Fi Planner

A web-b RF simulation

Wi-Fi Planner PRO

Bandwidth & Storage Calculator 2Z0

Bandwidth & Storage
Calculator PRO

Get Started with

\) A tool to navigate web Ul of D-Link products without the need to set up actual devices

GUI Emulator PRO



D-Link te lo pone facil: app VIP+
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