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~ Qué vamos a ver

« Segmentacion de trafico con VLANS

 Private VLANS para un filtrado selectivo

« Switching de gama media-alta de D-Link
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& Segmentacion de trafico con VLANSs

DGS-1100V2 Series Smart Managed Switches L e s e U e S s

Caracteristicas fisicas

Entrada de alimentacién = 1002240V CA
0 o Fea = D 00-0 05PD 08 08P 08P - Fuente de alimentacién interna de 50 a 60 Hz
MTBF 345.045 horas 508.112 horas 331.732 horas 2B89.075 horas
VLAN « Port-based VLAN + VLAN Group Actistica 0dB(A) 50,6 dB(A) 53 dB(A) 55dB(A)
- 802.1Qtagged VLAN + Supports 32 static VLAN groups Disipacion del caler 103,05 BTU/M 87,00 6TU/M 190,74 BTU 209,16 BTU/M
« Surveillance VLAN « Max. 4094VIDs — p— T T o
- Voice - Asymmetric VLAN L i :
gementVLAN Dimensiones 280 % 180 x 44 mm 280 % 230 % 44 mm 440 x 208 x 44 mm 440 % 330 % 44 mm
Ventiladores N/A (sin ventilador) 1 2
L2 Features + Flow Control « Loopback Detection s Sas0Ca 1R
» 802.3x Flow Control « Cable diagnostics . - PR —
. 0 . . e ratura -4a a
- HOL Blocking Prevention « Port mirroring P e,
« Jumbo frames up to 9216 bytes + One-to-One H o . - P
S |GMP Snooping 5 Many—to—One urnedad uncionameento Ha N congensacion
« IGMPVIA2 Snooping « Statistics Humedad de almacenamiento 0% a95 % sin condensacién
« Supports 128 Groups « Tx Ok EMI FCCAC, CE, BSMI
« Static Trunk « Tx Error Sequridad cUL, UL, LVD, CB, BSMI
» DGS-1100-05V2/05PDV2: 1 group R — ) e
- DGS-1100-08V2/08PV2: 2 groups lodos de funcionamiento (switcl )
QoS [prioridad de puerto) Puertos 1-8 Puertos 1-8 Puertos 1-24 Puertos 1-24
Quality of Service (QoS) + 802.1p Quality of Service control Ampliacién DIP:Puertas 14 DIP: Puertos 1-4 DIP: Puertos 18 DIP: Puertos 1-8
« 4 queues per port ngress/Ebress' min. granularity 8Kb/s) (hasta 250 Ma 10 Mbps) Interfaz web: Puertos 1-4 Interfaz web: Puertes 1-8 Interfaz web: Puertos 1-8 Interfaz web: Puertos 1-24
+ Queue handling - DSCP Alslamiento Puertos 1-8 Puertos 1-8 Puertos 1-24 Puertos 1-24
« Strict (de tréfico por puerte)
» Weighted Round Robin (WRR) PO-Alive Puertas 1-8 Puertos 1-8 Puertos 1-24 Puertos 124
STP Puertos 7-8 Puertos 25-28 Puertos 25-28
Security « Static MAC addresses « Broadcast/Multicast/Unknown Djcast Storm Control
“in a2 enmes. z Portsecistty Caracteristicas de software
- Traffic segmentation
= VLAN basada en puerto = WLAN asimétrica
M t Web-based GUI (Supports IPv4 D-Link Network Assistant (DNA ;02 1QMLAN Tagged - GnpadeVLAN
anagemen . e a ( upports ) = in etworl sistan ( ) = AutoSurveillance VLAN = Admite 128 grupos de VLAN estiticas
- AutoVioice VLAN « Mix. 4094 VID
Green Technology « Compliant with RoHS 10 « Compliant with IEEE 802.3az Energy Efficient Etherneh?&{k admintstackin ce VAN
~N
RFC Standard List - RFC768 UDP - IEEE802.1p
« RFC7911P « RFC2236, IGMP Snooping
« RFC792 ICMP « RFC1213 MIBII
« RFC793TCP « RFC1215 MIB Traps Convention
- RFC826 ARP ° ta q q e
.



& Segmentacion de trafico con VLANSs

 Divide y venceras

@ DGS-1520-28
* @@ System
+ [ Management
7 [ L2 Features
# [@FDB

« Facilitar el troubleshooting S B

5 VLAN Configuration Wizard

2 VLAN Interface
# [ 802.1v Protocol VLAN
¥ @ GVRP

e Actualizaciones escalables e

2 L2VLAN Interface Description
3 Subnet VLAN
) Super VLAN

# @ Auto Surveillance VLAN

« Aislar traficos entre departamentos 7 Pvian
« Mejora del rendimiento de la infraestructura

« Tests independientes sin afectar a toda la red

BU L VLAN
802.1Q VLAN
VID List
Find VLAN
VID (1-4094)
Total Entries: 6
vID VLAN Name
1 default
10 VLAN0010
20 VLAN0020
] VLAN0030
40 VLAN0040

10,20,30,40

Description

Tagged Member Ports



& Private VLANSs para un filtrado selectivo

 Aislamiento de redes sin ACLs

 Dividir un dominio de broadcast
 Diferentes permisos en cada subdominio
« Parejas VLAN primaria con secundaria

« SOlo una VLAN primaria por dominio

Private VLAN
Private VLAN
VID List State Type
Disabled v Community v Apply
Private VLAN Association
VID List Action Secondary VID List
Add v 2-5 Apply
Private VLAN Host Association
From Port To Port Primary VID Secondary VID
eth1/0/1 v eth1/0/1 v Remove Association Apply
Private VLAN Mapping
From Port ToPot  Pnmary viD Action Secondary VID List
eth1/0/5 v eth1/0/8 v 10 Add v 20.30,40 Remove Mapping
Apply
Total Entries: 3
Primary VLAN Secondary VLAN Type Interface
10 40 Isolated 1/0/5-1/0/8,1/0017-1/020
10 20 Community 10/5-1/0/12
10 30 Community 1/0/5-1/0/8.1/0/13-1/0/16



& Switching de gama media-alta de D-Link
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&~ Traffic Segmentation

DGS-1100V2 Series Smart Managed Switches

Software Features (DGS-1100-05V2/05PDV2/08V2/08PV2/08PLV2)

VLAN « Port-based VLAN « VLAN Group
- 802.1Q tagged VLAN » Supports 32 static VLAN groups
« Surveillance VLAN « Max. 4094 VIDs
« Voice VLAN » Asymmetric VLAN
« Management VLAN
L2 Features « Flow Control « Loopback Detection
» 802.3x Flow Control « Cable diagnostics
» HOL Blocking Prevention « Port mirroring
« Jumbo frames up to 9216 bytes + One-to-One
+ IGMP Snooping » Many-to-One
» IGMP v1/v2 Snooping « Statistics
« Supports 128 Groups « Tx Ok
« Static Trunk « Tx Error
» DGS-1100-05V2/05PDV2: 1 group + Rx Ok
+ DGS-1100-08V2/08PV2: 2 groups « Rx Error
Quality of Service (QoS) « 802.1p Quality of Service « Bandwidth control
« 4 queues per port « Port-based (Ingress/Ebress, min. granularity 8 Kb/s)
» Queue handling - DSCP

/ » Weighted Round Robin (WM

Security « Static MAC addresses
+ Up to 32 entries
- Traffic segmentation

Management + Web-based GUI (Supports IPv4) - -
- Traffic segmentation
Green Technology « Compliant with IEEE 802.3az Energy Efficient Ethernet
RFC Standard List « RFC768 UDP - [EEE802.1p
« RFC7911P « RFC2236, IGMP Snooping
« RFC792 ICMP « RFC1213 MIBII
« RFC793TCP « RFC1215 MIB Traps Convention

+ RFC826 ARP




~ Traffic Segmentation T I — —

@ DGS-1250-52XMP Traffic Segmentation Settings
@ System
@ Management
8 L2 Features [eth1i0n +| [ethiion ~] [ethion ~]  [ethtioi ~]|
| L3 Features ‘ add H Delete ‘
@ QoS

B ACL
i Forwarding Domai
& 8 Secury e e

@ Port Security eth1/01 eth1/0/3
i 1802.1X eth1/0/2 eth1/0/3

e B AAA eth1/0/3 eth1/0/1-1/0/2
i# RADIUS
_— @ TACACS+
Server @ IvPe
member sets: B @ DHCP Server Screening
2 ARP Spoofing Preventic
PUmIIE - F"DI‘tS- 1 End 2 - @ Network Access Authen

R’Ed - Pﬂrt 3 _+ @ Safeguard Engine
|
|
|
|
1

From Port To Port From Forward Port  To Forward Port

1
' Z

Trafiic Segmentation 5S¢
I U"TEWE':' Red =) Storm Control Settings
and Blue traffic = DoS Attack Prevention §

=) Trusted Host
Bive - Port 3 Untagged

Purple traffic!
|

untagged sefs: ¥
Purple - Poris 1 and 2 Fort 3

Red - Port 3 PWID = Purple
Blus - Port 3 Bridge config t

PWID PWID 5
= Red = Blue interface ethernet 1/0/1
traffic-segmentation forward interface ethernet 1/0/3

Fort { Port 2

y exit
* Untagged
N . Elue trafic

Uniagged N

Untagged Purple trafﬁq.,'
A

Purgie fraffics
£

i
Y Untagged 5
Red fraffic

interface ethernet 1/0/2
. traffic-segmentation forward interface ethernet 1/0/3

exit
Client A Client B

interface ethernet 1/0/3

traffic-segmentation forward interface ethernet 1/0/1-2
exit

show traffic-segmentation forward



& Asymmetric VLAN

DGS-1100V2 Series Smart Managed Switches

Software Features (DGS-1100-05V2/05PDV2/08V2/08PV2/08PLV2)

« Port-based VLAN
- 802.1Qtagged VLAN
« Surveillance VLAN ~
« Voice VLAN - Asymmetric VLAN A m m t VL A N
» Management VLAN = Sy e r I C
L2 Features + Flow Control DR
» 802.3x Flow Control « Cable diagnostics
« HOL Blocking Prevention « Port mirroring
« Jumbo frames up to 9216 bytes + One-to-One
+ IGMP Snooping » Many-to-One
« IGMP v1/v2 Snooping « Statistics
« Supports 128 Groups « Tx Ok
« Static Trunk « Tx Error
» DGS-1100-05V2/05PDV2: 1 group + Rx Ok
» DGS-1100-08V2/08PV2: 2 groups « Rx Error
Quality of Service (QoS) « 802.1p Quality of Service « Bandwidth control
« 4 queues per port - Port-based (Ingress/Elgress, min. granularity 8 Kb/s)
+ Queue handling - DSCP
« Strict
» Weighted Round Robin (WRR)
Security « Static MAC addresses « Broadcast/Multicast/Unknown Unicast Storm Control
+ Up to 32 entries « Port security
- Traffic segmentation
Management + Web-based GUI (Supports IPv4) « D-Link Network Assistant (DNA)
Green Technology « Compliant with RoHS 10 « Compliant with IEEE 802.3az Energy Efficient Ethernet (EEE)
RFC Standard List - RFC768 UDP « IEEE802.1p
« RFC7911P « RFC2236, IGMP Snooping
« RFC792 ICMP « RFC1213 MIBII
« RFC793TCP « RFC1215 MIB Traps Convention
« RFC826 ARP




Asymmetric VLAN

Vian 1

DGS-1250-28XMP

========

Asymmetric VLAN [Example] ~ @Enabled () Disabled

Total static VLAN entries: 3

Add
# Maximum 256 entries.
=

default 01-10 De\ete

viaNs

* DGS-1210-10P
-[i system
E-§@ VLAN
.2 802.1Q VLAN

=1802.1Q VLAN PVID

| @ @ Voice VLAN

|8 Auto Surveillance VLAN

[ L2 Functions
-F% | 3 Functions

VID 2 |
VLAN Name |VLAN2 |

# Maximum 20 characters. ‘
Port
Untagged

Not member




~ Private VLAN

Podemos incluso filtrar el trafico

dentro de una misma VLAN

y permitir el de otras segun sean:
* VLAN comunidad (community)

« VLAN aislada (isolated)

Ihternet*t-— Ihternet2 7
\ pd
RO1 RO2
[] ]
Untag (k Untag
VLAN 10 VLAN 110
v1 23V
SW-01 _
[ tag
tag 2 3 wx
VLAN
v 11 |_J:1
A SW-02 = = SW-03 e
Untag 5 Untag 6 5 Untag Untag
VLAN 10 VLAN 110 VLAN 10 VLAN 110
A B C D

QO O




~ Private VLAN

Primer paso: creacion de VLANS

a1l 2V
W DGS-1520-28 802.1Q VLAN
# @ System
% @ Management VID List 10,20,30,40 Apply Delete
- @ L2 Features
¥ @ FOB Find VLAN
= @ vLaN
B WLAN Configuration Wizard VID (1-4094) Find Show All
E 502 1avian
B VLAN Interface Total Entries: 5
+ 902, 1v Pratocol VLAN
S SVRP m VLAN Name | Description Tagged Member Ports Untagged Member Ports VLAN Type _
¥ GV
B Agymmetric VLAN 1 default 1/01-1/0728 Edit
5 MAG VLAN 10 VLANDO10 | Edit || Delete
5 LZVLAN Interface Description 20 VLANDOZO Edit Delets
B Subnet VLAN - L
b SunarViA 30 VLANDO30 |  Edt || Delete
uper VLAN —
¥ [ Aute Surveillance VLAN 40 VLAND040 Edit Delete
+ [ Voice VLAN [1m] n Go
5 Private VLAN




Private VLAN

Editamos sus nombres

a1l L VLAY
802.1Q VLAN
VID List Apply Delete
Find VLAN
VID (1-4094) Find Show All
Total Entries: 5
R T Y e o - e e = <
1 default 1/0/1-1/0/28 Edit
10 PRIMARY J | Apply J Delete J
20 DPT_A Edit Delete
30 DPT_B Edit || Delete |
40 GUEST Edit Delete

11| [ 1| e




Private VLAN

Anadimos una descripcion para dar mas detalles

W DGS-1520-28

* @ System

5 WLAN Configuration Wizard
§ 80210 VLAN

5 VLAN Imerface

*

5 Private VLAN
+ @ VLAN Tunne

# @ sTP

Create L2VLAN Interface Description

L2VLAN Interface Description
20 Sales Department Apply

Find L2VLAN Interface Description

L2VLAN Interface

Find Show All
Total Entries: 5
I = N
L2VLAN 1 down enabled Delete Description
L2VLAN 10 down enabled Internet Delete Description
L2VLAN 20 down enabled Sales Department Delete Description
L2VLAN 30 down enabled Marketing Depariment Delete Description
L2VLAN 40 down enabled Guest Vian Delete Description

[11] [ 1] Go




~ Private VLAN

Editamos las vlans primarias y secundarias

®DGS-1520-28

# @ FD
= @ vLaN
2 VLAN Configuration Wizard

1Q VLAN

# 802 1v Protocol VLAN
3 @ GVRP
nmetric VLAN

A MAC VLAN

3 Subnet VLAN
?) Super VLAN
llance VLAN

-
b=

& VLAN Tunnel

@

@ ERPS (G 8032)
3 Loopback De

3 Link Aggregation

% @ L2 Multicast Contro
® @LLoP

4 [@L3 Features

+ QoS

L ————

Private VLAN

Private VLAN
VID List State Type
20,30 Enabled ~ Community ~ Apply

2VLAN Interface Description

Private VLAN Association
VID List Action Secondary VID List
Add v Apply

Private VLAN Host Association
From Port To Port Primary VID Secondary VID
eth1/0/1 ~ eth1/0/1 ~ Remove Association Apply

Private VLAN Mapping
From Port To Port Primary VID Action Secondary VID List

eth1/0/1 v eth1/0/1 v Add - Remove Mapping
Apply

Total Entries: 4

rimary VLAN Secondary VLA I
10

Primary
20 Community
30 Community
40 Isolated

[111] [ 1] Go




~ Private VLAN

Asociar las VLANs secundarias a la primaria

Private VLAN

8 Private VLAN
VID List State Type
Disabled v Community v Apply
Nizard Private VLAN Association
VID Uist Action Secondary VID List
10 Add » 20,30,40 Apply

Private VLAN Host Association

From Port To Port Prmary VID Secondary VID
eth1/0/1 v eth1/0/1 v Apply
Private VLAN Mapping
From Port To Port Primary VID Action Secondary VID List
eth1/0/1 v eth1/0/1 v Add v Remove Mapping
Apply

Total Entries: 3

10 40 Isolated
~gR 10 20 Community
5 10 30 Commundty




~ Private VLAN

Configuramos los puertos como Host o Promiscuous

W DG5-1520-28
+ [ System
# @ Management
=l @ L2 Features

+ E@FDB
= B VLAN
5 VLAN Configuration Wizard

802 12 VILAN

=) @ vLaN

WVLAN Configu

Configure VLAN Interface

Port eth1/0/5 Clone

VLAN Mode Promiscuous ~ From Port To Port
Acceptable Frame Admit All ~ eth1/0/6 ~ eth1/0/8
ngress Chacking ) Enabled () Disabled

Back Apply

Configure VLAN Interface

Port eth1/0/9 Clone

VILAN Mode Hast e From Port To Port
Acceptable Frame Admit All ~ eth1/0/10 v eth1/0/20 «
ngress Checking #) Enabled () Disabled

Back Apply




~ Private VLAN

Asociamos |los puertos de hosts a sus VLANS Primaria y Secundaria

Private VLAN

Private VLAN
VID List State Type
Disabled + Community v Apply
Private VLAN Association
VID List Action Secondary VID List
Add v Apply

Private VLAN Host Association

From Port To Port Primary VID

ndary VID

eth1/0/9 v eth1/0/12 v 10 20 Remove Association Apply

Private VLAN Mapping

From Port To Pont Pnmary VID Action Second

wdary VID List

eth1/0/1 v eth1/0/1 v Add v Remove Mapping
Apply

Total Entries: 3

Primary VLAN | Secondary VLAN f Type | Interface
10 40 Isolated 1/0/17-1/0220
10 20 Community 1/0/9-1/0/12

10 30 Community 10/13-1/0/16




~ Private VLAN

Asociamos |os puertos promiscuos a sus VLANs Primaria y Secundarias

Private VLAN
Private VLAN
VID List State Type
Disabled v Community v Apply
Private VLAN Association
VID List Action Secondary VID List
Add v Apply

Private VLAN Host Association
From Port To Port Primary VID Secondary VID
eth1/0/1 v eth1/0/1 v Remove Association Apply

Private VLAN Mapping
From Port To Port Primary VID Action Secondary VID List

eth1/0/5 v eth1/0/8 v 10 Add v 20,30,40 Remove Mapping

Apply

Total Entries: 3

Primary VLAN Secondary VLAN | Type [ Interface
10 40 Isolated 1/0/5-1/0/8,1/0/17-1/0/20
10 20 Community 10/5-110/12
10 30 Community 1/0/5-1/0/8,1/0/13-1/0/16




Private VLAN

Resultado

Total Entries: 3
I S ™ S
Isolated 1/0/5-1/0/8,1/0/17-1/0/20
10 20 Community 1/0/5-1/0/12
10 30 Community 1/0/5-1/0/8,1/0/13-1/0/16




Mejor empresa en
formacion y desarrollo
del canal TIC

Premios Muy Canal 2022
Editorial TPNET

Programa Partners VIP+

JAun no eres VIP+? Promos
Vigentes y
Lista de
Precios PVD

Nuestro Programa de Canal VIP+ es gratuito y aporta multiples ventajas a reseflers e

7
| instaladores profesionales:

« Equipo técnico y comercial local para asesoramiento desde D-Link

« Rebates, incentivos por ventas

« Formacién y certificacion online bajo demanda (D-Link Academy)

» Programa de compra de productos DEMO (hasta 50% de descuento)

« WI-FI Planner Pro: Disefio proyectos WiFi sobre planos reales, con distribucion de

puntos de acceso y cobertura

D-Link

Switching Wireless
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