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~ Qué vamos a ver

A Tréafico Multicast::
Problemas / Soluciones
Protocolo IGMP Snooping
Configuracion en Switches
Smart & Managed de D-Link

Hands-on

Video de la sesidn practica aqui

https://youtu.be/d3ba7Zp7KUo



https://youtu.be/d3ba7Zp7KUo

&~ Trafico Multicast

ANo solo I PTVR

A En redes domésticas con servicios Triple-Play
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& Multicast & IGMP SnoopingEl equipo perfecto

A Principal ventaja del trafico multicast:

Media Server

permite enviar a multiples receptores

ani ' ' i - Multicast St
un unico flujo de datos sin necesidad de duplicarlo uincast stream

A ¢Inconvenientes?
Las tramas Multicast son reenviadas
En vio a todos los puertos

por todos los puertos del switch

excepto por el puerto por donde ha llegado,

"’i

Sin IGMP Snooping

ﬂ PCs

inundando asi toda la VLAN



& Multicast & IGMP SnoopingEl equipo perfecto

A Principal ventaja del trafico multicast:

permite enviar a multiples receptores Media Server

+ Multicast Stream

un unico flujo de datos sin necesidad de duplicarlo
A ¢Inconvenientes?
Las tramas Multicast son reenviadas

por todos los puertos del switch Multicast Stream \—mltmast Stream
Solo a los puertos que lo soliatan

‘ \ﬁi PCs

Con IGMP Snooping

excepto por el puerto por donde ha llegado,
inundando asi toda la VLAN

A Gracias al protocolo IGMP Snooping
se evita la saturacion en la red

y se gestiona el trafico de manera eficiente



& |GMP (InternetsroupManagementProtoco)

<
A Los routers y switches s Q=
. l
pueden actuar como Querier, e
enviando consultas (Queries) — | |
L2 Switch @
y escuchando las peticiones IGMP  — / ..... l\ __________
de los clientes (Report) ¢NF o2NF 2NF

A El trafico solo llega

a los receptores que lo solicitan

IGMP Report

aatine 994,00 A | Cliente solicita recibir el 234.1.1.10
. . . Destino 224.0.0.1 . iente solicita recibirel grupo 11
A Permite la entrada y salida de clientes . \’ 192.166.0.10
aun rupo (o Canal Trafico multicast ¢ ® / A
.g p ( ) @ _— v \! 192.168.0.11
A Un cliente puede pertenecer 10210801 ‘
.~ 192168012

a varios grupos multicast



& Configuracioren Switches ELInk

A Switch tipo 1 ¥ Querier:
Habilitar IGMP Snooping,
con Querier en la VLAN
con trafico multicast,

al ser el mas cercano a la fuente

A Switches tipo 2 - Acceso:
Habilitar IGMP Snooping
para la VLAN con trafico multicast

en el resto de switches

W DGS5-1510-28P

€ [ System
+ [ Management
= & L2 Fealures

% B FDB

# BVLAN

# BSTP

% B8 ERPS (G.8032)
2 Leopback Datectian
B Link Aggregation

= ' L2 Multicast Control
= ¥ IGMP Snoaping

IGMP Snooping Sattings

GMP Snooping Settings

Global Settings
Gilobal State

VLAN Status Settings
VID (1-4094) 10

IGMP Snooping Table

- Total Entries: 1

1 IGMP Snooping Groups

B IGMP Snooping Mrouter vio
* IGMP Snooping Statistic 10

# @ MLD Snoaping
% Mutticast Filtaring

®Enabled CODisabled Apply

| #Enabled CDisabled Apply

VID (1-4094) Find Find All

VLAN Name Status
vian_video Enabled

TGP Shooping VEAN Seftngs

IGMP Snooping VLAN Settings

VID (1-4094)
Status
Minimum Version

Fast Leave
Report Suppression

Suppression Time (1-300)

10
Enabled Disabled

|

OEnabled @Disabled
OEnabled ®Disabled

j

Querier State

Query Version

Query Interval (1-31744)
Max Response Time (1-25)
Robustness Value (1-7)

Last Member Query Interval
(1-25)

Proxy Reporting

@Enabled pDisabled

sec

w
8

OEnabled ®Disabled
Source Address

Apply




~ Buenas Practicas

A L2 Multicast con VLAN dedicada
A IGMPV2 es buena Qpcién VOGSt terAg ]

wDGS-1510-52 Multicast Filtering
+ @ System

% [ Management VID List Multicast Filter Mode Filter Unreaistered Apply

A IGMP Fast Leave 9 r o
+ @ FDB Total Entries: 1
+ @ VLAN

& ERPS (G.8032) default Filter Unregistered Groups

en los switches de acceso 7 O K BE &

= Link Aggregation

= & L2 Multicast Control
. =1 & IGMP Snooping
A I G M P u e rl e r =% IGMP Snooping Settings
= IGMP Snooping Groups Settings.
| IGMP Snooping Mrouter Settings
= IGMP ‘Snooping Statistics Setting
+ @ MLD Snooping

en un unico dispositivo

# @LoP

A Filter Unregistered :

Movie Channel

<> <> -

. Multicast Server-1 vI T ili’m -
no registrados. iPaddress:192:168.0.10 €@RB S——NgGo--
I | = @ .com
(=) =

Habilitar filtrado de grupos multicast  srou 2251110 E" ;

Group 2:225.1.1.10 E"

Por defecto, el switch reenvia R

Multicast Server-2

i‘i"cnenta Packets (S1,G) ———p
.;‘

Packets (S2,G)

IP address: 192.168.0.11

V4 - -
tOdO el traflco mu |tlcast Example: If client-2 only wants to see movie channel (HBO), it just needs to include Server-1 into its report.

(forward unregistered )



&~ Casos dé&xito

WWW.

IPTV source - §

and more

A Querier conectado a
puerto de alta velocidad

A L2 Multicast

A Reserva de VLAN exclusiva
para el trafico Multicast

A Equipos CORE
de mayor performance

gue los equipos de ACCESO

L2 only. IGMP snooping

DXS-3400.
ssn-ulr-swll
L2 only. IGMP snooping

\10G

106

\ 106

DGS-3130s.
L2 only. IGMP snooping

o X numbers of stb

T
106 T -
— o= X mbers of stb
106 '
-
; DGS-3130s.
" L2 only. IGMP snooping
A
10G T E—— X numbers of stb
N — PE---STB---TV
e e e e e ¢ m X NUMbers of stb

N —
\ " i ———— e X NUMbers of
\ SIIIIIIIIIIIIIIIIIIIIIIICIT

GPE—-STB—-TV

\DGS-3130s.
L2 only. IGMP snooping



~ |GMP Proxy

A Situacion:
servidores multicast y clientes
en VLANSsdiferentes

A Solucion:

IGMP Proxy

<A
L

A Un switch con IGMP Proxy

Servidor Multicast

&

IGMP Proxy

IGMP Querier

—

VLAN 10

entre las 2 VLANS

El switch reenvia los Reports Join/leave
de los clientes hacia la fuente

A IGMP proxy se comporta
como Querier

y como cliente

_

me

El switch genera
Queries hacia los clientes

AV AV

—



& |GMP Proxy Configuracion

P1¢Vian 10
192.168.10.1
configure terminal
vlan10,20
exit
interfacevlan10
ip address 192.168.10.1 255.255.255.0
Exit
interfacevlan20 Vlan 20- 192.168.20.1
ip address 192.168.20.1 255.255.255.0
exit
: ip igmp proxy
mtpers i o
switchport accesslan10 g)xli?mpproxy upstream
mtgtrfﬂce rtangeczi ethernetl/0/24 ip igmp proxy
SWILChpOrt mode access interfacevian20

switchport accesslan20 ip igmpproxy downstream

exit



~ |[SM VLAN

A IGMP Snooping Multicast VLAN
A Varias VLANSs declientes

| B L2 Nulticast Contrl

Misma VLAN Multicast By m
G g MulicastVLAN o o NotrepiaceMiotrepiace | C1rEPIECE(PYMot
|| L Multcast VLA Group 80 — L
A Eficiente: esuoe - ) [ K e
mismo flujo multicast
para diferentes VLANS
Servidor Multicast Vian 20

lgmp Querier /
Vian 10 @ Vian 30

So6lo un stream multicast




~ |SM VLANConfiguracion

configure terminal
mvlanipv4 enable P1¢Vlan 10

192.168.10.1

mvlanvlan10

member source tagged ethernet 1/0/1
member receiver untagged ethernet 1/04
exit

vlan10

multicast filteringmode filterunregistered
exit

vlan20,30,40

exit P2¢ Vlan 20 P3¢ Vlan 30 P4c¢ Vian 40

192.168.20.1 192.168.30.1 192.168.40.1

interface Ethernet1/0/2
switchport mode access
switchport accesslan20

exit IPv4 Multicast VLAN

interface Ethernet1/0/3 Foruard, Unnatched

switchport mode access L 1o

switchport accesslan30

exit | :

interface Ethernet1/0/4 eplace Source IP i Not replacesNot replac

: Not replace (IPv4)/Not

switchport mode access
switchport accesslan40
exit

Total Entries: 1



~ |3 Multicast

A Routing Multicast
A PIM (Protocol
Independent Multicast)
A PIM-DM
A PIM-SM
A DVMRP
AR
A Mensajes:
A join
A prune

’ :' Multicast Source

\

L3 switch

)

Multicast
Receiver

kL nn
s

iy A

uluwIH H

Multicast
Receiver

\

L2 switch

L2 switch

Layer 3 networks

Unicast Routing protocols:
OSPF, RIP, etc.

Multicast Routing protocols:
PIM-DM, PIM-SM, etc.

<---9 |IGMP protocol

Layer 2 networks
Protocols:
IGMP_Snooping,
Port filtering mode
D-Link ISM VLAN

/




& D-Link Smart SwitchesL2 MULTICAST

DGS1210

DGS1510

DGS1250
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~ D-Link Managed SwitchesL.3 MULTICAST

DGS3130 DGS-3630

DGS1520

& e ersruyry v as

DMS-3130




DGS1210Fxc Nueva funcionalidad: Auto IGMP

Smart+ Managed
Gigabit Switches
DGS-1210 Series

Estado del producto (Hardware version: Fx): Activo

« 8a 52 puertos Gigabit

« Uplinks SFP fibra optica

« Opciones PoE+ (PoE Budget hasta 370W)

« Funciones Advanced Layer 2 y Layer 3 (Static Routing)



& Auto IGMP disponible a partir de la version 6.32.008

D-Link | DGS-1210 F1 Series Firmware Release Notes

Firmware Version: 6.32.008
Boot Code Version: 1.02.001
MIB Version: 6.31.002
D-View Module Version: N/A
Published: Dec.07, 2023

: DGS-1210-28P =
8 System | Auto IGMP Configuration ... safeguad |
[+ VLAN
£l §## L2 Functions Auto IGMP D @ Enabled O Disabled i Apply
-5 Jumbo Frame
-5 Port Mirroring
= Loopback Detection Auto IGMP VLAN

[ MAC Address Table Add
& Spanning Tree
88 Link Aggregation Auto IGMP Table (Max. 6)
E-§ Multicast
B
=1 1GMP Snooping
-~ MLD Snooping
B MutcastFrvarcg
= Multicast Filtering Mode

+-fi SNTP
s ERLLDP




~ Auto IGMR Facilidad a golpe de clic

: DGS-1210-28P
i System
B vian
E-§## L2 Functions
= Jumbo Frame
2 Port Mirroring
=3 Loopback Detection
i MAC Address Table
[ Spanning Tree
[ Link Aggregation
=) Multicast
2 Auto IGMP
2
) MLD Snooping
) Multicast Forwarding
) Multicast Filtering Mode
@ SNTP
@LorP
¥ L3 Functions

-: DGS-1210-28P
i@ System
@ VLAN
E-§# L2 Functions
= Jumbo Frame
-2 Port Mirroring
= Loopback Detection
¥ MAC Address Table
[ Spanning Tree
[ Link Aggregation
& Multicast
-5 Auto IGMP
=1 IGMP Snooping
= MLD Snooping
2 Multicast Forwarding
2
@ SNTP
=@ pP

IGMP Snooping Global Settings
IGMP Snooping

Host Timeout (130-153025)
Robustness Variable (2-255)
Query Interval (60-600)

® Enabled
sec
]

sec

# When Querier state is enabled, the Host Timeout is calculated as the formula -
( Host Timeout = Robustness Variable * Query Interval + Max Response Time )

O Disabled

Report to all ports
Router Timeout (60-600) sec
Last Member Query Interval (1-25) sec
Max Response Time (10-25) sec

Apply

IGMP Snooping VLAN Settings

VLAN ID VLAN Name Querier State Router Ports Multicast Entries
1 default Enabled Disabled Disabled View

licssiFiising¥ |

From Port To Port Filtering Mode

[ 1 vl [ 28 v|

| Forward Unregistered Groups v |

Apply

Multicast Filtering Mode Table

Forwarding List

Filtering List 1-28




~ Auto IGMR Facilidad a golpe de clic

: DGS-1210-28P
- [ System
B vian
El-§# L2 Functions
! -5 Jumbo Frame
& Port Mirroring
! -3 Loopback Detection
. B[ MAC Address Table
| @@ Spanning Tree
@ Link Aggregation
| B Multicast
| ~@
-5 IGMP Snooping
5] MLD Snooping
| Multicast Forwarding
= Multicast Filtering Mode

| AutoIGMP Configuration ... Saeguarcd |

Auto IGMP \&2 O Enabled @ Disabled Apply
Auto IGMP VLA
@

Auto IGMP Table (Max. 6)

VLAN 1D VLAN Name

@@ sNTP

L om-Es ) pp
VID 12 |
VLAN Name [VLAN2 |

# Maximum 20 characters.

Untagged All

Y

Not member All
Port

Untagged All

agged | Al

Not member All

| Back l |

Apply
E-E_E-E-_H
O ) Q) O) () () () ) () ) () ) O O
e o @6 06 o o o6 06 o (o o o o (o
® ® ® O] ® ® ® (O] O] ® O] ® ® ®
15 16 17 18 J19 [0 21 2 [ 24 [ % [ [
) () @) Q) () () () ) () ) () ) O) Q)
e (6 o o @ o 6 o 06 ¢ (o o o o
® ® O] ® ® O] ® ®© ® ® @ ® ® ®




~ Auto IGMR Facilidad a golpe de clic

Auto IGMP VLAN

1 |
@@. (Max. )

Auto IGMP & ®Enabled O Disabled Apply

Auto IGMP VLAN

Auto IGMP Table (Max. 6)

VLAN ID VLAN Name




~ Auto IGMR Facilidad a golpe de clic

: DGS-1210-28P
[ System
¥ VLAN
E-§# L2 Functions
= Jumbo Frame
2 Port Mirroring
2 Loopback Detection
¥ MAC Address Table
[ Spanning Tree
[ Link Aggregation
£ Multicast
= Auto IGMP
B
&1 MLD Snooping
-2 Multicast Forwarding
= Multicast Filtering Mode
8 SNTP
f@LLoP
@@ L3 Functions
& QoS
#-F@ Security

: DGS-1210-28P
8 System
8 VLAN
E)-§# L2 Functions
=) Jumbo Frame
-2 Port Mirroring
1 Loopback Detection
@[ MAC Address Table
[ Spanning Tree
i Link Aggregation
B Multicast
2 Auto IGMP
-3 IGMP Snooping
=3 MLD Snooping
3 Multicast Forwarding

IGMP Snooping Global Settings
IGMP Snooping

Host Timeout (130-153025)
Robustness Variable (2-255)
Query Interval (60-600)

7 When Querier state is enabled, the Host Timeout is calculated as the formula :

( Host Timeout = Robustness Variable * Query Interval + Max Response Time ) Apply

©®Enabled O Disabled Report to all ports

sec Router Timeout (60-600) sec
Last Member Query Interval (1-25) |:] sec
sec Max Response Time (10-25) 10 |sec

IGMP Snooping VLAN Settings

From Port To Port

Filtering Mode

l

1 vl | 28

| Forward Unregistered Groups v |

Multicast Filtering Mode Table

Forwarding List

Filtering List

1-28




~ Escenario practico
DGS1520 DGS1510

"""""""" —

ACCESO



~ Sin IGMFESnooping

Me llega un trafico gue no he solicitado

@ Capturing from Ethernet

File Edit View Go Capture Analyze Statistic Telephony Wireless Tools Help

AB 20| =R AesEFoJEaaatf

4 |App|y a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
24816 157.234437 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24817 157.241387 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24818 157.241387 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24819 157.241522 10.90.90.101 239.255.100.1 uDP 1370 58856 - 5001 Len=1328
24820 157.241592 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24821 157.249442 10.90.90.101 239.255.100.1 UuDP 1370 58856 - 5001 Len=1328
24822 157.249442 10.90.90.101 239.255.100.1 UDP 1370 58856 - 5001 Len=1328
24823 157.249615 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24824 157.249615 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24825 157.249615 10.90.90.101 239.255.100.1 UDP 1370 58856 - 5001 Len=1328
24826 157.254113 10.90.90.101 239.255.100.1 UuDP 1370 58856 - 5001 Len=1328
24827 157.254174 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24828 157.254278 10.90.90.101 2395955510021 ubP 1370 58856 - 5001 Len=1328
24829 157.262107 10.90.90.101 239.255.100.1 ubDP 1370 58856 - 5001 Len=1328
24830 157.262107 10.90.90.101 239.255.100.1 UDP 1370 58856 - 5001 Len=1328
24831 157.262107 10.90.90.101 239.255.100.1 UuDP 1370 58856 - 5001 Len=1328
24832 157.262217 10.90.90.101 239.255.100.1 ubP 1370 58856 - 5001 Len=1328
24833 157.271726 10.90.90.101 239.255.100.1 ubP 1370 58856 -» 5001 Len=1328



~ Habilito IGMFESnoopingen el switch de Coré)ueriel)

VP Snooping Settings

Global Settings

Global State

F

wDGS5-1520-28
+ [ System
+ @ Management
3 @ L2 Features
# [@FOB
# @ VLAN
@ VLAN Tunnel
& @ sTP
# [ ERPS (G.8032)
:j Loopback Detection
:l Link Aggregation
;ﬂ L2 Protocol Tunnel
= @ L2 Multicast Control
= @ 1GMP Snooping
fﬂ IGMP Snooping AAA Settings
;j IGMP Snooping Groups Settings
_f:j IGMP Sncoping Filter Settings
3 IGMP Snooping Mrouter Settings

= 16MP Snoopina Statistics Seftinas

@ Enabled (O Disabled | E Apply |

P Snooping Settings

Global Settings

Global State @ Enabled () Disabled

VLAN Status Settings

VID (1-4094) [ ] ©OFEnabld @ Disabled

IGMP Snooping Table

VD 14094 — e

Total Entries: 1

Show All |

w e T
1 default Enabled Show Detail Edit

(o] [ I O [ el




~ Habilito elQuerierStatepara dicho switch

VP Snooping VLAN Settings

IGMP Snooping VLAN Settings

VID (1-4094) I |

Status Enabled Disabled

Minimum Version | 1 v |

Fast Leave (O Enabled (@ Disabled

Report Suppression (O Enabled (@ Disabled
Suppression Time (1-300) 10 |

Querier State @ Enabled () Disabled

Query Version | 2 v |

Query Interval (1-31744) 25 | sec

Max Response Time (1-25) |10 | sec
Robustness Value (1-7) l2 |

Last Member Query Interval (1-25) |1 I sec

Proxy Reporting (O Enabled (@ Disabled Source Address
Rate Limit (1-1000) | | 3 No Limit
Ignore Topology Change (O Enabled (@) Disabled

| Q Apply



~ Habilito IGMFESnoopingen el switch de acceso

VP Snooping Settings

Global Settings

Global State

@ Enabled (O Disabled

| pJ Apply |

W DGS-1510-20
+ [ System
+# @ Management
5 [ L2 Features
# @@FDB
& @ VLAN
® @@SsTP
# [ ERPS (G.8032)
) Loopback Detection
& Link Aggregation
= @ L2 Multicast Control
= @ 1GMP Snooping
;’] IGMP Snooping Groups Settings
3 IGMP Snooping Mrouter Settings
= IGMP Snooping Statistics Settings
# @ MLD Snooping
) Multicast Filtering

VIP Snooping Settings

Global Settings

Global State @Enabled ()Disabled

Apply

VLAN Status Settings

VID (1-4094) [t @Enabled (ODisabled
IGMP Snooping Table

VID (1-4094) | | | Find || Fndan |
Total Entries: 1

T T e e

1 default Enabled

|Show Detail | | Edit__|
[ [ Kl I T e




~ Habilito el fast leave en el switch de acceso



