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28 FDB COMMAND LIST ..ttuteteeueesueeseesseeseesseesesseessesseessesseessesseesesssesseasessseessessesssssseassesseensesseensessesnsesneenes 228
2 0 7oL 0 | o TSP 228
P2 o 1oL 0| R - o o TR 229
28-3 create MUIICAS FAD ... et naes 230
28-4 CONTIG MUITICASE_TUD ...ttt ee et nnes 230

p2 s R ot a1 {0 I o] oJF=To 1 o N (] 0 7= TR 231
28-6 config multicast VIan_filtering_mMOOE ..........coirrirrr e 232
28-T TRIBLE TUD ...t bttt R e E bbbt e e 233
28-8 ClEATN FUD ...ttt 233
28-9 SNOW MUIICAST FUD ..o bbb bbb bbbt s s e 234
28-10 SNOW FAD ...t 235
28-11 show multicast VIan_filtering_MOGE.........ccovcicicieeccecce et 236
29 MAC NOTIFICATION COMMAND LEIST ..utttieueesueeeesueesesseessesseessesseesseeseesseaseesseensesseensesseessesseensssseensesneenes 238
29-1 enable MAC_NOLIFICATION. ........c.oiiieerereeir ettt ettt s et s e 238
29-2 disable MaC_NOLTICALION...........c.irieeeereeirrr ettt sttt s e enes 238
29-3 €ONFiIg MAC_NOLITICALION .......cvviieicececeer sttt sttt ee et s nnes 239
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29-4 config MaC_NOLITICALION POIES........cciuiueerirrereeieieie ettt es et s s e nnes 240
pAS oI 00V Vo o] o (o] o T 240
29-6 SHOW MaC_NOLITICALION POITS .......oooeueeeeeiririrer ettt ee et 241
30 MIRROR COMMAND LIST ..uttiuteteeseesteeseesteaseesseensesseensesseessesseesseaseesseassesseensssseensesseensesseessesneessesesssesneens 243
30-1 CONFIG MUITOE POIT......eetevieie ettt b ks bbbt 243
0T gt o) (=N o 0T o) TR S 244
L0 017 ] = T o] TP 245
0 R 10V 1T o] TP 245
3L VLAN COMMAND LEST ..tuteteeueesteeneesteeseesseesesseensesseenseaseessesseesseassesseassesseensesseensssseensssseessesssessenneessenneens 247
I ot =71 (Y - o TP 247
1] 1< Y - o TP 248
e o010 IR = - To o o0 £ 249
31-4 CONTiQ VIAN EIBLE POITS. ...ttt ettt en et 250
31-5 €oNTig VIAN Q0VEIISEMENL........c.cuieeieireieeeeie sttt st es ettt s e e snenseens 251
3 G o 0110 [ 1Y/ TP 251
o =T 0T o) (=0 o TSP 252
L8 ISADIE GUIP ettt e bbb bbb bbb e b bbb e e R bbbt s aet et bnas 253
319 SNOW VIAN.....ceei st et 254
N O I 10TV o Y TR 255
31-11 €NaADIE PVIA QULD BSSIN......cciiireieiriieiccie ettt bbbt sttt a bbb b s s bbb s s 256
31-12 disable PVId QUL ASSIGN .......cccuiveiririieiecee sttt et bbbttt bbbt b s a et b s s 257
31-13 SNOW PVIA QULD_BSSIGN.....cucuivireriiiiiiscectete st sssetste bt sesese st ssse bbb b s bbbt s s s s bbb s s s e ne b et s n s e 258
31-14 CONFiG PrIVALE VIAN ..ottt s bbbt n s 258
31-15 SNOW PIIVAIE VIAN .....oiiieceiiciesisce ettt bbbt bbb bbb s ettt n s 260
32 VOICE VLAN COMMAND LEST . .eeutteueesueeueesueaseesueesssseessesseessesseesseaseessesssessesssssseensesseensesseessesssessesnssssennsens 262
32-1 €NADIE VOICE _VIAN.......ceiiieceteie sttt bttt se ettt e sttt ens 262
A o 1157 o] I o ot - o SRR 263
32-3 CONTiIQ VOICE_VIAN PIIOMILY......ceieeeeeeteieieiee ettt sttt nn e 264
32-4 CONTIG VOICE_VIAN OUIL....veviiiciciciets sttt sttt ee et 264
32-5 CONTIQ VOICE_VIAN PONS. ...ttt ettt sttt ettt s s eseas 265
32-6 CONTig VOICE_VIAN 10g STALE ........ceeeeeeeeeie ettt 267
32-7 config VOICE _VIaN a0ING_ TIME ...c.vivvieeee e se sttt e se e e b pepnperns 268
32-8 SNOW VOICE VIAN........cuiiitiiiiiicctctete sttt ettt bbb bbb st s s bbbt et s e st et nas 268
32-9 SNOW VOICE VIAN OUI ....vcvviiiccectcte ettt ettt bbb bbb bbbttt s s nebnas 269
32-10 SNOW VOICE VIAN POMTS ...o.vuviiececviteieiii sttt bbb bbb bbb bbbt bbb bbb b s s ne b e 270
32-11 ShOW VOICE_VIAN VOICE BVICE. ...ttt ettt et bbb bbbt b e 271
32-12 show voice_vian lldp_med VOICE JEVICE ...ttt 271
33 PROTOCOL VLAN COMMAND LEST ....titteutesueeneesueeseesseeseeseessesseesseaseesseasessseessssssensesseensesseessesseensessesssesnsens 274
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33-1 create dOtIV_PrOtOCOI_GIOUPD.....ccueueeririereeeeeieerereseseseestetsesesesessesssesaseseseses et sessesesesesesesessssssesesssesesesessesesssnsssens 274
33-2 config dotlv_protocol_group add ProtOCOL ...........cceeueriiririerrrereece s 275
33-3 config dotlv_protocol_group delete ProtOCol ............co e 276
I IC v a [=] (<7t [o] RV T o] (o o{o] o 011 o TR 277
I RO 1oLV 1Yo (o AV A o (o (oo o] o (0T o ST 277
IR0 L o010 0 0] A (o) I TP 278
337 SNOW PO AOLLV ..ottt ettt bbb bbbt bbb bbbt es bbb bbb s bbbt nas 279
34 VLAN TRUNKING COMMAND LIST ....uiutitiitiitestesteste st sttt sttt sttt sn e bbb bbb saesaesne b nne s snennennens 281
34-1 €NADIE VIAN_TIUNK......eeee ettt st ettt sttt 281
34-2 diSADIE VIAN_TIUNK ...ttt sttt sttt 281
34-3 CONTIG VIAN_TIUNK ..ottt st sttt n et 282
07 001V Y = o 0 ] R 284
35 LINK AGGREGATION COMMAND LEST ....vutttitistestenteste sttt st st st st s sae s s saesae b b s b saesaesnesnesnesnennennennens 286
35-1 create link_aggregation GrOUDP_T0..........cceerriuerretieeriseisiei e 286
35-2 delete link_aggregation GroUP_I0..........ccerreieie st 287
35-3 config link_aggregation GroUP_10 ... ...ttt 287
35-4 config link_aggregation algorithim ...t 288
Lo 10TV 1101 Q=T o (=T = Lo TR 289
36 LACP CONFIGURATION COMMAND LIST ..utiutitetesteste sttt sttt st sse st b saesaesae bbb snesnesnesnesnennennennens 292
36-1 CONTIQ TACP_IDONS ..ottt 292
LR 10TV oo 0 ] 3PP 292
37 TRAFFIC SEGMENTATION COMMAND LEST ..tiuvitititestestesie sttt sttt i s s s s snesaesae b s sne b nne s s nnenne s 294
37-1 config traffic_SEOMENTALION............ceiricieeieeerice bbb 294
37-2 SNOW traffic_SEGMENTALION.........cueueueirieieecieietei sttt sttt ne et e 295
38 PORT SECURITY COMMAND LIST ...ttuttutetestestestesteste st st st ssesaesaessessessesaessesbesbe s sbesaesbesbesaesnesnenaeeneenennennens 296
38-1 CONTIQ POIT_SECUILY ...ttt 296
38-2 delete POMT_SECUITLY BINEIY ...ttt sttt b et b e ne et e 297
38-3 Clear POIt_SECUIEY BINEIY .....oeeceeereeteerieiei ettt sttt es e e e s st se e s bbbt se e nesnsntens 298
o 10TV 0T T TP 298
38-5 enable POrt_SECUNLY TrAP_10Q ... ..cueueerrieeeeeeerr sttt sttt nn e 299
38-6 disable port_SECUNLY AP 100 .....c.eueurreieecierrre ettt en e 300
39 STATIC MAC-BASED VLAN COMMAND LIST.c..cuvetitetestestestestestessessessessessessessessessesnessessesnesaessessessesnesnesnens 302
39-1 create MAC _DASEA_VIAN ..ottt sttt ns et 302
39-2 delete MAC _DASEA VIAN ..ottt bbbt e e 303
39-3 SHOW MAC_DASEA VBN .....c.cuiiiiiics et bbbt b e e e e 303
40 PORT EGRESS FILTER COMMAND LIST ....ttutititestestesteste sttt sie st st ssessesse s snesae s b sae b s snesnesnesaennesnennenneas 305
40-1 CONTIQY EGIESS_TIIET POIS ...t 305
40-2 SNOW EQFESS_TITEI POMLS ... vttt sttt nsetens 306
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41 BPDU ATTACK PROTECTION COMMAND LIST ...tiiitiitieteeieete sttt sne e sie e sne e nnenanen 307
41-1 config DPAU_PrOTECHION POITS.........cviuieeeriscieiiieiseei et 307
41-2 config bpdu_proteCtion FECOVEIY TIMEY.........ccueuirrireeieieteeseeeesee ettt ettt eneeens 308
T RN ola) o1 o o) oo I o0} (=Tox 1 ] o TSP 309
=T g o] (=3 oo LU o]0 0! [0 o TR 310
T SN [LSt=ta] (=2 o] oo LU I ol (0] <X £ [0 o PP TTRT 310
L G 1o VLV o oo LU I ] (ot [0 o TR 311

42 LAYER 2 PROTOCOL TUNNELING (L2PT) COMMAND LIST ...uciutiiieiinirenteeieesre et sne e 313
42-1 config 12ProtOCOI_tUNNEL. ..o 313
42-2 SNOW 12PIOtOCOI_TUNNEI ...ttt ne et 314
42-3 enable 12protOCOI_TUNNEN ... nn e 316
42-4 disable 12ProtOCOI_TUNNEN ...ttt 316

A3 LLDP COMMAND LIST ...ttttiatteitesteeete st ettt et sse et see et ese e et e s e st es e b e eae e e bt e e e ebeese e ebe e s e nae e st naeennenanennenanen 318
A3-1 ENADIE TIAD ..ot 319
G Ao [ LS¥= o] T |0 TP 319
e o] 010 | (o TP 320
43-4 config 1ldp NOLIFICAtION_INTEIVAL ...t 322
oot 0110 1[0 08 0] TSR 322
43-6 CONTig 110D TONWAIT_MESSAGE ... ceeeeerererereieeeerirere ettt sesese s et sesesese et se s s bbb s e ses et et e s s e e e nenneens 329
] 101V | o o TP 330
43-8 SNOW HIAP ML AAAT ..ottt bbb bbb bbb bbbttt s s bt eas 331
43-9 SNOW HID POMES ...ttt bbb bbb s b bbb s bbbt s e s bbbt s s e a et bnas 331
43-10 SNOW AP 1OCAI_POMS......oviiececicteisiriee ettt bbbt bbb bbb bbbt b bt s s 333
43-11 SNOW 11D FEMOLE OIS ...ttt b e bbb bbbt bbb bbbttt e bbb s s 334
G IS 0LV | [0 R 2 L] 0T 335
43-13 SNOW 110D SALISTICS POMS ....v.vvereeeeeeeeeieiresescieeeeeese st sese ettt es st e e sea et s sttt b s eseneseseeens 336
43-14 config lldp_med fast_sStart rePEAt_COUNL..........c.cuirrirerieeeie ettt 336
43-15 config lldp_med notification tOPO_ChANGE ..........cou et 337
43-16 CONFIG AP MU POES ...ttt es e st s ettt e e s e s e 338
43-17 config HAP_MEA 1OG STALE ......c.cvevireieiieeecccce sttt b bbb b bbbttt s s a et e 339
43-18 SNOW HIAP _MEU ...ttt et bbb bbb bbb bt es st ettt s bbb nas 340
43-19 SNOW 1A _MEU POMS.....cveviiiecietiteieiri ettt et b bbbttt b bbbt bbbttt b s s s bnas 341
43-20 ShOW AP _MEA 10CAI _POIES......cuiveiiiiieccie ettt bbb bbb bbbt n s 342
43-21 ShOW AP _MEd rEMOLE OIS ....cvcviiiieiececie ettt et bbbttt bbbt bbb b 343

44 NETWORK LOAD BALANCING (NLB) COMMAND LIST...ciiiiituuiieeieeeeeeeeniiseeeeeeeeeenaaseeseeseesesnsnnseeseeeeesnnnnnnes 346
44-1 create NID MUITICAST TAD........ovoeccce ettt 346
44-2 delete NIb MUIEICAST FAD........coovececc e bbb e 347
44-3 config NI MUITICASE_FUD ...ttt 348

Xl
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A4-2 SNOW NID FUD ... 348
T2 T 1 PP 350
45 BASIC 1P COMMAND LIST ...ttt st sttt sttt sttt bt et e et b bbbt b bbb eb e sbenb e nb e bbb e nbenbeenenaenne s 350
A5-1 CONTIG IPIT ..ottt 350
o3 =Y. (= N o] | TP 351
N0 (=] 1= TN o] | TS 352
T aT o) (=N | o] | TP 353
A5-5 ISADIE IPIT ...ttt r et 354
LG I 11011V TP 354
45-7 enable ipif_ipV6_lINK_10CAI_QULO ..ot 355
45-8 disable ipif_ipvB HNK 10CAl AULO..........ccoiuiieiiiriciceccte ettt bbb bbb 356
45-9 Show ipif _IPVB _HINK _10CAI AULO........cocvecececictsicieecece ettt bbbttt 357
46 AUTO CONFIG COMMAND LEST ..tutitititestestesteste st sttt sttt sbe s b b e bbb nh e s bbb e sbesae bbb nbeenennenne s 358
46-1 SNOW QUIOCONTIG ...ttt 358
46-2 ENADIE AUIOCONTIG ... vttt 358
46-3 AiSADIE AULOCONTIG ..ottt e bbbttt ee s st et ens 359
47 ROUTING TABLE COMMAND LEST 1..tutiutetetetestestestestestessesaesaesae st ssessesaesbesbesaesaesbesaesnesaesaesaesbesnesnesnennennens 360
AT7-1 CIEALE IPIOULE ...ttt 360
47-2 delete IProute AETAUIT.............c.occeee ettt nn et 361
e ] 10V ] (01U ST 361
A7-A CTEATE IPVBIOUL.........ceeeeeeceeceetete ettt ses et s e s st bt e s s ee b e e e sese s E et e s eese e s e b et et s e e renesesnteens 362
S (=] [ Cc T 01V (U TP 363
G 10TV 1 01011 =TT 364
48 ARP COMMAND LIST ....titititettsteste sttt sttt sttt sa b a e sa e sa bbb bt bt eb e eb e e bt e b e bt nb e ebeeb e e bt ebenbenbennennenne s 365
A8-1 CrEALE AIPENIY .. .vreceseeerereere s s s e et E s s s s R R E et R R e st R n et r e 365
a0 (=] [ ToIR g o=l 1Y TP 366
Tl ola) 1[0 - g 0T (YT 366
o) g o g TR o [ T4 TSR 367
ST 11TV T 0= 1 YT PSTT 368
A8-6 ClEAr AIPLADIE ..ottt et 369
49 LOOPBACK DETECTION COMMAND LEST ..vutiutitetentestestestestesaessessessessessessesaesaessessessessessesnesnesnesaesnesnesnennens 370
49-1 CONTIG IOOPABLECT.......evreeeciceeie s 370
Ze o) o1 [0 [0T0] o0 (=)ot i o] o £ TR 371
ZEe =T g o] (= [0 o 1 =T TP 372
e o [ LSt= 0] (T[0T o [ (=T TSP 372
o] 10TV (010 0 7 =T TP 373
e ] 10TV [0 T0] 0o = =T TR 374
e ol a1 [0 0T ] oo [ (=Tt B - o TR 376
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49-8 CONTIQY |0OPAELECE 10G STALE .........vucvreeceeeci et 376
RV LI\ U] A o= PP PPPPPPPPPPPPPPP 378
50 IGMP SNOOPING COMMAND LEST ....uvteutestteneesueeeesueessesseessesseessesseesseaseessessessseensssseessesseesssseensesseessesneenes 378
50-1 CONFIQ IGMP_SNOOPING -...vrreeresereseieeseseieees e es e bbb bbb 379
50-2 config IgMP_SNOOPING QUETTET .......evrereerisieseeaesseseseesesessssss s ses s es s s bbb s nsenes 380
LT ol a1 o [ o]0 (=T g o] TP 381
50-4 config router_PortS_TOrDIAAEN. ........c.o vttt 382
50-5 €NaADIE IGMP_SNOOPING ... trtreieerrerteieeririseeieesieeseresesesees e sesesesessee bt esese s esesesssseseseseseae st sssesesesetetesesreennsnsssens 383
LT Ol o =l ] 3 o o T IS0 o] o o TR 384
50-7 SNOW IGMP_SNOOPING ....tteerirereereetetreresesesseseeeseseseseseeseessesesesesssssesesessesesssssssessssssesesesesessssssssssesesesessessnssesesesns 384
50-8 SHOW igMP_SNOOPING GIOUD v.vvvrieircieteteisise ettt tss e sese s s s s sesessse b s s s s sebe bbb s s e seseb et s s e s sesebebess s snses 386
50-9 config igmp_SNooPING rate lIMIL.........ccccceiiiiiccce et bbbt 388
50-10 show igmp_SNOOPING Fate [IMIL..........cccceiiiiiccce ettt 388
50-11 create igmp_SNOOPING STALIC GrOUPD ...c.cuevereiriiieeicreieisi et se ettt be bbb s s s bbb ss s e st s ssanns 389
50-12 config igmp_SNOOPING StALIC_GIOUPD.....ccueririiiiiircteietri st se ettt b bbb s b b s s st bt s 390
50-13 delete igmp_SNOOPING STALIC GrOUP .....cvcvereriiiiiecececiesi e se ettt s bbb st beb s s bbb b b 391
50-14 show igmp_SNOOPING SLALIC GIOUP ....cucvevereriiiiieeicieiessi e sesssesete st ss bbb s s ss s bbb s s s sssesesesasanns 392
50-15 show igmp_SNOOPING StALISEIC COUNTET .......c.cviiiiireieiie ittt s bbb 393
50-16 config igmp_snooping data_driven _I€arning..........ccccvvceeieinnnensee st 394
50-17 config igmp_snooping data_driven_learning max_learned_entry..........cccccovvvevceennnensceeee e, 396
50-18 clear igmp_snooping data_ driVEN grOUD .......ccceeeueeiriresiceie ettt senns 396
50-19 show igmp_SNoopiNg FOPWArTING .........cccceriiiiiceirs e 397
50-20 SNOW FOULET OIS ....vveviieiecectetsisisesesesete et ssssssssssss s ss s s s st ssss e st et et s s s se bbb e b s s s e s st e bt ss s e s s ettt s e 398
50-21 ShOW igMP_SNOOPING NOSE.......cucviiiiiicicicte ettt bbbt s bbb 399
50-22 clear igmp_Sn00pPiNg StatiStICS COUNTET ......cucviiiiiierierriririseciere sttt resenns 400
51 IGMP AUTHENTICATION COMMAND LEIST ...uteutiuieiesuieiesseessesseesseeseesseeseesseeneesseesessseensesseesesseensesseensesseenes 402
51-1 config igmp access_authentiCatION POIS ..........c.ceuiererrirerreriee e 402
51-2 show igmp access_authentiCAtION POFLS...........oovrrerueurreriereeeee sttt ss e 403
52 MLD SNOOPING COMMAND LEST ...uvttteueesteeseesueeneesseessesseessesseessesseesssassessesssessesssssseensesseensesseensssseessesneenes 404
52-1 CONFIG MIO_SNOOPING ..ottt 405
52-2 coNfig MIA_SNOOPING QUETTE ......c.vueriieeeieeeieisireseseseeeteetsesesessss s et esesesesess et sesese e seae s s s e sesesesesesessesesnsnsssnens 406
52-3 config MId_SNOOPING MIOULEE _POITS........ceuiueerirerereeieieieieisereseeseee e s sesese e s sessse st sesssssssessesesesnsssens 407
52-4 config mld_snooping mrouter_ports_fOrDIddEN...........c.ovirrrrreee e 408
Loy =l gt o) (=3 (o ST o] o] T o TR 409
Loy o =l 3 ][0 T aT0Ta) o] o TR 410
LGy 8 1oV (o ST g TaTo] o] o TSR 410
52-8 ShOW MIA_SNOOPING GIOUP ....cuceveveieiieieecicie ettt se et ettt bbb bbb bbbt bbb s st ettt s s e s b bnas 412
52-9 show mld_sSnooping FOMWAITING ...........cccccieiiiriicee bbb a b 413
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52-10 show mId_SNOOPING MIOULET _POTS .......ceeeueeririrerescereeeeteeseseesesseeesesesesesssessssssesesesesssesessssesesssssssssessssessssssens 414
52-11 create mld_SNOOPING SLALIC_GIOUD ....vveueeeeeerirererereereeieteisesessesses e se s s sesessse bt sesssssesessesesesesssnens 416
52-12 config MId_SNO0OPING SLALIC_GIOUPD.....c.cueueueererireeererieieireseeseesee s es s sesses et sesesss s s se et s essssens 416
52-13 delete mId_SNOOPING STALIC_GIOUP .....veueereeeererecireeieieiseseeseesee et seseseesee e sessss et s sesesesssssssssseseesssesessens 417
52-14 show MId_SNOOPING SLALIC_GIOUP ....voveeeeeeeererereeecerieteiseseesessee st s sesesess et sessss st s e sesessssses s sesesssesssssens 418
52-15 config mld_snooping data_driven _EarmiNg ..........cccevrrrrrrreceee e 419
52-16 config mld_snooping data_driven_learning max_learned _entry ........cccocevveveceeissseseceeee e sesesenenns 420
52-17 clear mld_snooping data_driVEN rOUD .....c.ccccueurieirineieiccete ettt ssre bbbt bbb s 421
52-18 show mld_SNo0opPINg SLALISTIC COUNET .......c.ceviiiecieierice et b bbb bbb 422
52-19 clear mld_snooping SLAtIStICS COUNTET ..........c.cviiuieeieiiie ettt se bbb bbb 423
52-20 ShOW MIA_SNOOPING NOSE ..ottt bbbt s 424
52-21 config mId_sSnooPING rate lIMIt..........cccceiiiiiiciee bbbt 426
52-22 show mId_sSnooPINg rate lMIL...........cccoeeiiiiiicceie e bbbt 427
53 LIMITED MULTICAST IP ADDRESS COMMAND LIST ..cuuteiueeeuieesteesueeaeeesteesseeesseesseesseesnseenseesseesnsessseesnessnseens 428
53-1 create MCast_Tilter_Profile....... ..o 428
53-2 config MCast_filter_Profile ..o 429
53-3 delete MCast_filter_Profile ... 430
53-4 ShOW MCASE_FIEEr_PrOTIIE ...ttt 431
53-5 config limited_MUIICAST AAAI.........c.ooieeeecrs et 432
53-6 CONTIG MAX_MCASE_GIOUP ....vveeeeeereeteerireneseeeeeteeseseseseseeseeesesesesessseseeessesesesesesesessssesesesesesessssssesesssesesessenenssnsnsens 433
53-7 SNOW MEX_MCASE_GIOUD ..vuvrvrireererereeerireneseseesteeseseseseseeseeesesesesessseseseseesesesesesesessssesesesesesssssssesesssesesassenensseseseens 433
53-8 Show limited_MUILICAST AN ......c.ceviiiieiiecerr ettt ne b 434
54 1IGMP SNOOPING MULTICAST VLAN (ISM) COMMAND LIST ...uiiiiiiieieuueseeeeeeeeennaseeeeeeeeennnaneeeseseeesnnnnnees 436
54-1 create igmp_sSNOOPING MUITICAS_VIAN .........cvviuiiiiiieiriccesc e 436
54-2 config igmp_snooping MUITICASE_VIAN...........cooriirrerrrcecee et 437
54-3 create igmp_snooping multicast_vlan_group_profile.............ccooeenrncrce e 438
54-4 config igmp_snooping multicast_vlan_group_Profile.........ccereinnreeceerseseeee e 439
54-5 delete igmp_snooping multicast_vlan_group_profile............ccoreernncceerr e 440
54-6 show igmp_snooping multicast_vian_group_Profile...........ernenrcceee e 441
54-7 config igmp_snooping MUIICASt VIAN GrOUP ........ccceueiiiiccce ettt bbb 441
54-8 show igmp_snooping MUItICASt VIAN_ grOUD.........ccccueirrinieice ettt 442
54-9 delete igmp_SNOOPING MUILICASE VIAN .......c.cueviiiicicce et 443
54-10 enable igmp_snooping MUILICASE VIAN ...ttt 444
54-11 disable igmp_snooping MUILICASE VIAN..........c.ccciiiiiicces et 445
54-12 show igmp_snooping MUILICASE VIAN ..ot 445
54-13 config igmp_snooping multicast_vlan forward unmatched ..o, 446
RV L Y= T o U | o 1 Y/ 448
55 802.1X COMMAND LEST ...utteuteesteeeiteeieesteesteeseesueesseeaseesseesseeanseeaseeaseeanseanseessesanseanseesneeanseenseesneesnseans 448
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55-1 ENADIE BO2.1X ...ttt E bRt ettt s e e s st et e 449
55-2 QISADIE BO2.1X ....vuvevrrerseisiiesseeeessseessesssesssssssesssssssesssssssessssssesssssssesssssssessessssessssassassnsassessnsassessssassessesansessesasees 450
55-3 CrEALE B02.1X USET .....eeeetteeeieieseeresesesisesie bbbt se e e e b bbbttt e s e e b bbb bbb e Rttt et s e e bbb bbb et e bt e 450
55-2 JEIETE BOZ2.1X USEI .....eeviieisceeeetetetresesesesees et sesese s et sesesse b be s e e s s e b e s s sese e s e s e st s sssesesns et et et s e ennsesnsens 451
55-5 SNOW B02.1X USE .....eetteerireeeeeeeteeseseseseseesteesesesesesesssessssesesesssesesesssesesssssssessssssesesesesessnssesssssesesesessesnssesesesns 452
55-6 config 802.1X aUth_ProtOCOL..........ccovierieerere ettt 452
55-7 config 802.1X FWH_PAU POIS .....vviicecicte ettt bbb bbbt bbb s 453
55-8 coNfig 802.1X FWH_PAU SYSIEM ..ottt bbb bbb bbbt n s 454
55-9 config 802.1X aUthOriZation GIIDULES..........ccvciiiicicer ettt 455
55-10 SNOW B02.1X .v.vuvrrerrerrieeseessessessssesssssssesssssssesssssssessessssessssssessessssesssssssesssssssessesssessssassessnsssessnsassessesassessnssses 455
55-11 config 802.1X CAPADIIILY POMS.....c.cviuieceereririicietcie ettt sttt b 458
55-12 CONFiQ BO2.LX MAX_USEIS...cucueverriririisetetetetsssesssssesesesesssssssssesessssssssssesesesessssssssesasesesassssssssssssessssssssssssesesasssnns 459
55-13 config 802.1X aUth_Parameter POIS ......ccueueiicireeeerire et b bbbt sttt b s 460
55-14 CONFIG BOZ.LX MMMt ....vviicecicie ittt b bbb bbb bbb bbb s ettt b s s e 461
55-15 €CONFig B2 LX FEAULN ........cucuiviveisiciie ettt bbb s e bbb st bes s 462
55-16 create 802.1X QUESE VIAN .....c.cuiuiiiiiccte ettt st bbbt n s 463
55-17 delete 802.1X QUESE VIAN .....c.cvoviiiiicecte ettt bbb bbb 463
55-18 cONfig B02.LX QUESE VIAN.........cuiviiiiiiecicte ettt bbbttt 464
55-19 SNOW 802.1X QUESE VIAN ..ottt bbbttt 465
55-20 CONFiQ FAQIUS AAU........cocviieiceciciersic ettt bbbt st b s s 466
55-21 CONFiQ FAQIUS TEIELE .......oeecececeee ettt bbb b s 467
55-22 CONTIG FAAIUS......cueviveieiiiiiiicicictets sttt ettt bbbttt s R s bbb s e e st b n s 468
55-23 SNOW FAUIUS. .......cvviiiisieiiis et bbbttt 469
55-24 SNOW QUEN_STALISLICS ......vvecececretsisirisecieie ettt es bbbt st a st st s 470
55-25 SNOW QUEN_JIAGNOSHICS .......cvcvcveteiiisicicie ettt bbbttt ettt 471
55-26 SNOW QUN_SESSTION_SEALISTICS ....vevevvicececieieieisisi ettt ettt b 472
LA 1oV TN ot =T | R 473
LT 10TV Voot o 1 o R 474
55-29 CONFIQG ACCOUNLING SEIVICE ......eevreterireseeeeeeieeseseseses ittt sesessse st b e s sees s st s e sesesesete b s s seses et esetes e e nnsnsnsens 476
55-30 SNOW QCCOUNTING SEIVICE.........cueereeeeeririreeneeeieirisese ettt seseses et et e e seseses et e s sese sttt e e seses et et et s e e nesnsesens 476
56 ACCESS AUTHENTICATION CONTROL COMMAND LEST....uttiueetesueesuesseessesseesseeneesseeseesseessesseensesseessesseensesneenes 478
56-1 enable aUtNEN_POLICY .......o.cuiiicircc s 479
56-2 diSabIe QUINEN_POLICY .....veiiceciriete ettt ettt 479
56-3 SNOW QUENEN_POLICY ..ottt sttt et 480
56-4 create authen_10gin MEthO_TISE_NAME .......c.ouiiirree et 481
56-5 CONTIG AUENEN_TOGIN ...ttt ettt nn e 481
56-6 delete authen_1ogin MEthod_TISE_NAME .........coiiireer et 483
Lo S 0T U011 =T o T oo 483
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56-8 create authen_enable Method_liSt_ NAME ..ot 484
56-9 CONTiQ AUINEN_ENADIE ..ottt ettt ne e 485
56-10 delete authen_enable MEthod_ ISt NAME ..o e 486
56-11 SNOW QUENEN_BNADIE.........cociiiiie e bbb e et r e e e e 487
56-12 config aULNen @PPIICALION. ........c.eueuer ettt ettt 488
56-13 SNOW QUENEN GPPHCALION ..ottt en e 489
56-14 Create aUthEN SEIVET GIOUP......cccueuriiiriierctetsistse et et se bbb s b bbbt ss e e bbb bt s s bt eb et b s s e senebnas 490
56-15 CONFiQ AULNEN SEIVET _GIOUPD .....cueviveteiiieeieicte sttt se bbb bbb bbbttt s bbbt b s s nebnas 491
56-16 delete aUthEN SEIVET GrOUP......cciueuriieieieicte st sttt s bbbt s b bbb sttt b st ettt b s s aetnas 492
56-17 SNOW QUENEN SEMVEL _GIOUP.....cueuetiteteiiiiecsetetetstsssssesesete et ssssssssesesesesssss e sssesesessssssssesebebesasssssssesasasessssssssssnns 492
56-18 Create aUthEN SEBIVEN NOSL.........cciieiriiiiiiccce sttt bbb bbbttt s n et ees 493
56-19 CONFIQ AULNEN SEIVET _NOSL........coiuiieiiiiciiccce et bbb bbbttt st 495
56-20 delete aULNEN SEIVEL _NOSL.........coiciccecieirssce e r ettt bbb s s s 496
56-21 SNOW QULNEN SEIVEE NOST......c.cviiiiiiicicteis ettt s et bbbt bbbt s s 497
56-22 config authen parameter reSPONSE_TIMEOUL .........cceiiririiceresrese e 498
56-23 config authen parameter AEMPL..........cccviiiiccce e b e bbbt n s 498
56-24 SNOW QUENEN PAIAMELET ......cvveviirieececeete sttt s bbbt bbbttt s s s st s s s s 499
56-25 ENADIE BUMIN ..o bbbt 500
56-26 config admin 10Cal_ENADIE...........c.coiiucreeccc et 501
57 SSL COMMAND LEST 1.utteuteteeueesueeseesteeseesseesesseessesseessesseensesseenseaseesseansesseessesseensssseensesseensesseensesseensesneenes 502
57-1 dOWNI0Ad SSI CEIITICALE .........eeceeeeeeeere ettt ettt ee e 502
57-2 coNfig SSI CErtIfiCALE CNAIN .........cueiiueirieieeccce ettt ettt ne e 503
57-3 eIt SSI CEMITICALE ......vveeeeeceeeetete sttt sttt ettt 504
B7-A @NADIE SSI ...ttt ettt n ettt 504
B7-5 0ISADIE SSL.....eeee ettt ettt ettt 506
Lo SR 10 St TP 507
57-7 SNOW SSI CEITITICALE CAIN ...ttt ettt es et 508
57-8 SNOW SSI CACNELIMEOUL ...ttt sttt es et e 509
57-9 CONTiQ SSI CACNEBLIMEOUL..........oeeeeereeiere ettt sttt ns e 510
58 SSH COMMAND LIST ..teuteteeueesueeseesseeseesseessesseessesseessesseesesseessesssesseasessseessesseessssseessesseensesseensesseensesneenes 511
58-1 CONFIG SSN AIGOITENML ... 511
58-2 SNOW SSN AIGOTTENM ...ttt ne et 512
58-3 CONTiQ SSN AUINMOTE ...ttt 513
58-4 SNOW SSH AULNMOTE ...ttt 514
58-5 CONTIY SSN USET ...ttt bbbttt sttt s et nb et e 515
58-6 SNOW SSH USEI QULNIMOUE ...ttt ettt en e 516
Lo A oTo 1 {0 RSSO 517
58-8 BNADIE SSH ...t en s 517
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589 TISADIE SNttt n ettt 518
58-10 SNOW SSN SEIVET ...ttt sttt s et s bbb s et se st s e eese ettt s e snsn s et eteens 519
59 IP-MAC-PORT BINDING (IMPB) COMMAND LIST ..uuiiiiiieitiiieeieeeeeeeeainaeeeeeeeeeeenaaaseeeeeeeeessnnneeeseseeesnnnnnnees 520
59-1 create address_binding iP_MAC IPAAUIESS...........crvieerrierrriieireeier e 521
59-2 create address_binding ip_Mac IPVBAAAIESS...........cceuriririirerierrrereeee et 521
59-3 config address_biNdiNgG IP_IMAC POITS ......c.vueueurirrireeieieeiesereeeeee ettt eseeens 522
59-4 config address_binding ip_Mac IPAAAIESS .........cvvrerueirririeeeree sttt st 525
59-5 config address_binding ip_Mac IPVBAAAIESS..........ccueururriieereerrre ettt 526
59-6 delete address_DINAING DIOCKEA ... 527
59-7 delete address_DINAING IP_MAC .....cuourreeeceer ettt 528
59-8 SNOW AdAreSS DINGING.......c.cvicicieieiereeccece ettt bbb bbbt et 529
59-9 show address_binding DIOCKEM ...ttt 530
59-10 show address_DiNdING IP_MAC ......c.cviviicieiri ettt bbbttt ne e 531
59-11 enable address bindiNg trap_100........ccoveieiiriecce ettt 532
59-12 disable address_binding trap_100.........ccoeeiiiiiiicicee et 533
59-13 enable address_binding dNCP_SNOOP .......ccvuiiiicicice bbb 534
59-14 disable address _binding dNCP_SNOOP.......c.ccuiiieicierirecee et 535
59-15 enable address_binding NA_SNOOP .......cccoeiiiicicieseeee e bbbt 536
59-16 disable address binding NA_SNOOP ......ccceuiiiicceer bbbt 536
59-17 config address_bindiNg NA_SNOOP POILS ........veiuiieeriieseeee e re et 537
59-18 show address binding NA_SNOOP .......ccceueuiiiiciecie et b b 538
59-19 show address_binding nd_snoop bINAING_ENEIY ..o 539
59-20 clear address_binding dNCP_SNOOP ......cceuiriiiiiicicieer bbb 540
59-21 clear address_binding nd_snoop biNAING_ENENY ..o 541
59-22 show address_binding ANCP_SNOOP .....c.ceueuviiiiricieerie et 541
59-23 config address_binding dhcp_SN00P MaX_ENIIY ......cueuiriiieeeerrrereeeie et 542
59-24 show address_binding dhcp_Snoop DINAING_BNENY ...t 543
59-25 config address_binding recover_learning POITS..........cov e 544
60 WEB-BASED ACCESS CONTROL COMMAND LEIST ...utieuieiuieeieenteesueeanseesseesneeenseesseesneesnseasessneesnseenseesnessnseens 546
B0-1 BNADIE WAC .......ceeeeeree ettt ettt s Rt e AR b et e AR b bt s e s et 546
B0-2 TISADIE WAC ...ttt ettt s e e s bbb s s e s bbbt s e et 547
60-3 config wac authorization ArTOULES ............oreieieierrrceccee et 548
B0-4 CONTIQ WAC POITS .....veeeeeeeeeteteiriseesee ettt s s st se st esee e et e e sese e s s e e s s e s e seseb et et s e e sesee et et esseseennnes 548
LG0T o101 I o TT R 550
60-6 config Wac default_redirPath..........c.cc et 550
60-7 config wac clear_default_redirPath...........oocrerr s 551
60-8 CONTIG WAC VIFTUAL TP ..vuevcvceiteieiiiiecctcte sttt sttt bbb bbb bbb s ettt b s s s aes 552
60-9 config WaC SWILCh NP PO ..ottt bbb 553
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B0-10 CIEALE WWAC USET .......vueueuereesesiststetetetetete et st st se e et b et e b et ebebe st sese 4 e se s b bbb ek e b e b e se e sesE e e e e b bbbk eb e b e b e ne e e se s e e 553
BO0-11 EIELE WAC USEY .....vueeeeeeeeeeeteteirenesee ettt se et se et s s e e e se e st s s e e s nb ettt e e nesesee et es e e nennses 554
B0-12 CONTIQ WAC USEY ...vuvueeeeeeeeeteteiseseseseeseeeseseseseseas e sseseseseeesesesseseseseseseeesssesesesese s sssssesnsesesesesssesnsesnsnsessesnnesnes 555
G0 R R 10 TP 556
B0-14 SNOW WAC POTTS.....vueueereeeeeeeeeerireseseseeseeesesesesesessesesssesesesesesesessssesesesssesesesesesesssesssssssesssssesesssnssesesnsesesssnessnssees 556
B0-15 SNOW WAC USET ......voveereeeieeeeeteeseseseseeseeeseseseseseasaeesesesesesesssesessesesesesesesessssesesesssessnsnssesssnsesessesnenssnsesesesnsnssennsees 557
B0-16 SNOW WAC QULN STALE ......cucuiveieiiiceicicte sttt et bbb bbbttt bbbt b s s s nnes 558
B0-17 ClEAr WAC QULN SALE ......ccuiueueiiiiecccicte sttt bbb bbbttt bbbttt s s s nes 559
60-18 config wac authentication_page ElEMENL............cccceriiricer et 560
60-19 SNOW WaC QULNENTICAIE PAGE ......veveeeceeteteiiirecscte ettt ettt bbb bbbt es s s bbb s s s b bt n s 561
61 MAC-BASED ACCESS CONTROL COMMAND LISTS ....vtveeutesueeeesseeseesseesseeeesseeneessesssesseessesseensesseessesseessesneenes 563
61-1 enable mac_based ACCESS_CONLIOL...........ov et 563
61-2 disable mac_based aCCESS CONIIOL........cciiiirircecccce st 564
61-3 config mac_based_access_CONrOl PASSWOIT .........c.curririerereeerrerereeieie e sesssses st eeseens 565
61-4 config mac_based_access_control MELhOd...........ccurriiirerrr e 565
61-5 config mac based_access_CONtrol QUESE VIAN .......c.c.oroiiierrrrrreceee et 566
61-6 config mac_based_acCeSS_CONIOI POITS.........ccrurururrrirece ettt 567
61-7 create mac_based_access _CONIOl QUESE V1N ........cccirirrirceecccre st 568
61-8 delete mac_based_access CONIOl QUESE VIAN............ccoiiiceiiei ettt 569
61-9 clear mac_based access CONtrol QUL STALE...........cccoieiiiccier et b 570
61-10 create mac_based_access CONLIOL_LOCAL.............ccceeririiiccer ettt 570
61-11 config mac_based_access CONIOI MAX _USETS .....c.ccurrreeerererersirsseesesesetetessssssssssesessssssssssesssessssssssssesesesasnns 571
61-12 config mac_based_access_control authorization attribULES ............cccccecein e 572
61-13 config mac_based_access CONIOL_IOCAL............ccreiiirenicee ettt 573
61-14 delete mac_based_access _CONIOl IOCAL...........ccccvininnss e e 574
61-15 show mac_based _access_control auth_State POITS..........coceerrrrircrree e 575
61-16 show mac_based aCCESS COMLIOL.........ciiiiririeeecerree s e et ppees 576
61-17 show mac_based access CONIOl_10CAL..........cccciiiiiiiss e 577
61-18 config mac_based_access _CONIOl 10g STALE ... e 579
61-19 config mac_based_access CONrOl trap StALE ........ccccviieeiecerr ettt 579
61-20 config mac_based_access control PaSSWOIA tYPE ........ccccererriririciciete st ebe bbb 580
B2 JVWAC COMMAND LIST ..ueeuteeueesueeseesseeseesseesesseeseaseesesseessesseenseansesseansesseensesseessssseessesseensesseensesseensesneenes 582
B2-1 ENADIE JWAC ...t 583
B2-2 QISADIE JWAC ... 583
62-3 ENADIE JWAC FEAITECT ...ttt ettt s et s e s 584
B2-4 diSADIE JWAC FEAIFECT ..ottt e bt nnnes 585
62-5 enable JWac FOrCIBIE_TOQOUL ..........coriuerer ettt 585
62-6 disable JWac FOrCIDIE_IOQOUL...........cviueiireeecce et 586
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62-7 enable JWAC UDP_FITEIING ..o 587
62-8 disable JWaC ULP_FIHTEIING ...c.ovvriieececer ettt 587
62-9 enable jwac quarantine_SErVEr MONITOT ...........ccceururrierererierere st sesesessee s sesesesese s ssseseseses 588
62-10 disable jwac quaranting_SErver_MONITON ..........ccceurriererereeerere e esese st sesesssssssessesesesesssessssssesesees 589
62-11 config jwac quaranting_Server_error_tIMEOUL...........coowrerueerrrereeeeeeesesseseserses e essesesssesesesesesesessseens 589
62-12 CONTIQ JWAC FEUITECT ......c.eeeee ettt ettt b b e e e e e et bbb s e R e e e e e e e e eaen 590
62-13 CONFiQ JWAC VITTUAL TP ..ucvcvevereiiiiiccicte ettt bbb bbbt bbbt b s s s s 591
62-14 config Jwac qUArANTINE_SEIVEL UIl.........cccuiiiiieceeeeece ettt st 592
62-15 config jwac clear_quaranting_SEIVEL _Url..........ccccriiiiiccerr et 593
62-16 CONFiQ JWAC UPUALE SEIVE ......viviecectctetsisise ettt bbb bbb bbbttt b s sttt n s s e e 593
62-17 config JWac SWItCh NP PO ..ot et st 594
62-18 CONTIQ JWAC POITS....vviiircecicie ittt ettt bbb bbb bbb s bbbt b st et s s s s nes 595
62-19 config JWac radius_PrOtOCOL ........c.cviucucieteiiiriiccie ettt bbb bbbt s s st n s 596
B2-20 CTEALE JWAC USET ....vuvevevereceereteresiesesessetetetsssssesesesesesessssssesssesesessssesssasesesesssssssesetesessssssesatetesesssssssesesesasnsssnses 597
B2-21 EIELE JWAC USET ....vevevieeececectete sttt ettt bbbt sttt sttt bbbttt b s b bt s s s nes 598
B2-22 SNOW JWAC USEF .....vvvirreceeeeeetesstseseesetetetssssssssssesesessssssssesesesessssssssssesessssssssssssesesesssssssesesesesasssssssssesesassssnsees 598
B2-23 SNOW JWAC......c.cuevereteiiiiesesetete st ss sttt s s ss ettt s e bbb s s s e bbb s e e e bt bbb s e st be bbb s e Rt et e s s s e nee 599
62-24 SNOW JWAC AULN_SEALE POMS.......cviviiieiecectete sttt bbb bbb b st n s 600
62-25 SNOW JWAC UPAAIE SEIVEN.......cueviiiiiiecictete st sssseese st ssssss s ss bbbt s sttt b s s s bbb s s e st ba b s 601
B2-26 SNOW JWAC POIES.....cvvriiieeeeeetessisesesssete st ssssssssese bbb s s s sesese s s ssss e s b et bbb s e s et et e bbb s s e s e bbbt es e e st et s s s 602
62-27 ClEAr JWAC QULN SEALE..........ccueverriieiiiccete ettt sttt s s bbbt b b s 603
62-28 config JWac QULNENTICAIE PAGE .....vovveecverereriie ettt b bbbt s ettt 604
62-29 config jwac authentication_page lEMENT.............ccceiiiriieeienre e 604
62-30 SNOW JWAC QUtNENTICAIE _PAJE .....vereeeeeeeererericieieie ettt se sttt ses ettt es et s s e senes 605
62-31 config jwac authorization AttrULES ..o 606
63 COMPOUND AUTHENTICATION COMMAND LEST ...vteuveiueeneesueetesseessesseesseeneesseeseessesssessesnsesseensesseessesseensesneenes 608
63-1 create aUthentiCatioN GUESE VIAN ..ot 608
63-2 delete QUtheNtiCatioN QUESE VAN ........c.cuouiiiieicieee et 609
63-3 config authentication QUESE VIAN POITS ..........ocvrrirerrrreeceeee st 610
63-4 config authentiCation MAC_TOMMAL...........ovririreerrere ettt 610
63-5 CONTig AUENENTICATION POITS ......verieeeeceeieir sttt st 611
63-6 Show authentiCation QUEST VIAN ..o 613
63-7 SNOW QUtNENTICALION POITS ...ttt es et 613
63-8 enable authOriZatioN ALIIDULES...........ccueierieiece e 614
63-9 disable authOriZatioN AMDULES...........cereeerieirrre ettt 615
B3-10 SNOW QUENOTIZATION. ... ettt 616
63-11 config authentication SEIVEE FAHOVET ...ttt 616
63-12 SNOW QUENENTICALION ......cvveieiiiicte st 617
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63-13 show authentication MAC_TOIMAL ..........ccco et 618
B4 FILTER COMMAND LEST ...ttttteitestestestestesse sttt sie st ssesaesae bt sae b sh e bbbt bt she e h e sh e sb e b bt e b nb bbb e b e naenne e 620
64-1 CONTIQ FIEN ANCP_SEIVET ... 620
B4-2 SNOW TIIEEE ANCP_SEIVET ...ttt ettt bbb s e 621
65 ARP SPOOFING PREVENTION COMMAND LIST ...cuvtvetitestertestestessesie st sie s sae s ssessesse s s s s snesnesnesaesnesne e 623
65-1 config arp_SPOOTING_PIEVENTION .........c.viveeieerreieeireete ettt 623
65-2 ShOW arp_SPOOTING_PrEVENTION ......c.cuiuieiririr ettt ettt es et s e s 624
66 CPU FILTER COMMAND LIST ....ttitiitiitiitestesse sttt it sse st bt sae st sae s bbbt bbbt bbbt bbbt b e b b nnennenne e 625
66-1 config CPU_TIlter I3_CONIOI_DKL..........covieceiciecc e 625
66-2 show cpu_filter I3_CONtrol_PKE POITS .......cuoviicceeeie et 626
O 0 1 L PP 628
67 QOS COMMAND LEST ..etitiiteiteste st st sttt sttt se st bbbt bt bbb e bbbt bbbt e bt eb e a e b e bt e bt bbb b nae b nne e 628
67-1 config banNAWITtN_CONEIOL...........cceiicic e 628
67-2 ShOW DanAWITth _CONLIOL ...........cccceiiis ettt paee 630
67-3 config per_queue bandwidth_CONLIO ..o 631
67-4 show per_queue bandWidth_CONTIOL ..o 632
67-5 CONTIQ SCNEAUIING ... s bbbt s st s e e 633
67-6 config SCheduling_MECNANISIM.........cviuririrrre ettt st 634
O S 410 YA Tod =T 11 T3 635
67-8 ShoW SChedUIING_MECNANISM........coooiccee ettt st 635
67-9 CONFiQ B02.1P USEI_PFIOITLY ...vcveviieieecicte ettt et s bbbt bbbt bbb sttt b s sttt n s 636
67-10 SNOW 802.10 USEI_FIOILY ...cvcveviiieiececte e tsisesesese ettt sse s bt ssss ettt ss s bbbt b s s s bbb s s s bbb s s 637
67-11 config 802.1p AefaUIt_PriOFILY.......cccvcuceereiicccccte ettt st 638
67-12 ShOW 802.1D AefaUlt_PrIOITLY ...cvcveeececieie ettt bbbt 639
X. 1P AQAIESSING SEIVICE ooviiuiiiiiieiieiieeiie e e e e et e e e e e e e e e e e et e e e e e e e e aeeeaannaaaaeeeeeees 641
68 DHCP SERVER COMMAND LIST ....uttititistestestesse st sttt sttt it sie st st bt saesae bbbt bbb ebe b eaenbeebennennesnenne e 641
68-1 create dNCP EXCIUAEA_BUUIESS ..........cueriierericrrei et 642
68-2 delete dNCP EXCIUAEA _AAAIESS ........ccerererrr ettt 642
68-3 SHOW dNCP EXCIUARA_AUUIESS .......eeeececeeeree ettt 643
B8-4 Create ANCP POO ...ttt b ettt s et s e e nnnee 644
B8-5 dElEte ANCP POOL ...ttt e 645
68-6 config dhcp POOI NEIWOTK A ... 645
68-7 config dhcp POOI AOMAIN_NAME ..ottt 646
68-8 CONfig ANCP POOI ANS_SEIVE .......oiecectcter ettt bbbt bbbt s 647
68-9 config dhcp pool NEDIOS NAME _SEIVET .....c.cvviececicicieeeeeeie ettt bbbt 648
68-10 config dncp pool NEDIOS NOGE TYPE ...cvcveviiiecectcte ettt b bbbt 649
68-11 config dNCP POOI AETAUIL FOULET .........cucveieicccce et 649



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

68-12 CONTiQG ANCP POOI TBASE ...ttt e 650
68-13 config dhcp POOI DOOL_TIlE.........coieeeee e 651
68-14 cONfig ANCP POOI NEXL_SEIVET ...ttt sttt st s s 652
68-15 cONfig ANCP PING_PACKELS..... ...ttt 653
68-16 CONfig ANCP PING_TIMEOUL........cooioiieceeeeire ettt 653
68-17 create dncp Pool MaNUAL_DINAING ........courircece ettt 654
68-18 delete dhcp pool Mmanual_bDiNING ........ccccecccecece bbb st 655
68-19 Clear ANCP DINAING..........ceucieieiceecce e bbbt bbbt b s s s aes 656
68-20 SNOW ANCP DINAING .......cucecvciciesecccce bbb bbbt bbbt b s e 657
68-21 SNOW UNCP POON ...ttt bbb bbb bbb b s bbb b s s et 657
68-22 show dhcp pool manual_DINAING ... 658
68-23 ENADIE UNCP_SEIVEN ...ttt bbb s bbbt s ettt s s e aes 659
68-24 dISADIE ANCP._SEIVEN ...ttt bbbttt b st et b s s e s 660
68-25 SNOW UNCP._SEIVEL ...ttt bbbt bbb bbbttt bbb b s s s nes 660
68-26 Clear ANCP CONTHCT IP.....cciicieiiceecce st 661
68-27 SNOW ANCP CONTHCE IP..uiuieiviieiiiri ettt 662
69 DHCP RELAY COMMAND LIST ....ctiititiitestesteste sttt sie sttt bt s st s sae bt bbbt sh bbbt b sbenae b bbb naenaenne e 664
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I. Introduction

The Introduction section includes the following chapter: Using Command Line Interface.

1 Using Command Line Interface

The Switch can be managed through the Switch’s serial port, Telnet, or the Web-based management agent. The

Command Line Interface (CLI) can be used to configure and manage the Switch via the serial port or Telnet interfaces.

This manual provides a reference for all of the commands contained in the CLI. Every command will be introduced in
terms of purpose, format, description, parameters, and examples. Configuration and management of the Switch via
the Web-based management agent are discussed in the User Manual. For detailed information on installing hardware

please also refer to the User Manual.
1-1 Accessing the Switch via the Serial Port

The Switch'’s serial port's default settings are as follows:
e 115200 baud

e No parity
e 8data bits
e 1 stop bit

A computer running a terminal emulation program capable of emulating a VT-100 terminal and a serial port configured
as above is then connected to the Switch’s serial port via an RS-232 DB-9 cable.

With the serial port properly connected to a management computer, the following screen should be visible.

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

UserName:

There is no initial username or password. Just press the Enter key twice to display the CLI input cursor —

DGS-3200-10:44#. This is the command line where all commands are input.
1-2 Setting the Switch’s IP Address
Each Switch must be assigned its own IP Address, which is used for communication with an SNMP network manager

or other TCP/IP application (for example BOOTP, TFTP). The Switch’s default IP address is 10.90.90.90. You can

change the default Switch IP address to meet the specification of your networking address scheme.
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The Switch is also assigned a unique MAC address by the factory. This MAC address cannot be changed, and can be

found on the initial boot console screen — shown below.

Boot Procedure V1.00.016

Power On Self Test . . ... . e e i iee e e e 100%
MAC Address : 00-24-01-15-1C-96

H/W Version : Bl

Please Wait, Loading V2.00.012 Runtime Image ............. 100%

Device Discovery

The Switch’'s MAC address can also be found in the Web management program on the Switch Information (Basic
Settings) window on the Configuration menu.

The IP address for the Switch must be set before it can be managed with the Web-based manager. The Switch IP
address can be automatically set using BOOTP or DHCP protocols, in which case the actual address assigned to the

Switch must be known.

The IP address may be set using the Command Line Interface (CLI) over the console serial port as follows:

1. Starting at the command line prompt, enter the commands config ipif System ipaddress
XXX XXX XXX XXXIYYY.YYY.yyYy.yyy. Where the x’s represent the IP address to be assigned to the IP
interface named System and the y’s represent the corresponding subnet mask.

2. Alternatively, you can enter config ipif System ipaddress xxx.xxx.xxx.xxx/z. Where the x’s represent
the IP address to be assigned to the IP interface named System and the z represents the corresponding
number of subnets in CIDR notation.

The IP interface named System on the Switch can be assigned an IP address and subnet mask which can then be

used to connect a management station to the Switch’s Telnet or Web-based management agent

DGS-3200-10:4#config ipif System ipaddress 10.24.22.100/255.0.0.0
Command: config ipif System ipaddress 10.24.22.100/8

Success.

DGS-3200-10:4#

In the above example, the Switch was assigned an IP address of 10.24.22.100 with a subnet mask of 255.0.0.0. The

2
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system message Success indicates that the command was executed successfully. The Switch can now be
configured and managed via Telnet, SNMP MIB browser and the CLI or via the Web-based management agent using

the above IP address to connect to the Switch

There are a number of helpful features included in the CLI. Entering the ? command will display a list of all of the

top-level commands.

?

cable_diag ports

clear

clear address_binding dhcp_snoop binding_entry ports
clear address_binding nd_snoop binding_entry ports
clear arptable

clear attack_log

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear ethernet_oam ports

clear fdb

clear igmp_snooping data_driven_group

clear igmp_snooping statistics counter

clear jwac auth_state

clear log

clear mac_based_access_control auth_state

clear mld_snooping data_driven_group

clear mld_snooping statistics counter

clear port_security_entry port

clear wac auth_state

M Quit Next Page Next Entry a All

When entering a command without its required parameters, the CLI will prompt you with a Next possible

completions: message.
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DGS-3200-10:4#config account
Command: config account
Next possible completions:

<username 15>

DGS-3200-10:4#

In this case, the command config account was entered without the parameter <username>. The CLI will then
prompt to enter the <username> with the message, Next possible completions:. Every command in the CLI has
this feature, and complex commands have several layers of parameter prompting.

In addition, after typing any given command plus one space, users can see all of the next possible sub-commands, in
sequential order, by repeatedly pressing the Tab key.

To re-enter the previous command at the command prompt, press the up arrow cursor key. The previous command

will appear at the command prompt.

DGS-3200-10:4#config account
Command: config account
Next possible completions:

<username 15>

DGS-3200-10:4#config account

In the above example, the command config account was entered without the required parameter <username>, the
CLlI returned the Next possible completions: <username> prompt. The up arrow cursor control key was pressed to
re-enter the previous command (config account) at the command prompt. Now the appropriate username can be
entered and the config account command re-executed.

All commands in the CLI function in this way. In addition, the syntax of the help prompts are the same as presented in
this manual — angle brackets < > indicate a numerical value or character string, braces { } indicate optional parameters
or a choice of parameters, and brackets [ ] indicate required parameters.

If a command is entered that is unrecognized by the CLlI, the top-level commands will be displayed under the

Available commands: prompt
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DGS-3200-10:4#the

Available commands:

? cable_diag clear
config create debug delete
disable download enable login
logout no ping ping6
reboot reconfig reset save
show smtp telnet traceroute

upload

DGS-3200-10:4#

The top-level commands consist of commands such as show or config. Most of these commands require one or
more parameters to narrow the top-level command. This is equivalent to show what? or config what? Where the
what? is the next parameter.

For example, entering the show command with no additional parameters, the CLI will then display all of the possible

next parameters.

ipv6 ipvb6route jumbo_frame Jjwac
12protocol_tunnel lacp_port led

limited _multicast_addr link_aggregation 11dp
I1dp_med log log_save_timing loopdetect
mac_based_access_control mac_based_access_control_local
mac_based_vlan mac_notification max_mcast_group
mcast_Tfilter_profile mirror mld_snooping
multicast multicast_fdb name_server nlb

packet password_recovery per_queue port
port_security ports power_saving pppoe
private_vlan pvid radius router_ports
safeguard_engine scheduling scheduling_mechanism

serial_port session sim smtp

snmp sntp ssh ssl

stp switch syslog system_severity
tech_support terminal tftp time
time_range traffic traffic_segmentation
trusted_host utilization vlan vlan_trunk
voice_vlan wac

DGS-3200-10:4#
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In the above example, all of the possible next parameters for the show command are displayed. At the next command
prompt, the up arrow was used to re-enter the show command, followed by the account parameter. The CLI then

displays the user accounts configured on the Switch.

1-3 Command Syntax Symbols

angle brackets <> Enclose a variable or value. Specify the variable or value. For example, in the
syntax:

show packet ports <portlist>

a port list must be supplied for <portlist> when entering the command. Do not

type the angle brackets.

square brackets [ ] Enclose a required value or list of required arguments. One or more values or
arguments must be specified. For example, in the syntax:

show utilization [ports | cpu]

either ports or cpu must be specified when entering the command. Do not type

the square brackets.

vertical bar | Separates mutually exclusive items in a list, one of which must be entered. For
example, in the syntax:

config snmp warmstart_traps [enable | disable]

either enable or disable must be specified when entering the command. Do not

type the vertical bar.

braces {} Enclose an optional value or a list of optional arguments. One or more values or
arguments can be specified. For example, in the syntax:

show stp ports {<portlist>}

a range or list of ports can be selected if desired. Otherwise, the switch will simply

assume every STP-enabled port should be displayed. Do not type the braces.

ipif <ipif_name 12> 12 means the maximum length of IP interface name.

metric <value 1-31> 1-31 means the legal range of metric value.

1-4 Line-Editing Keys

Keys Description
Delete Delete character under cursor and shift remainder of line to left.
Backspace Delete character to left of cursor and shift remainder of line to left.
CTRL+R Toggle on and off. When toggled on, inserts text and shifts previous

text to right.

Left Arrow Move cursor to left.

Right Arrow Move cursor to right
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Tab Help user to select appropriate token.

Porp Display the previous page.

N, n or Space Display the next page.

CTRL+C Escape from displayed pages.

ESC Escape from displayed pages.

Qorq Escape from displayed pages.

Rorr Refresh the displayed pages

Aora Display the remaining pages. (The screen display will not pause again.)
Enter Display the next line.

The screen display pauses when the show command output reaches the end of the page.
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Il. Interface and Hardware

The Interface and Hardware section includes the following chapters: Switch Port, Cable Diagnostics, and File System.

2 Switch Port Command List

config ports [ <portlist> | all ] {medium_type [fiber | copper]} {speed [auto {capability advertised
{10_half | 10_full | 100_half | 100_full | 1000_full}} |20_half | 10_full | 100_half | 100_full | 1000_full
{[master | slave]} ] | auto_negotiation [restart_an | remote_fault_advertised [disable | offline | link_fault |
auto_negotiation_error]] | flow_control [enable | disable] | learning [enable | disable ] | state [enable |

disable] | [description <desc 1-32> | clear_description]}

show ports {<portlist>} {[description | err_disabled | auto_negotiation | details | media_type]}

2-1 config ports
Purpose
To configure the switch port settings.

Format

config ports [ <portlist> | all ] {medium_type [fiber | copper]} {speed [auto {capability advertised
{10_half | 10_full | 100_half | 200_full | 2000_full}} |[10_half | 10_full | 100_half | 100_full | 2000_full
{[master | slave]}] | auto_negotiation [restart_an | remote_fault_advertised [disable | offline |

link_fault | auto_negotiation_error]] | flow_control [enable | disable] | learning [enable | disable] |

state [enable | disable] | [description <desc 1-32> | clear_description]}

Description

This command is used to change switch port settings.

Parameters
Parameters Description

<portlist> Specify a range of ports to be configured.

all To set all ports in the system, use the all parameter.

medium_type Specify the medium type when configuring ports that are combo ports.
This is an optional parameter for configuring the medium type of a combo port; If
there are no combo ports, a user need not specify medium_type in the
command.

speed Set port speed for the specified ports.
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auto

Set port speed to auto negotiation.

capability_advertised

Specify that the capability will be advertised.

10_half |Set port auto negotiation capability 10_half

to be advertised.

10_full  |Set port auto negotiation capability 10_full

to be advertised.

100 _half |Set port auto negotiation capability
100_half to be advertised.

100 full |Set port auto negotiation capability
100 _full to be advertised.

1000 _full |Set port auto negotiation capability
1000_full to be advertised.

10 half Set port speed to 10 _half.

10 full Set port speed to 10_full.

100 _half Set port speed to 100_half.

100 _full Set port speed to 100_full._

1000 _full 1000 _full sets port speed to 1000_full. When setting
port speed to 1000 _full, a user should specify master
or slave mode for 1000 base TX interface, and leave
the 1000 _full without any master or slave setting for
other interface.

master Set to master.

slave Set to slave.

auto_negotiation restart_an Specify to restart the auto-negotiation process.
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remote_fault_advertised

Specify that the remote fault advertisement option will
be configured.

disable - Specify to disable remote fault
advertisement.

offline - Specify that a local device may indicate
Offline prior to powering off, running transmitter tests,
or removing the local device from the active
configuration. If it is set and detected offline, it will
advertise at the next auto-negotiation. It interacted for
1000Mbps MAUS.

link_fault- Specify that if set and local device was
detected, a Link_Failure condition indicated by the
loss of synchronization, will advertise at the next
auto-negotiation. It interacted for 1000Mbps MAUSs.
auto_negotiation_error - Specify the resolution
which precludes operation between a local device and
link partner advertised at the next auto-negotiation. It

interacted for 1000Mbps MAUS.

enable or disable.

flow_control Turn on or turn off flow control on one or more ports by setting flow_control to

learning Turn on or turn off MAC ad

dress learning on one or more ports.

to an enabled state.

state Enable or disable the specified port. If the specified ports are in error-disabled

status, configuring their state to enable will recover these ports from a disabled

description Describe the port interface.

clear_description Delete the present description of the port interface

Note: Fiber ports only support 200M_Full and 1000M_Full.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the speed of ports 1 to 3 to be 10 Mbps, with full duplex, learning enabled, state enabled, and

flow control enabled:

flow_control enable

DGS-3200-10:4# config ports 1-3 speed 10_full state enable learning enable

Command: config ports 1-3 speed 10_full state enable learning enable flow_control

10
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enable

Success.

DGS-3200-10:4#

2-2 show ports
Purpose

To display the current configurations of a range of ports.

Format

show ports {<portlist>} {[description | err_disabled | auto_negotiation | details | media_type]}
Description

This command is used to display the current configurations of a range of ports. If no parameter is specified,

all ports will be displayed.
Parameters

Parameters Description

<portlist> Specify a range of ports to be displayed.

description Indicate if port description will be included in the display .

err_disabled Indicate if ports are disabled by some reasons will be displayed.

auto_negotiation Specify to display detailed auto-negotiation information.

details Specify to indicate if port detail information will be included in the

display.
media_type Specify to display the current port media type.

Restrictions

None.

Example

To display the configuration of ports 1 to 4:
DGS-3200-10:4#show ports 1-4

Command: show ports 1-4

Port Port Settings Connection Address
State Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled Auto/Disabled 100M/Full/None Enabled

11
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2 Enabled Auto/Disabled Link Down Enabled
3 Enabled Auto/Disabled Link Down Enabled
4 Enabled Auto/Disabled Link Down Enabled

O Y 6] Quit XY @ Next Page [J Previous Page [§ Refresh

To display the description information of ports 1 to 4:

DGS-3200-10:4#show ports 1-4 description

Command: show ports 1-4 description

Port Port Settings Connection Address
State Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled Auto/Disabled 100/Full/None Enabled

Description:

2 Enabled Auto/Disabled Link Down Enabled
Description:

3 Enabled Auto/Disabled Link Down Enabled
Description:

4 Enabled Auto/Disabled Link Down Enabled

Description:

O 9 6] Quit XY @ Next Page [J Previous Page [§ Refresh

Note: Connection status has the following situations: Link Down, Speed/Duplex/FlowCtrl (link up), and Err-Disabled.

To display port error-disabled information:
DGS-3200-10:4#show ports err-disabled

Command: show ports err-disabled

Port Port Connection Status Reason
State
1 Enabled Err-Disabled Storm control

Description: portl.
8 Enabled Err-Disabled Storm control

Description: port8.

12
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DGS-3200-10:4#

13
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3 Cable Diagnostics Command List

cable_diag ports [<portlist>| all]

3-1 cable_diag ports
Purpose

To test copper cables. If there is an error on the cable, the type of error can be determined and the position

where the error occurred.

Format

cable_diag ports <portlist>

Description

This command is used to test copper cabling. For 10/100Based-TX link speed RJ45 cable, two pairs of
cable will be diagnosed. For 1000Base-T link speed RJ45 cable, four pairs of cable will be diagnosed. The
type of cable errors can be open, short, or crosstalk. Open means that the cable in the error pair does not
have a connection at the specified position, short means that the cables in the error pair has a short
problem at the specified position, and crosstalk means that the cable in the error pair has a crosstalk

problem at the specified position.

When a port is in link-up status, the test will obtain the distance of the cable. Since the status is link-up, the
cable will not have the short or open problem. The test may still detect the crosstalk problem, however.

When a port is in link-down status, the link-down may be caused by many factors.

When the port has a normal cable connection, but the remote partner is powered off, the cable diagnosis
can still diagnose the health of the cable as if the remote partner is powered on. When the port does not
have any cable connection, the result of the test will indicate no cable. The test will detect the type of error

and the position where the error occurs.

Note that this test will consume a low number of packets. Since this test is for copper cable, the port with

fiber cable will be skipped from the test.

Parameters
Parameters Description
portlist Specify a range of ports to be tested.

Restrictions

None.
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Example

To test the cable on ports 1 to 4, and 8:

DGS-3200-10:4# cable_diag ports 1-4, 8
Command: cable_diag ports 1-4, 8

Perform Cable Diagnostics

Port Type Link Status Test Result Cable Length(M)
1 1000Base_T Link Up 0K 4
2 1000Base_T Link Down No Cable -
3 1000Base_T Link Down No Cable -
4 1000Base_T Link Down No Cable -
8 1000Base_T Link Down No Cable -

DGS-3200-10:4#

15
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4 File System Command List [DGS-3200-24 Only]

show storage_media_info

md {<drive_id>} <pathname 255>

rd {<drive_id>} <pathname 255>

cd {<pathname 255>}

dir {<drive_id>} {< pathname 255>}

rename {<drive_id>} <pathname 255> < filename 255>

erase { <drive_id>} <pathname 255>

del {<drive_id>} <pathname 255>

move {<drive_id>} <pathname 255> {<drive_id>}<pathname 255>

copy {<drive_id>} < pathname 255> [{<drive_id>}< pathname 255> | image_id <int 1-n> | config_id

<int 1-n> | prom]

copy [image_id <int 1-n>| config_id <int 1-n>| prom | log] {<drive_id>} < pathname 255>

format <drive> [ fatl6 | fat32 ] {<label_name 8>}

NOTE:
This command set only applies to DGS-3200-24, which has an SD flash card slot at the front of the Switch
(DGS-3200-10 and DGS-3200-16 do not support this feature). Users can plug an SD flash card into the SD flash

card slot on the DGS-3200-24 to carry out file management and other administrative tasks.

The design of the file system command is based on the following rules: Each storage media on a unit will be
mapped to a drive. Therefore, the size of a drive will be the size of the storage media. C: is the default drive that

the file system starts with. The storage media of system Flash has higher priority to be mapped to C:

4-1 show storage_media_info
Purpose

To display the storage media’s information.
Format

show storage_media_info
Description

This command is used to display information regarding storage media. There can be one or multiple media
on the system. The information for media includes drive number and media identification. Please note that

for a standalone device, it is not necessary to specify a unit argument.
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Parameters
Parameters Description
drive_id Specifiy the drive ID. The format of the drive ID is C:

Restrictions

None.

Example

To display storage media information:

DGS-3200-24:44# show storage_media_info
Command: show storage_media_info

Drive Media Type Size Label FS_Type

C:\ SD Card 438MB TLD3 MICSD FAT16

DGS-3200-24:4#

4-2 md
Purpose

To make a directory.
Format

md {<drive_id>} <pathname 255>
Description

This command is used to create a directory.

Parameters
Parameters Description
drive_id Specify the drive ID. The format of the drive ID is C:
pathname The name of the directory to be created. The path name can be
specified as a full path name.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To make a directory:

DGS-3200-24:4# md c:\abc

Command: md c:\abc
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Processing...... Done.

Success.

DGS-3200-24:4#

4-3 rd
Purpose

To remove a directory.
Format

rd {<drive_id>} <pathname 255>
Description

This command is used to remove a directory. If there are files still in the directory, the command will fail and

return an error message.

Parameters
Parameters Description
drive_id Specify the drive ID. The format of the drive ID is C:
pathname The name of the directory to be removed. The path name can be
specified as a full path name.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To remove a directory:
DGS-3200-24:4# rd c:\abc

Command: rd c:\abc

Processing...... Done.

Success.

DGS-3200-24:4#

4-4 cd
Purpose

To change a directory to another directory or display the current directory path.
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Format

cd {<pathname 255>}

Description

This command is used to change the current directory. The current directory is changed under the current
drive. If you want to change the working directory to the directory on another drive, then you need to
change the current drive to the desired drive, and then change the current directory. The current drive and

current directory will be displayed if the <pathname> is not specified.

Parameters
Parameters Description
pathname Change the current directory to this directory. The path name can be
specified as a full path name.

Restrictions

None.

Example

To change a directory to another directory:
DGS-3200-24:4# cd

Command: cd

unit 2 c:\

Success.

DGS-3200-24:4#

4-5 dir
Purpose

To list all of the files located in a directory of a drive.
Format

dir {<drive_id>} {<pathname 255>}
Description

This command is used to list all of the files located in a directory of a drive. If a path name is not specified,
then all of the files in the specified drive will be displayed. If none of the parameters are specified, the files in

the current drive will be displayed.
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Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify a directory name (in path form).

Restrictions

None.

Example

To list all of the files located in a directory of a drive:

DGS-3200-24:4# dir C:

Command: dir C:

unit 1 - C:\

2006/05/10 14:00 run.had 229,8112
2006/04/10 14:00 startup.cfg 2,261
2006/03/10 14:00 log.txt 46,384

2006/03/10 14:00 <dir> log.txt

total files 3

total directories 1

DGS-3200-24:4#

4-6 rename
Purpose
To rename a file.
Format
rename {<drive_id>} <pathname 255> <filename 255>
Description

This command is used to rename a file in the file system. The path name specifies the file (in path form) to
be renamed and the file name specifies the new file name. The renamed file will stay in the same directory.

Please note that the unit argument is not needed for standalone devices.
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Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify file (in path form) to be renamed.
filename Specify the new name of the file.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To rename a file:

Success.

DGS-3200-24:4#

Processing...... Done.

DGS-3200-24:44# rename c:\run.had runl.had

Command: rename c:\run.had runl.had

4-7 erase, del

Purpose

To remove a file from the system.

Format

erase {<drive_id>} <pathname 255>

del {<drive_id>} <pathname 255>

Description

This command is used to delete a file stored in the file system.

Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify file (in path form) to be deleted.

Restrictions

Only Administrator and Operator-level users can issue this command.
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Example

To erase afile:

DGS-3200-24:4# erase c:\run.had
Command: erase c:\run.had
Processing...... Done.

Success.

DGS-3200-24:4#

4-8 move
Purpose
To move a file from one location to another location.
Format
move {<drive_id>} <pathname 255> {drive_id} <pathname 255>
Description

This command is used to move a file around the file system. Files in a drive located in a unit can be moved
to another drive located in another unit. Note that when a file is moved, it can be specified whether to be

renamed at the same time.

Parameters

Parameters Description

drive_id Specify the drive ID. If not specified, it refers to the current drive.

pathname Specify the path, where the file will be moved to.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To move afile:

DGS-3200-24:4# move c:\log.txt c:\logl.txt
Command: move c:\log.-txt c:\logl.txt
Processing...... Done.

Success.

DGS-3200-24:4#
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4-9 copy
Purpose

To copy a file.

Format

copy {<drive_id>} < pathname 255> [{<drive_id>}< pathname 255> | image_id <int 1-n> | config_id
<int 1-n>| prom]
copy [image_id <int 1-n> | config_id <int 1-n>| prom | log] {<drive_id>} < pathname 255>

Description

This command is used to copy a file to another file in the file system. For a project that does not support file
system on the Flash, the system file such as runtime image, configuration, prom, and log can still be
copied to media or from media that support a file system via this command using the reserved keyword.

The keyword here refers to image _id, config_id, prom, or log.

Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify the file to be copied (in path form).
pathname Specify the destination where the file will be copied to (in path form).
image_id Specify the firmware image to be copied.
config_id Specify the configuration to be copied.
prom Specify to copy the prom code.
log Specify to copy the saved log.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To make a copy of a file:
DGS-3200-24:4# copy c:\log.txt c:\logl.txt

Command: copy c:\log.txt c:\logl.txt
Processing...... Done.

Success.

DGS-3200-24:4#
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To make a copy of an image ID:

DGS-3200-24:4# copy c:\runtime.had image_id 1
Command: copy c:\runtime.had image_id 1
Processing...... Done.

Success.

DGS-3200-24:4#

4-10 format
Purpose

To format a drive.

Format

format {<drive>} [ fat16 | fat32 ] {<label_name 8>}

Description

This command is used to format a specific drive.

Parameters
Parameters Description
drive_id Specify the drive, for example: C:
fat1l6 Specify the FAT16 file system.
fat32 Specify the FAT32 file system.
label_name8 Specify the label for the drive.

Restrictions

Only Administrator and Operator-level users can issue this command.
Example

To format media:

DGS-3200-24:44# format c:\ FAT16
Command: format c:\ FAT16

Process. ... . ... Done.

Success.

DGS-3200-24:4#
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5 Gratuitous ARP Command List

enable gratuitous_arp {ipif <ipif_name 12 >} {trap | log}

disable gratuitous_arp {ipif <ipif_name 12>} {trap | log}

config gratuitous_arp learning [enable | disable]

config gratuitous_arp send dup_ip_detected [enable | disable]

config gratuitous_arp send ipif_status_up [enable | disable]

config gratuitous_arp send periodically ipif <ipif name 12> interval <value 0 -65535>

show gratuitous_arp {ipif <ipif_name 12>}

5-1 enable gratuitous_arp
Purpose
To enable the gratuitous ARP trap and log state.
Format

enable gratuitous_arp {ipif <ipif_name 12 >} {trap | log}

Description

This command is used to enable the gratuitous ARP trap and log state. The Switch can trap and log the IP

conflict event to inform the administrator.

Parameters
Parameters Description
<ipif_namel2> Specify the interface name of L3 interface.
trap Specify trap. The trap is disabled by default.
log Specify log. The even log is enabled by default.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable gratuitous ARP:

DGS-3200-24:4# enable gratuitous_arp ipif System trap log

Command: enable gratuitous_arp ipif System trap log

Success.

DGS-3200-24:4#

25



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

5-2 disable gratuitous_arp
Purpose

To disable the gratuitous ARP trap and log state.

Format

disable gratuitous_arp {ipif <ipif_name 12>} {trap | log}
Description

This command is used to disable the gratuitous ARP trap and log state.

Parameters
Parameters Description
<ipif_namel2> Specify the interface name of L3 interface.
trap Specify trap. The trap is disabled by default.
log Specify log. The even log is enabled by default.

Restrictions

Only Administrator and Operator-level users can issue this command.
Example

To disable gratuitous ARP, the trap, and the log state:

DGS-3200-24:4# disable gratuitous_arp ipif System trap log

Command: disable gratuitous_arp ipif System trap log

Success.

DGS-3200-24:4#

5-3 config gratuitous_arp learning
Purpose

To enable or disable learning of ARP entries in the ARP cache based on the received gratuitous ARP

packets.

Format

config gratuitous_arp learning [enable | disable]

Description

This command is used to enable or disable learning of ARP entries in the ARP cache based on the

received gratuitous ARP packets.
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Parameters
Parameters Description
enable Enable learning of ARP entries based on the received gratuitous ARP
packets.
disable Disable learning of ARP entries based on the received gratuitous ARP
packets.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable learning of ARP entries in the ARP cache based on the received gratuitous ARP packets:

DGS-3200-24:4# config gratuitous_arp learning enable

Command: config gratuitous_arp learning enable

Success.

DGS-3200-24:4#

5-4 config gratuitous_arp send dup_ip_detected
Purpose

To enable or disable the sending of gratuitous ARP requests when a duplicate IP address is detected.

Format

config gratuitous_arp send dup_ip_detected [enable | disable]

Description

This command is used to enable or disable the sending of gratuitous ARP requests when a duplicate IP
address is detected. By default, the state is disabled. For this command, duplicate IP detected means that
the system received an ARP request packet that is sent by an IP address that matches the system’s own
IP address. In this case, the system knows that somebody out there is using an IP address that conflicts
with that of the system. In order to reclaim the correct host of this IP address, the system can send out the

gratuitous ARP request packet for this duplicate IP address.

Parameters
Parameters Description
enable Enable the sending of gratuitous ARP requests when a duplicate IP is
detected.
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disable Disable the sending of gratuitous ARP requests when a duplicate IP is

detected.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable the sending of gratuitous ARP requests when a duplicate IP address is detected:

DGS-3200-24:4# config gratuitous_arp send dup_ip_detected enable

Command: config gratuitous_arp send dup_ip_detected enable

Success.

DGS-3200-24:4#

5-5 config gratuitous_arp send ipif_status_up
Purpose

To enable or disable the sending of gratuitous ARP requests when the IP interface status becomes up.

Format

config gratuitous_arp send ipif_status_up [enable | disable]

Description

This command is used to enable or disable the sending of gratuitous ARP requests when the IP interface
status becomes up. This is used to automatically announce the interface’s IP address to other nodes. By
default, the state is disabled. When the state is enabled and IP interface is linked up, one gratuitous ARP

packet will be broadcast.

Parameters
Parameters Description
enable Enable the sending of gratuitous ARP requests when the IPIF status
becomes up.
disable Disable the sending of gratuitous ARP requests when the IPIF status
becomes up.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable the sending of gratuitous ARP requests when the IP interface status becomes up:

DGS-3200-24:4#config gratuitous_arp send ipif_status _up enable
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Command: config gratuitous_arp send ipif_status_up enable

Success.

DGS-3200-24:4#

5-6 config gratuitous_arp send periodically ipif
Purpose

To configure the interval for the periodical sending of gratuitous ARP request packets.

Format

config gratuitous_arp send periodically ipif <ipif name 12> interval <value 0 -65535>

Description

This command is used to configure the interval for the periodical sending of gratuitous ARP request

packets.
Parameters
Parameters Description
<ipif_namel2> Specify the interface name of the L3 interface. The maximum length is
12 characters.
<value 0-66635> Specify the periodically send gratuitous ARP interval time, in seconds.

Restrictions

Only Administrator and Operator-level users can issue this command.
Example

To configure the gratuitous ARP interval to 5 for the IPIF System:

DGS-3200-24:4# config gratuitous_arp send periodically ipif System interval 5

Command: config gratuitous_arp send periodically ipif System interval 5

Success.

DGS-3200-24:4#

5-7 show gratuitous_arp
Purpose

To display gratuitous ARP configuration.
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Format
show gratuitous_arp {ipif <ipif_name 12>}
Description
This command is used to display gratuitous ARP configuration.
Parameters
Parameters Description
<ipif_namel2> Specify the interface name of the L3 interface.

Restrictions

None.

Example

To display the gratuitous ARP log and trap state:

DGS-3200-24:4# show gratuitous_arp

Command: show gratuitous_arp

Send on IPIF Status Up : Disabled
Send on Duplicate IP Detected : Disabled

Gratuitous ARP Learning : Disabled

IP Interface Name : System
Gratuitous ARP Trap : Disabled
Gratuitous ARP Log : Enabled

Gratuitous ARP Periodical Send Interval : 0

Total Entries: 1

DGS-3200-24:4#
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I1l. Fundamentals

The Fundamentals section includes the following chapters: Basic Management, Utility, and Power Saving.

6 Basic Management Command List

create account [admin | user] <username 15>

enable password encryption

disable password encryption

config account <username 15>{encrypt [plain_text| sha_1] <password>}

show account

delete account <username 15>

show session

show switch

show environment

show serial_port

config serial_port { baud_rate [ 9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |

5 minutes | 10_minutes | 15 _minutes]}

enable clipaging

disable clipaging

enable telnet {<tcp_port_number 1-65535>}

disable telnet

enable web {<tcp_port_number 1-65535>}

disable web

save {[config {[config_id <config_id 1-2> | config_name <filename 32> | log | all]}

save {[config {[config_id <config_id 1-2> | config_name <filename 32> | pathname <pathname 255>]} |

log {<pathname 255>} | all]} (DGS-3200-24 only)

config cfg_name config_id <value 1-2> config_name <filename 32>

reboot {force_agree}

reset {[config |system]} {force_agree}

login

logout

config terminal { width [default | <value 80-200>] | type [VT100 | VT220 | Xterm]}

show terminal {[width | type]}
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6-1 create account
Purpose

To create user accounts.
Format

create account [admin | user] <username 15>
Description

This command creates user accounts. The username is between 1 and 15 characters, the password is

between 0 and 15 characters. The number of account (include admin and user) is up to 8.

Parameters

Parameters Description

admin <username 15> |The name of the admin account.

user <username 15> The name of the user account.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create the admin-level user “dlink™:

DGS-3200-10:4#create account admin dlink

Command: create account admin dlink
Enter a case-sensitive new password:****x*
Enter the new password again for confirmation:z*****

Success.

DGS-3200-10:4#

To create the user-level user “System”:

DGS-3200-10:4##create account user System

Command: create account user System

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3200-10:4#

32



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

6-2 enable password encryption
Purpose

To create user accounts.

Format

enable password encryption

Description
The user account configuration information will be stored in the configuration file, and can be applied to the
system later. If the password encryption is enabled, the password will be in encrypted form when it is
stored in the configuration file. When password encryption is disabled, the password will be in plain text

form when it is stored in the configuration file. However, if the created user account directly uses the

encrypted password, the password will still be in the encrypted form.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable password encryption

DGS-3200-10:4#enable password encryption

Command: enable password encryption

Success.

DGS-3200-10:4#

6-3 disable password encryption
Purpose

To create user accounts.

Format

disable password encryption

Description

The user account configuration information will be stored in the configuration file, and can be applied to the

system later. If the password encryption is enabled, the password will be in encrypted form when it is
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stored in the configuration file. When password encryption is disabled, the password will be in plain text
form when it is stored in the configuration file. However, if the created user account directly uses the

encrypted password, the password will still be in the encrypted form.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable password encryption

DGS-3200-10:4#disable password encryption

Command: disable password encryption

Success.

DGS-3200-10:4#

6-4 config account
Purpose
To configure user accounts.
Format

config account <username 15>{encrypt [plain_text| sha_1] <password>}

Description

When the password information is not specified in the command, the system will prompt the user to input
the password interactively. For this case, the user can only input the plain text password.
If the password is present in the command, the user can select to input the password in the plain text form

or in the encrypted form. The encryption algorithm is based on SHA-I.

Parameters
Parameters Description

<username 15> The name of the account. The account must already be defined.

plain_text Select to specify the password in plain text form.

sha_1 Select to specify the password in the SHA-1 encrypted form.

<password> The password for the user account.
The lengths of a password in plain-text form and in encrypted form are
different. For the plain-text form, passwords must have a minimum of 0
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character and can have a maximum of 32 characters. For the

encrypted form password, the length is fixed to 35 bytes long. The

password is case-sensitive.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the user password of “dlink” account :

DGS-3200-10:4#config account dlink

Command: config account dlink

Enter a old password:****
Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3200-10:4#

To configure the user password of the “administrator” account :

DGS-3200-10:4#config account administrator encrypt sha_1
*@&cRDtpNCeBigl5K0QsKVyrAOsAiCIlZQwq

Command: config account administrator encrypt sha_1
*@&cRDtpNCeBigl5K0QsKVyrAOsAiICIlZQwq

Success.

DGS-3200-10:4#

6-5 show account
Purpose

To display user accounts.

Format

show account

Description

This command is used to display user accounts that have been created.

Parameters

None.
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Restrictions

None.

Example

To display the accounts that have been created:

DGS-3200-10:4#show account

Command: show account

Current Accounts:

Username Access Level
admin Admin
user User

Total Entries : 2

DGS-3200-10:4#

6-6 delete account
Purpose

To delete an existing account.

Format

delete account <username 15>

Description

This command is used to delete an existing account.

Parameters
Parameters Description
<username 15> The name of the user who will be deleted.

Restrictions

Only Administrator-level users can issue this command. One active admin user must exist.
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Example

To delete the user account “System™:

DGS-3200-10:4#delete account System

Command: delete account System

Success.

DGS-3200-10:4#

6-7 show session
Purpose

To display a list of currently logged-in users.

Format

show session

Description

This command is used to display a list of current users which are logged in to CLI sessions.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display a list of currently logged-in users:

DGS-3200-10:4# show session

Command: show session

ID Live Time From Level Name

8 23:37:42.270 Serial Port 4 Anonymous

Total Entries: 1

O Y 6] Quit XY @ Next Page [J Previous Page [§ Refresh
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6-8 show switch

Purpose

Used to display the switch information.

Format

show switch

Description

This command is used to display the switch information.

Parameters
None.

Restrictions
None.

Example

To display the switch information:

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial Number
System Name
System Location
System Contact
Device Uptime
Spanning Tree
GVRP

IGMP Snooping
MLD Snooping
VLAN Trunk

Command: show switch

DGS-3200-10:4#show switch

DGS-3200-10 Gigabit Ethernet Switch
00-24-01-15-1C-96

10.90.90.90 (Manual)

default

255.0.0.0

0.0.0.0

Build 1.00.016

Build 2.00.012

B1

P1R2397000010

0 days, 0 hours, 2 minutes, 25 seconds
Disabled
Disabled
Disabled
Disabled
Disabled
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Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

RMON : Disabled
Safeguard Engine : Disabled

SSL Status : Disabled

SSH Status : Disabled

802.1x : Disabled

Jumbo Frame : OffF

CLI Paging : Enabled

MAC Notification : Disabled

Port Mirror : Disabled

SNTP : Disabled

DHCP Local Relay : Disabled

Syslog Global State : Disabled
Single IP Management : Disabled

Dual Image : Supported
Password Encryption Status : Disabled
DNS Resolver : Disabled
DGS-3200-10:4#

6-9 show environment
Purpose
To display the device internal temperature.
Format
show environment
Description

This command is used to display the device internal temperature and fan status on the DGS-3200-16, in
addition to the internal and external power status on the DGS-3200-24. This command is not supported on
the DGS-3200-10.

Parameters

None.

Restrictions

Only the DGS-3200-16 and DGS-3200-24 support this command.
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Example

To display the switch internal temperature status (DGS-3200-16):

DGS-3200-16:4# show environment

Command: show environment

Side Fan Temperature
(Celsius)
OK 47

Note: The warning temperature is above 83 degrees.

SR 9 6] Quit XY @ Next Page [J Previous Page [§ Refresh

To display the switch internal temperature, fan, and internal and external power status (DGS-3200-24):

DGS-3200-24:4# show environment

Command: show environment

Internal Power External Power Left Fan Temperature

(Celsius)

Note: The warning temperature is above 80 degrees.

SR Y 6] Quit XY @ Next Page [J Previous Page [§ Refresh

6-10 show serial_port
Purpose

To display the current serial port setting.

Format

show serial_port

Description

This command is used to display the current serial port setting.
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Parameters

None.

Restrictions

None.

Example

To display the serial port setting:

DGS-3200-10:4#show serial_port

Command: show serial_port

Baud Rate : 115200
Data Bits : 8
Parity Bits : None
Stop Bits S
Auto-Logout : 10 mins

DGS-3200-10:4#

6-11 config serial_port
Purpose

To configure the serial bit rate that will be used to communicate with the management host and the auto
logout time for idle connections.

Format
config serial_port { baud_rate[9600]19200|38400|115200] | auto_logout
[never|2_minutes|5_minutes|10_minutes|15 minutes] }

Description

This command is used to configure the serial bit rate that will be used to communicate with the

management host and the auto logout time for idle connections.

Parameters
Parameters Description
baud_rate The serial bit rate that will be used to communicate with the management
host. There are four options: 9600, 19200, 38400, and 115200. The default
baud rate is 115,200.
auto_logout The auto logout time out setting:
never Never timeout.
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2_minutes |When you idle over 2 minutes, the device will auto logout.

5 _minutes  |When you idle over 5 minutes, the device will auto logout.

10_minutes [When you idle over 10 minutes, the device will auto logout.

15_minutes [When you idle over 15 minutes, the device will auto logout.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the baud rate:

DGS-3200-10:4# config serial_port baud_rate 9600

Command: config serial_port baud_rate 9600

Success.

DGS-3200-10:4#

6-12 enable clipaging
Purpose

To pause the scrolling of the console screen when the show command displays more than one page.

Format

enable clipaging

Description

This command is used to enable pausing of the screen display when show command output reaches the

end of the page. The default setting is enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable pausing of the screen display when show command output reaches the end of the page:
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DGS-3200-10:4#enable clipaging

Command: enable clipaging

Success.

DGS-3200-10:4#

6-13 disable clipaging
Purpose

To disable pause the scrolling of the console screen when the show command displays more than one
page.

Format
disable clipaging

Description
This command is used to disable pausing of the screen display when show command output reaches the
end of the page. The default setting is enabled.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable pausing of the screen display when show command output reaches the end of the page:
DGS-3200-10:4#disable clipaging

Command: disable clipaging

Success.

DGS-3200-10:4#

6-14 enable telnet
Purpose

To manage the switch via Telnet-based management software.

Format
enable telnet {<tcp_port_number 1-65535>}
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Description

This command is used to enable Telnet and configure the port number.

Parameters
Parameters Description
tcp_port_number The TCP port number. TCP ports are numbered between 1 and

65535. The “well-known” TCP port for the Telnet protocol is 23. By
default, Telnet is enabled with TCP port number 23.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable Telnet and configure a port number:

DGS-3200-10:4#enable telnet 23

Command: enable telnet 23

Success.

DGS-3200-10:4#

6-15 disable telnet
Purpose

To disable Telnet.

Format

disable telnet

Description

This command is used to disable Telnet.

Parameter

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable Telnet:
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DGS-3200-10:4#disable telnet

Command: disable telnet

Success.

DGS-3200-10:4#

6-16 enable web
Purpose

The switch can be managed via HTTP-based management software.

Format

enable web {<tcp_port_number 1-65535>}

Description

This command is used to enable HTTP and configure the port number.

Parameters
Parameters Description
tcp_port_number The TCP port number. TCP ports are numbered between 1 and

65535. The “well-known” TCP port for the Web protocol is 80. By
default, Web is enabled with TCP port number 80.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable HTTP and configure port number:

DGS-3200-10:4#enable web 80

Command: enable web 80

Note: SSL will be disabled if web is enabled.

Success.

DGS-3200-10:4#

6-17 disable web
Purpose

To disable HTTP.
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Format
disable web
Description
This command is used to disable HTTP.
Parameter
None.
Restrictions
Only Administrator-level users can issue this command.
Example

To disable HTTP:
DGS-3200-10:4#disable web

Command: disable web

Success.

DGS-3200-10:4#

6-18 save
Purpose

To save changes in hon-volatile RAM.

Format

save {[config {[config_id <config_id 1-2> | config_name <filename 32> log | all] }

save {[config {[config_id <config_id 1-2> | config_name <filename 32> | pathname <pathname
255>]} | log {<pathname 255>} | all]} (DGS-3200-24 only)

Description

The save command saves changes in non-volatile RAM. If no keyword is specified, save changes will go

to the currently active configuration file.

Parameters
Parameters Description
config_id Specify the configuration identify number of the indicated configuration.
config_name Specify the configuration name of the indicated configuration.
log Save log.
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all Save changes to currently active configuration and save log

pathname Specifies a pathname on the device file system. This parameter is only

supported by DGS-3200-24.

Restrictions

Only Administrator-level users can issue this command.

Example

To save changes to non-volatile RAM

DGS-3200-10:4#save

Command: save

Saving all configurations to NV-RAM.......... Done.

DGS-3200-10:4#

To save configuration 1 to NV-RAM:

DGS-3200-10:4#save config config_id 1

Command: save config config_id 1

Saving configuration 1 to NV-RAM

DGS-3200-10:4#

To save a log to NV-RAM:

DGS-3200-10:4#save log

Command: save log

Saving all system logs to NV-RAM

DGS-3200-10:4#

To save all the configurations and logs to NV-RAM:
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DGS-3200-10:4#save all

Command: save all

Saving configuration and logs to NV-RAM...... Done.

DGS-3200-10:4#

6-19 config cfg_name
Purpose

To name a configuration file in the system.

Format
config cfg_name config_id <value 1-2> config_name <filename 32>
Description
This command is used to give an alias for a configuration ID, so other configuration commands can use the
configuration name after the alias was created.
Parameters
Parameters Description
config_id Specify the configuration file ID.
config_name Specify the configuration file name.

Restrictions
Only Administrator-level users can issue this command.
Examples

To name a configuration file with the configuration ID of "1" to "cfg_1":

DGS-3200-24:4# config cfg_name config_id 1 config_name cfg_1.txt

Command: config cfg_name config_id 1 config_name cfg_1.txt

Success.

DGS-3200-24:4#

6-20 reboot
Purpose

To restart the switch.
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Format
reboot {force_agree}
Description
This command is used to restart the switch.
Parameters
Parameters Description
force_agree Specify to immediately execute the reboot command without

further confirmation.

Restrictions
Only Administrator-level users can issue this command.

Example

To restart the switch:

DGS-3200-10:4#reboot

Command: reboot

Are you sure you want to proceed with the system reboot?(y/n) y

Please wait, the switch is rebooting...

6-21 reset
Purpose

To reset all switch parameters.
Format

reset {[config |system]} {force_agree}
Description

This command is used to reset all switch parameters to the factory defaults. If no keyword is specified, all
parameters will be reset to default settings except IP address, history log, user account, and greeting

banner but the switch will neither save nor reboot.

Parameter
Parameters Description
config If you specify the config keyword , all parameters are reset to default
settings. But device will neither save nor reboot.
system If you specify the system keyword, all parameters are reset to default
settings. Then the switch will do factory reset, save, and reboot.
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force_agree Specify and the reset command will be executed immediately without

further confirmation.

Restrictions

Only Administrator-level users can issue this command.

Example

To reset all the switch parameters except the IP address, history log, user account, and greeting banner:

DGS-3200-10:4#reset

Command: reset
Are you sure you want to proceed with system reset
except IP address, log, user account and banner?(y/n) y

Success.

DGS-3200-10:4#

To reset the system configuration settings:

DGS-3200-10:4#reset config

Command: reset config

Are you sure you want to proceed with system reset?(y/n) y

Success.

DGS-3200-10:4#

To reset all system parameters, save, and restart the switch:
DGS-3200-10:4#reset systenm

Command: reset system

Are you sure you want to proceed with system reset?(y/n)
y-(reset all include configuration, save, reboot )
n-(cancel command) vy

Reboot & Load Factory Default Configuration...

Saving configurations and logs to NV-RAM...... Done.

Please wait, the switch is rebooting...
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6-22 login
Purpose

To login to the switch.
Format

login
Description

This command is used to log in to the switch.

Parameter

None.

Restrictions

None.

Example

To login to the switch:

DGS-3200-10:4#login

Command: login

UserName:

6-23 logout
Purpose

Used to log out of the switch.

Format

logout

Description

This command is used to logout.

Parameter

None.

Restrictions

None.

Example

To logout of the switch:
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DGS-3200-10:4#logout

Command: logout

ECR SRR S o o o o

* Logout *

ECR SRR S o o o

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

UserName:

6-24 config terminal width
Purpose

To configure the CLI terminal.

Format

config terminal { width [default | <value 80-200>] | type [VT100 | VT220 | Xterm]}

Description

This command is used to configure the CLI terminal.

Parameters
Parameters Description
width Specify as the default terminal width, or a terminal width value
between 80 and 200 characters. The default value is 80.
type Specify for the terminal emulator type. The default value is
VT_100.

Restrictions

None.

Examples

To configure the CLI terminal:

DGS-3200-10:4#config terminal width default type VT100
Command: config terminal width default type VT100

Success.
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DGS-3200-10:4#

6-25 show terminal
Purpose

To display the onfiguration of the CLI terminal.

Format

show terminal {[width | type]}

Description

This command is used to display the onfiguration of the CLI terminal.

Parameters
Parameters Description
width Specify to display the CLI terminal width.
type Specify to display the CLI terminal type.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display the CLI terminal:

DGS-3200-10:4#show terminal

Command: show terminal

Terminal Configuration

Global terminal width : 80
Current terminal width : 80
Glocal terminal type : VT_100
Current terminal type : VT_100

DGS-3200-10:4#
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7 Utility Command List

download [firmware_fromTFTP {[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename 64>}
{image_id <int 1-2>} | cfg_fromTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename

64>} {[config_id <config_id 1-2> | config_name <filename 32> | increment]}]

download [ firmware_fromTFTP{ [<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename
64>} {[image_id <int 1-2> | <pathname 255>]} | cfg_fromTFTP{ [<ipaddr> | <ipv6addr> |
<domain_name 255>] <path_filename 64>} {[config_id <config_id 1-2>| config_name <filename 32>
| increment | <pathname 255>} | (DGS-3200-24 only)

upload [cfg_toTFTP {[<ipaddr> | <ipv6addr>| <domain_name 255>] <path_filename 64>} {[config_id
<config_id 1-2>| config_name <filename 32>]} { [include | exclude | begin] <filter_string 80>
{<filter_string 80> {<filter_string 80>} } {[include | exclude | begin] <filter_string 80> {<filter_string
80> {<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80>
{<filter_string 80>}}}}} | log_toTFTP{ [<ipaddr> | <ipv6addr> | <domain_name255>] <path_filename
64>} | attack _log toTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename 64>}]

config firmware image_id <1-2>[delete | boot_up]

config firmware <pathname 255> [boot_up] (DGS-3200-24 only)

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete | active]

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete |

active]|pathname <pathname 255> [boot_up | active]] (DGS-3200-24 only)

show firmware information

show config [[effective | modified | current_config | config_in_nvram [config_id <config_id 1-2> |
config_name <filename 32>]] { [include | exclude| begin] <filter_string 80> {<filter_string 80>
{<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string
80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}}}}} |

information]

ping [<ipaddr> | <domain_name 255>] {times <value 1-255> | timeout <sec 1-99>}

ping6 <ipv6addr> {times <value 1-255>| size <value 1-6000> | timeout <value 1-10>}

traceroute [<ipaddr> | <domain_name 255>] {ttl <value 1-60> | port <value 30000-64900> | timeout

<sec 1-65535> | probe <value 1-9>}

telnet [<ipaddr> | <domain_name 255>] {tcp_port <value 1-65535>}

config tftp {server [<ipaddr>| <domain_name 255>] | firmware_file <path_filename 64> | cfg_file
<path_filename 64> | log_file <path_filename 64> | attack_log_file <path_filename 64> |
certificate_file <path_filename 64> | key_file <path_filename 64> | tech_support_file <path_filename
64> | debug_error_log_file <path_filename 64> | sim_firmware_file <path_filename 64> |
sim_cfg_file <path_filename 64> | sim_log_file <path_filename 64>}
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show tftp

Note: The Interface field is used for addresses on the link-local network. It is recommended that the user enter the

specific interface for a link-local IPv6 address. The field may be omitted for global IPv6 addresses. For example,

DGS-3200-10:4#upload cfg_toTFTP fe80::20d:88ff:fel11:7b6c%System DGS-3200.cfg

7-1 download
Purpose

To download and install new firmware or a switch configuration file from a TFTP server.
Format
download [firmware_fromTFTP {[<ipaddr> | <ipv6addr>| <domain_name 255>] <path_filename 64>}

{image_id <int 1-2>} | cfg_fromTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename

64>} {[config_id <config_id 1-2> | config_name <filename 32> | increment]}]

download [ firmware_fromTFTP{[<ipaddr> | <ipv6addr>| <domain_name 255>] <path_filename 64>}
{[image_id <int 1-2> | <pathname 255>]} | cfg_fromTFTP{ [<ipaddr> | <ipv6addr> | <domain_name
255>] <path_filename 64>} {[config_id <config_id 1-2> | config_name <filename 32> | increment |

<pathname 255>} ] (DGS-3200-24 only)

Description

This command is used to download a new firmware or a switch configuration file from a TFTP server. The

file can be loaded to different section according to the image_id or the config_id.

Parameters

Parameters Description

firmware fromTFTP  |Download and install new firmware on the switch from a TFTP server.

cfg_fromTFTP Download a switch configuration file from a TFTP server.
<ipaddr> The IP address of the TFTP server.
<ipv6addr> The IPv6 address of the TFTP server.

<domain_name 255> |Specify the domain name of the TFTP server. This name can be up to

255 characters long.

<path_filename 64> The DOS path and filename of the firmware or switch configuration file

on the TFTP server. The maximum length is 64.

image_id Specify the image identify number of the indicated firmware.

If no keyword is specified, the Switch will download firmware to the
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boot-up image.

config_id Specify the configuration identify number of the indicated
configuration.
If no keyword is specified, the Switch will download and make this

configuration file active.

<config_name> Specify the configuration identify name of the indicated configuration.

increment Allow the download of a partial switch configuration file. This allows a
file to be downloaded that will change only the switch parameters
explicitly stated in the configuration file. All other switch parameters will

remain unchanged.

<pathname 255> Specify a file on an SD card file system. This is not necessary when a

file system is not supported. [DGS-3200-24 only]

Restrictions

Only Administrator-level users can issue this command.

Examples

Download firmware:

DGS-3200-10:4#download firmware_fromTFTP 10.90.90.90 c:/dgs3200_Run_1 5 B019.had
Command: download firmware_fromTFTP 10.90.90.90 c:/dgs3200_Run_1_5 B019.had

Connecting to server... ... ... ... _..... Done.

Download firmware.... .. ... .. ... .. ..... Done. Do not power off 1!
Please wait, programming flash.._.__...__. Done.

Success

DGS-3200-10:4#

Download firmware for the DGS-3200-24:

DGS-3200-24:4#download firmware_fromTFTP 10.90.90.1 dgs3200.had c:\image.had
Command: download firmware_fromTFTP 10.90.90.1 dgs3200.had c:\image.had

Connecting to Sserver.............ouo-.. Done.
Download firmware...... ... . .c.cooooenan-. Done. Do not power off 1!
Success

DGS-3200-24:4#
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7-2 upload
Purpose

To upload a configuration file or the switch history log to a TFTP server.

Format

upload [cfg_toTFTP {[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename 64>}
{[config_id <config_id 1-2> | config_name <filename 32>]} { [include | exclude | begin] <filter_string
80> {<filter_string 80> {<filter_string 80>} } {[include | exclude | begin] <filter_string 80>
{<filter_string 80> {<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string
80> {<filter_string 80>}}}}} | log_toTFTP{ [<ipaddr> | <ipvb6addr> | <domain_name255>]
<path_filename 64>} | attack_log_toTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>]

<path_filename 64>}]

Description

This command is used to upload either the switch’s configuration or the switch’s history log to a TFTP

server.
Parameters
Parameters Description
cfg_toTFTP Specify the switch configuration to be uploaded to the TFTP server.
log_toTFTP Specify the switch history log to be uploaded to the TFTP server.
attack_log_toTFTP Specify the switch attack log to be uploaded to the TFTP server.
<ipaddr> The IP address of the TFTP server.
<ipv6addr> The IPv6 address of the TFTP server.

<domain_name 255> |Enter the domain name of the TFTP server here. This name can be up

to 255 characters long.

<path_filename 64> Specify the location of the switch configuration file or log on the TFTP
server. This file will be replaced by the uploaded file from the switch.

The maximum length is 64.

config_id Specify the configuration identify number of the indicated
configuration.

config_name Specify the configuration identify name of the indicated configuration.

include Specify to include lines that contain the specified filter string.

exclude Specify to exclude lines that contain the specified filter string.

begin The first line that contains the specified filter string will be the first line
of the output.

<filter_string 80> Specify a filter string enclosed by the quotation mark symbol. Thus, the

filter string itself cannot contain the quotation mark character. The filter

string is case sensitive.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To upload configuration file to a TFTP server:

DGS-3200-10:4#upload cfg_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\cfg config_id 1
Command: upload cfg_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\cfg config_id 1

Connecting to server... Done.

Upload configuration... Done.

DGS-3200-10:4#

To upload a system log to a TFTP server:

DGS-3200-10:4#upload log_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\1log
Command: upload log_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\1log

Connecting to server... Done.

Upload configuration... Done.

DGS-3200-10:4#

7-3 config firmware
Purpose

To configure the specific firmware as a boot up image or to delete the specific firmware.

Format

config firmware image_id <1-2>[delete | boot_up]

config firmware <pathname 255> [boot_up] (DGS-3200-24 only)

Description

This command is used to configure firmware as a boot-up image or to delete the firmware.

Parameters
Parameters Description
image_id <1-2> Specify the serial number of the indicated firmware.
pathname Specify a firmware file on an SD card file system. This is not necessary
when the file system is not supported. (DGS-3200-24 only)
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Restrictions

Example

Only Administrator-level users can issue this command.

To delete a specific firmware:

DGS-3200-10:4#config firmware image_id 2 delete

Command: config firmware image_id 2 delete

Are you sure you want to delete firmware image_id 2?(y/n) y

Success.

DGS-3200-10:4#

To configure a specific firmware as a boot-up image:

DGS-3200-24:4#config firmware image_id 1 boot_up

Command: config firmware image_id 1 boot_up

Success.

DGS-3200-24:4#

7-

Purpose

Format

4 config configuration

To configure the specific configuration, boot up or active, or to delete it.

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete |

active]

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete |

active]|pathname <pathname 255> [boot_up | active]] (DGS-3200-24 only)

Description

This command is used to configure the specific configuration, boot up or active, or to delete it.

Parameters
Parameters Description
config_id <1-2> Specify the serial number of the indicated configuration.
config_name Specify the configuration file name which exists.
boot_up Specify it as a boot up file.
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delete Specify to delete the configuration.

active Specify to apply the configuration.

pathname Specify a configuration file on an SD card file system. This is not
necessary when the file system is not supported. (DGS-3200-24 only)

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a specific configuration file:

DGS-3200-10:4#config configuration config_id 2 delete

Command: config configuration config_id 2 delete

Success.

DGS-3200-10:4#

7-5 show firmware information
Purpose

To display firmware information.

Format

show firmware information

Description

This command is used to display firmware information.

Parameters

None

Restrictions

None.

Example

To display firmware information:

60



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-24:4# show firmware information

Command: show firmware information

Image ID : 1(Boot up firmware)
Version : 1.50.B012
Size : 3713664 Bytes

Update Time: 2000/01/01 00:57:40

From : 10.5.2.5(Console)
User : Anonymous
Image ID : 2
Version : (Empty)
Size

Update Time:

From

DGS-3200-24:4#

7-6 show config
Purpose

To display the configuration or configuration information.

Format
show config [[effective | modified | current_config | config_in_nvram [config_id <config_id 1-2> |
config_name <filename 32>]] { [include | exclude| begin] <filter_string 80> {<filter_string 80>
{<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string

80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}}}}} |

information]

Description

This command is used to display the configuration or configuration information.

Parameters
Parameters Description
effective Specify to display only commands which affect the behavior of the
device.
modified Specify to display only the commands which are not from the ‘reset’
default setting.
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current_config

Specify the current configuration.

config_in_nvram

??7?

config_id

Specify the configuration file ID.

config_name

Specify the configuration file name which exists.

include Specify to include lines that contain the specified filter string.
exclude Specify to exclude lines that contain the specified filter string.
begin The first line that contains the specified filter string will be the first line

of the output.

<filter_string 80>

Specify a filter string enclosed by the quotation mark symbol.

information

Specify to display the detailed information of a specified configuration.

Restrictions

None.

Example

To display configuration information:
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DGS-3200-10:4#show config information

Command: show config information

Save Configuration Trap : Disabled
Upload Configuration Trap : Disabled
Download Configuration Trap : Disabled
ID : 1(Boot up configuration)
FileName
Version : 2.00.012
Size : 21461 Bytes

Updata Time: 2000/01/01 00:10:49

From Server: Local save(Console)

By User > Anonymous
1D -2

FileName

Version : 2.00.012
Size : 21461 Bytes

Updata Time: 2000/01/01 00:11:04
From Server: Local save(Console)

By User : admin

DGS-3200-10:4#

7-7 ping
Purpose
To test the connectivity between network devices.
Format
ping [<ipaddr> | <domain_name 255>] {times <value 1-255> | timeout <sec 1-99>}
Description

This command sends Internet Control Message Protocol (ICMP) echo messages to a remote IP address.
The remote IP address will then “echo” or return the message. This is used to confirm connectivity

between the switch and the remote device.
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Parameters
Parameters Description
<ipaddr> Specify the IP address of the host.

<domain_name 255> |Specify the domain name of the host. This nhame can be up to 255

characters long.

times The number of individual ICMP echo messages to be sent. If no
keyword is specified, an infinite number of ICMP echo messages will

be sent. The maximum specified value is 255.

timeout Define the time-out period while waiting for a response from the
remote device. A value of 1 to 99 seconds can be specified. The

default is 1 second.

Restrictions
None.
Example

To send ICMP echo message to “10.51.17.1" for 4 times:
DGS-3200-10:4#ping 10.51.17.1 times 4

Command: ping 10.51.17.1 times 4
Reply from 10.51.17.1, time<10Oms
Reply from 10.51.17.1, time<10Oms
Reply from 10.51.17.1, time<10Oms
Reply from 10.51.17.1, time<10Oms
Ping Statistics for 10.51.17.1

Packets: Sent =4, Received =4, Lost =0

DGS-3200-10:4#

7-8 ping6
Purpose

To diagnose the connectivity between network devices using IPv6.

Format

ping6 <ipbaddr> {times <value 1-255> | size <value 1-6000> | timeout <value 1-10>}

Description

This command is used to send Internet Control Message Protocol (ICMP) echo messages to a remote IP

address. The remote IP address will then “echo” or return the message. This is used to confirm
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connectivity between the switch and the remote device.

Parameters
Parameters Description

ip6addr Specify the IPv6 address of the host.

times The number of individual ICMP echo messages to be sent.
A value of 0 will send an infinite ICMP echo messages. The maximum
value is 255.

size Define the size. A value of 1 to 6000 can be specified.

timeout Define the time-out period while waiting for a response from the
remote device. A value of 1 to 10 can be specified.

Restrictions

Only Administrator-level users can issue this command.

Example

To send ICMP echo message to “3FFE:2::D04D:7878:66D:E5BC” for 10 times:

DGS-3200-10:4#ping6 3FFE:2::D04D:7878:66D:E5BC times 10 size 6000 timeout 10
Command: ping6 3FFE:2::D04D:7878:66D:E5BC times 10 size 6000 timeout 10

Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms

Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms

N N N N N N N N NN DN

Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Ping Statistics for 3FFE:2::D04D:7878:66D:E5BC

Packets: Sent =10, Received =10, Lost =0

DGS-3200-10:4#

7-9 traceroute
Purpose

To trace the routed path between the switch and a destination endstation.
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Format

traceroute <ipaddr> {ttl <value 1-60>} {port <value 30000-64900>} {timeout <sec 1-65535>} {probe
<value 1-9>}
traceroute [<ipaddr> | <domain_name 255>] {ttl <value 1-60> | port <value 30000-64900> | timeout

<sec 1-65535> | probe <value 1-9>}

Description

This command is used to trace a route between the switch and a give host on the network.

Parameters
Parameters Description
<ipaddr> Specify the IP address of the destination end station.

<domain_name 255> |Specify the domain name of the destination end station.

ttl The time to live value of the trace route request. This is the maximum
number of routers The traceroute command will cross while seeking

the network path between two devices.

port The port number. Must be above 1024. The value range is from 30000
to 64900.
timeout Specify the timeout period while waiting for a response from the

remote device. A value of 1 to 65535 seconds can be specified. The

default is 5 seconds.

probe The number of probes. The range is from 1 to 9.

Restrictions

Only Administrator-level users can issue this command.

Example

To trace the routed path between the switch and 10.48.74.121.
DGS-3200-10:4#traceroute 10.48.74.121 probe 3

Command: traceroute 10.48.74.121 probe 3

1 <10 ms. 10.48.74.121
1 <10 ms. 10.48.74.121
1 <10 ms. 10.48.74.121

DGS-3200-10:4#
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7-10 telnet
Purpose

To login a host that supports Telnet.

Format

telnet [<ipaddr> | <domain_name 255>] {tcp_port <value 1-65535>}

Description

This command is used to login a host that supports Telnet.

Parameters
Parameters Description
<ipaddr> Specify the IP address of the Telnet server.

<domain_name 255> |Specify the domain name of the telnet server.

tcp_port Specify the Telnet server port number to be connected to. If not

specified, the default port is 23.

Restrictions

Only Administrator-level users can issue this command.

Example

To Telnet to a host, enter the IP address of the switch:

DGS-3200-10:4#telnet 10.90.90.90
Command: telnet 10.90.90.90

The following screen will appear:

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

UserName:

Now proceed as if directly connected from a PC via a serial port.
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7-11 config tftp
Purpose

To pre-configure TFTP server and file pathname on the TFTP server.

Format

config tftp {server [<ipaddr>| <domain_name 255>] | firmware_file <path_filename 64> | cfg_file
<path_filename 64> | log_file <path_filename 64> | attack_log_file <path_filename 64> |
certificate_file <path_filename 64> | key_file <path_filename 64> | tech_support_file
<path_filename 64> | debug_error_log_file <path_filename 64> | sim_firmware_file <path_filename

64> | sim_cfg_file <path_filename 64> | sim_log_file <path_filename 64>}
Description

This command is used to pre-configure TFTP server and file pathname on the TFTP server.

Parameters
Parameters Description

server Specify the IP address or domain name of the TFTP server.

firmware_file Specify the path name that supports “download/upload
firmware_fromTFTP” function.

cfg_file Specify the path name that supports “download/upload
cfg_fromTFTP” function.

log_file Specify the path name that supports “upload log_toTFTP”
function.

attah_log_file Specify the path name that supports “upload attack_log_toTFTP”
function.

certificate_file Specify the path name that supports “download ssl certificate”
function.

key_file Specify the path name that supports “download key_file” function.

tech_support_file Specify the path name that supports “upload
tech_support_toTFTP” function.

debug_error_log_file |Specify the path name that supports “debug error_log” function.

sim_firmware_file Specify the path name that supports “download/upload sim_ms
firmware_fromTFTP” function.

sim_cfg_file Specify the path name that supports “downloa/upload sim_ms
configuration_fromTFTP” function.

sim_log_file Specify the path name that supports “upload sim_ms log_toTFTP”
function.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure TFTP server:

DGS-3200-10:4# config tftp server 10.90.90.1
Command: config tftp server 10.90.90.1

Success.

DGS-3200-10:4#

7-12 show tftp
Purpose

To show TFTP settings.

Format

show tftp

Description

This command is used to show the TFTP server and the file path pre-configured by administer.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To show TFTP settings, if pre-configure server IPv4 address, firmware_file and log_file only:

DGS-3200-10:4# show tftp

Command: show tftp

TFTP Server Settings
IPv4 Address : 10.90.90.1

Domain Name

File Type Path_filename

firmware_file DGS3200.had
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cfg_file

log_file log_tmp
attack _log_file
certificate_file

key file

tech_support_file
debug_error_log_file
sim_firmware_file

sim_cfg_file

sim_log_file

DGS-3200-10:4#
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8 Power Saving Command List

config power_saving mode { length_detection | link_detection | led |port |hibernation} [enable |
disable]

show power_saving {length_detection | link_detection | led | port | hibernation}

config power_saving led [ [add |delete] time_range <range_name 32> | clear_time_range]

config power_saving port [<portlist>| all ] [ [add|delete] time_range <range_name 32> |

clear_time_range]

config power_saving hibernation [ [add | delete] time_range <range_name 32> | clear_time_range]

config led state [enable | disable]

show led

8-1 config power_saving mode
Purpose

To set the power saving state.

Format

config power_saving mode { length_detection | link_detection | led |port |hibernation} [enable |
disable]

Description

This command is used to set the power saving state.
For link detection and length detection function, they apply to the ports with copper media. If the power
saving link detection state is enabled, the power is saved by following mechanisms:

1. When no links are detected on the port, the port will automatically turn off and will only wake up the
second a single link pulse is sent. While the port is turned off, a simple energy-detect circuit will
continuously monitor energy on the cable. The moment energy is detected; the port will turn on fully
as to the IEEE specification’s requirements. The power saving function is performed while no link is
detected and it will not affect the port capabilities while the link is up.

2. When alink is detected on the port, for a shorter cable, the power consumption will be reduced by
lowering the signal amplitude, since the signal attenuation is proportional to the cable length. The port
will adjust the power based on the cable length and still maintain error free applications from both
sides of the link. This mechanism is only available using the hardware support cable diagnostics
function.

If the power saving state of port is disabled, all power saving schedules of port will not take effect.
If the power saving state of port LED is disabled, all power saving schedules of port LED will not take

effect.
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If the power saving state of system hibernation is disabled, all power saving schedules of system

hibernation will not take effect.

Parameters
Parameters Description
link_detection Specify the power saving link detection state.
length_detection Specify the length detection used.
led Specify to configure the power saving state of port LED.
port Specify to configure the power saving state of port.
hibernation Specify to configure the power saving state of system hibernation.
enable Specify to enable power saving state.
disable Specify to disable power saving state.

Restrictions
Only Administrator-level users can issue this command.
Examples

To enable the power saving state of port, hibernation:

DGS-3200-10:4#config power_saving mode port hibernation enable

Command: config power_saving mode port hibernation enable

Success.

DGS-3200-10:4#

8-2 show power_saving
Purpose

To show power saving information.

Format

show power_saving

show power_saving {length_detection | link_detection | led | port | hibernation}
Description

This command is used to display power saving information.

Parameters
Parameters Description
length_detection Specify to display the power saving link detection state.
link_detection Specify to display the length detection used.
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led Specify to display the power saving state of port LED.
port Specify to display the power saving state of port.
hibernation Specify to display the power saving state of system hibernation.

Restrictions

None.

Examples

To display power saving information:

DGS-3200-10:4#show power_saving

Command: show power_saving

Link Detection State: Enabled

Length Detection State: Enabled

Power Saving Configuration On System Hibernation

State: Enabled

Power Saving Configuration On Port LED

State: Disabled
Power Saving Configuration On Port

State: Enabled

DGS-3200-10:4#

8-3 config power_saving led
Purpose

To add or delete the power saving schedule on the port LED.

Format

config power_saving led [ [add |delete] time_range <range_name 32> | clear_time_range]

Description

This command is used to add or delete the power saving schedule on the LED of all ports. When any

schedule is up, all port's LED will be turned off even device’s LED working on POE mode.
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Note: The port LED admin state (configured using the command ‘config led state’) gets high priority. If the
port LED admin state is disabled, all ports’ LED will always be turned off. Currently only three time ranges

are supported.

Parameters
Parameters Description
add Specify to add a time range.
delete Specify to delete a time range
time_range Specify the name of the time range.
clear_time_range Specify to clear all the time range of port LED.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a time range named “range_1" on port LED:

DGS-3200-10:4#config power_saving led add time_range range_1

Command: config power_saving led add time_range range_ 1

Success.

DGS-3200-10:4#

To delete a time range named “range_2" on LED:

DGS-3200-10:4#config power_saving led delete time_range range 2

Command: config power_saving led delete time_range range 2

Success.

DGS-3200-10:4#

8-4 config power_saving port
Purpose

To add or delete the power saving schedule on the port.

Format

config power_saving port [<portlist>| all ] [ [add|delete] time_range <range_name 32> |

clear_time_range]
Description

This command is used to add or delete the power saving schedule on the port. When any schedule is up,
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the specific port will be shut down (disabled).
Note: The port's admin state has high priority. If the port’s admin state is disabled, the specific port will

always be shut down (disabled). Currently only three time ranges are supported.

Parameters
Parameters Description
<portlist> Specify a range of ports.
all Specify all ports.
add Specify to add a time range.
delete Specify to delete a time range
time_range Specify the name of the time range.
clear_time_range Specify to clear all the time range of port.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a time range named “range_1" on port 1:

DGS-3200-10:4#config power_saving port 1 add time_range range_ 1

Command: config power_saving port 1 add time_range range_1

Success.

DGS-3200-10:4#

To delete a time range nhamed “range_2" on port 1:

DGS-3200-10:4# config power_saving port 1 delete time_range range_ 2

Command: config power_saving port 1 delete time_range range 2

Success.

DGS-3200-10:4#

8-5 config power_saving hibernation
Purpose

To add or delete the power saving schedule on system hibernation.

Format

config power_saving hibernation [ [add | delete] time_range <range_name 32> | clear_time_range]
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Description

This command is used to add or delete the power saving schedule on system hibernation. When the
system enters hibernation mode, the Switch changes to a low power state and is idle. It shuts down all the

ports, and all network function does not work. Only the console connection will work via the RS232 port.

Parameters
Parameters Description
add Specify to add a time range.
delete Specify to delete a time range
time_range Specify the name of the time range.
clear_time_range Specify to clear all the time range of system hibernation.

Restrictions
Only Administrator-level users can issue this command.
Examples

To add a time range named “range_1" on system hibernation:

DGS-3200-10:4# config power_saving hibernation add time_range range_ 1

Command: config power_saving hibernation add time_range range_1

Success.

DGS-3200-10:4#

To delete a time range named “range_2" on system hibernation:

DGS-3200-10:4#config power_saving hibernation delete time_range range 2

Command: config power_saving hibernation delete time_range range_ 2

Success.

DGS-3200-10:4#

8-6 config led state
Purpose

To configure the LED admin state of all ports.

Format

config led state [enable | disable]
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Description

This command is used to configure the LED admin state of all ports. When the port LED admin state is
disabled, the LEDs of all ports are turned off. If the port LED admin state is enabled, the port LEDs are

controlled by the ports' link status.

Parameters
Parameters Description
enable Specify to enable the LED admin state of all ports.
disable Specify to disable the LED admin state of all ports.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the LED admin state:

DGS-3200-10:4#config led state disable

Command: config led state disable

Success.

DGS-3200-10:4#

8-7 show led
Purpose

To display the setting of all port's LED admin state.

Format

show led

Description

This command is used to display the setting of all port's LED admin state.

Parameters

None.

Restrictions

None.

Examples

To display the setting of all port's LED admin state:
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DGS-3200-10:4#show led

Command: show led

Port LED state: Enabled

DGS-3200-10:4#
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9 Configuration Trap Command List

config configuration trap {save [enable | disable] | upload [enable | disable] | download [ enable |
disable]}

9-1 config configuration trap

Purpose
To configure the trap status of configuration saving completed, configuration uploading completed and
configuration downloading completed.

Format
config configuration trap {save [enable | disable] | upload [enable | disable] | download [ enable |
disable]}

Description
This command is used to configure the trap status of configuration saving completed, configuration

uploading completed and configuration downloading completed. When set to enabled, the SNMP Agent

will send a trap while the related operation (save/upload/download the configuration) is successfully

completed.
Parameters
Parameters Description

save When set to enable, the SNMP agent will send trap while successfully
save the configuration to NVRAM.

upload When set to enable, the SNMP agent will send trap while successfully
complete uploading configuration.

download When set to enable, the SNMP agent will send trap while successfully
complete downloading configuration.

Restrictions

Only Administrator-level users can issue this command.
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Example

To enable the trap of a configuration saving completed:

DGS-3200-24:4+# config configuration trap save enable

Command: config configuration trap save enable

Success.

DGS-3200-24:4#
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10 SD Card Management Command List [DGS-3200-24 Only]

create backup [config | log] time_range <range_name 32> filename<pathname> {state [enable | disable]}

config backup [config | log] time_range <range_name 32> filename <pathname> state [enable | disable]

delete backup [config | log] [all | time_range <range_name 32> {filename <pathname>}]

show backup {config | log}

create execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |

[increment | reset]}

config execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |

[increment | reset]}

delete execute_config [all | time_range <range_name 32> {config <pathname>}]

show execute_config

execute config <pathname> {increment}

NOTE:
This command set only applies to DGS-3200-24, which has an SD flash card slot at the front of the Switch
(DGS-3200-10 and DGS-3200-16 do not support this feature). Users can plug an SD flash card into the SD flash

card slot on the DGS-3200-24 to carry out file management and other administrative tasks.

The design of the file system command is based on the following rules: Each storage media on a unit will be
mapped to a drive. Therefore, the size of a drive will be the size of the storage media. C: is the default drive that

the file system starts with. The storage media of system Flash has higher priority to be mapped to C:
10-1 create backup

Purpose

To create a schedule to backup the configuration or log.
Format
create backup [config | log] time_range <range_name 32> filename<pathname> {state [enable |
disable]}
Description
This command is used to create a schedule to backup the configuration or log to file system.
If the time range does not exist, the schedule will still be created without prompt. But the schedule will not

take effective until the time range is created. To create an existed entry, the device will feedback a success

message and does no change for the existed schedule. The maximum of schedules backup is 15.
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Parameters
Parameters Description
config Schedule to back up configuration.
log Schedule to back up log.
time_range The schedule to back up the configuration or log.
filename The backup filename of the configuration or log.
state Enable or disable the backup schedule when the schedule is created.
If not specified, the schedule will be disabled.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a backup schedule on time range "range_1":

DGS-3200-24:4# create backup config time_range range_1 filename bk-config-1

Command: create backup config time_range range_1 filename bk-config-1

Success.

DGS-3200-24:4#

10-2 config backup
Purpose

To enable or disable a schedule backup.

Format

config backup [config | log] time_range <range_name 32> filename <pathname> state [enable |
disable]

Description

This command is used to enable or disable a schedule backup.

Parameters
Parameters Description
config Schedule to back up configuration.
log Schedule to back up log.
time_range The schedule to back up the configuration or log.
filename The backup filename of the configuration or log.
state Enable or disable the backup schedule.
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Restrictions

Only Administrator-level users can issue this command.
Example

To enable a backup schedule on time range "range_1":

DGS-3200-24:4# config backup log time_range range_1 filename bk-des-log state enable

Command: config backup log time_range range_1 filename bk-des-log state enable

Success.

DGS-3200-24:4#

10-3 delete backup
Purpose

To delete schedule backup.

Format

delete backup [config | log] [all | time_range <range_name 32> {filename <pathname>}]

Description

This command is used to delete schedule backup.

Parameters
Parameters Description
config Schedule to back up configuration.
log Schedule to back up log.
all Delete all the schedules.
time_range The time range of schedule backup that wants to be deleted.
filename The backup filename of the configuration or log that wants to be
deleted.

Restrictions

Only Administrator and Operator-level users can issue this command.
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Example

To delete all the schedules:

DGS-3200-24:4# delete backup config all

Command: delete backup config all

Success.

DGS-3200-24:4#

10-4 show backup

Purpose
This command is used to show schedule backup.
Format
show backup {config | log}
Description
This command is used to show schedule backup.
Parameters
Parameters Description
config Display the backup schedules for configuration.
log Display the backup schedules for log.

Restrictions

None.
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Example

To show all backup schedules:
DGS-3200-24:4# show backup

Command: show backup

Backup Schedule Entry 1

Time Range : range_1

Type - log
Filename : log-1
State : Enabled

Backup Schedule Entry 2

Time Range : range_2

Type - configuration
Filename : config-1
State : Disabled

Total Entries:2

DGS-3200-24:4#

10-5 create execute_config
Purpose

To create a schedule to execute the configuration on file system.

Format
create execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |
[increment | reset]}

Description
This command is used to create a schedule to execute the configuration on file system. If the time range
does not exist, the schedule will still be created without prompt. But the schedule will not take effective until

the time range is created. To create an existed entry, the device will feedback a success message and

does no change for the existed schedule. The maximum of schedules execute is 15.

Parameters

Parameters Description

time_range The time range when the configuration will be executed.
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config The filename of the configuration on file system.

state Enable or disable the executive schedules when the schedule is created.

If not specified, the schedule will be disabled.

increment The current configuration will not be reset before executing the
configuration.
reset The current configuration will be reset before executing the configuration.
Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To create a schedule to execute the configuration on file system:

DGS-3200-24:4# create execute_config time_range range-1 config vlan-config state enable increment

Command: create execute_config time_range range-1 config vlan-config state enable Increment

Success.

DGS-3200-24:4#

10-6 config execute_config
Purpose

To configure a executive schedule.

Format

config execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |

[increment | reset]}

Description

This command is used to configure configuration state or execute method of a executive schedule.

Parameters
Parameters Description

time_range The time range for schedule to execute the configuration.

config The filename of the configuration on file system.

state Enable or disable the executive schedules.

increment If this option is specified, the current configuration will not be reset before
executing the configuration.

reset If this option is specified, the current configuration will be reset before
executing the configuration.
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Restrictions
Only Administrator and Operator-level users can issue this command.
Example

To configure a executive schedule:

DGS-3200-24:4 config execute_config time_range range_1 config system-config state enable increment

Command: config execute_config time_range range_1 config system-config state enable increment

Success.

DGS-3200-24:4#

10-7 delete execute_config
Purpose
To delete the schedule of executing configuration.
Format
delete execute_config [all | time_range <range_name 32> {config <pathname>}]
Description

This command is used to delete the schedule of executing configuration.

Parameters
Parameters Description
all Delete all the schedules of executing configuration.
time_range The time range of the schedules that execute configuration to be
deleted.
config The configuration file name on file system.

Restrictions
Only Administrator and Operator-level users can issue this command.
Example

To delete all the schedule of executing configuration:

DGS-3200-24:4+# delete execute_config all

Command: delete execute_config all

Success.

DGS-3200-24:4#
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10-8 show execute_config
Purpose

To display all the executive schedules.

Format

show execute_config

Description

This command is used t o display all the executive schedules.

Parameters

None.
Restrictions

None.

Example

To display all the executive schedules:

DGS-3200-24:4# show execute_config

Command: show execute_config

Execute Schedule entry 1

Time Range : execute_ 1

filename : configuration_1
Method > Increment
State : Enabled

Execute Schedule entry 2

Time Range : execute 2

Filename : configuration_2
Method . Reset
State : Disabled

Total Entries: 2

DGS-3200-24:4#
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10-9 execute config
Purpose

To execute configuration on file system.

Format

execute config <pathname> {increment}

Description

This command is used to execute configuration on file system.

Parameters
Parameters Description
<pathname> The configuration filename on file system.
increment If not specified, the current configuration will be reset before executing

the configuration.

If specified, the current configuration will not be reset before executing

the configuration.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To load and execute a configuration:

DGS-3200-24:4# execute config config-vlan-0

Command: execute config config-vlan-0

Read configuration config-vlan-0 failure.

DGS-3200-24:4#

89



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

11 Password Recovery Command List

enable password_recovery

disable password_recovery

show password_recovery

11-1 enable password_recovery

Purpose

To enable the password recovery mode.

Format

enable password_recovery

Description

This command is used to enable the password recovery mode.

Note: The configuration does not take effect until being saved.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the password recovery mode:

DGS-3200-10:4# enable password_recovery

Command: enable password_recovery

Success.

DGS-3200-10:4#

11-2 disable password_recovery

Purpose

To disable the password recovery mode.

Format

disable password_recovery
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Description

This command is used to disable the password recovery mode.

Note: The configuration does not take effect until being saved.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the password recovery mode:

DGS-3200-10:4# disable password_recovery

Command: disable password_recovery

Success.

DGS-3200-10:4#

11-3 show password_recovery
Purpose

To display the password recovery state.

Format

show password_recovery

Description

The command is used to display the password recovery state. The displayed content includes both the
running configuration and the NV-RAM configuration.

When the password recovery state is enabled a user can reboot the switch and enter into the Password
Recovery mode. Otherwise, if the Password Recovery state is disabled a user will not be able to enter into
the special recovery mode.

Note: Only the NV-RAM configuration will take effect when the switch restarts next time, the running
configuration does not take effect until saved. That means the password recovery is determined by the
state stored in the NV-RAM and take effect at the next time switch start up. The Running Configuration is
the current configured state of the password recovery, it will lost without save, or become the NV-RAM

configuration if save the configurations.

Parameters

None.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To display the password recovery state:

DGS-3200-10:4# show password_recovery

Command: show password_recovery

Running Configuration : Disabled

NV-RAM Configuration : Enabled

DGS-3200-10:4#
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12 Tech Support Command List

show tech_support

upload tech_support_toTFTP {<ipaddr> <path_filename 64>}

12-1 show tech_support
Purpose
To display technical support information.
Format
show tech_support
Description

This command is used to display technical support information. It is especially usefu