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How to install Central WifiManager onto an
Amazon AWS Cloud Instance

This document will guide you through the processes involved in setting up Central
Wifi Manager in an AWS cloud.

Start off by signing up for a new AWS Account, or if you wish just can use your existing Amazon.com account to sign
into AWS.
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Sign In or Create an AWS Account
‘What is your e-mail or mobile number? Mew AWS Accounts Include:

E-mail or mobile number: 12 months of access to the AWS Free Tier
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and my password is: AWS Basic Support Features
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Learn more about AWS [dentity and Atcess Managurnent and AWS Multi-Facior Authentication, features that provide
addtional security for your AWS Account. View full AWS Free Usage Tier offer tarms.

About Amazan.com Sign In

Amazen Wab Sorvicss LS infarmation fram your AmaZon.com JECount to iantfy you and allew aecass to Amazon Wab Sarvices. Your use of
this site ks governed by our Terms of Use and Privacy Policy linked below,

Once logged in, you may select a datacentre near your region to minimise the latency between the CWM controller
and your access points. You can do this by clicking in the top right-hand corner, between your name and the Support
link and choosing the appropriate Amazon Datacentre. The under the Compute section select EC2.
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Step 1

Scroll down and pick the appropriate Microsoft Windows Server instance, for this example | will select the Microsoft
Windows Server 2012 R2 Base.

< 0| & 0O & @ & eu-west-1.c0NS0le.aWs.amazon.com o 0 a o [F
AWS ~  Services ~ N Treland Suppert ~
1.Choose AMI 2 ChoosslnstanceTyps 8. Configura Instance 4. Add Sloraga 5. TagInstance 6. Configure Security Group 7. Revisw

Step 1: Choose an Amazon Machine Image (AMI)

Quick Start 1to 22 of 22 AMis

My AMIs Amazon Linux AMI 2015.09.1 (HVM), SSD Volume Type - ami-bff32ccc

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories

AWS Marketplace inciude Docker, PHP, MySQL, PostgreSQL. and other packages. Bé-it
Community AMis Aot device type:abs  Virualization type: hum
~Free tier anly (i [ Red Hat Enterprise Linux 7.2 (HVM), SSD Volume Type - ami-Bb8c578
i
RodHat  Rod Hat Enterprise Linux version 7.2 (HVM), EBS General Purpose (SSD) Volume Type sanit
Frea tier eiginle -oi
Aot device typs:sbs Virualizaiion type: hvm
3 SUSE Linux Enterprise Server 12 SP1 (HVM), SSD Volume Type - ami-f4278487 m

SUSE Linux  SUSE Linux Enterprise Server 12 Servies Pack 1 (HVM), EBS General Purpose (SSD) Velume Type. Public Cloud, Advanced Systems Management, Web and Scripting, and
Xt Legacy modules enabled.

64-bit

Root device type: ebs Vinualization type: hvm

® Ubuntu Server 14.04 LTS (HVM), SSD Volume Type - ami-f35ef58a m
Ubuntu Ubuntu Server 14.04 LTS (HVM), EBS General Purpose (SSD) Velume Type. Support available from Canonical (hitp://www.ubuntu.com/eloud/services). sa-bit
Fres tr sigols

Root devics type ebs  Virualization type: hm

& Microsoft Windows Server 2012 R2 Base - ami-3367d340 m
Windows  Micrasoft Windows 2012 R2 Standard edition with 64-bit architecture. [English] 84-bit
Fraa tier aigioia
Aot device type: ebs  Vinualization type: fm
Are you launching a database instance? Try Amazon RDS. Hide

Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale a relational database of your choice (MySQL, PostgreSQL, Oracle, SQL Server) in
the cloud. It provides cost-efficient and resizable capacity while managing time-consuming database management tasks, freeing you up to focus on your applications and

‘® Feedback (@ English vacy Pol Terms of Use

Step 2

Since we will only be running a limited number of Access Points | have selected the General purpose, t2.micro instance.
This free micro instance has 1 virtual CPU, 1GB of memory, and is Free tier eligible. Then Click Next.

< [in] 0O & faev] # eu-west-1.console.aws.amazon.com o th 3 | [
AWS ~  Servi ~ Support ~
1.ChocseAMI 2. ChooselnstanceType 3. Configurelnstance 4. Add Storage 5. TagInstance 6. Configure Security Grou 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized 1o fit different use cases. Instances are virtual servers that can run lions. They have varying i of CPU, memory, storage, and networking capacity,
and give you the flexibility to choose the appropriate mix of resources for your applications. Learmn more about instance types and how they can meet your computing needs.

Filterby:  Allinstance types ~  Currentgeneration ~ Show/Hide Columns

Currently selected: t2.micra (Variable ECUs, 1 vCPUs, 2.6 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - VvCPUs (i - Memory (GIB) - Instance Storage (GB) i - EBS-Optimized Available | - Network Performance i -
General purpose 2.nano 1 05 EBS only - Low to Moderate
L} General purpose 1 1 EBS only = Low to Moderate
General purpose 1 2 EBS only - Low to Moderate
General purpose t2.medium 2 ) EBS only - Low to Moderate
General purpose 12 large 2 8 EBS only - Low to Moderate
General purpose m4.large 2 8 EBS only Yes Moderate
General purpose m4 xlarge 4 16 EBS only Yes High
General purpose md.2xlarge 8 a2 EBS only Yes High
General purpose md.4xlarge 16 64 EBS only Yes High
General purpose md.10xlarge 40 160 EBS only Yes 10 Gigabit
General purpose m3.medium 1 378 1x4(sSD) - Moderate
General purpose m3.large 2 75 1x32(88D) - Moderate
Cancel | Previous Next: Configure Instance Detalls
® Feedback (@ English Privacy Policy ~ Terms of Uss.
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Step 3

Configure Instance Details. Leave all settings as default. You may want to check Enable termination protection - Protect
against accidental termination, which makes sure you don'’t delete the instance by accident (this can be enabled/
disabled in the future). Then Click Next.

< M || & 0O & [1e] & eu-west-1.console.aws.amazon.com

AWS ~  Services ~

1.Chooss AMI 2. ChoosalnstanceType 3. Configure Instance 4. Add Storage 5. Taglnstance 6. Configurs Security Group 7. Rlaview

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the nstance, and more.

Number of instances (i 1 Launch into Auto Scaling Group (i

Purchasing optien —Request Spot instances

Network (i ((Vpc-e2371087 (172.31.0.0/16) (defaul 3) C Createnew VPG
Subnet ((No preference (default subnet in any Availability Z %) Create new subnet
Auto-assign Public IP (i (TUse subnet setting (Enable) )
Domain join directory  (§ (TNone 7) C Create new directory
IAM role (0 ((None 3) C Create new IAM role
Shutdown behavior (j (Stop 7

Enable termination protection | Protect against accidental termination

Monitoring | Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy (i ((Shared - Run a shared hardware instance 7

Additional charges will apply for dedicated tenancy.

» Advanced Details

Cancel  Previous Review and Launch Next: Add Storage

cy Pob Tarms of Use
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Step 4
You may add extra Storage capacity , but AWS provides up to 30 GB of EBS Storage.

< o || & 0o s @ & au-west L.console.aws.amazon.com

AWS ~  Services ~ Ireland ~  Support -

1.Chosse AMI 2. ChoosalnstanceType 3. Configura lnstance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance,
or edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more
about storage options in Amazon EC2.

Volume Type (i Device (i’ | Snapshot (i Size (GIB) (i) | Volume Type (i I0PS (i | Delete on Termination (i)  Encrypted (i

Root fdevisdal  snap-5ic3ease 30 General Purpose SSD (GP2) ) 90/3000 Not Encrypted

Add New Volume

Frae tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel | Previous Review

SIEPPTN  Next: Tag Instance

@ Feedback (@ English Privacy Policy ~ Terms of Use.
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Step 5

Tag Instance. Enter the optional tag to help identify the instance, it is not required in our implementation.

< M || & O & e} & eU-west-1.coNsole.aws.amazon.com & [+ ] i a g

AWS ~  Services ~ Neil Patel - Ireland ~  Support -

1.Choose AMI 2. Choosslnstance Type 3. Configure Instance 4. Add Storage 5. Taglnstance 6. Configure Security Group 7. Review

Step 5: Tag Instance

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Leamn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum)
Name: CWM Server [x]
CreateTag  (Up to 10 tags maximum)

Cancel | Previous | EEUCUETSIETILN  Next: Configure Security Group

@ Feedback (@ English

Step 6

Configure Security Group. AWS uses a software firewall to protect the virtual server. To open the relevant firewall
ports to enable CWM to communicate with your remote Access Points.

1.Assign a security group: Create a new security group
2.Security group name: CWM Configuration

3. Description: (Enter the optional controller description)

Type Protocol Port Range Source
RDP TCP 3389 Anywhere 0.0.0.0/0
SNMP ubDP 161-162 Anywhere 0.0.0.0/0
Syslog ubp 514 Anywhere 0.0.0.0/0
Listen Port ubpP 8090 Anywhere 0.0.0.0/0
Service POrt ubpP 64768 Anywhere 0.0.0.0/0
FTP TCP 9000 Anywhere 0.0.0.0/0
ALG-FTP TCP 54000-54999 Anywhere 0.0.0.0/0
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< ] 0O ] @ eu-west-1.conscle.aws.amazon.com (4] Jui] o +
AWS ~  Services ~ Support -
1.Choose AMI 2. Cnoose Instance Type 3. Configure Instance 4. Add Storage 5. Taglnstance 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic
to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: mreala a new security group

~Select an existing security group

Security group name: launch-wizard
Description: launch-wizard-created 2016-02-11712:53:42.452+00:00
Type (i Protocol (i Port Range (i source (i

TGP 328

¥ Custom TCP Rule TCP 0
Custom ICMP Rule
Custom Protocol
Al TGP
All UDP te of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.
All IGMP
Al traffic
SSH
SMTP
DNS (UDP)
DNS (TCP)
HTTP
POP3
IMAP
LDAP
HTTPS
SMTPS
IMAPS
POP3S
MS 5QL

(<>

Cancel = Previous Review and Launch

lish Terms of Use

4 0 || & 0O & o] eu-west-1.console.aws.amazon.com [+] th a | [
¥  AWS ~  Services ~ Support ~
1.Chooss AMI  2.Choosslnstance Type 3. Configurs Instance  4.Add Storaga 5. TagInstance 6. Configurs Security Group 7. aview

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic
to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: @Create a new security group

~Select an existing security group

Security group name: launch-wizard
Description: launch-wizard-created 2016-02-11T12:53:42.452+00:00
Type (i Protocol (i Port Range (i Source (i
Ce— o e - =
‘Custom UDP Rule % UDP 161-162 Anywhere 3 (%]
Add Rule
A Warning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Cancel  Previous leview and Launch

@ Feedback (@ English Privacy Policy ~ Terms of Use
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< @ (4] E] [oer] eu-west-1.conscle.aws.amazon.com [+] ] [
EC2 Management Console www.dlink.com/-/media/Business_Products/CWM/CWM_100%20_FAQS.pdf +
Services ~ Neil Patel - Ireland - Support -
1.Choose AMI 2. OhocsslnstancaTypa 0. Configurslnstance 4. Add Storage 5. Tagnstanca 6. Configurs Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internat traffic
1o reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: @Create a new security group

~Select an existing security group

Security group name: launch-wizard
Description: |launch-wizard-created 2016-02-11T12:53:42.452+00:00

Type (i Protocol (i Port Range (i
ToP 3389 o
uoP 161-162,514,8090,64768 (<]

Custom TCP Rule_% TCP 443 <]
Top 2 ©

Custom TCP Rule & TCP 80 (<]
Top 000 ©

Custom TCP Rule § TCP 54000-54999 [x]
Add Rule

A Warmning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Cancel  Previous Review and Launch

® Feedback (@ English Pali Terms of Use
Step 7
Review Instance Launch. Use this page to review your configuration, and when ready, click Launch.
< M | & 0O & o eu-west-1.console.aws.amazon.com (1] ] a
EC2 Management Console ‘www.dlink.comj-/media/Business_Products/CWM/CWM_100%20_FAQS.pdf +
rvices ~ Neil Patel - Ireland Support ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch
~ AMI Details Edit AMI
ol Microsoft Windows Server 2012 R2 Base - ami-3367d340

YTl Microsoft Windows 2012 R2 Standard edition with 84-bit architesture. [English]

Root Device Type: ebs  Virtualization type: hum

If you plan to use this AMI for an application that benefits from Microsoft License Mobility, fill out the License Mobility Form. Don't show me this again

~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GIB) Instance Storage (GB) [EBS-Optimized Avallable Network Performance
t2.micro Variable 1 1 EBS only - Low to Moderate
~ Security Groups Edit security groups.
Security group name launch-wizard
Description launch-wizard-created 2016-02-11T12:53:42.452+00:00
Type (i Protocol (i Port Range (i Source (i
RDP TCP 3389 0.0.0.0/0
AllUDP uppP -1 0.0.0.0/0
HTTPS TGP 443 0.0.0.00
SMTP TCcP 25 0.0.0.0/0
HTTP TCP 80 0.0.0.0/0
Custom TGP Rule TCP 8000 0.0.0.0/0
Gustom TGP Rule TCP 54000 - 54899 0.0.0.0/0
b Instance Details Edit instance details

Cancel  Previous
Define key pair and launch
‘® Feedback @ English PrivaBy oo SR
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Step 8

You will be prompted to Select an existing key pair or create a new key pair. An AWS Key Pair allows you to securely

connect to your AWS instance.

Enter a Key Pair name, and click Download Key Pair.

Important: Ensure you have saved the .pem file to a safe place on your computer, click Launch Instances.

0O A O 8 eu-west-1.console.aws.amazon.com [ o M

Select an existing key pair or create a new key pair X

A by ik of that AWS stoees. and Tike Tt you S2one. Togothar,
hay slow 0 your For Abis, tha privais key fle s
raquired ta obtain the password used to log into your instance. For Linux AMSS, the private key fie
allows you o secunsly SSH Into your instance.

Note: The selected key pair will be added to the set of keys authorined for this instance. Learn mone
aBout remiving existing ey pairs fram a pubiic AMI

Select a key pair
(A Uit

I
Tt withous this i, | won'] be able 10 log into my instance,

Download the shortcut to the Remote Desktop File.

iwme_mnruumwwm

!‘_Vﬂl-ﬁ,*ium!}ﬂuim HigshPael 0O IR

——

2w <

0O a = - et oo
(LR LTy S

o

Connect To Your Instance

i s o] . i W, Pl ) e (e (e 8 i i, ] By
Sl W v Dok PR SR T e

Icrmricai Mt [k i
Wi e, Soeranc b e Pearen usig e ke s
s EACH 2 535 T et e BT o
e Ama Bdremingior
Fairws i P

¥ uiny oo ] el Filiral g b 8 Sy e e i el by (vl W G| b
g LA
PO P By SR COPYSIING 0 PO FARICH, (R M S DOFTHO COCLTI

L+RQCBATNEOO0 - s 2P0 GAGE ‘ACTT W sermn T

o



[=]

LE

Click on Get Password (it takes a few minutes for the instance to be launched before the password is available).
Browse and navigate to the private key file you created when you launched the instance. Select the file and choose
Open to copy the entire contents of the file into contents box. Click Decrypt Password, and the console displays the
default administrator password for the Windows instance. Make a note of the default administrator password, or copy
it to the clipboard. You need this password to connect to the instance.
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e If you opened the .rdp file, you’ll see the Remote Desktop Connection dialog box.
¢ |f you saved the .rdp file, navigate to the downloads directory, and open the .rdp file to display the dialog box.

You may get a warning that the publisher of the remote connection is unknown. If you are using Remote Desktop
Connection from a Windows PC, choose Connect to connect to your instance.

When prompted, log in to the instance, using the administrator account for the operating system and the password that
you recorded or copied previously. If your Remote Desktop Connection already has an administrator account set up, you
might have to choose the Use another account option and enter the user name and password manually.
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