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Section 1 - Product Overview

Package Contents

e D-Link DCS-2120 Wireless Network camera with 3G Mobile Video Support
e CAT5 Ethernet Cable

* Power Adapter

e Antenna

e Manual and Software on CD

* Quick Install Guide

e Camera Stand

Note: Using a power supply with a different voltage than the one included with
your product will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e Windows® 2000 or XP

* At least 256MB of memory (512MB recommended)

* A wireless (802.11b or 802.11¢) or Ethernet network

* Internet Explorer 6.x or higher Internet Web Browser

* VGA card resolution: 800x600 or above

e CPU: Pentium 4 1.3GHz or above processor (Pentium 4 2.4GHz processor or higher with 512MB
memory and a 32MB video card is required for multiple camera viewing and recording in IP surveillance
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Section 1 - Product Overview

Introduction

The D-Link SECURICAM Network DCS-2120 Wireless Network camera is a powerful surveillance system that connects
wirelessly to your 802.11b/g network. The DCS-2120 features enhanced 802.11b/g and connects wirelessly at a rate
of up to 54Mbps' (Megabits per second). The DCS-2120 differs from a conventional PC Camera because it is a
standalone system with a built-in CPU and Web server, providing a low-cost solution capable of solving demanding
security and home/office monitoring needs. Snapshot enables you to save images directly from a Web browser to a
local hard drive without installing any additional software. With 0.5 lux light sensitivity, the DCS-2120 is capable of
capturing video in rooms with minimal lighting. You can also zoom in with the DCS-2120’s 4x digital zoom? feature.
The DCS-2120 gives you the ability to monitor video and audio in your home/office using an Internet browser from any
where in the world! Simple installation procedures, along with the built-in Web-based interface offers easy integration
to your network environments.

Customers also have the ability to view live video streams from a compatible 3G cell phone. The live camera feed of
the D-Link Wireless Network camera can be pulled from the 3G cellular network by using a compatible cell phone with
a 3G video player®. From anywhere within the 3G service area, both consumers and small businesses are offered a
flexible and convenient way to remotely monitor a home or office in real time.

Note: Use of audio or video equipment for recording the image or voice of a person without their knowledge and consent
is prohibited in certain states or jurisdictions. Nothing herein represents a warranty or representation that the D-Link
product provided herein is suitable for the end-user’s intended use under the applicable laws of his or her state. D-Link
disclaims any liability whatsoever for any end-user use of the D-Link product, which fails to comply with applicable
state, local, or federal laws.

"Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and environmental factors
lower actual data throughput rate.

24x digital zoom enlarges an image by magnifying the pixels in a selected portion of the image by 4 times.

3 3G phone must be equipped with 3G video playback such as RealPlayer® or PacketVideo for Symbian or PocketPC.
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Section 1 - Product Overview

Features

» 3G Compatibility: Offers customers the ability to view live video streams from a compatible 3G cell phone. The
live camera feed can be pulled from a 3G cellular network by using a compatible cell phone with a 3G video
player.

e Supports a Variety of Platforms: Supporting TCP/IP networking, SMTP e-mail, HTTP and other Internet related
protocols, the DCS-2120 Network camera can be integrated into other Internet/Intranet applications because
of its standards-based features.

* Remote Snapshot Images: You can save snapshots directly from the Web browser to a local hard drive
without installing any additional software, making it convenient to instantly capture any moment from a remote
location.

 Low Light Recording and 4x Digital Zoom: The DCS-2120’s 0.5 lux light sensitivity allows you to capture video
in rooms with minimal lighting, making it ideal for use at night time. The camera also features 4x digital zoom
for closer viewing.

* Web Configuration: Using the Internet Explorer Web browser, administrators can configure and manage the
Network camera directly from its own Web page via the Intranet or the Internet. Up to 20 user names and
passwords are permitted, with privilege settings controlled by the administrator.

* Powerful Surveillance and Remote Monitoring Utility: The powerful IP surveillance software allows an administrator
to modify the Network camera settings from a remote site via the Intranet or the Internet. Administrators are
capable of monitoring live video feeds as well as recording video and taking snapshots.

* Broad Range of Applications: With today’s high-speed Internet, the Network camera provides the ideal solution
for live video images over the Intranet and Internet for remote monitoring. The DCS-2120 allows remote access
from an Internet Explorer Web browser for live image viewing with audio and allows the administrator to manage
and control the Network camera anywhere and any time. Apply the Network camera to monitor various objects
and places such as homes, offices, banks, hospitals, child-care centers, amusement parks and other varieties of
industrial and public monitoring. The Network camera can also be used for intruder detection with its motion-detection
mode, capture stillimages and video images for archiving and many more applications. The wireless capability
enables you to place the camera where it is inconvenient to install network cables.
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Section 1 - Product Overview

Hardware Qverview

Antenna Connector

One antenna is included with the DCS-2120.
It is fastened onto the antenna connector on
the side panel to provide a connection with
a wireless network.

DC Power Connector

The DC Power input connector is labeled DC
5V with a single jack socket to supply power
to the DCS-2120.

Ethernet Cable Connector

The DCS-2120 features an RJ-45 connector for connections to 10Base-T Ethernet cabling or 100Base-TX
Fast Ethernet cabling. The port supports the NWay protocol, allowing the DCS-2120 to automatically detect or
negotiate the transmission speed of the network.

Reset Button

Reset will be initiated when the reset button is pressed once and Power
LED begins to flash. Factory Reset will be initiated when the reset button
is pressed continuously for 30 seconds. Release the reset button and the
Power LED will begin to flash indicating that the DCS-2120’s settings are
restored back to the factory settings.

I — i —
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Section 1 - Product Overview

Power LED

The power LED is positioned in the center of
the camera below the Network camera Lens.
As soon as the power adapter is connected
to the camera, the power LED will flash red
and blue several times, indicating that the
DCS-2120 is conducting a self-test. Upon

LEDs

passing the self-test, the LED will turn blue,
indicating a good connection to an Ethernet
or wireless connection. A red LED indicates

that no connection has been made.
—
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Section 1 - Product Overview

Hardware Installation

Connect an Ethernet cable to the Ethernet connector located on the Network
camera’s bottom panel and attach it to the network.

Note: It is required that an Ethernet cable is used during initial setup. Once your
wireless configuration is set, you may disconnect the Ethernet cable.

Attach the external power supply to the DC power input connector located on the
Network camera’s bottom panel (labeled 5VDC) and connect it to your wall outlet.
When you have a proper connection, the LED will light up.

The LED will flash red and blue when you first power on the unit. The LED will not
turn blue until the camera has received a network |IP address.
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Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless network camera lets you access your network using a wireless connection from virtually anywhere

within the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link adapter and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

.Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DCS-2120 User Manual
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Section 3 - Configuration

Configuration

Turn on the computer and Insert the D-Link DCS-2120 Driver CD in the CD-ROM drive. The step-by-step instructions
will help you to search and setup your IP camera smoothly and quickly.

If the CD Autorun function does not automatically start on your computer, click Windows® Start > Run. In the Run
command box type “D:\DCS5220.exe”, where D: represents the drive letter of your CD-ROM. If it does start, proceed

D-Link Click’n Conenct (DCC)

DCC will show the MAC address and IP address of your DCS-2120. If you have a DHCP* server on your network,
there will be a valid IP Address displayed at the end of DCC process. You can begin to use the IP camera
now.

*A DHCP server is a device that supplies IP Addresses to its
clients that are on the same network.

» View QIE

# View Mangal

» M
Manag
=13 Ins

» Technical Suppert

 wsaaines DGS-2120
\Wireless Network Camera

Quick Installation

Click Start }
Q
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Section 3 - Configuration

Enabling UPnP for Windows® XP

UPnP (Universal Plug and Play) is a networking architecture that provides
compatibility among networking equipment, software, and peripherals. The
DCS-2120 is an UPnP enabled Network camera. If your operating system is
UPNP enabled, the device will be easier to configure. If you do not want to use
the UPnP functionality, it can be disabled by unchecking the Enabled UPnP
checkbox in the Advanced > Network page (see page 32). Use the following
steps to enable UPNP settings only if you are running Windows® XP. If you are
running Windows® 98/2000, UPnP is not available.

Go to Start > Settings. Click Control Panel.

Click Add or Remove Programs i

—

@’ Set Program Access and Defaulks
w wWindows Catalog

% Windows Update

L Prograns

y  Documents

- Control Panel

& metwork Connections

Search
C‘fﬂ Printers and Faxes

| Help and Support G, Taskbar and Start Menu

Run...

"I Log OFF PMalar,..

Turn OFF Computer...

W P R w

Ell  Admiistretive Dote ard Tme  Dislay  Folder Cptions
o Touk
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Section 3 - Configuration

Click Add/Remove Windows Components k
—

The following screen will appear.

Select Networking Services.

Click Details

T Add ar Remove Programs (313

wai Cumarely taliad prograne: E -
hange or ] DameWare ST Uilities
Reave
Frogrom
Adiliem | g Intmnet Explires GRTHIO
Progm.
[ P sretianee = 100
g ) Outenit Expres Lelat QES0WS

AddRemore | | © Wi rer Mt tor ] [N R
ek 15 w3 i « KIS

Companents

150 wandows 45 Mokt - KBEZILED
@ " P————
15 Wandows 1P Mokt - KBS24105
heotssand | (B wircows 3 petfic - CHEZ4141

15 windows 1P Mokt - KBE24L46

‘Windows Components
You can add or remove components of Windows 2P

To add or remove a component, click the checkbox. & shaded box means that only
part of the companent will be installed. To see what's included in a component, click.

D etails.
Compaonents:
[ = Message Queving 0OME

¥ MSN Explorer 13.2MB
e e FEeEES

O Eg (Other Network File and Print Services 0.0ME
I 54 Mutinnk Fenress nnwme ¥

Description: Containg a varniety of specialized, network-related services and protocols.

‘Q

Select Universal Plug and Play.

Click OK }

Total disk space required 4 7 MB [
PACE avallabie on disk:

I < Back ” Mext > ][ Cancel I

To add or remove a companent, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Networking Services:

0.0 MB
[ ZRIP Listener 0.0 MB
O Simple TCPAP Services 0.0MB
B |Universal Plug and Play 0.2 MB

Description:  Allaws you ta find and contal Intemet connection sharing hardware and
software that uzes Universal Plug and Play.

Total disk space required: 54.7 MB
Space available an disk: 1926.8 MB

N

P o [ oo
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Section 3 - Configuration

Click Next

Windows Components Wizard

‘Windows Components
You can add o remove components of \Windows XP.

To add or remowve a component, click the checkbox, A shaded box means that only
part of the companent will be installed. To see what's included in a component, click
Details.

Companents:
[] =2 Message Queting 0.0MB A
% MSN Evplorer 132 ME

O Other Network File and Print Services 00MB
VI8 Mtk F wriress nnup_ ¥

Drescription:  Containg & wariety of specialized. network-related services and protocals.

Total disk space required: 54.7 MEB
Space availlable on disk: 1526.8 MB

Please wait while Setup configures the components.

Click Finish

=2

Configuring Components
Setup is making the configuration changes you requested.

Pleaze wait while Setup configures the components. This may take
:':) several minutes, depending on the components selected.

Status:  Completing configuration of Intermet Information Services [IIS].

Windows Components and

Completing the Windows
Components Wizard

“f'ou have successfully completed the Windows
Components ‘Wizard.

T close this wizard, click Finish

} Finish

D-Link DCS-2120 User Manual
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Section 3 - Configuration

To view your DCS-2120 Network camera in an Internet browser, go
to your Desktop and click My Network Places.

L] My Network Places E\@I |
ay

Click DCS-2120 (192.168.0.120). \‘) QJ ,o o B9 E

Address |43 My Network Places B

DCS-2120
(172.17.5.125)
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Section 3 - Configuration

After you click on the DCS-2120 icon, your Internet
browser will automatically be opened to the IP Address of
the DCS-2120, in this example itis: http://192.168.0.120.
Your DCS-2120 may have a different IP Address.

LI¥E YIDEOD | SETUP MAINTENANCE STATUS

]
= W OLIVE VIDEO
ICS f)

This section shows your camera's live video. You can control your settings using the buttons below.
Current resolution iz 640x480

DCa

&g nne o

D-Link DCS-2120 User Manual
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Section 3 - Configuration

Testing the DCS-2120

Open your Internet browser and type in the IP address of the DCS-2120. In this example, the address is: http://192.168.0.120
(your DCS-2120 may have a different IP address based on what you used in the DCC program).

DCS-2120| LIVE ¥IDEO

aaaaa

ive wideo, You can confral

This section shows your camera
Current resolution is 540%480

&)/ n 4o

The window in the center of your browser is the camera image window. You should now see a video image and hear the
audio over your computer speakers from the DCS-2120. If you are having problems, please consult the Troubleshooting

section of this manual (page 128).
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Section 3 - Configuration

Viewing Your DCS-2120

After all the router settings have been entered correctly, a PC user inside or outside your network will have access to
the camera through the Internet Explorer Web browser. To access the camera from the Internet, type the IP Address
of the router given to you by your ISP, followed by a colon, and the port number that you gave your camera (e.g.,
http://70.42.15.9:83). It is not necessary to enter the colon and port number if you are using the default Web server
port 80. To access from a computer on your local (home) network, simply enter the local IP Address of the Camera
followed by a colon and the port number (e.g., 192.168.0.120:83).

If you are following this manual in the order it is presented,
you should now have an operating DCS-2120 Network camera [BrzFiii <
configured with the Installer program. This section of the manual =

will cover how to use the Network camera in two methods:

SSSSSSSSSSS

This section shows your camera's live video, You can control your settings using the buttons below,
Current resolution is 640x480

e Using the DCS-2120 with an Internet browser and accessing
the screens to control and monitor the camera.

e Using IP surveillance software with the DCS-2120.

&z n e e
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Section 3 - Configuration

Using the DCS-2120 with an Internet Browser

Open your Internet Explorer Web browser and enter the IP address for your Network camera (http://192.168.0.120).

In the example, this address is 192.168.0.120. Your address may differ.

If a window appears asking to install a Verisign certificate for authentication click Yes. This allows the proprietary
MPEG4 video stream to be recognized by Internet Explorer.

Internet Explorer - Security Warning EJ

Do you want to install this software?
Iﬁ Mame; RTSE MPEGE SP Conkrol
Publisher: D-Link Corporation

More options Install ] E....P—..Dnlt Install |

: While files From the Internek can be useful, this file byvpe can potentially harm
wour compuker, Only install saftware From publishers wiou brust, What's the risk?
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Section 3 - Configuration

Home Page Screen

The image from the DCS-2120 should be visible from the device’s Home page on your web browser.

Snapshot: Click on the Snapshot button to capture a snapshot
image. The image will pop up in a new window. This
image can be saved to your local hard drive.

DCS-2120| LIVE YIDEO | SETUP MAINTENANCE STATUS HELP

aaaaa

This section shows your camera’s live widea, You can control vour settings using the buttons below,
it resolution is 640x480

Client Setup: Click on the Client Setup button to change settings
related to the camera connection.

Logout: Click on the Logout button to logout from the camera
server and close the browser.

&)z n m ¢
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Section 3 - Configuration

Media Options:

Protocol Options:

Record Options:

Client Setup

You can disable audio when viewing video, disable video while
keeping audio, or have both video and audio present.

Most users should use the UDP protocol. Generally, the client

computer will automatically try these protocols in the following ' T e

Order’ UDP > TCP- After the Client ConneCtS to the DCS-21 20 lere you can configure the audio and video settings as well as the type of connection your ; G
camera wing it on a network. ;r

uses when vie

successfully, the working protocol will be displayed in Protocol [ E—— e .
Options. The chosen protocol will be saved in your PC and
used for the next connection. If the network environment is

MEDIA OPTIONS

@ video & Audio Cviden Only O audio Only

changed or users want to let the Web browser automatically
detect the protocol, select UDP manually and click Save to T 3.t defoction orce of hansmison potcol s UDP-» TCR-5HTTP

change the setting and return Home to reconnect with the i i

new setting.

Folder: CHRecord

options: File Marme Prefix: [cup

[#ladd date and time suffix to fle name
UDP Protocol - Offers the highest image and video quality.
However, packet losses will diminish image quality when
bandwidth becomes restricted.

TCP Protocol - Packet loss is less likely to occur compared
to UDP when bandwidth is restricted.

HTTP Protocol : This protocol allows the same quality as TCP protocol and the users don’t need to open specific port
for streaming under some network environment. Users inside a firewall can utilize this protocol to allow streaming data
to come through.

SECURITY

Allows you to specify where the video image will be saved on your local hard drive, when recording video directly from
the web interface.

Users can record the live video as they are watching it by clicking Start MP4 Recording on the main page. Here, you
can specify the storage destination and file name.

Folder : Specify a storage destination for the recorded video files.
File Name Prefix : Enter the text that will be put in front of the video file name.
Add date and time suffix to the file name : Select this option to add date and time to the file name suffix.
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Section 3 - Configuration

DCS-2120 Configuration
Setup

There are 5 tabs across the top of the Configuration
screen. The LIVE VIDEOQO page is used for viewing live
video and audio.

The SETUP page is used for basic setup of the DCS- L e

settings manually, click manual setup to enable the Camera connection setup,

21 20 . [_Internst Connection Setup Wizard | [ Manual Intsrnst Connsction Setup |

In this section, you can setup the camera's Motion Detection settings. If you are configuring this

The MAINTENANCE page is used for server system doste Tt st e i ecommens ot vou o et et o, o o
maintenance.

click manual setup to enable the Mation Detection setup.

|__Motion Detsction Setup Wizard |[__Manual Motion Detection Sstup__|

The STATUS page will show the camera’s status and
logs.

The HELP page contains useful information about the
setup and features of the DCS-2120.

SECURITY
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Section 3 - Configuration

Internet Connection Settings:

Internet Connection Setup
Wizard:

Manual Internet Connection
Setup:

Camera Motion Detection
Settings:

Motion Detection Setup Wizard:

Manual Motion Detection Setup:

Wizard

This section will help you to connect to Internet.

This wizard can help you set up the Internet
connection step by step. If you don’t have
enough information for the setup, please contact
with your Internet Service Provider or network
administrator.

This button will take you to the network setup
page, where you can configure the Internet
connection settings manually.

This section will help you set up motion detection
and it’s action.

This wizard can help you to setup the motion
detection step by step, including the motion
de%_ectlon area, sensitivity and the schedule of
actions.

This button will take you to the motion detection
setup page.

This wizard wil guide you through a step-by-step

mation detection functions. To Setup tha IMamet connection settings, please dick
on the Back button to dose this witard and re-open the internet conmection setup
wizard. Otherwise cick on the Next button to begn.

PROCESE 0 CONMQUTE YOUF Camerd’s

= Step 1: Spocty makion dotection Arod Settngs.
= Step 2: Motion Detection Schaduls
» Step 3: Alerts and Notfcations

D-Link DCS-2120 User Manual
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Section 3 - Configuration

DHCP:

IP Address:

Subnet Mask:

Default Router:

Primary DNS:

Secondary DNS:

Enable UPnP:

Enable UPnP port forwarding:

PPPOE:

Network Setup

DCS-2120 will request a new IP address from
the DHCP server everytime it restarts. Once the
DCS-2120 is configured, this radio should be
unselected at all times. If this radio button has
been selected and the connection is lost, run the
DCC find the camera’s IP address.

Necessary for network identification.

Used to determine if the destination is in the same
subnet. The default value is 255.255.255.0.

Enter the IP address of the router/gateway. Invalid
router settings may cause failedtransmissions to
a different subnet.

The primary domain name server that translates
names to IP addresses.

The secondary domain name server to backup
the primary one.

(Universal Plug & Play) This option allows a
computer to find this camera through UPnP,
which will show up under “Network Neighborhood”
without configuration. UPnP is based on TCP/IP
and Internet ﬁrotocols. UPnP is a networking
architecture that provides compatibility among

Aote: R TR vtk port and R TP audo port must be an “swan” numbee. ATEP video port
e RTEP audio port must be R TP widkso poet and RTP audo port aokd "1™ indhidbaly.

SECURITY

networking equipment, software, and peripherals. The camera is a UPnP enabled device and it will work with

other UPnP devices and software.

The camera will add the port forwarding entry into the router automatically when this option is enabled.

(Point-to-Point Protocol over Ethernet) Select this option if the camera is directly connected to the Internet through
a DSL modem, and the ISP (Internet Service Provider) requires you to use PPPOE for the Internet connection.
Enter the authentication information from your ISP into these fields.

Note: The Internet (WAN) IP Address of the PPPoE will be sent through e-mail.

D-Link DCS-2120 User Manual
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Section 3 - Configuration

HTTP Port:

Enahle RTSP authentication:

Access name for computer viewing:
Access name for mobhile viewing:
RTSP port:

RTP port for video:

RTCP port for video:

RTP port for audio:

RTCP port foraudio:

Can be set to another value other than the default port 80. When the administrator changes the HTTP
port of the DCS-2120(which has an IP address of 192.168.0.100) from 80 to 8080, you must type
http://192.168.0.100:8080 in the web browser address field to reach the web configuration page.

This option will turn on the authentication of RTSP. You need to specify access name to login
camera like this: rtps://cameraip/live.sdp.

This option allows you to specify the file name for RTSP streaming thru computer.
This option allows you to specify the file name for RTSP streaming thru mobile phone.
This option allows you to set a port other than the default UDP port 554.

The video channel port for RTP. It must be even number.

The video channel port for RTCP. It must be the port number of video RTP plus 1

The audio channel port for RTP. It must be even number.

The video channel port for RTCP. It must be the port number of video RTP plus 1.
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Disable Wireless:

SSID:

Wireless Mode:

Channel:

TX Rate:

Preamble:

Security:

Wireless Setup

This option can turn off the wireless function. The
camera server will detect the connection type when
booting, it will detect a wired connection first, and
then wireless. If wireless is not connected during
booting, it will not detect again. If wireless is disabled,
the camera will not detect wireless during booting.

(Service Set |dentifier) is a name that identifies a
wireless network. Access Points and wireless clients
attempting to connect to a specific WLAN (Wireless
Local Area Network) must use the same SSID. The
default setting is dlink.

Click on the drop-down list and select from the
following options:

Infrastructure - connecting the WLAN using an
Access Point such as the DWL-2100AP or a DI-624 wireless router.

Ad-Hoc — wireless mode used when connecting directly to a computer equipped with a wireless adapter in a peer-to-peer
environment.

SECURITY

In Infrastructure mode, the wireless channel is automatically selected by the camera. In Ad-Hoc mode, the default wireless
channel setting is channel 6. Select the channel that is the same as the other wireless devices on your network.

Select the transmission rate on the network. Auto is the default setting.

Preamble Type - Short or Long. If your wireless network support Short Preamble, then enabling it can boost overall
throughput. However, if any wireless device does not support Short Preamble, then it will not be able to communicate with
your network. If you are not sure whether your radio supports the Short RF preamble, then make sure you disable this
feature. Long Preamble is the default, as it is a required setting for Wi-Fi compatibility.

Select the encryption type from the drop-down list. The default setting for encryption is None, which means the security is
disabled.
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Auth mode:

Key length:

Key format:
Key index:

Pre-shared key:

If the encryption type selected is WEP from the Security drop-down list, choose one of the authorization modes:
Open - communicates the key across the network.
Shared — allows communication only with other devices with identical WEP settings.

Select the key length, either 64 bits or 128 bits.

Select an ASCII or HEX (hexadecimal) key format.
You can create up to 4 different security keys.

The Key allows the camera to connect to other devices by using WPA-PSK encryption. Pre-shared key must be 8-63
characters or 64 hex characters.
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Dynamic DNS

Click the Dynamic DNS button on the left side of the Setup screen to access Dynamic DNS settings.

Dynamic DNS (DDNS):

Enable DDNS:
Provider:
Hostname:

Username / Email:

Password / Key:

Dyruarc RS fstura akows ou to ot W
o that you hawe purd mtm; iveww whilirvoryour

m [ address. Most broachand Intams! SB!'I!DQH’UN‘JB(
(mmllpadd'swasum a DONS service peovider, v\:ufna\ckcm
£0 connect to YOLF game server no matter what your [P address b5,

Sign up for D-Lnk's Frae DOWS serace at W DLNEDDNS com,

Dynamic DNS (Domain Name Service) is a method of keeping a domain name linked to a changing (dynamic)
IP address. With most Cable and DSL connections, you are assigned a dynamic IP address and that address
is used only for the duration of that specific connection. With the DCS-2120, you can set up your DDNS
service and the DCS-2120 will automatically update your DDNS server every time it receives a different IP
address.

Select to enable or disable the DDNS function.

Select your Dynamic DNS provider from the drop-down list.
Enter the host name of the DDNS server.

Enter your username or e-mail used to connect to the DDNS server.

Enter your password or key used to connect to the DDNS server.
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Image Setup

Click the Image Setup button on the left side of the Setup screen to access additional settings that affect how the video
image appears. From this screen you can fine tune the video image.

Color:

Power line frequency:

Video orientation:
Flip:

Mirror:

White Balance:

Brightness:

Select the option for color or monochrome
video display.

This option allows you to choose the
frequency of the power line for different
regions (Power Line Frequency in US:
60Hz).

Vertically rotate the video.

Horizontally rotate the video. Check
both flip and mirror if the DCS-2120 is
installed upside down.

White Balance is related to the color
temperature. Color temperature is a way of
measuring the quality of a light source. It is
based on the ratio of the amount of blue light
to the amount of red light, while the green
light is ignored. The unit for measuring this

Mote: If parameters are changed without saving, they wil be effective until the next system
power up.

[__Save settings | [ Don't Save Settings |

LIVE VIDEO
-AM) 200 3:08:41

coler: [color ]
Power line frequency: @HZT:‘
Video orientation: CIFip
CInirar
white balance: [auto

Brightriess: volw

Overlay title and time stamp on video: []

SECURITH

ratio is in degrees Kelvin (K). Light with a higher color temperature (i.e. larger Kelvin value) has “more” blue
light than a light with a lower color temperature. The default setting for white balance is “Auto”.

Image Brightness is adjustable, you can set from among eleven levels ranged from -5 to +5. The default

setting is zero.
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Audio and Video

Click the Audio and Video button on the left side of the Setup screen to access audio and video settings that affect
how the audio and video appears.

Configure for computer  Select this option to switch to computer viewing.
viewing:

DCS-2120 // LIVE YIDEO SETUP MAINTENANCE STATUS

Select this option to switch to mobile device T e —

i i This saction alows you to configure the sound and viden of your 1P camera, You can configure
Configure m‘r,i?‘zm;ﬁ viewing. The frame sjze will change to 176x144, o d[dhh”ﬁ ]m o
5 FPS and 40kbps video quality.
@ Configure for computer viewing
O Configure for mobile viewing
Frame size: There are 4 options for the size of the video
display. You can select 160x120, 176x144, PR SF]
320x240, or 640x480. The maximum frame rate B | e e e o ]
is 30fps for all resolutions. ““E””“"Eéi?f%”'m:ﬂ ey
i
Maximum Frame Rate:  Limits the maximum refresh frame rate. The
frame rate is used with the Video quality control Ome  ovnas ]
setting (below) to optimize bandwidth utilization G | e

and video quality.

Key frame interval: Determines how many repeated P frames will
appear after one | frame. A large key frame
interval can reduce the bit rate, but cause image
to be corrupted longer if there is packet loss
while transmitting. The video quality may be poor due to the sending of maximum frame rate within the limited
bandwidth when images are moving rapidly. Consequently, to ensure detailed video quality (quantization rate)
regardless of the network, it will utilize more bandwidth to send the maximal frames

SECURITY

Video quality control:  Used when images change drastically.To fix the bandwidth utilization regardless of the video quality, choose
Fixed bit rate and select the desired bandwidth. The video quality may be reduced in order to send maximum
frames with limited bandwidth, especially when images change drastically. For higher video detail regardless
of the bandwidth selection, select Fixed quality and select a video quality level. This setting will utilize more
bandwidth to send the maximum frames when images change drastically.
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Fixed bit rate: These settings are to optimize your camera performance with your available bandwidth.

Select a fixed bandwidth for your camera operation. This option allows the user to select a custom frame rate
suitable for the bandwidth and the storage space.

Fixed quality : Selecting fixed quality will roughly select your image quality and will not be as accurate as setting by bit rate.
This setting is easier to use when image quality does not have to be precise. Below is a typical file size after
1 minute of recording at 30fps (frames per second). This is only an average measurement; your file size may
differ due to lighting, black/white or color setting, and frame rate.

Medium Standard Good Detailed Excellent
2.589MB 2.857MB 3.571MB 4.598MB 5.357MB

Mute: This will mute the audio for all connections.
AAC: (Advanced Audio Coding) A wide band audio coding algorithm that exploits two primary coding strategies to

dramatically reduce the amount of data needed to convey high-quality digital audio. Select a higher bit rate
number for better audio quality.

GSM-AMR: A standard adapted audio codec by the 3GPP video (3rd Generation Partnership Project). It is an Adaptive
Multi Rate-Narrow Band (AMR-NB) speech codec. Select a higher bit rate number for better audio quality.
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1st SMTP (mail) server:

1st SMTP account name:

1st SMTP password:

1st recipient e-mail address:

2nd SMTP (mail) server:

2nd SMTP account name:

2nd SMTP password:

2nd recipient email address:
Sender email address:

Local FTP server port:

Mail and FTP

The domain name or IP address of an
external mail server.

The user name used to log into your e-
mail account (e.g. jdoe or jdoe @yourisp.
com).

The password used to log into your e-mail
account. The password will appear as dots
instead of entered characters.

The e-mail address of the recipient for
snapshots or a system log file.

The domain name or IP address of a
secondary mail server used only if the
primary mail server is unreachable.

The user name for the second SMTP
server.

The password used to log into the second
e-mail account. (The password will appear
as dots instead of entered characters.)

d

INTENANCE STATUS HELP
H 1 Hinl

This section enable you to specify the IP camera email and FTP settings. Only modify these
settings if your detals change or you are experiending issues with dlert notifications.

[ Save Settings | [ on't Save Settings |

SMTP(MAIL) SERVER SETTINGS

1st SMTP (mal) server

1st SMTP (mall) server port. 25
1st SMTP account name

1st SMTP password

1st recipient email address

2ncl SMTP (mail) server

2nd SMTP (mail) server port |25
2nd SMTP account name

2nd SMTP password

2nd recipient emai address

Sender email address

FTP SERYER SETTINGS

Local FTP server port 21
1st FTP server |
1st FTP server port IER
1st FTP user name

1st FTP password

1st FTP remote folder

1st FTP passive mode

2nd FTR server

2nd FTP server port

2nd FTP user name

2nd FTP password

2nd FTF remote folder

2nd FTP passive moce a

[__save settings | [ Don't Save seftings |

The e-mail address of the recipient for the secondary server.

The sender’s email address that appears in the mail alert.

If

It can be another value other than default port 21. If you find that you want to change the port to a port
number other than 21, you will need to specify the port when connecting to the FTP server. For example
FTP://68.5.1.81:60 (if you are to use port 60 for your FTP server port)
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1st FTP server: The host name of the FTP server.

1st FTP server port: The port of the FTP server. Usually the port number of an FTP server is 21. It depends on the FTP server’s
setup.

1st FTP user name: The account name to access the FTP server.
1st FTP password: The password that was setup with the account to access the FTP server.
1st FTP remote folder:2nd The directory that the images will be uploaded into (e.g. \pub\images).
1st FTP passive mode: Check the checkbox to enable passive mode in transmission.
FTP server: The 2nd FTP server serves as a backup FTP server.

2nd FTP server port: The port of the FTP server. Usually the port number of an FTP server is 21. It depends on the FTP server’s
setup.

2nd FTP user name: The account name to access the FTP server.
2nd FTP password: The password that was setup with the account to access the FTP server.
2nd FTP remote Folder: The directory that the images will be uploaded into (e.g. \pub\images).

2nd FTP passive mode: Check it to enable passive mode in transmission.

Note: The second FTP setting only activates when the first FTP setting fails.

Invalid settings may cause the DCS-2120 to not respond. Change the configuration settings only if necessary. Consult
with your network administrator or your Internet Service Provider (ISP) if you do not have the necessary information.
If you cannot connect to the camera, refer to page 8 for camera reset and restore factory settings procedures.
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Motion Detection

Click the Motion Detection button on the left side of the Setup screen to enable the motion detection function of
the DCS-2120 Network camera.

Enable motion detection: Check this option to turn on motion
detection.

New: Adds new windows that monitor a BT/ | evero [ DENETRNN cance | starus
specific area of the image window. Up j

In order to use motion detection you must first check the Enable Motion Detection checkbox, A
to 3 motion detection windows can be

masimumn of 3 windows can be created each with their own separate Sensitivity and Percentage

added. N

Enable motion detection

Save: Saves the new windows settings.

Window Name:

Window Name: The name of the motion detection S | T e
WindOW. n 11 Percentage:

_i— 10%

Sensitivity: Adjusting the sensitivity allows you to 1l % Tl

set the amount of motion required to
trigger motion detection. If you want
to detect most or all movement, use a
high sensitivity. If you want to ignore
smaller amounts of movement, use a SECURITY
low sensitivity.

Percentage: Adjusting the percentage allows you
to set a requirement on how much of the motion window must be filled by movement. Example:
If you set this to 50%, then the selected window must be half filled by a moving object before it
triggers motion detection.
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To display motion detection, a graphic bar will rise or fall depending on the image variation.

A green bar means the image variation is under the monitoring level, and no motion detection alert is triggered. A red
bar means the image variation is over the monitoring level and a motion detected alert is triggered. When the bar goes
red, the window that the motion is detected in will also be outlined in red (Note: remember that you can have up to 3
windows selected for motion detection). You can return to the DCS-2120 Home Page and the monitored window will
not be visible, but the red frame will show on the home page when motion is detected.
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Time and Date
Click on the Time and Date button to access the settings from the left side of the Setup menu.

Time zone: Used to adjust the hour of time servers for
local settings.

Enable Daylight Saving: Check this to enable daylight saving
tl me - The Time Configuration option allows you to configure, update, and maintain the correct time on
the internal systern clock, From this section you can set the time zone that you are in and set
the NTP {(Metwork Time Protocol) Server. Davlight Sawing can also be configured to automatically
. . . adjust the time when needed. ) i
Daylight Saving Dates: Setdaylight saving time start and end date . T e
by your local definition.

Current Server Time 01 May 200 13:13:01

Time: zone | GMT @
Enable Daylight Saving
Daylight Sawing Dates Month Wesk  Day of week Time

DETstart Ao [w] [ord [w][sun [w]  [1am [w

Automatic Time Configuration: [ osent  [sep ] [srd v][son ] [om ¥]
. . [CJEnable NTP Server
Enable NTP Server: Synchronize with the NTP server over the o D ]« T
Internet whenever the DCS-2120 starts RN R
up. It will fail if the assigned time server e ‘o] o [on by [l
cannot be reached. v saf] e [13v] seccnd [oify]

I Copy Your Camputer's Time Setfings ]

NTP server Used: Assign the IP address or domain name of
the time server. Leaving the text box blank
will let the DCS-2120 connect to default time
servers.

SECURITY

Update interval: Used to adjust the hour of time servers for
local settings.The time interval for the camera to update the time settings from a NTP server.

Set the date and time
manually: Adjust the date and time according to what is selected by the administrator.

Copy Your Computer’s time
Settings: Synchronize the date and time of DCS-2120 with your local computer. The date and time of the PC is displayed
and updated in the DCS-2120.
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Schedule

Click on the Schedule button to access the Schedule settings from the Ieft side of the Setup menu.

Snapshot: This option enables the camera to take
snapshots.

| Wous can configuen the dates and times that this schodie nin. o wid s o thiy evont
| triggeseed and what functicn o prerfeern whor it b friggered.

Status Sun Mon Tue Wed Thu P Sat  Tme Tngger Send
Sty o vV W v v ey motion el
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Schedule > Snapshot

Enable snapshot: Check this option to enable the snapshot for motion
detection and sequential snapshot.

Select the day(s) according to when you want the S S L —

- dites and tmes that the scheculs “mmﬂ?ﬁ"m.
Weekly schedule: camera to take snapshots. L

This enables the camera to take snapshots

Always: continuously.

From [00:00] to [00:00]: The time range specified for the snapshot. For
example: the snapshot will start at eight o’clock in
the morning, and stop at five o’clock in the afternoon

when the following time period is input - [From 08:00 :ﬁm*-wmmw

to 17:00]. = R A
Snapshot file name prefix; This option will add the prefix to the snapshot file T

name. If you don't have enough upload bandwidth,  ons

the video clip file will not complete uploading during g TPT———

the time interval and the upload file will not able to

playback. To avoid the problem, please reduce the S

maximum file size or enlarge the time interval.

Motion detection: This option enables motion detection triggering for snapshot uploading.
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Detect Motion in: Check the motion detection window(s) to enable motion triggering. The window(s) can be created in the

Advanced > Motion Detection page.

Sequential: This option enables continuous snapshot uploading.

Snapshot interval The time interval for continuous snapshot uploading.

Email: This option enables the camera to send the snapshot via e-mail.

FTP: This enables the camera to send the snapshot to a FTP server.

FTP put sanpshot with date This option will add a date and time indicator to the video clip file name. For instance, “snapshot@20060102030405.
and time suffix: mpg” indicates that the snapshot was captured at Year: 2006; Month: January; Date: 2nd; Time: 03:04:05 AM.
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Recommendations for Setting Video for the Best Performance:

“Best performance” means the image refresh rate should be the fastest possible and the video quality should be the
best possible at the lowest network bandwidth possible. Three factors, Maximum frame rate, Fixed bit rate, and Fixed
quality in the Video Configuration page, are related to performance.

Recording settings for real-time motion images

To achieve a real-time visual effect, the network bandwidth should be large enough to transmit 20 image frames per
second (fps) or more. If you are on a broadband network over 1 Mbps, you can set Fixed bit Rate to 1000Kbps or
1200Kbps, or set Fixed quality to achieve the maximum frames. The maximum frame rate is 25 in 50Hz system and
30 in 60Hz system. If your network bandwidth is more than 384Kbps, you can adjust Fixed bit rate according to your
bandwidth and set the maximum frame rate of 25 to 30.

If the images vary dramatically in your environment, you may slow down the maximum frame rate to 20 to decrease
the transmitted data for better video quality. Since the human eye can not easily differentiate between 20 and 25 or 30
frames per second, the slower frame rate will not be noticed. If your network bandwidth is below 384 Kbps, you should
adjust the bit rate according to your bandwidth and experiment to allow for the best frame rate that can be achieved.
The faster frame rate in a slow network will blur the images. You may also try to choose 320x240 in size option for better
images or 640x480 for larger image size. Because the network has burst constraints and everyone’s environment is
different, any poor connection will impair normal performance.

Recording settings for clear identification for each image
To have the best video quality, you should set Fixed quality to detailed or excellent and tune the Maximum frame rate to
suit your network bandwidth. If you get some broken pictures in a slow network, you can set TCP protocol in Connection

type for a more accurate transmission but the received images may have a lag. Note that any slow connection with
multiple users will impair performance.

Recording settings to compromise between real-time and clear images

If you have a broadband network, set Fixed quality to Good image quality, or higher, instead of setting the Bit rate.
Otherwise, fix the bit rate according to your actual network speed and set the frame rate to 30. If the image quality is
low, select a lower frame rate above 15. If the image quality is still not improved, select a lower bit rate.
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Allow List Start IP Address:

Allow List End IP Address:

Delete Allow List:

Deny List Start IP Address:

Deny List End IP Address:

Delete Deny List:

Access List
Click the Access List button from the left side of the Setup screen to access Access List settings.

The starting IP Address of the
devices (such as a computer) that
have permission to access the
video of the camera.

The ending IP Address of the
devices (such as a computer) that
have permission to access the
video of the camera.

Remove the customized setting
from the Allow List.

The starting IP Address of the
devices (such as a computer) that
don’t have permission to access
the video of the camera.

The ending IP Address of the

= ALLOW LIST

Here you can set access permissions for users to view your DES-2120 .

Start IP address [152.368.1.1

End IP address [152.168.1.199
Delete Allow List - None - [v] Celete

DENY LIST

Start IP address

End IP address

Delete Deny List 192.168.1.200 ~ 192.168.1.250 [»| [ Delete |

SECURITY

devices (such as a computer) that don’t have permission to access the video of the camera.

Remove the customized setting from the Deny List.
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Maintenance

Click on the Maintenance tab to access 3 utility screens for controlling and administering the DCS-2120. The
default screen for Maintenance is Device Management.

Device Management

Sroduc

The DCS-2120 is setup without any passwords by default.
This allows the ability to access the DCS-2120 (including D-Link :
the Setup) by anyone as long as the IP address is known.
It is recommended that you enter a password to restrict . .
others from accessing your camera.

*¥ou can configure the [P camera’s administrative password as well as add more wser accounts for
access to the [P camera.

ADMIN PASSWORD SETTING

Password

Retype Password L

Type a password in the Admin Password field to enable
protection, and then confirm the password in the Retype
Password field.

Retype Password [ensnsnns

This password is used to identify the administrator. You
can add accounts with User name and User Password arrame Lo veer - o] Cnodfy ) (doit ]
for other users in the Add user section. A maximum of 20 —
user accounts can be added. T

SECURITY
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Administrator’s password:

User name:

User List:
Delete user:

IP camera name:

Password for the Administrator’'s account. The administrator password must be entered in twice for
confirmation.

Create a new user for accessing the video image. A maximum of twenty user accounts can be added.
The new user name will be displayed in the list of user names for deletion.

Administrator can edit or delete users here by selecting the user name.
Remove a user from the user list.

The name to identify your camera. Text entered will be displayed in the black bar above the video
window with a timestamp.
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Backup and Restore

Turn off the front panel LED: Check this option to turn off the LED next
to the lens. This will prevent anyone from
observing the operation of the Network
camera.

Restore to Factory Default: This option will reset the camera back
to its factory default settings. This will
remove all the configuration settings that
were made previously.

Restore To Factory Default Restore Factory Defaults

Restore all settings to the factory default except settings in
“Metwark Type”,

Reboot: This option will restart the camera.

REBOOT

Reboot the Device Reboot the Device

SECURITY

Click Apply on this screen to restore the factory default settings. After confirmation, the system will restart and require
the DCC program to locate the IP address of the DCS-2120.
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Firmware Update

File Path: This option allows you to upgrade the firmware
via a web browser. Click on Browse to locate the
firmware file and then click on Upgrade to apply
the firmware to the camera.

Fitmwars Update

3

SECURITY

& new firrmware upgrade may be available for your DCS-2120. It is recommended to keep your
DC5-2120 firmware up-to-date to maintain and improve the functionality and performance of
your IP Camnera, Click here D-Link Support Page to check for the latest firrmware version avalable,

To upgrade the firmware on your DCS-2120, please download and save the latest firmware
wversion from the D-Link Support Page to vour local hard drive. Locate the file on your local hard
driwe by clicking the Browse button, Once vou have found and opened the file using the browse
button, dick the "Upload” button to start the firmware upgrade.

Current Firmware Yersion: 1.04eu
Current Firmweare Date: 9 Apr 2008

FIRMWARE UPGRADE

File Path

FIRMWARE INFORMATION 5
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Status

Device Info

The Device Info screen lists the following important
settings that are currently set for the DCS-2120: D-Link ——e e
* |P camera name

. Al of your network connection details are displayed on this page. The firmware version is also
displayed here.
* Time and Date s

BASIC INFORMATION

L Fi rmware Ve rS i On IP camera name DCS-2120

Tirne & Date 01 May 2008 12:26:13
[ ) I P dd Firrnware Wersion 1.04eu, 9 Apr 2008
a reSS 1P address 172,175,125
IP Subret mask 255.255.255.0
[ IP Subnet rnask Default Gateway  172,17.5.254

Prirnary DNS 192,168.168.210
Secondary DNS 192,168.168.250

e Default Gateway e o
* Primary DNS

e Secondary DNS
* PPPoE
 DDNS
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Log

The content of the log file reveals useful information about the current configuration and connection logged after the

DCS-2120 starts up.

Enable remote log: This option enables the camera to send
camera log files to a remote server.

IP Address: The IP address of the remote server.

Port: The port number of the remote log server. [sermves
The default pOf't |S 514_ [CJEnable remote log

Log server settings
1P address

Current log: View the system log file. The content of the
file reveals useful information about camera

configuration and connectivity status after e il M, v
the camera boots up. g ; et - 172175 125

: Subnet Mask = 255.295.255.0
: Gateway = 172.17.5.294
: Primary DNS = 192,168.168.210
t :02 MNET: Secondary DMS = 192,168, 168,250
\07:04 [P_CAM: RTSP Server:Start one session, IP=172,17.5.92
H : RTSP Server:Stop one session, IP=172,17.5.92
: RTSP Server:Start one session, IP=172.17.5.92
- : RTSP Server:Stop one session, IP=172,17.5.92
May 1 20 11 DD IP_CAM: RTSP Server:Start one sessian, IP=172,17.5.92
:15 IP_CAM: RTSP Server:Stop one session, IP=172.17.5.92
: : RTSP Server:Stop one session, IP=172,17.5.92
: RTSP Server:Start one session, IP=172.17.5.92
: a : RTSP Server:Stop one session, IP=172,17.5.52
May 1 12:51:47 [P_CAM: RTSP Server:Start one session, IP=172.17.5.92
May 1 12:52:10 [P_CAM: RTSP Server:Stop one session, IP=172,17.5.92
4 : RTSP Server:Start one session, IP=172.17.5.92
: RTSP Server:Stop one session, IP=172.17.5.52
: RTSP Server:Start one session, IP=172,17.5.92
g . & : RTSP Server:Stop one session, IP=172,17.5.92
May 1 13:11:12 [P_CAM: RTSP Server:Start one session, IP=172.17.5.92
May 1 13:13:01 IP_CAM: RTSP Server:Stop one session, IP=172,17.5.92

SECURITY
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Help

The help page provides detailed information for the camera’s Web interface.

Product Pa

o Live Video
* Setup
e Tools
s Status

LIVE YIDED

o Camera
o Client Setup
* Logout

SETUP

Wizard

Network Setup
Wireless Setup
Dynarnic DNS
Image Setup
Audio and Videa
Mail and FTP
Motion detection

Time and Date
Schedule
Access List
Camera Contral
Logout

MAINTENANCE

s Device Management
« Backup and Restore
e Firmnware: Update

# Logout

STATUS

o Device Information
e Logs
* Logout
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Record Snapshots to your FTP server with Motion Detection

Administrators can combine options on the application page to perform many useful security applications. To upload
the snapshots, users can choose either email or FTP according to the user’s needs. Both e-mail and FTP use the
network settings on the network page. This section describes how to enable motion detecting and record snapshots
to an FTP server.

Administrators can utilize the built-in motion detection to monitor any abnormal movement and then record the snapshots
to an FTP server.

D-Link DCS-2120 User Manual 49



Section 3 - Configuration

In this window, follow the steps below to ensure that motion detection is correctly enabled:
1 Check “Enable motion detection.”

e —————————

2 Click on *New” to have a new window to
monitor video. . _ Pt
3 Enter in a window name. _
Enable motion detection
4 Tune the “SenSitiVity” and “Percentage” |7 I 2 z z Window Marne:
. . & I il < [motion
according to the local environment.

Combined higher sensitivity with lower = -

Percentage:

percentage gives you high sensitivity for the = | (I ———
motion detection. %
MNew Save

5 Click on save to enable the activity

SECURITH

Next, click the Mail and FTP button under the Setup tab to set the FTP server settings for the DCS-2120.
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In this window, enter the settings for the FTP server you wish to upload the image to. Optionally, you can enter settings
for a secondary backup FTP server.

Local FTP server port: The Default port is 21. To connect to an

1st FTP server:

1st FTP user name:

1st FTP password:

1st FTP remote folder:

FTP server, it is recommended that you
do not change the port number unless
your camera is behind a router. If your
camera is behind a router, you can assign
any port number to this field, but you must
enable port forwarding on the router.
Please refer to your router manual for
more information on port forwarding.

If you are going to upload snhapshots
to an FTP server, you will need to fill in
the Domain name or IP address of your
internal/external FTP server such as
dlink.com or 192.168.0.123. (The server
name and IP address will vary depending
on the user.) The following user settings
must be correctly configured for remote
access.

Specify the user name to access the
external FTP server (ex. John Smith).

Specify the password to access the
external FTP server (ex. 12345).

Specify the destination folder in the
external FTP server (ex. snapshot).

[DCS-2120 //

SECURITY

LIVE VIDEO SETUP MAINTENANCE STATUS _

This section enable you to specify the IP camera email and FTP settings. Only modify these
settings if your cetalls change or you are experiencing issues with alert notifications.

[ save Settings |[  Don't Save Settings |

SMTP{MAIL) SERVER SETTINGS

15t SMTP (rnail) server

15t SMTP (mnail) server port 25
1st SMTP account name

15t SMTP password

1st recipient email address

2nd SMTP (mail) server

2nd SMTP (mail) server port 25
2nd SMTP account name

2nd SMTP password

2nd recipient email address

Sender email address

FTP SERVER SETTINGS

Local FTP server port 21
1st FTP server

1st FTP server port bk
1st FTP user name

1st FTP password

1st FTF remote folder

1st FTP passive made

2nd FTP server

2nd FTP server port

2nd FTR user name

2nd FTP password

2nd FTR remote folder

2nd FTP passive mode

[ save
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2nd FTP server:

2nd FTP user name:
2nd FTP password:

2nd FTP remote folder:

Specify the Domain name or |IP address of your second external FTP server. This field is optional if
you have already filled in the information for the first FTP server.

Specify the user name to access your backup FTP server.
Specify the user password to your backup FTP server.

Specify the destination folder on your external backup FTP server.
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For detailed information about each setting, please refer to
Configuration > SETUP > Mail & FTP in the section titled
“Using the DCS-2120 With an Internet Browser” (page 26).
Click the “save settings” button when finished.

Click the Schedule button under the SETUP tab and select
snapshot to set the application settings for the DCS-2120.

In this window, follow the steps below to set the Schedule
settings for snapshots to be recorded to an FTP site:

6.

Check the Enable snapshot box.
Select Weekly schedule and setup Time.

Select Motion Detection and check the motion
window name (in this case: Moto).

Set the delay to “take snapshots after event” to capture
the direction of the moving object.

Click Send snapshots by FTP and check “FTP put
snapshots with date and time suffix”.

Click the “save settings” button to save the settings.

SECURITY

Setup FTP or Email notification based on motion or digital input triggering. You can configure the
dates and times that this schedule applies as well as how the event is triggered and what
function to perform when it is triggered.

[ Save Seftings | [ Don't Save Settings |

Enable snapshot

WEEKLY SCHEDULE :

[ sun [ Mon ] Tue [ wed [ Thu & Fi [ sat
Time @ Ahways
© From |00:00 | to 00:00 | [Hherm]

Snapshaot file name prefix .ipcammn"tinn

TRIGGER

@ motion detection

Detect mation in: [Jmationt

Note: Please configure Mation detection first.

Send |t | pre-event image(s)

Send |1 post-event image(s)

Delay |3 | second(s) before detecting the next event

O Sequential

Snapshot interval 1 second(s)

Send snapshot by
@ Emai
O FrP

[] FTP put snapshots with date and time suffix

Click the save settings button when finished. You are now able to record snapshots to your FTP server when motion
detection is triggered.
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Installing the Multicamera Managenent Software

The IP surveillance software on the CD included with the DCS-2120 Network camera converts the DCS-2120 into a
powerful, yet flexible, surveillance system for home or business, with these features:

* Real-time Monitoring

* Video Recording to hard disk

* High quality video

* High video compression ratio

* Maximum of 16 cameras with different display layouts
* Smart playback

* Triggered event browsing

* Fast database searching

» Configurable automated alarms

* Account password protection

» Scheduled recording for each camera
e Email / FTP video snapshots

* AVI file export

* Motion detection for each camera

Click Multicamera management & > \
—msﬂ@mlﬁi ncs_z]zn Quick Installation
To install IP surveillance, click on the Multicamera management |Wil‘ﬂ|ﬂ$3 Network GCamera] ~
link on the CD included with the Network camera. | ( @
Language: EREE Y] /
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[T ———— (x|
The Welcome screen appears. -

. Welcome to the InstallShield Wizard for IP
: surveillance

The InstallShield® ‘Wizard will ingtall [P surveillance on your
computer. To contifiue, click Mest.

Cancel

Click Next &
a

Please read the Software Licensing Agreement and click Yes if you
wish to accept the agreement. Click No to exit the installation.

InstallShield Wizard

License Agreement

Fleaze read the following license agreement carefully.

Prezs the FAGE DOWHN key to zee the rest of the agreement.

[D-Link Software License Agreement ~
General Terms =

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING

FLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS SOFTWARE.
D-LINK S%YSTEMS, INC. ["D-LINK"1'WILL LICEMSE THE SOFTWARE TO YOU OMLY IF
wOU FIRST ACCEPT THE TERMS OF THIS AGREEMEMT. BY INSTALLING AND/OR
USING THE SOFTWARE Y0OU AGREE TO THESE TERMS. IFY0U DO NOT AGREE
TO THE TERMS OF THIS AGREEMENT, PROMPTLY RETURM THE LINUSED

W

Do you accept all the terms of the preceding License Agreement? If you choose Mo, the
zetup will cloge. Toinstall IP surveillance, you must accept thiz agreement,

< Back Tes Ho

Click Yes ' I
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InstallShield Wizard

Enter your User Name and Company Name information. - o il
2358 eNler Your inforrmalion. ‘_h

Note: This User Name is not the User Name to log into the IP ELP:;m
surveillance program.

LCompany Mame:

|-Link

Install thiz application for:

* Anyone who uses this computer [all users)

= Only for me [D-Link Camera)

< Back Meut » | Cancel

Click Next & T
Q

You must setup the administrator’'s password in order to proceed. [rr——r=—
Input and confirm your password in the window shown below. Administrator Password Setup

'ou must zet admin pazsword before you could use this program. Pleasze twpe the password in
the fallowing.

Password: |

Confirmn: |

< Back Mest = | Cancel

Click Next & T
Q
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Select the installation directory for the IP surveillance software. You
can change the installation directory by clicking Browse.

Click Next k

InstallShield Wizard

Choosze Destination Location ) ]

Select folder where Setup will ingtall files. i .

Setup will ingtall IF surveillance in the following folder.

Ta inztall to this falder, click Next, Taoinstall to a different folder, click Browse and select
another folder.

D estination Folder

C:%Program FileshD-LinkAP surveillance’s Browse...

< Back Cancel ]

a

Select the program folder to install the application software.

Click Next &

InstallShield Wizard

Select Program Folder :I;

Pleaze select a program folder. ' e

Setup will add program icons to the Program Folder listed below. You may type a new folder
name, of zelect one from the existing folders list. Click Mext to continue.

< Back Mest > | Cancel

T

Q
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InstallShield Wizard

Start Copying Filez

Review settings before copuing files.

Setup has enough information o start copying the program filez. |F pou want bo reviess or
change any settingz. click Back. If you are zatisfied with the zettings, click Mext to begin
copying files.

Current Settings:

Setup Type:
Complete

Target Folder
C:\Program FilesiD-Link AP surveillancet

U zer Infarmation
Mame: D-Link Camera
Company: D-Link

< Back Cancel

Click Next '

InstallShield Wizard

The installation is complete.

Install5Shield Wizard Complete

Setup hasz finished instaling IP surveillance on vour computer.

Click Finish § T
a
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Using the Multicamera Management Software

Before you begin installing this application software, the hardware system requirements must be checked first. The

minimum system requirements recommended for this application are as follows:

e Windows® 2000,XP or Vista

* At least 256MB of memory (512MB recommended)

* A wireless (802.11b or 802.11g) or Ethernet network
* Internet Explorer 6.x or higher Internet Web Browser
* VGA card resolution: 800x600 or above

* CPU: 1.3GHz or above processor (2.4GHz processor or higher with 512MB memory and a 32MB video

card is required for multiple camera viewing and recording in IP surveillance program)

Launcher

Launcher is a controller program that allows users to invoke Monitor or Playback quickly.

System Tray Icon

The Launcher icon reflects current state of IP surveillance. The iz icon in the system tray signifies that the IP surveillance

Software is currently active on the system.

Security for Launcher

When Launcher starts, there is no need to undergo a username/password check.
But when users want to click on the icon of Launcher on system tray, Launcher
will pop up a username/password dialog the first time for menu popup or when
Launcher is locked. If a user fails to pass the authentication check, no menu will
show up. If a user fails 3 consecutive tries he/she will be locked out for a period
of 60 seconds.

Authentication

Llsername:

Passwiord:

| admin

|*******

Ik

_ance|
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After passing authentication, users will be able to use all functions. If users want to leave the computer, it is possible
to lock the Launcher for security reason. When Launcher is locked, the user will need to pass authentication again
to see the popup menu.

Note: For initial setup, the default Username is “admin”. The password is the password provided during installation.

When Launcher is locked, the unlock window will appear, prompting for the
user password in order to unlock.

Authentication

sername:

Password:

Flease retry after 57 second(s).

The input area of the dialog will be grayed (disabled) for 60 seconds after 3
consecutive failures.

User Interface
Below is the user interface for Launcher:

Lock,
Monitor skark up mode #

Tools k

Monitar
Plavback.

Logaout
Exit
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The main user interface for Launcher is an icon on system tray, and the popup menu appears when the user clicks on
the icon. The menu items are listed below:

Lock: When this item is selected, Launcher will enter lock mode. In lock mode, whenever users want to invoke the menu,
a dialog asking for ID and password will appear.

Monitor start up mode: Users can select whether or not to autorun Launcher when Window boots up.

Tools: The Change local admin’s password dialog looks like this: Change local admin's password [EJ

0ld Passward: I|

Mew Pazswaord: |

Confirn Passward: |

| Ok, | Catcel |

User Management B_l

The User Management utility looks like this:

Ackion

Add User _
User: :
Modify Status ==

Delete User

Resource
Used: 1

Group! |Root |

Unused: 29

Maximurm Lser: 30
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Monitor: Starts up the Monitor program. If the Monitor program is already running, clicking this button will re-open the
Monitor window.

Playback: Starts up the Playback program. If the Playback program is already running, clicking this button will re-open the
Playback window.

Logout: Logs outuser from IP surveillance. After logging out, if the user wants to return to the menu, and clicks the Launcher
icon, the authentication box will appear prompting for username and password again.

Exit: Exits Launcher. If users choose this option, Launcher will show a message box prompting to confirm if users really
want to exit, and warn users that exiting Launcher will also close Monitor and Playback.
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Monitor Program

Features of the Monitor Program

Traditional Surveillance Features:
* Real-time monitoring

e Pan and Tilt control

* Recording

Special Features:

The digital surveillance system supports not only the features listed above, but also the following features, which
make the system more powerful and convenient.

e Simultaneous real-time monitoring and recording audio and video

* High quality video up to full screen display

* High compression ratio

e Maximum of 16 cameras with different monitor layouts

e Auto alarm in multiple modes

* Account-password protection

e Multiple recording modes: Event-driven, Scheduled, and manual recording for each camera.
¢ Just-in-time snapshot

* Motion detection with 3 alert windows for each camera
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Application Layout and Functionalities

This section demonstrates a global view of the monitor program, shown below. The components of the monitor
tool will be introduced in detail in the following sections.

Misc. Functions

Channel Area

Layout Area

D=-lanic

IP surveillance

Hard Disk Status

Common Control Area

DI/DO Control

Alert Message

| Ul

Video Area '

D-Link DCS-2120 User Manual

64



Section 3 - Configuration

There are several parts in the monitor tool:

Misc. Functions:

Channel area:

Video area:

Layout area:

Hard disk status:

Common control area:

DI/DO control:

Alert Message:

These include application exit, minimization, full screen monitoring, lock, stop alert, and configuration menu for
camera configurations, global settings, scheduler settings and the user information of this application software.
Tips for these operations are provided when you move the mouse cursor over each icon.

This area displays the status of each video channel. The information indicates the status of connection, recording,
selection, and alert-event trigger.

In this area, you can see the video of the selected channel in the display frame. The number of the display
frames in the video area depends on the layout chosen by the user. You can also use convenient controls to
alter the video display.

You can change the monitoring layout in this area. There are six kinds of layouts: 1, 4, 6, 9, 13, or 16 video
display windows in the video area.

In this area, you can get the status of the hard disk in which the video database resides. The status reminds
you of the available storage space remaining on the hard drive you have selected to record to.

This area includes volume control, manual recording, video printing, snapshot, and trash can to remove video
from display windows.

This tool receives the digital input signal and sends digital output signal to the remote Video Server/ Network
Camera series product associated with the dedicated video channel.

This tool will display the latest alert messages received by the remote Video Server / Network Camera series
product associated with the selected video channel.
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Logging In

You need to login the first time when you start the Launcher. The authentication window is shown below. If you do not
have an account, the monitor tool will not execute. You must log in as admin (administrator) to use this application.
Enter the password for the administrator.

Note: The password is the one you provided during installation. Authentication

Usernarnme: admin

ek ek

Password:

9] 4 Zancel

The Admin Privilege

In the Monitor program, the admin has the right to access the DCS-2120 Network Camera through this application
software and change the local settings as well. But the admin password for the software is not the same as the admin
password for the Network camera. You can change the settings of each selected Network camera from the Monitor
program only if you have the admin password for the Network camera.

If you have the admin privilege, you have the right to do the following tasks:
* Run the configuration tool
* Change the recording schedule

e Change the local settings

Again, if you need to change the settings of the DCS-2120, you must have the administrator’s password for the camera
itself.
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Camera Configurations

When you log in for the first time, you should configure this application software to connect the DCS-2120 in Configuration
Menu > Camera Configurations, shown in the figure below. You will need the admin (administrator) password of the

camera in order to run the configuration.

ialobal Settings...
Display & UI Settings. ..

abaout, .,

Once you click Configuration Menu > Camera Configurations for setting each camera, all recording processes will
be stopped indicated by a warning window popped up in advance to keep you informed.

IP surveillance

wWarning! Continuing will Force all recordings to skop.,
Do you wank to continue?
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The Layout of the Configuration
This section discusses the local settings for the connection and the functional configuration of each camera. If you are
interested in the remote settings for each camera, you can refer to “Using the DCS-2120 with an Internet Browser”
(page 29).

7.

- . Local Settings
Load Settings p & x o«
, Insert Dekete Histor,
Blert Settings
[JEnable motion detect

Alert Settings | o

Recording Settings
i B T You can configure your LAN and Internet settings from here

Mame: | <pefaults ||

Becord g 4 sers, before evert : Save Settings | Don't Save Settings |

Recording Settings b o o :
il I 1
g g e GENERAL
J (opath  Ovides O Audio & LaN Settings
Location | Information G213 & DHeP

1 |pcseien 172,17.5,125:30
|2 |-nonE-- © Fied IP

3 |-NONE- IP Address

4 |-WONE-

5 |-none-- Subnet Mask

6 |-HONE-- T Default Router

7 |-WonE- : .

5 |-hoNE-- Primary DNS

9 |-WONE- Secondary DNS 1

10 |--NONE--

-— v

11 |-nowe- ¥ Enable UPHP presentation

12 |-NONE-- ™ Enable UPHP port forwarding

L bl  PRPSE Settings

14 |--NONE--

15 |—WONE- User name [

16 |--MONE-- Password [

Save P e |
Camplet

In the local settings, shown below, three main functionalities are provided:

Insert: Click to insert a new camera to the list.

Local Settings

Delete: Click to delete a camera from the list. E}‘w X E
Inzert Delete Higtorm

History: Click to view the history of all cameras in the list.
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Insert

To insert a remote network camera to the camera list. Click the Insert
button, an “Insert New Channel” dialog will popup, as shown here.
Specify the IP address, port, and admin password of the network
camera, click the OK button to close the dialog. Then the system will
try to connect to the selected camera. If the connection succeeds,
the camera will be inserted to the camera selection list.

Once the camera is added, you will see the IP address of the camera and also the
port that is opened on the camera (port 80 in this example). The selected camera

has been added to the selection list.

Insert Mew Channel

v Save Password

) 4

[ Enable motion deteck
[ Enable digital input
Digital input alert when

-

[ Enable remaoke alert

MNarme:
Recard

Record

Media tvpe:

iZance| |

Local Settings

Alerk Settings

Recording Settings

|3 3: secs, before event
|5 3: secs, after event
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Delete

Highlight the camera that you want to delete from the list and click on the Delete button. The
selected camera will be deleted.

History

Clicking the History button will popup a historical camera list, which lists Camera ontiguration
the latest 16 cameras you have inserted into the camera list. Clicking on | %

one camera in the history list will insert the camera into the camera list. The
hisrtory list is shown here.

DC5-2120 17217.5125:80

Alert and Recording Settings
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Alert Settings

Specific alert actions can be performed by setting the options in this window.

Enable motion detect: This will trigger an alert sound that has been specified in the section titled “Display & Ul Settings\Local
Alert Settings”. Check this option to enable audio alerts for the selected camera.

Enable digital input: This function is similar to “Enable Motion Detect” mentioned above. Once this option has been checked,
a digital input device will be able to trigger an alert sound and recording.

Note: The digital input/output is not available for the DCS-2120 model.

Digital input alert: This application software provides options for you to define the triggering criteria for the digital input of
the camera. The alert of the digital input can be defined as high-level triggered or low-level triggered.

Note: The digital input/output is not available for the DCS-2120 model.
Recording Settings
Record # secs hefore event: Once the automatic video recording has been activated, you can change this setting to regulate the

recording of triggered events. Recording will start from the specified number of seconds before the alert
event has been invoked.

Record # secs after event: Recording will last for the specified number of seconds after the alert event has been invoked.

Media Type: You can specify which media type you want to record: Video, Audio, or both.

Changing the Camera Order in the List

You can “drag and drop” in the grid area of the camera list to change the sequence of the connected Network Cameras,
which is shown below. This will allow you to rearrange the cameras in an order of your choice. Once the camera is
moved to a specified location, the proceeding cameras will then move 1 position up or 1 position down depending on
which direction the selected camera was moved.
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Press and hold the left mouse button at the gray index field of the camera you would like [T iozation Information
to move. m

1392 168.0.100:30

—_

~NOME--
~NOME--
~MNOME--
~NOME--
~NOME--
~MNOME--
~NOME--
g |-NOME-
10 | -NOME--
11 | -NOME--
12 | -NOME--
13 | -NOME--
14 | -NOME--
15 | -NOME--
16 | -NOME--

Lo B Rl O ) [ R ]

Drag the mouse to your new selected location and release the mouse button. Then Video 1 will be moved (to the 12th
row in this example).

Location |Infnnnaﬁun I
~HOME--
-MOME-
~HOME--
-MOME-
~HOME--
-MOME-
~HOME--
-MOME-
~HOME--
-MOME-

el L = 0 R Rt I O I L S Y )

L]

1 M oving channel 12 .. F-168.0.100:50

-

Once you click the Save button (see page 75) in the left-bottom corner of this window, the
changes for all camera configurations will be saved and will be applied immediately to the |14 ]-nOKE-

IP surveillance. 15 | -MNONE--
16 | -HOME--

D-Link DCS-2120 User Manual 72



Section 3 - Configuration

Global Settings

After completing the connection to each remote Network Camera, we need to configure the global settings for all the
cameras. These include the video database directory, the usage of the Hard disk, and options for video display.

¢§H|H@KT

Carmera Configurakion, .,
W=l @lobal Settings. ..

@ Display & UI Settings. ..
: Scheduler, ..
1 i
about,
@
) b i &
@ @ ] @

You can activate the global settings window from Configuration Menu > Global Settings... shown above.

All recording processes will be stopped when activating the global settings window, indicated by a warning window
popped up in advance to keep you informed.

Global Settings X
Direckory Settings
Msiirueslance | Snapshok Directory: Inketnet Settings |
| C:\,Vr@ss.ﬂ.\f'DB'l,Snapshot = Nabmark Aecount
] o ) ) Recording Directory: [ Account ko Access Metwaork Drive
Wiarning! Continuing will Force all recordings to stop, | CimssavDBlRecord o
i 7 - User name:

Do wou wank £o conkinue? schedder Directory: |

| CilirmssAYDE! Scheduler = Passward: |
Mo | Dromain: |
Record Diskspace Usage Settings
I Cycle Recording :
Backup Settings
Total space ; 34263 MB Directary:
Free space : 25054 MB
Reserved space : 300 ME =
(N r' Size For each time backup: ’10— ME
Backup Location Select
] &3, First Backup ¥ Delete
[ DC55220 Al_2, First Backup
v o | % cancel
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Snapshot directory:

Recording directory:

Scheduler directory:

Cycle Recording:

Reserved space:

Directory Settings

The directory for storing snapshots in *.bmp format from video channels of the monitor tool and playback
programs.

The directory for storing the recorded video data from video channels.

The directory for storing the default and user-customized schedules for the scheduled recording of each
channel.

Record Diskspace Usage Settings

When you turn this setting on, the video database system of this application will overwrite the oldest
data if the specified path has become full. That means it will record video data in a loop. If this setting
is unchecked, all recording will stop when the limit of the hard disk usage is reached.

Indicate the size of the hard disk that will be reserved for other Windows® applications (at least 300MB).
The remainder of the hard disk space will be available for recording. The more space you have reserved,
the less there will be available for your camera(s) to record to. As you move the bar to the right, more
space will be available for your camera(s) and conversely, less space will be available for your other
applications. If the recording data exceeds this limitation, the new video data will replace the oldest data
(on a First In First Out (FIFO) basis) when “Cycle Recording” has been checked.
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Modulation Mode:

Display Option:
Misc:

Alert Sound:

Display & Ul Settings

You must select the input signal format (NTSC or PAL) for displaying the original resolution of video stream

from DCS-2120.
Enable/Disable the time displaying on the video image.
Allows the user to pan and tilt the camera from the video image.

You can load a custom *.wav file for the alert triggering sound, or you can select a
sound file from the Windows® sound file directory.

Display & LI Settings

12-hour Farmat -

amera Configuration, .,
Global Setkings. ..

Display & I Setkings. ..
Scheduler. ..

Backup

About...
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Display Options
In the video displaying frame of each channel, there are two status bars. The upper bar contains “Location” (channel
number + camera name) and “Remote Time.” The lower bar contains “Connection Time” (Day:Hour:Min) and “Recording
time” (Day: Hour:Min). All of them, shown in the figure below, can be enabled or disabled here individually for the
status indication. Apply to full screen mode can also be turned on here. Once it has been checked, the status bar in
each channel showing date, location, connection, and recording time will be shown in both display frame mode and
full screen mode.

M Front Door
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Using the Scheduler
This section discusses the method of how to use the scheduler.

The scheduler allows the user to schedule recordings from the selected video channel of the DCS-2120. Through both
the graphic user interface and time period selection options, you will be able to easily regulate a schedule for each
video channel.

The main features of the scheduling tool are:

Friendly graphic user interface for schedule editing
Flexible schedule scheme suitable for all applications
Individual schedule for each video channel

Periodic automatic recording
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Start the Scheduler

The scheduler will not be accessible until at least one camera has been added to the camera list. Go to the configuration
menu and click on Scheduler to launch the Scheduler.

iZameta Configuration, ..
izlobal Settings. ..
Display & UI Setkings...
Scheduler. ..

Backup
About, .

The Layout and Functionalities
Introduction

The layout of the scheduler and its components, shown
below, will be described. The layout of the scheduler is
roughly divided into 4 parts: Video Channel Selection Area,

Primary schedule settings, Secondary schedule settings, and
Operation Buttons.

- EE— | O

W figh - {0
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Video Channel Selection Area: The video channel selection area provides the IP addresses and location information of the connected
video channels for the user’s reference. You can select a video channel in this area and create a
schedule for it.

Primary Schedule: The Primary schedule consists of the day time-line, week time-line, begin time selector, end time selector,
and event mode settings.

Secondary Schedule: The Secondary schedule consists of event mode settings.

Operation Buttons: The operation buttons allow the user to manipulate the edited schedule of the selected video channel.
The scheduler can be closed from here.

The Functionalities of Configuration Components

The four main parts of the scheduler have been briefly described above. The four parts will be described in detail in
the following section.

Video Channel Selection Area

In this area you will select the video channel that you want to set a schedule for. Each video channel will display a
name, an |IP address, and the location. Please note that when you switch between video channels in this area, the
changes in the schedule of the previous video channel will be saved automatically.

Address Location
Camera 1 192.168.0.120:5220

Camera 2
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Primary Schedule

Schedule with Time Lines

There are two different time-lines: hour unit time-line and week unit time-line. You can make your own schedule by
plotting markers in all time-lines. These two time lines are associated with each other. That is, if you make changes in
one time-line, the corresponding changes will be applied with scale to the other three time-lines in the same schedule.
Before you begin, make sure that you select “Once” (page 85) if you want to choose the days to record on.

Week Time-Line

In the figure below, Week time-line is displayed. It includes the time-line, schedule information, and the selected day
in the week.

SUn

Marking/Unmarking the Recording Time on the Week Time-Line

The corresponding changes for the markers on the week time-line will be automatically added to the hour time-lines,
which is shown above. You can also mark and unmark the plotted bar by clicking and dragging with the left and the
right mouse button.

Tue 00 01 02 03 04 05 06 OF 03 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Hour Time-Line

In the figure below, the Hour time-line is displayed.

oo 01 02 03 04 0% 06 OF 03 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
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Marking/Unmarking the Recording Time on the Hour Time-Line

You can apply the one-click function by clicking the left mouse button and dragging to mark the time on this time-line.
The operating method for the hour time-line is the same as that of the week time-lines. Please refer to the previous
section about marking/unmarking on the week time-line for more details.

Schedule with Time Picker
Begin and End Time

There are three controlling units in both “Begin Time” and “End Time” selectors shown below. The first unit of these two
selectors is the date picker. You can select day with it to set the beginning time and the ending time for the recording
interval.

The second and third units are the hour picker and the minute picker. You can change the hour and minute settings
for the beginning and ending time with them.

seon [ | = O = =i 4

Note: The time set in “Begin time” must be earlier than that in “End time”. Otherwise the settings will not be applied.

Apply and Erase Buttons

After you have selected the time period with “Begin time” and “End time” picker, you can apply the period picker, shown
in the figure below, to set the periodical types of the time interval set previously. After the settings in “Begin Time”, “End
Time” and “Period Picker” are all done, you should click the “Apply” button or “Erase” button on the right to add or clear
this scheduling information to the editing schedule scheme. Note that only after you click on the “Apply” button, the
scheduling information settings will be written back into the whole editing schedule scheme. That means this edited
scheduling time interval is valid only after you “Apply” the changes.

* Once ™ Ewery day

D-Link DCS-2120 User Manual 81



Section 3 - Configuration

Schedule in Event Mode

You can select to record in Event mode or Continuous mode by the Schedule mode selector as shown in the figure
below. There are two types of event recording. Please refer to the following two sections for more information.

{* Event mode

" Continuous rmode

Motion Detection
As shown below, you can check the windows that you would like to record while the motion detection is triggered.

v Mation detection
[ wWindowi v al-.-'-.-'||'u:||:|l.-~42 [ wWindows

Digital Input

In the figure below, there are four conditions for the digital input. Check the condition that you would like to record
while the condition triggers.

Note: The Digital Input is not available for the DCS-2120 camera. |—|F Digital input

[T high | low [~ rising [ Falling
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High: Checking this will trigger recording while the digital input is high. The technical name for this event is
line trigger.

Low: Checking this will trigger recording while the digital input is low. The technical name for this event is
line trigger.

Rising: Checking this will trigger recording while the digital input is changing from low to high. The technical
name for this event is edge trigger.

Falling: Checking this will trigger recording while the digital input is changing from high to low. The technical
name for this event is edge trigger.

Schedule in Continuous mode

If you select Continuous mode in the schedule mode selector, it will record continuously during the schedule that is
set up by the user.

Secondary Schedule

Secondary schedule is for recording outside of the primary schedule. The secondary schedule provides options to
record without a specified date or time.

Schedule modes

There are three modes in the secondary schedule: Disable, Event mode, and Continuous mode. If event mode is
selected in the secondary schedule, the camera will record whenever an event is triggered. If continuous mode is
selected, the camera will begin recording continuously after scheduling settings are saved. These two modes are the
same as the primary schedule. Please refer to the previous section for more detail.

—Secondary Schedule that is outside the Primary Schedule -

{+| Disable

| i e[ m
" Event mode ’7 | il ol B el

" Conkinuous mode
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Operation Buttons

There are six operation buttons that allow you to handle the schedule schemes: “Load...”, “Undo”, “Clear”, “Save”,
“Save as...” and “Close.” These operation buttons are shown in the figure below.

Load ... | Undo | Clear | Save as... | Close |

Load: This button allows you to load pre-edited schedules from the scheduling directory for the selected video
channel. Note that you should save the schedule you are currently working on before loading a new
one. Otherwise, the current changes will be lost.

Clear: This button will clear all changes in the current schedule of the selected video channel.
Save: This button is used for saving changes to the current schedule.

Save As...: This button is used to save the current schedule as another file name instead of the default name.
Undo: Click on this button to undo all changes for the current schedule since the last save.

Close: Click on this button to close the scheduler.
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Backup Settings

Using Backup Settings in the global settings window, you can backup recorded data from selected cameras to a
specified location.

Directory: This is the directory where backup data will be saved. You can select the location by
clicking on the folder icon.

Size: You can set the size limit of the data that will be backed up. The default size limit is 10MB.
The maximum value for this setting depends on the amount of Free Space available on
your hard drive. This value can be found under the “Record Disk space Usage Settings”
section of the global settings window.

Backup Location Select: Select the locations to backup by clicking the checkbox next to the location/camera name.
To delete a location, select the location and click the “Delete” button to the right of the
Backup Location Select window.

After you have set your backup settings in the global settings window, you can backup recorded data by clicking
“Backup” in the Configuration Menu, as seen below:

Camera Configuration. .,
Global Settings...
Display & UI Settings. ..
Scheduler...

abaut, .,
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Using the Monitor Program
This section depicts, in detail, how to manipulate the monitor tool.

Connection of the DCS-2120

Once you have the privilege to connect to the DCS-2120, the cameras will automatically appear in the video area in
the order they are connected. Once you have set up the camera in the video channel, the color of the channel number
will turn green, indicating that the camera has been added to IP surveillance. If you do not set up the camera for the
video channel, the color of the channel number will be gray.

There is a unique light signal associated with each channel number. It indicates the status of the dedicated video
channel, which is depicted as follows:

0ff: The video channel is not connected with any DCS-2120 yet.

Green: The green light means the DCS-2120 associated with this channel number is connected, and the video is monitored
in the video area.

Red: The red light indicates the video from this channel is recording into the video database. In this mode, you don’t have
to drag and drop the channel to the video area. This means that this application software supports real-time recording
with and without real-time monitoring for the dedicated video channel.

Blink: With the motion detection mechanism set in the DCS-2120, the light of the corresponding channel | e

ha:

will blink once the motion event is triggered. ad .
@ @ @ @
5 & 7 £
C] @ @ @
2 qor 44 1z
@ @ @ @
s AR S

If you do not want to monitor one video, you can drag and drop the video (in the video area) to the
trashcan in the common control area of the monitor program. The following section will demonstrate O
the procedures for “drag and drop” step-by-step. R

FreeSpace: 28675963 KB
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Show the video of a specified channel
This section depicts the method of how to show the video of a specific channel in a display window.

Step 1: Move the mouse cursor to the camera you would like display in the window.

Step 2: Press and hold the left mouse button, and then drag it :
to a display window in the video area on the right side of the LI IR ® =
screen. Note that the cursor will change according to the area = channe!

in order to indicate whether the area is droppable or not. @ O

P survelllance

€ -8 i
wl o0 =@

el
et

Step 3: Release the left mouse button while on top of a
display window. The video will appear in the display window
as shown below. In each display layout, only one window
can be assigned to a camera. Also, each camera must have | .
its own separate window when displayed. Once the video is
in a display window, it can be dragged and dropped to other
windows. If you drag one camera’s video to a window that
already has its own camera’s video, the two cameras will trade
display windows. Dragging and dropping is a very convenient
way to manipulate the video channels in the IP surveillance Software.

o @ @
Py e

D € o
- @

[]

HH
o ©

i

-

1)-1ank
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Removing video from a display window

Step 1: Move the mouse cursor to the display window that o ®3ea ® &

contains the video channel you wish to remove. e 0L 2005(12/08 12:55:4 PM
@ © @ @ .
1 2 G
@ e e @

Step 2: Note that the cursor will change to the hand-shape 9 & 7 =

when it has been moved onto the display.ing frame. After @ © © @

that, press the left mouse button and hold it. G
@ e e @
13 14 15 16

Step 3: Move the cursor, while still holding the left mouse = =

D 0 O B =

button, to the trashcan in the common area of the monitor =
program. B B H

Hard Disk Skatus

D-Link

i e | suryveiilance
Usage: S

‘FreeSpace: 256?5‘368 KB
Step 4: When the cursor shape changes to an arrow-shape

over the trashcan, release the left mouse button. The video = Comman :
in the corresponding display window will disappear. O E E S
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The Layout

There are six different layouts available, as shown below, for the display windows in the monitor program. You can
select between 1 camera, 4 camera, 6, camera, 9 camera, 13 camera, and 16 camera layout. You can select one of
them by clicking on a layout icon. In each layout, you can drag and drop the “channel number” to any display window
in the video area. Following the procedures described in the section titled “Show the video of a specified channel”, you
can add the video channels to display windows within the selected layout in the video area one by one. You can also
exchange the video between different display windows by dragging and dropping. Double clicking on a display window
will switch to single channel layout.

— Layowt

When you choose the one-channel layout or four-channel layout, the “Page up” and “Page down” buttons will be shown
in the left-bottom corner of the video area. You can use these two buttons to switch the pages, as shown in the figure
below.

Viplmei
Lap7i

=l
G e | B
el

.r:

e s Gl | =
o

et b e e S

T e s e
L8 (RIS S0 I = et g5 3 od
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=
2
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S
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To view an individual camera from the multi-camera layout, double-click on the desired display window. You will see
that the size of the display window is the same as the one-channel layout. Clicking the Back button in the upper-left
corner of the video area will switch to the previous selected multi-camera layout.

The position that each video channel is in for every layout will be saved for the next time the layout is selected.

o
I
fu

£O3 80 =8 o8 —@ ;i
e o

E

S R o~ E Lo
N s Oe i |i't

Input/Output Control Tools

IP surveillance includes DI/DO control (Digital Input / Digital Output) control and an alert message receiver. Each of

these are described in detail on the following pages. A — I
(PTZ DDO | MertMsg | Tak

Note: The DI/DO is not available in the DCS-2120 camera. 1 2 3 4
goEoH o
s o i a2
o B oE o2
A5 A BTG
WK o#of
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Clicking on the “DI/DO” button shown below, you can switch to the DI/DO controls. The color of the channel number
indicates the status of the camera’s DI (Digital Input). You can click the “Switch button” to change the HI/LOW state
of the DO (Digital Output). With these features, you can monitor the remote sensor input from DI and also trigger the

camera by DO switch.
PTZ | DI/DD | Alerk Msg Talk

1 2 3 4
nf ol ol
5 b 7 £

When the color of a DI/DO channel number is gray, that means the video channel has not yet ,,
been connected to a camera. a = 5 3

Alert Message

If you have checked the box “Enable Motion Detect” or “Enable Digital Input” on the Camera | [iz15.45:dev #1 choced,

Configurations > Alert Settings screen, the alert message will show in the window shown | |f=cermecting .

above. Once the alert, caused by motion detection or a digital input level change is triggered, = |reconnecting ...

. . . . . . 12:17:12:dev #1 closed.
the alert message will be shown in this window. If there are more events than this window | |eccomecting -

can display, a scroll bar will appear. 12:17:25:dev #1 closed.

Reconnecking ...
12:17:38:dev #1 closed,
. . R ting ...
The message format is described as follows: L4ty #1 closed.
Reconnecting ...
12:40:40:dew #1 closed,

“lime”=>"alert type” #’channel number’(“win1”,”win2”,”win3”) e cocad

For example, the message “PM 02:41:00=>MO #1(0,1,1)” means that this is a motion
detection alert occurring at 02:41:00 PM in Motion Window 2 and Motion Window 3, for camera #1. If the message
“PM 02:41:56=>DI #1” is listed, that means there is an alert triggered by the DI, for camera #1, at 02:41:56 PM .
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Ahout

By choosing “About”, located in the configuration menu shown below, a dialog box will appear and display the information
about the installed version of IP surveillance. The information includes the software name, version, user name, and
company.

Carmera Configuration. ..
Global Settings. ..
Display & UI Settings, ..
Scheduler...

Miscellaneous Functions

This section will describe some other miscellaneous functions of the icons shown below. The icons, from left to right,
are Quit, Minimize, Full Screen, Lock, Stop Alert Sound, and Configuration Menu.

b W N e @ §
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Quit:
Minimize:

Full Screen:

Lock:

Stop Alert Sound:

Configuration Menu:

By clicking this button, IP surveillance will be closed with the latest settings saved.
Minimize the Monitor program.

With this function, you can enlarge the selected video channel to a full-screen display. Pres the “ESC”
key on the keyboard or double click the mouse on the screen to return to a regular display.

When this item is selected, Launcher will enter lock mode. In lock mode, whenever users want to invoke
the menu, a dialog asking for ID and password will appear.

If an alert is triggered, the alert sound will start to play. After being informed of the situation, you can
press this button to stop the alert sound. It will also switch the NO Control to the Alert Message receiver,
so that the alert messages can be reviewed.

The menu includes Camera Configuration, Global Settings, Scheduler, and About options.

Common Control Functions

This section will describe the common control functions of the icons shown below. These functions only apply to the
currently selected channel. The icons, from left to right, are Volume, Record, Stop Record, Snapshot, Printer, and

Trash Can.

Volume Control: Click on this button to adjust your volume settings. Commaon

Record: By clicking on this button, you can manually record video @ E E| ﬁ ‘ﬂ‘

from the selected channel.

Stop: After video recording has been activated, this button allows you to manually stop recording the selected

video channel.
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Snapshot: This button will take a snapshot of the selected video channel and then save the picture as a bitmap file to
the hard disk. You can set the directory for storing these bitmap files at the Configuration menu > Global
Settings screen. Please refer to the section titled “Global Settings” for more details (see page 80).

Printer: Click on the printer icon to print the current image to your default printer.

Trashcan: You can drag and drop the video channel to the Trashcan to close the video connection with the
DCS-2120.

Status Bar

The status bar, shown below, displays information about the IP surveillance program such as: Local Time, Current
Login User, Login Time, Software Name, and Software Version.

PRI NI User: admin Logged in when 2005/12/07 05;10;00 P IF surveillance  Yersion 3.0
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Playback Program

The playback program is a very powerful, convenient, and easy way to browse the recorded video. It has one display
mode (normal display mode) and two playback methods (full range and time period). There are several main functions

including special features in the Playback program. These functions are depicted as follows.

Features of Playback

Powerful play control tool:

* Play

e Stop

* Pause

» Step forward

e Fast play (from x1 to x16)

e Slow play (from /1 to /16)
Convenient display adjustment tool:

e Zoomin (from 1:1 to 2.25:1)

e Zoom out (from 1:1 to 1:2)
* Full screen

Flexible searching range adjustment tool:
e Userinput (from full range to 1 second)
e Zoom in (from full range to 10 seconds)
e Zoom out (up to full range)
* Full range

System control tool:
* Program locking

* System settings
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Logging In
Before you start the playback program, it is necessary for you to log in to the application software. The figure below
shows the login dialog. For security concerns, only the admin account can log in to this program. To change the
password of the admin account, please refer to the section titled “Logging In” on pagaZ2

fnuchentication
Uszemarne: _
Password: _
Ok, Cancel
Layout

When you successfully log in to the playback system, the main window will be shown on the top of the screen and the
display resolution will be changed to 1024x768 automatically. There are four main areas, i.e. display area, histogram
area, control area, and status area. There are also three visualized controls , i.e. area selection indicator, frame
selection indicator, and pull bar. These features provide much more convenience while searching recorded video in
the IP surveillance database.

1/ 3200 B
MM 015321 :. |

Peiiod - Tire:

14 320M -
AM 0458 35 =

Pl teih Ml 1l

A=tk Area Gelecbon:

AN A Lk : : : ‘ "

[omd Mace Homel$pocd
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Main Areas
Display Area

The display area is able to show the surveillance database of each camera by time. You can change the video size
through the display adjustment tool and the playback method through the play control tool. Under the normal display
mode as shown in the figure below, you can just double click on the frame area to change the frame size to 1:1 or
2.25:1.

Histogram Area

The histogram is an interactive control. Not only can you get the event’s location in time domain and its quantity of the
motion percentage, but you can also select a group of events or a period from the event histogram area and show it
on the display area.

Control Area

The control area contains almost all the control selectors and toolboxes you need to browse the database. These control
tools include location selector, period selector, playback method selector, jog dial, display adjustment tool, searching
range adjustment tool, exporting tool, and system control tool.

Status Area

The status area is located at the bottom of the main window. It tells you the program status information including
display mode, display size, display speed, exporting file format, and exporting file name.

Indicators

Area Selection Indicator

In the main playback window, the display area is surrounded by a blue rectangle. This rectangle is the area selection
indicator. This indicator can be set to either display area or histogram area, as long as you move your mouse cursor to
the area you intend to select. When you select the display area, the display adjustment tool will appear in the control
area. If you select the histogram area, the display adjustment tool will disappear and the searching range adjustment
tool will be shown in the same place of the control area.
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Pull Bar

The pull bar is a fast, flexible control for seeking data in the selected time period. It represents the total length of time
in that period. You can pull the indicator on the pull bar to the specific time-point you would like to view. The displaying
video will halt and then restart, playing the video sequence from the point you selected. If the video sequence has
been paused, the display area will show the point you selected without playing. Note that the pull bar will only function
under the normal display mode.

Settings

After the main window is shown on the screen, you must modify the settings to make it to work properly. Click on the
“Settings” button, shown below, in the system control tool, and the setting dialog will appear on the screen.

Syztem Contral

& & =

Settings gj
Database lacation: C:iurmss AVDB|\Record =
AV files location: Ci\urmssAVDELAVT =
Snapshat files location: Ci\urmssAYDE|Snapshat =

AVT Compressar
AVI Frame rate | 15 : Change Yideo compression Mode ‘
‘ _hange Audio compression Mode |
Modulation Mode
OpaL GINTSC O amos
Control Panel Position
(ILeft (=} Right
Time Format Snapshot Format
Z4-haur Formak v| () BMP Ciarec
V Ok x Cancel
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The items in the settings windows are:

Database Location: The most important item in the settings dialog is the database location setting. You must
set it to the directory that contains the surveillance database to make the program work

properly.

AVI File Location: This sets the directory where exported AVI files will be stored. Exported AVI files will be
stored in the sub-directory (camera name) under the directory you set here.

Snapshot File Location: This sets the directory where bitmap files will be stored when you use the snapshot to
export them. Exporting bitmap files will be stored in the sub-directory (camera name)
under the directory you set here.

Modulation Mode: The modulation mode cannot be changed. This depends on how you recorded the video
sequence in the monitor program. If you select the wrong mode, the video shown in the
display area will become distorted. If you have chosen the wrong modulation mode, you

may open the settings dialog again, change to the correct mode, and restart the playback
program. The display will now be normal.

Normal (Single Frame) Mode

While in the normal (single frame) display mode, you can change the video currently displayed by:

1) Changing the database path for retrieving another one in the settings dialog of “System Control” tool.
2) Changing the location selector to another location in control area.

3) Changing the playback method selector to “Full Range.”

4) Changing the playback method selector to “Time Period.”
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Under the normal display (single frame) mode, you can use all the tools provided with the playback program, except
the page control. In this mode, the two labels under the pull bar show the starting and the ending time of the interval
individually (as shown below).

Tron: Dozl

14 3/20
4 01 53 21

14 372004
Abd 04 52 38
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Histogram Area

The histogram area in the normal display (single frame) mode only shows the events’ occurred time and the percentage
of motion detection with red bars. If you want to access the histogram area, you must change the area selection indicator
to the histogram area. You can mark one time interval you want to see with a color-inverted region by dragging your
mouse with the left button pressed (as shown below). When you release the left button, the color-inverted region will be
enlarged to the whole histogram area. This color-inverted region will be the new period the program is going to display.
If you change your mind and don’t want to see that period, you can cancel it by just pressing the right button of your
mouse with the left button still pressed. If you click on the left button without dragging it, the action will be the same as
clicking on the pull bar in the same x-axis position. That means the playback system will shift to the pointed time and
show video on the displaying frame. Besides, the dark regions in the histogram area mean there is no existing video
data in that interval. If you click on those regions, nothing will happen except a warning message will pop up.

Using Tools

In this section, the method of how to use the tools in the control panel (shown in the main playback window) will be
discussed.

Laocation:

Selector Tools ort Do
The figure below shows the selector tools. They are location selector, period selector for the Feried Stal Tine

selection of the beginning time and the ending time, playback method selector, and alert area o™ =~
selector M 02:58:21 =
’ Period End Time:
| 1/ 2/2004 =l
|aM 04-58:38 =
Flayback. Methad:
IFuIIFlange j
Alert Area Selection:
I =
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Location Selector

The location selector is a control that lets you select the camera you want to see (refer to the figure above). The location
name is the same as the camera name (text on video) unless you have specified otherwise.

Period Selector

Period selector provides you a precise way to choose the start time and the end time of a new period. The end time
must be later than the start time. After you provide the correct start and end time, clicking on the “Play” button in the
jog dial will play the new period in the display area with changing the period start and end time label. Besides, the pull
bar and histogram area will change, too. If the selected period is not present in the database, the data in the period
selector will change to the previous correct start and end time, and a warning message will be displayed.

Playback Method Selector

Since the program will record the previous start and end time in “Time Period” and “Events Preview” mode, whenever
you want to change the period selector to see the other periods, you must change the playback method selector to
the mode you want to use first. Otherwise, the period selector will revert back to the previous period set the last time
you changed the playback method selector.

Full Range: If you select this method, the database will be displayed from the beginning to the end of this location.
Any change in the period selector will have no effect except when you change this selector to “Time
Period.”

Time Period: |f you change the playback method to “Time Period”, you can modify the start and end time in the period
selector. When you click on the “Play” button in the jog dial, the period you selected will be displayed.

Alert Area Selector

In the preview mode, the playback program can show the information of total events of only one alert window each
time. If you want to see the events of the other two alert area windows, you must change the alert area selector to
the other window numbers. In the normal display mode, the alert window that the alert area selector indicates will be
highlighted with red rectangle if you checked that window in the settings dialog. The alert area selector will be changed
to alert window O by default settings when you change the location selector to another window.
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Play Control

For the play control, the jog dial, shown in the figure below, is used to provide the easiest method of controlling the
video sequence display. All buttons can control the displaying frame in the normal display mode.

Play:

Stop:

Pause/Resume:

Forward:

Fast Play and Slow Play:

The supported “Play” button is an intelligent play user-interface. The
functionality of this button can vary to fit different circumstances. In
the normal display mode, clicking on the “Play” button can restart the
displaying video sequence.

When you want to stop the displaying video sequence, you can click
on the “Stop” button. Note that once you press the “Stop” button, the
start point will be reset to the start of the present period.

The “Pause” button provides you a way to pause the video sequence
display. When the displaying video is paused, click on the “Pause”
button again to resume the video display.

This button is only valid when the displaying video sequence is paused. It will display the next frame in
that period when you click on the “Forward” button one time.

The camera supports a maximum of x16 fast forward play and minimum of /16 slow forward play. This
function helps you browse the surveillance database with more flexibility. If you want to change the
playing speed, you just need to move the speed indicator. To increase playing speed, move the indicator
in the clockwise direction. And to decrease playing speed, move it in the counterclockwise direction.
The current speed that is set will be shown in the second column of status area.
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Display Adjustment Tool

When you move the mouse cursor to the displaying area, the display adjustment toolbox will appear. Using the display
adjustment toolbox, you can change the displaying video sequence to the size you want to see in the normal display
mode when you move the area selection indicator to the display area. The figure below shows the display adjustment
toolbox and its own three elements, i.e. “Zoom In”, “Zoom Out”, and “Full Screen.”

Zoom In:

Zoom QOut:

Full Screen:

When you click on the “Zoom In” button one time, the image size [ iEl:I|E|_',' .ﬂ.diuatment

in the display area will be magnified 12.5 percent to the original

size. Due to the limitation of the display area size, the maximum

zoom in ratio supported is only 2.25:1 for NTSC modulation mode Q Q :J
and 1.875:1 for PAL modulation mode. If you want to see the * - -

image in more detail, you can use the full screen function that
is supported in the same toolbox.

When you click on the “Zoom Out” button one time, the image
size in the display area will be minified 12.5 percent to the original size. To show the location and time
information completely, the minimum zoom out ratio is limited in 0.5:1.

When you click on the “Full Screen” button, the video sequence will be enlarged to the whole screen
instantly. You can double click on any place or the “ESC” key to return back to the normal screen. When
you switch to the full screen display, you can press the “Alt” and “Space” keys together to pop the jog dial
to control the displaying video sequence. Press the same keys again to close the jog dial. You can also
press the “Alt” and “Enter” keys together to switch between the normal display and full screen display
at any time when the program is under the normal display mode.
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System Control Toolbox

The system control toolbox provides some basic operations for the playback program. The figure below shows the
three elements of the system control toolbox, i.e. “Lock Window”, “Settings”, “Minimize”, and “Exit.”

Lock Window:

Settings:

Minimize:

Exit:

If you are away from your computer, for security reasons, we

recommend that you to close the playback program or you SPEtEITI Contral
can just click on the “Lock Window” button to lock the main

window. Once you click this button, the main window will be l%l -ﬂ QJ I
hidden and the login dialog will appear. To return to the main = — O

window, you need to re-enter the admin’s password again.

The settings dialog will pop up when you click the “Settings” button. For more information about setting
this program, please refer to the section titled “Settings.”

Click this button in order to minimize the playback program window.

The playback program will be closed immediately when you click on the “Exit” button.
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Schedule Video Recording with Motion Detection

To schedule video recording with motion detection, you must first enable motion detection on the Network camera. Click
the Motion Detection button under the Advanced tab from the Configuration screen to access settings that affect how
the DCS-2120 Network camera can serve as a security

device by recording only when motion is detected. e
4'——ﬁ.,
Note: These settings can be configured in your Web ___
browser and while logged into the IP surveillance MGt e sl e b
Program. -

Enable mation detection

Percentage:

In this window, follow the steps below to ensure that “ )
% New Save

motion detection is correctly enabled:

1 Check “Enable motion detection.”

2 Click on “New” to have a new window to monitor
video.

SECURITY

3 Enter in a window name.

4 Adjust the “Sensitivity” and “Percentage” levels according to the local environment. The highest sensitivity and
lowest percentage provides the most sensitive setting.

5 After adding the motion window, click on save to enable the activity display. You can add up to 3 motion windows
to trigger recording.
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For detailed information about each setting, please refer to Configuration > Advanced > Motion Detection in the
section titled “Using the DCS-2120 With an Internet Browser” (page 29).

Next, run the IP surveillance program. Click on the Configurations button and select Scheduler.

o N BN

Camera Confiquration. .,
Global Settings...

Scheduler, ..
Backup
about, ..

In the Primary Schedule you can choose either Once (for one time recording) or Every Day (for scheduled recording).
For example, if you would like to record events every day during a certain time frame, click on the beginning time
and drag your mouse to the ending time. Schedule recording can be configured by minutes, hours, days, weeks, or

months.
x|

The Secondary Schedule allows you to set a schedule
outside the Primary Schedule. The Secondary Schedule
provides two options to record without a specified date or
time. You can select Event Mode, which will record whenever iy s
an event is triggered, or Continuous Mode, which will begin = “*= e
continuously after scheduling settings are saved. You do !

not need to set the Secondary Schedule with the Primary || e [ e = 3 =
Schedule. To schedule video recording with motion detection, | - ime F‘,l“;‘::d:ifd“”,-wmz win | F‘,-D‘g;fg'h‘””“t,- e
you can use either the Primary Schedule or Secondary | .eme
Schedule, or both. e TR A S

(+ Disable

Duplicate |

-l FileiEein el T | it
" Event mode ’7 el I it I v atE ‘ ’7 I e G [~ risimae T | FElli:

" Continuous mode

Load ... | Unda Clear | SEVE &5... Close |
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In this window, follow the steps below to schedule video recording with motion detection in the Primary Schedule:

1 Check if you want the recording schedule to occur Once or Every day.
2 Set the date, time-line, and begin and end times for recording.
3 Check Event Mode.

4 Select the motion detection window that will be used to trigger motion detection.

Note: You must first create motion detection windows in the Web configuration page of the camera.
Remember the names of the windows and the order in which you created them, as they are not displayed
inside the scheduler. Instead, they are listed in the order they were added. For example, the first window
created is labeled “Window1.”

5 Click on “Disable” under the Secondary Schedule.

Click the Save button when finished. You have now set a schedule to record video when motion detection is triggered.
If you would like to save this configuration, click Save As to save this configuration to a folder in your hard drive. This
configuration can be used on another system running IP surveillance or can be used as a backup if you need to
re-install the IP surveillance software program.
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DCS-
2120 offers the following types of security:

* WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption
algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal
- using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been
tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard instead of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.
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Setting Security

At this point it is highly recommended that you click on
the Configuration button on the Home screen, and then :

the Tools tab to bring you to the Admin screen. Enter a :
password for security purposes.

You can configure the IP camera’s administrative passwiord as wel as add more user accounts for
access to the 1P camera,

ADMIN PASSWORD SETTING

Passward

Retype Password '_

To ensure the highest security and prevent unauthorized
use of the Network camera, the Administrator has the o |

exclusive privilege to access the System Administration el |

settings to allow users entry and authorize privileges

for all users. The Network camera supports multi-level warrime [ vear o] (madfe (daia]

password protection/access to the Network camera

that can be restricted to defined users who have a User

Name and User Password, which is assigned by the

Administrator.

The Administrator can release a public user name and password so that when remote users access the Network
camera they will have the right to view the image transmitted by the Network camera.

When the Network camera is used for the first time, it is highly recommended that the Administrator set the Administrator’s
Password to constrain user access to the Network camera since the Default settings are Null String (no password).
Once the Password is defined, only the Administrator has access to the management of the Network camera. This
procedure should be done as soon as possible since the security features of the Network camera will not be enabled
until the Administrator Password is defined.
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Using & Configuring the DCS-2120 with a NAT Router

D-Link’s DCS-2120 is a versatile and cost effective Network camera offering both video and audio monitoring. It can
also serve as a powerful surveillance system in security applications. The DCS-2120 can be used with any wired or
802.11b/g wireless router. This section explains how to view the camera from either the Internet or from inside your
internal network.

Materials Needed:

e 1 DCS-2120 Network camera
¢ 1 Ethernet Cable
e A Wired or Wireless router such as the D-Link DIR-655 Wireless Router

* Ethernet based PC for system configuration

Setting up the DCS-2120 for Use Behind a Router

Installing a DCS-2120 Network camera on your network is an easy 4—step procedure:
1 Assign a Local IP Address to Your Network camera
2 View the Network camera Using Your Internet Explorer Web Browser
3 Access the Router with Your Web Browser

4 Open Virtual Server Ports to Enable Remote Image Viewing

This section is designed to walk you through the setup process for installing your camera behind a router and enable
remote video viewing. For the basic setup of the DCS-2120, follow the steps outlined in the Quick Installation Guide.
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After you have completed the setup of the DCS-2120 outlined in the Quick Installation Guide you will have an operating
camera that has an assigned IP Address. Because you are using a router to share the Internet with one or more PCs,
the IP Address assigned to the Network camera will be a local IP Address. This allows viewing within your Local Area
Network (LAN) until the router is configured to allow remote viewing of the camera over the Internet.

1 Assign a Local IP Address to Your Camera

Run the DCC program from the CD included with the DCS-2120. Follow the steps in the Quick Installation Guide to
configure the DCS-2120. The camera will be assigned a local IP Address that allows it to be recognized by the router.
Write down this IP Address for future reference.

This is the IP Address assigned to your camera. Write it down for later use. 172.17.5.108 is only an example. You will

probably have a different IP Address.

Gongratulations! o
_ 3. Connection Information
You have completed the Network Camera Installation! .~ Satup Complata

Pleasa find your Camera IP address listed below. Enter this URL into
any web browser to access your camera settings.

URL: http://172.17.5.108

Installation is now complete.

Click on the EXIT button to close the program now or the ADVANCED
Options button should you want to configure the advanced camera
options.

Video of selected

EXIT [ ADVANCED Options IP camera
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2 View the Network camera Using Your Internet Explorer Web Browser

Run your Internet Explorer Web browser. In the address bar, type in the IP Address that was assigned to the Network
camera by the DCC program. The DCS-2120 Live Video Page appears with a window displaying live video from the
camera. You are able to view this screen from any PC running Internet Explorer on your LAN.

Click on the Setup button on the left side of the display. Scroll to the bottom of the Network Setup page (see page 24)
to display the ports used by HTTP and Streaming audio and video.

peszrzoJ [ vevoeo

This section shows your camera's live video. You can control your settings wsing the buttons below.
Current resolution is 640%480

&g n e

SECURITY
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The Setup > Network Setup page displays the port settings for your camera. If necessary, these ports can be changed
if they are already in use by other devices (e.g. in a multiple camera environment).

Note: Ports 5556 - 5559, and both HTTP port and RTSP
port are required to be opened for the DCS-2120. Please

refer to page 112 on how to open ports in the router. s | e .

@ LAN Settings
® DHCP
O Fixed 1P
IP address

Subnet Mask

Default Router

Primary DNS

Secondary DS B
[“]Enable UPNR presentation
[CJEnable UPnP port forwarding

PPPCE Settings

User name

Password

Confirm password

Connect status MNone

PORT DETAIL SETTINGS

HTTRP

Enable RTSP authentication
Access name for computer viewing
RTSP port
RTP port for video
RTCP port for wideo
RTP port for audio
RTCP port for audio

Aote: RTP video port and RTP audio port musr bE an ever number. R TP video port
G R TCP audo port must be RTP vidao port and R TP audio port 354 1 " indviclialy.

[_save settings | [ Don't Save Settings |

SECURITY
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Router Set-Up and Installation

The following steps generally apply to any router that you have on your network. The D-Link DIR-655 is used as an
example to clarify the configuration process. Configure the initial settings of the DIR-655 by following the steps outlined

in the DIR-655 Quick Installation Guide.

3 Access the Router with Your Web Browser

If you have cable or DSL Internet service, you will most likely have a
dynamically assigned WAN IP Address. ‘Dynamic’ means that your
router's WAN [P address can change from time to time depending on
your ISP. A dynamic WAN IP Address identifies your router on the
public network and allows it to access the Internet. To find out what
your router's WAN IP Address is, go to the Status menu on your router
and locate the WAN information for your router (as shown on the next

Your WAN IP Address will be listed on the router’s
Status > Device Info page.

Aol your Inbormet,
version & sl ceplayed

Tene © 2007/10/10 PM 10:10:33
Firmware Version @ 102, 2006/10/13

Cormwection Type : DHCP Cient
0% Egine ¢ AL
Cabile Statues © correctind

Network Status  corracted
Conaetion Up Tins © 1A

MAL Address @ 001958030469
I Address © 210.21.33.48
t ¢ 255.255.255.248

tO16B.95.1.1
¢ 0.0.0.0

WISH @ Actve
MAC Address : 00:19:50:02:04.00
Mabwork Name (SSI0) @ ik
Channel ;4
Security Mode : Dizsbled
Wi Protected Setup : EnsbledNo Confgured

LAN COMPUTERS

10 Adddrats e (if any) MAL
152.160.0.155 ed_rier DO0:05-Sck ek 0d

IGMP MULTICAST MEMBERSHIPS
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Note: Because a dynamic WAN IP can change from time to time depending on your ISP, you may want to obtain a
Static IP address from your ISP, A Static IP address is a fixed IP address that will not change over time and will be more
convenient for you to use to access your camera from a remote location. The Static IP Address will also allow you to
access your camera attached to your router over the Internet.

4 Open Virtual Server Ports to Enable Remote Image Viewing

The firewall security features built into the DIR-655 router prevent users from accessing the video from the DCS-2120
over the Internet. The router connects to the Internet over a series of numbered ports. The ports normally used by the
DCS-2120 are blocked from access over the Internet. Therefore, these ports need to be made accessible over the
Internet. This is accomplished using the Virtual Server function on the DIR-655 router. The Virtual Server ports used
by the camera must be opened through the router for remote access to your camera. Virtual Server is accessed by
clicking on the Advanced tab of the router screen.

Follow these steps to configure your router’s Virtual Server settings:

—

Click Enabled.
2 Enter a different name for each entry.

3 Enter your camera’s local IP Address (e.g., 192.168.0.120 in the example in step 2 on page 122) in the
Private IP field.

4 Select TCP for HTTP port, both (TCP and UDP) for RTSP and both (TCP and UDP) for 5556 - 5559
ports.

5 If you are using the default camera port settings, enter 80 into the Public and Private Port section, click Apply.

6 Scheduling should be set to Always so that the camera images can be accessed at any time.
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Repeat the above steps adding the port 554 to both the Public and Private Port sections. A check mark appearing
before the entry name will indicate that the ports are enabled.

Important: Some ISPs block access to port 80 and other commonly used Internet ports to conserve bandwidth. Check
with your ISP so that you can open the appropriate ports accordingly. If your ISP does not pass traffic on port 80, you
will need to change the port the camera uses from 80 to something else, such as 800. Not all routers are the same, so
refer to your user manual for specific instructions on how to open ports.

Enter valid ports in the Virtual Server section of your router. Please make sure to check the box next to the camera
name on the Virtual Server List to enable your settings.

The Wirtual Server option allows you to define a single public port on your router for redirection
to an internal LAM IP Address and Private LAM port if required. This feature is useful for hosting
orline services such as FTP ar Web Servers,

[ Save Settings ] [ Don't Save Settings I

24--VIRTUAL SERYERS LIST

Port  Traffic Type

MName ) Public  Protocol Schedule
|pes-s220 | |HTTP [w] a0 [Tce [w]  [aways[+]

v
= 1P Address

) Private ~ Inbound Fitter
192.168.0.120 | | Computer Name [+ |80 & Alow ll [ ]
Marne Public  Protocol Schedule
DC5-5220 | Application Name v| 554 [ter [w Always -

U
IP Address § Private . ~ Inbound Filter
192,168.0,120 Camputer Name _ 1554 & Allow all :l
Marne ) Public Protocal Scheduls_
0 Application Name (] [0 = Always [v]
1P Address ) Private ) ~ Inbound Filter
0.0.0.0 | Cornputer Name o 6 allow Al
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Using & Configuring 3G Compatible Cell Phones

Before you start, please refer to page 30 to find the Access Name of the RTSP protocol. To enter the RTSP streaming
address, please follow this format: rtsp://ip address of the camerallive.sdp.

To enable mobile device video streaming, you will need
to select Configure for mobile viewing (see sample
screenshot to the right).

This section allows you to configure the sound and wideo of your IP camera, You can configure i
different settings depending on whether you are viewing content from a PC or a Mohile Phone | 2
PDA, g

[ save Settings | [ Don't Save Settings |

GENERAL

@ cConfigure for computer viewing

© Configure for mobile viewing

VIDEOD SETTINGS

Frame size [e40xaan [v]

Max frame rate [30 s
Key frame interval 60 |

Wideo quality control

() Fied bit rate | 512 Kbps .
& Fied quality

AUDIO SETTINGS

O Mute
O aac Bit Rate [ 128Kbps [v]
@ GEM-AMR Bit Rate | 12.2Kbps [v

SECURITY
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Play from RealPlayer

The following steps are based on a Nokia 6630 cell phone.

Press the Menu button and select Media '

Select Open ' 'S

Select RealPlayer '
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Select Open '

When RealPlayer opens, press Options '
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Select Download '

Select Video Clips '

Note: 71.34.50.5 is the camera’s IP address in this sample.

Press Options '
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Select Navigation Options '

Select Go to web address '

Input your rtsp address '
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Press Yes, and allow Connection and
Loading of the streaming video.

Enjoy streaming video on your cellphone. '
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Play from PVPlayer

Press the Menu button and select PVPlayer '

Select Open '

Press the Options button ' >
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Select Open location '

Input your rtsp address '

Note: 71.34.50.5 is the camera’s IP address in this sample.
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Enjoy streaming video on your cellphone. '
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Troubleshooting

1 What is an Network camera?

The Network camera is a stand-alone system connecting directly to an Ethernet or Fast Ethernet network. It differs
from a conventional PC Camera, the Network camera is an all-in-one system with built-in CPU and Web-based
solutions providing a low cost solution that can transmit high quality video images for monitoring. The Network
camera can be managed remotely, accessed and controlled from any PC/Notebook over an Intranet or the Internet
from a Web browser.

2. What is the maximum number of users that can be allowed to access DCS-2120 simultaneously?
The maximum number of users that can log onto the Network camera at the same time is 10. Please keep in mind
the overall performance of the transmission speed will slow down when many users are logged on.

3. What algorithm is used to compress the digital image?
The Network camera utilizes MPEG-4 Simple Profile Mode image compression technology to provide high quality
images.

4. Can | capture still images from the Network camera?
Yes you are able to capture still images with the snapshot function from the software application CD supplied with
the Network camera or with the snapshot function on the Home page using an Internet browser.

5. Can the Network camera be used outdoors?
The Network camera is not weatherproof, and needs to be equipped with a weatherproof case in order to be used
outdoors (recommended).

6. When physically connecting the Network camera to a network what network cabling is required?
The Network camera uses Category 5 UTP cable allowing 10 Base-T and 100 Base-T networking.

7. Can the Network camera be setup as a PC-cam on a computer?
No, the DCS-2120 Network camera is used only on a wireless 802.11b/g, Ethernet, or Fast Ethernet network.
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8. Can the DCS-2120 be connected to the network if it consists of only private IP addresses?
Yes, the Network camera can be connected to a LAN with private IP addresses.

9. Can the DCS-2120 be installed and work if a firewall exists on the network?

If a firewall exists on the network, port 80 needs to be opened for ordinary data communication. The DCS-2120
uses HTTP port and RTSP port to stream video data. These ports (or the ports you specify from the Advanced Tab
in the Configuration screen if you change the default ports) need to be opened in the firewall device. Please refer to
page 124 for more information.

10. Why am | unable to access the DCS-2120 from a Web browser?

If a router or firewall is used on the network, the correct ports for the DCS-2120 may not be configured on the
router or firewall. To correct the problem, you need to determine if the DCS-2120 is behind a router or firewall and
if the router or firewall is properly configured for the ports the DCS-2120 is using. Refer to page 124 for help in
opening the correct ports on a router or firewall for use with the DCS-2120.

Other possible problems might be due to the network cable. Try replacing your network cable. Test the network
interface of the product by connecting a local computer to the unit, utilizing a Ethernet crossover cable. If the
problem is not solved the Network camera might be faulty.

11. Why does the Network camera work locally but not externally?

This might be caused by network firewall protection. The firewall may need to have some settings changed in
order for the Network camera to be accessible outside your local LAN. Check with the Network Administrator for
your network.

Make sure that the Network camera isn’t conflicting with any Web server you may have running on your network.
The default router setting might be a possible reason. Check that the configuration of the router settings allow the
Network camera to be accessed outside your local LAN. Please refer to page 124 for more information.
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12. | connected the Network camera directly to a computer with a cross-over cable Ethernet cable and
received the following Windows error upon running the Installation Wizard:
This Windows error will occur if the Network camera is connected to a computer that is not bind(sock) failed [X]
properly configured with a valid IP address. Turn off DHCP from the Network Settings in Windows® s e

and configure the computer with a valid |IP address, or connect the camera to a router with DHCP
enabled (see page 144).

13. Why does a series of broad vertical white lines appear throughout the image?

It could be that the CMOS sensor has become overloaded when it has been exposed to bright lights such as direct
exposure to sunlight or halogen lights. Reposition the Network camera into a more shaded area immediately as
prolonged exposure to bright lights will damage the CMOS sensor.

14. Noisy images occur. How can | solve the problem?
The video images might be noisy if the Network camera is used in a very low light environment. To solve this issue

you need more lighting.

15. The images appear to be of poor quality, how can | improve the image quality?

Make sure that your computer’s display properties are set above 256 colors. Using 16 or 256 colors on your
computer will produce dithering artifacts in the image, making the image appear to be of poor quality.

The configuration on the Network camera image display is incorrect. Through the Advanced > Image Setting
section of the Web management you need to adjust the image related parameters such as brightness, contrast,
hue and power line frequency for fluorescent light. Please refer to the Advanced > Image Setting section on Page
43 for detailed information.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or WiFi technology is another way of connecting your computer to the network without using wires. WiFi uses
radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office
network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
» Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space

Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.
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Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as away as possible from the
router/access point. This would significantly reduce any interfere that the appliances might cause since they operate
on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.
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Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

* Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DCS-2120 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP Address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter. &t C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26H80]
<C» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and
the defaU|t gateway Of your adapter- C:“\Documents and Settings*ipconfig

Mindows IP Configuration

If the address is 0.0.0.0, check your adapter St

. . . . . Connection—specific DMS Suffix . : dlink
installation, security settings, and the settings IP fddress. .07 L L L P 18.5.7.114

Default Gateway

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

C:Documents and Settings>_

If you are connecting to a wireless network at a

hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP Address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router. :

Internet Protocol (TCP/IP) Properties

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address Yo can at P ctings s ol you el supats
192.168.0.X where X is a number between 2 and 99. Make sure that the number | """
you choose is not in use on the network. Set Default Gateway the same as the LAN S e

IP address of your router (192.168.0.1). 1B sicss TR
Subnet mask: 285255255 . 0
Default gateway: 192 168, 0 . 1 |

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. ® Use the ollowing DNS sever sdesses
Freferred DNS server : 192 168, 0 . 1
Alternate DMNS server. i .
Step 5
. . . Advance d.
Click OK twice to save your settings.
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Technical Specifications

Remote Management * Standard Fixed Mount Type Lens 4mm, F2.0
* Configuration Accessible via a Web Browser * 62° Field of View
» Take Snapshots and Save to a Local Hard Drive via a
Web Browser Security
e Administrator and User Group Protected
Networking Protocols * Password Authentication
e TCP/IP, HTTP, SMTP, FTP, NTP, DNS, DHCP, UPnP™,
DDNS, PPPoE, Support IP Surveillance Software
* Remotely Manage and Control up to 16 DCS-2120 Internet
Connectivity Cameras
* 802.11g Wireless * View Up to 16 Cameras on one screen
* 10/100Mbps Fast Ethernet * Supports all Management Functions Provided in Web
* Auto Negotiation Interface
e Scheduled Motion Triggered, or Manual Recording
Video Algorithm Supported Options
* 3G video/ISMA'
* Enhanced Video Compression Using MPEG4 Viewing System Requirement Protocol
Simple Profile e ActiveX
Video Resolution? Operating System
* Up to 30fps at 160x120 * Microsoft Windows® XP/2000
* Up to 30fps at 176x144
* Up to 30fps at 320x240 Browser
* Up to 30fps at 640x480 e Internet Explorer v6
Audio LEDs
* 16kbps~128kbps (AAC) e Two-Color LED
* 4.75kbps~130kbps (GSM-AMR)
Power
Camera Specification  External Power Supply
* 1/4” CMOS Sensor *5V DC 2.0A
*0.5Lux @ F1.4 * Power Consumption 5.5W

* AGC/AWB/AES
¢ Electronic Shutter: 1/60~1/15000 sec.
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Dimensions
*4.5” (L) x 3.125” (W) x 1.625” (H)

1 3G phone must be equipped with 3G video playback such as RealPlayer® or PacketVideo for Symbian or PocketPC.
24X digital zoom enlarges an image by magnifying the pixels in a selected portion of the image by 4 times.

Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
factors will adversely affect wireless signal range.
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