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Chapter 1. I ntroducti on

D-Link Services Routey offerasecure, high performance networking solution to address
the growing needs of small and medilmsinesses. Integrated higlpeed IEEE 802.11n

and 3G wireless technologies offer comparable performance to traditional wired
networks, but with fewer limitations. Optimal network security is provided via features
such as virtual private network (VPN) tuals, IP Security IPseg, Pointto-Point
Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and Secure Sockets
Layer (SSL). Empower your road warriors with clientless remote access anywhere and
anytime using SSL VPN tunnels.

With the D-Link Sewices Routelyou are able t@xperiencea diverse set of benefits:
1 Comprehensive Management Capabilities

The DSR-500, DSR-500N, DSR-1000 and DSR1000N include duaWAN
Gigabit Ethernet which provides polidyased service management ensuring
maximum produdvity for your business operations. The failover feature
maintains data traffic without disconnecting when a landline connection is lost.
The Outbound Load Balancing feature adjusts outgoing traffic across two WAN
interfaces and optimizes the system pemnfance resulting in high availability.
The solution supports configuring a port as a dedicabddZ port allowing you

to isolate servers from your LAN.

@ DSR-150/150N250/250N producsthavea single WAN interface, and thusdoes not
support Auto Failover andoad Balancing scenarios.

I Superior Wireless Performance

Designed to deliver superior wireless performance, the 388N and DSR

1000N include 802.11 a/b/g/support allowing for operation on either the 2.4

GHz or 5 GHz radio bands. Multiple In Multipleu® (MIMO) technology allows

the DSR500N and DSRLOOON to provide high data rat
spotso throughout the wireless coverage art

@ DSR-150N,DSR-250N and DSR500N supporthe 2.4GHz radio band only.

1 Flexible Deployment Options

The DSR1000 / 100N supports Third Generation (3G) Networks via an
extendable USB 3G dongle. This 3G network capability offers an additional
secure data connection for networks that provide critical services. The DSR
1000N can be configured to automatically switcha®G network whenever a
physical link is lost.

1 Robust VPN features

A fully featured virtual private network (VPN) provides your mobile workers and
branch offices with a secure link to your netwofkhe DSR-150/150N250/250N,
DSR-500/500N and DSR-1000/1000N are capable of simultaneously managing

5, 5,10, 20Secure Sockets Layer (SSL) VPN tunnels respectively, empowering
your mobile users by providing remote access to a central corporate database.
Site-to-site VPN tunnels use IP SecurityiPceqd Protocd, Pointto-Point
Tunneling Protocol (PPTP), or Layer 2 Tunneling Protocol (L2TP) to facilitate

11
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1.1

1.2

branch office connectivity through encrypted virtual linRhhe DSR-150/150N,
DSR-250/250N, DSR500/500N and DSRLO00/1000N support0, 25, 35 and 75
simultaneas IPsec VPN tunnels respectively

1 Efficient D-Link Green Technology

As a concerned member of the global communityl.ibk is devoted to providing
ecofriendly products. BLink Green Wi-Fi and D-Link Green Ethernet save
power and prevent waste. ThelbDnk Green WLAN scheduler reduces wireless
power automatically during ofpeak hours. Likewise the-Dink Green Ethernet
program adjusts power usage based on the detected cable length and link status.
In addition, compliance with RoHS (Restriction of Hazard@ushstances) and
WEEE (Waste Electrical and Electronic Equipment) directives makkeirk

Green certified devices the environmentally responsible choice.

@ Support for the3G wireless WANUSB dongleis only available for DSRLO00
and DSR1000N

About this User Manual

This document is digh level manuako allow newD-Link Services Routeusers to
configure connectivity, setup VPN tunnels, establish firewall rules and perform general
administrative tasksTypical deployment and use case scenarios are deschibedch
section.For more detailed setup instructions and explanations of each configuration
parameter, refer to the online help that can be accessed from each page in the router
GUI.

Typographical Conventions

The following is a list of the various term&llowed by an example of how that term
is represented in this document:

M Product Namé D-Link Services Router

o Model numberdDSR-500500N/1000/1000M250/250N150/150N

1 GUI Menu Path/GUI Navigatioii Monitoring > Router Status

1 Important note @

12



Chapter 2. Conf i g¥oungNe:t woAN Setup

It is assumed that the user has a machine for management conb@¢hed AN to the router.The LAN
connection may be through thveired Ethernet pord available on the routeror once the initial setup is
complete,the DSRmay also be m@aged through its wirelesaterfaceas it is bridged with the LAN
Access t hgraphicalwsemterdase(GUI) for managemenby using any web browsesuch as
Microsoft Intemet Exploer or Mozilla Firefox

1 Gotohttp://192.168.10.1( def aul t | P addr es smanagemeniogirssgreemy t h e
1 Default login credentials for the management GUI:
1 Usernameadmin

1 Passwordadmin

@Ifthe routerds LAN | P addlP addsress imdhe navigadion dhar of tl eu s e
browser to access the roufes manage ment Ul

2.1 LAN Configuration

Network > LAN > LAN Settings

By default, the router functions as a Dynamic Host Configuration Protocol (DHCP) server to the hosts

on theWLAN or LAN network. With DHCP,PCsand other LAN devices can be assigri®daddresses

as well as addresses for DNS servers, Windows Internet Name Service (WINS) servers, and the default
gateway.With the DHCP serverenabledt he router 6s | P addressfosldM ves a
and WLAN clients The PCs in the LAN aresaigned IP addresses from a pool of addresses specified

in this procedure. Each pool address is tested before it is assigned to avoid duplicate addresses on the
LAN.

For most applications the default DHCP and TCP/IP settings are satisfatftgiou want another PC

on your network to be the DHCP server or if you are manually configuring the network settings of all
ofyourPCss et t he DHCP .DldGPeelay can lerused te forward DHCP lease information
from another LAN devi BHCP sehvart thisg is patticularly nsetulwiar wikefe ss
clients.

Instead of using a DNS server, you can use a Windows Internet Naming Service (WINS) server. A
WINS server is the equivalent of a DNS server but uses the NetBIOS protocol to resolve hostnames.
The router includes the WINS server IP address in the DHCP configuration when acknowledging a
DHCP request from a DHCP client.

You can also enable DNS proxXgr the LAN. Whenthis is enabled the router then as a proxy for all
DNS requests and communicates t h t he | SP&ds DNS servers. When di
the DNS IP addresses of the ISP.

To configureLAN Connectivity, please follow the steps below:

1. Inthe LAN Setupage enter the followingnformationfor your router:

1 IP address (factorgefault: 192.168.0.1).
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@ If you change the IP addressd click Save Settingghe GUI will not respond. Open a ne\’
connection to the new IP address and log in again. Be sure the LAN host (the machine 1 sed to
manage the router) has obtained IP address fmemly assigned podlor has a static IP addres s
in the rout e bé&fe abcadsingstheboutertvip changed IP address.

1 Subnet maskfactory default; 255.255.255.0).
2. Inthe DHCP section, selettte DHCP mode

T None: the router 60 dedDHIRERAN er ver i s disab

1 DHCP ServerWith this optionthe router assigns an IP address within the specified range
plus additional specified information to any LAMevice that requests DHCPserved
addresses

1 DHCP Relay: With this option enabled, DHCP clients on theN can receive IP address
leases and corresponding information from a DHCP server on a different s@pestfy the
Relay Gateway, and when LAN clients make a DHCP request it will be passed along to the

server accessible via the Relay Gateway IP address
1 If DHCP is being enabled, enter the following DHCP server parameters:

1 Starting andEnding IP AddressesEnter the first and lastontinuous addresses in the IP
address pool. Any new DHCP client joining the LAN is assigned an IP address in this range.
The defalt starting address is 192.168.20 The default ending address is 192.1®&38100.
These addresses should be in the same Nd& addr
may wish to save part of treubnet range for devices with staticallysegmed IP addresses in
the LAN.

1 Primary and SecondarmNS servers:If configured domain name system (DNS) servars
available on the LAN enter thelP addresses here.

T Default Gateway: By def aul t t his setting ha
customized to any valid I P within the LAN sut
is not this router. In this case the DHCP server will give the configured IP address as the
Default Gateway to its DHCP clients.

T Domain Name: This is the network domaname used for identification.

1 WINS Server (optional)Enter the IP address for the WINS server or, if present in your
network, the WindowdNetBIOSserver.

i Lease Time: Enter the time, mours for which IP addresses are leased to clients.

1 Relay GatewayEnter the gateway address. This is the only configuration parameter required
in this section when DHCP Relay is selected as its DHCP mode

3. Inthe DNS Host Name Mappirsgcton:
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1 Host Name: Provide a valid host name

9 IP address: Provide the IP address of hlost name,
4. Inthe LAN proxy section:

1 Enable DNS Proxy: To enable the router to act as a proxy for all DNS requests and

communicate with the | SP6s DNS server s, click

5. Click Save Settings to apply all changes

15
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Figure 1. Setup page for LAN TCP/IP settings @)

B Network 2 £* Maintenance

Metwork » LAN » LAN Settings o 0

The LAM Configuration page allows you to configure the LAM interface of the router including default behaviour for ping on LAMN interfaces, the
DHCP Server which runs on it and Changes here affect all devices connected to the router's LAN switch and also wireless LAN clients. Note that a
change to the LAM IP address will require all LAM hosts to be in the same subnet and use the new address to access this GUI.

Figure 2: Setup page for LAN TCP/IP settings(b)

LAN Settings

LAN Ping

Allow Ping from LAN ﬂ:]

IP Address Setup
IP Address [192.168.10.1 |

Subnet Mask

255.255.255.0 |

DHCP Setup
DHCP Mode [ DHCP Server v
Starting IP Address [192.168.10.100 |
Ending IP Address [192.168.10.254 |
Default Gateway [192.168.10.1 |
Domain Name |DLink |

Lease Time [Ranee: 1 - 262800] Hours
-

Configure DMS / WINS

DNS Host Name Mapping

LAN Proxy

Activate DNS Proxy ﬂ:]
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2.1.1 LAN DHCP Reserved IPs

Network > LAN > LAN DHCP ReservedPs

The route® DHCP server can assign TCP/IP configurations to computers in the LAN explicitly by
adding client's network interface hardware address and the IP address to be assigned to that client in
DHCP server's database. Whenever DHCP server receives a requestlignm ltardware address of

that client is compared with the hardware address list present in the database, if an IP address is already
assigned to that computer or device in the database , the customized IP address is configured otherwise

an |IP address is assigned to the client automatically from the DHCP pool.

Computer Name: The user defined name for the LAN host.
IP Addresses The LAN IP address of a host that is reserved by the DHCP server.

MAC Addresses The MAC address that will be assigned the rged IP address when it is on the
LAN.

Associate with IP/MAC Binding: When the user enables this option the Computer Name, IP and MAC

addresses are associated with the IP/MAC binding.

The actions that can be taken on list of reserved IP addresses are:

Sdect: Selects all the reserved IP addresses in the list.

Edit: Opens the LAN DHCP Reserved IP Configuration page to edit the selected binding rule.
Delete Deletes the selected IP address reservation(s)

Add: Opens the LAN DHCP Reserved IP Configuration page to add a new binding rule.

17
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Figure 3: LAN DHCP Reserved IPs

¥, Wizard | SystemSearch.. O

(3 Status - e B Network Py £ Security £¥* Maintenance

Metwork » LAN » LAMNDHCP Reserved IPs @ @

LAM DHCP Reserved IPs List

Shulelenmes [Right click on record to get more options] | a, |

Host Name < | MAC Address @ | IP Address &
Mo data available in table

Showing 0 to 0 of 0 entries | First || | Previous || Mext , || Last ,|

Add New DHCP Reserved |IP

LAN DHCP Reserved IP Configuration e

Host Name | |

IP Address | |

MAC Address | |

Associate with | oFF
IP /MAC Binding

@ Note the following limits for the number of DHCP Reserved IP addresses per product:

@ DSR-150/150N: 32
@ DSR-250/250N: 64
@ DSR-500/500N: 96

18



Unified Services Router User Manual

@ DSR-1000/1000N: 128

2.1.2 LAN DHCP Leased Clients

Setup > Network Information > DHCP Clients > LAN Leased Clients

This page provides the list of clients connect to LAN DHCP server.

Figure 4: LAN DHCP Leased Clients

E— e I P Y- OO
Status = Wireless Network ¢&Y VPN 2 Security £® Maintenance

Status » Metwork Information » DHCP Clients » LAN Leased Clients 0 Q

LAM Leased Clients | IPvé Leased Clients | DMZ Leased Clients

This table displays the list of DHCP clients connected to the LAN DHCP Server and to whom DHCP Server has given leases.|lf the LAN is serving DHCP
addresses, this table will show the list of DHCP clients for the router's LAN DHCP server.

LAN Leased Clients List

Show entries [Right click on record to get more options] | a, |

Host Name O | IP Address & | MAC Address &

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next , || Last ;|

IP Addresses The LAN [P address of a host that matches the reserved IP list.
MAC Addresses The MAC address of a LAN host that has a configured IP address reservation.

2.1.3 LAN Configuration in an IPv6 Network

Network > IPv6 > LAN Settings > IPv6 LA Settings

(1) In IPv6 mode, the LAN DHCP server iisabledby default (similar to IPv4 mode.he DHCPv6
server will serve IPv6 addresses from configured address pools with the IPv6 Prefix Length
assigned to the LAN.

@ 1Pv4 / IPv6 mode must be enabled in thelvanced > IPv6 > IP modeo enable IPv6
configuration options.
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LAN Settings

The default IPv6LAN address for theouteris fec0::1. You can change this 128 bit IPv6 address
based on your network requirementhe other field that defines the LAN settinf® the routeris

the prefix lengthThe IPv6 network (subnet) is identified by the initial bits of the address called the
prefix. By default this is64 bits long All hosts in the network haveommoninitial bits for their IPv6
address; the numberofcomo n i ni t i al bits in the networkos add

Figure 5: IPv6 LAN and DHCPv6 configuration

B Network £° Maintenance

Network = IPv6 » LAN Settings » IPv6 LAN Settings 0 @

@ IPv6 Mode is not enabled

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

Thiz page allows user to IPvé related LAM configurations.The IPvé address is 128 bits, with a default &4 bit prefix that defines the network and is
common among all LAN hosts. Changes here affect all devices connected to the router’s LAN switch. Mote that a change to the defaul LAN IP address
will require all LAM hosts to be in the zame network prefix and use the new address to access this GUIL

IPvb6 LAN Settings

LAN TCP/IP Setup

IPve Address |fecﬂ::1
IPvé Prefix Length [Range: 0 - 128]
DHCPvé
Status ﬂ:]
Mode ® Stateless W Stateful
Domain Mame |d|ink.cum |
Server Preference 255 [Range: 0 - 255
DNS Servers | Use DNS Proxy '|
Lease / Rebind Time [Range: 0 - 604B00] Seconds
Prefix Delegation ﬁ?

Save Cancel

@ If you change the IP address and click Save Settings, the GUI will not respond. Open 1 new
connection tothe new IP address and log in again. Be sure the LAN host (the machine u: ed to
manage the router) has obtained IP address from newly assigned pool (or has a static IP address
in the routerés LAN subnet) before accessi 1ig tr

As with an IPv4 LAN network, theouterhas a DHCPv6 servelf enabled the router assigns an IP
address within the specified range plus additional specified information to any LAN PC that requests
DHCP served addresses
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The following settingsare usedd configure theDHCPV6 server:

1 DHCP Mode: The IPv6 DHCP server is either stateless or statHfsitateless is selected an
external IPv6 DHCP server is not requirad the IPv6 LAN hosts are autmnfigured by this
router. In this case the router adverizment daemon (RADVD) must be configured on this device
and ICMPV6 router discovery messages are used by the host focanfiguration.There are no
managed addresses to serve the LAN notfestateful is selected thEPv6 LAN host will rely on

an extermal DHCPv6 server to provide required configuration settings
1 The domain name of the DHCPV6 server is an optional setting

1 Server Preference is used to indicate the preference level of this DHCP sBH@P advertise
messages with the highest server prefeeenalue to a LAN host are preferred over other DHCP

server advertise messagdde default is 255

I The DNS server details cdre manually entered her@rimary/secondary option#n alternative
is to allow the LAN DHCP client to receive the DNS serveradlst from the ISP directlyBy
selecting Us@NS proxy,this router acts as a proxy for all DNS requests and communigatkes
the | SP6s BWAN coiguradonmaraietey.

I Primary and Secondary DNS servers: If theseeonfigured domain name sgsh (DNS) servers

available on the LAN enter the IP addresses here.

1 Lease/Rebind time sets the duration of the DHCPV6 lease frontdhtierto the LAN client.

IPv6 Address Pools

This feature allows you to define the IPv6 delegation prefix for a rang® @fdidresseto be served
by the gat eway 0Usindadalegatién pefdyolw canautomate the process of informing
other networking equipment on the LAN of DHCP information specific for the assigned prefix.

Prefix Delegation
The following settings are used to configure the Prefix Delegation:
1 Prefix Delegation: Select this optian enable prefix delegation in DHCPv6 serv&his option

can be selected only itatelessAddress Auto Configuration mode of DHCPg@érver
1 Prefix Address: IPv6 refix address in the DHCPv6 server prefix pool

1 Prefix Length:Length prefix address

2.1.4 Configuring IPv6 Router Advertisements

Router Advertisements are analogous to IPv4 DHCP assignments for LAN clients, in that the router
will assign an IP address and suppiog network information to devices that are configured to accept
such details.Router Advertisement is required in an IPv6 network is required for stateless auto
configuration of the IPv6é LANBY configuring the Router Advertisement Daemon on this routes,

DSR will listen on the LAN for router solicitations and respond to these LAN hosts with router
advisements.
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RADVD

Network > IPv6 > LAN Settings > Router Advertisement

To support stateless IPv6 autmnfiguration on the LAN, set the RADVD status Enable.The
following settings are used to configure RADVD:

1 Advertise Mode:Sel ect Unsolicited Multicast to send
interfaces in the multicast group.o r e s t r iwellkkndwAIBv® addr@sses on the LAN,

and thereby réuce overall network traffic, select Unicast only.

1 Advertise Interval When advertisements are unsolicited multicast packets, this interval sets
the maxmum time between advertisements from the interfadee actual duration between
advertisements is amdom value between one third of this field and this fielde default is

30 seconds.

1 RAFlagsThe router advertisements (RAO&s) Close be s
Managed to use the administered tefal protocol for address autmnfiguration.If the Other
flag is selected the host uses administered/stateful protdool nonaddress auto

configuration.

1 Router Preferencehislow/medium/highparameter determines the preference associated with
the RADVD process of the routeThis is useful if there are other RADVD enabled devices

on the LAN as it helps avoid conflicts for IPv6 clients.

1 MTU: The router advertisement will set thisaximum transmission unitMTU) value for all
nodes in the LAN that arauto configuredy the routerThe default is 1500.

1 Router LifetimeThi s value is present in RAG6s and i ndi
default router for the interfacd.he default is 3600 seconddpon expiration of this value, a

new RADVD exchange must take place betwelea host and this router.
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Figure 6: Configuring the Router Advertisement Daemon

¥ Maintenance

Wetwork = IPvé = LAN Settings » Router Advertisement o @

IPvée LAM Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure Router Advertisement Daemon (RADVD) related configurations.Router Advertisements are analogous to IPv4 DHCP
assignments for LAN clients. With this the router will perform stateless auto configuration of LAMN nodes by assigning an IP address and supporting
network information to devices that are configured to accept such details. By configuring the Router Advertisement Daemon on this router, the
device will listen on the LAN for router solicitations and respond to these LAN hosts with router advertisements.

Router Advertisement

Router Advertisement Daemon Setup

Status ﬂ:]

Advertise Mode ® Unsolicited Multicast 'Y Unicast Only
Advertise Interval [Range: 10 - 1800]
RA Flags
Managed ﬁ?
Other ﬂ:]
Router Preference ' Low ' Medium ‘® High
MTU 1500 [Range: 1280 - 1500]
Router Lifetime Seconds

Advertisement Prefixes

Network > IPv6 > LAN Settings > Advertisement Prefixes

The router advertisements configured with advertisement prefixes ah@wrouter to inform hosts
how to perform stateless address aotmfiguration.Router advertisements contain a list of subnet
prefixes that allow the router to determineighborsand whether the host is on the same link as the
router.

The following prefix options are available for the router advertisements:
1 IPv6 Prefix Type To ensure hosts support IPv6 to IPv4 tunnel select the 6to4 prefix type.
SelectingGlobal/Local/ISATAPwill allow the nodes to support all other IPv6 routing options

1 SLAID: TheSLA ID (Site-Level Aggregation Identifier)s available when 6to4 Prefixes are
selected. T hi s shoul d be the interface I D of t he

advertisements.

1 IPv6 Prefix When using Global/Local/ISATAP prefixes, this field is useddefine the IPv6

network advertised by this router.
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1 IPv6 Prefix LengthThis value indicates the number contiguous, higher order bits of the IPv6

address that define up the network portion of the addregsically this is 64.

1 Prefix Lifetime: This defnes the duration (in seconds) thtae requesting node is allowed to

use the advertised prefikt is analogous to DHCP lease time in an IPv4 network.
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Figure 7: IPv6 Advertisement Prefix settings

B Network ¢G> VPN 2 Security £ Maintenance

Network » IPv6 » LAM Settings » Advertisement Prefixes o @

IPvé Mode is not enabled

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure IPvé prefixes which will be used while advertisement.The router advertisements configured with advertisement

prefixes allow this router to inform hosts how to perform stateless address auto configuration. Router advertisements contain a list of subnet
prefixes that allow the router to determine neighbors and whether the host is on the same link as the router.

Advertisement Prefixes List

Show entries [Right click on record to get more options] | a, |

IPv6 Prefix & | IPvé Prefix Length & | Life Time )

Mo data available in table

Showing 0 to 0 of 0 entries | First

Add New Advertisement Prefix

| Previous || Mext , || Last ,

Advertisement Prefix Configuration o

IPv6& Prefix Type ® btod ) Global /Local/ISATAP

SLA 1D I:I [Range: 0 - 999]
Prefix Lifetime I:l [Range: 5 - 65536] Seconds

Save

2.2 VLAN Configuration

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be
configured to communicate insub networkdefined by VLAN identifiersLAN ports can be assigned
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unique VLAN IDs so that traffic to and from that physicalrpcan be isolated from the general LAN.
VLAN filtering is particularly useful to limit broadcast packets of a device in a large network

VLAN support isenabledby default in therouter. In the VLAN Configuration page, enable VLAN
support on the routeand then proceed to the next section to define the virtual network.

Network > VLAN > VLAN Settings

The Available VLAN page shows a list of configured VLANs by name and VLAN I®.VLAN
membership can be created by clicking the Add butietow the List of Available VLANSs.

A VLAN membership entry consists of ¥LAN identifier and the numerical VLANID which is
assigned to the VLAN membershiphe VLAN ID valuecanbe any number from 2 to 409YLAN ID

1 is reserved for the default VLAN, which is used for agged frames received on the interfaBg.
enabling Inter VLAN Routing, you will allow traffic from LAN hosts belonging to this VLAN ID to
pass through to other configured VLAN IDs that have Inter VLAN Routing enabled.
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Figure 8: Adding VLAN memberships to the LAN

B Network )

Network » VLAN » VLAN Settings o @

The router supports virtual network isolation on the LAM with the use of VLAMs., LAN devices can be configured to communicate in a subnetwork
defined by VLAMN identifiers.

VLAN Configuration

¥lan Enable ﬂ:]

VLAN List
Shaw entries [Right click on record to get more options] | a, |
Name | VLAN ID @ | IP Address @ | Subnet Mask &
Default 1 192.168.50.1 255,255.255.0
Showing 1 to 1 of 1 entries |.] First | Previous | 1 | Mext » || Last 4

Add New VLAN

.

VLAN Configuration °
VLAN ID [ ] efault: 1, Range: 2 - 4093]
Nam & |
Activate InterVLAN OFF
Routing

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP
DHCP Mode '® None ') DHCP Server ') DHCP Relay

LAN Proxy

Enable DMS Proxy OFF

2.2.1 Associating VLANs to ports
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In order to tag all traffic through a specific LAN port with a VLAN ID, you can associate a VLAN to
a physical port.
Network > VLAN > Port VLAN

VLAN membership properties for the LAN andirwless LAN are listed on this pagéhe VLAN Port

table displays the port identifier, the mode setting for that port and VLAN membership information.
The configuration page is accessed by selecting one of the four physical ports or a configured access
point and clicking Edit.

The edit page offers the following configuration options:

T Mode: The mode of this VLAN can bee@eral,Access, or Tunk. The default is access.

1 In General mode the poit a member of a user selectable set of VLANEe port sends and
receivesdata that is tagged or untagged with a VLAN ID. If the data into the port is untagged,
it is assigned the defined PVID. In the configuration from Figure 4, Port 3 is a General port
with PVID 3, so untagged data into Port 3 whk assigned PVID 3. All tagged data sent out
of the port with the same PVID will be untaggebhis is mode is typically used with IP
Phones that have dual Ethernet poBata coming from phone to the switch port on the router

will be tagged.Data passinghrough the phone from a connedtdevice will be untagged
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Figure 9: Port VLAN list

® Maintenance

B Network €5y VPN

Network = VLAM » Port VLAN o Q

This page allows user to configure the port VLAMs. A user can choose ports and can add them into a VLAN.In order to tag all traffic through a
specific LAM port with a VLAM ID, you can associate a YLAMN to a physical port. The VLAM Port table displays the port identifier, the mode setting for
that port and YLAN membership information. Go to the Available VLAM page to configure a YLAN membership that can then be associated with a port

Port VLANs List

A
Port Mame & | Mode & | PVID @ | VLAN Membership &
OptionalPort Access 1 1
Portl Access 1 1
Port2 Access 1 1
Port3 Access 1 1
Portd Access 1 1
Porth Access 1 1
Portt Access 1 1
Port? Access 1 1
Showing 1 to 8 of 8 entries
Wireless VLANs List
| 2 |
Port Name < | Mode & | PVID & | VLAN Membership &

AutoTest Access 1 1

Showing 1 to 1 of 1 entries

1 In Access mode the pors a member of single VLAN (and only one)All data going into
and out of the port is untaggedraffic through a port in access mode looks like any other

Ethernet frame.

1 In Trunk mode the poris a member of a user selectable set of VLANMSH. data going into
and out of the port is taggetdntagged coming into the port is not forwarded, exceptther
default VLAN with PVID=1, which is untaggedlrunk ports multiplex traffic for multiple

VLANSs over the same physical link.
1 Select PVID for the port when th@eneral mode is selected.

1 Configured VLAN memberships will be displayed on the VLAN Members@ignfiguration
for the port.By selecting one more VLAN membership options for a General or Trunk port,

traffic can be routed betweehd selected VLAN membership IDs
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@ The DSR150 / 150N does not support General mode for port VLANs due to hardimatations.

Figure 10: Configuring VLAN membership for a port

T Cor — . R —
€ Status B Network ¢8> VPN 2 Security £® Maintenance

Network » VLAN » Part VLAN 0 @

This page allows user to configure the port VLANs. A user can choose ports and can add them into a VLAM.In order to tag all traffic through a
specific LAN port with a VLAN ID, vou can associate a VLAN to a physical port. The WLAN Port table displays the port identifier, the mode setting for
that port and VLAN membership information. Go to the Available VLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

a |
Port Name * " Mode & || PVID & ” VLAN Membership v |
OptionalPort Access 1 1
Port1 Access 1 1
Part2 Access 1 1
Part3 Access 1 1
Portd Access 1 1
Paort3 Access 1 1
Paorté Access 1 1
Port? Access 1 1

Showing 1 to B of B entries

2.2.2 Multiple VLAN Subnets

Network > VLAN > VLAN Settings

This page shows a list of available mulfLAN subnets.Each configured VLAN ID can map directly
to a subnet whin the LAN. Each LAN port can be assigned a unique IP address and a VLAN specific
DHCP server can be configured to assign IP address leases to devices on this VLAN.

VLAN ID : The PVID of the VLAN that will have all member devices be part of the same $ubne
range.

IP Address: The IP address associated with a port assigned this VLAN ID.
Subnet Mask Subnet Mask for the above IP Address
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Figure 11: Multiple VLAN Subnets

= Wireless B Network €5y VPN

Network » VLAN » VLAN Settings o @

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN Configuration

Vlan Enable ﬂ:]
Save Cancel

VLAN List
Shaw entries [Right click on record to get more options] | a, |
Name Gl VLAN 1D & | IP Address & | Subnet Mask &
Default 1 192.168.50.1 255.255.255.0
Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next , || Last ,|

Add New VLAN

2.2.3 VLAN configuration

Network > VLAN > VLAN Settings

This page allownabling or disablinghe VLAN function on the routeVirtual LANs can be created

in this router to provide segmentation capabilities for firewall rules and VPN policies. The LAN
network is considered the default VLAN. Check the Enable VLAN box to add VLAN functionality to
the LAN.
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Figure 12: VLAN Configuration

B Network €5y VPN 2 Security £ Maintenance

Network » VLAN » VLAN Settings o @

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by YLAN identifiers.

VLAN Configuration

Vlan Enable ﬂ:]

VLAN List

Shaw entries [Right click on record to get more options) | a, |

Name 3l VLAN ID @ | IP Address & | Subnet Mask &

Default 1 192.168.50.1 255.255.255.0

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext , || Last ,

Add New VLAN

VILAN Configuration o

VLAN ID [ ] Default: 1, Range: 2 - 4093]

Name |

Activate InterVLAN . OFF
Routing

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP

DHCP Mode '® Mone ') DHCP Server ') DHCP Relay
LAN Proxy

Enable DNS Proxy | OFF

Save

i

2.3 Configurable Port: DMZ Setup

This routersupports one of the physical ports to cenfigured as a secondary WAN Ethernet port or a
dedicated DMZ port. A DMZ is &ub networkthat is open to the public but behind the firslv The
DMZ adds an additional layer of security to thAN, as specific services/porthdt are exposed to the
internet on the DMZ do not have to be exposed on the LN recommended that hosts that must be
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exposed to thenternet(such as web or emlaservers) be placed in the DMZ networkirewall rules
can be allowed to permit access specific services/ports to the DMZ from both the LAN or WAlN
event of an attack to any of the DMZ nodes, the LAN is not necessarily vulnerable as well.

Network> Internet > DMZ DHCP Reserved IPs

DMZ configuration is identical to the LANonfiguration.There are no restrictions on the IP address or
subnet assigned to the DMZ port, other than the fact that it cannot be identical to the IP address given
to the LANinterface of this gateway.
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Figure 13: DMZ configuration

€D Status 3 = B Network &>

Network = Internet » DMZ DHCP Reserved IPs o @

This page allows user to configure the reserved IP Addreszes for the DHCP Server configuration.ln order to ensure certain DMZI devices always
receive the same IP address when DHCP is enabled on the DMZ, bind the DMZ device's MAC address to a preferred IP address. This IP address will
only be assigned to the matching MAC address.

DMZ DHCP Reserved IPs List

Show entries [Right click on record to get more options] | a, |

IP Address ¢» | MAC Address & | Status &3

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Mext , || Last 4
Add New DMZ DHCP Reserved IP
€2y Status = Wireless B Network €& VPN
Network = Internet =» DMZ Settings o °

The De-Militarized Zone (DMZ) is a network which, when compared to the LAN, has fewer firewall restrictions, by default. This zone can be used to

host servers and give public access to them.DMZ setup is similar to the LAN TCP/IP options. The network subnet for the DMZ can be different from
the LAN, and firewall/VPN policies can be customized for the DMZ. The DMZ iz typically used for network devices that you wish to exposze to the

internet, such as FTP or mail servers.

DMZ Settings

DMZ Setup
Enable DMI ﬂ:]

DMZ IP Address
IP Address [172.17.100.254 |

Subnet Mask | 255.255.255.0 |

DHCP for DMZ

DHCP Mode ') MNane ® DHCP Server ") DHCP Relay
Starting IP Address [172.17.100.100 |
Ending IP Address |1T2.1T.1DD.253 |
Default Gateway |172.17.1uu.254 |
Domain Mame |DLink |

Lease Time [Range: 1 - 262800] Hours

Primary DNS Server | |

Secondary DNS Server | |

WINS Server | |

Enable DMS Proxy ﬂ:]
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@ForDSR—5OONandDSR—1000N,in order to configure a DMZ port,
must be set to DMZ in th&etup >Internet Settings > Configurable Porpage.

@ For DSR150N and DSR250N, enabling DMZwill result in port 8 of the LAN switch being use |
for a dedicated DMZ portThe other 7 LAN ports remain unchanged

2.4 Universal Plug and Play (UPnP)

Network > LAN > UPnP

Universal Plug and Play (UPnP) is a feature that allows the router to discovery devices on the network
that can communicate with the router and allow for auto configuratfoam.network device is deteade

by UPnP, the router can open internal or external ports for the traffic protocol required by that network
device.

Once UPNP is enabled, you can configure the router to detectd@mporting devices on the LAN (or
a configured VLAN).If disabled, the rater will not allow for automatic device configuration.

Configure the following settings to use UPnP:

1 Advertisement PeriodThis is the frequency that the router broadcasts UPnP information over the
network. A large value will minimize network traffic butause delays in identifying new UPnP
devices to the network.

1 Advertisement Time to LiveThis is expressed in hops for each UPnP packet. This is the number of

steps a packet is allowed to propagate before being discarded. Small values will limit the UPnP

broadcast rangeA default of 4 is typical for networks with few switches.
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Figure 14: UPnP Configuration

B Network €5y VPN 2 Security £ Maintenance

Network » LAN » UPnP o Q

UPnP (Universal Plug and Play) is a feature that allows for automatic discovery of devices that can communicate with this security appliance.UPnP is
useful for auto-configuring application rules, where internal/external ports for the traffic protocol required by a detected network device are
opened without user intervention. The UPnP Port Map Table has the details of UPnP devices that respond to the router's advertisements, and
thereby don't require corresponding application (port forwarding) rules to be configured.

UPnP
UPnP Setup
Activate UPnP ﬂ:]
LAN Segment | LAN v
Advertisement Period [Range: 1 - B&400] Seconds

Advertisement Time To Live |:| [Range: 1 - 255] Hops

UPnP Port Map List
Show entries [Mo right click options] | a, |

Active < | IP Address & | Protocol & | Internal Port & | External Port &

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Mext , || Last 4|

UPnP Portmap Table

The UPnP Pormap Tablehas t he details of UPNRP devices that
The following information is displayed for each detected device:

1 Active: A yes/no indicating whether the port of the UPnP device #séablished a connection is

currently active
Protocol: The network protocol (i.e. HTTP, FTP, etesed bythe DSR
Int. Pat (Internal Port):The internal ports opened by UPnP (if any)

Ext. Port (External Port)The external ports opened by UPnP (if any)

=A =2 =4 =4

IP Address: The IP address of the UPnP dewetected bythis router

Click Refresh to refresh the portmap table and seéoctany new UPnP devices.

2.5 Captive Portal

LAN users can gain internet access wab portalauthentication with the DSR. Also referred to as
Run-Time Authentication a Captive Portails ideal foraweb café scenario where users initiate HTTP
connection equests for web access barte not interested in accessiagy LAN services. Firewall
policies underneathwill define which users require authentication for HTTP access, and when a
matching user request is made the DSR will intercept the request and ppfomp username /
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password. The login credentials are compared againstRilveime Authenticationusers inuser
database prior to granting HTTP access.

@ DSR-150/150N/250/250N does not have support for the Captive Portal feature.

@ Captive Portals availeble for LAN users only and not for DMZ hosts.

Status > Network Information > CaptivePortal Sessions

Theactiveruntime internet sessions throughhe r outer dés firewall are | i si
users are present in the local or external user database and have had their login credentials approved
for internet accessA6 Di sconnect d button al | oydsopanhaatenbcatBd a d mi
user . The ABlock MACO button wild.l result in the

the current and future sessions from this client will be prevented.

Figure 15: Active Runtime sessions

P — N . " -
Status = Wireless B Network ¢G5 VPN £ Security £® Maintenance

Status = Metwork Information = CaptivePortal Sessions o @
Uze this page to monitor the runtime authentication sessions that are active on your router.

Captive Portal Sessions List

Show entries [Right click on record to get more options] a, |

| User Name P || IP Address & |

Mo data available in table

Showing 0 to 0 of 0 entries |.) First || .| Previous || Mext || Last 3|

2.5.1 Captive Portal Setup

Security > Authentication > Login Profiles

Captive Portal is a security mechanism to selectively provide authentication on certeifaces
This pagedisplays configured custom Captive Portal profiles and indicates which are in use.
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Figure 16: Captive Portal Profile List

Security = Authentication = Login Profiles o e
The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show entries [Right click on record to get more options] | a, |

Profile Name > | Browser Title & | Status i~
default D-link Unified Services Router SSLVPN

default? D-link Unified Services Router Mot In Use

Showing 1 to 2 of 2 entries || First | Previous | 1 | Next , || Last 4

Add New Login Profile

List of Available Profiles:Any one of these profiles can be used for Captive Portal Login page while
enabling Captive Portal.

Click AAddOo in the Captive Pornized-capstieetparial lqgia gage t o
information (Page Background Color, Header Details, Header Caption, Login Section Detalils,
Advertisement Details, Footer Details and Captive Portal Header Image).

Security > Authentication > Login Profiles

To create a new Qudive Porta)] a profile with a unique polic name is to be created. The profile
governs the entry screen shown to new sessions, and the browser message and background color /
header can be customized to identify the service ml@wvfor internet access.
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Figure 17: Customized Captive Portal Setup

F e 4

Cad | &* Maintenance

Security » Authentication » Login Profiles o @

The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show entries [Right click on record to get more options] | a, |

Profile Name & | Browser Title 8 | Status )

default D-link Unified Services Router SSLVPN

default? D-link Unified Services Router Mot In Use

Showing 1 to 2 of 2 entries

Add New Login Profile

r

|| First | Previous | 1 | Mext , || Last ;|

Login Profile Configuration o

3

General Details

Profile Mame

Browser Title

Background * Image < Color

Page Backeground Image

Default dd

=
(=9
(=
=
(=9
(=
=
(=
(=T
1=
(=
(=T

Minimal Page for Mobile ﬂ:]

Dewvices

Header Details

Background * Image ) Color
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Header Backeground Image i

Default Add Add Add Add Add
add  Add  Add  Add  Add  Add
Header Caption | |
Caption Font |Tﬂhun‘|ﬂ '|
Font Size | Small v |
Font Colaor | Red 'r|
Login Details
Login Section Title |F‘urta| Login |
Welcome Message |F‘Iease Login! |
Error Message |Inva|id UzserMame/Password |
Footer Details
Change Footer Content OFF

4

Save

Security > Firewall > Blocked Clients

Access for specific clients can be regulated by the Captive Portal as well. The Block Client page
allows one to define a MAC address that will always be denied access through all configured Captive
Portals.
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Figure 18: Blocking specific clients by their MAC address

e — = . .
€4 Status = Wireless B Network €55 VPN 2 Security £* Maintenance

Security » Firewall = blockedClients o e

This page shows a list of clients MAC addresses blocked by admin.

Block MAC Clients List

Show entries [Right click on record to get more options] | a, |

MAC Address & | Description &

Mo data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Mext , || Last .

Add New Blocked Clients

2.5.2 Captive Portals on a VLAN

Network > VLAN > VLAN Settings

Captive Portals can be enabled on a-g&AN basis. Hosts of a particular VLAN can be directed to
authenticate via the Captive Portal, which may be a customized portal with unique instructions and
branding as compared to another VLAN. The most criticaleaspof this configuration page is
choosing the authentication server. All users (VLAN hosts) that want to gain internet access via the
selected Captive Portal will be authenticated through the selected server.
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Figure 19: VLAN based configuration of Captive Portals

Network » WLAN » VLAN Settings 0 @

The router supports virtual network isolation on the LAN with the use of VLANs. LAM devices can be configured to communicate in a subnetwork
defined by VLAMN identifiers.

VLAN Configuration

Vlan Enable ﬂ:]

VLAN List
Shaw entries [Right click on record to get more options] | a, |
MName | VLAN ID @ | IP Address @ | Subnet Mask &
Default 1 1%2.168.50.1 255.255.255.0
Showing 1 to 1 of 1 entries |.) First || .| Previous | 1 | Next ; || Last |

Add New VLAN

VILAN Configuration o
VLAN ID [ ] iDefault: 1, Range: 2 - 4093]
Name |
Activate InterVLAN OFF
Routing

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP
DHCP Mode '® None ') DHCP Server ') DHCP Relay

LAN Proxy

Enable DNS Proxy OFF

Save
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Chapter 3. Connectoi ndhet I:ntVeANI eSet up

This router has two WAN ports that can be used to establish a connection to the intéméollowing
ISP connection types are supported: DHCP, Static, PPPoE, PPTP, L2TIRte3@et (via USB modem).

It is assumed that you have arranged for internet service withipbemmet Service Providet$P). Please
contact your ISP or network administrator for t@nfiguration informatiorthat will be required to setup

the router.

3.1 Internet Setup Wizard

Setup >Wizard > Internet

The Internet Connection Setup Wizard is available for users new to networmingoing through a
few straightforward configuration pages you can take the information provided by your ISP to get your
WAN connection up and enable internet access for your network.
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Figure 20: Internet Connection Setup Wizard

; "‘__ Wizard | System Search...

Status = N N rk 2 Security £° Maintenance
Wizards o
Internet Connection Wizard Security wizard
This wizard will guide vou in connecting This wizard will guide you in configuring
your new D-Link Unified Services Router to default Outbound Policy, YPM Passthrough

the Internet. m and VPM Metwork Settings. m

Wireless Wizard Users Wizard

This wizard will guide you through common This Wizard guides you in creating a new

and easy steps to configure vour router’s user.

wireless interface. m m
Dynamic DMS Wizard Date and Time Wizard

This Wizard helps in configuring Dynamic DN This Wizard helps vou in configuring Date

WAN 1 or WAM 2 settings. and Time settings.
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Internet Connection Wizard

Internet Connection

Choose this if vour Internet connection automatically
provides yvou with an IP Address. Most Cable Modems use
this type of connection

PPTP OFF

Choose this if your Internet connection requires PPTP

username and password to get online

Choose this if your Internet connection requires PPTP
username and password to get online.

L2TP OFF

Choose this if your Internet connection requires L2TP
username and password to get online

Step: [1 of 2]

Current Connection type DHCP

PPPoE OFF

Choose this option if vour Internet connection requires
a username and password to get online. Most D5L
modems use this type of connection

Static IP Address OFF
Choose this option if vour Internet Setup Provider
provided you with IP Address information that has to be

manually configured

Previous

Next
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Internet Connection Wizard o

3.2

DHCP Connection Details

DHCP Connection (Dynamic IP Address)

MAC Address Source ‘ Uze Default Address ¥ | Host Mame | admin

DMS settings

DS Server Source ‘ Get Dynamically from | ¥ |

ep 2002

You can start using the Wizard by logging in with the administrator password for the r@uiee
authenticated set the time zone that you are located in, and then choose the type of ISP connection type:
DHCP, Static, PPPoE, PPTP, L2TBepending ornthe connection type a username/password may be
required to register this router with the ISIR. most cases the default settings can be used if the ISP

did not specify that parametéefFhe last step in the Wizard is to click the Connect button, which caosfi

the settings by establishing a link with the ISPnce connected, you can move on and configure other
features in this router.

@ 3G Internet access with a USB modem is supported on \B/ANhe Internet Connection Setu)
Wizard assists with the primary WANopt (WAN1) configuration only.

WAN Configuration

Network > Internet > WAN1Settings

You must either allow the router to detect WAN connection type automatically or configure manually
the following basic settings to enablleternet connectivity:

1 ISP Connetion type:Based on the ISP you have selected for the primary WAN link for this router,
chooseStatic IPaddress, DHCRlient, Pointto-Point Tunneling Protocol (PPTP), Poitd-Point
Protocol over Ethernet (PPPoElayer 2 Tunneling Protocol (L2TP)Required fields forthe
selected ISRype become highlighted. Enter the followimgformation as needed and as provided

by your ISP:
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3.2.1

3.2.2

1 PPPoE Profile NameThis menu lists configured PPPoE profiles, particularly useful when

configuring multiple PPPoE conneotis (i.e. for Japan ISPs that have multiple PPPoE support).
ISP login informationThis is required for PPTP and L2TP ISPs.

1 UserName

1 Password

1 Secret(required for L2TP only

MPPE Encryption:For PPTP links, your ISP may require you to enable Microsoft PmitRoint
Encryption (MPPE).

Split Tunnel(supported for PPTP and L2TP connectioihis setting allows your LAN hosts to
access internet sites over this WAN link while still permitting VEBNffic to be directed to a VPN

configured on this WAN port.

@If spl it tunnel i's enabl ed, DS R wo n dntsuch rages c t a
user has to take care of routing manuallydmynfiguringthe routing from Static Routing page.

Connectivity Type To keep the connection always on, click Keep Connected. To log out after the
connection is idle for a period of time (useful if your I8®&stsare based on logon times), click Idle

Timeout and enter the time, in minutes, to wait beforedisectingin the Idle Time field
My IP Address: Enter the IP address assigned to you by the ISP.

Server IP Address: Enter tHE address of the PPTér L2TP server.

@DSR—150/150N250/250N doesnot have a dual WAN supp rt.

WAN Port IP address

Your ISP assigns you an IP address that is either dynamic (newly generated each time you log in) or
static (permanent)he IP Address Source option allows you to define whether the address is statically
provided by the ISP or should be received dynamicall each loginlf static, enter your IP address,

| Pv4 subnet ma s k , and t PRTPlaRIR2TH SPxalsa gab grovidd’a staticd r e
IP address and subnet to configure, however the default is to receive that information dynamically
from thelSP.

WAN DNS Servers

ThelP Addresses of WAN Domain Name Servers (DN®@typically provided dynamically from the

ISP but in some cases you can define the static IP addresses of the DNS servers. DNS servers map
Internet domain names (example: www.googtem) to IP addresses. Click to indicate whether to get

DNS server addresses automatically from your ISP or to usesp®leified addresses. if t latter,

enter addresses for the primary and secondary DNS servers. To avoid connectivity problems, ensure
that you enter the addresses correctly.
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3.2.3 DHCP WAN

For DHCP client connections, you can choose the MAC address of the router to register with the ISP.
I n some cases you may need to clone the LAN host
LAN host.

Figure 21: Manual WAN configuration

B Network €8S VPN

Network = Internet = WAN1 Settings o e

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Setup
Connection Type | Static IP v
Enable VLAN Tag ﬁm

Static IP
IP Address [0.0.0.0 |
IP Subnet Mask [0.0.0.0 |
Gateway |P Address |D.D.D.D |

Domain Name System (DNS) Servers
Primary DNS Server |0.0.0.0 |

Secondary DNS Server |D.D.D.D |

MAC Address

MAC Address Source ® Use Default MAC Clone your PC's MAC Use this MAC
Port Setup

MTU Size * Default Custom

Port Speed |Autu Sense 1r|

3.2.4 PPPoE

Network > Internet > WAN1Settings

The PPPoHSP settings are definean the WAN Configuration pagélhere are two types of PPPoE
| S Pstipported by the DSR: the standard username/password PPPoBpamdMultiple PPPOE.
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Figure 22: PPPoE configuration for standard ISPs

® Maintenance

Network = Internet = WAMN1 Settings o @

This page allows vou to set up vour Internet connection. Ensure that you have the Internet connection information such as the |IP Addresses,
Account Information etc. This information is usually provided by vour ISP or network administrator.

IPv4 WAN Settings

WAN Setup
Connection Type | PPPoE (Username/Passwor ¥
Enable VLAN Tag | OFF

PPPoE Frofile Configuration

Address Mode ® Dynamic IP Static IP

User Name |d|ink |

Password | """ |

Service | | Optional
Authentication Type | Auto-negotiate v |
Reconnect Mode ® Always On On Demand

Domain Name System (DNS) Servers
DNS Server Source ® Get Dynamically from ISP Use These DNS Servers

MAC Address

MAC Address Source ® Use Default MAC Clone your PC's MAC Use this MAC
Port Setup

MTU Size ® Default Custom

Port Speed |Autu Sense "’|

Save Cancel

Mo s t PPPOE | SP&s use a single control and dat a
credentials to login and authenticate the DSR with the ISP. The ISP connection type for this case is
APPPOE (Username/ Password) o. The GUI wi || prompt

settings in order to establish the PPPOE link.

Forsane | SP & s, mo st p o p u lJapanesdhu | Jtai ppal ne, PtPhPeo Euds ei so fr efiq |
establish concurrent primary and secondary PPPoE connections between the DSR and the ISP. The
Primary connection is used fathe bulk of data and internet traéfiand the Secondary PPPoE
connection carrie$SP specific (i.e. control) traffibetween the DSR and the ISP.
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Figure 23: WAN configuration for JapaneseMultiple PPPoE (part 1)

& Network €8y VPN

Fo 2T
L L

\aintenance

Network = Intermet = WAN1 Settings o 0

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Setup

Connection Type |Japanese multiple PPPoE v

Enable VLAM Tag OFF

Japanese PPPoE

Address Mode '® Dynamic IP W Static IP

User Name |d|ink |
Password - |

Service | | Optional
Authentication Type | Auto-negotiate v |
Reconnect Mode '® Always On '~ 0On Demand

Primary PPPoE Domain Name System (DNS) Servers
DMS Server Source '® Get Dynamically from ISP ' Use These DNS Servers

Secondary PPPoE Profile Configuration

Address Mode '® Dynamic IP W Static P
User Mame |d|ink |
Password | """ |
Service | |
Authentication Type | Auto-negotiate v |
Reconnect Mode '® Always On '~ On Demand

Secondary PPPoE Domain Name System (DNS) Servers
DNS Server Source '® Get Dynamically from ISP ' Use These DNS Servers

MAC Address

MAC Address Source ‘® Use Default MAC ') Clone your PC's MAC W Use this MAC
Port Setup

MTU Size ‘® Default '~ Custom

Port Speed |Autu Sense "|

Save Cancel

There are a few key elements of a multiple PPRoEnection:

1 Primary and secondary connections are concurrent

1 Each session has a DNS server source for domain name lookup, this can be assigned by the ISP or
configured through the GUI
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1 The DSR acts as a DNS proxy for LAN users
1 Only HTTP requests that specit al 'y i dentify the secondary connegc

* flets) will use the secondary profile to access the content available through this secondary PPPoE

terminal. All other HTTP / HTTPS requests go through the primary PPPoOE connection.

WhenJapanesenultiple PPPoE is configurednd secondary connection is up, soptedefined routes are added

on that interfaceThese routes are needed to access the internal domain of the ISP where he hosts various services.

These routes caavenbe configuredthrough the static routing pags well.

Figure 24: WAN configuration for JapaneseMultiple PPPoE (part 2)(its in figure 22

itself)

Secondary PPPoE Profile Configuration

Address Mode: @ Dynamic IP () Static IP

1P Address: f0.0.00

1P Subnet Mask: {0.0.0.0

User Name: diink

Password: = 0 [

Service: (Optional)
Authentication Type: Auto-negotiate [ |

Reconnect Mode: @ Always On () On Demand
Maximum Idle Time: Is

Secondary PPPoE Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP E‘
Primary DNS Server: {0.0.0.0
Secondary DNS Server: {0.0.0.0

Mac Address
MAC Address Source: Use Default Address
MAC Address: {00:00:00:00:00:00

[=]

Russia L2TP and PPTP WAN

3.25

For Russia L2TP WAN connections, you can choose the address mode of the connection to get an IP
address from the ISP or configure a static IP address provided by the ISP. For DHCP client
connections, you can choose the MAC address of the router to regigtethe ISP. In some cases

you may need to clone the

L AN

host 6s MAC addr ess
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Figure 25: Russia L2TP ISP configuration

ST C A— T P . Y o . I T
F) Status Wireless B Network ¢5) VPN 2 Security £3° Maintenance

Network = Internet = WAN1 Settings o @

Thiz page allows you to set up your Internet connection. Ensure that vou have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by vour ISP or network administrator.

IPv4 WAN Settings

WAN Setup
Connection Type | Rusgsian dual access L2TP ¥
Enable VLAN Tag | OFF

Russian L2TP

Address Mode ® Dynamic IP Static IP

Server Address |0.0.0.0 |

User Name |d|ink |

Password venen |

Secret | | Optional

Split Tunnel [_]OF

Reconnect Mode ® Always On On Demand
Domain Name System (DNS) Servers

DHS Server Source ® Get Dynamically from ISP Use These DNS Servers
MAC Address

MAC Address Source ®* Use Default MAC Clone your PC's MAC Use this MAC
Port Setup

MTU Size ® Default Custom

Port Speed |Autu Sense ‘|’|

3.2.6 Russia Dual Access PPPoOE

For Russiadual access PPPatbnnections, you can choose the address mode of the connection to get
an IP address from the ISP or configure a static IP address provided by the ISP.
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Figure 26: RussiaDual access PPPoEonfiguration

& Network €8y VPN

curity £° Maintenance

Network = Intermet = WAN1 Settings o 0

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Setup

Connection Type | LZTP (Username/Password ¥

Enable VLAN Tag [ Ter
LZ2TP

Address Mode '® Dynamic IP W Static IP

Server Address |D.D.D.D |

User Mame |d|ink |

Passwaord |

Secret | | Optional

Split Tunnel [—J?

Reconnect Mode ‘® Always On '~ On Demand
Domain Name System (DNS) Servers

DNS Server Source '® Get Dynamically from ISP ‘W' Use These DNS Servers
MAC Address

MAC Address Source '® Use Default MAC ) Clone your PC's MAC ' Use this MAC
Port Setup

MTU Size '® Default ' Custom

Port Speed |Autu Sense "l

Save Cancel
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B Network €5y VPN £° Maintenance

Network = Internet = WAN1 Settings o °

This page allows you to set up yvour Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPvd WAN Settings

WAN Setup

Connection Type | Russian dual access PPTP ¥
Enable VLAN Tag OFF

Russian PPTP

Address Mode ® Dynamic IP ' Static IP
Server Address |D.U.D.D |
User Mame |d|ink |
Password | |
MPPE Encryption ﬁ?

Split Tunnel ﬁ?

Reconnect Mode ® Always On '~/ On Demand

Domain Name System (DNS) Servers
DHS Server Source ® Get Dynamically from ISP 'Y Use These DNS Servers

MAC Address

MAC Address Source '® Use Default MAC 2 Clone your PC's MAC ' Use this MAC
Port Setup

MTU Size ® Default '~ Custom

Port Speed |Autu Senze '|

Save Cancel
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B Network ¢5y VPN

Network = Internet = WAN1 Settings o e

This page allows you to set up your Internet connection. Ensure that vou have the Internet connection information such as the IP Addreszes,
Account Information etc. This information is usually provided by vour ISP or netwark administrator.

IPvd WAN Settings

WAN Setup

Connection Type | Russian dual access L2TP ¥
Enable VLAN Tag OFF

Russian L2TP

Address Mode ® Dynamic IP W Static IP

Server Address |0.0.0.EI |

User Mame |d|ink |

Password |"'" |

Secret | | Optional

Split Tunnel ﬁ?

Reconnect Mode ® Always On '~ 0On Demand
Domain Name System (DNS) Servers

DS Server Source ® Get Dynamically from ISP '~ Use These DNS Servers
MAC Address

MAC Address Source ® Use Default MAC 2 Clone your PC's MAC W Use this MAC
Port Setup

MTU Size ® Default '~ Custom

Fort Speed |Autu Sense '|

Save Cancel
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B Network ¢G5 VPN 2 Security £ Maintenance

Network = Internet = WAN1 Settings o e

This page allows you to set up vour Internet connection. Ensure that vou have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by vour ISP or network administrator.

IPv4 WAN Settings

WAN Setup
Connection Type | Ruszsian dual access PPPoE ¥
Enable VLAM Tag | OFF

Russian PPPoE

Address Mode ® Dynamic IP Static IP

User Mame |d|ink |

Password |"'" |

Service | | Optional
Authentication Type | Auto-negotiate v |
Reconnect Mode ® Always On On Demand

Domain Name System (DN5) Servers
DHS Server Source ® Get Dynamically from ISP Use These DNS Servers

MAC Address
MAC Addresz Source * Use Default MAC Clone your PC's MAC Use this MAC

WAN Physical Setting
Address Mode ® Dynamic IP Static IP

WAN Physical Setting Domain Name System

DNS Server Source ® Get Dynamically from ISP Use These DNS Servers
Port Setup

MTU Size ® Default Custom

Port Speed |Autu Sense '|

Save Cancel

3.2.7 WAN Configuration in an IPv6 Network

Network > IPv6 > WAN1Settings

For IPv6 WAN connections, this router can have a static IPv6 address or receive connection
information when configured as ®HCPV6 client.In the case where the ISP assigns you a fixed
address to access tleternet, the static configuration settings must be completedddition to the

IPv6 address assigned to your router, the IPv6 prefix length defined by the ISP is nEkdeabkfault

IPv6 Gateway address is the server at the ISP that this router willecoo for accessing the internet.

The primary and secondary DNS servers onth§ P6s | Pv6 network are wused
addresses, and these are provided along with the static IP address and prefix length from the ISP.
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When the ISP allows yoto obtain the WAN IP settings via DHCP, you need to provide details for

the DHCPv6 client configurationThe DHCPv6 client on the gateway can be either stateless or
stateful.l f a stateful client is selected t heerfpraat eway
leased addresg-or stateless DHCP there need not be a DHCPvV6 server available at the ISP, rather
ICMPv6 discover messages will originate from this gateway and will be used forcaunfoguration.

A third option to specify the IP address and prefix length of a preferred DHCPv6 server is available
as well.

Figure 27: IPv6 WAN Setup page

- F— n e R
) Status Wireless B Network €8S VPN £ Security £ Maintenance

Netwark » IPvé » WAN1T Settings 9 Q

IPv6 Mode is not enabled

This page allows user to IPvé related Option1 configurations.This router can have a static |IPvé address or receive connection information when
configured as a DHCPvé client or connect to ISP using username and password (PPPoE). The DHCPv6 client on the gateway can be either stateless or
stateful. If a stateful client is selected the gateway will connect to the |SP's DHCPv6 server for a leased address. For stateless DHCP there need not

be a DHCPv& server available at the ISP, rather ICMPv6 discover messages will originate from this gateway and will be used for auto configuration.

IPv6 Wan Settings

IPvé WAN Setup

Connection Type DHCPvE v

DHCPvé
DHCPvé Auto Configuration ® Stateless Address Stateful Address
Prefix Delegation | OFF

Save Cancel

Prefix Delegation: Select this option to request router advertisement prefix fromaaayable
DHCPvV6 servers available on the ISP, the obtained prefix is updated to the advertised prefixes on the
LAN side. This optim can be selected only in Stédes Address Auto Configuration mode of DHCPv6
Client.

When IPv6 is PPPoE type, the follovgrPPPOE fields are enabled.

I Username: Enter the username required to log in to the ISP.
1 Password: Enter the password required to login to the ISP.

1 Authentication Type: The type of Authentication in use by the profile: Auto
Negotiate/PAP/CHAP/MSCHAP/MS-CHAPV2.

1 Dhcpve Options: The mode of Dhcpv6 client that will start in thisode: disable
dhcpv6/stateless dhcpv6/stateful dhcpv6/stateless dhcpv6 with prefix delegation.

1 Primary DNS Server: Enter a valid primary DNS Server IP Address.
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3.2.8

1

Secondary DNS Server: BT a valid secondary DNS Server IP Address.

Click Save Settings to save your changes.

Checking WAN Status

Status > System Information > Device > WAN

The connectionstatus anda summary of configured settings fatl WAN interfaces are available on
the WAN Status page. You can view the following key connection status information for each WAN

port:
il

f
f

Connection time: The connection uptime
Connection type: Dynamic or Static Eidress

Connection state: This is whether the WAN is connected or disconnectdI®P. The Link
State is whether the physical WAN connection in place; the Link State cap biee. cable
inserted) while the WANconnectionstate is down.

IP address / subnet mask: IP Address assigned

Gateway IP address: WAN Gateway Address
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Figure 28: Connection Statusinformation for both WAN ports

Status = Wi 55 = < {:} VPN = curity f}“ Maintenance

Status » System Information = Device » WANZ o °

System | LAN | Dedicated WAN | Rollover WaAN | Wireless

All of your Rollover WAN network connection details are displayed on the Device Status page.

Rollover WAN Information

Descriﬂtion Rollover WAN Info

MAC Address 00:11:BB:CC:DD:70
IPvd4 Address 0.0.0.0 / 255.255.255.0
IPvé Address /

Status DOWN

IPvé Connection Type threeg

IPvé Connection State Not Yet Connected

Prefix Obtained

NAT {IPv4 Only) Enabled
IPv4 Connection Type 3G Internet
IPv4 Connection State Not Yet Connected
Link State LINK DOWN
WAN Mode Uze only single port: WAN1
Gateway 0.0.0.0
Primary DNS 0.0.0.0
Secondary DMS 0.0.0.0
- ———

The WAN status page allows you to Enable or Disable static WAN links. For WAN settings that are
dynamically received from the ISP, you can Renew or Release the link pararnfeeqaired.

3.2.9 VLAN ON WAN

This page allows you to set up your internet connectidonuses tagged VLAN headers for interacting
with the ISR Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etcThis information is usually provided by your ISP or networ&dministrator.

With VLAN on WAN supporttherouteris able to get addresses to access the tagged interface.

Network>Internet>WANL1 Settings

59



Unified Services Router User Manual

Figure 29: Enabling VLAN on WAN

€2 Status B Network ¢&S VPN ecurity £° Maintenance

Network = Internet = WAN1 Settings o Q

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by vour ISP or network administrator.

IPv4 WAN Settings

WAN Setup
Connection Type | Dynamic IP (DHCP) '|
Enable VLAN Tag BEx ]
VLAN ID [0 |

Dynamic IP (DHCP)
Host Name | |

DNS Servers (Domain Name System)
DMS Server Source ® Get Dynamically from ISP Use These DNS Servers

MAC Address

MAC Address Source ®* Use Default MAC Clone your PC's MAC Use this MAC
Port Setup

MTU Size ® Default Custom

Port Speed |Autu Sense '|

Save Cancel

3.3 Bandwidth Controls

Network > Internet > Traffic Management > Bandwidth Profilers

Bandwidth profiles allow you to regulate the traffic flow from the LAN to WAN 1 or WANTRAis is
useful to ensure that low priority LAN usersikg¢ guests or HTTRservice) donot monopolize the
avail abl e WANO®s -bawingd aribahtdwidtpiriarity-altooasoh purposes.

Bandwidth profiles configuration consists of enabling tendwidthcontrol feature from the GUI and
adding a profile which defines the ol parameters. The profile can then be associated avithffic
selector, sahat bandwidth profile can be applied to the traffic matching the selec®etectors are
elements like IP addresses or services that would trigger the configured bandagdthtion.
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Figure 30: List of Configured Bandwidth Profiles

B Network €5y VPN 2 £ Maintenance

Hetwork = Internet = Traffic Management = Bandwidth Profiles o @

Bandwidth Profiles | Traffic Shaping

Thiz page shows the list of configured bandwidth profiles. These profiles then can be used with the traffic selectors.

Bandwidth Profiles

Enable Bandwidth Profiles ﬂ:]

Bandwidth Profiles List

Show entries [Right click on record to get more options] | a, |

Name & | Bandwidth Rate / Priorit &

Mo data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Next ; || Last ;|

Add New Bandwidth Profile

To create a new bandwidth profile, click Add in the List of Bandwidth Profiles. The following
configuration parameters are used to define a bandwidth profile:

1 Profile Name: This identifier is used to associate the configured profile to the traffic selector
1 You can choose to limit the bandwidth either using priority or rate.
T I f using pr iHO giathyMefdliowndo, cfia n Ifbtheere sseallowv riogyd .
profile associated with traffic selector A and a high priority profile associated with traffic

selector B, therthe WAN bandwidth allocation preference will be to traffic selector B

packets.

1 For finer control, the Rate profile type can be us®dth this option the minimum and

maximum bandwidth allowed by this profile can be limited.

1 Choose thaNVAN interfacethat the profile should be associated with
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Figure 31: Bandwidth Profile Configuration

Bandwidth Profile Configuration o
Name | |
Policy Type |Uutbcund '|
WAN Interface | Dedicated WAN v
Profile Type | Priority r |
Priority | Low r |

Save

Network > Internet > Traffic Maragement > Bridge Traffic Selectors

Once a profile has been created it can then be associated with a traffiérélomthe LAN to WAN. To
create a traffic selectoclick Add on theTraffic Selectors pageTraffic selector configuratiominds a
bandwidth pofile to a type or source of LAN traffic with the following settings:

1 Available profiles:Assignone of the definedandwidth profiles

9 Service:You can have the selected bandwidth regulation apply to a specific service (i.e. FTP)
from the LAN. If you do not see a service that you want, you can configure a custom service
throughthe Advanced > Firewall Settings > Custom Servigasge.To have the profile apply

to all services, select ANY.

9 Traffic Selector Match Type: this defines the parametrfitter against when applying the
bandwidth profile.A specific machine on the LAN can be identified via IP address or MAC
address, or the profile can apply to a LAN port or VLAN groés. well a wireless network can
be selected by its BSSID for bandwidthaping.In order to restrict services from all IP addresses
or specific subnets, the subnet mask field can be configured in conjunction with the IP address

to regulate inbound traffic.
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Figure 32: Traffic Selector Configuration

E MNetwork {ﬂ} VPN = S ‘:}“ Maintenance

Network = Internet = Traffic Management = Bridge Traffic Selectors 0 °

Bandwidth Profiles | Traffic Shaping | Bridge Bandwidth Profiles | Bridge Traffic Selectors

This page shows the list of static routes configured on the router. User can also add, delete and edit the configured routes.Use this page to define
static routes. Be sure to enter a destination address, subnet mask, gateway and metric foreach configured static route. The Interface dropdown
menu will show all available configured wired interfaces on the router as options. Once a bridge bandwidth profile has been created it can then be
associated with a traffic flow from the LAMPort-1 toDMZ. Bridege traffic selectors are elements like IP addresses or services that require their
outbound traffic to be regulated.

Bridge Traffic Selectors List

Show entries [Right click on record to get more options] | a, |

Service O | Traffic Selector Match Type & | Bridge Bandwidth Profile )

Mo data available in table

Showing 0 to 0 of 0 entries

|| First | Previous || Next » || Last ;|
Add New Bridge Traffic Selector
Bridge Traffic Selector Configuration °
Available Profiles [ v
Service | AW v |
Traffic Selec tor Match Type | MAC Address ¥ |

MAC Address |

Save

3.3.1 Bandwidth Controls in Bridge Mode

Network > Internet > Traffic Management > Bridge Bandwidth Profile Configuration

Network > Internet > Traffic Management > Bridge Traffic Selectors
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The above traffic management applies to classical or NAT routing moden the system is in
bridge mode (where the LAN1 and WAN2/DMZ ports are in the same network), traffic management
factors intraffic type and bandwidtlavailable on the ports part of the bridge

For Bandwidth Profiles, the major difference between th&ans available in bridge mode compared

to standard classical / NAT routing mode is the interface options are not applicable. There is no
association of the bandwidth profile with a particular outbound or inbound interface as this profile
can only apply @ the bridge network. Similarly, Traffic Selectors for bridge mode do not factor in
port / SSID / VLAN as these concepts to not apply to the bridge network.
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Figure 33: Bridge Bandwidth Profile Configuration

- hl
Bridge Bandwidth Profile Configuration o
Nam e | |
Policy Type |Outbuund '|
Profile Type | Priority r |
Priority | Low '|

Save

Figure 34: Bridge Traffic Selector Configuration

AT P— .
) Status Wireless B Network ¢&S VPN
Network s Internet » Traffic Management » Bridge Traffic Selectors o @

Bandwidth Profiles | Traffic Shaping | Bridge Bandwidth Profiles | Bridge Traffic Selectors

This page shows the list of static routes configured on the router. User can also add, delete and edit the configured routes.Use this page to define
static routes. Be sure to enter a destination address, subnet mask, gateway and metric foreach configured static route. The Interface dropdown
menu will show all available configured wired interfaces on the router as options. Once a bridge bandwidth profile has been created it can then be
associated with a traffic flow from the LANPort-1 toDMZ. Bridee traffic selectors are elements like |IP addresses or services that require their
outbound traffic to be regulated.

Bridge Traffic Selectors List

Show entries [Right click on record to get more options] a, |

Service & | Traffic Selector Match Type & | Bridge Bandwidth Profile &

Mo data available in table

Showing 0 to 0 of 0 entries || First

Add New Bridge Traffic Selector

| Previous || Mext » || Last ,
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Bridge Traffic Selector Configuration o
Available Profiles [ hn v
Service | AlW r |
Traffic Selector Match Type | MAC Address r |

MAC Address |

Save

3.4 Features with Multiple WAN Links

This router supports multiple WANIinks. This allows you to take advantage of failover and load
balancing features to ensure certain internet dependent services are prioritized in the event of unstable
WAN connectivity on one of the ports.

Network > Internet > WAN Mode

To use Auto Failover okoad Balancing, WAN link failure detection must be configur@dis involves

accessing DNS servers on the internet or ping to an internet address (user défiregl)ired, you can
configure the number of retry attempts when the link seems to be disct@ther the threshold of
failures that determines if a WAN port is down.

3.4.1 Auto Failover

In this case one of your WAN ports is assigned as the primary internet link for all internet tidféic.
secondary WAN port is used for redundancy in case the priniakygoes down for any reasoBoth

WAN ports (primary and secondary) mu s t be config
enabling this featureThe secondary WAN port will remain unconnected until a failure is detected on

the primary link (eitheport can be assigned as the primary)the event of a failure on the primary

port, all internet traffic will be rolled over to the backup powhen configured in Auto Failover

mode, the link status of the primary WAN port is checked at regular inteasatiefined by the failure
detection settings.

Note that bothWAN1WAN2 and WAN3can be configured as the primary internet link.
1 Auto-Rollover using WAN port
1 Primary WAN: Selected WAN is the primary linKMAN1/WAN2/WAN3)
1 Secondary WANSelected WAN is thsecondary link.
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Failover Detection Settings: To check connectivity of the primary internet link, one of the following
failure detection methods can be selected:

1 DNS lookup using WAN DNS Servers: DNS Lookup of the DNS Servers of the primary link
is used todetect primary WAN connectivity.

1 DNS lookup using DNS Servers: DNS Lookup of the custom DNS Servers can be specified to
check the connectivity of the primary link.

1 Pingthese IP addresses: These IP's will be pinged at regular intervals to check theiedpnec
of the primary link.

1 Retry Interval is: The number tells the router how often it should run the above configured
failure detection method.

1 Failover after: This sets the number of retries after which failover is initiated.

@ DSR-1000 DSR-1000N, DSR500, DSR-500N, DSR250, DSR-250N, DSR150, and DSR150N
support 3G USB Modem as a failover link when the internet access is lost.

3.4.2 Load Balancing

This feature allows you to use mul ti psimaltavédudly | i n k s
After configuring more than one WAN port, the load balancing option is availabtatoy traffic over

more than one linkProtocol bindings are used to segregate and assign services over one WAN port

in order to manage internet flowhe configured failure detectionethod is used at regular intervals

on all configured WAN ports when in Load Balancing mode.

DSR currently support three algorithms for Load Balancing:

Round Robin: This algorithm isparticularly useful when the connection speed of one WAN port
greatly differs from another. In this case you can define protocol bindings to routeldtamcy
services (such as VOIP) over the higisgreed link and let lowolume background traffic (such as
SMTP) go over the lower speed link. Protocol binding is explainemeixt section.

Spillover: If Spillover method is selectedhe primary WANacts as a dedicated link until a defined
bandwidth threshold areeached. After thisthe secondary WANwvill be used for new conrations.
Inbound connections othe secondary WAN ar@ermitted with this mode, as the spillovdpbgic
governsoutbound connections moving from the primary to secondary WAN. You can configure
spillover mode by usindollowing options:

1 Load Tolerance: It is the percentage of bandwidth after which the rowtiéchses tosecondary
WAN.

1 Max Bandwidth: This sets the maximum bandwidth tolerable by the primary iekMutbound
traffic.

If the link bandwidthof outbound trafficgoes above the load tolerance value of mardwidth, the
router will spillover the next onnections to secondary WAN.

For example, if the maximum bandwidth of primary WAN is 1 Kbps and the load tolerance is set to
70. Nowevery timea new connection is established the bandwidttreasesAfter a certain number

of connectionssay bandwidth rezhed 70% of 1Kbps, the neautboundconnections will be spilled

over to secondary WANThe maximum value of load tolerance is%8@&nd theminimum is 2.
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@ DSR-1000 DSR-1000N, DSR-500 and DSR500N support the traffic load balancing betwe :n
physical WAN pat andthe 3G USB Modem.

Load balancing is particularly useful when the connection speed of one WAN port greatly differs from
another.In this case you can define protocol bindings to route-latency services (such as VOIP)
over the higherspeed link ad let low-volume background traffic (such &MTP) go overthe lower
speed link.

Figure 35: Load Balancing is available when multiple WAN ports are configured and
Protocol Bindings have been defined

L —. T, - - .
Wireless B Network €&y VPN = Security £° Maintenance

Network » Internet » WAN Mode o Q

Thiz page allows user to configure the policies on the two WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAMN if the main ISP configured on the primary

Option fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode | Load Balancing '|

Load Balancing Setup

Load Balancing Round Robin ® Spillover Mode
WAN health check | WAN DNS Servers v |
Retry Interval is 30 [Default: 30, Range: 5 - 999] Seconds

Failover After [Default: 4, Range: 2 - 999] Failures
Spillover Configuration Setup

Load Tolerance [Default: B0, Range: 20 - BO]

i L

Max Bandwidth 8182 | bps "| (Max. 100 Mbps)

Save Cancel

3.4.3 Protocol Bindings

Network > Routing > Protocol Binding

Protocol bindings araiseful when the Load Balancing feature is in usghoosing from a list of
configured services or any of the us#efined servicesthe type of traffic can be assigned to go over
only one of the available WN ports.For increased flexibility the source network or machines can be
specified as well as the destination network or machif@s.example the VOIP traffic for a set of
LAN IP addresses can be assigned to one WAN andvdip traffic from the remainig IP addresses
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can be assigned to the other WAN linRrotocol bindings are only applicable when load balancing
mode is enabled and more than one WAN is configured.

Figure 36: Protocol binding setup to associate a service and/drAN source to a WAN
and/or destination network

T — . =
) Status = Wireless B Network A £ Security £ Maintenance

Wetwork : Routing = Protocol Binding o e
This page shows the configured protocol bindings. A user can also add, delete, edit, enable or disable the protocol bindings.Protocol bindings are
required when the Load Balancing feature is in use, and are only applicable when two Option links are configured. This feature lets yvou assign a

service to a particular Option link to ensure the high priority services are sent to the more reliable or less expensive ISP.

Protocol Bindings List

Show entries [Right click on record to get more options] | a, |

Status | Service & | Local Gateway @ | Source Network & | Destination Netwark &

Mo data available in table

Showing 0 to 0 of 0 entries |.] First || .] Previous || Next , || Last 4|

Add New Protocol Binding

3.4.4 |P Aliasing

Network > Internet > IP Aliasing

A single WAN ethernet port can be accesbkvia multiple IP addresses laglding an alias to the port.
This is done by configuringn IP Alias address.

Figure 37: Configuring the IP Alias

T I . =
) Status = Wireless B Network a8y 2 Ssecurity £® Maintenance

- CaJd

Network : Internet = [P Aliasing o Q

This page displays the configured IP Aliases on Option interfaces . User can also add, delete and edit the |P Alias also.A single Option Ethernet port
can be accessed via multiple IP addresses by adding a alias to the port. This is done by configuring IP Alias.

IP Aliasing List

Show entries [Right click on record to get more options] | , |

Port & | IP Address & | Subnet Mask &

Mo data available in table

Showing 0 to 0 of 0 entries |.) First || .| Previous || Mext , || Last ,

Add New IP Aliasing
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Interface: Sets the interface on which IP Alias is being configured.
IP Address: Sets the IP address of the IP Alias.

Subnet Mask: Sets the Subnet Mask of the IP Alias.

Click Save Settings to saveoyr changes.

Click Don't Save Settings to revert to the previous settings.

Figure 38: IP Alias Configuration

s

IP. Aliasing Configuration °

Interface ® WAN

IP Address | |

Subnet Mask | |

Save

List of IP Aliases

The List of IP Aliases displays the configured IP Aliases on the router.
Interface Name: The inteate on which the Alias was configured.

IP Address: The IP Address of the configured IP Alias.

Subnet Mask: The Subnet Mask of the configured IP Alias.

Edit: Opens the IP Alias configuration page to edit the selected IP Alias.
Add: Opens the IP Aliasonfiguration page to add a new IP Alias.

Delete: Deletes the selected IP Aliases.
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3.5 Routing Configuration
Routing between the LAN and WAN will impact the way this router handles traffic that is received on
any of its physical interfaced.he routing mode ofhe gateway is core to theehaviorof the traffic

flow between the secure LAN and the internet.

3.5.1 Routing Mode

Network > Internet >Routing

This device supports classical routing, network address translation (NAT), and transport mode routing.

1 With classtal routing, devices on the LAN can be directly accessed from the internet by their
public IP addresses (assuming appropriate firewall settinidsyour ISP has assigned an IP

address for each of the computers that you use, select Classic Routing.

1 NAT is a technique which allows several computers on a LAN to share an Internet connection.
The computers on the LAN use a "private" IP address range while the WAN port on the router is
configured with a single "public" IP address. Along with connection sharN@T also hides
internal IP addresses from the computers on the InteN%&T. is required ifyour ISP has assigned
only one IP address to you. The computers that connect through the router will need to be assigned

IP addresses from a private subnet

1 When Transparent Routing Mode is enabled, NAT is not performed on traffic between LAN and
WAN. Broadcast and multicast packets that arrive on the LAN interface are switched to the WAN
and vice versa, if they do not get filtered by firewall or VPN policies.mantain the LAN and
WAN in the same broadcast domain select Transparent meotdih allowsbridging of traffic
from LAN to WAN and vice versa, except for routegrminated traffic and other management
traffic. All DSR features (such as 3G modem support¢ aupported in transparent mode

assuming the LAN and WAN are configured to be in the same broadcast domain.

@ NAT routing has a f epaitnunrien gcoa |ltlheadt AaNNAITo wsa iiri t er n
LAN and DMZ to access internal servers.q. an interral FTP server) using their externally
known domain name. This is also referred to> as
redirected through the firewall to reach LAN servers by their external name.

1 When Bridge Mode routing is enablethe first physical LAN port andsecondaryWAN/DMZ
(port 2) interfaces are bridged together at Layer 2, creating an aggregate network. The other LAN
ports and the primary WAN (WAN1) are not part of this bridge, and the router asks as a NAT
device for these other port8Vith Bridge mode for the LAN port 1 and WAN2/DMZ interfaces,
L2 and L3 broadcast traffic as well as ARP / RARP packets are passed through. When WAN2
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receives tagged traffic the tag information will be removed before the packet is forwarded to the

LAN port 1 interface.

@ Bridge mode option is available on DSFO0 / 500N / 1000 / 1000N products only.

Figure 39: Routing Mode to determine traffic routing between WAN and LAN

B Network €&y VPN

Hetwork = Internet = Routing o Q
Thiz page allows user to configure different routing modes like MAT, Classical Routing and Transparent.The Routing mode determines how traffic is
handled when received on one physical interface. NMAT is the most common application for most routers, and allows you to hide internal LAN IP

addresses from internet devices. Transparent mode does not perform MAT and lets you bridge traffic between the LAN and Option.

Routing Mode

Routing Settings
Routing Settings * NAT Classical Routing Transparent

Save Cancel
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3.5.2

3.5.3

Dynamic Routing (RIP)

@ DSR- 150/150N250/250N does nosupport RIP.

Setup >Internet Settings > Routing Mode

Dynamic routing using the Routing Information Protocol (RIP) is an Interior Gateway Protocol (IGP)
that is common in LANsWith RIP this router can exchange routing information with other supported
routers in the LAN and allow for dynamic adjustment of routing tables in order to adapt to
modifications in the LAN without interrupting traffic flow.

The RIP direction will define how this router sends and receives RIP padkktsise between:
1 Both: The rouér both broadcasts its routing table and also processes RIP information received

from other routersThis is the recommended setting in order to fully utilize RIP capabilities.

i Out Only: The router broadcasts its routing table periodicdliyt does not aapt RIP

information from other routers.

1 In Only: The router accepts RIP information from other routers, but does not broadcast its

routing table.

1 None: The router neither broadcasts its route table nor does it accept any RIP packets f

other routers. Tis effectively disables RIP.

I The RIP \ersionis dependent on the RIP support of other routing devices in the LAN.

9 Disabled:This is the setting when RIP is disabled.

1 RIP-1 is a classhased routing version that does not include subnet information. Thleeis

most comnonly supported version.

1 RIP-2 includes all the functionality of RIPv1 plus it supports subnet information. Though the
data is sent in RIR2 format for both RIP2B and RIR2M, the mode in which packets are sent
is different.RIP-2B broadcastslata in tlke entire subnet whil®IP-2M sends data to multicast
addresses.
If RIP-2B or RIP2M is the selected version, authentication between this router and other routers
(configured with the same RIP version) is requirttD5 authentication is used ia first/second key

exchange proces3he authentication key validity lifetimes are configurable to ensure that the routing
information exchange is with current and supported routers detected on the LAN.

Static Routing

Network > Routing >Static Routes

Advanced >IPv6 > IPv6 Static Routing

Manually adding static routes to this device allows you to define the path selection of traffic from one
interface to anotherhere is no communication between this router and other devices to account for
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changes inte path; once configured the static route will be active and effective until the network
changes.

The List of Static Routes displays all routes that have been added manually by an administrator and
allows several operations on the static routes. The bistPv4 Static Routes and List of IPv6 Static
Routes share the same fields (with one exception):

il
f

Name: Name of the route, for identification and management

Active: Determines whether the route is active or inactive. A route can be added to the table
and made inactive, if not needed. This allows routes to be used as needed without deleting

and readding the entry. An inactive route is not broadcast if RIP is enabled.

Private: Determines whether the route can be shared with other routers when RIP islenable
If the route is made privatehen the route will not be shared in a RIP broadcast or multicast.

This is only applicable for IPv4 static routes.
Destination:the route will lead to this destinatidrost orlP address

IP Subnet Mask: This is valid fdPv4 networks onlyand identifies the subnet that is affected

by this static route

Interface: The physical network interface (WAN1, WAN®AN3, DMZ or LAN), through
which this route is accessible.
Gateway: IP ddress of the gateway through which the destion host or network can be

reached.

Metric: Determines the priority of the route. If multiple routes to the same destination exist,

the route with the lowest metric is chosen.
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Figure 40: Static route configuration fields

B Network ¢&y VPN 2 Security £¥°® Maintenance

Network = Routing = Static Routes o °

Static Routes List

Show entries [Right click on record to get more options] | a, |

Name ¢»  Destination 8 | Subnet Mask & | Gatewa & | Interface 8 | Metric & | Active & | Private &

Mo data available in table

Showing 0 to 0 of 0 entries |.) First || .| Previous || Mext » || Last 4|
Add New Static Route

_
Static Route Configuration o

Route Mame |

Active [_] OFF
Private [_] OFF

Destination |P Address |

IP Subnet Mask |

|
|
Interface |WAN '|
|

Gateway IP Address |

Metric I:I [Range: 2 -15]

Save

3.5.4 OSPFv2

Network > Routing > OSPF

OSPF is an interior gateway protocol that routes Internet Protocol (IP) packets solely within a single
routingdomain. Itgathers link state information from available routers and constructs a topology map
of the network.

OSPF version 2 is a routing protocol which described in RFC232&8PF Version 2. OSPF is IGP
(Interior Gateway Protocols).OSPF is widely used in large networks such as ISP backbone and
enterprise networks.
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@ DSR-150, DSR150N, DSR250 and DSR250 don'tsupport OSPFv2.

Figure 41: OSPFv2 configured parameters

€ Status e B Network s 2 Security £® Maintenance
Network = Routing = OSPF o Q
This page shows the O5PFvZ parameters configured on the router.User can also edit the O%PFvZ configured parameters.
OSPFv2 List
Show entries [Right click on record to get more options] a, |
| Status % || Port & || Area 8 || Priority & ” Hello Interval & " Dead Interval & " Cost 8 || Authentication Type &3 |
DISABLED LAM 1 10 40 10 None
DISABLED WAN1 1 10 40 10 Mone
DISABLED WAN2 1 10 40 10 None
Showing 1 to 3 of 3 entries || First | Previous | 1 | Mext , || Last 4|

Interface The physical network interface on which OSPFv2 is Enabled/Disabled.
Status:This column displays the Enable/Disable state of OSPFv2 for a particular interface.

Area:The area to which the interface belongs. Two routers having a common segment; their interfaces
have to belong to the same area on that segment. The interfaces should belong to the same subnet and
have similar mask.

Priority: Helps to determine the O&R2 designated router for metwork. Therouter with the highest
priority will be more eligible to become Designated Router. Setting the value to 0, makes the router
ineligible to become Designated Router. The default value is 1.Lower value means hiigray pr

Hellolnterval: The number of seconds for Hellolnterval timer value. Setting this value, Hello packet
will be sent every timer value seconds on the specified interface. This value must be the same for all
routers attached to a common network. Théadé& value is 10 seconds.

DeadintervalT he number of seconds that a deviceds hello
neighborsdeclare the OSPF routetown. Thisvalue must be the same for all routers attached to a
commonnetwork. Thedefault vdue is 40 seconds.

OSPF requires these intervals to be exactly the same betweenetgbbors If any of these intervals
are different, these routers will not becomeighborson a particular segment

Cost: The cost of sending a packet on an OSPFv2 interfac

Authentication Type:. This column displays the type of authentication to be used for OSPFv2.If
Authentication type is none the interface does not authentio&BFpackets. IfAuthentication Type

is Simple thenOSPFpackets are authenticated using simple tieay. If Authentication Type is MD5
then the interface authenticat®@sSPFpackets with MD5 authentication.
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Figure 42: OSPFv2 configuration

OSPFv2 Configuration °

OS5PFv2 Enable

1

Interface WAN1
Area [Range: 0 - 200]
Priority [Default:1, Range: 0 - 255]
Hello Interval [Default:10, Range: 1 - 65535]

Dead Interval [Default:40, Range: 1 - 65535]

Cost [Default:10, Range: 1 - 65535]
Authentication Type Mds
Md5 Key ID [Range: 1 - 255]

— . — =
= =} =
-«

Mdb Authentication Key

Save

3.5.5 OSPFv3

Network > IPv6 > OSPFv3

Open ShortesPath First version 3 (OSPFv3) supports IP¥6 enable an OSPFv3 process on a router,
you need to enable the OSPFv3 process globally, assign the OSPFv3 process a router ID, and enable
the OSPFv3 process arlated interfaces

@ DSR-150, DSR150N, DSR250 andDSR-250 don't suppor©OSPFv3.
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Figure 43: OSPFv3 configured parameters

P L

Status

urity L° M

B Network &y VPN

aintenance

Network » IPvé » OSPFv3 0 @

This page shows the O5PFv3 parameters configured on the router.User can also edit the O5PFv3 configured parameters.0O5PF({Open Shortest Path
First) version 3 is a routing protocal for IPvé Metworks (OS5PFv3) described in RFC2740.05PF is an IGP {Interior Gateway Protocol) used to distribute
routing information within a single Autonomous System. Compared with RIP, OSPF can provide scalable network support and faster convergence
times.05PF can be used to design and build large and complicated networks.

OSPFv3 List

Show entries [Right click on record to get more options] | a, |

| Status * || Port & || Priority & " Hello Interval & " Dead Interval & || Cost & |
DISABLED LAN 1 10 40 10
DISABLED WANT 1 10 40 10
DISABLED WAN2 1 10 40 10
Showing 1 to 3 of 3 entries || First | Previous | 1 | Mext » || Last ,|

Interface:The physical network interface on which OSPFv3 is Enabled/Disabled.
Status:This column displays the Enable/Disable state of OSPFv3 foarticular interface.

Priority: Helps to determine the OSPFv3 designated router foetavork. Therouter with the highest
priority will be more eligible to become Designated Router. Setting the value to 0, makes the router
ineligible to become DesignateRiouter. The default value is 1.Lower Value means higher priority.

Hellolnterval: The number of seconds for Hellolnterval timealue. Settingthis value, Hello packet
will be sent every timer value seconds on the specified interface. This value must &nibefor all
routers attached to a common network. The default value is 10 seconds.

DeadintervalT he number of seconds that a deviceds hell
neighborsdeclare the OSPF routetown. Thisvalue must be the samerfall routers attached to a
commonnetwork. Thedefault value is 40 seconds.

OSPF requires these intervals to be exactly the same betweenetgbbors If any of these intervals
are different, these routers will not becomeighborson a particular segmen

Cost: The cost of sending a packet on an OSPFv3 interface.
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Figure 44: OSPFv3 configuration

O5PFv3 Configuration e

O5PFv3 Enable

g

Interface WAN1

Priority [Default:1, Range: 0 - 255
Hello Interval [Default:10, Range: 1 - 65535
Dead Interval [Default:40, Range: 1 - £5535]
Cost [Default: 10, Range: 1 - 65535]

3.5.6 6to4 Tunneling

Network > IPv6 > 6 to 4 Tunneling
6to4is an Internetransition mechanisnfior migrating fromlPv4 to IPv6, a system thadllows IPv6
packets to be transmitted over an IPv4 network. Select the check lEnatdle Automatic Tunneling

and allow traffic from an IPv6 LAN to be sent ovan|Pv4 Option to reach a remote IPv6 network.

Figure 45: 6 to 4 tunneling

£ <

B Network €5y VPN 2 Security £ Maintenance

Status

Network = IPv6 » 6 to 4 Tunneling o e

@ IPv6é Mode is not enabled

This page allows user to enable/disable the & to 4 tunneling.With this option enabled IPv4 address information is embedded in IPvé addresses on the
LAM. This option is very commaon in network that use both IPvd and IPvé nodes.

IPvé to IPv4 Tunneling

Activate Auto Tunneling | OFF

Save Cancel
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3.5.7

ISATAP Tunnels

Network > IPv6 > ISATAP Tunnels

ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) is an IPv6 transition mechanism meant to
transmit IPv6 packets between disthck nodes on top of an IPv4 netwolBATAP specifies an IPv6

IPv4 compatibility address format as well as a means for site border router disctSAMYAP also
specifies the operation of IPv6 over a specific link lay#rat being IPv4 used as a link layer for IPv6.
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Figure 46: ISATAP Tunnels Configuration

£ <

Status

B Network ¢ay VPN

Network » IPv6 » ISATAP Tunnels 0 Q

IPv6 Mode is not enabled

Thiz page shows the list of available ISATAP tunnels. A user can also add, delete and edit ISATAP tunnels from this page.|SATAP iz available to provide
connectivity between IPvé nodes within the LAN, as it treats the IPv4 network as a single IPvé local link.

ISATAP Tunnels List

Shaw entries [Right click on record to get mare options] | e, |

Local Endpoint & | ISATAP Subnet Prefix &

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Mext , || Last Jj
Add New ISATAP Tunnel
ISATAP. Tunnels Configuration e

ISATAP Subnet Prefix

End Point Address * LAN Other IP

Save

ISATAP Subnet PrefixThis is the 64bit subnet prefix that is assigned to the logical ISATAP subnet

for this intranet. This can be obtained from your ISP or internet registry, or derived from RFC 4193.

End Poin Address:This is the endpoint address for the tunnel that starts with this router. The endpoint

can be the LAN interface (assuming the LAN is an IPv4 network), or a specific LAN IPv4 address.

IPv4 AddressThe end point address if not the entire LAN.
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3.6

3.7

Configurable Port - WAN Option

This router supports one of the physical ports to be configured as a secondary WAN Ethernet port or a
dedicated DMZ portlf the port is selected to be a secondary WAN interface, all configuration pages
relating to WAN2 are endéd.

WAN3 (3G) Configuration

This router supports one of the phyaig@ortsWAN3 to be configuredor 3G internet access

Network > Internet > WAN3 Settings
WAN3 configuration for the 3G USB modem is available only on WRAiNterface.

There are a few keglements of WAN 3 configuration.

1 Reconnect Mode: Set¢ one of the following options

(0]

(0]

(0]

Always On: The connection is always on.
Username: Enter the username required to log in to the ISP.

On Demand: The connection is automatically ended if it is idle fepecified number of
minutes. Enter the number of minutes in the Maximum Idle Time field. This feature is useful

if your ISP charges you based on the amount of time that you are connected.

1 Password: Enter the password required to login to the ISP.

9 Dial Number: Enter the number to dial to the ISP.

1 Authentication ProtocolSelect one of None, PAP or CHAP Authentication Protocols to connect to
the ISP.

1 APN: Enter the APNAccess Point Name) provided by the ISP.

Domain Name System (DNS) Servers

91 Domain name serve (DNS) convert Internet names such as www.dlink.com, to IP addresses to

route traffic to the correct resources on the Internet. If you configure your router to get an IP address

dynamically from the ISP, then you need to specify the DNS server soutbésisection.

1 DNS Server Source: Choose one of the following options:

(0]

Get Dynamically from ISP: Choose this option if your ISP did not assign a static DNS IP

address.

Use These DNS Servers: Choose this option if your ISP assigned a static DNS IP address

for you to use. Also complete the fields that are highlighted white in this section.
Primary DNS Server: Enter a valid primary DNS Server IP Address.

Secondary DNS Server: Enter a valid secondary DNS Server |IP Address.
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1 Configurable Port: This page allowdy to assign the functionality intended for the Configurable

Port. Choose from the following options:

o WAN: If this option is selected, configure the WANThe WAN Mode options are now

available as there are two WAN ports for the gateway.

o DMZ: If this option is selected, you are able to configure the DMZ port on the DMZ

Configuration menu.

Click Save Settings to save your changes.

Click Don't Save Settings to revert to the previous settings

Figure 47: WAN 3 configuration for 3G internet

AT,
E43 Status

B Network &Y VPN £ security £* Maintenance

Network : Internet = WAN3 Settings

9 o

This page allows user to configure the ISP settings to enable this router to connect to a 3Ginternet, please check the USE card status on Status-=

System Information-= USE Status page.

Rollover WAN Settings
Rollover WAN (3G Internet)
Reconnect Mode

3G Internet Connection Type
User Name

Password
Dial-ln Mumber
Authentication Protocol

APM Required
APM
Domain Name System (DNS) Servers

DNS Server Source

Port Setup
MTU Size

® Always On On Demand
[admin | optional
[oree | optional
*90# |
= ]
BX ]

|wap.i5p.cum |

®* Get Dynamically from ISP Use These DNS Servers

® Default Custom

Save Cancel

Cellular 3G internet access is available on W3\Wa a3G USB modenmfor DSR-1000 and DSRLO00N

The cellular ISP that provides the 3G data plan will provide the authentication requirements to establish
a connectionThe dial Number and APN argpecific to the cellular carrier©nce the connection type
settings are configured and saved, navigate to the WAN status (Neg&vork > Internet > WAN#
Settingg and Enable the WARBIlink to establish the 3G connection.

@ The 3G USB modem can berfiguredas thethird WAN in DSR-1000 and DSR1000N.
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3.8

WAN Port Settings

Network > Internet > WAN1 Settings

The physical port settings for each WAN link can be defined hénmur ISP account defines the WAN
port speed or is associated with a MAC address, tHisrimation is required by the router to ensure a
smooth connection with the network.

The default MTU size supported by all ports is 1500is is the largest packet size that can pass through
the interface without fragmentatiohis size can be increasedowever large packets can introduce
network lag and bring down the interface speldte that a 1500 byte size packet is the largest allowed
by the Ethernet protocol at the network layer.

The port speed can be sensed by the router when Auto is sel&¢itddthis option the optimal port
settings are determined by the router and netwdHe duplex (half or full) can be defined based on the

port support, as well as one of three port speeds: 10 Mbps, 100 Mbps and 1000 Mbps (i.e. 1 Gbps). The
default settings 100 Mbps for all ports.

The default MAC address is defined during the manufacturing process for the interfaces, and can
uniquely identify this routerYou can customi ze each WAN portds MAI
letting the WAN port assume thercu e n't LAN host 6s MAC address or I
manually.
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Figure 48: Physical WAN port settings

) Status B Network &Y VPN 2 Security £° Maintenance

Network = Internet = WANT Settings 0 e

This page allows vou to set up your Internet connection. Ensure that vou have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Setup

Connection Type | Dynamic IP (DHCP) v
Enable VLAMN Tag OFF

Dynamic [P (DHCP)
Host Mame |

DNS Servers (Domain Name System)
DNS Server Source '® Get Dynamically from ISP W Use These DNS Servers

MAC Address

MAC Address Source '® Use Default MAC ) Clone your PC's MAC 2 Use this MAC
Port Setup

MTU Size ® Default ') Custom

Port Speed |Autu Sense "l

Save Cancel

@ The 3G USB Modem can be configured as dedicated WAN2 for{&58&Rand DSR500N as well
as dedicated WAN3 for DSR000and DSR1000N.
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Chapter 4. Wi rel ess Access Point Se

4.1

This router has an integrated 802.11n radio that allows you to create an access point for wireless LAN
clients. The security/encryption/authentication options greuped in a wireles$rofile, and each
configured profile will be available for selection in the AP configuration menu. The profile defines
various parameters for the AP, including the security between the wireless client and the AP, and can be
sharedbetween multiple APs instances the same device vem needed.

Up to four unique wireless networksan becreatedby conf i gur i ng mu Edch suthe @ v i
virtual AP appears as an independent @Rique SSID) to supported clients in the environmdonit is
actually running on tb same physical radiintegrated with this router.

You will need the following information to configure your wirelesstwork:

Types of devices expected to access the wireless network and their supporE Wiodes
1 Ther o u t geagltaghical region

1 The securitysettingsto use for securinghe wireless network.

@ Profiles may be thought of as a grouping of AP parameters that can then be applied to r ot just
one but multiple AP instances (SSIDs), thus avoiding duplication if the same parameters are to
be used on multiple Alhstances or SSIDs.

Wireless Settings Wizard

Setup >Wizard > Wireless Settings

The Wireless Network Setup Wizard is available for users new to networByngoing through a few

straightforward configuration pages you can enable aPFWiE net wor KANoamd ajlawu r
supported 802.11 clients to connect to the configured Access Point.
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Figure 49: Wireless Network Setup Wizards

Wizards

Internet Connection Wizard
This wizard will guide you in connecting
your new D-Link Unified Services Router to

the Internet. m

Wireless wizard
This wizard will guide you through commaon
and easy steps to configure yvour router’s

wireless interface. m

Dynamic DNS Wizard
Thiz Wizard helps in configuring Dynamic DNS
WARN 1 or WAM 2 settings.

Security Wizard

This wizard will guide you in configuring
default Outbound Policy, VPM Passthrough
and YPH Metwork Settings.

Users wizard
This Wizard guides vou in creating a new
user.

Date and Time Wizard
Thiz Wizard helps you in configuring Date
and Time settings.
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Wireless Wizard o
Wireless Wizard Configuration
Metwork Mame (5510 ‘ | MNetwork Key Type Manual v
Wireless Security ‘ | Automatic: To prevent outsiders from accessing your

network, the router will automatically assign a security

Paszword
to your netwark.

Wireless Security Password: Between 8 and 63

characters (A longer WPA key is more secure than a Manual: Use this options if you prefer to create our own

short one| L

teps 1011
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Wireless Wizard 0

Metwork Mame (5510) | | MHetwork Key Type | Automatic v

Sep 1011

4.1.1

4.1.2

Wireless Wizard Configuration

Automatic: To prevent outsiders from accessing your
netwark, the router will automatically assien a security
to your network.

Manual: Use this options if you prefer to create our own
key.

Wireless Network Setup Wizard

This wizard provides a stelpy-step guide to create and secure a ra@wess point on the routefhe
network name (SSID) is the AP identifier that will be detected by supported clieEnésWizard uses

a TKIP+AES cipher for WPA / WPA2 security; depending on support on the client side, devices
associate with this AP usingteer WPA or WPA2 security with the same psbhared key.

The wizard has the option to automatically generate a network key for th&'WB.key is the pre
shared key for WPA or WPA2 type securitgupported clients that have been given this PSK can
associa¢ with this AP.The default (autea s si gned) PSK is Apassphraseo.

The last step in the Wizard is to click the Connect button, which confirms the settings and enables
this AP to broadcast its availability in the LAN.

Add Wireless Device with WPS

With WPS aabled on your router, the selected access point allows supported WPS clients to join the
network very easilyWhen the Auto option for connecting a wireless device is chose, you will be
presented with two common WPS setup options:

1 Personal Identification Number (PIN): The wireless device that supports WPS may have an
alphanumeric PIN, and if entered in this field the AP will establish a link to the cli@itk

Connect to complete setup and connect to the client.
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1 Push Button Configuration (PBC): for wireless devices that support PBC, press and hold
down on this button and withid minutes, click the PBC connect buttomhe AP will detect

the wireless device and establish a link to the client.

@ You need to enable at least one AP with WPA/WPA2 secuaitd also enable WPS in th
Advanced > Wireless Settings WP Spageto usethe WPS wizard.

4.1.3 Manual Wireless Network Setup

This button on the Wizard page will link to tHgetup> Wireless Settings> Access Poiptge.
The manual options allow you to create new APs or modify the parameters of APs created by the
Wizard.

4.2 Wireless Profiles

Wireless > General > Profiles

The profile allows you to assign the security type, encryption and authentication to use when connecting
the AP to a wireless c¢client. The default mode i s
allows any compatible wireless clients to connexan AP configured with this security profile.

To create a new profile, use a unique profile name to identify the combination of settings. Configure a
unique SSID that will be the identifier used by the clients to communicate to the AP using this.profi

By choosing to broadcast the SSID, compatible wireless clients within range of the AP can detect this
profileds availability.

The AP offers all advanced 802.11 securitpdes, including WEP, WPA, WPA2 and WPA+WPA2
options. The security of the Accessipt is configured by the Wireless Security Type section:

1 Open select this option to create a public fAopenod
this wireless gateway.

1 WEP (Wired Equivalent Privacy): this option requires a static {grared key to be shared between
the AP and wireless clienNote that WEP does not support 802.11n data rates; is it appropriate for
legacy 802.11 connections.

T WPA (Wi-Fi Protected Access): For stronger wireless security than WEP, choose this optien.
encryption for WPA will use TKIP and also CCMP if requiretihe authentication can bepae-shared
key (PSK), Enterprise mode witRADIUS server, or bothNote that WPA does not support 802.11n
data rates; is it appropriate for legacy 802.11 connections.

1 WPA2: this security type use€CMP encryption(and the option to add TKIP encryptiooh either
PSK (preshared key) or Enterpris&RADIUS Server) authentication.

1T WPA + WPAZ2:this uses both encryption algorithms, TKIP a@LCMP. WPA clients will use TKIP
and WPAZ2clients will useCCMP encryption algorithms.
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@ AWPA+WPA20 is a security option that all ovs de
security that it supports. This mode allows legacy devices that only supfoA2 keys (such as

an older wireless pniter) to connect to a secure AP where all the other wireless clients are ising
WPA2.

Figure 50: List of Available Profiles shows the options available to secure the
wireless link

€3 Status = Wireless ® Maintenance

L

Wireless » General » Profiles o Q

A profile is a grouping of wireless settings which can be shared across multiple APs. AP specific settings are configured on the Access Point

Configuration page. The profile allows for easy duplication of 55IDs, security settings, encryption methods, client authentication, etc. across APs,

Profiles List

Show entries [Right click on record to get more options] a, |

| Profile Name 3 || 551D & ” Broadcast & || Security & || Encryption & ” Authentication & |

defaulti DSR-500M_1 Enabled OPEN NONE NOME

Showing 1 to 1 of 1 entries

Add New Profile

|| First | Previous | 1 | Mext » || Last ,

4.2.1 WEP Security

If WEP is thechosen securitpption, you mustseta unique static key to bghared with clientshat
wish to access this secured wireless network. This static key can be gehémate an easyto-
remember pasgrase and the selected encryption length.

1 Authentication: select between Op8ystem, or Shared Key schemes

1 Encryption: selet the encryption key size 64 bit WEP orl28bit WEP. The larger size keys
provide stronger encryption, thus making the key more difficult to crack

1 WEP Passphrasenteran alphanumeric phrase and click Geate Key to generate 4 unique
WEP keys with length determined by the encryption key siext choose one of the keys to
be used for authentication. The selected key musthHaged withwireless clients to connect
to this device.
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Figure 51: Profile configuration to set network security

Wireless = General = Profiles o @

A profile is a grouping of wireless settings which can be shared across multiple APs. AP specific settings are configured on the Access Point
Configuration page. The profile allows for easy duplication of 551Ds, security settings, encryption methods, client authentication, etc. across APs,

Profiles List

Show entries [Right click on record to get more options] | a, |

Profile Name 3l SSID & | Broadcast & | Securit & | Encryption & | Authentication &
defaultl AutoTest Enabled WEP 128 Shared
Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next , || Last ;|
Add New Profile
r l
Profile Configuration °

| »

Profile Mame | |

551D | | Leneth: 1-321
Broadcast 551D ﬂ:]
Security WEP r |

WEP Index and Keys

Authentication | Open System v |

Encryption |54 bit WEP '|

WEP Passzphrase | | Generate Key

WEP Key 1 © | |

WEP Key 2

WEP Key 3 -
k |

4.2.2 WPA or WPA2 with PSK

A pre-shared key (PSK) is a known passphrase configured on the AP and lotignand is used to
authenticate the wireless cliemin acceptable passphrasebetween 8 to 63 characters in length.
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4.3 Creating and Using Access Points

Wireless > General > Access Points

Once a profile (agroup of security settings) is created, it can be assigned to aworAthe router The
AP SSID can be configured tbroadcastits availability to the 802.11 environmewtn be used to
establish a WLAN network.

The AP configuration page allows you to create a new AP and link to it one of the available
profiles. Thi s router supports multiple AP®RS). Eaeli err e
virtual AP that has a unique SSIDs appears as an independent access point to Thénts.
valuable feature allows the routerds radio to
throughput for a group of clients as required by theruse To create a VAP, cl i
on the Wireless > General > Access Poinpage.After setting the AP name, the profile
dropdown menu is used to select one of the configured profiles.

@ The AP Name is a unique identifier used to manage the AP from the GUI, and is not the SSID
that is detected by clients when the AP has broadcast enabled.

93



Unified Services Router User Manual

Figure 52: Virtual AP configuration

Wireless » General » Access Points o °

The List of Available Access Points table lists the configured Access Points (AP) for this device. From this summary list, the status of each AP {over
all radios) can be reviewed and AP parameter configuration settings can be accessed.

Access Points List

Show entries [Right click on record to get more options] | a, |

Status ¢ | Wirtual AP & | SSID @ | Broadcast & | Profile Name 8 | Active Time @ | Start Time & | Stop Time &

Enabled ap1 AutoTest Enabled defaultl MNa {Turn-off) - -

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next , || Last

Add New Access Point

r

Access Point Configuration o

AP Hame

|

Profile Name | default1 v

Active Time

WLAN Partition

i3

Save
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s

Access Point Configuration e

AP Mame

!

Profile Name | default1 r

Active Time
Schedule Control

Start Time

Hour I:I Minute

Stop Time Hour Minute

1 | AP
i

WLAN Partition

Save

A valuable power saving feature the start and stop time control for this ARu can conserve on the
radio power by disabling the AP when it is not in user example on evenings and weekends if you
know there are no wireless clients, the start and stop time will enable/disable tkssapoint
automatically.

Once the AP settings are configed, you must enable the AP on the radio on\tfieeless > General

> Access Pointpage. Thestatusi el d changes to fAEnabledo if the
clients. If the AP is configired to broadcast its SSIDa profile parameter)a green check mark
indicating it is broadcasting will behown in the List of Available Access points
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Figure 53: List of configured access points (Virtual APs) shows one enabled eess
point on the radio, broadcasting its SSID

T — N o N =
4y Status = Wireless B Network {:‘; VPN 2 Security £° Maintenance

== -

Wireless » General » Access Points o Q

The List of Available Access Points table lists the configured Access Points (AP) for this device. From this summary list, the status of each AP {over
all radios) can be reviewed and AP parameter configuration settings can be accessed.

Access Points List

Shaw entries [Right click on record to get more options] | a, |

Status 3 [ Virtual AP & | SSID @ | Broadcast & | Profile Name @ | Active Time & | Start Time & | Stop Time &

Enabled apl AutoTest Enabled defaultl No (Turn-off)

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext || Last ;|

Add New Access Point

-

Access Point Configuration e
Profile Mame | default1 v
Active Time | OFF
WLAN Partition | OFF

Save

The clients connected to a particular AP can be viewed by using the Status Button on the List of
Available Access Points. Traffic statistics are shown for that individual AP, as compared to the
summarystats for each AP on the Statistics tall@nnected clients are sorted by the MAC address and
indicate the security parameters used by the wireless link, as well as the time connected to this particular
AP. Clicking the Details button next to the connetteient will give the detailed send and receive
traffic statistics for the wireless link between this AP and the client.
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4.3.1 Primary benefits of Virtual APs:

1 Optimize throughput: if802.11b, 802.11 g, and 802.11n clierdse expected to access the
LAN via this router, creating 3 VAPs will allow you tananage or shapeaffic for each group
of clients.A unique SSID can be created for the network of 802.11b clients and another SSID
can be assigned for the 802.11n clienEach can have different securifyarametersi
remember, the SSID and security of the link is determined by the prafilthis way legacy
clients can access the network without bringing downaherall throughput ofmore capable
802.11n clients.

1 Optimize security: you may wish to suppeelect legacy clients that only offer WEP security
while using WPA2 security for the majority of clients for the radBy. creating two VAPS
configured with different SSIDs and different security parameters, both types of clients can
connect to the LANSince WPA2 is more secure, you may want to broadcast this SSID and
not broadcast the SSID for the VAP with WEP since it is meant to be used for a few legacy

devices in this scenario.

4.4 Tuning Radio Specific Settings

Wireless > General > Radio Settings

The Radio Settings page lets you configureetchannels and power levels availabler t he APO s
onthe DSR The router has a dual band 802.11n radio, meaning either 2.4 GHz or 5 GHz frequency of
operation can be selected (not concurrently thou@asedon the selected operating frequency, the
mode selection will let you define whether legacy connections or only 802.11n connections (or both)
are accepted on configured APs.
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Figure 54: Radio card configuration options

M

) Status i B Network Gy VPN 2 Security £° Maintenance

Wireless = General » Radio Settings o Q
Thiz page allows you to configure the hardware settings for each available radio card.

Radio Settings

Operating Frequency |2.4GHz "|
Mode | gand b "|
Channel Spacing |20r.|Hz "|
Current Channel 1-2.412GHz

Channel |Autu "|
Transmission Rate | Best(Automatic) "|

Save Cancel

The ratified 802.11n support on this radio requires selecting the approfmiataicast (NA or NG etc.)
mode, and then defining the channel spacing and control side band for 802.11n fra#icefault
settings are appropriate for most networksr example, charigg the channel spacing to 40 MHz can
improve bandwidth at the expense of supporting earlier 802.11n clients.

The available transmission channels are governed by regulatory constraints based on the region setting
of the router.The maximum transmissiopower is similarly governed by regulatory limits; you have
the option to decrease from the default maximum to reduce the signal strength of traffic out of the radio.

4.5 WMM

Wireless > Advanced > WMM

Wi-Fi Multimedia (WMM) provides basic Quality of service ¢Q) features to IEEE 802.11 networks.
WMM prioritizes traffic according to four Access Categories (ACYyoice, video, best effort, and
background
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Figure 55: Wi-Fi Multimedia

Wireless = Advanced » WMM o e

This page allows you to configure the Wi-Fi Multimedia(WMM) configuration parameters.

WMM Settings

Wi-Fi Multimedia Configuration

Profile MName | defaulti "l
Enable WMM OFF
Default Class Of Service | Background "l

IP TOS/DiffServ Mapping

Show entries [Mo right click options] | a, |

IP DSCP / TOS & | Class Of Service &
:

1 Defau
2 Defau ¥
3 Defau ¥
4 Defau ¥

Defau ¥

6 Defau

7 Defau
8 Defau ¥

9 Defau ¥

Showing 1 to 10 of &4 entries

Fieeel ooy 1 | 2]z 4 5

wn

Save Cancel

Profile Name:

This field allows you tcselect theavailable profiles in wireless settings
Enable WMM :

This field allows you to enable WMM to improve multimedia transmission.
Default Classof Service

This field allows you toselect the availableAccess Categoriegvoice, video, best effort, and
backgrouml).
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4.6

Wireless distribution system (WDS)

Wireless > Advanced > WDS

Wireless distribution system is a system enabling the wireless interconnection of accessipaints
network.This feature is only guaranteed to work only between devices of the same type

Figure 56: Wireless Distribution System

£ Mmainten

Wireless » Advanced » WDS o @

This page allows you to configure the Wireless Distribution System (WDS) configuration parameters.

WDS Settings

WDS Enable Ex

WDS Encryption 128

WDS Security WEP

WDS Authentication Shared

System MAC Address 00:1%:21:68:50:04

Save Cancel

WDS Peer MAC Address List

Show entries [Right click on record to get more options] | Q, |

MAC Address 3

Showing 0 to 0 of 0 entries

Mo data available in table

|.) First || .| Previous | Next » || Last 4

Add New WDS

@ This feature is only guaranteed to work only between devices of the same type (i.e. usiig the
same chipset/driver)or example between two DSR250N boxes, or betwweo DSR1000N It
should also interoperate between a DSR 1000N and DSR 500 N boxes since they are b .sed on
the same chipset/driver.

Whenthe user enablethe WDS links use the same security configuration as the default access point.
The WDS links do not have true WPA/WPARQport, as in there is no WPA key handshake performed.
Instead the Session Key to be used with a WDS Peer is computed using a hashing function (similar to
the one used for computing a WPA PMK). The inputs to this function are a PSK (configurable by an
administrator from the WDS page) and an internal "magic" string {oonfigurable).

In effect the WDS links use TKIP/AES encryption, depending on the encryption configured for the
default AP. In case the default AP ssmixed encryption (TKIP + AES)fie WDS Ink will use the
AES encryption scheme.
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4.7

@ For a WDS link to function properly the Radio settings on the WDS peers have to be the s ame.

The WDS page would consist of two sections. The first section provides general WDS settings shared
by all its WDS peers.

WDS Enable - This would be a check box

WDS Encryption- Displays the type of encryption used. It could be one of OPEN/64 bit WEP/128 bit
WEP/TKIP/AES (Use the term being used throughout the box i.e. either CCMP or AES).

WDS Passphrase- This is required if tk encryption selected is TKIP/CCMP. We would expect it to

be within 8~63 ASCII character$n the WDS configuration pagghis field is mandatory and has to be
same on the two WDS peers, when the security is configured in TKIP/AES mode. The WDS links use
this as the PSK for the connection

DUT's Mac Address - This would be the mac address of this box. This should be configured in the
peer's WDS configuration page to be able to establish a WDS link with thisTdogfield in the WDS
Configuration section diplays the device's mac address, which needs to be specified on the WDS peer
for making a connection to this device (Similarly the WDS peers MAC address will have to be specified
on this device for the WDS link to be established between the two devices).

The second section will have the list of configured WDS peers with buttons to Add/Delete Peer entries.
We support up t@ maximum of 4 WDS links per box.

@ The both devices need to have same wireless settings (wireless mode, encryption, authen iication
method, WDS passphrase, WDS MAC address and wireless SSID) when wegooafWDS
features in DSR router

The "Add WDS Peer" section allows the user to specify a WDS plges."WDS Peers" table displays
the list of WDS peers currently configured on the devikenaxmum of 4 WDS peers can be specified
in any given mode.

Advanced Wireless Settings

Wireless > Advanced > Advanced Sttings

Sophisticated wireless administrators can modify the 802.11 communication parameters in this page.
Generally, the default settingsre appropriate for most networkBlease refer to the GUI integrated
help text for further details on the use of each configuration parameter.
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Figure 57: Advanced Wireless communication settings

B Network €5y VPN 2 Security £ Maintenance

Wireless » Advanced = Advanced Settings o Q
This page is used to specify advanced configuration settings for the radio.

Advanced Wireless Settings

Beacon Interval [Default: 100, Range: 40 - 3500 ] Millisecands
Dtim Interval [Default: 2, Range: 1 - 255 ]

RTS Threshold [Default: 2346, Range: 256 - 2346 ]
Fragmentation Threshold [Default: 2346, Range: 257 - 2346 ]
Preamble Mode | Long v|

Protection Mode |Nune '|

Power Save Enable m QOFF

Save Cancel

4.8 Wi-Fi Protected Setup (WPS)

Wireless > Advanced > WPS

WPS is a simplified method to add supporting wireless clients to the netWdPIS is only applicable
for APs that employ WPA or WPA2 securityo use WPS, select the eligible VAPs from the dropdown
list of APs that have beeconfigured with this security and enable WPS status for this AP.

The WPS Current Status section outlines the security, authentication, and encryption settings of the
selected APThese are consi st entThereiatehwotsétig oRiénéd alable foo f 1 | e .

1 Personal Identification Number (PIN): The wireless device that supports WPS may have an
alphanumeric PINjf so add the PIN in this fieldThe router will connect within 60 seconds of
clicking the AConfigure vi hePPNfibld.ThereisnodBD indivatiend i at e

that a client has connected.

1 Push Button Configuration (PBC): for wireless devices that support PBC, press and hold down on
this button and within 2 minutes click the PBC connect butfidre AP will detect the wiredss device

and establish a link to the client.

@ More than one AP can use WPS, but only one AP can be used to establish WPS links to c ient at
any given time.
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Figure 58: WPS configuration for an AP with WPA/WPAZ2 profile

F e =27
L @4

md

Wireless » Advanced = WPS

Please configure at least one AP with WPA/WPA2

security to use this feature.

This page allows you to define and modify the Wi-Fi Protected Setup (WPS) configuration parameters.

WPS Settings

WPS Configuration
VAP Mame Mone

WPS Status ﬂ:]

WPS5 Current Status

Security H/A
Authentication /A
Encryption H/A
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Chapter 5. Securing the Private

You can secure your network by creating and applying rules that your router uses to selectively
block and allow inbound and outbound Internet traffic. You then specify how and to whom the
rules apply. To dso, you must define the following:

1 Services or traffic types (exam@eweb browsing, VolP, other standard services and also

custom services that you define)

1 Direction for the traffic by specifying the source and destination of tratfics is done by
speci fying the AFrom Zoneo ( LLANMWAMNMADNZIDMZ) and AT

1 Schedules as to when the router should apply rules

1 Any Keywords (in a domain name or on a URL of a web page) that the router should allow

or block

1 Rules for allowing or blocking inboundnd outbound Internet traffic for specified services

on specified schedules
1 MAC addresses of devicdhat should noaccesghe internet

1 Port triggers that signal the router to allow or block access to specified services as defined

by port number

1 Reportsand alerts that you want the router to send to you

You can, for example, establish restrictadcess policies based on tiro&day, web addresses,
and web address keywords. You can block Internet access by applications and servibes
LAN, such as chatooms or games. You can block just certain groups of PCs on your network
from being accessed by the WAN or public DMZ network

5.1 Firewall Rules

Security > Firewall > Firewall Rules > IPv4 Firewall Rules

Inbound (WAN to LANDMZ) rules restrict access to tfaf entering your network,
selectively allowing only specific outside users to access specific local resources. By
default all access from thimsecureWAN side are blockedrom accessing the secure
LAN, except in response to requests from the LAMNDMZ. To allow outside devices

to access services on teecureLAN, you must createrainboundfirewall rule for each

service.
I f you want to allow incoming traffic, you mt
known to the public. Uhibost. caHbwedy dexmalkeéen

known depends on how the WAN ports are configured;thas routeryou may use the
IP address if a static address is assigned to the WAN port, or if your WAN address is
dynamic a DDNS (Dynamic DNS)ame can be used.

Outbound (LAN'DMZ to WAN) rules restrict access to traffic leaving your network,
selectively allowing only specific local users to access specific outside resolittes
default outbound rule is to allow access from seeure zonel(AN) to either the public
DMZ or insecure WAN On other hand the default outbound rule is to dangesdrom
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DMZ to insecureWAN. You can change this defaldehaviorin the Firewall Settings
> Default Outbound Policypage Whenthe default outbound policy is alloslways
you canto block hosts onthe LAN from accessing internet services byeatingan
outboundfirewall rule for each service.

Figure 59: List of Available Firewall Rules

Security » Firewall » Firewall Rules » IPv4 Firewall Rules o @

IPv4 Firewall Rules | IPvé Firewall Rules | Bridge Firewall Rules

A firewall iz a security mechanizm to selectively block or allow certain types of traffic in accordance with rules specified by network administrators,
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes

all firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Default Outbound Policy for IPv4

Always

& Allow ) Block

Save Cancel

IPv4 Firewall Rules List

Show entries [Right click on record to get more options] | a, |

Status

Service P Block / 8 Source & Destination Rule Priority &

No data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous | Mext , || Last |

Defining Rule Schedules

Security > Firewall > Schedules

Firewall rules can be enabled or disabled automatically if they are associated with a
configured scheduleThe schedule configuration page allows you to define days of the
week and the time of day for a new schedule, and then this schedule can be selected in

the firewall rule configuration page.

@ All schedules will follow the time in the routers configured time zoRefer to
the section on choosing your Time Zone and configuring NTP servers for 110re
information.
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Figure 60: List of Available Schedules to bind to a firewall rule

Fany VPN

CaJd

Security = Firewall = Schedules o e

When you create a firewall rule, you can specify a schedule when the rule applies. The table lists all the Available Schedules for this device and
allows several operations on the Schedules.

Schedules List

[Right click on record to get more options] a, |
Name & | Day(s & | Start Time & | End Time &
Mo data available in table
Showing 0 to 0 of 0 entries |.] First || .| Previous | Mext , || Last |
Add New Schedule
- -
Schedules Configuration o
-
Name

Scheduled Days
Do you want this schedule '~ All Days '® Specific Days

to be active on all days

or specific days?

Monday Tuesday

Thursday

!

Wednesday

Friday Saturday
Sunday

143

Start Time
Start Time |
HH MM AM/PM
End Time
End Time |
HH MM AM/PM
m
r
Schedules Configuration o
Scheduled Time of Day -
Do you want this schedule ') All Day '® Specific Times

to be active all day or at
specific times

during the day?
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5.3 Configuring Firewall Rules

Security > Firewall > Firewall Rules > IPv4 Firewall Rules

All configured firewall ruleson therouterare displayedn the Firewall Rules list.This
list also indicates whether the rule is enabled (active) or not, and gives a summary of
the From/To zone as well as the servicesisersthatthe rule affects.

To createa newfirewall rules, follow the steps below:

1. View the existing rules in thkist of Available Firewall Rules table.
2. To edit or add an outbound or inbound services rule, dfotlesving:

M To edit a rule, clickhe checkbox next to the rule and clickiEt o r each t hat r

configuration page.

1 To add anewrule, click Addtobetakn t o a new rul ed@nceconfi gu

created, thenew rule is automatically added to tbeiginal table.

3. Chose thd=romZone to be the source of originating traffic: either the secure LAN, public
DMZ, or insecure WANFor an inbound rule WAN shoultk selected ake From Zone

4. Choose the To Zone to be the destinatiotraffic covered by this ruldf the From Zone
is the WAN, theTo Zone can be the public DMZ or secure LA milarly if the From
Zone is the LAN, then the To Zone can be the pubMZ or insecure WAN.

5. Parameters that define the firewall rule include the following:

1 Service ANY means all traffic is affected by this ruléor a specific
service the drop down list has common services, or you can select a

custom defined service.

1 Action & Schedule: Selecbne of the 4actiors that this rule defines
BLOCK always, ALLOW always, BLOCK ¥ schedule otherwise
ALLOW, or ALLOW by schedule otherwise BLOCKA schedule must be
preconfigured in order for it to be availabie the dropdown listo assign

to this rule

A Source & Destination users: For each relevant category, stecisers

to which therule applies:
1 Any (all users)
1 Single Address (enter ai® address)

1 Address Range (enter the approprilReaddress range)
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A Log: traffic that is filtered by this rule can be loggetthis requires

configuringt he router s |l ogging feature

A QoS Priority: Outbound rules (where To Zone = insecure WAN only) can

have the traffic marked with a QoS priority tagelect a prioity level:

il

f
f
1

NormalService: ToS=0 (lowest QoS)
Minimize-Cost: ToS=1
Maximize-Reliability: ToS=2

Maximize-Throughput: ToS=4

A Minimize-Delay: ToS=8 (highest QoS)

6. Inbound rules can udeestinationNAT (DNAT) for managing traffic from the WAN.

Destination NAT $ available when the To Zone = DMZ or secure LAN.

A With an inbound allow rule you can enter the internal server address that

is hosting the selected service.

A You can enable port forwarding for an incomisgrvice specificrule

(From Zone = WAN) by seleatig the appropriate checkboXhis will

allow the selected servicdraffic from the

internet to reach the

appropriate LAN port via a port forwarding rule.

A Translate Port NumbeMith port forwarding, the incoming traffic to be

forwarded to the port numbemtered here.

A ExternallP addressThe rule can be bound to a specific WAN interface

by selecting either the primary WAN or configurable port WAN as the

source P address for incoming traffic.

@ This router supports multiNAT and so theExternal IP address does nc:
necessarily have to be the WAN addre®n a single WAN interface, uaitiple
public IP addresses are supportéfdyour ISP assigns you more than one pub ic

IP address, one of these can be used as your primary IP address on the WA | port

and the others can be assigned to servers on the LAN or DM#is way the

LAN/DMZ server can be accessed from the internet by its aliased publi: IP

address.

7. Outbound ruls can use Source NAT (SNAT) anderto map (bind) all LAN/DMZ traffic

matchingthe rule parameters to a specific WAN interface or external IP address (usually

provided by your ISP).
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Once the new or modified rule parameters are saved, it appears in the master list of
firewall rules.To enable or disable a rule, click the checkboxtrte the rulein the list
of firewall rulesandchooseEnable orDisable.

@ The router applie§irewall rules in the order listed. As a general rule, you sho ild
move the strictest rules (those with the most specific services or address :s) to

the top of thelist. To reorder rules, click the checkbox next to a rule and ¢ ck
up or down.
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Figure 61: Example where an outbound SNAT rule is used to map an

external IP address (209.156.200.225) to a private DMZ IP
address (10.30.30.30)

www.example.com

Public IP Address
209.165.200.225
(outside interface)

Source Address Translation
209.165.201.225—> 10.30.30.30

Inside interface DMZ interface

192.168.10.1 10.30.30.1
Inside DMZ
—' —I
=) =
_— A—.
User Web Server

192.168.10.10 Private IP Address: 10.30.30.30

Public IP Address: 209.165.200.225

111



Unified Services Router User Manual

Figure 62: The firewall rule configuration page allows you to define the
To/From zone, service, action, schedules, and specify
source/destination IP addresses as needed.

Security » Firewall » Firewall Rules » IPv4 Firewall Rules (2 (=)

IPv4 Firewall Rules | IPvé Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes
all firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Default Outbound Policy for IPv4
Always ® Allow ') Block

Save Cancel

IPv4 Firewall Rules List

Show entries [Right click on record to get more options] | a, |

Status From po Service Block / Source Destination Local Internet Lo Rule Priorit
) 8 & 8 HAA TN M 1 )

) ) 2 )

No data available in table

Showing 0 to 0 of 0 entries

|.) First || .| Previous || Next , || Last 4|
Add New IPv4 Firewall Rule
IPv4 Firewall Rules Configuration °
From Zone | SECURE (LAN) v |
To Zone | INSECURE (WAN) v |
Service | ANY v |
Action |Alway5 Block '|
Source Hosts ® Any ') Single Address ') Address Range
Destination Hosts ® Any ') Single Address ') Address Range
Log ® Never ' Always
QoS Priority MNormal-Service v
Save
. 4
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IPvé Firewall Rules Configuration e

From Zone | SECURE (LAN) '|

To Zone | INSECURE (WAN) '|

Service | ANY v |

Action | Block Always v |

Source Hosts ® Any Single Address Address Range

Destination Hosts ® Any Single Address Address Range

Log * Never Always

Save

5.4 Configuring IPv6 Firewall Rules

Security >Firewall > Firewall Rules > IPv4 Firewall Rules

All configuredIPv6 firewall rules on the router are displayed in the Firewall Rules list.
This list also indicates whether the rule is enabled (active) or not, and gives a summary
of the From/To zone as wedls the services or users that the rule affects.
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Figure 63: The IPv6 firewall rule configuration page allows you to define
the To/From zone, service, action, schedules, and specify
source/destination IP addresses as needed.

Security » Firewall » Firewall Rules » IPv6 Firewall Rules 0 @

IPv4 Firewall Rules | IPvé Firewall Rules

A firewall is a security mechanizsm to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes
all firewall rules for this device and allows several operations on the firewall rules.

IPv6 Firewall Rules

Default Qutbound Policy for IPvé
Always ® Allow ' Block

Show entries [Right click on record to get more options] | o, |

Status o From 8 To 3 Service & Action Source Destination Log

No data available in table

Showing 0 to 0 of 0 entries

|.] First || .| Previous || Next , || Last 4|
Add New IPv6 Firewall Rule
-
IPv6 Firewall Rules Configuration °
From Zone | SECURE (LAN) '|
To Zone | INSECURE (WAN) '|
Service | ANY v |
Action | Block Always v |
Source Hosts ' Any '® Single Address ') Address Range
From [192.188.1.22 |
Prefix Length l:l [Range: 0 - 128]
Destination Hosts ® Any ') Single Address ' Address Range
Log ) Mever '® Always

Save
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Figure 64: List of Available IPv6 Firewall Rules

D) Status \ s c &S VPN 2 Security £* Maintenance

Security » Firewall » Firewall Rules » IPvé Firewall Rules Q0

IPv4 Firewall Rules | IPvé Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes
all firewall rules for this device and allows several operations on the firewall rules.

IPv6 Firewall Rules

Default Outbound Policy for IPvé
Always * Allow Block

Show entries [Right click on record to get more options] | o, |

Status From To Service Action Source Destination Log
Zaone Zone Hosts Hosts

No data available in table

Showing 0 to 0 of 0 entries |.] First | .| Previous || Next ; || Last ;|

Add New IPv6 Firewall Rule

5.4.1 Firewall Rule Configuration Examples

Example 1: Allow inbound HTTP trafficto the DMZ

Situation: You host a publicweb server on your local DMZ network'ou want to
allow inboundHTTP requests from any outside IP address to the IP address of your
web server at any time of day.

Solution: Create an inbound rule as follows.

Parameter Value

From Zone Insecure (WAN1/WAN2/WAN3)

To Zone Public (DMZ)

Service HTTP

Action ALLOW always

Send to Local Server (DNAT IP) 192.168.5.2 (web server IP address)
Destination Users Any

Log Never

Example 2: Allow videoconferencing from range of outside IP addresses
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Situation: You want to allow incoming videoconferencing to be initiated from a
restricted range of outside IP addresses (132.177.88L32.177.88.254), from a

branch office.

Solution: Createan inboundrule as bllows. In the example, CUSeeMe (the video
conferenceservice used)onnections are allowed only from a specified range of

external |IP addresses.

Parameter Value

From Zone Insecure (WAN1/WAN2/WAN3)
To Zone Secure (LAN)

Service CU-SEEME:UDP

Action ALLOW always

Send to Local Server (DNAT IP)

192.168.10.11

Destination Users

Address Range

From

132.177.88.2

To

134.177.88.254

Enable Port Forwarding

Yes (enabled)

Example 3: Multi-NAT configuration

Situation: You want to configure multNAT to support multiple public IP addresses

on one WAN port interface.

Solution: Create an inbound rule that configures the firewall to host an additional
public IP address. Associate this address with a web server @M£E&e If you arrange

with your ISP to have more than one public IP address for your use, you can use the
additional public IP addresses to map to servers on your LAN. One of these public IP

addresses is used as the primary IP address of the router. This addnessd to

provide Internet access to your LAN PCs through NAT. The other addresses are

available to map to youbMZ servers.

The following addressing scheme is used to illustrate this procedure:
T WAN IP address: 10.1.0.118

LAN IP address: 192.168.10.1; subnet 255.255.255.0

1
1 Webserverhostin the DMZ, IP addresst92.16812.222
1

Access to Web server: (simulated) public IP address 10.1.0.52

Parameter Value

From Zone Insecure (WAN1/WAN2/WAN3)
To Zone Public (DMZ)

Service HTTP

Action ALLOW always
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Send to Local Server (DNAT IP) 192.168.12.222 ( web server local IP address)
Destination Users Single Address

From 10.1.0.52

WAN Users Any

Log Never

Example 4: Bloc

Example 4: Block traffic by schedule igeneratedrom specific range of machines

Use Case:Block all HTTP traffic on the weekends if the request originates from a
specific group of machines in the LAN having a known range of IP addresses, and
anyone coming in through the Network from the WAN (i.e. all remote users).

Configuration:

1. Setup aschedule
1 To setup a schedule that affects traffic on weekends only, navigate to Security:
Schedule,andi ame t he schedul e AWeekendo

1T Define Aweekendd to mean 12 am Saturday m
1 all day Saturday & Sunday

1 In the Scheduled daysol, check that you want the schedule to be active for
Afspeci fiSeleéeaysdSaturdayo and fASundaybo

T I'n the schedul ed t i mei thisfwilldapply,the sohddele t inall
between 12 am to 11:59 pm of the selected day.

1 Click applyi nowsc h e d u le e k & Modates all day Saturday and Sunday
from the rest of the week.
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Figure 65: Schedule configuration for the above example.

&S VPN 2 Security £* Maintenance

Security » Firewall = Schedules o °

When you create a firewall rule, you can specify a schedule when the rule applies. The table lists all the Available Schedules for this device and

allows zeveral operations on the Schedules.

Schedules List

Show entries [Right click on record to get more options] | a, |

Name & | Day(s & | Start Time @ | End Time &

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous | Next , | Last j|
Add New Schedule
Schedules Configuration o
-
Name

Scheduled Days
Do you want this schedule '® All Days ' Specific Days

to be active on all days

or specific days?

Scheduled Time of Day
Do you want this schedule ') All Day '® Specific Times

to be active all day or at

specific times =

during the day?

Start Time
Start Time |
HH MM AM/PM -
ﬂm
End Time
End Time |

MM AMSPM

HH
ﬂm

Save

2. Since we argrying to block HTTP requests, it isservicewith To Zone: Insecure
(WAN1/WAN2/WAN3) that is to be blocked according to schedulé&/e e k.e n d 0

3. Sel ect the Action to 0Bl oThikwilkbake aedetnddu
schedule and make sure the rule is a blocking rule during the defined date#times.

other times outsidthe schedule will not be affected by this firewall blocking rule
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4. As we defined our schedule sohedulefiWeekend, thisis available irthe dropdown

menu

5. We want to block the IP range assigned to the marketinggkoapt 6 s s ay t hey
192.168.10.2@0 192.168.10.300n theSouce Users dropdown, select Address Range
and add this IP range as the@mand TolP addresses

6. We want to block alHTTP trafficto any services going to the insecure zortee

DestinationUsers dropdowshould bei a ny o .

hav

7. Wedndé6t need to change default Qoli&ingapplyor i ty o

will add this firewall rule to the list of firewall rules

8. The kst step is to enable this firewall rugelectt he r ul e, and click

list to make sur¢he firewall rule is active

Security on Custom Services

Security > Firewall > Custom Services

Custom services can be defined to add to the list of services available during firewall
rule configuration.While common services have known TCP/UDP/ICMP pdfids
traffic, many custom or uncommon applications exist in the LAN or WAN.the
custom service configuration menu you can define a range of ports and identify the
traffic type (TCP/UDP/ICMP) for this serviceOnce defined, the new service will
appear inthe services list of the firewall rules configuration menu.
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Figure 66: List of user defined services

€5y VPN 2 ity £* Maintenance

Cad

-~
43 Status

Security = Firewall » Custom Services o Q
When you create a firewall rule, you can specify a service that is controlled by the rule.. Common types of services are available for selection, and
you can create your own custom services. This page allows creation of custom services against which firewall rules can be defined. Once defined,

the new service will appear in the List of Available Custom Services table.

Custom Services List

Shaw entries [Right click on record to get more options] @, |

| MName ) " Type 8 " ICMP Type / Port Range & |

Mo data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Next , || Last |

Add New Custom Service

Figure 67: Custom Servicesconfiguration

r

Custom Services Configuration e
Mame | |
Type | TCP v |
Port Type ® Port Range Multiple Ports

Start Port l:l [Range: 0 - 65535]
Finish Port [ ] Range:0- 655

Save

Created services are available as options for firewaB configuration.

Name:Name of the service for identification and management purposes.
Type:The layer 3 Protocol that the service us@CP, UDP, BOTH, ICMP or ICMPVgG
Port Type: This fields allows to select Port Range or Multiple Ports

ICMP Type: This field is enabled when the layer 3 protocol (in the Type field) is
selected as ICMP or ICMPv6. The ICMP type is a numeric value that can range between
0 and 40, while for ICMPv6 the type ranges from 1 to 255. For a list of ICMP types,
visit the following URL: http://www.iana.org/assignments/icagarameters

Start Port:The first TCP, UDP or BOTH port of a range that the service uses. If the
service uses only one port, then the Start Port lllthe same as the Finish Port.
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Finish Port:The last port in the range that the service uses. If the service uses only one
port, then the Finish Port will be the same as the Start Port.

Port: The port that the service uses.

ALG support

Security >Firewall > ALGs > SMTP ALGs

Application Level Gateways (ALGs) are security component that enhance the firewall
and NAT support of this router to seamlessly support application layer protdeols.
some cases enabling the ALG will allow the firewall to wsmamic ephemeral TCP/
UDP ports to communicate with the known poatgarticular client application (such

as H.323 or RTSP) requires, without which the admin would have to open large number
of ports to accomplish the same suppd@tcause the ALG understds the protocol

used by the specific application that it supports, it is a very secure and efficient way of

introducing support for client applications
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Figure 68: Available ALG support on the router.

L° Maintenance

Security » Firewall » ALGs » SMTP ALGs o @

SMTP ALGs | Approved Mail IDs | Blocked Mail IDs | Mail Filtering

This page allows the user to enable the SMTP ALG.

SMTP ALG

Port I:I [Range: 1 - £5535]

Save Cancel

- Y—— (| ., -
= Wireless B Network ¢G5 VPN { £° Maintenance

Security = Firewall = ALGs o e

SMTP ALGs | Approved Mail IDs | Blocked Mail IDs | Mail Filtering

Application Level Gateway allows customized MNAT traversal filters to be plugged into the gateway to support address and port tranzlation for certain
application layer "control/data” protocols such as TFTP, SIP, RTSP etc. Each ALG provides special handling for a specific protocol or application. A
number of ALGs for common applications are enabled by default.

ALGs

5.7 VPN Passthrough for Firewall

Security > Firewall > VPN Passthrough

This routerds firewall settings can be confi
IPse¢ PPTP, and L2TP VPN tunnel connections between the LAN and intefnet.

specific firewallrule or service is not appropriate to introduce this passthrough support;

instead the appropriate check boxes in the VPN Passthrough page must be enabled.
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Figure 69: Passthrough options for VPN tunnels

.y
E4Yy Status

&S VPN 2 Security £ Maintenance

Security = Firewall » VPH Passthrough o e

Thiz page allows user to configure VPN {IPsec, PPTP and L2ZTP) passthrough on the router. Enabled passthrough checkboxes have higher priority than
firewall rules based on the same service.

VPN Passthrough

IPSec
PRTP

L2ZTP

|HBH

Save Cancel

5.8 Bridge Mode Firewall

Searity > Firewall > Firewall Rules > Bridge Firewall rules

When Bridge is the selected system routing mode, Layer 2 level firewall rules are
available to manage network traffic. These firewall rules will be applied between the
two ports that are part of theridge: LAN1 and the WAN2/DMZ physical ports.

@ Bridge mode option is available on DSEO0 / 500N / 1000 / 1000N produc' s
only.
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Figure 70: List of Configured Firewall Rules for the Bridge

Security » Firewall » Firewall Rules » Bridge Firewall Rules o Q

IPv4 Firewall Rules | IPvé Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic between interfaces of your Bridged network. The List of Bridge Firewall Rules
table includes all firewall rules for the bridged network and allows several operations on the firewall rules.By default in bridge Mode, all access is
allowed for Inbound and Qutbound direction between the interfaces of the bridged network. Inbound Rules govern access from DMZ Port to the LAN
Portl interface. Oubound rules restrict access to traffic leaving your LAN Portl interface. Firewall rules are applied in the order listed. As a general
rule, you should move the strictest rules {those with the most specific services or addresses) to the top of the list.

List of Bridge Firewall Rules

Source Destination Source Destination

) )

Mo data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Mext , || Last 4

Add New Bridge Firewall Rule

Firewall rules configured for the bridge wiflilter traffic based on protocol, outgoing
range of ports and/or the incoming range of ports. The processing is at L2 and can
apply either to the LAN1 port or the WAN2/DMZ port (not both).

Figure 71: Bridge Firewall Rule configuration

r -

Custom Services Configuration o
Mame | |
Type | TCP v |
Port Type '® Port Range ') Multiple Ports

Start Port l:l [Range: 0 - 65535]
Finish Port [ ] Range:0- 655

Save
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Application Rules

Security > Firewall > Dynamic Port Forwarding

Application rules are also referred to asrptriggering This featureallows devices on

the LAN or DMZ to request one or more ports to be forwarded to thont triggering
waits for an outbound requesbim the LAN/DMZ on one of the defined outgoing ports,
and then opens an incoming port for that specified type of traffiis can be thought

of as a form of dynamic port forwarding while an application is transmitting data over
the opened outgoing or incoming port(s).

Port triggering application rules ameore flexible than static port forwardirtpat is an
availableoption when configuring firewall rulesThis isbecause @ort triggering rule
does not have to reference a specific LAN IP or IP range. As well ports are not left
open when not in use, thereby providing a level of security that port forwarding does
not offer.

@ Port triggering is not appropriate for servers on the LAN, since there s a
dependency on the LAN device making an outgoing connection before inco ning
ports are opened.

Some applications require thathen external devices connect to them, they reeelata

on a specific port or range of ports in order to function properly. The router must send
all incoming data for that application only on the required port or range of pbhts.
routerhas a list of common applications and games with corresponditigopand and
inbound ports to opernYou can also specify a port triggering rule by defining the type
of traffic (TCP or UDP) and the range of incoming and outgoing ports to open when
enabled.
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Figure 72: List of Available Application Rulesshowing4 unique rules

Security £ Mainten

Security » Firewall » Dynamic Port Forwarding o °

Application Rules | Application Rules Status

The table lists all the available port triggering rules and allows several operations on the rules.

Application Rules List

Show entries [Right click on record to get more options] | a, |

Status

Protocol Interface

Name o Qutgoing Qutgoing Incoming Incoming

& &

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next » || Last ;|
Add New Application Rule
Application Rules Configuration o

Application Rules

Name |

Enable OFF

Protocol ® TCP < UDP
Interface ® LAN ' DMI

Outgoing (Trigger) Port Range

Start Port l:l [Range: 0 - 65535]

To [ ] Ranee:o- 65535
Incoming (Response) Port Range

Start Port l:l [Range: 0 - 65535]

To [ ] Ranee:o- 65535

Save

The application rule status page will list any active rules, i.e. incoming ports that are
being triggered based on outbound requests from a defined outgoing port.

5.10 Web Content Filtering

The gateway offers some standard web filtering options to allow the admin to easily
create interneaccesyolicies between the secure LAN and insecure WAMNtead of
creating policies based on the type of traffic (as is the case when using firewal), rules
web based content itself can be used to determine if traffic is allowed or dropped.
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5.10.1 Static Content Filtering

Security > Web Content Filter > Static Filtering

Content filtering must be enabled to configure and use the subsequent features (list of
Trusted Domains, filtering on Blocked Keywords, etcBroxy servers, which can be
used to circumvent certain firewall rules and thus a potential security gap, can be
blocked for all LAN devicesJava applets can be prevented from being downloaded
from internetsites, and similarly the gateway can prevent Activeofitrolsfrom being
downloadedvia Internet ExplorerFor added security cookies, which typically contain
session information, can be blocked as well for all devices on the private network.

Figure 73: Content Filtering used to block access to proxy servers and
prevent ActiveX controls from being downloaded

2 Security £* Maintenance

Security » Web Content Filter = Static Filtering o °

Operation Succeeded
Static Filtering | Approved URL | Blocked Keywords

This content filtering option allows the user to block access to certain Internet sites. Up to 32 key words in the site’s name {web site URL) can be
specified, which will block access to the site. To setup URLs, go to Approved URLs and Blocked Keywords page.

Static Filtering

Content Filtering
Web Proxy

Java

ActiveX

Browser Cookies

IBBBBB

Save Cancel

5.10.2 Approved URLSs

Security > Web Content Filter > Static Filtering > Approved URI

The Approved URLsis anacceptancéist for all URL domain namesDomains added

to this list are allowed in any fornkor exampl e, i f the dthismai n Ay
i st t hen al | of t he foll owing URL 06 s ar e
www.yahoo.comyahoo.co.ukgetc.Import/export from a text or CSV file foApproved

URLsis also supported
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Figure 74: Two trusted domains added to the Approved URLs List

M Network fa : O g
B Network Vv 2 Security £° Maintenance

Security » Web Content Filter » Static Filtering » Approved URL o @

Static Filtering | Approved URL | Elocked Keywords

This page displays the approved URLs. The list of websites here are always allowed to be accessed, and have higher priority than any configured
firewall rules or blocked keywords.

Approved URLs List

Show entries [Right click on record to get more options] | a, ‘

URL O3

No data available in table

Showing 0 to 0 of 0 entries

|.] First || .| Previous || Mext » || Last |
Add New Approved URL Upload URLs List from File Export URLs List to File
- .
Approved URLs Configuration °

URL www.dlink.com

Save

5.10.3 Blocked Keywords

Security > Web Content Filter > Static Filtering > Blocked Keywords

Keyword blocking allows you to block al/l webs
the keyword in the configured list. This ifower priority thanthe ApprovedURL List;

i.e. if the blocked keywords present ina site allowed by darusted Danain in the

Approved URL List then access to that site will be allowdthport/export from a text

or CSV file for keyword blocking is also supported.
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Figure 75: One keyword added to the block list

Security » Web Content Filter = Static Filtering »» Blocked Keywords o @

Operation Succeeded

Static Filtering | Approved URL | Blocked Keywords

You can block access to websites by entering complete URLs or keywords. Keywords prevent access to websites that contain the specified
characters in the URLs or the page contents. The table lists all the Blocked keywords and allows several operations on the keywords.

Blocked All URL Configuration

Block All URL OFF

Blocked Keywords List

Show entries [Right click on record to get more options] | a, |
Ke*word i i Status g

GUN Enabled

Showing 1 to 1 of 1 entries || First

Add New Keyword Upload Keywords List from File Export Keywords List to File

| Previous | 1 | Next » || Last |

5.10.4 Export Web Filter

Security > Web Contenfilter > Static Filtering > Approved URL

Export Approved URLsfFeature enables the user to export the URLs to be allowed to
a .csv (commaseparated valuefile which can then be downloaded to the local host.
The user has to click the export button to get the csv file.

Export Blocked Keywords: This feature enables the user to export the keywords to be
blocked to a csv file which can then be downloaded toltical host. The user has to
click the export button to get the csv file
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Figure 76: Export Approved URL list

Security » Web Content Filter » Static Filtering » Approved URL 0 @

Sta iltering | Approved URL | Blocked Keywords

This page displays the approved URLs. The list of websites here are always allowed to be accessed, and have higher priority than any configured
firewall rules or blocked keywords.

Approved URLs List

entries [Right click on record to get more options] | a, |

Mo data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Next , || Last ;|

Add New Approved URL Upload URLs List from File Export URLS List to File

5.10.5 Dynamic WCF

Security > Web Content Filter > Dynamic Filtering

Figure 77: Dynamic WCF

Security » Web Content Filter » Dynamic Filtering @ O

This page displays the list of categories to be blocked.

Dynamic Filtering

Adult Mews Job Search

Gambling Travel/Tourism Shopping

Entertainment Chat Rooms/IMs Dating Sites

Game Sites Investment Sites E-Banking

Crime Terrorism Personal Beliefs/Cults Politics

Sports www -E-Mail Sites Violence /Undesirable

Malicious Search Sites Health Sites

Clubs and Societies Music/Video Business Oriented

Government Blocking List Educational Advertising

PPEPEEY
PPEPEEY

Drugs/Alcohol Computing/IT Swimsuit/Lingerie/Models

PPEPREEEY

Remote Control/Desktop

Save Cancel
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This feature allows the administrator to block access from a range of web content

categories. Merouter must be upgraded with thee WCF licensand therthe Content

Filtering option, which allows the user to filter out internet sites, needs to be enabled.

The Dynamic Content Filtering configuration page will let the administrator choose

from a range of prelefined categories to be blocked. When enabled, acttea website

belonging to one of these configured categories will be blocked with an error page.

il

Adult Content: Sites that host explicit sex content, nudity and sites that use

profanity.

News: Sites that offer news and information on current events,udlmmcd

newspapers, broadcasters and other publishers.

Job Search: Sites that offer job listings, interview coaching and other

employmenirelated services.
Gambling: Sites that offer online gambling or information about gambling.

Travel/Tourism: Sites withravel and tourism information like city maps and
services including planning trips, reservations for bus/train/airlines, hotel

booking etc.
Shopping: Online shops, catalogs, auction sites and classified ads etc.

Entertainment: Websites for TV, movies, eninment news etc. and sites

hosting video content of movies, TV streaming etc.
Chatrooms/IM: Social networking sites, chartrooms and instant messaging sites.

Dating Sites: Online dating, matchmaking, relationship advice, personal ads and

web pages relad to marriage.

Game Sites: Sites that offer online games, MORPG and information about

computer games, cheat codes etc.

Investment Sites: Sites for brokerages, trusts, insurance and other investments

related organizations.

E-banking: Sites providing onlinebanking services offered by financial

institutions

Crime/Terrorism: Sites providing information on aswcial activities like

murder, sabotage, bombing etc.

Personal Beliefs/Cults: Sites about religion, places of worship, religious groups,

and occultism.
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1 Politics: Sites about politics, elections and legislation and sites that promote a
politician or political party.
1 Sports: Sites about sports teams, fan clubs, and generally about all kinds of

sports.

1 www Email Sites: Websites that allow users to send ancéceive email through

a web accessible email account

5.11 IP/MAC Binding

Network > LAN > LAN DHCP Reserved IPs

Another available security measure is to only allowtbound trafic (from the LAN to

WAN) when the LAN node has an IP address matching the MA@ess bound to it.

This is | P/ MAC Binding, and by enforcing the
IP address withheunique MAC Addressf the configured LAN nodgthe administrator

can ensure traffic from that IP address is not spoofedhe ewent of a violation (i.e.

the trafficds source | P address doesndt mat cl
the same IP address) the packets will be dropped and can be logged for diagnosis.

Figure 78: The following example binds aL AN h oMAIC Address to an
IP addressserved by DSR If there is an IP/MAC Binding
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violation, the violating packet will be dropped and logs will be
captured

. — . n s TR
€3 Status = Wirel B Network &S VPN £ Security £ Maintenance

Network » LAN » LAN DHCP Reserved IPs o Q

LAN DHCP Reserved IPs List

Shaw entries [Right click on record to get more options] o, |
| Host Name & " MAC Address & ” IP Address & |

Mo data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Mext || Last
Add New DHCP Reserved IP
-

LAN DHCP Reserved IP Configuration e
Host Mame |te5t—ipmac1 |
IP Address [s7.0.08 |
MAC Address [00:11:4A:22:33:88 |
Associate with ﬂ.:]

IP /MAC Binding

Save

5.12 Intrusion Prevention (IPS)

Security > Firewall > IPs

The gat ewayPRreventiomSysters (IREhprevents malicious attacks from the
internet from accessing the private netwo8katic attack signatures loadedttee DSR
allow common attacks to be detected and preveritad.checks can be enabled between
the WAN and DMZ or LAN,and a running counter will allow the administrator to see
how many malicious intrusion attempts from the WAMNave been detected and
prevented.

@ DSR-150/150N does not support Intrusion Preventiomst®m
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Figure 79: Intrusion Prevention features on the router

%= Wireless B Network <GS VPN L Security £* Maintenance

. Cal =

Security » Firewall » IPS o Q

[Thiz page allows user to configure Intrusion Detection System and Intrusion Preventions system on the router.

IPS

Intrusion Detection/Prevention Enable
Enable Intrusion Detection OFF

Enable Intrusion Prevention OFF

IPS5 Checks Active Between

LAN and WAN OFF
IPS Status
Number of Signatures Loaded 0

Save Cancel

5.13 Protecting from Internet Attacks

Security > Firewall >Attack Checks

Attackscan be malicious security breach@msunintentional network issues that render
the router unusable Attack checks allow you tananage WAN security threats such
as continual ping requests and discovery via ARP sca@$® and UDP flood attack
checks can be enabled to manage extreme usage of WAN resources.

Additionally certain Denialof-Service (DoS) attacks can be blocked. Thedacks,

if uninhibited, can use up processing power and bandwidth and prevent regular
network services from running normallf\CMP packet flooding, SYN traffic flooding,

and Echo storm thresholds can be configured to temporarily suspect traffic from the
offending source.
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Figure 80: Protecting the router and LAN from internet attacks

) Status Wireless Network a5 VPN 2 Security £* Maintenance
Security » Firewall » Attack Checks o Q
[This page allows you to specify whether or not to protect against common attacks from the LAN and WAN networks.
jattack Checks
WAN Security Checks
Stealth Mode [ o« NI
Block TCP Fload [ o« NI
LAN Security Checks
Block UDP Flood [ o
ICSA Settings
Elock ICMP Notification Ex
Block Fragmented Packets [_] OFF
Block Multicast Packets [_]ow
Block Spoofed IP Packets [_]ow
DoS Attacks
SYM Flood Detect Rate 128 [Range: 1 - 10000] max/sec
Echo Storm [Range: 1 - 10000] Ping pkts./sec
ICMP Flood 100 [Range: 1 - 10000] ICMP pkis./sec

WAN Security Checks

Enable Stealth Mode: If Stealth Mode is enabled, the router will not respond to port
scans from the WAN. This makes it lesgsceptible to discovery and attacks.

Block TCP Flood: If this option is enabled, the router will drop all invalid TCP packets
and be protected from a SYN flood attack.

LAN Security Checks:

Block UDP Flood: If this option is enabled, the router will notept more than 20
simultaneous, active UDP connections from a single computer on the LAN.

UDP Connection Limit: You can set the number of simultaneous active UDP
connections to be accepted from a single computer on the LAN; the default is 25

ICSA Settings

Block ICMP Notification: selecting this prevents ICMP packets from being identified
as such. ICMP packets, if identified, can be captured and used in a Ping (ICMP) flood
DoS attack.

Block Fragmented Packets: selecting this option drops any fragmentekktpac
through or to the gateway

Block Multicast Packets: selecting this option drops multicast packets, which could
indicate a spoof attack, through or to the gateway.

DoS Attacks
SYN Flood Detect Rate (max/sec): The rate at which the SYN Flood can betete
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Echo Storm (ping pkts/sec): The number of ping packets per second at which the
router detects an Echo storm attack from the WAN and prevents further ping traffic
from that external address.

ICMP Flood (ICMP pkts/sec): The number of ICMP packets parosd at which the
router detects an ICMP flood attack from the WAN and prevents further ICMP traffic
from that external address.

@ The ping on LAN interfacess enabled indefault. To disable theping response
from LAN hosts to the LANWAN port of the devicauncheck the'Allow Ping
from LAN" option.

5.14 IGMP Proxy to manage multicast traffic

Network > LAN > IGMP Setup

| GMP snooping allows the router to 6listenbd
router. This then allows the router to filter multicast traffic and direct this only to

hosts that need this stream. This is helpful when there is a lot of multicast toaffic

the network (say from an IPTV application) where all LAN hosts do not need to
receive this multicast traffic. Enabling IGMP snooping allows the router to regulate

the amount of multicast traffic on the network, to prevent flooding all LAN hosts.

Active IGMP snooping is referred to IGMP Proxy, and this is available on your router.

Figure 81: Enabling IGMP Proxy for the LAN

43 Status 5 B Network €&y VPN 2 Security £° Maintenance
Network » LAN = IGMP Setup o Q
The IGMP Proxy page allows the user to enable IGMP proxy on a LAN interface.This is known as active IGMP snooping, and lets the router listen in
on |IGMP network traffic. The router filters multicast traffic through the router and is used to prevent LAM hosts from receiving traffic from a
multicast group that they have not explicitly joined.
IGMP Setup
[GMP Setup
IGMP Proxy B ]

Enable IGMP Proxy selecting thisallows the router to listen in on IGMP traffic
through the networkand manage multicast streams bound for the LAN

In the event thatWAN uses Russia Dual Acce®BPTP / L2TP connectignthe
outbound interface for IGMP traffic can be selected. Either the physical link (DHCP)
or the PPP link (PPTP / L2TP) can be designatedatrry IGMP outbound traffic. This
applies to any WAN that uses Russia Dual Access PPTP, which is set at based on the
WAN configuration. This setting is specific for Russia Dual Access ISPs where
streaming services are run on the physical links only.
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Chapter 6. | Pesc/ PPTP YPN2TP

A VPN provides a secure communicati on channe
routers or a remote PC client. The following types of tunnels can be created:

1 Gatewayto-gateway VPN: to connect two or more routers to secure traffic between

remote sites.

1 Remote Client (cliento-gateway VPN tunnel): A remote client inited a VPN
tunnel astie IP address of the remote PC client is not known in advance. atbegy

in this caseacts asaresponder.

1 Remote client behind a NAT router: Theehit has a dynamic IP address and is behind
a NAT Router. The remote PC client at the NAT router ingga VPN tunnel ahe
IP address of the remote NAT router is not known in advan¢e. Jateway WAN

port acts as responder.
1 PPTP server for LAN / WAN PPH client connections.

T L2TP server for LAN / WAN L2TP client connections.

Figure 82: Example of Gatewayto-GatewayIPsecVPN tunnel using two
DSR routers connected to the Internet

Internet 5
Z

=~

Outside Outside
209.165.200.226 209.165.200.236
! Site A : :' Site B
: DSR : ; l DSR :
Inside 2 Inside
j 10.10.10.0 : 2 I 10.20.20.0
; =‘Ar ; . [ -
! Printer : : D —— 2 Printer |
Personal Personal ‘
' computers : computers

.........................................................................
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Figure 83: Example of threeIPsecclient connections to the internal
network through the DSR IPsecgateway

DNS Server —

10.10.10.163 !L
Pas==ry E’
!I Personal Computer

Using VPN Software Client

g tﬂ

C /. Imt?/vmgl Inside Qutside '/ Intemet /
\ ne (0} _-l" ( / [i——y

10:10.10.0 . ~____./  Personal Computer
Using VPN Software Client

&

WINS Server E’

10.10.10.133

Personal Computer
Using VPN Software Client

6.1 VPN Wizard

Setup > Wizard > VPN Wizard

You can use the VPN wizard to quickly create both IKE and VPN policbes:e the
IKE or VPN policy is created, you camodify it as required.
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Figure 84: VPN Wizard launch screen

Wizards o

-

Internet Connection Wizard Security Wizard
This wizard will guide you in connecting This wizard will guide you in configuring
your new D-Link Unified Services Router to default Outbound Policy, YPMN Passthrough
the Internet. Run... and YPM Metwork Settings. Rum.._
Wireless Wizard Users Wizard
This wizard will guide you through common This Wizard guides you in creating a new
and easy steps to configure vour routers User.
wireless interface. Run... Rum.._
Dynamic DNS Wizard Date and Time Wizard
This Wizard helps in configuring Dynamic DNS This Wizard helps you in configuring Date
WAN 1 or WAN 2 settings. and Time settines.
Run_.. Rumn

To easily establista VPNtunnelusing VPN Wizard, follow the steps below:
1. Select the VPN tunnéypeto create

1 The tunnel can either be a gateway to gateamynection (siteto-site) or a tunnel to

a host on the internet (remote access).

1 Set the Connection Name and pskared key: the connection name is used for
management, and the pshared key will be required on the VPN client or gateway
to establish theunnel The preshared key has a maximum length of 64 digits.

9 Determine the local gateway for this tunnel; if there is more tlome WAN

configured the tunnel can be configured for either of the gateways.
2. Configure Remote and Local WAAHdresgor the tunnel endpoints

1 Remote Gateway Type: identify the remote endpoint of the tunnel by FQDN or static

IP address
1 Remote WAN IP addressHQDN: This field is enabled only if the peer you are trying
to connect to is a Gateway. For VPN Clients, this IP addressternet Name is
determined when a connection request is received from a client.
1 Local Gateway Typei dent i fy this routerds endpoint of
IP address

1 Local WAN IP address FQDN: This field can be left blank if you are not using a
di fferent FQDN or | P address than the one sp
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3. Configure the Secur€onnectiorRemote Accessibilitfields to identify the remote

network

1 Remote LAN IP addressaddress of the LAN behind the peer gateway

1 Remote LANSubnet Mask: the subnet mask of the LAN behind the peer

@ Note: The IP address range used on the remote LAN must be different fror i the
IP address range used on the local LAN.

4. Review the settings and click Connect to establistithael

The Wizard will crate an Auto IPsecpolicy with the following default valuesor a
VPN Clientor Gatewaypolicy (these can be accessed from a link on the Wizard page):

Parameter Default value from Wizard

Exchange Mode Aggressive (Client policy ) or Main (Gateway policy)
ID Type FQDN

Local WAN ID wan_local.com (only applies to Client policies)
Remote WAN ID wan_remote.com (only applies to Client policies)
Encryption Algorithm 3DES

Authentication Algorithm SHA-1

Authentication Method Pre-shared Key (max 64 digits)

PFS Key-Group DH-Group 2(1024 bit)

Life Time (Phase 1) 24 hours

Life Time (Phase 2) 8 hours

NETBIOS Enabled (only applies to Gateway policies)

@ The VPN Wizard is the recommended method to setanpAuto IPsecpolicy.
Once the Wizard creates thmatching IKE and VPN policiesequired by the
Auto policy, one can modify the required fields through the edit liRlefer to
the online help for details.

Easy Setup Site to SitéPN Tunnel:

If you find it difficult to configureVPN policies throughVPN wizard use easy setup
site to siteVPN tunnel. Thiswill add VPN policies by importing a file containing
VPN policies.
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6.2

Configuring IPsec Policies

VPN > IPSec VPN > Policies

An IPsec policy is between this router and another gateway or this routeamiRsec
client on a remote host. THEsecmode can be either tunnel or transport depenaimg
the network being traversed between the two policy endpoints.

Transport: This is used for eftd-end communication between this router and the
tunnel endpoint, either anoth&?secgateway or anPsecVPN client on a host. Only

the data payload is encrypted and the IP header is not modified or encrypted.

Tunnel: Ths mode is used for netwotto-networkIPsectunnels where this gateway
is one endpoint of the tunnel. In this mode the entire IP packet including the header
is encrypted and/or authenticated.
When tunnel mode is selected, you can enable NetBIOS and DHCHRs®ct DHCP
over|Psecallows this router to serve IP leases to hosts on the remote LAN. As well in

this mode you can define the single IP address, range of IPs, or subnet on both kthe loca
and remote private networks that can communicate over the tunnel.
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Figure 85: IPsecpolicy configuration

VPN = IPSec VPN =» Policies \9./ \Q/

This page shows the list of configured IPsec VPN policies on the router. A user can also add, delete, edit, enable, disable and export IPsec VPN

policies from this page.

IPSec Policies List

Show entries [Right click on record to get more options]

Status Name Backup Type IPSec Local Remote Auth Encr

Mo data available in table

Showing 0 to 0 of 0 entries [ 1t First | ) Previous || Next ; |[ Last 51|

Add New IPSec Policy

Backup Policies List

om

Status MName Primary Type 1PSec Local Remote Auth Encr

Mo data available in table

Showing 0 to 0 of 0 entries | 1) First || ) Previous || Next ; || Last |
IPSec Policy Configuration °
General

Policy Mame |

|
Policy Type | Auto Policy v |
IP Protocol Version ||P'\|‘4 '|
IKE Version | IKEv1 v |
IPSec Mode |Tunne| Mode '|
Select Local Gateway | Dedicated WAN v |
Remote Endpoint | IP Address r |

|

IP Address / FQDN |

Enable Mode Config

e
Enable NetBIOS [Te
=

| S S P N 1T W

Save
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IPSec Policy Configuration

Enable NetBIOS

Enable RollOver
Protocol

Enable DHCP

Local IP

Local Start IP Address
Local Subnet Mask
Remote IP

Remote Start IP Address
Remote Subnet Mask

Enable Keepalive

Phasel(IKE 5A Parameters)

moﬁs
[ e

|ESP

[ Ter

| Subnet

| Subnet

[ Ter

Save

Once the tunnel type and endpoints of the tunnel are defined you can determine the

Phase 1 / Phase 2 negotiationutke for the tunnel.
setting, as the policxan be Manual or Auto.

Phase 1 IKE parameters are usedeofdi
Phase 2 Auto policy parameters cover

ne

This is covered in tiksecmode

For Auto policies, theternet Key
Exchange (IKE) protocol dynamically exchanges keys betweenl|Rsechosts.The

the tunnel 6s
the security association

encryption/authentication details of the phase 2 key negotiation.

secur i
lifetime and

The VPN policy is one half of the IKE/VPN policy pair reqeid to establistan Auto

IPsec VPN tunnel. The IP addresses of the machine or machines on the two VPN

ty

endpoints are configured here, along with the policy parameters required to secure the

tunnel
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Figure 86: IPsecpolicy configuration continued (Auto policy via IKE)

IPSec Policy Configuration 0
Phase1(IKE 5A Parameters) N
Exchange Mode | Main '|
Direction / Type | Both '|
MNat Traversal ﬂ:]
MAT Keep Alive Fregquency |ZD | Seconds
Local Identifier Type |Luca|‘;‘v‘anIP '|
Remote ldentifier Type | Remote Wan IP '|

Encryption Algorithm

DES [ Jor 3DES [ e
AES-128 B AES-192 [ o
AES-256 [ e
BLOWFISH [ Jor

—

Save

A Manual policydoes not use IKE and instead relies on manual keying to exchange
authentication parameters between the tWgechosts. The incoming and outgoing
security parameter index (SPI1) values must be mirrored on the remote tunnel endpoint.
As well the encryption and integrity algorithms and keys must matctithe remote
IPsechostexactly in order for the tunnel to estashi successfully. Note that using Auto
policies with IKE are preferred as in soni@secimplementations the SPI (security
parameter index) values require conversion at each endpoint.

DSR supports VPN rolbver feature. This means that policies configuredpsimary
WAN will rollover to thesecondaryWAN in caseof a link failureon a primaryWAN.
This feature can be used only if your WAN is configuredAunto-Rollover mode.
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Figure 87: IPsecpolicy configuration continued (Auto / Manual Phase 2)

IPSec Policy Configuration

Phase2-(Auto Policy Parameters)

-

SA Lifetime 600 Seconds v
Encryption Algorithm
DES [ e NONE [ Jor
3DES [ e AES-128 BEX ]
AES-192 [ Te= AES-256 [ Joee
TWOFISH (128) [ Tem TWOFISH (192) [ e
TWOFISH (256) [ e
BLOWFISH [ e
CAST128 [ e
Integrity Algorithm
MD5 [ e SHA-1 BExX ]
Integrity Algorithm
MD5 [ o SHA-1 [ on NN
SHAZ-224 [ e SHAZ-256 [ e
SHAZ-384 [ Jor SHAZ-512 [ e
PFS Key Group [_| OFF

Save

6.2.1 Extended Authentication (XAUTH)

You can also configure extended authentication (XAUTH). Rather than configure a
unique VPN policy for each user, you can configure the VPN gateway router to
authenticate users from a stored list of user accounts or with an external authentication
server seh as aRADIUS server. Witha user database, user accounts created in the
router are used to authenticate users.

With a configuredRADIUS server the router connects toRADIUS server and passes
to it the credentials that it receives from the VPN clieMbu can secure the
connection between the router and tRADIUS server with the authentication
protocol supported by the server (PAP or CHAP). R&DIUS T PAP, the router first
checks in the user database to see if the user credentials are availahég; afre not,
the router connects to tHRADIUS server.

6.2.2 Internet over IPsec tunnel

In this feature all the traffic will pass through the VPN Tunnel and from the Remote
Gateway the packet will be routed to Internet. On the remote gateway side, the
outgoingpacket will be SNAT'ed.
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6.3 Configuring VPN clients

RemoteVPN clients must be configured with the same VPN policy parameters used in
the VPN tunnelthat theclient wishes to use: encryption, authentication, life time, and
PFS keygroup.Upon establishing thee authentication parameters, the VPN Client user
database must also be populated with an account to give a user access to the tunnel.

@ VPN client software is required to establish a VPN tunnel between the route and
remote endpointOpen source softwaresch afOpenVPNor Openswan) as wel
as MicrosoftiPsecVPN software can be configured with the required IKE poli:y
parameters to establish aAsecVPN tunnel.Refer to the client software guid
for detailed instructi onsnlimermelset up ts wel |

The user database contains the list of VPN user accounts that are authorized to use a
given VPN tunnel.Alternatively VPN tunnel users can be authenticated using a
configuredRADIUS databaseRefer to the online help to determine how to popela

the user database and/or configiRADIUS authentication.

6.4 PPTP/L2TP Tunnels

This router supports VPN tunnels from either PPTP or L2TP ISP serVéesrouter
acts as a broker device to allow the ISP's server to create a TCP control connection
betwee the LAN VPN client and the VPN server.

6.4.1 PPTP Tunnel Support

VPN > PPTP VPN > Client

PPTP VPN Client can be configured on this router. Using this client we can access
remote network which is local to PPTP serv®mce client is enabled, the user can
acces VPN > PPTP VPN > Active Userpage and establish PPTP VPN tunnel
clicking Connect. To disconnect the tunnel, click Drop.
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Figure 88: PPTP tunnel configurationi PPTP Client

ST - L . 1 c . P
€D Status = Wireless B Network €8y VPN £ Security £1° Maintenance

. bl

VPN » PPTP VPN » Client o @

PPTP VPN Client can be configured on this router. Using this client we can access remote network which is local to PPTP server.

PPTP Client

Clent BEx ]

Server IP |U.D.U.U |

Remote Network |U.U.U.U |

Remote Netmask I:I [Range: 0 - 32]

Username |d||nk |
Passward | """ |

Mppe Encryption ﬁoﬁ

Idle Time Out I:l [Range: 300 - 1800] Seconds
Auto Dial [ T

Save Cancel

Figure 89: PPTP VPN connectionstatus

F— " (mm) c : M
= Wireless B Network €8S VPN 2 Security £©° Maintenance

VPN » PPTP VPN » Active Users 0 @

Active PPTP tunnels connections are listed here, as LAN VPN clients are active PPTP users.

PPTP Active Users List

Show entries [No right click options] a, |

| User Name 8] || Remote IP ] ” PPTP IP & ‘

Mo data available in table

Showing 0 to 0 of 0 entries |.] First | Previous || Next , || Last

VPN > PPTP VPN > Server

A PPTP VPN can be established through this rou@atce enabled a PPTP server is
available on the router for LAN and WAN PPTP client users to access. Once the PPTP
server is enabled, PPTP clients that aiéhin the range of configured IP addresses

of all owed clients «c¢an ©Oegceauthentidated by thetlRPER 0 s
server (the tunnel endpoint), PPTP clients have access to the network managed by the
router.

The range of IP addresses alleeéito PPTP clients can coincide with the LAN subnet.
As well the PPTP server will default to local PPTP user authentication, but can be
configured to employ an external authentication server should one be configured.
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Figure 90: PPTP tunnel configurationi PPTP Server

.
EL) Status

VPN » PPTPVPN = Server o e

PPTP allows an external user to connect to your router through the internet. This section allows you to enable/disable PPTP server and define a
range of IP addresses for clients connecting to your router. The connected clients can function as if they are on your LAN [they can communicate
with LAM hosts, access any servers present etc.

PPTP Server

Server Setup
Enable PPTP Server ‘ Enable IPv4 '|

PPTP Routing Mode ® Nat Classical

Range of IP Addresses (Allocated to PPTP Clients)
Starting IP Address | |

Ending IP Address | |

Authentication Database

Authentication | Local User Database '|

Authentication Supported

PAP [ Terr
CHAP [ Tee
MS-CHAP [ e
MS-CHAPv2 [ e=

User Time-out
ldle TimeOut I:l [Range: 300 - 1800] Seconds

Netbios Setup

Metbios moﬁ

Save Cancel

6.4.2 L2TP Tunnel Support

VPN > L2TP VPN > Server

A L2TP VPN can be established through this routence enabled a L2TP server is
available on the router for LAN and WAN L2TP client users to access. Once the L2TP
server is enabled, L2TP clients that are within the range of configured IP addresses

of all owed clients <c¢can ©Oegceauthentidated by theili2EBPr 6 s L 2
server (the tunnel endpoint), L2TP clients have access to the network managed by the
router.
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Figure 91: L2TP tunnel configuration i L2TP Server

© Maintena

VPN » LZTPVPN » Server Q O
LZTP allows an external user to connect to your router through the internet, forming a VPN. Thiz section allows you to enable/disable L2TP server

and define a range of IP addresses for clients connecting to your router. The connected clients can function as if they are on your LAMN {they can

communicate with LAN hosts, access any servers present etc.).

L2TP Server

Server Setup
Enable LZTP Server ‘ Enable IPv4 '|

LZTP Routing Mode ® Mat ) Classical

Range of IP Addresses (Allocated to LZTP Clients)
Starting IP Address | |

Ending IP Address

Authentication Database
Authentication | Local User Database '|

Authentication Supported
PAP

-
CHAP [ Ter
MS-CHAP [ Tes"
MS-CHAPv2 [ e

Encryption
-
]

Secret Key

User Time-out
Idle TimeOut

[Range: 300 - 1800] Seconds
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£ Maintenance

VPN » L2TPVPN » Server (2 (<)
LZTP allows an external user to connect to your router through the internet, forming a VPMN. This section allows you to enable/disable L2TP server

and define a range of IP addresses for clients connecting to vour router. The connected clients can function as if they are on your LAN {they can
communicate with LAN hosts, access any servers present etc.).

L2TP Server

Server Setup

Enable L2TP Server |Enab\e IPvE '|

LZTP Routing Mode * Nat Classical

Range of IP Addresses (Allocated to L2TP Clients)
Starting IP Address | |

Ending IP Address | |

[Pvé Prefix
IPv6 Prefix | |

IPvé Prefix Length [Range: 0 - 126]

Authentication Database

Authentication | Local User Database A

Authentication Supported

PAP [ T

CHAR [ Tere

MS-CHAP [ Tor

MS-CHAPY? [ o=
Encryption

Secret Key m OFF

User Time-out

Idle TimeOut I:I [Range: 300 - 1800] Seconds

VPN > L2TP VPN > Client

A L2TP VPN Client can be configured on this router. Using this client we can
access remote network whianelocal tothe L2TPserver. Oncehe client is
enabled, the usaran access Status > Active VRMge and establish2TP VPN
tunnel clicking Connect. To disconnect the tunnel, click Drop

A L2TP VPN can be established through this router. Once enabled a L2TP server is
available on the routefor LAN and WAN L2TP client users to access. Once the

L2TP server is enabled, L2TP clients that aomfigured with the remote L2TP

network server range (IP address and Netmask) can reach an endpmintt er 6 s L2 TP
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server. Once authenticated by the L2TéRv&r (the tunnel endpoint), L2TP clients
have access to thecal network managed by the router.

Figure 92: L2TP tunnel configuration i L2TP Client

€3 Status = Wireless £ Network {9,, VPN 2 Security {.‘o Maintenance

VPN » L2TP VPN » Client (2 (=)
LZTP ¥YPN Client can be configured on this router. Using this client we can access remote network which is local to L2TP zerver.

L2TP Client

Client EBEX ]

Server IP |U 0.0.0 |
Remote Network |U 0.0.0 |
Remote Metmask I:l [Range: 0 - 32]
Username |d\ir|k |
Password | """ |
Reconnect Mode ® Always On On Demand
Enable MPPE [ Te

Auto Dial [ Te

Save Cancel

6.5 GRE Tunnel Support

VPN > GRE > GRE Tunnels

GRE tunnels allow for broadcast traffic on the LAN of the router to be passed over
the internet and received by remote LAN hosts. Thigrisnarily useful in the D

Link Discovery Protocol (DDP) application where broadcast traffic from one LAN
host is to beeceived by all LAN hosts in the local subnets of the GRE endpoints.

@ Note the following limits for the number of supported GRE tunnels per prod ict:

@ DSR-150/150N: 5
@ DSR-250/250N: 10
@ DSR-500/500N: 15

151



Unified Services Router User Manual

@ DSR-1000/1000N: 20

There are two simple steps iolwed inestablishinga GRE tunnel on the router:
1. Create a GRE tunnel from the GUI
2. Setup a static route for the remote local networks using the @Rkl

Figure 93: GRE Tunnel configuration

D Status = £ Network ¢ad VPN

Security £° Maintenance

VPN » GRE = GRE Tunnels o 0

This page allows user to add/edit GRE tunnel configuration.

GRE Tunnels List

Show entries [Right click on record to get more options] a, |
| Tunnel Name it || Interface & || Remote IP e ‘

No data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Next ; || Last

Add New GRE Tunnel

r -

GRE Tunnels Configuration e

GRE Tunnel Name

|
IP Address |
Subnet Mask |

Interface |WAN1 v

Remote End Address |

Enable DDP Broadcast | OFF

Static Route Configuration
IP Address | |

Subnet Mask | |

Gateway IP Address | |

Save

When creating the GRE tunnel, the IP Address should be a unique address that
identifies that GRE tunnel endpoint . It
route as the Gateway IP address. The Remote End Address in the GRE tunnel
configuration pag is the WAN IP address of the other endpoint router.

Once the tunnel is established, a static route on the router can be made using the
interface set to the configured GRE tunm@me. Thedestination IP address of the
static route is the remote LAN subnet,
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GRE tunnel IP of the terminating router (the same router that manages the remote
LAN subnet). Once these two steps are completedDBIP broadcast traffic can
flow between remote LAN subnets via the GRE Tulnne

6.6 OpenVPN Support

VPN > Open VPN > Settings

OpenVPN allows peers to authenticate each other using aspezed secret key,
certificates, or username/password. When used in a multie§erver configuration,

it allows the server to release an authentication certificate for every client, using
signature and Certificate authoritAn OpenVPN can be established through this
router.Check/Uncheck this and click savetsegs to start/stopghe OpenVPNserver.

1 Mode: OpenVPNdaemon mode. It can run in server mode, client mode or
access server client mode. In access server client mode, the user has to
download the auto login profile from ti@penVPNAccess Server and upload
the same to connect

9 Server IP: OpenVPN server IP address to which the client connects
(applicable in client mode).

VPN Network: Address of the Virtual Network.
VPN Netmask: Netmask of the Virtual Network.

Port: The port number on whichpenVPNserver(or Access Servemuns.

=A =2 =2 =

Tunnel Protocol: The protocol used to communicate with the remote host. Ex:
TCP, UDP. UDP is the default.

1 Encryption Algorithm: The cipher with which the packets are encrypted. Ex:
BF-CBC, AES128,AES-192 and AES256. BRCBC is the default

1 Hash algoithm: Message digest algorithm used to authenticate packets. Ex:
SHA1, SHA256 and SHA512. SHAL1 is the default.

9 Tunnel Type: Select Full Tunnel to redirect all the traffic through the tunnel.
Select Split Tunnel to redirect traffic to specified resourcadded via
OpenVPN tient routes) through the tunnel. Full Tunnel is the default.

1 Enable Client to Client communication: Enable this to al@penVPNclients
to communicate with each other in split tunnel case. Disabled by default.

1 Upload Access Server Cli Configuration: The user has to download the
auto login profile and upload here to connect this router toQpenVPN
Access Server.

1 Certificates: Select the set of certificat®penVPNserver uses. First Row:
Set of certificates and keys the server usescond Row: Set of certificates
and keys newly uploaded.

1 Enable TLSAuthenticdion Key: Enabling this adds TL&uthentication which
adds an additional layer of authentication. Can be checked only whér_the
key is uploaded. Disabled by default.

Click Save Settings to save the settings.
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Figure 94: OpenVPN configuration

OpenVPN Settings

OpenVPN g:]

Mode '® Server ' Client W Access Server Client
VPN Netwark [125.10.0.0 |

VPN Netmask [255.255.0.0 |

Port [Default: 1194, Range: 1024 - 65535]
Tunnel Protocal o TCP ‘® upp

Encryption Algorithm | BF-CBC '|

Hash Algorithm | SHA1 "|

Tunnel Type '® Full Tunnel ' Split Tunnel

Certificates

Enable Tls Authentication Key
Enable Tls Authentication Key Disabled

Save Cancel

6.6.1 OpenVPN Remote Network

VPN > Open VPN > Remote Networks

This page allows the user to add/edit a remote network and netmask which allows the
otherOpenVPNclients to reach this network.

Figure 95: OpenVPN Remote Network

OpenVPN Remote Network Configuration °
Common Name |DHQ |
Remote Network [192.188.10.111 |

Subnet Mask 285.255.255.0 |

Save

Common Name Common Name of th®©penVPNclient certificate.
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Remote Network Network address of the remote resource.

Subnet Mask Netmask of the remote resource.

6.6.2 OpenVPN Authentication

VPN > Open VPN > Authentication

This page allows the user to upload required certificates and keys.

Figure 96: OpenVPN Authentication

VPN » OpenVPN » Authentication o @
Openvpn provides authentication using certificates. This page allows you to upload required certificates and keys which are in pem format.

OpenVPN Authentication

Trusted Certificate (CA Certificate)

Certificate Status Na
Browse Certificate File |‘ Choose File | Mo file chosen
Upload
Server / Client Certificate
Certificate Status Mo

Browse Certificate File

‘ Choose File | Mo file chosen

Upload
Server / Client Key
Key Status Mo
Browse Key File |‘ Choose File | Mo file chesen
Upload
DH Key
Key Status Mo
Browse Key File “ Choose File | Mo file chosen
Upload
Tis Authentication Key
Key Status Mo
Browse Key File H Choose File | Mo file chesen
Upload

Trusted Certificate (CA Certificate): Browse and upload the performatted CA
Certificate.

Server/Client Certificate: Browse and upload the pem formatted Server/Client
Certificate.
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Server/Client Key: Browse and upload the pem formatted Server/Client Key.
DH Key: Browse and upload the pem formatted Diffie Hellman Key.

TLS Authentication Key: Browse and upload the pem formatt&tlS Authentication
Key.
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Chapter 7. SSL VPN

The router providesraintrinsic SSL VPN featureas an alternate to the standdRkec

VPN. SSL VPNdiffers fromIPsecVPN mainly by removinghe requirement of a pre
installed VPN client on the remote hoshstead, users can securely login through the
SSL User Portal using a standard web browser and receive access to configured network
resources within the corporate LANhe router supports nitiple concurrent sessions to
allow remote users to access the LAN over an encrypted link through a customizable user
portal interface, and each SSL VPN user can be assigned unique privileges and network
resource access levels.

The remote user can lprovided different options for SSL servicehrough this router

1 VPN Tunnel: The remote userdés SSL enabled brows
client on the remote host to establish a secure VPN tudn85L VPN client (Active
X or Java based) is installed ing remote host to allow the client to join the corporate
LAN with pre-configured access/policy privilegest this point a virtual network
interface i s crhostdnd this wilh betassigned aneR d@ddress and
DNS server address from the rout®©nce established, the host machine can access

allocated network resources.

1 Port Forwarding: A web-based (ActiveX or Java) client is installed on the client
machineagain. Note thatPort Forwarding service only supports TCP connections
between theemote user and the routélfhe router administrator can define specific
services or applications that are availatderemote port forwarding users instead of
access to the full LAN like the VPN tunnel.

@ ActiveX clients are used when the remote user asegshe portal using th:
Internet Explorer browseihe Java client is used for other browsers like Mozi la
Firefox, Netscape Navigator, Google Chrome, and Apple Safari.
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Figure 97: Example of clientless SSL VPN connections to thBSR

DNS Server Pr—
10.10.10.163
o 8
EE—

Clientless VPN

Internet

Clientless VPN

e

=/

EI'

= O
WINS Server A—”
10.10.10.133 — a

Clientless VPN
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7.1 Groups and Users

Security > Authentication > User Database > Groups

The group page allows creating, editing and deleting groups. The groups are associated
to set of user types. The lists of availalglwupsar e di spl ayed in the #flL
pagewith Group name and description of group.

1 Click Add to create a group.
1 Click Edit to update an existing group.

1 Click Delete to clear aexistinggroup.

Figure 98: List of groups

T e — - N
€3 Status = Wireless B Network €85 VPN / £3* Maintenance

Security » Authentication = User Database » Groups 9 g
This page shows the list of added groups to the router. The user can add, delete and edit the groups also.
Groups List
Show entries [Right click on record to get more options] a, |
‘ Group Mame ] ” Description & |
ADMIMN Admin Group
GUEST Quest Group
Showing 1 to 2 of 2 entries |.| First || .| Previous | 1 | Next , || Last ,|

Group configuration page allowsreatinga group with a different type of users. The
user types are as follows:

1 PPTP UserThese are PPTP VPN tunnel LAN users that can establish a tunnel
with the PPTP server on the WAN.

T L2TP User These are L2TP VPN tunnel LAN users that can establish a tunnel
with the L2TP server on the WAN.

1 XauthUserThi s userdéds authentication is perfor
RADIUS or other Enterprise server. It is not part of the local user database.

I SSLVPN User This user has access to the SSL VPN services as determined by
the group policies and authentication domain of which it is a member. The
domaindetermined SSL VPN portal will be displayed when logging in with
this user type.

T Admin: Thi s i s t he-useq and eandnanage uhe eouter, use SSL
VPN to access netwé resources, and login to L2TP/PPTP servers on the
WAN. There will always be one default administrator user for the GUI
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Guest User eadonly): The guest user gains read only access to the GUI to
observe and review configuration settings. The guest doéehramve SSL VPN
access.

Captive Portal UserCaptive portal user®btain internet access via approval
from the router The access is determined based on captive portal policies.

Idle Timeout:Thisis the logn timeout period for users of this group.

Figure 99: User group configuration

Group Configuration °

Group Mame

Description

User Type
User Type

PPTP User
LZTP User
SSLVPN User

ldle Timeout

® Admin Netwark Guest
[ e
[ e
[ e
[Default: 10, Range: 1 - 999] Minutes

Save

When SSLVPN users are selected, the SSLVPN settings are displayed with the
following parameters as captured %8LVPN SettingsAs per the Authentication Type
SSL VPN details are configured.

il

Authentication Type: The authentication Type can be one of the following:
Local User Database (defaultRADIUS-PAP, RADIUS-CHAP, RADIUS-
MSCHAP, RADIUS-MSCHAPV2, NT Domain, Active Directorgnd LDAP.

Authentication Secret: If the domain us&ADIUS authentiation then the
authentication secret is required (and this has to match the secret configured on
the RADIUS server).

Workgroup: This is required is for NT domain authentication. If there are
multiple workgroups, user can enter the detailsdprtotwo workgroups.

LDAP Base DN: This is the base domain name for the LDAP authentication
server. If there are multiple LDAP authentication servers, sisan enter the
details forup totwo uniqueLDAP Base DN.

Active Directory Domain: If the domain uses the Active Directory
authentication, the Active Directory domain name is required. Users configured
in the Active Directory database are given access to the SSL VPN portal with
their Active Directory username angiassword. If there are multiple Active
Directory domains, user can enter the details @igr to two authentication
domains.
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I Timeout: The timeout period for reaching the authentication server.

1 Retries: The number of retries to authenticate with the autbatoin server
after which the DSR stops trying to reach the server.

Figure 100: SSLVPN Settings

VPN » SSL VPN = Portal Layouts o e

The table lists the SSL portal layouts configured for this device and allows several operations on the portal lavouts.The router allows you to create
a custom page for remote S5L VPN users that is presented upon authentication. Login instructions, available services, and other usage details that
are specific to a domain are useful to present on the authentication portal. Portals are assigned to the user domain.

SSL VPN Portal Layouts List

Show entries [Right click on record to get more options] | g, |

Layout Name & | Use Count & | Portal URL &
SSLYPN 0 https://0.0.0.0:443/portal/ SSLVPH

Showing 1 ta 1 of 1 entries || First || .| Previous 1 | Next , | Last |
Add New SSL VPN Portal Layout

SSL VPN Portal Layout Configuration o

| »

Portal Layout and Theme Name
Portal Layout Mame |

Portal Site Title |

|
Login Profile Mame | default '|
|
|

Banner Title |

Banner Message

Dizplay Banner Message

on Login Page

HTTP Meta Tags for Cache

Control (Recommended)

Save

ActiveX Web Cache Cleaner OFF

SSL VPN Portal Authentication
Authentication Type |LDAP v

SSL VPN Portal Pages to Display

VPH Tunnel page ﬂ:]

Port Forwarding

“

Save
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Login Policies
To set login policies for the group,ekect the corresponding grouglick @ bgin
policiesd . T he fparémetersaie manfigured:

1 Group Name: This is the name of the group that can have its login policy edited
1 Disable Login: Enable to prevent the users of this group from logging into the
devices management interface(s)

1 Deny Login from WAN interface: Enable tprevent the users of this group
from logging in from a WAN (wide area network) interface. In this case only

login through LAN is allowed.

Figure 101 Group login policies options

Login Policies

Show entries 2} |

o “ Status

| Group

ADMIN Allow

GUEST Deny

Showing 1 to 2 of 2 entries |} First | Previous | 1 | Mext , || Last 4

Add Login Policies

Login Policies Configuration °
Group Mame |ADI.|IN v
Dizable Login | OFF
Deny Login from WARN | OFF

Interface

Save
4

Policy by Browsers

To setbrowserpo |l i ci es for the group, s e |IPelicytby t he c o1

Browser® . T he fparaniewnaie canfigured:
1 Group Name: This is the name of the group that can have its login policy edited
1 Deny Login from Defined Browsers: The list of de@d browsers below will be

used to prevent the users of this group from logging in to the routers GUI. All
nondefined browsers will be allowed for login for this group.
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1 Allow Login from Defined Browsers: The list of defined browsers below will
be used tallow the users of this group from logging in to the routers GUI. All
non-defined browsers will be denied for login for this group.

1 Defined BrowsersThis list displays the web browsers that have been added to
the Defined Browsersallotment upon which group login poliées can be
defined. (Check BoxtaFirst Column Header): Selects all the defined browsers
in the table.

1 Delete: Deletes the selected browser(s).

You can add to the list of Defined Browsers by selecting a client browser from the
drop down mau and clicking Add. This browser will then appear in the above list
of Defined Browsers.

1 Click Save Settings to save your changes.

Figure 102 Browser policies options

Browser Policies

Show entries | a9, ‘

| Group %) " Added Client Browsers & ” Status & |

Mo data available in table

Showing 0 to 0 of 0 entries |.] First | Previous || Next » || Last ;|

Add Browser Policies

Browser Policies Configuration e

-

Group Name |ADI.1IN '|

Add Defined Browser
Client Browser | Internet Explorer v |

Save

Policy by IP.
To set policies bye | P for the group, sel ect
I PO . T h e paraneterane iconfigured:

1 Group Name: This is the name of the group that can have its login policy edited
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il
f

Deny Login from Defined Browsers: The lief defined browsers below will be
used to prevent the users of this group from logging in to the routers GUI. All
non-defined browsers will be allowed for login for this group.

Allow Login from Defined Browsers: The list of defined browsers below will
be wsed to allow the users of this group from logging in to the routers GUI. All
non-defined browsers will be denied for login for this group.

Defined Browsers Displays the web browsers that have been added to the
Defined Browsers list, upon which group logdolicies can be defined.

Check Box At First Column HeadeBelects all defined browsers in the table.

Delete: Deletes the selected browser(s).

You can add to the list of Defined Browsers by selecting a client browser from the
drop down menu and clickingdd. This browser will then appear in the above list
of Defined Browsers.

il

Click Save Settings to save your changes.

Figure 103: IP policies options

IP Policies

Show entries

| a, |

| Group &3 || Source Address Type 2 || Network Address / IP Address & “ Mask Length &8 " Status & |

Showing 0 to 0 of 0 entries

Add IP Policies

No data available in table

|.] First | Previous || Mext , || Last 4|

— e E— w——

IP Policies Configunation e

Group Mame

| ADNIN v |

Defined Address Configuration
Source Address Type |IPAddre55 '|

Network Address / IP Address | |

Save
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@ Login Policies, Policy by Browsers, Policy by Ee applicable SSL VPN use -
only.

Security > Authentication > User Database > Users

The Userspage allowsthe administrator tadd edit or delee existing groupsEach
useris associated t@onfigured groupsThe Lists of Available Usersis displayed in
t he 0 WUsesst poaf g d&Jsemnarehassociated group and Login status

1 Click Add to create aiser
1 Click Edit to update an existingser.

1 Click Delete to clear aexistinguser

Figure 104: Available Users with login statusand associated Group

£ Status = Wireless B Network €8y VPN L Security £* Maintenance

F=74

Security » Authentication » User Database » Users o o

Get User DB | Groups | Users

This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for setting policies

On Users.

Users List
Shaow entries [Right click on record to get more options] @, |
| User Name & ” Group Name & || Login Status & |
admin ADMIM Enabled (LAMN) Enabled (WAN)
guest GUEST Disabled (LAM) Disabled (WAN)
Showing 1 to 2 of 2 entries || First | .| Previous 1 | Mext » | Last J|

Add New User

7.1.1 Users and Passwords

Security > Authentication > User Database > Users > Add New Users

The user configurations allowreatingusersassociatedo group. Theuser settings
contain the followingkey components

1 User Name: This is unicuidentifier of the user.

T First Na me : This is the wuserods first name
T Last Name: This is the userod6s | ast name

1 Select Group: A group is chosen from a list of configured groups.

1 Password: The password associated with the user name.
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1 Confirm Password: The sanpassword as above te be reenteredto prevent
against typing errors.

T Idle Timeout: The session timeout for the user.

It is recommended that passwords contains no dictionary words from any language, and
is a mixture of letters (both uppercase aoavercase), numbers, and symbols. The
password can be up to 30 characters.

Figure 105 User configuration options

Password | ''''

F
User Configuration °

User Mame |sam |
First Mame |sam |
Last Name |admin |
Select Group |ADI.1IH '|

|

|

Confirm Password | -----

Save

7.1.2 Adding many users to the Local User Database

Security > Authentication > User Database > Get User DB

The DSR administrator can add users to the local buildatabase directly via an
appropriatelyformatted comma separated value (CSV) file. The advantage of this
feature is to allow for a large number of users to be added to the system with one
operation, andhe same file can be uploaded to multiple DSR devices as neddede

uploaded the specific users in the local user database can be modified via the GUI as
needed.
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Figure 106: Import a CSV file with multiple users to the User Ddaabase

3 Status Wireless Network €&y VPN 2 Security £° Maintenance
Security = Authentication = User Database = Get User DB 9 @
Thiz page allows user to import a C5V formatted user databaze to the router.
Get User DB
Select User DB File || Choose File ‘Nn file chosen

The following parameters must be used to define the User database CSV file.
1. Create an empty text file with a .csv extension
2. Each line in the file corresponds to a single user erEmery line should end
with carriage return equivalent of CRLIPo notaddcomments or other text in
this file.
3. Formatting rules:
a) All the fields must be enclosed within double quotes.
b) Consecutive fields arseperated by commas.
c) Thereshouldbe noleading or trailing spaces in a line.
d) There should be no spaces between fields.

Each line in the CSV user database file should follow the following format:
"UserName","FirstName","LastName","GroupName","MultiLogin","Password"

The above sample has fields that can assume the followingsalu

T Username (text field): Name of the user
and so it must be unique in the local user database.

FirstName (text field): This is a user detail and need not be unique.
LastName (text field): This is a user detail ameled not be unique.

GroupName (text field): The group that is associated with this user.

=A =/ =4 =

Mul ti LogSup (Boolean valwue): Wi th this en
share a single username and password.

1 Password (text field): password to assign foisthsername

@The Group for a corresponding user i Gr ouryg
via the GUI in advance of the User Database GfVbad action.

@ None of the above fields can be left empty or NULL in the User Database C SV.
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7.2 Using SSL VPN Policies

VPN > SSL VPN > SSL VPN Server Policy

SSL VPN Policies can be created on a Global, Group, or User |&gel. level policies

take precedence over Group level policies and Group level policies take precedence
over Global policiesThese policies can be apedl to a specific network resource, IP
address or ranges on the LAN, or to different SSL VPN services supported by the router.
The List of Available Policies can be filtered based on whether it applies to a user,
group, or all users (global).

@ A more spedic policy takes precedence over a generic policy when both are
applied to the same user/group/global domdie. a policy for a specific IF
address takes precedence over a policy for a range of addresses containin¢ the IP
address already referenced.

Figure 107: List of SSL VPN polices (Global filter)

£ Maintenance

VPN » SSL VPN » SSL VPN Server Policy 0 Q

This S5LYPH Enable feature enables Option users to use SS5LYPHN functionality.Policies are useful to permit or deny access to specific network
resources, I[P addresses, or IP networks. They may be defined at the user, group or global level. By Default, a global PERMIT policy (not displayed)
was already configured over all addresses and over all services/ports

SSL VPN Server Policies List

Show entries [Right click on record to get more options] ‘ a, |
‘ Name 4] || Service & || Destination & ” Permission & ” Scope & ‘
Mo data available in table
Showing 0 to 0 of 0 entries || First || .| Previous || Mext , || Last ;|

Add New SSL VPN Server Policy

To add a SSL VPN policy, you must first assign it to a user, group, or make it global
(i.e. applicable toall SSL VPN users)If the policy is for a group, the available
configured groupsare shown in a drop down meamd one must be selecteSlimilarly,

for a user defined policea SSL VPN user must be chosen frdhe availablelist of
configured users.

The next step is to define the policy detailfie policy name is a uniquéentifier for

this rule.The policy can be assigned to a specific Network Resource (details follow in
the subsequent section), IP address, IP network, or all devices on the LAN of the router.
Based on the selection of one of these four options, the apptegonfiguration fields

are required (i.e. choosing the network resources from a list of defined resources, or
defining the IP addresseskor applying the policy to addresses the port range/port
number can be defined.

The final steg require the polig permission to be set teither permit or deny access
to the selected addresses or network resourgksawvell the policy can be specified for
one or all of the supported SSL VPN services (i.e. VPN tunnel)
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Once defined, the policy goes into effect immedlgt The policy name, SSL servide
applies tg destination (network resource or IP addresses) and permission (deny/permit)
is outlined in a list of configured policies for the router.

Figure 108 SSL VPN policy configuration

P

SSL VPN Server Policies Configuration °

Policy Type

SSL VPN Policy
Apply Policy to

Policy Mame

ICMP

* Global Group User

-

| Network Resource

| |
[ Joee

Port Range / Port Number

Defined Resources

Permission

* Permit Deny

Save

To configure a policy for a single user or group of users, enter the following information:

il

Policy for: The policy can be assigned to a group of users, a single user, or all
users (making it a global policy). To customize the policy for specific users or
groups, the user can select from the Available Groups and Available Users drop
down.

Apply policy to: This refers to the LAN resources managedtiy DSR and
the policy can provide (or prevent) access to network resources, IP address, IP
network, etc.

Policy name: This field is a unique name for identifying the policy. IP address:
Required when the governed resource is identified by its IP address or range of
addresses.

Mask Length: Required when the governed resource is identified by a range of
addressesvithin a subnet.

ICMP: Select this option to include ICMP traffic

Port range: If the policy governs a type of traffic, this field is used for defining
TCP or UDP port number(s) corresponding to the governed traffic. Leaving the
starting and ending porange blank corresponds to all UDP and TCP traffic.

Service: This is the SSL VPN service made available by this policy. The
services offered are VPN tunnel, port forwarding or both.

Defined resources: This policy can provide access to specific network
resources. Network resources must be configured in advance of creating the
policy to make them available for selection as a defined resource. Network
resources are created with the following information
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1 Permission: The assigned resources defined by thiscpalan beexplicitly
permitted or denied.

7.2.1 Using Network Resources

VPN > SSL VPN > Resources

Network resources are services or groups of LAN IP addresses that are used to easily
create and configure SSL VPN policie¥his shortcut saves time when creating
similar policies for multiple remote SSL VPN users.

Adding a Network Resource involves creating a uniqgue name to identify the resource
and assigning it to one or all of the supported SSL servidese this is done, editing

one of the created network msces allows you to configure the object type (either
IP address or IP range) associated with the servidee Network Address, Mask
Length, and Port Range/Port Number can all be defined for this resource as required
A network resource can be defined bgnfiguring the following in the GUI:

1 Resource name: A unique identifier name for the resource.

1 Service: The SSL VPN service corresponding to the resource (VPN turorel,
Forwarding or All).
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Figure 109: List of configured resources, which are available to assign to
SSL VPN policies

P . Y—— . .
(4 Status W s = Ne < = curity ,.“ Maintenance

VPN » S5L VPN = Resources o e

Metwork resources are services or groups of LAN IP addresses that are used to easily create and configure S5L VPN policies. This shortcut saves time
when creating similar policies for multiple remote S5L VPM users. Port forwarding allows remote SSL users to access specified network applications
or services after they login to the User Portal and launch the Port Forwarding service. Traffic from the remote user to the router is detected and
re-routed based on configured port forwarding rules. Port forwarding requires the identification of the TCP application and local server IP address
that is being made accessible to remote users.

SSL VPN Resources List

Show entries [Right click on record to get more options] | @, |

| Name (] ” Service & " Type & || Resource Object ] " Port & " Mask Length & |

No data available in table

Showing 0 to 0 of 0 entries

|| First | Previous | Mext , || Last ,|
Add New Resource
SSL VPN Resources Configuration e

SSL VPN Resources

Resource Mame

Service ® VPN Tunnel Port Forwarding AlL

Resource Object Configuration
ICMP e

Object Type |IP Address "|

Object Address | |

Port Range / Port Number

Begin l:l [Range: O - 65535
End l:l [Range: O - 65535

Save

7.3 Application Port Forwarding

Setup > VPN Settings > SSL VPN Server > Port Forwarding

Port forwarding allows remote SSL users to access specifeadiork applicationsor
servicesafter they bgin to the User Portal and launch the Port Forwarding service.
Traffic from the remote usep the routelis detected and reouted based on configured
port forwarding rules.

Internal host servers or TCP applications must be specified as being madsiblects
remote usersAllowing access to a LAN server requires entering the local server IP
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address and TCP port number of the application tdummeled The table below lists
some common applications and corresponding TCP port numbers:

TCP Application Port Number
FTP Data (usually not needed) 20

FTP Control Protocol 21

SSH 22

Telnet 23

SMTP (send mail) 25

HTTP (web) 80

POP3 (receive mail) 110

NTP (network time protocol) 123

Citrix 1494
Terminal Services 3389

VNC (virtual network computing) 5900 or 5800

As a convenience for remote users, the hostname (FQDN) of the network server can be
configured to allow for IP address resolutidrhis host name resolutioprovidesusers
with easyto-rememberF Q D N 6 sicceds® TCP applications instead of erpoone IP
addresses when using the Port Forwarding service through the SSL User Portal.

To configure port forwarding, following are required:

1 Local Server IP address: The IP address efldtal server which is hosig the
application.

1 TCP port: The TCP port of the application

Once the new application is defined it is displayed in a list of configured applications
for port forwarding.

allow users to access the private network servers by using a hostname instaatPof
address, the FQDN corresponding to the IP addreskefsed in the port forwarding
host configuration section.

9 Local server IP address: The IP addresfsthe local server hosting the
application. The application should be configured in advance.

1 Fully qualified domain name: The domainma of the internal server it® be
specified

Once the new FQDN is configured, it is displayed in a list of configured hosts for port
forwarding.

@ Defining the hostname is optional as minimum requirement for portdoding
is identifying the TCP application and local server IP addréé® local server
IP address of the configured hostname must match the IP address cf the
configured application for port forwarding.
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Figure 110: List of Available Applications for SSL Port Forwarding

Port Forwarding List for Configured Applications

-
il

Mo data available in table

Add New Rule

for Configured Applications

Local Server IP Address |

TCP Port Mumber I:I [Range: 0 - 65535]

Port Forwarding List for Configured Host Names

Mo data available in table

Add New Rule
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Port Forwarding List for Host Configuration °

Local Server IP Address |192.1ES.1E.25 |

Fully Qualified Domain Mame

7.4

test |

Save

SSL VPN Client Configuration

VPN > SSL VPN > SSL VPN Clients

An SSL VPN tunnel client provides a poibd-point connection between the browser
side machine and this router. When a SSL VPN client is launétoed the user portal,

a "network adapter" with an IP address from the corporate subnet, DNS and WINS
settings is automatically createdhis allows local applications to access services on
the private network without any special network configurationlostemote SSL VPN
client machine.

Itis important to ensure that the virtual (PPP) interface address of the VPN tunnel client
does not conflict with physical devices on the LANe IP address range for tI&SL

VPN virtual network adapter should be eithara different subnet or neaverlapping
range as the corporate LAN.

@The I P addresses of the clientdés n:*twork
cannot be i dentical to the routero6s | P ad
that is being accessed thugh the SSL VPN tunnel.
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Figure 111: SSL VPN client adapter and access configuration

€D Status Wireless B Network €8S VPN 2 Security £® Maintenance

VPN » SSLVPN » SSL VPN Client (2 (<)
An SS5L VPM tunnel client provides a point-to-point connection between the browser-side machine and this device. When a 55L VPN client is
launched from the user portal, 2 "network adapter” with an IP address, DMNS and WINS settings is automatically created, which allows local

applications to talk to services on the private network without any special network configuration on the remote 55L VPM client machine.

SSL VPN Client

Full Tunnel Support

DHS Suffix

|
Primary DNS Server |

|
|
Secondary DNS Server | |
|
|

Client Address Range Begin |192.153.251.1
Client Address Range End |192.153.251.254
LCP Timeout [Range: 1 - $999%9] Seconds

Save Cancel

The router allows full tunnel and split tunnel suppdfull tunnel mode just sends all
traffic from the client across the VPN tunnel to the texuSplit tunnel mode only sends
traffic to the private LAN based on pispecified client routes. These client routes give
the SSL client access to specific private networks, thereby allowing access control over
specific LAN services.

Client level configiration supports the following:

1 Enable Split Tunnel Support: With a split tunnel, only resources which are
referenced by client routes can be accessed over the VPN tunnel. With full
tunnel support (if the split tunnel option is disabltd DSRacts in tll tunnel
mode) all addresses on the private network are accessible over the VPN tunnel.
Client routes are not required.

1 DNS Suffix: The DNS suffix name which will be given to the SSL VPN client.
This configuration is optional.

1 Primary DNS Server: DNS seer IP address to set on the network adaptor
created on the client host. This configuration is optional.

1 Secondary DNS Server: Secondary DNS server IP address to set on the network
adaptor created on the client host. This configuration is optional.

1 Client Address Range Begin: Clients who connect to the tunnel get a DHCP
served IP address assigned to the network adaptor from the range of addresses
beginning with this IP address

Client Address Range End: The ending IP address of the DHCP range of
addressesesved to the client network adaptor.

VPN > SSL VPN > Client Routes

If the SSL VPN client is assigned an IP address in a different subnet than the corporate
network, a client route must be added to allow access to the private LAN through the
VPN tunnel.Aswe | | a static route on the pauteryat e
is needed to forward private traffic through t¥®N Firewall to the remote SSL VPN
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client. When split tunnel mode is enabled, the user is requirecbtdigure routes for
VPN tunnel clients:

1 Destination network: The network address of the LAN or the subnet information
of the destination network from the VPN

1 Subnet mask: The subnet information of the destinatietwork is set here.

Figure 112 Configured client routes only apply in split tunnel mode

£y Status

VPN » SSLVPN » Client Routes 0 Q

The Configured Client Routes entries are the routing entries which will be added by the S5L WPN Client such that only traffic to these destination
addresses is redirected through the 55L VPN tunnels, and all other traffic is redirected using the hosts {S5L VPN Clients) native network interface.
The table shows the destination routes that will be configured on the 55L VPN client. For example if the 55L VPN Client wishes to access the LAN

network then in SPLIT Tunnel mode you should add the LAM subnet as the destination subnet on this device.

S5L VPN Client Routes List

Show entries [Right click on record to get more options] a, |

| Destination Network ) || Subnet Mask & ‘

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next , || Last ,|
Add New Client Route
SSL VPN Client Route Configuration e

Destination Network | |

Subnet Mask | |

Save

@ Steps tolnstall/Uninstall SSLVPN tunnel in M& OS

@ 1.0pen terminal and run "visudo" as root and it will open sudoers file
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@ 2. Add "usernammne ALL=NOPASSWOD: /usr/shin/chown,/bin/chmod,/bin/rm" it
the bottom of the sudoers file, save and close the file. (Username is the user name
of the MAC account but not SSLVPN user name).

@ While uninstalling SSLVPN tunnel, when it asks for password, enterM®WC
user account password but rnibe root password o6SL VPNuser password

7.5 User Portal

VPN > SSL VPN > Portal Layouts

When remote users want to access the private network through an SSL tunnel (either
using the Port Forwarding or VPN tunnel servicH)ey login through a user portal.
This portal provides the authentication fields to provide the appropriate access levels
and privileges as determined by the router administraibe domain where the user
account is stored must be specified, and the dantdtermines the authentication
method and portal layowgcreenpresented to the remote user.

Figure 113: List of configured SSL VPN portals. The configured portal
can thenbe associated withan authentication domain

n

3 Status =" Wireless = Network €5y VPN £ Security £¥* Maintenance

VPN » SSLVPN » Portal Layouts (2 ()
The table lists the 550 portal layouts configured for this device and allows several operations on the portal layouts.The router allows you to create
a custom page for remote 55L VPN users that iz presented upon authentication. Login instructions, available services, and other usage details that

are specific to a domain are useful to present on the authentication portal. Portals are assigned to the user domain.

SSL VPN Portal Layouts List

Show entries [Right click on record to get more options] a, |

| Layout Name 4] " Use Count & || Portal URL & |
SSLVPN 0 https://(0.0.0.0:443/ portal/SSLYPN
Showing 1 to 1 of 1 entries || First | Previous | 1 | Next , || Last ;|

Add New SSL VPN Portal Layout

7.5.1 Creating Portal Layouts

Setup > VPN Settings > SSL VPN Server > Portal Layouts

The router allows you to create a custom page for remote SSL VPN users that is
presented upon authenticatiohere are various fields in the portal that are
customizable for the domaimnd this allows the router administrator to communicate
details such as login instructions, available services, and other usage details in the
portal visible to remote userfuring domain setup, configured portal layouts are
available to select for allsers authenticated by the domain.
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@ The default portal LAN IP address is https://192.168.10.1/scgi

bin/userPortal/portal. Thi's is the same page 1 hat of
Port al o0 icked onkheiSSL VN menu of the router GUI.

The router administrator creates and edits portal layouts from the configuration pages

in the SSL VPN menuThe portal name, title, banner name, and banner contents are all
customizableo the intended users fahis portal.The portal name is appended to the

SSL VPN portal URL.As well, the users assigned to this portal (through their
authentication domain) can bmesented withone or more of the rout
SSL services such as the VPN Tunnel page or Port Forwarding page.

To configure a portal layout and theme, following information is needed:

1 Portal layout name: A descriptive name for the custom portal that is being
configured. It is used as part of the SSL portal URL.

1 Portal site title: The portal web browser window title that appears when the
client accesses this portal. This field is optional.

1 Banner title: The banner title that is displayed to SSL VPN clients pior t
login. This field is optional.

1 Banner message: The banner message that is displayed to SSL VPN clients prior
to login. This field is optional.

9 Display banner message on the login page: The user has the option to either
display or hide the banner messdgehe login page.

1 HTTP meta tags for cache control: This security feature prevents expired web
pages and data from being storellisi n the
recommended that the user selects this option.

1 ActiveX web cache cleaner: An ActiveXache control web cleaner can be
pushed from the gateway to the client browser whenever users login to this SSL
VPN portal.

1 SSL VPN portal page to display: The User can either enable VPN tunnel page
or Port Forwarding, or both depending on the SSL servtoedisplay on this
portal.

Once the portal settings are configured, the newly configured portal is added to the list
of portal layouts.

VPN>SSL VPN>Portal Layout>Add New SSI VPN Portal Layout

This pages allows the admin to create a custom SSL VPHl paybut. This new portal is for local DB
authentication using the SSL VPN group user, and then the port forward connection for this local database
portal is available.
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Figure 114: SSL VPN Portal configuration

SSL VPN Portal Layout Configuration

Portal Layout and Theme Name

Portal Layout Mame
Login Profile Mame
Portal Site Title
Banner Title

Banner Message

Dizplay Banner Messzage

on Login Page

HTTP Meta Tags for Cache

Control (Recommended)

|
| default '|
|
|

| »

-
-

Save
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Chapter 8. Advanc€eadnfi gurati on

8.1

USB Device Setup

Status> System Information> USB Status

The D-Link Services Routehas a USB interface for printer accefite sharing and on
the DSR1000 / DSR1000N models3G modem supporfThere is no configuration on
the GUI toenable USB device support. Upon inserting your USB storage device, printer
cable or 3G modem the DSR router will automatically detect the typeoahected

peripheral.

1 USBMassStorage: alsoeferredt o as a fAshare porto, fil
to the DSR can be accessed by LAN users as a network drive.

1 USB Printer: The DSR can provide the LAN with access to printers connected
through the USB. The printer driver will have to be installed on the LAN host and
traffic will be routed through the DS between the LAN and printer.

1 USB 3G modem: A 3G modem dongle can be plugged in and used as a secondary

WAN. Load balancing, autéailover, or primary WAN access can be configured

through the 3G interface.

To configure printer on a Windows machine]lbw below givensteps:

f
f
f
f

Click 'Start' on the desktop.
Sel ect O6Pfraxme £6 so @tnidon
Right click and select 'add printer' or click on 'Add printer' present at the left menu.

Select the 'Network Printer' radio button and click next (select "device listed
in case of Windows7").

Select the 'Connect to printer using URL' radio button ('Select a shared printer by
n a me ca&d on Windows 7) and give the following URL http://<Router's LAN IP
address>:631/printers/<Model Name> (Model Name can be foutidge USB status
page of router's GUI).

Click 'next' and select the appropriate driver from the displayed list.

Click on 'next' and 'finish' to complete adding the printer.
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Figure 115 USB Device Detection

Maintenance

Status

Fa olTE
W

Status » System Information = USBE Status 0 @

This page displays information about the USE devices connected to the USE port(s).This page will update dynamically to show the status of the USE
devices connected to the router.

USB(s) Status

| Description ” USB Port 1

Status disconnected
Yendor NA
Model NA
Type HA
Mount Status NA

Status

£° Maintenance

Status = System Information = Device » System o G

System | LAN | Dedicated WAN | Rollover WAN | Wireless

All of your Internet and network connection details are displayed on the Device Status page. The firmware version and hardware serial number is

alzo displayed here.

System Information

General
System Mame DSR-250M
Firmware Version 2.00_Ww
Hardware Yersion Al
Serial Number QBDT12345678%

8.2 USB share port

Maintenance> Administration > USB SharePort

This page allowsonfigurethe SharePort feature available inghouter.
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Figure 116: USB SharePort

£ Security £3° Maintenance

Maintenance » Administration » USE Share Ports o °

USB Share Ports

USE Share Port Setup
Enable USB Printer &y

Enable sharing OFF

Printer Enabled Interfaces List

Interface Name " Enable Printer " Enable Storage

default

[ T [ T

Save Cancel

USB-1:

Enable USB PrinterSelect this option to allow the USB printer connectedhe router
to be shared across the network.

The USB printer can be accessed on any LAN host (with appropriate printer driver
installed) connected to the router by using the following command in the host's add
printers window

http://<Router's IP:631>/pniters/<Device Model> (Device Model can be found in the
USB settings page).

Enable SharingSelect this option to allow the USB storage device connected to the
router to be shared across the network.

USB-2:

Enable USB PrinterSelect this option to allow thUSB printer connected to the router
to be shared across the network.

The USB printer can be accessed on any LAN host (with appropriate printer driver
installed) connected to the router by using the following command in the host's add
printers window

http://<Router's IP:631>/printers/<Device Model> (Device Model can be found in the
USB settings page).

Enable SharingSelect this option to allow the USB storage device connected to the
router to be shared across the network.

Sharing Enabled interfaces

The LAN interfaces on whictuSB sharing is enabled, déast oneinterfacemust be
selected to begin sharing.

Enable PrinterEnablesprinter sharing on the selected interface.

Enable StorageEnablesstorage device sharing on tkelected interface
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8.3 SMS service

Maintenance> Administration > SMS Service> Inbox

The D-Link Services Routehas a USB interfact connect 3G modem support to send
and receive Short Messaging Serviddie received messages can be seen in the Inbox
and allows the user to createnaw SMS. If WANS3 is used in dedicated wan mode, load
balancing mode or if 3G USB Device is not connected to router then the controls on
this page will be greyed out.

Figure 117. SMS Servicei Send SMS

B Network €&y VPN 2 Security £° Maintenance

Maintenance » Administration » SMS Service » Inbox o @

Inbox | Create SMS

This page allows the users to check received messages in the Inbox and also to create new messages.

Inbox

Show entries [Right click on record to get more options] | a, |

‘ S.NG H Sende® || Time Stamp & “ Text & ‘

Idea welcomes you to Mumbai! Roam across India on |dea at affordable call rates {with free incoming SM5)!ldea Mumbai helpline
0 1A-IDEA 13/10/18,22:23:02
no.+319702012345

Idea welcomes you to Mumbai! Roam across India on Idea at affordable call rates (with free incoming SM5)!Idea Mumbai helpline
1 14-IDEA 13/10/25,10:51:33
no. +%19702012345

Showing 1 to 2 of 2 entries |.] First || .| Previous | 1 | Mext , || Last

The following details are displayed in SMS INBOX page:

1 Sno:Displays the serial number of message in the inbox.
1 Sender: Displayshe sender of the particular message.

I TimeStamp:Displays the time when the message was sent
1 Text: Displays the content ahe particular Message.

The following actionsare performed:

9 Delete Deletes the SMS having that particular Sno. Only one message can be
deleted at a time.

1 Refresh Updates the inbox with new SMS (if any).

Reply. Lets the user create a new SMS in repbya particular message by the
selecteds end er . "AfiRle nethevceateSms.htm page is filled with the
sender's number.

1 Forward Lets the user forward a selected SM3J.ext Message" field in the
createSms.htm page is filled with the "Text" of thées¢ed message.

183



Unified Services Router User Manual

Figure

T
43 Status

118 SMS Servicei Receive SMS

C’E‘) VPN 2 y .up Maintenance

Maintenance »

Inbox | Create SMS

Administration » SMS Service » Create SMS (7 (<)

This page will allow users to create a new SMS and send it to a particular number.

Compose Message

Receiver

Text Message Text Message

8.4

8.4.1

8184504351

The following details to be provided in Create Message page:

1 Receiver: Enter the phone number of the intended receiver of the message.
1 TextMessageEnter the body of thenessage here

Click Send Messag® send the message.

Click Don't Save Settings reset Receiver and Text Message fields.

External Authentication

The local user database present in the router itself is typically used for granting
management access for tdJ| or CLI. External authentication servers are typically
more secure, and can be used for allowing wireless AP connections, authenticating
IPsec endpoints, and even allowing access via a Captive Portal on the VLAN. This
section describes the availablethentication servers on the router, and also the
configuration requirements.

Inallcases,ie AServer Checkingodo button is used to

configured server(s).

POP3 Server

Security > Authentication >External Auth Server> POP3Sever

POP3 is an application layer protocol most commonly used fimad over a TCP/IP
connection. The authentication server can be used with SSL enanygier port
995% o send encrypted traffic to the POP3
verified by a usewploaded CA certificatelf SSL encryption is not used, port 110
will be used for the POP3 authentication traffic.

The DSR routercts only as a POP3 clietd authenticate a user by dawcting an
external POP3 server. This authentication optioavailable forlPseg PPTP/L2TP
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Server and Captive Portakers Note thatPOP3 for PPTR L2TP servesis
supported only with PAP and not wittHAP / MSCHAP / MSCH\Pv2 encryption.

Figure 119: POP3 Authentication Server configuration

Security = Authentication » External Auth Server = POP3 Server o °

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain

This page allow user to configure pop3 authentication servers.

POP3 Server Configuration

5 Check I
erver Chec Server Checking

Authentication Server 1 (Primary)

[Default: 110, Range: 0 - 65535]

Authentication Port

=

(N AT

550 Enable

Authentication Server 2 (Secondary) Optonal

Authentication Port [Default: 110, Range: 0 - £5535]

550 Enable

Authentication Server 3 {Optional) Optional

Authentication Port [Default: 110, Range: 0 - 65535]

550 Enable
Timeout [Range: 1 - 999] Seconds
Retries [Range: 5 - 9]
The AServer Checkingodo button is wused t

server(s).A CA file is used as part of the POP3 negotiation to verify the iguméd

(o]

ver

authentication server identity. Each of the 3 configured servers can have a unique CA

used for authentication.
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Figure 120: POP3 CA file upload

'__,_i_‘ Network VPN : Q°

bl

Security » Authentication » External Auth Server » POP3 Trusted CA o @

Radius Server | POP2 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain

Thiz page shows the list of POP3 CA Files.

POP3 CA Files List
Show entries [Right click on record to get more options] | a, ‘
CA File O

No data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Next , || Last ;|

Add CA File

8.4.2 NT Domain Server

Security> Authentication >External Auth Server> NT Domain

The NT Domain server allows users and hosts to authenticate themselves via a pre
configured Workgroup field. Typically Windows or Samba servers are used to
manage the domain of authentication for the centralized directory of authorized users.
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Figure 121: NT Domain Authentication Server configuration

Security » Authentication » External Auth Server = NT Domain o e

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain

This page allow you to configure NT Domain servers.

NT Domain Configuration

5 Check "
srver thee Server Checking

Authentication Server 1 (Primary)

| |
Authentication Server 2 {Secondary) | | Optional
Authentication Server 3 {Optional) | | Optional
Workgroup | |
Second Waorkgroup | | Optional
Third Workgroup | | Optional

Timeout I:I [Range: 1 - 399] Seconds
Retries I:I [Range: 5 - 9]

First Administrator Account |admin | Optional
Password | """ | Optional
First Server Hostname | | Optional
Second Administrator Account | | Optional
Password | | Optional
Second Server Hostname | | Optional
Third Administrator Account | | Optional
Password | | Optional
Third Server Hostname | | Optional

8.4.3 RADIUS Server

Security> Authentication > External Auth Server RADIUS Sever

Enterprise Mode for wireless security useRADIUS Server for WPA and/or WPA2
security. ARADIUS server must be configured and accessible by the router to
authenticate wireless client connections to an AP enabled with a profile that uses
RADIUS authentication.

1 The Authentication IP Address is required imentify the server. A secondary
RADIUS server provides redundancy in the event that the primary server cannot be
reached by the router when needed.
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Authentication Port: the port for thRADIUS server connection

Secret: enter the shared secret that alldhis router to log into the specified
RADIUS server(s). This key must match the shared secret oR&2IUS Server.

1 The Timeout and Retries fields are used to either move to a secondary server if the
primary cannot be reached, or to give up RADIUS authentication attempt if
communication with the server is not possible.

Figure 122: RADIUS Server configuration

Security » Authentication » External Auth Server = Radius Server o @

Radius Server | POP3 Server | POP2 Trusted CA | LDAP Server | AD Server | NT Domain

This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a database of user accounts used in larger
environments. If a RADIUS server is configured in the LAM, it can be uzed for authenticating users that want to connect to the IPSec,L2TP,PPTP, 550
VPN and wireless networks provided by this device. If the first/primary RADIUS server is not accessible at any time, then the device will attempt to
contact the secondary RADIUS zerver for user authentication.

Radius Server Configuration

Server Check Server Checking

Authentication Server 1 (Primary) |1921€B.1 2 |
Authentication Port [Range: 0 - £5535]
Secret | """""" |
Timeout [Range: 1 - 999] Seconds
Retries [Range: 1 - 999]
Authentication Server 2 (Secondary) |192 168.1.3 |
Authentication Part [Range: 0 - £5535]
Secret | """""" |
Timeout [Range: 1 - 999] Seconds
Retries [Range: 1 - 939]
Authentication Server 3 (Optional) |1!?2 168.1.4 |
Authentication Part [Range: O - 5535]
Secret | """""" |
Timeout [Range: 1 - 999] Seconds
Retries [Range: 1 - 999]

Save Cancel
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8.4.4 Active Directory Server

Security> Authentication >External Auth Server AD Seaver

Active Directory authenticatioms an enhanced version dfT Domain authentication.
The Kerberos protocol is leveraged for authentication of users, who are grouped in
Organizational Units (OUs). In particular the Active Directory server can support
more thlan a million users given is structure while the NT Domain server is limited to
thousands.

The configured Authentication Serve and Active Directory domain(g@re used to
validate the user with the directory of users on the external Windows based server.
This authentication option isoenmon for SSL VPN client users and is also useful for
IPsec / PPTP / L2TP client authentication.

Figure 123: Active Directory Authentication Server configuration

Security L° Maintenance

Security » Authentication » External Auth Server » AD Server o @

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain

Thiz page allow to configure Active Directory authentication servers.

Active Directory Configuration

server Check Server Checking

Authentication Server 1 (Primary)

| |
Authentication Server 2 (Secondary) | ‘ Optional
Authentication Server 3 (Optional) | ‘ Optional
Active Directory Domain | ‘
Second Active Directory Domain | ‘ Optional
Third Active Directory Domain | ‘ Optional
Timeout I:I [Range: 1 - 999] Seconds
Retries I:I [Range: 5 - 9]
First Administrator Account |adrmn ‘ Optional
Password | """ ‘ Optional
First Server Hostname | ‘ Optional
Second Administrator Account | ‘ Optional
Password | ‘ Optional
Second Server Hostname | ‘ Optional
Third Administrator Account | ‘ Optional
Password | ‘ Optional
Third Server Hostname | ‘ Optional

mm
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8.4.5 LDAP Server

Security> Authentication >External Auth Server> LDAP Sever

The LDAP authentication method uses LDAP to exchange authentication credentials
between the router and external servEme LDAP server maintains a large database

of users in a directory structure, so users wkh same username but belonging to
different groups can be authenticated since the user information is stored in a
hierarchal manner. Also of note is that configuring a LDAP server on Windows or
Linux servers is considerably less complex than setting uDidain or Active
Directory servers for user authentication.

The details configured on the router will be passed for authenticating the router and
its hosts. The LDAP attributes, domain name (DN), and in some cases the
administrator account & password deey fields in allowing the LDAP server to
authenticate the router.
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Figure 124: LDAP Authentication Server configuration

Wireless B Network €8y VPN 2 Security L Maintenance

Security » Authentication » External Auth Server = LDAP Server 0 e

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain

This page allows a user to configure authentication servers for LDAP authentication.

LDAP Server Configuration

server Check Server Checking

Authentication Server 1 (Primary)

| |
Authentication Server 2 (Secondary) | | Optional
Authentication Server 3 {Optional) | | Optional
LDAP Attribute 1 | | Optional
LDAP Attribute 2 | | Optional
LDAP Attribute 3 | | optional
LDAP Attribute 4 | | Optional
LDAP Base DN | |
Second LDAP Base DM | | Optional
Third LDAP Base DN | | optional

Timeout I:I [Range: 1 - 9%9] Seconds
Retries I:I [Range: 5 - 9]

First Administrator Account |admin | Optional
Password | """ | Optional
Second Administrator Account | | Optional
Password | | Optional
Third Administrator Account | | Optional
Passward | | Optional

Save Cancel

8.5 Authentication Certificates

VPN > |IPSec VPN> Certificates> TrustedCertificates

This gateway uses digital certificates foPsec VPN authenticationas well asSSL
validation (for HTTPS and SSL VPN authenticationfou can obtain a digital
certificate from awell-known Certificate Authority (CA) such as VeriSign, or generate

and sign wpur own certificate using functionality available on this gatewaye
gateway comes with a se$figned certificate, and this can be replaced by one signed by

a CA as per your networking requirementsCA certificate provides strong assurance
oftheserve 6s i dentity and is a requirement for
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The certificates menu allows you to view a list of certificates (both from a CA and self
signed) currently loaded on the gatewdye following certificate data is displayed in
the list of Trusted (CA) certificates:

CA ldentity (Subject Name): The certificate is issued to this person or organization
Issuer Name: This is the CA name that issued this certificate
Expiry Time: The date after which this Trusted certificate becomealidv

A self certificate is a certificate issued by a CA identifying your device (orsigified

i f you donot want t h e iTHeeActivé $elf Certificate ¢ablé¢ i on o f
lists the self certificates currently loaded on the gatewdne followinginformation is

displayed for each uploaded self certificate:

1 Name: The name you use to identify this certificate, it is not displayeldPsec
VPN peers or SSL users.

1 Subject Name: This is the name that will be displayed as the owner of this
certificate. This should be your official registered or company namelPa®cor
SSL VPN peers are shown this field.

1 Serial Number: The serial number is maintained by the CA and used to identify this
signed certificate.

1 Issuer NameThis is the CA name that issueddsed) this certificate

Expiry Time: The date after which this signed certificate becomes invaliybu
should renew the certificate before it expires.

To request a self certificate to be signed by a CA, you can generate a Certificate Signing
Request fronthe gateway by entering identification parameters andipgssalong to

the CA for signingOnce si gned, the CAO6s Trusted Certi
from the CA are uploaded to activate the s@dfrtificate validating the identity of this

gateway The self certificate is then used IRsecand SSL connections with peers to

val i date the gatewayds authenticity.
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Figure 125: Certificate summary for IPsecand HTTPS management

VPN » IPSec VPN =» Certificates » Trusted Certificates

usted Certificates

Active Self Cer

Trusted Certificates or CA certificates are used to verify the validity of certificates signed by them. When a certificate is generated, it is signed by
a trusted organization or authority called the Certificate Authority. The table contains the certificates of each CA.When a remote VPN gateway or

client presents a digital certificate, the authentication process verifies that the presented certificate is issued by one of the trusted authorities.
The Trusted CA certificates are used in thiz authentication process.

Trusted Certificates (CA Certificate) List

[Right click on record to get more options] Q. |

Ch ldentity (Subject Mame) O || Issuer Name & H Expiry Date & Time & |

Mo data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Next , || Last j

Upload New CA Certificate

Mainte

F o o
1 * 4

VPN » IPSec VPN = Certificates » Active Self Certificates

icate Requests

This table lists the certificates issued to you by trusted Certification Authorities (CAs), and available for presentation to remote IKE servers. The
remote |KE server validates this router using these certificates. For each certificate, the following data is displayed:

Active Self Certificates List

[Right click on record to get more options] | a, |

Name 8] ” Subject Mame & || Serial Number & H Issuer Name & || Expiry Time & |

No data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Next , | Last j|

Upload New Self Certificate

VPN » IPSec VPN = Certificates » Self Certificate Requests

Self Certificate Requests

The Self Certificate Requests table displays a list of all the certificate requests made.

Self Certificate Requests List

[Right click on record to get more options] |

a
Name 3 | Status
Mo data available in table
Showing 0 to 0 of 0 entries |.J First || .| Previous || Next » || Last ,|

New Self Certificate
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8.6 Advanced Switch Configuration

Maintenance> Management > Power Saving

The DSR allows you to adjust the power consumption of the hardware based on your
actual usage. The two fAgreeno oFRpwer®amisg availe
by Link Status and Length Delktycliimkn SSttattwes 0 Wi
enabled, the total poweronsumptionby the LAN switch isdependent function oén

the number of connected ports. The overall current draw when a single port is connected

is |l ess than when all t he poretcst i aame Sd @an reec to
enabled, the overall current supplied to a LAN port is reduced when a smaller cable

length is connected on a LAN port.

Jumbo Framesupport can be configureals an advanced switch configuration. Jumbo
frames are Ethernet frames withone than 1500 bytes of payload. When this option is
enabled, the LAN devices can exchange information at Jumbo frames rate.

Figure 126: Advanced Switch Settings

) Status e B Network €8y VPN 2 Security £® Maintenance

Maintenance = Management = Power Saving o Q
This page allows user to enable/disable power saving in the router.

Power Saving

By Link Status

By Cable Length Detection

I ils

Save Cancel

8.7 Package Manager

Maintenance > Administration> Package Manager

A package is a set of files wdh are installed by the router from-Di nk &ds repositor
This feature allows users to download new drivers $apportedUSB devicesand

language packs enablemulti-lingual supportf or t he router s .managen
Multi-lingual support via the package managéows the user to choose a language of
choice so that the entire textual content in
selected language.

@ DSR-1000, DSR-1000N, DSR500, and DSR500N support the Rkage Managel
feature.

This feature supports a single driver and single language fmwab& stored in the router
(i.e. thesefiles are available for use after device reboothere are 2 types of
installations supported by this feature:
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1. Manual Installation: Upon selecting manual installation, the user has to
downloadthe packagewhich will then display theavailable languagethat the
router GUI now supports.

@ Only drivers provided by ELink can be used for manual installation. A
validation process willbe performed during installation.

2. AutolnstallationBy sel ecting the |l ink fAclick here
package isexercised A page showing the list of available drivers / language
packs is displayed from which the user can select and inmtal of the options.
For this type of installation the router must be able to access the internet, as
this will allow the user to download the package from a repository server which
consists of all the available languages.

Figure 127: Device Drivers

€7y Status = Wireless N rk &= Security 'a"’ Maintenance

Maintenance » Administration » Package Manager o @
This page shows the list of available drivers. User can install or uninstall the drivers.

Device Drivers

List of Default Drivers

Show entries | Q, |
‘ Drive® “ Description & ” Installe@® ‘
cde-
D-Link (DWM-156 A5, DWM-156 A6, DWM-157 A1) @ 09

acm

D-Link (CWM-152 A1, DWM-152 AZ, DWM-152 A3, DWM-156 A1, DWM-156 A2, DWM-156 A3, DWM-156 A7, DWM-157 B1, DWM-158 D1), Huawet (E-
option @09
1550, E-173, E-156, E-303, EC-306), ZTE [MF-T10)

Showing 1 to 2 of 2 entries |) First || .| Previous | 1 | Next , || Last ;|

Driver for your device not listed? click here to see if updates or new drivers are available.

Manual Install

Select Driver || Choose File |No file chosen

Install

Install History
Install History

Device Drivers: Users can install drivers manually or oestall from the listed drivers.
List of Device Drivers: It allows the user to install or uninstall #vailabledrivers.

Manual Install: User can upload the provideédver package foinstallation.
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Browse: The user can choose the package to uplG@idk o n Indialld to save your
changes.

Figure 128: Installation of driver/language pack

Maintenance » Administration = Package Manager o @
This page shows the list of available drivers. User can install or uninstall the drivers.

Device Drivers

List of Device Drivers

| A

Drive(> | Description & | Installe®
cde-

D-Link (DWM-156 AS, DWM-156 A6, DWM-157 A1) @ 09
acm
CH Chinese ({Simplified) Language Installation Pack Version 1.0 ®
CE German Language Installation Pack Version 1.0 ]
ES Spanish Language Installation Pack Version 1.0 .
FR French Language Installation Pack Version 1.0 .
IT Italian Language Installation Pack Version 1.0 .
Jp Japanese Language Installation Pack Yersion 1.0 ]

D-Link (DWM-152 A1, DWM-152 AZ, DWM-152 A3, DWM-156 A1, DWM-156 AZ, DWM-156 A3, DWM-156 AT, DWM-157 B1, DWM-158 D1), Huawei (E-
option @ 09

1550, E-173, E-156, E-303, EC-306), ZTE (MF-710)
RU Russian Language Installation Pack Yersion 1.0 ®
TC Chinese (Traditional) Language Installation Pack Version 1.0 ®
Showing 1 to 10 of 10 entries || First || .| Previous | 1 | Next ) || Last |

List of Default Drivers

Show entries | Q. |

Drivedy | Description & | Installeg®
cdc-

D-Link (DWM-156 A5, DWM-156 A6, DWM-157 A1) @ o’
acm

D-Link (DWM-152 A1, DWM-152 AZ, DWM-152 A3, DWM-156 A1, DWM-156 AZ, DWM-156 A3, DWM-156 AT, DWM-157 B1, DWM-158 D1), Huawei (E-
option o0
1550, E-173, E-136, E-303, EC-306), ZTE (MF-T10)

Showing 1 ta 2 of 2 entries || First || .| Previous | 1 | Mext , || Last |

Driver for your device not listed? click here to see if updates or new drivers are available.

Manual Install
Select Driver || Choose File ‘Nn file chosen

Install History
Install History
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Upon <c¢clicking on the shawmg theilistlof dekice drevereis |, a p
displayed.

Driver: Description of the driver name.
Description: This describes the type of language installation pack supported.

Installed: All the language installation packs or option 3G Driver for Three@.¥
displayed in the list of device drivers are shown in Rador by default since none of
them have been selecteWhen a particular language installation pack or if Option
Driver for ThreeG V1.0 is selected then the button turns greendfor.

Action: It congstsof 2 options:

T Install 2.00 Cl i ck onlOdl notalnstall age pagk: t i cul a
Remove: Toremove the installed language pack] i ck on A Removeo.

Manual Install:User can upload the provided driver packageifmstallation.

Install History: This displays the history of the language packs installed/uninstalled
previously along with the respective date and time to show when they were
installed/uninstalled.

Figure 129: Selection of Installed Language

AT o . Y—— . 5 :
E4) Status Wireless r ;’:\; VPN 2 Security .a.# Maintenance

Maintenance » Administration » Set Language o e

Please install drivers for languages in

packagemanager

This page shows the list of available languages.

Language Settings

Set Language | English Y|

Save Cancel

Once the languge has been selected by the user frdme list of Device Drivers, the

iSet LanguagédééropToohso menu will Thewsgserl ay t h
must select the language from the drop downslt of flageedt alnadn gsuav e t
settings so that tkiconfiguration is applied in its entirety.

€
F
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Chapter 9. Admi ni stration & Mana

9.1 Configuration Access Control

The primary means to configure this gateway via the broviuseéependent GUIThe

GUI can be accessed from LAN nodeanddTT®si ng t h
or from the WAN by wusing the gatewaybés WAN
SSL).

Administrator a n d Guest user s ar e permitted to | ogi
interface.The user type is set in thedvanced > Users > Uselsage. The Admin or

Gued user can be configured to access the router GUI from the LAN or the Internet

(WAN) by enabling the corresponding Login Policy.
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Figure 130: User Login p

=4

Wireless

Status

olicy configuration

€5y VPN

£ Maintenance

Security » Authentication » User Database » Groups

Get User DB | Groups | Users

Thiz page shows the list of added groups to the router. The user can add, delete and edit the groups also.

Groups List

Show entries [Right click on record to get more options] ‘ a, |
Group Name & | Description 2
ADMIN Admin Group
GUEST Quest Group
Showing 1 to 2 of 2 entries |.] First || .| Previous | 1 | Next » || Last ;|
Add New Group

Login Policies
Show entries ‘ @, |
Grou & | Status &
ADMIM Allow
GUEST Deny
Showing 1 to 2 of 2 entries || First || .| Previous | 1 | Mext » || Last 4|

=

Login Policies Configuration

Group Mame
Disable Login

Deny Login from WARN

Interface

Save

9.1.1 Admin Settings

Maintenance > Administration> Systemsettings
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This page allowone to sethe name of the router.

Figure 131: Admin Settings

'DP Maintenance

Maintenance = Administration = System Setting o @

This page allows user to set the router identification name.

System Setting

Current System Name DSR.-250M

Mew Mame for System |D5R—25UN |

Save Cancel

9.1.2 License Updates

Maintenance > Administration> Licsense Update

Certain features available in the DSR require a license. The licence is presented in the
form of a code specific for this particular router, which when activated enables the use
of this feature for a fixed duratiorA license code is provided based onthe ut er 6 s

MAC Address, so it is unique to that particular device.

Each license has the following three parameters:
Model: The license key model as it relates to the feature being enabled.

Activation Code: The specific activiation code corresponding te liltense.

Expires: Licenses can either have a fixed duration, which would be displayed in

this column, or are perpetual for the life of this router.

@ Currently, dynamic web content filtering (WCF) is the only licerteamtrolled
feature available in th®SR products.
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Figure 132 Licenseupload field and List of Active Licenses

2 Security Q“" Maintenance

Maintenance = Administration » License Update

This page shows the list of activated licenses and also can be used for activating new WCF licenses.
License Update
Licenses List
Show entries [Mo right click options] | o, |
License Model 3 | Activation Code & Expires &
No data available in table
Showing 0 to 0 of 0 entries |) First || .| Previous || Mext ; || Last j|

Activation Setup

License Activation Code |

9.1.3 Remote Management

Maintenance > Managemen®* Remote Management

Both HTTPS and telnet access can be restricted to a subset of IP addressexutéhe
administrator can define a known PC, single IP address or range of IP addresses that
are allowed to access the GUI with HTTPS. The opened port for SSL traffic can be

changed from the default of 443 at the same time as defining the allogradte
managementP address range
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Figure 133 Remote Management from the WAN

T . Y——
D) Status = Wireless

B Network <&y VPN 2 Security £* Maintenance

Maintenance » Management » Remote Management o e

From thiz page a uzer can configure the remote management feature. This feature can be used to manage the box remotely from WAN side.

Remote Management

Remote Management Setup

Enable Remote Management ﬂ:]

HTTPS Port No [Range: 1 - £5535]

S5H OFF

SHMP OFF
Access Control Setup

Access Type & AllLIP Addresses IP Address Range Only Selected PC
WAN Ping

Respond to Ping | OFF

Save Cancel

Maintenance> Administration > Web GUI Management

This feature restricts management accdaghe GUI to a predefined set of IP addresses or VLAN
subnets.When enabled, he GUI managementccesscan berestricted for all LAN hosts, and
instead enabled only via a specific IP address or specific VLAN subnet.

When this feature is enabled:

1 Access will be allowed by the configured IP address or VLAN subnet, and no other LAN
hosts will be allowed to access the GUlI management interface.
Only the GUI managemens affected. CLI / SNMP are not affected by tleientrol

1l
1 User will still need adminisator credentials to modify configuration settings
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Figure 134: Web GUI Management from the WAN

o~ VPN

,ap Maintenance

e
L Cta c ~
E43) Status Cal

Maintenance » Administration = Web GUI Management o Q
This page allows the user to manage Device GUl access/deny permissions to YLAMN host/ VLAN Network.

Web GUI Management
Enable | OFF

List of Allowed IP Address /| Vlan Network

Show entries [Right click on record to get more options] q, |

| Name ] " Access Type 8 " IP Address / Vlan Network & |

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Mext , || Last ,

9.1.4 CLI Access

In addition to the wetbased GUI, the gateway supports SSH and Telnet management

for commandline interaction.The CLIlogin credentials are shared with the GUI for
administratorusersT o access the CLI , type fAcli o in tt
login with administrator user credentials.

9.2 SNMP Configuration

Maintenance > Management SNMP

SNMP is an additional managemetool that is useful when multiple routers in a

network are being managed by a central Master systfiinen an external SNMP

manager igprovidedwi t h t hi s routerds Management I nfor
manager cau pdat e t he r o vdrigtledte vidwioe updatecchnéiguration
parametersThe router as a managed device has an SNMP agent that allows the MIB
configuration variables to be accessed by the Master (the SNMP man@perpccess

Control List on the router identifies managersthe network that have reaahly or

readwrite SNMP credentialsThe Traps List outlines the port over which notifications

from this router are provided to the SNMP community (managers) and also the SNMP
version (v1, v2c, v3) for the trap.
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Figure 135 SNMP Users, Traps, and Access Control

Maintenance > Management SNMP > SNMP System Info

The router is identified by an SNMP manager via the System Informafiomidentifier
settings The SysName set here is also used to igjethteé router for SysLog logging.
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