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When Robert Tappan Morris developed a worm in 1988, all he wanted to do was figure out how many 
computers were on the internet. What started as a curiosity instead turned into the world’s first cyber attack.1

The program was simple. He designed it to jump from computer to computer without needing help from 
anyone. As it wove its way through the internet, it kept track of all the devices it encountered and reported the 
final amount back to Morris.  

The program worked too well, infecting nearly 10 percent of all devices on the internet at its peak, jamming 
traffic, and preventing people from talking to each other. The damage was so immense in fact, that it even 
prevent Morris from sending out an apology by email. 

Since Morris’ innocent cyber attack, attacks have grown, with cyber crime expected to reach nearly $6 trillion 
in damage by the year 2021.2 

That’s the bad news. The good news is an estimated 79 percent of all cyber attacks3 could be prevented by practicing good cyber security 
hygiene. 

That’s what we’ll be addressing in this book, covering: 

• How hackers hack and why they attack

• How improving cybersecurity hygiene can help stop attacks

• What steps you should take to improve your security hygiene

Introduction
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Since the first (unintentional) virus cruised its way around the internet over 30 years ago, malware and hacking have exploded into the 
trillion-dollar industry it is today. 

What hasn’t changed are many of the techniques that hackers and attackers use. These include:

 
 
 
 
 
 
 
 
 
 

These types of attacks often take advantage of the poor cyber security hygiene that people, schools, and companies use. 

Unlike the Morris Worm, the intent behind most of today’s attacks are malicious. The goals include: 

• Disrupting services and holding data for ransom

• Stealing login credentials, company personnel files, banking information, and more to sell on the dark web

• Hijacking processing power for cryptojacking and cryptomining

• Threatening people and governments through security and terror threats 

We’ll discuss some of the more common attacks on the following pages.

 How Hackers Hack and Why They Attack

Brute Force Attacks Service Misconfiguration Phishing Malware Multiphase Attacks
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One of the more basic types of attacks is a brute force attack 
where hackers try to break into a system by repeatedly guessing 
default usernames and passwords. They may also attack using 
automation or bots to perform the work for them. In 2017, 5 
percent of all successful attacks were carried out by brute force. 

This attack is more effective with devices that employ weak 
security measures, such as:

• Default usernames and passwords

• Weak passwords

• Common passwords

With the advancement of computers, software, and machine 
learning, even less common usernames and passwords can easily 
be cracked through brute force attacks. 

Brute Force Attacks
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Similarly to brute force attacks, service misconfiguration attacks exploit weaknesses in public cloud servers and software in order to infiltrate 
databases and personal files. 

These attacks target weaknesses contained within the files and functions, including default usernames and passwords, testing services, 
unlocked servers, improperly set file and directory permissions, and more.

Once inside the system, hackers wreak havoc, stealing personnel files and financial information, damaging configuration files needed to keep 
necessary services operating, or even impersonating employees to acquire the information needed to gain access to additional accounts. 

Some of the more common service misconfiguration areas that attackers go after include:

• Default and sample files

• Applications

• Configuration files

• Scripts

• Webpages

• Unnecessary enabled services

• Content management and remote 
 administration functionality

Service Misconfiguration
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Although phishing is more commonly thought of as an email 
attack, it takes multiple forms, including text messages, telephone 
calls, and websites. Any phishing scam is essentially an attack 
that’s disguised as a legitimate means of communication while 
mimicking a reputable source, such as a company, person, or 
website.

For example, an attacker might pose as a familiar website in an 
email. In that email, they may ask you to check their account 
details, look at a new product, or use some other means to get you 
to click a link.

That link may then redirect you to a fake webpage that’s been 
cloned and designed to look like a page from the actual source. 
You will be asked to log in or provide personal information that 
the attacker will use to steal login credentials, personal identifying 
information, financial information such as bank accounts and debit 
and credit card numbers, and more.

Phishing attacks can also include:

• Fraudulent attachments

• Links supposedly leading to embarrassing or compromising 
photos of the recipient 
 

Phishing 

How Hackers Hack and Why they Hack

Time Stamp 
Email sent at  
an odd time

Subject  
Unlrelated to 
the body

From 
An unusual
email address

To 
CC’ed to list of emails
that you don’t know

Hyperlinks 
Misspelling of  
company web address

Content 
Bad Grammar,
and illogical

Attachments 
Suspicious zip file or 
unknown file type
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Viruses
Viruses disguise themselves as, or attach themselves 
to, seemingly legitimate software for the purpose 
of spreading and infecting more devices. They can 
damage and corrupt files until systems, such as 
employee devices, are no longer able to run.

Trojans
Similar to viruses, trojans also disguise themselves 
as legitimate files and can also be added to files 
that were once clean. They create backdoors into 
systems and devices, providing more entry points for 
additional malware attacks.

Spyware
pyware infects systems by hiding in the background 
while you browse and run programs. As you do, it 
keeps track of the sites you visit and the information 
you enter, ultimately stealing passwords, login 
information, account numbers, credit and debit card 
information, and more. 

The term malware is used to describe a range of viruses, trojans, spyware, and more. Its goal is to spread more malware, steal information, lock down 
networks, and gain payment through ransom. This page shows examples of six forms of malware.

Worms
Once they infect one device, worms rapidly spread 
across local and global networks to infect more 
devices and systems until they take over entire 
networks.  

Ransomware/Scareware
This type of malware hijacks devices, data, and/
or services, threatening to corrupt or delete some 
or all of it if a random isn’t paid. This can include 
threatening people with fake information, similar to 
phishing.

Botnets
Botnets infect groups of computer, working together 
to form a network that can be controlled by one 
attacker. The attacker can then leverage this network 
to carry out more advanced attacks using the 
combined processing power of multiple machines. 

Malware

How Hackers Hack and Why they Hack
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Whereas a phishing attack targets a large group, a spear phishing, or multiphase, attack, targets individuals with the intent to trick 
them into opening it. Spear phishing is more effective as it uses social engineering and personal identifying information.

Attackers using this method often send a convincing email to you that’s disguised as 
coming from somebody else. In some instances, this email comes from an account 
designed to look like it came from a contact. In others, it comes from someone who has 
hacked into the account of one of your contacts. 

From there, they can use any information they gathered about you through email 
exchanges or from your digital footprint to compose a convincing email.

If they can convince the right people to give up account login details, credit card numbers, 
personal account information, they can use that to carry out more attacks and funnel 
money directly into their pockets. Alternatively, the hacker can also ask people to buy 
items using their money and with the promise of a refund, such as gift cards, then cash in 
those cards themselves. 

What’s more troubling is that an attacker who gains access to a cloud account might be 
able to attack both internal employees and third-party contractors and agencies, stealing 
more money and rapidly expanding their attack. 

Spear Phishing or Multiphase Attacks

How Hackers Hack and Why they Hack
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Cryptomining and cryptojacking are newer forms of attacks that 
have gained popularity along with the rise in cryptocurrency. 
Instead of a hacker trying to steal your information for financial 
gain, they look to hijack your devices.

Attackers will infect multiple devices and/or browsers, similarly to 
botnets, and harness their processing power to create, or mine, 
cryptocurrency. 

Most of this happens in the background while you use your 
devices. Sometimes it’s so minute that you won’t notice it. Over 
time, however, this attack slows down your devices, uses more 
of their power (which you pay for), and ultimately shortens their 
lifespan—all the while hackers make money without having to 
incur the costs of buying their own equipment. 

Cryptomining and Cryptojacking

Fast Fact: As of June 25, 
2019, the total worth of 
Bitcoin was estimated to 
be $41 billion. However, 
bitcoin is just one type of 
cryptocurrency.
https://www.investopedia.com/tech/how-much-worlds-money bitcoin/

How Hackers Hack and Why they Hack
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As we mentioned earlier, it’s estimated that about four out of every five cyber attacks could be prevented by following strong cyber security 
hygiene standards.

On the next few pages, we have a plan that you can follow to help increase your cyber security hygiene and cut down on the top ways hackers 
exploit vulnerabilities. 

While no plan can provide complete protection, this one will help you prevent some of the more common ways your network can be attacked. 

Top ways hackers exploit people and companies
 

Protect Common  Passwords

Pirated 
Software

Weak 
Passwords

Outdated 
Software

Older Security 
Software

1 2 3 4
1995 OS

X
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Hardware
Create a list of all the computers 
(PCs, laptops, etc.), connected devices 
(printers, fax machines, etc.), and 
mobile devices (smartphones, tablets, 
smartwatches, etc.) that you have on 
your network. All of these are entry 
points onto your network.

Like the title of the first part of this book says, what you don’t know can hurt you. Which is why the first part of protecting your network 
starts with knowing what’s on it. First, you should document all of your hardware, software, and applications.

Action Plan

Software
Document all of the programs that 
are installed directly on computers 
and used by everyone. If you have 
more than one network in your office, 
separate these lists by networks.

Applications
Keep a list of all the applications that 
people use on their phones and tablets, 
plus web apps (Dropbox, Google Drive, 
etc.) and any other programs that aren’t 
installed on devices. 

Protecting Your Network
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Once you have all of your hardware, software, and applications documented, you’ll want to analyze and examine them for vulnerabilities.

Here’s what you should do.

Multiple data storage options and services provide more opportunities for hackers to seek out entry points and vulnerabilities. 

 
Locate all unused equipment and completely wipe them. If you plan to use them in the future store them in a secure 
location. If not, properly dispose of them. A few attackers scout landfills looking for old hard drives on desktops, 
laptops, phones, and more. 

Go through the list of all of your apps and software. If any of them are no longer being used, they should be thoroughly 
uninstalled from devices, cloud storage, on-premise storage, servers, and more. If you are still using the applications, 
update them. 

Ensure the passwords used for accounts are secure. When feasible, give each unique account require a separate and 
secure password. 

While you’re evaluating your applications, check for apps and programs that serve multiple purposes. For example, 
some companies use Google Drive and Dropbox for storage. When you have multiple apps or programs performing the 
same task, dedicate one as your main storage option and another as a backup option. 

Action Plan continue

Protecting Your Network
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Once you’ve documented all of the hardware, software, and applications on your network, and you’ve removed any old equipment or 
redundant tools, you’ll want to make a plan to keep good cyber security hygiene practices in place. Here’s what you—and every other 
employee—should do.
 

Update and Change Your Passwords Often
• Set a schedule for updating and changing passwords

• Keep your passwords complex

• Change them often when feasible

• Use new and different passwords for each account

• Don’t store them on sticky notes or digital docs

• Implement two-factor authentication when possible

Update Software and Firmware
• Set schedules and reminders for you and the staff

• Make them required if possible

• Check news articles and lists for vulnerabilities throughout the year

Update Hardware
• Updated hardware when possible (newer chipsets are usually less vulnerable)

• Older hardware often has more information about its vulnerabilities available to hackers

• Older hardware isn’t always capable of running most up-to-date software, which increases security vulnerability

Action Plan continue

Protecting Your Network
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Along with the advice on the previous page, you’ll also want 
to manage what’s happening behind the scenes. This includes 
keeping track of new installs and the number of users, plus 
preparing a safety net.

Oversee New Installs
Implement a mandated process for installing new programs 
and applications. You can do this through software or provide a 
document or email that helps guide people. 

Part of that process should also include documenting on what 
device and where each program is installed, especially if you have 
multiple buildings. This will make it easier to maintain a list of all 
the hardware, software, and applications on your network, plus 
make them easier to update later. 

Limit Users
The fewer accounts you have, the fewer opportunities there 
are for vulnerabilities and attacks. As part of this process, grant 
admins access and other rights only to the people who need it. 

Protecting Your Network

Back Everything Up
Ideally, all of your data should be backed up to a secondary source 
that’s separate from your primary source. For example, if your main 
source is the cloud, you should have on-premise storage.

In the event that your main source is compromised, hacked, 
breached, or even malfunctions, you’ll have a safety net to help get 
everything back up and running as quickly as possible. 

Employ Security Framework
There are multiple security frameworks out there, including NIST. It’s 
designed to help you identify, protect, detect, respond, and recover 
in the event of a data breach or cyber attack. 

If your company is smaller, or doesn’t have the resources to dedicate 
to a hefty framework like NIST, you could also look into Zero Trust 
networking. This is simply a model that advocates for not allowing 
access to anyone until each individual has been verified and 
authenticated
    

Action Plan continue
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We made this guide to help you improve your security hygiene. However, we also know that a lot of people and companies need help 
implementing best practices. 

D-Link has been in business networking for over 33 years and has helped implement security features for businesses and entities ranging from 
one-store mom and pop shops to government agencies such as the TSA. 

We also work with companies to provide custom-built solutions and have designed and reconfigured existing products to fit into mobile hospital 
carts, automobile dashboards, boring machines, and more. 

If you’re looking to upgrade your network security, contact us and we’ll help point you in the right direction. 

A Final Note On Security

Cybersecurity Hygiene: How A Few Simple Steps Could Save You From Losing Everything

Trusted by Industry Leaders

Please contact your local D-Link representative for more information:  

www.dlink.com/en/contact-us
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