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Section 1 - Product Overview

Package Contents

DIR-615 Wireless N Home Router

Ethernet Cable
Power Adapter

User Manual on CD

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DIR-615 will cause
damage and void the warranty for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based Cable or DSL modem
« IEEE 802.11n/g wireless clients
- 10/100 Ethernet

Computer with the following:
« Windows’, Macintosh, or Linux-based
operating system
+ An installed Ethernet adapter

Browser Requirements:
« Internet Explorer 6 or higher
« Chrome 2.0 or higher
« Firefox 3.0 or higher
- Safari 3.0 or higher

Windows" Users: Make sure you have the latest version of|
Java installed. Visit www.java.com to download the latest
version.

Computer with the following:
- Windows” XP (Service Pack 3), Vista® or
Windows" 7/8
« An installed Ethernet adapter
+ CD-ROM drive
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Section 1 - Product Overview

Features

« Faster Wireless Networking - The DIR-615 provides a wireless connection at up to 300Mbps* with other 802.11n

wireless clients. This capability allows users to participate in real-time activities online, such as video streaming,
online gaming, and VOIP calling.

« Compatible with 802.11g Devices - The DIR-615 is still fully compatible with the IEEE 802.11g standard, so it
can connect with existing 802.11g PCl, USB and cardbus adapters.

« Advanced Firewall Features - The web-based user interface displays a number of advanced network

management features including which help to protect your network from unauthorized access and malicious
attacks.

- Content Filtering - Easily applied content and access filtering based on MAC address, URL, and/or domain name.

- Filter Scheduling - Set your own schedules, allowing you to control when your filters and access controls are
activated.

- Secure Multiple/Concurrent Sessions - The DIR-615 can pass through VPN sessions. It supports multiple and
concurrent IPSec and PPTP sessions, so users behind the DIR-615 can securely access corporate networks.

« User-friendly Setup Wizard - The easy-to-use web-based user interface includes a setup wizard which will walk
you through the steps to set up your wireless router, access the Internet, and enable wireless security.

* Maximum wireless signal rate derived from |IEEE Standard 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and

environmental factors, including volume of network traffic, building materials and construction, and network overhead, may lower actual data throughput rate.
Environmental conditions may adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

INTERNET : RESIT

o 060 C

1 LAN Ports (1-4) Connect Ethernet devices such as computers, switches, and hubs.

Connect your DSL, cable modem or other Internet connection here to provide Internet connectivity to
2 Internet Port

the router.
3 Power Receptor Receptor for the supplied power adapter.
4 Reset Pressing the Reset button restores the router to its original factory default settings.
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Section 1 - Product Overview

Hardware Overview
LEDs

O 060 O

A solid green light indicates a proper connection to the power supply. The light will blink green during the

1 P LED
ower WPS process. The light will be solid orange during boot up.
2 Internet LED A solid light indicates connection on the Internet port. This LED blinks during data transmission.
3 WAN LED A solid light indicates that the wireless segment is ready. This LED blinks during wireless data transmission.

A solid light indicates a connection to an Ethernet-enabled computer on ports 1-4. This LED blinks during
data transmission.

4 Local Network LEDs
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router
in an enclosed area such as a closet, cabinet, or in an attic or garage.

Before you Begin

- Please configure the router with the computer that was last connected directly to your modem.

« You can only use the Ethernet port on your modem. If you were using the USB connection before using the
router, then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the
Internet port on the router, and then turn the modem back on. In some cases, you may need to call your ISP to
change connection types (USB to Ethernet).

- If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or EnterNet 300 from your computer or you will not be able to connect to the Internet.

« When running the Setup Wizard from the included CD, make sure the computer you are running the CD from
is connected to the Internet, or the wizard will not work. If you have disconnected any hardware, re-connect
your computer back to the modem and make sure you are online.

D-Link DIR-615 User Manual 6



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. However, keep in mind that the number, thickness, and location of walls, ceilings, or
other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending on the types of
materials and background RF (radio frequency) noise in your usage area. You can optimize wireless range and signal strength
by following these basic guidelines:

Keep the number of walls and ceilings between the router and other network devices to a minimum - each
wall or ceiling can reduce your network'’s range by up to 30 meters (98 feet). Position your devices so that
the number of walls or ceilings in the signal’s path is minimized.

Be aware of the direct line between network devices. A wall that is 0.5 meters thick (1.5 feet) appears to
be almost 1 meter (3 feet) thick at a 45-degree angle. At a 2-degree angle it appears over 14 meters (42
feet) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead of at an
angle) for better reception.

Building materials make a difference. A solid metal door or aluminum studs may have a detrimental effect
on range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete can degrade your wireless signal.

Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate
RF noise.

If you are using 2.4 GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home
security systems), your wireless connection may degrade dramatically or drop completely. Make sure your
2.4 GHz phone base is as far away from your wireless devices as possible. The base transmits a signal even
if the phone is not in use.

D-Link DIR-615 User Manual 7



Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1. Place the router in an open and central location. Do not plug the power adapter into the router.

2. Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter.
Shut down your computer.

3. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and plug
it into the Internet port on the router.

4. Plug the Ethernet cable that came with your router into one of the four LAN ports on the router. Plug
the other end into the Ethernet port on your computer.

5. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

6. Plug the power adapter to the router and connect to a power outlet. Wait about 30 seconds for the router
to boot.

7.Turn on your computer.
8. Verify the link lights on the router. The power light, Internet light, and the LAN light (the port that your
computer is plugged into) should be lit. If not, make sure your computer, modem, and router are powered

on and verify the cable connections are correct.

9. Skip to “Configuration” on page 10 to configure your router.

D-Link DIR-615 User Manual



Section 2 - Installation

Getting Started

The DIR-615 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the setup wizard to guide you
quickly through the installation process. Insert the wizard CD in the CD-ROM drive. The step-by-step instructions that follow
are shown in Windows" XP. The steps and screens are similar for the other Windows operating systems.

If the CD autorun function does not automatically start on your computer, go to Start > Run. In the run box type
“D:\DWizard.exe” (where D: represents the drive letter of your CD-ROM drive).You can also use your operating system’s file
explorer to navigate to your CD drive and locate the “DWizard”file.

When the screen below appears, click Start.

Note: It is recommended that you make a record of your SSID and security key, and login password, on the provided CD
holder.

D-Link e et
DIR-815

Welcome

Welcome to the D-Link Setup Wizard, this will guide you through the
steps required to set up your D-Link router.

Select your language:

Englizh -

D-Link DIR-615 User Manual 9



Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser such as Internet Explorer |
and enter the IP address of the router (192.168.0.1). a ) ,-|D http://192.168.0.1/ p-BOX

You may also connect using the NetBIOS name in the address bar (http://
dlinkrouter.local.).

Select Admin from the drop-down menu and then enter your password. Leave  psss

the password blank by default. If graphical authentication has been enabled, type Log in to the router.
in the graphical authentication code (if you cannot read it, click Regenerate). The e I
graphical authentication will be disabled by default. Password :

Enter the correct password above and
then type the characters you see in the
picture below.

If you get a Page Cannot be Displayed error, please refer to“Troubleshooting”on Fo5agn
page 95 for assistance. D

D-Link DIR-615 User Manual 10



Section 3 - Configuration

Internet Connection Setup Wizard

Once logged into the web interface of the router, the Setup > Internet page will appear. Click the Internet Connection Setup
Wizard button to quickly configure your router using the setup wizard.

If you want to enter your settings without running the wizard, click Manual Internet Configuration Wizard and skip to page 16.

DIR-615 // | | ADYANCED TOOLS STATUS SUPPORT

Helpful Hints...

IMTERMET

There are two ways to set up your Internet connection: you can use the Web-based Internet
Connection Setup wWizard, of you can manually configure the connection,

INTERNET CONNECTION SETUP WIZARD

If you wiould like to utlize our easy to use weh-based Wizards to assist you in connecting your
newy D-Link Systems Router to the Intemet, click on the button below,

[ Internet Connection Sekup Wizard ]

Note : Before launching these wizards, please make sure you have followed all steps outlined in
the Quick Installation Guide included in the package,

Connection
input al
manually,

MANUAL INTERNET CONNECTION OPTIONS

If you would like to configure the Internet settings of vour new D-Link Systems Router
manually, then click on the button below,

[ Manual Internet Connection Setup ]

D-Link DIR-615 User Manual 11



Section 3 - Configuration

Click Next to continue.

Create a new password and then click Next to continue. You will
need this password to access the web-based configuration utility.

Select your time zone from the drop-down menu and then click
Next to continue.

WELCOME TO THE D-LINK INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your new D-Link router and
connect to the Internet.

Step 1: Set your Password

Step 21 Select your Time Zohe

Step 2 Configure your Internet Cannection
Step 4 Save Settings and Connect

STEP 1: S5ET YOUR. PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access
to the Web-based configuration pages. To secure your nhew networking device, please set and verify
a password below:

password + ||
verity Password + [ |

’Prev ] [Next ] ’ Cancel ]

STEP 2: SELECT YOUR TIME ZONE

Select the appropriate time zone for your location. This information is required to configure the
time-based options for the router.

| (GMT-08:00) Pacific Time {U5/Canada), Tijuana -

[Prev | [(mext | [ cancel |

D-Link DIR-615 User Manual
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Section 3 - Configuration

Select the type of Internet connection you use and then click
Next to continue.

If you selected Dynamic, you may need to enter the MAC address
of the computer that was last connected directly to your modem.
If you are currently using that computer, click Clone Your PC’s
MAC Address.

The host name is optional but may be required by some ISPs.
The default host name is the device name of the router and may
be changed.

Under DNS Settings, you may need to enter the primary DNS
server address provided to you by your ISP. Click Next to continue.

STEP 3: CONFIGURE YOUR INTERMET CONNECTION

Your Internet Connection could not be detected, please select your Internet Service Provider (ISP)
from the list below. If your ISP is not listed; select the "Not Listed or Don't Know™ option to
manually configure your connection.

| Mok Listed or Don't Know | |

If your Internet Service Provider was not listed or you don't know who it is, please select the
Internet connection type below:

& DHCP Connection (Dynamic IP Address)
Choose this if your Internet connection autormatically provides you with an 1P Address, Most Cable Moders
Lse this type of connection,

O Username / Password Connection (PPPoE)
Chioose this option if your Internet connection requires a username and password to get online, Most DSL
rmioderns wse this type of connection,

O Username / Password Connection (PPTP)
Choose this aption if your Internet connection reduires a username and pazsward to get online, Mozt DSL
rmioderns wse this type of connection,

O Username / Password Connection (L2TP)

Choose this option if your Internet connection reguires a username and password to get online, Most DSL
rmioderns wse this type of connection,

O Static IP Address Connection
Chioose this option if your Internet Setup Provider provided you with IP Address information that has to be
manually configured,

(o) (et ) (o)

DHCP CONNECTION (DYNAMIC IP ADDRESS)

To set up this connection, please make sure that you are connected to the D-Link Router with the PC
that was originally connected to your broadband connection. If you are, then click the Clone Your PC's
MAC Address button to copy your computer's MAC Address to the D-Link Router.

MAC Address : {optional)

[ Clone Your PC's MAC Address ]

Host Name : diinkrouter

MNote: You may also need to provide a Host Name.If vou do not have or know this information, please contact your
ISP,

DNS SETTINGS

Primary DNS Address : g.0.0.0
Secondary DNS Address : po.o.0 (optional)

[Prev] [Next] [Cancel]
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoE username and password.
Click Next to continue.

Note: Make sure to remove any PPPoE software from your
computer. The software is no longer needed and will not work
through a router.

If you selected PPTP, select whether you require a DynamicIP or
Static IP connection. If you selected Static, enter the IP address,
subnet mask, gateway IP address, and server IP address provided
to you by your ISP. Next, enter your PPTP username and password.

Under DNS Settings, you may need to enter the primary DNS
server address provided to you by your ISP.

Click Next to continue.

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your Internet Service
Provider. If you do not have this information, please contact your ISP.

User Name :

Password :

[Pre’v] [N'E)l‘t] [Cﬂncﬂl]

SET USERNAME AND PASSWORD CONNECTION (PPTP)

To set up this connection you will need to have a Username and Password from your Internet Service
Provider. You also need PPTP IP address. If you do not have this information, please contact your ISP.

Address Mode : @ pynamicIP O Static IP
PPTP IP Address :
PPTP Subnet Mask :
PPTP Gateway IP Address :
PPTP Server IP Address : (.0.0.0 (may be same as gateway)
User Name :
Password :

Verify Password :

DNS SETTINGS

Primary DNS Address : p.0.0.0
Secondary DNS Address : go.0.0 (optional)

[Prev] [Newt] [Cancel]
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Section 3 - Configuration

fyou selected L2TP, select whether you reqire a Dynamic IP o

Static IP connection. If you selected Static, enter the IP address,

To set up this connection you will need to have a Username and Password from your Internet Service

subnet mask, gateway IP address, and server IP address provided Provider. You also need L2TP IP address. If you do not have this information, pleasa contact your ISP.
to you by your ISP. Next, enter your PPTP username and password. Address Mode : © pynamic 1P © Static IP

L2ZTP IP Address : !
Under DNS Settings, you may need to enter the primary DNS L2TP Subnet Mask :
server address provided to you by your ISP. L2TP Gateway IP Address :

L2TP Server IP Address : ¢.0.0.0 (may be same as gateway)
Click Next to continue. teer Name. -
Password :
Verify Password :

Primary DNS Address : (.0.0.0
Secondary DNS Address @ go.0.0 (optional)

l Prev] [Next] [Cancell

The setup is now complete. Click the Connect to save your SETUP COMPLETE!
Settings' Please a”OW 1 _2 minUteS tO ConneCt' The Internet Connection Setup Wizard has completed. Click the Connect button to save your
settings and reboot the router.
[ Cancel ] [ Connect ]
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Section 3 - Configuration

Manual Configuration
Dynamic (Cable)

If you opt to set up your Internet connection manually, you will be redirected to a WAN page that allows you to select your
Internet type and enter the correct configuration parameters.

Select your Internet connection type using the “My Internet Connection is” drop-
down menu.

At any stage, you can click on the Save Settings button to accept the changes
made, or click on the Don’t Save Settings button to discard the changes made.

My Internet Select Dynamic IP (DHCP) to obtain IP address information automatically

Connection: from your ISP. Select this option if your ISP does not give you any IP numbers Choose the mode to be used by the router to connect to the Internet.

to use. This option is commonly used for cable modem services. My Interet Connection s : (TS ME=]

Host Name: The host name is optional but may be required by some ISPs. Leave blank

if you are not sure.

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Use Check the box if you are having problems obtaining an IP address from Host Name : [Simkontor
UnicaSting: your ISP Use Unicasting : [7] (compatibility for some DHCP Servers)
Primary DNS Server :
Primary/ Enterthe primary and secondary DNS server IP addresses assigned by your Secondary DNS Server : (optional)
Secondary ISP.These addresses are usually obtained automatically from your ISP. Leave MTU : 1500
DNS Server: at 0.0.0.0 if you did not specifically receive these from your ISP. MAC Address :

[ Clone Your PC's MAC Address

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal
performance with your specific ISP. 1500 is the default MTU.

MAC The default MAC address is set to the Internet port’s physical interface MAC
Address: address on the broadband router. It is not recommended that you change
the default MAC address unless required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace the Internet port’s MAC address

with the MAC address of your Ethernet card.
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Section 3 - Configuration

Static IP Address

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP
address, subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields
must be in the appropriate IP form, which are four octets separated by a dot (x.x.x.x). The router will not accept an IP address

if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.
. Choose the mode to be used by the router to connect to the Internet.
Subnet Mask: Enter the subnet mask assigned by your ISP. -
My Internet Connection is : [EEra | ~ |
Default Gateway: Enter the gateway assigned by your ISP.
Primary DNS The primary DNS server information W|” be Supplied by your ISP Enter the static address information provided by your Internet Service Provider (ISP).
Server: (Internet Service Provider.) 1P Address :
Subnet Mask : p.o.0.0
Secondary DNS The secondary DNS server information will be supplied by your ISP Default Gateway :
Server: Primary DNS Server :
Secondary DNS Server : (optional)
MTU: Maximum Transmission Unit - you may need to change the MTU for MIU - 2500
optimal performance with your specific ISP. 1500 is the default MTU. MAC Address :
[ Clone Your PC's MAC Address

MAC Address: The default MAC address is set to the Internet port’s physical interface
MAC address on the broadband router. It is not recommended that you
change the default MAC address unless required by your ISP. You can
use the Clone Your PC’s MAC Address button to replace the Internet
port’s MAC address with the MAC address of your Ethernet card.
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Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services. Make sure to remove any PPPoE software from your

PPPoE (DSL)

computer. The software is no longer needed and will not work through a router.

My Internet
Connection:

Address Mode:

IP Address:
User Name:

Password:
Service Name:

Reconnection
Mode:

Maximum Idle
Time:
DNS Addresses:

MTU:

MAC Address:

Select PPPoE (Username/Password) from the drop-down menu.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).
Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in the next
box.

Enter the ISP service name (optional).

Select either Always-on, On-Demand, or Manual. You can also select
a schedule for connection.

Enter a maximum idle time during which the Internet connection is
maintained during inactivity. To disable this feature, set your reconnect
mode to Always-on.

Enter the primary and secondary DNS server addresses (static PPPoE
only).

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your specific ISP. 1492 is the default MTU.

The default MAC address is set to the Internet port’s physical interface
MAC address on the broadband router. It is not recommended that you
change the default MAC address unless required by your ISP. You can
use the Clone Your PC’s MAC Address button to replace the Internet
port’s MAC address with the MAC address of your Ethernet card.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :

PPPoE (Username ,|" Password.) E|

MTU

Address Mode :
1P Address :
Username :
Password :
Verify Password :

Service Name :

Maximum Idle Time :
DNS Mode :

Primary DNS Server :
Secondary DNS Server :

PPPOE INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

@ Dynamic 1P ) Static 1P

({optional)

Reconnect Mode : = [, oo~ |

@ on demand ©) Manual
5 (minutes, O=infinite)

@ Receive DNS from ISP ) Enter DNS Manually

(optional)

To1492
MAC Address :

[ Clone Your PC's MAC Address
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Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username

PPTP

and password. This option is typically used for DSL services.

Address Mode:

PPTP IP Address:

PPTP Subnet
Mask:

PPTP Gateway:
PPTP Server IP:
Username:
Password:

Reconnect Mode:

Maximum Idle
Time:

DNS Servers:

MTU:

MAC Address:

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPTP only).

Enter the primary and secondary DNS server addresses (Static PPTP only).

Enter the gateway IP Address provided by your ISP.

Enter the server IP provided by your ISP (optional).

Enter your PPTP username.

Enter your PPTP password and then retype the password in the next box.

Select either Always-on, On-Demand, or Manual. You can also select
a schedule for connection.

Enter a maximum idle time during which the Internet connection is
maintained during inactivity. To disable this feature, set your reconnect
mode to Always-on.

The DNS server information will be supplied by your ISP (Internet Service
Provider).

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your specific ISP. 1400 is the default MTU.

The default MAC address is set to the Internet port’s physical interface
MAC address on the broadband router. It is not recommended that you
change the default MAC address unless required by your ISP. You can
use the Clone Your PC’s MAC Address button to replace the Internet
port’s MAC address with the MAC address of your Ethernet card.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :

PPTP (Username | Password) E|

MTU

Address Mode :

PPTP IP Address :

PPTP Subnet Mask :

PPTP Gateway IP Address :
PPTP Server IP Address :
Username :

Password :

Verify Password :
Reconnect Mode : )

Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :

PPTP INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

@ Dynamic IP ) Static IP

@ pn demand © Manual

5 (minutes, 0=infinite)

{optional)

I 1400
MAC Address :

[ Clone Your PC's MAC Address
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Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username and

L2TP

password. This option is typically used for DSL services.

Address Mode:

L2TP IP Address:

L2TP Subnet
Mask:

L2TP Gateway:
L2TP Server IP:
Username:
Password:
Reconnect
Mode:
Maximum Idle
Time:

DNS Servers:

MTU:

Clone MAC
Address:

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

Enter the L2TP IP address supplied by your ISP (Static only).

Enter the subnet mask supplied by your ISP (Static only).

Enter the gateway IP address provided by your ISP.
Enter the server IP provided by your ISP (optional).
Enter your L2TP username.

Enter your L2TP password and then retype the password in the next
box.

Select either Always-on, On-Demand, or Manual. You can also select
a schedule for connection.

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, set your
reconnect mode to Always-on.

Enter the primary and secondary DNS server addresses (Static L2TP
only).

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your specific ISP. 1400 is the default MTU.

The default MAC address is set to the Internet port’s physical interface
MAC address on the broadband router. It is not recommended that
you change the default MAC address unless required by your ISP.
You can use the Clone Your PC’s MAC Address button to replace the
Internet port’s MAC address with the MAC address of your Ethernet
card.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :

LZTP (Username | Password) E|

Address Mode :

L2TP IP Address :

L2TP Subnet Mask :

L2TP Gateway IP Address :
L2TP Server IP Address :
Username :

Password :

Verify Password :
Reconnect Mode :

Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :
MTU :

MAC Address :

L2TP INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

@ Dynamic IP ) Static IP

® 0On demand © Manual
5 (minutes, O=infinite)

(optional)
1400

[ Clone Your PC's MAC Address
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DS-Lite DHCPv6

DS-Lite is an IPv6 connection type. After selecting DS-Lite, the following parameters will be available for configuration:

DS-Lite Select the DS-Lite DHCPv6 option to let the router allocate the

Configuration: AFTR IPv6 address automatically. Select the Manual Configuration Choose the mode to be used by the router to connect to the Intemet.
to enter the AFTR IPv6 address in manually. My Internet Connection is 5 [EE7E———|[3]
AFTRIPv6 After selecting the manual configuration option above, the user
Address: can enter the AFTR IPV6 addreSS Used here. Enter the AFTR address information provided by your Internet Service Provider (ISP).
DS-Lite Configuration : @ ps.|ite DHCPY6 Option ) Manual Configuration
Add :
B4 IPv4 Address: Enter the B4 IPv4 address value used here. AFTR 1PV Address _
B4 IPv4 Address : 192.0.0. (optional)
WAN IPv6 Address :
WAN IPv6 Once connected, the WAN IPv6 address will be displayed here. 1Pv6 WAN Default Gateway
Address:

Save Settings ] [ Don't Save Settings

IPv6é WAN Default Once connected, the IPv6 WAN default gateway address will be
Gateway displayed here.
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Wireless Settings

Wireless Network Setup Wizard and refer to “Wireless Network Setup Wizard” on

If you want to configure the wireless settings on your router using the wizard, click
page 74.

INTERNET

WIRELESS SETTINGS

BER | The folowing Web-based wizards are designed to assist youin your wircless netwark setup and wirckess

Click Add Wireless Device with WPS if you want to add a wireless device using Wi-Fi i [

Protected Setup (WPS) and refer to“Add Wireless Device with WPS Wizard” on page 77. o A B e
If you want to manually configure the wireless settings on your router click Manual e N DR e
Wireless Network Setup and refer to the next page. —

dick Manual Wireless

Note: Some changes made using this Setup Wizard may require you to change some settings on your Network Setup to
wireless client adapters 5o they can stil connect to the D-Link Router. ngs

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD .

This wizard s designed to assist you in connecting your wireless device to your router. Tt wil guide you
through step-by-step instructions on how to get your wireless device connected. Click the button below
tabegn.

[ Add Wireless Devics vith WPS )

MANUAL WIRELESS NETWORK SETUP

If your wireless network is already set up with Wi-Fi Protected Setup, manual confuration of the
wireless network wil destroy the existing wireless network. If you would like to configure the wireless
settings of your new D-Link Systems Router manually, then dick on the Manual Wireless Network Setup
button below.

Manusl Wirsless Netwerk Setup: ]
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Enable Wireless:

Wireless
Network Name:

802.11 Mode:

Enable Auto
Channel Scan:

Wireless
Channel:

Transmission
Rate:

Channel Width:

Manual Wireless Network Setup

Check the box to enable the wireless function. If you do not want to use
wireless, uncheck the box to disable all wireless functions. Click Add
New to create your own time schedule to enable the wireless function.

Service Set Identifier (SSID) is the name of your wireless network. Create
a name using up to 32 characters. The SSID is case-sensitive.

Select one of the following:

802.11b Only - Select if all of your wireless clients are 802.11b.
802.11g Only - Select if all of your wireless clients are 802.11g.
802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11g and 802.11b - Select if you are using both 802.11b
and 802.11g wireless clients.

Mixed 802.11n and 802.11g - Select if you are using a mix of 802.11n
and 802.11g wireless clients.

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix
of 802.11n, 11g, and 11b wireless clients.

The Auto Channel Scan setting can be selected to allow the DIR-615
to choose the channel with the least amount of interference.

Indicates the channel setting for the DIR-615. By default the channel
is set to 6. The channel can be changed to fit the channel setting for
an existing wireless network or to customize the wireless network. If
you enable Auto Channel Scan, this option will be greyed out.

Select the transmission rate. It is strongly suggested to select Best
(Auto) for best performance.

Select the channel width:

Auto 20/40 - Select if you are using both 802.11n and non-802.11n
wireless devices.

20MHz - Select if you are not using any 802.11n wireless clients. This
is the default setting.

CID-LANn

s ] o oo | o

INTERNET

WIRELESS SETTINGS

NETWORK SETTINGS

Use this section to configure the wireless settings for your D-Link router. Please note that changes
made in this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features, This device supports three
wireless security modes including: WEP, WPA and WPAZ.

WIRELESS NETWORK SETTINGS

2.4GHz Band
(e (=] (S
Wireless Network Name : dinko7aes (Also called the SSID)
802.11 Mode : |Mixed 802.11n, 802.11g and 802.11b [ |
Enable Auto Channel Scan : [7]
Wireless Channel : [2417 Gz - 0n 1
Best (automatic) [~ ] (Mbit/s)
20/40 MHz(Auto) [+]

Wireless Band :

Enable Wireless :

Transmission Rate :
Channel Width :
Visibility Status :

® visible © Invisible

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy dients while maintaining higher security with stations that are WPA2 capable.
Also the strongest cipher that the dient supports will be used. For best security, use WPA2 Only
mode. This mode uses AES(CCMP) cipher and legacy stations are not allowed zccess with WPA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cigher. Some gaming
and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : | Auto{WPA or WPAZ) [~ ]
Cipher Type = [TKIP and €5 [=]

Group Key Update Interval : 3g00 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of
ample length and should not be a commonly known phrase.

Pre-Shared Key : password

Save Seitings | [_Don't Save Seftings

WIRELESS SECURITY MODE
Security Mode : [WPA-Personal | =]
w

network. We recommend
that you change it to a
familiar name that does
not contain any personal
information.

+ Enable Auto Channel
Selection let the router

on each device.

+ Tfyou have enabled
ity, make

D-Link DIR-615 User Manual

23



Section 3 - Configuration

Visibility Status: Select Invisible if you do not want the SSID of your wireless network
to be broadcast by the DIR-615. If Invisible is selected, the SSID of
the DIR-615 will not be seen by site survey utilities, so you will have
to manually enter the SSID of your DIR-615 in order to connect to it.

Wireless Security Select the type of wireless security encryption that you want to use for
Mode: your wireless network. For more information regarding how to set up
wireless security, please refer to “Wireless Security” on page 73

WIRELESS NETWORK SETTINGS

Wireless Band : 2.4GHz Band
Enable Wireless : [7] E""E“‘?.YG El
Wireless Network Name : diink (Also called the SSID)
802.11 Mode : |Hixed 802.11n, 802.11g and 802.11b [~
Enable Auto Channel Scan : [
Wireless Channel @ |2.410 G 1 ]
Transmission Rate : |Best (automatic) [ = | (Mbit/s)
Channel Width : [20/40 MHz{Auto) [=]
Visibility Status : @ visible O Invisible

WIRELESS SECURITY MODE

Security Mode : |WPA-Persanal [+

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPAZ capable.
Also the strongest cipher that the client supports will be used. For best security, use WPA2 Only
mode. This mode uses AES{CCMP) cipher and legacy stations are not allowed access with WPA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cpher. Some gaming
and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : |auto(WPA or wra2) [=]

Cipher Type : [TKIP and AE5 [
Group Key Update Interval : 3500 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of
ample length and should not be a commonly known phrase.

Pre-Shared Key : password

Save Settings | l Don't Save Settings |
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enterthe IP address of the router. The default IP address is 192.168.0.1.

Note: If you change the IP address, once you click Apply, you will
need to enter the new IP address in your browser in order to access j_

t h e co nfl g u rat [elg! Ut | I |ty. AR Use this section to configure the internal network settings of your router and also to configure the « Ifyou already have a

NETWORKSETTING built-in DHCP server to assign IP addresses to computers on your network. The TP address thatis | [ e Ryt AN ATS
configured here is the IP address that you use to access the Web-based management interface. If s
you change the IP address in this section, you may need to adjust your PC's netwark settings to

Subnet Mask: Enter the subnet mask. The default subnet mask is 255.255.255.0. s ol o R O O ST

settings here to get your network up and running.

Local Domain: Enter the domain name (optional). s ]

Use this section to configure the internal network settings of your router. The IP address that is
configured here is the IP address that you use to access the Web-based management interface. If

Enable DNS REIay: UnCheCk the bOX tO transfer the DNS Server information from your you change the IP address here, you may need to adjust your PC's network settings to access the

network again.

ISP to your computers. If checked, your computers will use the router Router [P Addres : EETRT
for a DNS server. Default Subnet Mask : 255.255.255.0

Host Name : glinkrouter

Local Domain Name : (optional)

Enable DNS Relay : [7]

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on your
network.

Enable DHCP Server :
DHCP IP AddressRange : 100 to 199  (addresses within the LAN subnet)
DHCP Lease Time : 10080  (minutes)
Always broadcast : [7] (compatibility for some DHCP Clients)

ADD DHCP RESERVATION

Enable : [
Computer Name : Computer tame [ ]
1P Address :
MAC Address :

Clone Your PC's MAC Address
Add ] Update | [ Clear

DHCP RESERVATIONS LIST

Enable  Host Name 1P Address

NUMBER OF DYNAMIC DHCP CLIENTS

Host Name 1P Address MAC Address Expired Time

Save Settings | | Don't Save Settings

D-Link DIR-615 User Manual 25



Section 3 - Configuration

DHCP Server Settings

The DIR-615 has a built-in Dynamic Host Control Protocol (DHCP) server. The DHCP server will automatically assign an IP
address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting their TCP/
IP settings to “Obtain an IP Address Automatically."When you turn your computers on, they will automatically load the TCP/IP
settings provided by the DIR-615. The DHCP server will automatically allocate an unused IP address from the IP address pool
to the requesting computer. You must specify the starting and ending address of the IP address pool.

Enable DHCP Check this box to enable the DHCP server on your router. Uncheck to

Server: disable this function.

Use this section to configure the built-in DHCP server to assign IP address to the computers on your
network.

DHCP IP Enter the starting and ending IP addresses for the DHCP server’s IP

3 Enable DHCP Server :
Address Range: assignment.

DHCP IP Address Range : 100 to 199  (addresses within the LAN subnet)
DHCP Lease Time : 1p080 (minutes)

Note: If you statically (manually) assign IP addresses to your computers Adways broadGast : B (compatbikty fur some DHCP Clents)

or devices, make sure the IP addresses are outside of this range or you
may experience an IP address conflict.

Lease Time: The length of time for the IP address lease. Enter the lease time in
minutes.

Always Enable this function to ensure compatibility with some DHCP clients.
Broadcast:
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DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation. The router
will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP address range.

Enable:

Computer
Name:

IP Address:

MAC Address:

Copy Your PC’s
MAC Address:

Save:
Number of
Dynamic DHCP

Clients:

Revoke:

Check this box to enable the reservation.

Enter the computer name or select from the drop-down menu and
click <<.

Enter the IP address you want to assign to the computer or device. This
IP address must be within the DHCP IP address range.

Enter the MAC address of the computer or device.

Click this button to copy the MAC address of the computer you are
currently using into the MAC address field.

Click Save to save your entry. You must click Save Settings at the top
to activate your reservations.

This section displays the number of dynamic DHCP clients currently
connected, and lists details of each client in the table below,

Click Revoke to cancel the lease for a specific LAN device and free an
entry in the lease table. Do this only if the device no longer needs the
leased IP address, because, for example, it has been removed from the
network.

ADD DHCP RESERVATION

Enable : 7]
Computer Name : Computer Name [ =]
IP Address :
MAC Address :
[ Clone Your PC's MAC Address ]

DHCP RESERVATIONS LIST

Enable  Host Name IP Address MAC Address

NUMBER OF DYNAMIC DHCP CLIENTS

Host Name IP Address MAC Address Expired Time

[ Save Settings ] [ Don't Save Settings ]

Note: The revoke option will not disconnect a PC with a current network session from the network; you would need to use MAC
address filter to do that. Revoke will only free up a DHCP address for the very next requester. If the previous owner is still available,
those two devices may both receive an IP address conflict error, or the second device may still not receive an IP address; in that case,
you may still need to extend the DHCP IP address range to address the issue, which is located in the DHCP server section.

The reserve option converts this dynamic IP allocation into a DHCP reservation and adds the corresponding entry to the DHCP

reservations list.
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Virtual Server

The DIR-615 can be configured as a virtual server so that remote users R—

accessing web or FTP services via the public IP address can be automatically :
redirected to local servers in the LAN (Local Area Network). —

The Wirtual Server
to

option alows you to define a single public port an your router for rediection
an intermal LAN 1P Address and Private LAN port if required. This feature is useful for hosting
line services such as FTP or Web Servers.

anl
Save Settings | [ Don't Save Settings
24 - VIRTUAL SERVERS LIST

Remaining number of rues that can be created; 24

The DIR-615 firewall feature filters out unrecognized packets to protect
your LAN network so all computers networked with the DIR-615 are
invisible to the outside world. If you wish, you can make some of the
LAN computers accessible from the Internet by enabling Virtual Server.
Depending on the requested service, the DIR-615 redirects the external
service request to the appropriate server within the LAN network.

Port Traffic Type
Public Port  Protocol Schedule

Always ™

Mame

[ | [ Appication rame v
1P Address Private Port
[ | (3| Computer Hame %
TNamne

L] Applcation narme v ||

1P Address Private Port
L3 Corpuertane ] ||

Marne: Public Port
[ | (=3[ Application name %
1P Adchress

i
Ui
]

o
P
=4
=2
o
=}

Protocol Schedule
Always ¥

El
g
D -
<

D
S
g
g
=N

Schedule
Always (W

]
e
]

)
=
o
i
o
=

The DIR-615 is also capable of port-redirection, meaning incoming traffic Cerpzetine B

to a particular port may be redirected to a different port on the server
computer.

Schedule
Blways ¥

o
E
=y
i
o
g
b
2
i
g
o

@
5
<
I

Mame
Application name v
O

On this page, each virtual service that is created will be listed at the bottom
of the screen in the virtual servers list. There are pre-defined virtual services
already in the table. You may use them by enabling them and assigning
the server IP to use that particular virtual service.

If you are unsure of which port to open, check your application’s helpfile,
FAQ, or technical support site. For a list of ports for common applications,
please visit your local D-Link support website.
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Virtual Servers List

This will allow you to open a single port for access by specified clients. If you have multiple clients on your network that require
an open port, you will need to create a Virtual Server rule for each client.

Name:

IP Address:

Private Port/
Public Port:

Protocol Type:

Inbound Filter:

Schedule:

Enter a name for the rule or select an application from the drop-down
menu. Select an application and click << to populate the fields.

Enter the IP address of the computer on your local network that you
want to allow the incoming service to. If your computer is receiving an
IP address automatically from the router (DHCP), you computer will be
listed in the Computer Name drop-down menu. Select your computer
and click <<.

Enter the port that you want to open next to Private Port and Public Port.
The private and public ports are usually the same. The public portis the
port seen from the Internet side, and the private port is the port being
used by the application on the computer within your local network.

Select TCP, UDP, Both or Other from the drop-down menu.

Select Allow All (most common) or a created inbound filter. You may
create your own inbound filters in the Advanced > Inbound Filter page.

The schedule of time when the virtual server rule will be enabled. The
schedule may be set to Always, which will allow the particular service
to always be enabled. You can create your own times in the Tools >
Schedules section.

24 - ¥IRTUAL SERVERS LIST

Femaining number of rules that can be created: 24

spplication name v
O

Port Traffic Type
Mame Public Port  Protocal Schedule
Application name v | | |ElDth v| |Always V|
IP Address Private Port
[ ] Computer Name | v L]
Marne Public Port Protocol Schedule
Application name ¥ | | |ElDth v| |Always V|
IP Address Private Port
Computer Mame v
Marne Public Part  Protacal Schedule
spplication name v | | [Both | [Aways v
IP Address Private Port
Computer Mame v
Marne Public Port Protocol Schedule
| | [Both v|  [ahways v |
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Application Rules

Some applications, such as Internet gaming, video conferencing, and Internet telephony require multiple connections. These
applications have difficulties working through NAT (Network Address Translation). Application rules allow some of these
applications to work with the DIR-615. If you need to run applications that require multiple connections, specify the port
normally associated with an application in the Trigger Port field, select the protocol type as TCP or UDP, then enter the firewall
(public) ports associated with the trigger port to open them for inbound traffic.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:
Schedule:

Enter a name for the rule. You may select a pre-defined application from
the drop-down menu and click <<.

This is the port used to trigger the application. It can be either a single
port or a range of ports. Separate ports with a comma, and specify a
range with a dash. Example: 24,1009,3000-4000

Select the protocol of the trigger port (TCP, UDP, or Both).

This is the port number on the Internet side that will be used to access
the application. You may define a single port or a range of ports.
Separate ports with a comma, and specify a range with a dash. Example:
24,1009,3000-4000

Select the protocol of the firewall port (TCP, UDP, or Any).

The schedule of time when the application rule will be enabled. The
schedule may be set to Always, which will allow the particular service
to always be enabled. You can create your own schedules in the Tools
> Schedules section.

SETUP ADVANCED TOOLS STATUS SUPPORT
il

The Application Rules option is used to open single or multidle ports inyour firewal when the
router senses data sent to the Internet on an outgoing "Trigger " port or port range, Special
Application rules apply to all computers on your internal netwark,

Save Settings | [ Don't Save Settings
24 -- APPLICATION RULES

mber of rules that can be created: 24

Port Traffic Type
Trigger
Application

| Applcation Name %] pyeal
[

L)

[applcation Mame | [aways ]

(a1

Application

Application [avays
[ppication Name /] s

Trigger
Application
| appiication Mame % Fagal

Helpful Hi
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Port Forwarding

This page will allow you to open a single port or a range of ports. Check the box to the left of each rule to activate it.

Name: Enteraname for the rule or select an application from the drop-down
menu. Select an application and click << to populate the fields.

" D-LInk

DIR-615 // SETUP ADVANCED TOOLS STATUS SUPPORT

IP Address: Enter the IP address of the computer on your local network that you _ Helefl it
want to allow the incoming service to. If your computer is receiving QIR oo s s o v Tt o oo v | P
e farmat, Port Ranges (100-150), Individual Ports (80, 63, 888), or Mixed {1020-5000, £83).

This option is only applicable to the INTERMET session.

Save Settings | | Don't Save Settings
24 -- PORT FORWARDING RULES
c

Remaining number of rules that can be created: 24

an IP address automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down menu. Select your
computer and click <<.

Ports to Open
MName TCP Schedule
application Name ¥ Bhways
O
1P Address LDP
| [e2) [computer hame v |
hame TCP Schedle
Application Name v Always ¥
a
P Address LDP
Computer Name ¥
Narne TP Schedule
Application Name v Always ¥
@l
[P Address LDP
Computer Name
Name TCP Scheduls
Application Name v Always v
@l
IP Address LDP

Computer Name ¥

TCP/UDP: Enter the TCP and/or UDP port or ports that you want to open. You can
enter a single port or a range of ports. Separate ports with acomma,
and specify a range with a dash. Example: 24,1009,3000-4000

Schedule: The schedule of time when the port forwarding rule will be enabled.
The schedule may be set to Always, which will allow the particular
service to always be enabled. You can create your own times in the
Tools > Schedules section.
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QoS Engine

The QoS Engine option helps improve your online performance by prioritizing applications. By default the QoS Engine settings
are disabled and application priority is not classified automatically.

Enable QoS This option is disabled by default. Enable this option for better - . :
Engine: performance and experience with online games and other interactive A 4

applications, such as VolP. [or-cs J]
Sl oossees
Automatic Uplink This option is enabled by default when the QoS engine option is prebiciae il SR M s U A U
. . . . . FTP ar Weh.
Speed: enabled.This option will allow your router to automatically determine
the uplink speed of your Internet connection.
Enable QoS : []
Measured Uplink This displays the detected uplink speed. Uik Soeed : B3RS kops << [t T e )
Speed‘ : a Downlink Speed © 5152 | kops << [Soec T e |

Save Settings | [ Don't Save Settings

Manual Uplink The speed at which data can be transferred from the router to your ISP.
Speed: This is determined by your ISP.ISPs usually list speeds as a download/

upload pair. For example, 1.5 Mbps/284 Kbps. Using this example, you

would enter 284. Alternatively you can test your uplink speed with a

service such as www.dslreports.com.
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Network Filters

Use MAC (Media Access Control) filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from
accessing the network. You can either manually add a MAC address or select the MAC address from the list of clients that are
currently connected to the broadband router.

Configure MAC Select Turn MAC Filtering Off, Allow MAC addresses listed below, or
Filtering: Deny MAC addresses listed below from the drop-down menu.
Enter the MAC address you would like to filter.

CID-LInkK

SETUP ADVANCED TOOLS STATUS SUPPORT

Helpful Hi

MAC Address: To find the MAC address on a computer, please refer to “Networking
Basics” on page 103.

Metworks Filter option is used to control network access based on the MAC Address of the
network adapter. A MAC address is 3 unigue ID assigned by the manufacturer of the netwark
adfapter. This featurs can be configured to ALLOW or DENY netwark/Interet access,

Save Settings | | Don't Save Settings

24 - MAC FILTERING RULES
Configure MAC Fitering below:

[Turn mac Fitering OFF

METWWORK FILTER

DHCP Client: Select a DHCP client from the drop-down menu and click << to copy
that MAC Address.

Remaining number of rules that can be created: 24

MAC Address DHCP Client List Schedule

Schedule: Select the schedule which will dictate when the filtering rules will be
effective. Click on the New Schedule button to begin the Schedule
Wizard to and create a new schedule.

D-Link DIR-615 User Manual 33



Section 3 - Configuration

Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as a parental control to

only grant access to approved sites, limit web access based on time or dates, and/or block access from applications like P2P
utilities or games.

Add Policy: Check the Enable Access Control check box and click the Add Policy
button to start the Access Control Wizard. All current policies will be
displayed in the policy table. To edit a policy, click on the Edit icon. To
delete the policy, click on the Delete icon.

AN

R-615 // SETUP ADVANCED TOOLS STATUS SUPPORT

Helpful Hints.
The Access Control option alows you to control access in and out of your network, Use this

feature as Access Controls to only grant access to approved sites, mit web access hased on
time or dates, andfor block internet access for applications ke P2P utiities or games,

Save Settings | [ Don't Save Settings
ILTER
ACCESS CONTROL ACCESS CONTROL

Enable Access Control :

b
POLICY TABLE

Enable  Policy Machine Filtering Logged Schedule

I e— y e \c_;)r:‘]ywebnccess s iy E ?

Don't Save Settings:

Access Control Wizard

Click Next to continue with the wizard.

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unique name for your policy

Step 2 - Select a schedule

Step 3 - Select the machine to which this policy applies
Step 4 - Select fittering method

Step 5 - Select filtkers

Step 6 - Configure Wb Access Logging
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Enter a name for the policy and then click Next to continue.

Select a schedule from the drop-down menu and then click Next to continue. You can
create new schedules in the Tools > Schedules section.

Enter the following information and then click Next to continue.

« Address Type - Select IP address, MAC address, or other machines.
« IP Address - Enter the IP address of the computer you want to apply the rule to.

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

Policy Name :  [Example 1

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Details :  always

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Address Type @ () [p ) MAC i@ Dther Machines
IP Address : <<
Machine Address : <<
Machine
Other Machines
e

Specify a machine with its IP or MAC address, or select "Other Machines' for machines that do not have a policy.

D-Link DIR-615 User Manual

35



Section 3 - Configuration

Select the filtering method and then click Next to continue.

Select the method for filtering.

Method : O Logweh Access Only O Block Al Arcess @ Block Some Access

Apply Web Filter :
Apply Advanced Port Filters :

Enter the rule:

Add Port Filters Rules.

Specify rules to prohibit access to spedific [P addresses and ports.

Enable - Check to enable the rule.

- 53 Dest Dest

Name - Enter a name for your rule. FED i Start e e B
Dest IP Start - Enter the starting IP address. S : } : } : } : v; : : s ]

. 0.0.0.0 255,255,255.255 Anr b
Dest IP End - Enter the ending IP address. oo b ] s ==
Protocol - Select the protocol. o | | boso ] [mesas] [ M ] e ]
: o | . [ose. | e | [y v [

Dest Port Start - Enter the starting port number. = e Eees] 2§ ] B
Dest Port End - Enter the ending port number. o | | oo | [mseses | [ 9] [ ] [
O [ | |0.0.0.0 | |55 255,255,255 | [amy o] | es== |

STEP 6: CONFIGURE WEB ACCESS LOGGING

To enable web logging, click Enable. Web Access Logoing | @ Dssied

O Enabled

Click Save to save the access control rule.
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Website Filters

Website Filters are used to allow you to set up a list of allowed web sites that can be used by multiple users through the network.
To use this feature, select to Allow or Deny, enter the domain or website and click Add, and then click Save Settings. You
must create a policy and select Apply Web Filter under the Access Control settings in order for website filters to work. Please
refer to “Access Control” on page 34 for more information.

Configure Select Deny or Allow computers access to only these sites.
Website Filter

T 1D-LINK

Below:
Clear the |ISt Clle to delete a” entries in the I|St The Website Filter option alows you to set up a list of Web sites vou would like to dlow or dery

through your network. To use this feature, you must also select the "Apply Web Fiter”

b e I ow: checkbox in the Access Control section.
.
Save Settings | [Don't Save Settings

24 -- WEBSITE FILTERING RULES

Caonfigure wehsite Fiter below:

Website URL/ Enter the keywords or URLs that you want to allow or deny.
Domain:

[DEMY computers arcess to GNLY these sites ]

Clear the list below,..

webssite URL/Domain

Save Settings ] [Don't Save Settings

WIRELESS
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you can
configure inbound data filtering rules that control data based on an IP address range. Inbound filters can be used with virtual
server, port forwarding, or remote administration features.

Name: Enter a name for the inbound filter rule.

Action: Select Allow or Deny. B/ | v DR  os | saws |
Enable: Check to enable rule.

The Inbound Filter option is an advanced method of controling data received from the Intemet.
With this feature you can configure inbound data filtering rules that contral data based on an 1P
address range.

Inbound Fitters can be used for imiting access ta a server on your netwark to a system or group
of systems. Fiter rules can be used with Virtual Server, Port Forwarding, or Remote
Administration features.

ADD INBOUND FILTER RULE

action :

Remote IP Range : Enable Remote IP Start  Remote 1P End
O

Source IP Start: Enter the starting IP address. Enter 0.0.0.0 if you do not want to specify
an IP range.

Source IP End: Enter the ending IP address. Enter 255.255.255.255 if you do not want
to specify an IP range.

'55,255.255.25
'55,255,255.25!

Save: Click the Save button to apply your settings. You must click Save
Settings at the top to save the settings.

55.255,.255.255

'55.255,.255.255

EEREIEIEIEEE
ol o el |o gz e|le
ol o el |o gz e|le
EHCRERERENERENE

Oooooooog

AR ]
@ g8 o
R R i
won R i
@G e a
ol Rl | fa
won R i
@G e a
ol R | fa
AR AR i
@& & IR

Inbound Filter This section will listany rules that are created. You may click the Editicon
Rules List: to change the settings or enable/disable the rule, or click the Delete
icon tO remove the rule. INBOUND FILTER RULES LIST

Name

=
o
=

Action  Remote IP Range

WIRELESS
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Firewall Settings

A firewall protects your network from the outside world. The DIR-615 offers a firewall type functionality. The Stateful Packet
Inspection (SPI) feature helps prevent malicious attacks. Sometimes you may want a computer exposed to the outside world
for certain types of applications. If you choose to expose a computer, you can enable the Demilitarized Zone (DMZ). This option
will expose the chosen computer completely to the outside world.

Enable SPI:

Enable Anti-Spoof
Checking:

Enable DMZ Host:

IP Address:

SPI (Stateful Packet Inspection, also known as dynamic packet filtering)
helps to prevent cyber attacks by tracking the state of packets traveling
across the network. It validates that the traffic passing through the
session conforms to the protocol.

Enable this option to provide protection from certain kinds of
“spoofing” attacks.

If an application has trouble working from behind the router, you can
expose one computer to the Internet and run the application on that
computer. Check the Enable DMZ box to place a computer in the DMZ.

Note: Placing a computer in the DMZ may expose that computer to
a variety of security risks. Use of this option is only recommended for
experienced users who understand the associated risks.

Specify the IP address of the computer on the LAN that you want to
have unrestricted Internet communication. If this computer obtains
its IP address automatically using DHCP, be sure to make a static
reservation on the System > Network Settings page so that the IP
address of the DMZ machine does not change.

DMZ means "Demilitarized Zone". DMZ allows computers behind the router firewall to be
arcessible to Intermet traffic. Typically, your DMZ would contain 'Web servers, FTP servers and
athers,

Save Settings | | Don't Save Settings

Enable SPI : []
ANTI-SPOOF CHECKING .
Enable anti-spoof checking : []

DMZ HOST

The DMZ (Demilitarized Zone) option lets you set a single computer on your netwark outside of
the router, If you have a computer that cannot run Internet applications successfully from
behind the router, then you can place the computer inta the DMZ for unrestricted Internat
arcess,

Note: Putting a cornputer in the DMZ may expose that computer to a varisty of security risks,
Use of this option is only recommended as a last resort,

Enable DM2 @[]

DM2Z IP Address : l:l

APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION

PPTP :
PSec (VPN) :
RTSP :

SIP :

Save Settings | [ Don't Save Settings

m SETUP ADYANCED TOOLS STATUS SUPPORT

Helpful Hints...

+ DMZ:

WIRELESS
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Advanced Wireless Settings

This section allows you to adjust the advanced settings of your wireless network. It is not recommended that you make changes
in this section unless you are familiar with these settings, or you have been instructed to do so.

Transmit Set the transmit power of the antennas.
Power:

WLAN Enabling this feature prevents wireless clients from communicating
Partition: with each other over the wireless network. Clients will still be able
to communicate with the router and access the Internet, however
communications with other connected wireless clients will be blocked.

WMM Enable: WMM is QoS for your wireless network. This can help to improve the
quality of video and voice applications for your wireless clients.

HT 40/20 Enable this feature to force the use of the 40 MHz band even in heavily
Coexistence: congested areas. Enabling this feature may reduce transmission speeds
when there are a number of other wireless N devices operating within

the same vicinity. When disabled, the DIR-615 will drop back to the

slower 20 MHz when heavy congestion is detected on the 40 MHz band.

" D-LInk

SETUP ADVANCED TooLs STATUS SUPPORT

These options are for users that wish to change the behavior of their 802.11n wireless radio
from the standard settings. We do not recommend changing these settings from the factory
defaults. Incorrect settings may impact the performance of your wireless radio. The default
settings should provide the best wireless radio perfarmance in mast environments

Save Settings | [ Don't Save Settings

ADVANCED WIRELESS SETTINGS

Wireless Band : 2.4GHz Band
Transmit Power :
WLAN Partition @[]
WMM Enable :
HT 20/40 Coexistence : @& Enaple © Disable

Save Settings ] [Don't Save Settings

WIRELESS
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Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) allows you to easily and securely add compatible wireless devices to your network. WPS uses two
methods to add devices, Push Button Configuration (PBC) and PIN configuration. PBC allows configuration by pressing a WPS
button on the router and the new device, and the PIN method provides a PIN code which must be entered on the new device

| Ay AN

or client in order to connect.

Enable: Check this box to enable devices to be added using the WPS
method.

Wi-Fi Protected Displays the current status of the WPS mode.
Setup:

Lock WPS-PIN Check this box to block configuration using the WPS-PIN method.
Setup: If this optionis selected, devices can still be added using the WPS-
PBC method.

PIN: Displays the current PIN code for adding devices to your network.
Click the Reset PIN to Default button to return the PIN code to its
default setting. Click the Generate New PIN button to generate
a new PIN number. These settings will be saved once the Save
Settings button has been clicked.

Add Wireless Click the Connect your Wireless Device button to be taken
Station: through the steps of adding a new device. For more information
on adding devices using WPS, please refer to “Configure WPS” on

page 85.

DIR-615 //

5 CONTRO
—————| WI-FI PROTECTED SETUP .
! Set
[et3

A ICED
WI-FI PROTECTED
SETUR

SETUP ADYANCED TOOLS STATUS

wi-Fi Pratected Setup is used to easlly add devices to a network using a PIN or button press,
Devices must support WiF Protected Seftup in order to be configured by this method,

If the PIN changes, the new PIN will be used in folowing Vi-Fi Protected Setup process, Clicking
on "Don't Save Settings” button will not reset the PIN,

However, if the nes PIN is not saved, it wil get lost when the device reboots or loses power,

Save Settings Don't Save Settings

Enable :
WiFi Protected Setup : Enable/Configured
Lock WPS-PIN Setup :

PIN SETTINGS

PIN : 12345678

Reset PIN to Default Generate Mew PIN
ADD WIRELESS STATION

Connect your Wireless Device

Save Settings | | Don't Save Settings

SUPPORT

Helpful Hints...
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Advanced Network Settings

This section allows you to adjust the advanced settings of your wired network. It is not recommended that you make changes
in this section unless you are familiar with these settings, or you have been instructed to do so.

UPnP Settings: To use the Universal Plug and Play (UPnP") feature, click on Enabled. i ;
UPnP provides compatibility with networking equipment, software e :

and peripherals.
Helpful Hints...
WAN Ping: Unchecking the box will not allow the DIR-615 to respond to pings. | oot e et o e e U i oo e
Blocking the ping may provide some extra security from hackers. Check

the box to allow the Internet port to be “pinged”.

Uriversal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for network
dewvices.

WAN Port Speed: You may set the port speed of the Internet port to 10 Mbps, 100 Mbps,
or auto. Some older cable or DSL modems may require you to set the
port speed to 10 Mbps.

Enable UPnP :

WAN PING

If you enable this feature, the WAN port of your router will respond to ping requests from the
Intemet that are sent to the Wan [P address.

IPV4 Multicast Check the box to allow multicast traffic to pass through the router ot teee -

Streams: from the Internet over IPV4 routes.

WAN PORT SPEED

WAN Port Speed : | 4t0 10/100Mbps |+

IPY4 MULTICAST STREAMS

IPV6 Multicast Check the box to allow multicast traffic to pass through the router
Streams: from the Internet over IPV6 routes.

1Pv4 Enable Multicast Streams @ []

IPY6 MULTICAST STREAMS

Enable IPv6 Multicast Streams :

Save Settings | [Don't Save Settings

WIRELESS
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IPv6

This section allows you to set up an IPv6 connection. There are several connection types to choose from: Auto Detection,
Static IPv6, Autoconfiguration (SLAAC/DHCPv6), PPPOE, IPv6 in IPv4 Tunnel, 6to4, 6rd, and Link-local. If you are unsure of your
connection method, or are missing any of the information required in any of the steps in this section, please contact your IPv6
Internet Service Provider.

At any time during the IPv6 setup, you can click the Save Settings button to save your current configuration, or click the Don’t
Save Settings button to discard any changes.

Auto Detection
The DIR-615 is able to automatically detect your IPv6 connection type and acquire the relevant settings from your ISP. You
should only populate the other fields on this page if you are familiar with their functions, or you have been instructed to do
so by your ISP.

My IPv6 Select Auto Detection to have the DIR-615 automatically detect your , ‘
Connection Is: IPv6 connection. Once selected, you can click Save Settings to save | ¥ LENL

the configuration. If the auto detection is successful, the Internet LED Cowcens ]

on the front of your router will be lit green. T e
Uset ;hg se‘(tmn to Etunggure !;Dtlr IPvtESEDnnetpt\un ;ype. If you are unsure of your connection

Note: If you have a PPPoE account which only allows an IPv6 (See St ) (Gt S

connection, you cannot use the auto detection feature and should ]

Select PPPOE and Set up the connection manua”y_ Choose the mode to be used by the router to connect to the IPv6 Internet.

[TemereeE | My IP¥6 Conhnection is :

IPv6 DNS Select either Obtain IPv6 DNS Servers Automatically or Use the :
Settings: following IPv6 DNS Servers- -' — : Obtain DNS server address automatically or enter a specific DNS server address.

(&) Dbtain IPv6 DNS Servers automatically
(O Use the following IPv6 DNS Servers

Primary DNS Server : | |

Secondary DNS Server : I |

Primary/ If you did not choose to obtain DNS servers automatically, enter the

i
Secondary DNS primary and secondary DNS server addresses.
Use this section to configure the internal network settings of your rauter. If you change the
Ad d ress: LAN IPvé Adckress here, you may need to adiust your PC network settings to access the

network again.

Enable DHCP-PD :

Enable DHCP- Check this box to enable DHCP-PD services. LA Py Acress : | | o4

P D LAN IPv6 Link-Local Address : feS0::cad3:a3ff:fe38:0910 /64
.
.

LAN IPv6 Enter the LAN (local) IPv6 address for the router.
Address:
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LAN Link-Local
Address:

Enable Automatic
IPv6 Address
Assignment:

Enable Automatic
DHCP-PD in LAN:

Autoconfiguration
Type:

Router
Advertisement
Lifetime:

Displays the router’s LAN link-local address.

Check to enable the automatic IPv6 address assignment feature.

Check this box to automatically enable DHCP-PD services.

Choose either Stateful DHCPv6, SLAAC + RDNSS, or SLAAC +
Stateless DHCPv6 from the drop-down menu.

Enter the IPv6 address lifetime (in minutes).

LaN IPY6 ADDRESS SETTINGS

Lse this section to configure the internal network settings of your router, If you change the
LaM IPvE Address here, you may need to adjust your PC network settings to access the
network again,

Enable DHCP-PD :
LAN IPv6 Address : | |f64

LAN IPv6 Link-Local Address @ fe20::cad2:a2ff fe32:c010 j6d

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on
wour network, You can also enable DHCP-PD to delegate prefixes for routers in your LAN,

Enable Automatic IPv6 address :
assignment

Enable Automatic DHCP-PD in :
LAMN

Autoconfiguration Type : |SLAAC+StateIess DHCP
Router Advertisement Lifetime : l:l {rinutes)

[(Save settings | [Don't Save Settings |
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My IPv6
Connection Is:

Use Link-Local
Address:

Subnet Prefix
Length:

IPv6 Default
Gateway:

Primary/
Secondary IPv6
DNS Servers:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable Automatic
IPv6 Address
Assignment:

Autoconfiguration
Type:

Router
Advertisement
Lifetime:

Static IPv6

Select Static IPv6 from the drop-down menu.

Check the box and enter the address settings supplied by your Internet
provider (ISP).

Enter a subnet prefix length.

Enter the default gateway for your IPv6 connection.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

Check to enable the autoconfiguration feature.

Choose either Stateful DHCPv6, SLAAC + RDNSS or SLAAC +
Stateless DHCPv6 from the drop-down menu.

Enter the IPv6 address lifetime (in minutes).

Use this section to configurs your IPYE Conmection Type. If you are unsure of your connection
method, please contact your Internet Service Provider,

Save Settings | [ Dan't Save Settings

Choase the mode to be used by the router to cannect to the IPv6 Internet.

My IPv6 Connection is @ [giatic 1pva v

= WAN IP¥6 ADDRESS SETTINGS "

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

Use Link-Local Address

1Pv6 Address  ffgn; rad3:aaff:fe38ic911 ]

Subnet Prefix Length :
i
i
i

Default Gateway

LAN IPY6 ADDRESS SETTINGS

Use this section to configure the interna network settings of your router. If you change the
LN 1Pv6 Adcress here, you may need to adiust your PC network settings to access the
network again.

Primary DNS Server

Secondary DNS Server

LAN 1Pv6 Address : | paa

LAN IPv6 Link-Local Address : fe30::cad3:a3ff:fe38:0910 fé4

ADDRESS AUTOCONFIGURATION SETTINGS
Use this section to setup IPv6 Autoconfiguration to assion TP addresses to the computers on
your network

Enable Automatic IPv6 address :
assignment

Autotonfiguration Type : 5 44 Stateless DHCP v

Router Advertisement Lifetime : [ | (rinytes)

Save Settings | [ Don't Save Settings

IPY6 CONNECTION TYPE t}

" DD-Lin| .

DIR-615 // SETUP ADVANCED TOOLS STATUS SUPPORT

WIRELESS

D-Link DIR-615 User Manual

45



Section 3 - Configuration

My IPv6
Connection Is:

IPv6 DNS Settings:

Primary/
Secondary DNS
Address:

Enable DHCP-PD:
LAN IPv6 Address:

LAN Link-Local
Address:

Enable Automatic
IPv6 Address
Assignment:

Enable Automatic
DHCP-PD in LAN:

Autoconfiguration
Type:

Router
Advertisement
Lifetime:

DHCP Autoconfiguration

Select Autoconfiguration (SLAAC/DHCPv6) from the drop-down
menu.

Select either Obtain IPv6 DNS Servers Automatically or Use the
following IPv6 DNS Servers.

If you did not choose to obtain DNS servers automatically, enter the
primary and secondary DNS server addresses.

Check this box to enable DHCP-PD services.
Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

Check to enable the automatic IPv6 address assignment feature.

Check this box to automatically enable DHCP-PD services.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the IPv6 address lifetime (in minutes).

" D-L1n

// SETUP ADVANCED TOOLS STATUS

Use this section to configure your IPve Cannection Type, If you are unsure of your connection
rnethod, please contact your Internet Service Provider.

IPV6 CONNECTION TYPE th

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IPv6 Connection s : [ toconfiguration(SLAAC/DHCPYE) (¥

IPY6 DNS SETTINGS .‘

Dbtain DNS server address automatically or enter a specific DNS server address.

(%) Obtain IPv6 DNS Servers automatically
O Use the following IPY6 DNS Servers

Primary DNS Server : | ‘

Secondary DNS Server : | ‘

LAN IPV6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the
LAN IPve Address here, you may need to adjust your PC network settings to access the
network again

Enable DHCP-PD :
LAN IPv6 Address : [ | 54

LAN IPv6 Link-Local Address : fed0::cad3:a3ff:fe38:c910 /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autocanfiguration to assian IP addresses to the computers on
vour netwark. You can also enable DHCP-PD to delegate prefices for routers in your LAN.

Enable Automatic IPv6 address :
assignment

Enable Automatic DHCP-PD in :
AN
Autoconfiguration Type : 5| aac+Stateless DHOP v

Router Advertisement Lifetime 3 [ | i tas)

Save Settings | [[Don't Save Settings

WIRELESS
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My IPv6
Connection
Is:

PPPoE
Session:

Address
Mode:

IP Address:
Username:
Password:

Service
Name:

Reconnect
mode:

Maximum
Idle Time:

MTU:

IPv6 DNS
Settings:

Primary/
Secondary
DNS Address:

Enable
DHCP-D:

LAN IPv6
Address:

PPPoE

Select PPPoE from the drop-down menu.

Enter the PPPoE account settings supplied by your Internet provider.
Select Static if your ISP assigned you an IP address, subnet mask, gateway,
and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).

Enter your PPPOE user name.

Enter your PPPoE password and retype the password in the next box.

Enter the ISP Service Name (optional).
Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet connection is

maintained during inactivity.

Maximum Transmission Unit - you may need to change the MTU for optimal
performance with your specific ISP. 1492 is the default MTU.

Select either Obtain IPvé DNS Servers Automatically or Use the
following IPv6 DNS Servers.

Enter the primary and secondary DNS server addresses.

Check this box to enable DHCP prefix delegation for each LAN on the
network.

Enter the LAN (local) IPv6 address for the router.

Use this section to configure your IPv6 Connection Type. If vou are unsure of vour connection
method, please contact your Internet Service Provider,

Save Settings | | Don't Save Settings

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IPv6 Connection is : [Fppog v

= PPPOE INTERNET CONNECTION TYPE : "

Enter the information provided by your Internet Service Pravider (ISP).

PPPoE Session : (&) chare with IPv4 O Create 2 mew session
Address Mode : © pynamic 1P O Static P
1P Address : ‘

Username :
Password
Verify Passward 1 [ |
Service Name : l:l (optionaly

Reconnect Mode :

Always on © Ondemand  Manual

Masimum Idle Time : [ rinytos, n=infirite)
MTU : (1407 (bytes) MTU default = 1492

IPV6 DNS SETTINGS

Dbtain DNS server address automatically or enter a specific DNS server address.

(& Obtain IPv6 DNS Servers automatically
() Use the following IPv6 DNS Servers

Primary DNS Server : ‘ |

Secondary DNS Server : ‘ |

LAN IPV¥6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the
LAN IPv6 Address here, you may need to adjust your PC network settings to access the
network again.

Enable DHCP-PD :
LAN IPv6 Address | | fa4

LAN IPv6 Link-Local Address : fed0::cad3:a3ff:fe38:c010 /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup [PvE Autoconfiguration to assign IP addresses to the computers on
your netwark, You can also enable DHCP-PD to delegate prefixes for routers in your LAN,

Enable Automatic IPv6 address :
assignment

Enable Automatic DHCP-PD in :
LAN

Autoconfiguration Type © [ aaCsStateless DHCP v

Router Advertisement Lifetime : I:l (minutes)

Save Settings | | Daon't Save Settings

IPV6H CONNECTION TYPE i

mranil

WIRELESS

D-Link DIR-615 User Manual

47



Section 3 - Configuration

LAN Link-Local
Address:

Enable Automatic
IPv6 Address
Assignment:

Enable Automatic
DHCP-PD in LAN:

Autoconfiguration
Type:

IPv6 Address
Lifetime:

Displays the router’s LAN link-local address.

Check to enable the automatic IPv6 address assignment feature.

Check this box to enable automatic configuration of the DHCP prefix
delegation for each LAN on the network.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the IPv6 address lifetime (in minutes).

LAN IP¥6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router, If you change the
LAMN IPvE Address here, you may need to adjust your PC netwark settings to access the
network again.

Enable DHCP-PD :
LAN IPv6 Address : |

| jea

LAN IPv6 Link-Local Address : fe20::cad3:a3ff fe32:0910 fo4

ADDRESS AUTOCOMFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on
your network, You can also enable DHCP-PD to delegate prefives for routers in vour LAN,

Enable Automatic IPv6 address :
assignment

Enable Automatic DHCP-PD in :
LAN

Autoconfiguration Type © [ 4aC+Stateless DHCP (|
Router Advertisement Lifetime : l:l fminutes)

[ Save Settings ] [ Don't Save Settings ]
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My IPv6
Connection Is:

Remote IPV4
Address:

Remote IPv6
Address:

Local IPv4
Address:

Local IPv6
Address:

Subnet Prefix
Length:

IPv6 DNS
Settings:

Primary/
Secondary DNS
Address:

Enable
DHCP-D:

LAN IPv6
Address:

LAN IPv6 Link-
Local Address:

Enable
Automatic IPv6
Address
Assignment:

IPv6 in IPv4 Tunnel

Select IPv6 in IPv4 Tunnel from the drop-down menu.

Enter the IPv4 remote address you will use.

Enter the IPv6 remote address you will use.

Enter the IPv4 local address you will use.

Enter the IPv6 local address you will use.

Enter the subnet prefix length given to you by your tunnel broker
Select either Obtain IPv6 DNS Servers Automatically or Use the
following IPv6 DNS Servers.

Enter the primary and secondary DNS server addresses.

Check this box to enable DHCP prefix delegation for each LAN.
Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

Check to enable the automatic IPv6 address assignment feature.

CID-LINK

DIR-615 // SETUP ADVANCED TOOLS STATUS SUPPORT

Use this section to configure your IPvs Connection Type. If you are unsire: of your connection
method, please contact your Internet Service Provider

Save Settings | | Don't Save Setfings

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IP¥6 Connhection is : [1py6 in 1Pva Tunnel ~

IPY6 IN IPV4 TUNNEL SETTINGS

Enter the IPv6 in IPv4 Tunnel information provided by your Tunnel Broker.

Remote IPv4 Address :

Remote IPv6 Address : |

Local IPv4 Address :
Local IPv6 Address : |

Subnet Prefix Length : I:l

IPY6 DNS SETTINGS

Obtain DNS server address automatically or enter a specific DNS server address,

(3 Obtain IPy6 DNS Servers automatically
(©Use the following IPv6 DNS Servers

Primary DNS Server : ‘ |

Secondary DNS Server : ‘ |

LAN IPY6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router, If you change the
LAN IPve Address here, you may need to adjust your PC network settings to access the
network again.

Enable DHCP-PD :
LAN IPv6 Address : | | 164

LAN IPv6 Link-Local Address : feB80::cad3:a3ff:fa38:c010 j64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup [Pv6 Autoconfiguration to assign [P addresses to the computers on
your network,

Enable Automatic IPv6 address :
assignment

Enable Automatic DHCP-PD in :
LAN

Autoconfiguration Type © [ pacestateless DHCP v

Router Advertisement Lifetime : I:l (minutes)

Save Settings ] [Don't Save Settings

IPY6 CONNECTION TYPE

Helpful Hints

WIRELESS
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Enable Automatic Check this box to enable automatic configuration of the DHCP prefix
DHCP-PD in LAN: delegation for each LAN on the network.

Autoconfiguration Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
Type: DHCPv6.

Router Enter the router advertisement lifetime (in minutes).
Advertisement
Lifetime:

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvG Autoconfiguration to assign IP addresses to the computers on
your netwark,

Enable Automatic IPv6 address :
assignment

Enable Automatic DHCP-PD in :
LAN

Autoconfiguration Type 5 4aC4+Stateless DHOR (v
Router Advertisement Lifetime : l:l (minutes)

[ Save Settings ] [ Don't Save Settings ]
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IPv6 to IPv4 (6to4)

My IPv6 Select 6to4 from the drop-down menu. _ :
Connection Is: [ D-Lin |

. . // SETLIF| _ TOOLS STATUS SUPPORT
6to4 Address: Enter the IPv6 settings supplied by your ISP. : ___

Use this section to configurs your IPYG Conmection Type. If you are unsure of your cornection
method, please contact your Internst Service Provider,

6to4 Relay: Enter the IPv6 relay supplied by your ISP. (Sor ot ) (et v stngs

,
Primary/secondary Enter the primary and Secondary DNS Server addresses, Choose the mode to be used by the router to connect to the IPv6 Internet.
DN S Add ress: N My IPv6 Connection is :

:
LAN I Pv6 Ad d ress: E nte r th e LA N (Ioca I) I Pv6 a d d ress fo r th e ro u te r' : Enter the IPv6 address information provided by your Internet Service Provider (ISP).

6to4 Address :

6to4 Relay :

. . , &

LAN Link-Local Displays the router’s LAN link-local address. Prmary NS Srver :
AddreSS: Secondary DNS Server @ ‘

LAN IPV6 ADDRESS SETTINGS

Enable Automatic Check to enable the automatic IPv6 address assignment feature. o, s L v P s e
netwark again,

I PV6. Add ress LANTPYG Address @ oonooooeooos | a1 jee
ASSI g n m ent: LAN IPv6 Link-Local Address : fes0::cad3:a3fffe38:0910 j64

ADDRESS AUTOCONFIGURATION SETTINGS

AUtoco nfi g u rati on Se I eCt Statefu I (D H CPV6)' S LAAC + RD N SS Or S LAAC + Statel ess Use this section to setup PG Autoconfiguration to assign IP addresses to the computers on
Type: DHCPV6. your network,

Enable Automatic IPv6 address :
assignment

. . . . Autoconfiguration Type : [ pac Stateless DHCP ¥
Router Enter the IPv6 address lifetime (in minutes). Router dvertisament Liftine - :(W'ms)

Advertisement

Save Settings | | Don't Save Settings

Lifetime:
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My IPv6
Connection Is:

Enable Hub and
Spoke Mode:

6rd Configuration:

6rd IPv6 Prefix:
IPv4 Address:
Mask Length:

Assigned IPv6
Prefix:

6rd Border Relay
IPv4 Address:

Primary/
Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable Automatic
IPv6 Address
Assignment:

6rd

Select 6rd from the drop-down menu.

Check this box if you want to minimize the number of routes to the
destination by using a hub and spoke method of networking.
Choose the 6rd DHCPv4 Option to automatically discover and
populate the data values, or Manual Configuration to enter the
settings yourself.

Enter the 6rd IPv6 prefix settings supplied by your ISP.

Your IPv4 address will appear here.

Enter the desired IPv4 mask length.

When an IPv6 prefix is assigned, it will appear here.

Enter the 6rd border relay IPv4 address settings supplied by your ISP,
Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN link-local address.

Check to enable the automatic IPv6 address assignment feature.

L AF~RAAN)

Use this section to configure your IPv6 Connection Type. If you are unsure of your connection
methad, please contact your Internet Service Provider,

Save Settings | [ Don't Save Sattings

Choose the mode to be used by the router to connect to the IPy6 Internet.

=" == " | WANIPYG ADDRESS SETTINGS ™
, t

Enter the IPv6 address information provided by your Internet Service Provider {ISP).
Enable Hub and Spoke Mode : []
6rd Configuration : G)erd pHCPv4 option O Manual Configuration
6rd IPv6 Prefix : l:l I l:l
1Pv4 Address : Mask Length : I:l
Assigned IPvG Prefix :

Tunnel Link-Local Address :

6rd Border Relay IPv4 Address : I:l

Primary DNS Server : ‘ ‘

Secondary DNS Server : ‘ ‘

LAN IPV6 ADDRESS SETTINGS

Use this section ta configure the internal network settings of your router. If you change the
LAN IPv6 Address here, you may need to adjust your PC network settings to access the
network again,

LAN IPv6 Address :
LAN IPV6 Link-Local Address : fe80::cad3:a3ff:fe38:c010 /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvé Autoconfiguration to assign [P addresses to the computers on
your network,

Enable Automatic IPv6 address :
assignment

Autaconfiguration Type : S| AAC+Stateless DHCP (v

Router Advertisement Lifetime : I:l (minutes)

Save Settings | | Don't Save Setfings

IPV6 CONNECTION TYPE i}

DIR-615 // SETUP ADVANCED TOOLS STATUS SUPPDRT

WIRELESS
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Autoconfiguration Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
Type: DHCPvé.

Use this section to configure the internal netwaork settings of your router, If vou change the
LaM IPvE Address here, you may need to adjust your PC network settings to access the

Router Enter the IPv6 address lifetime (in minutes). nietwork again.
Advertisement LAN IPv6 Address :
Lifetime: LAN IPv6 Link-Local Address : feS0::cad3:a3fffe38:c010 /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on
your network,

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |5 4 C4Stateless DHCP (|
Router Advertisement Lifetime : l:l frrinutes)

[ Save Settings ] [ Don't Save Settings ]
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Local Connectivity Only

My IPv6 Select Link-Local Only from the drop-down menu.
Connection Is:

LAN IPv6 Address Displays the IPv6 address of the router. _

Use this section to configure your [PvE Connection Type. If you are unsure of your connection

S tt- . method, please contact your Internet Service Provider,
e I n gs' Save Settings | [ Don't Save Settings

_  —  — — ] IP¥6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPv6 Internet.
My IPv6 Connectionis © [\ ocal Connectivity Only -

AN IPV6 ADDRE!

Use this section to configure the Intermal network settings of your router.

LAN IPv6 Link-Local Address : fe80::cad3:23ff:fe38:c010 /64

(Save Settings | [Don't Save Settings |
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable remote management. There are
two accounts that can access the management interface through the web browser. The accounts are admin and user. Admin
has read/write access while user has read-only access. User can only view the settings but cannot make any changes. Only the
Admin account has the ability to change both admin and user account passwords.

Admin Password: Enter a new password for the administrator login name. The
administrator can make changes to all settings.

DD-LINK

EEy)/ | ww | owe EECONEN o [ sweew |
Gateway Name: Enter a name for the DIR-615 router. EINE e
“"_'E 2-: (?\i“.?;'é ;;;c;;zl(d(.an access the management interface. The admin has readfwrite access and -
Enable Graphical Enablesa challenge-response test to require users to type letters or e | -
Authentication: numbers from a distorted image displayed on the screen to prevent e

online hackers and unauthorized users from using automated ﬁ
methods to gain access to your router’s network settings.

Please enter the same password into both boxes, for confirmation.
SCHEDULES
Password :

al
«
Gateway Name : pre-s02L

ADMINISTRATION

Enable HTTPS Check to enable HTTPS to connect to the router securely.
Server:

Enable Remote Remote management allows the DIR-615 to be configured from

Enable Graphical : []

. . . Authentication
Management: the Internet via a web browser. A username and password is still Enable Remote Management : |
. . ote Admin L

required to access the web-based management interface. In general, et A

only a member of your network can browse the built-in web pages
to perform administrator tasks. This feature enables you to perform
administrator tasks from the remote (Internet) host.

Remote Admin The port number used to access the DIR-615.

Inbound Filter: Example: http://x.x.x.x:8080 where x.x.x.x is the Internet IP address
of the DIR-615 and 8080 is the port used for the web management
interface. If you have enabled HTTPS Server and checked Use

HTTPS, you must enter https:// as part of the URL to access the
router remotely.
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Time Settings
The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the time server. Daylight saving can also be configured to
automatically adjust the time when needed.

Time Zone: Select the time zone from the drop-down menu.

| AP~ AN
Daylight To select daylight saving time manually, select enabled or disabled, and pe— —
Saving: enter a start date and an end date for daylight saving time. m_
e
Enable NTP Network Time Protocol (NTP) synchronizes computer clock times in a ST | P15 i v ok i o B et S e
Server: network of computers. Check this box to use a NTP server. This will only =
connect to a server on the Internet, not a local server. ovancow | MEANDORTECONRGURATIN ___________|
SYSTEM CHECK Time : 2013/04/10 11:11:55
NTP Server Enter the NTP server or select one from the drop-down menu. . i =
Used: Daylight Saving Offset : |00 |
Daylight Saving Dates : o Stamgr:lfnm Y{grek Da\;(‘u?fwjeek ,T',m‘e_
Manual: To manually input the time, enter the values in these fields for the year, e
month, day, hour, minute, and second and then click Set Time. You can
also click Sync Your Computer’s Time Settings.

[#] Automatically synchronize with D-Link's Internet time server

NTP SorverUsed s vk [5] [ Gptaein

The time has been successfully synchronized.
(NTP Server Used: ntp1.dlink.com, Time: 2013/04/10 11:11:44)
Next time synchronization: 2013/04/17 11:11:44

SET THE TIME AND DATE MANUALLY

Year 2009 [~ Month e | Day
Hour [0 [~ Minute |~ Second

Save Settings | | Don't Save Seftings
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SysLog

The DIR-615 keeps a running log of events and activities occurring on the router. You may send these logs to a SysLog server
on your network.

Enable Logging Check this box to send the router logs to a SysLog Server.
to SysLog Server:

mraPil

SysLog Server IP The address of the SysLog server that will be used to send the logs.

W/ | v | wowco  [EECTEEN s | e |
Address: You may also select your computer from the drop-down menu (only if The S apns skt o 0 e g et 5y S
receiving an IP address from the router via DHCP). it | it

SYSLOG SETTINGS

Enable Logging To SysLog :

DYNAMIC DNS rver

oo Syslog Server IP Address :
SCHEDULES

Computer Name []

Save Settings | [ Don't Save Seitings

WIRELESS
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Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification to your
email address.

Enable Email When this option is enabled, router activity logs are emailed to a
Notification: designated email address.

oo TN -

From Email This email address will appear as the sender when you receive a log file =
Address: or firmware upgrade notification via e-mail. e The Ens et o e e o send h e g fles el mesags ot el
To Email Address: Enter the email address where you want the email sent. v wonricanion
oveacons | Enable Email Notification : {[];
Email Subject: Enter the text you want to appear in the subject line of emails sent. I |
From Email Address :
SMTP Server Enter the SMTP server address for sending email. e i
Address: SPATP Sorver Address ¢
SMTP Server Port :
o N . . . Enable Authentication : ]
Enable Check this box if your SMTP server requires authentication. Pl
Authentication: rreets

Verify Password :
EMAIL LOG WHEN FULL OR ON SCHEDULE

OnlLog Full : [7]
On Schedule : [7]
Schedule © [iice:
Detail :

Save Settings. | [ Don't Save Settings

Account Name: Enter your account for sending email (if required).

Password: Enter the password associated with the account. Re-type the password
associated with the account (if required).

On Log Full: When this option is selected, logs will be sent via email when the log
is full.

On Schedule: Selecting this option will send the logs via email according to schedule.
Schedule: This option is enabled when On Schedule is selected. You can select
a schedule from the list of defined schedules. To create a schedule, go

to Tools > Schedules.

Detail: Displays the details of the schedule you have selected.
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System Settings

This section allows you to save, load, or restore your router’s system settings

Save Settings Use this option to save the current router configuration settings to a

to Local Hard file on the hard disk of the computer you are using. First, click the Save | D-LIn ,
Drive: button. You will then see a file download dialog in your web browser
: : . . . . Y // ADVANCED STATUS SUPPORT
where you can select a location and file name for the settings file. m____
. : . : . . PP | o o o o o e e g e o B
Load Settings Use this option to load previously saved router configuration e
from Local settings. First, use the Browse control to find a previously saved file of
Hard Drive: configuration settings. Then, click the Load button to transfer those DR oo o oo e ve - (SonCmpcaen)
settings to the router. e —
Restore This option will restore all configuration settings back to the settings that e o st
to Factory were in effect at the time the router was shipped from the factory. Any Reboot the Device
Default settings that have not been saved will be lost, including any rules that clearLanguage pack : [ G ]

Settings: you have created. If you want to save the current router configuration
settings, use the Save button above.

Reboot Click to reboot the router.
Device:

Clear Clickingon this button will clear any installed language packs and return
Language the system language to its factory default.
Pack:
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Update Firmware

You can upgrade the firmware of the router here. Make sure the firmware you want to use is on the local hard drive of the
computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support site for firmware
updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the D-Link support site.

Firmaware Click on Check Now to check if there is an updated version of the N
Information: firmware. If new firmware is found, download the required files to your | 12T

DIR-615 / / m ADVANCED STATUS SUPPORT

hard drive.

Firmware After you have downloaded the new firmware, click Browse to locate o R e
Upgrade: the firmware update on your hard drive. Click Upload to complete the ETETITNN i i ey

firmware upgrade. (e e

DYNAMIC DS Ta upgrade the language pack, locate the upgrade file u;| the local hard drive with the Browse
‘I:gmfnce you have found the file to be used, dlick the Upload button to start the language pack
Language Pack Ifyouhave downloaded alanguage packforyour router.Click on Browse _ :
Upgrade: tolocate the language pack on your computer’s hard drive. Once located, Current Firmware Verion : 1709
. Current Firmware Time : 04/03/2013 09:59:00
click on Upload to upload the language pack to your router. heck Online Row for Latet £ [ ..

Firmware Version

FIRMWARE UPGRADE

Note: Some firmware upgrades reset the configuration options to the factory defaults.
Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the router. Enter the
name of the firmware upgrade file, and click on the Upload button.

Upload :

LANGUAGE PACK UPGRADE
Upload : Browse.
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DDNS

The DDNS feature allows you to host a server (web, FTP, game server) using a domain name that you have purchased (www.
purchasedname.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign dynamic

(changing) IP addresses. Using a DDNS service provider, your friends can enter in your domain name to connect to your server
no matter what your IP address is.

DDNS:

Server Address:
Host Name:
Username or Key:
Password or Key:

DDNS Account
Testing:

Dynamic Domain Name System is a method of keeping a domain name
linked to a changing IP Address. Check the box to enable DDNS.

Choose your DDNS provider from the drop-down menu.

Enter the host name that you registered with your DDNS service provider.
Enter the username for your DDNS account.

Enter the password for your DDNS account.

Click this button to test your DDNS account settings.

ADMIN

TIME

Your game server no matter what your IP address is.

FIRMWARE

DYNAMIC DNS

SYSTEM CHECK

SCHEDULES

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a
domain name that you have purchased (www. y om) with your i
assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) TP
addresses. Using a DDNS service provider, your friends can enter your host name to connect to

Sian up for D-Link's Free DDNS service at www.DUnkDDNS.com.

DYNAMIC DNS SETTINGS

Enable DDNS : 7]
Server Address : | dinkddns.com(Frez) [v]
Host Name :
User Account :

Password :

DDNS Account Testing

Save Setfings | [ Don't Save Settings

e
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System Check

Ping Test: The ping test is used to send ping packets to test if a computer
is on the Internet. Enter the IP address that you wish to ping, and
click Ping.

IPv6 Ping Test: To test and IPv6 address, enter an IPv6 address and click Ping

Ping Results: The results of your ping attempts will be displayed here.

L AF<B AN

Helpful Hints...
Ping Test sends "ping” packets to test a computer on the Internet. = "Ping” checks whether
- a computer on the

Internet is running and
-~ responding. Enter ither
ETTINGS the 1P address of the
ute

Host Name or IP Address :

FIRMWARE

DYNAMIC DNS

SYSTEM CHECK

SCHEDULES
Enter a host name or IP address above and dlick 'Ping'

WIRELESS
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Schedules

The Schedules page allows you to create schedules which can be used to control various settings on the router, such as website
filters, application rules, and MAC filtering.

Name: Enter a name for your new schedule.

Days: Select a day, a range of days, or All Week to include every day.
Helpful Hints._.
Time: Check All Day - 24hrs or enter a start and end time for your schedule.
Save: Click Save to save your schedule. You must click Save Settings at the e —
top for your schedules to go into effect. Do) © ek @ sl D3
SYSTEM CHECK D sun Emon [l ue Clwed Cthu CFn [Csat
Schedule Rules The list of schedules will be listed here. Click the Edit icon to make — i N

List: changes or click the Delete icon to remove the schedule. StrtTime : 730 (4[] Goucmints)

EndTime : 23 :ss [~ (hour:minute)

Name Day(s) Time Frame
schedulel MON, TUE,WED, THU, FRT 2:00 ~ 18:59 5%
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Device Information

This page displays the current information for the DIR-615. It will display the LAN, WAN (Internet), and wireless information.

If your Internet connection is set up for a dynamic IP address, then a Release button and a Renew button will be displayed.
Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use Disconnect
to drop the PPPoE connection and use Connect to establish the PPPoE connection.

See the following page for more information.

DEVICE INFO Helpful Hints...

Hres All of your Internet and network connection details are displayed on this page. The firmware version « All of Y(':F LAN,
= i also displayed here. Internet and WIRELESS
SRARETICY pa B02.11 N connection
details are displayed
‘GENERAL here.

INTERNET SESSIONS

WIRELESS
ROUTING Time :

e Firmware Version : 17.00 Wed 03 Apr 2013

'WIRELESS LAN

Wireless Radio :
MAC Address :
802.11 Mode :

Channel Width :

Channel :

Network Name (SSID) :
Wi-Fi Protected Setup :
Security :

LAN COMPUTERS

MAC Address IP Address Name(if any)

T6MP MULTICAST MEMBERSHIPS

TPv4 Multicast Group Address
IPv6 Multicast Group Address
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General:

WAN:

LAN:

Wireless LAN:

LAN Computers:

IGMP Multicast
Memberships:

Displays the router’s time and firmware version.

Displays the MAC address and the public IP settings for the router. You
can also choose to release and renew the IP settings.

Displays the MAC address and the private (local) IP settings for the
router.

Displays the wireless MAC address and your wireless settings such as
SSID and Channel.

Displays computers and devices that are connected to the router via
Ethernet and that are receiving an IP address assigned by the router
(DHCP).

Displays the multicast group IP address.

GENERAL

Time : Monday, September 14, 2009 3:44:50 AM

Firmware Version :

5.00NA , Mon, 14 Sep 2009

Connection Type :
Cable Status :
Network Status :
Connection Up Time :

MAC Address :

IP Address :

Subnet Mask :

Default Gateway :
Primary DNS Server :
Secondary DNS Server :
Advanced DNS :

DHCP Client
Disconnected
Disconnected
N/A

Renew | | Release
00:18:e7:6a:18:2d
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
Disabled

LAN

MAC Address :

IP Address :
Subnet Mask :
DHCP Server :

00:18:e7:6a:18:2¢
192.168.0.1
255.255.255.0
Enabled

WIRELESS LAN

Wireless Radio :

MAC Address :
Network Name (SSID) :
Channel :

Security Mode :

Enabled
00:18:e7:6a:18:2c
dlink

6

disable

LAN COMPUTERS

1P Address
SP3X3-PC

Mame (if any) MAC
192.168.0.100

00:17:42:c7:72:19

Multicast Group Address

IGMP MULTICAST MEMBERSHIPS
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Log

The router automatically logs (records) events of possible interest in the internal memory. If there isn't enough internal memory
for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view
the router logs. You can define what types of events you want to view and the level of the events to view. This router also has
external Syslog server support so you can send the log files to a computer on your network that is running a Syslog utility.

What to View: You can select the types of messages that you want to display from

the log. Firewall & Security, System, and Router Status messages can D-LInk
be selected. o [ T
View Levels: There are three levels of message importance: Informational, Warning, T Vi Lo dtys e st acaring o the ot
and Critical. Select the levels that you want displayed in the log. e
% SAVE LOG FILE
Apply Log Will filter the log results so that only the selected options appear. he | ——
Settings:

LOG TYPE & LEVEL

Refresh: Updates the log details on the screen so it displays any recent activity. o

LoglLevel: © Critical Warning @ Information

LOG FILES

171

Email Now: This option will send a copy of the router log to the e-mail address [
configured in the Tools > Email Settings screen.

Clear: Clears all of the log contents.

Save Log: This option will save the router to a log file on your computer.
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Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-615 on both the
Internet and the LAN ports. The traffic counter will reset if the device is rebooted.

Myl

DEVICE INFO Helpful Hints...

e Traffic Statistics displays Receive and Transmit packets passing through the device. « This is a summary

displaying the number of
STATISTICS | Refresh statistics | | Reset Statistics | packets that have passed
INTERNET SESSIONS :::';ZHLT; I?r::emlf,te

WIRELESS LAN STATISTICS router was last initialized.

ROUTING Sent : Received : 7970
1Pv6 TX Packets Dropped : RX Packets Dropped : 0
Collisions : Errors : 0

WAN STATISTICS

Sent : Received :
TX Packets Dropped : 0 RX Packets Dropped :
Collisions : 0 Errors :

WIRELESS STATISTICS - 2.4GHZ BAND

Sent : 653 Received : 10791
TX Packets Dropped : 0 RX Packets Dropped : 1]
Collisions : [i] Errors : ]

WIRELESS
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a
conversation between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

D-Link

LOGS This page displays Source and Destination sessions passing through the device. = This is a list of all
active conversations

STATBTICSS between WAN computers
INTERMET SESSIONS and LAN computers.

WIRELESS

R 1P TCP Count
IO | 192.168.0.101 15

IPvG
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and
MAC address of the connected wireless clients.

D-Link

v 1 T T N o

LiE View the wireless clients that are connected to the router. (A client might linger in the list for a few * This is a list of all

minutes after an unexpected disconnect.) wireless dients that are
STATISTICS currently connected to

Y CCTON your wireless router.
INTERNET SESSIONS NUMBER OF WIRELESS CLIENTS - 2.4GHZ BAND : ;

WIRELESS

MAC Address IP Address Mode  Rate (Mbps) Signal (%)

ROUTING

IPve
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Routing Table

This page displays the routing details configured for your router.

LOGS Routing Table » This is a list of all

ti les ter.
STATISTICS This page displays the routing details configured for your router, IR IR 0N SR
INTERNET SESSIONS

ROUTING TABLE

WIRELESS

Destination Gateway Genmask Creator

™G 192.168.0.0 0.0.0.0 255.255.255.0 SYSTEM
I | 177.17.5.0 0.0.0.0 255.255.255.0

239.0.0.0 0.0.0.0 255.0.0.0 0

0.0.0.0 172.17.5.254  255.255.255.255 100

WIRELESS
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IPv6

This screen will display all of your IPv6 Internet and network connection details.

ADVANCED

| SUPPORT

DEVICE INFO

Loes All of your IPv6 Internet and network connection details are displayed on this page.

STATISTICS

INTERNET SESSIONS LAN IPV6 COMPUTERS

WIRELESS IPv6 Address

ROUTING

Helpful Hints...

« All of your WAN and
LAN connection details
are displayed here.
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SETUP

= Setup

ADVANCED » Advanced
= * Tools
ey « Status

S5TATUS

SETUP HELP
Internet

» Wireless Settings
* Network Settings

Mydlink Settings

Virtual Server
Application Rules
005 Engine
Netwaork Filter
Access Control
Website Filter
Firewall Settings
Advanced Wireless

Wi-Fi Protected Setup
Advanced Network

ADVANCED HELP

TOOLS HELP

Admin

Time

Email Settings
System
Firmware
Dynamic DNS

System Check
Schedules

STATUS HELP

Device Info

Loas

Statistics
Internet Sessions
Wireless

IPvE
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Wireless Security

This section will show you the different levels of wireless security you can use to protect your network from unauthorized
access. The DIR-615 offers the following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK(Pre-Shared Key)
« WPA (Wi-Fi Protected Access) + WPA-PSK (Pre-Shared Key)

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent
Privacy).

The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing algorithm
and, by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is based on 802.11i and
uses Advanced Encryption Standard (AES) instead of TKIP.

« User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates access
to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out and stolen.
EAP is built on a more secure public-key encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key
entered on your wireless router or access point.

WPA/WPA?2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more
secure public key encryption system to ensure that only authorized network users can access the network.
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Wireless Network Setup Wizard

To set up your wireless network and implement wireless security features, browse to the Setup page and then click the Wireless
Connection Setup Wizard button.

DIR-615 // SETUP ADVANCED TOOLS STATUS SUPPORT
'WIRELESS SETTINGS

N N The following Web-based wizards are designed to assist you in your wireless network setup and wireless
e | device connection,

Before launching these wizards, please make sure you have followed all steps outlined in the Quidk

Installation Guide induded in the package. ‘l\:;h\fﬁ‘k Sjeg_llp
Zara anc e router

WIRELESS NETWORK SETUP WIZARD

This wizard is designed to assist you in your wireless network setup. It will guide you through step-by-
step instructions on how to set up your wireless network and how to make it secure.

[ Wireless Netwark Setup Wizard ]

Network Setup to
input all th i

manually.

Mote: Some changes made using this Setup Wizard may require you to change some settings on your
wireless dient adapters so they can still connect to the D-Link Router.,

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

This wizard is designed to assist you in connecting your wireless device to your router. It will guide you
through step-by-step instructions on how to get your wireless device connected. Click the button below
to begin.

[ Add Wirsless Devics with WPS |

MANUAL WIRELESS NETWORK SETUP

If your wireless network is already set up with Wi-Fi Protected Setup, manual confguration of the
wireless network will destroy the existing wireless network. If you would like to configure the wireless
settings of your new D-Link Systems Router manually, then dick on the Manual Wireless Network Setup
button below.

Manuzl Wirsless Network Setup
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Enter the SSID (Service Set Identifier). The SSID is the name of your wireless

network. Create a name using up to 32 characters. The SSID is case-sensitive. . )
. . X ive your network a name, using up to 32 characters.
Select Automatically assign a network key and click Next.

Metwork Marme (SSID) ¢ |dink

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

® Automatically assign a netwark key (Recommended)

To prevent outsiders from accessing your netwiark, the router will autormatically assign a security (also called
WEP or WPA key ) to your netwiork,

() Manually assign a netwark key
s this options if you prefer to create our own key,

O Lsg WA encryption instead of WEPDWPA, is stronger than WEP and all D-Link wireless client adapters
sUpport WRA)

Mote: all D-Link wireless adapters currently support WPA. .

’Prev ] ’Next ] [ Cancel ] ’ Connect

Once this screen appears, the setup is complete. You will be given a detailed

summary of your wireless security settings.

Below is a detailed summary of your wireless security settings. Please print this page out, or write the

information on a piece of paper, so you can configure the correct settings on your wireless client
adapters.

Wireless Network Name : dink
Wep Key Length : 122 hits

. . Default WEP Key to Use : 1
Click Save to continue.

Authentication : Open
Wep Key : 64e2d1722085aedb4a4 7220005

[Prev ] [Save ] [ Cancel ]
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Enter the SSID (Service Set Identifier). The SSID is the name of your wireless
network. Create a name using up to 32 characters. The SSID is case-sensitive.
Select Manually assign a network key and click Next.

Select a wireless security password. It must be exactly 5 or 13 ASClI characters,
or be exactly 10 or 26 characters using 0-9 and A-F.

Click Next to continue.

Your setup is complete. You will be given a detailed summary of your wireless
security settings. Click Save to finish the wizard.

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.

Metwork Mame (SSI0) ¢ |dink
0 Automatically assign a netwark key (Recormmended)

To prevent autsiders from accessing your netwaork, the router will autornatically assign a security (also called
WEP o WPA key) to vour network,

& Manually assign a network key

Use this options if you prefer to create our owr key,

0O Use Wha encryption instead of WEP{WPA is stronger than WEP and all D-Link wireless client adapters
sUpport WRA)

Note: all D-Link wireless adapters currently support WPA. .

’Prev ] [Next ] ’ Cancel ] [ Connect

STEP 2: SET YOUR WIRELESS SECURITY PASSWORD

You have selected your security level - you will need to set a wireless security password.
The WEP ( Wired Equivalent Privacy) key must meet one of following guildelines:

- Exactly 5 or 13 characters

- Exactly 10 or 26 characters using 0-9 and A-F

A longer WEP key is more secure than a short one

Wireless Security Password : |:|

Mote: You will need to enter the same password as keyed in this step into your wireless clients in
order to enahle proper wireless communication.

(o) (] (e ]

SETUP COMPLETE!

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client
adapters.

Wireless Network Name : dink
Wep Key Length : 64 bits
Default WEP Key to Use : 1
Authentication : Open
Wep Key : 1111111111

[Prev ] [Save ] [ Caniel ]
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Add Wireless Device with WPS Wizard

From the Setup > Wireless Settings screen, click Add Wireless Device with
WPS.

Select Auto to add a wireless client using WPS (Wi-Fi Protected Setup). The
wizard will take you through the steps to add your devices using WPS.

If you select Manual, a settings summary screen will appear. Use the
information displayed on this screen to connect your wireless client. Please
refer to your device’s user documentation if you require further information
on how to connect to a wireless network manually.

PIN: Select this option to use the PIN method. In order to use this method you
must know the wireless client’s 8 digit PIN and click Connect.

PBC: Select this option to use PBC (Push Button) method to add a wireless
client. Click Connect. Press the WPS button on your new device within 120
seconds to establish a connection. Note that this button may be a physical
button on the device’s exterior, or a software button within the device’s user
interface.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

This wizard is designed to assist you in connecting your wireless device to your router. It wil
guide you through step-by-step instructions on how to get your wireless device connected. Click
the button below to begin.

[ Add Wireless Device with WPS ]

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and click next to continue.

Auto & Select this option if your wireless device supports WPS (Wi-Fi Protected Setup)

Manual ' Select this option will display the current wireless settings for you to configure the wireless device
manually

STEP 2: CONNECT YOUR WIRELESS DEVICE

There are two ways to add wireless device to your wireless network:
-PIN (Personal Identification Number)
-PBC (Push Button Configuration)

@ PIN:

please enter the PIN from your wireless device and click the below 'Connect’ Button

O PBC
please press the push button on your wireless device and click the below 'Connect’ Button within 120 seconds
[ Cancel ] [ Connect
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Configure WPA-Personal (PSK)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to the

added overhead.

1. Log into the web-based configuration by opening a web browser and
entering the IP address of the router (192.168.0.1). Click on Setup and then
click Wireless Settings on the left side.

2. Next to Security Mode, select WPA-Personal.

3. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use Auto if you
have wireless clients using both WPA and WPA2.

4. Next to Cypher Type, select TKIP and AES, TKIP, or AES. If you have wireless
clients that use both types, use TKIP and AES.

5. Next to Group Key Update Interval, enter the amount of time before the
group key used for broadcast and multicast data is changed (3600 is default).

6. Next to Pre-Shared Key, enter a key (passphrase). The key is entered as
a pass-phrase in ASCIl format at both ends of the wireless connection. The
pass-phrase must be between 8-63 characters.

7. Click Save Settings to save your settings. If you are configuring the router
with a wireless adapter, you will lose connectivity until you enable WPA-PSK
on your adapter and enter the same passphrase as you did on the router.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides 3 higher level of security. WPA-Personal does not
reguire an authentication server. The WPA-Enterprise option requires an external RADIUS server.

Security Mode : | wPA-Personal [1]

Use WPA or WPA2 mode to achieve 3 balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are WPA2
capable. Also the strongest cipher that the client supports wil be used. For best security, use
WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not alowed access
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : | auto (WPA or WPA2) [v]
Cipher Type : |TKIP and AES [+

Group Key Update Interval : 3500 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Pre-Shared Ke\r: TIItIt1]
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Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to the

added overhead.

1. Log into the web-based configuration by opening a web browser and
entering the IP address of the router (192.168.0.1). Click on Setup and then
click Wireless Settings on the left side.

2. Next to Security Mode, select WPA-Enterprise.
Note: Wi-Fi Protected Setup must be disabled in order to select WPA-Enterprise.

3. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use Auto if
you have wireless clients using both WPA and WPA2.

4.Next to CypherType, select TKIP and AES, TKIP, or AES. If you have wireless
clients that use both types, use TKIP and AES.

5. Next to Group Key Update Interval, enter the amount of time before the
group key used for broadcast and multicast data is changed (3600 is default).

6. Next to RADIUS Server IP Address enter the IP Address of your RADIUS
server.

7.Next to RADIUS Server Port, enter the port you are using with your RADIUS
server. 1812 is the default port.

8. Next to RADIUS Server Shared Secret, enter the security key.
9. Click Advanced to enter settings for a secondary RADIUS Server.

10. Click Apply Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode : WPA-Enterprise El

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPAZ capable.
Also the strongest cipher that the dient supports will be used. For best security, use WPA2 Only
mode. This mode uses AES{CCMP) cipher and legacy stations are not allowed access with WPRA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode {or in other words AES
cipher).

WPA Mode : |auto{Wea or weaz) [=]
Cipher Type : |TKIP and AES [~ |
Group Key Update Interval : 3g00 '(seconds)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients
via a remote RADIUS server.

RADIUS server IP Address :
RADIUS server Port : 1512
RADIUS server Shared Secret :

Save Settings J [ Don't Save Settings
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Connect to a Wireless Network

Windows® 8
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being used.

To join an existing network, locate the wireless network icon in the taskbar, next to the
. . " |t 5 B
time display. v Rl O s

11:35 AM

Wireless Icon

Clicking on this icon will display a list of wireless networks which are within connecting
proximity of your computer. Select the desired network by clicking on the network name. Networks

Airplane mode

Off [ |
SWSWSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +
DIR-505-Claire

DIR-835-Hans-5
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You will then be prompted to enter the network security key (Wi-Fi password) for
the wireless network. Enter the password into the box and click Next.

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router, you can also
press the WPS button on your router at the point to enable the WPS function.

When you have established a successful connection to a wireless network, the word
Connected will appear next to the name of the network to which you are connected.

(© Networks

d-link-07725

Enter the network security key

@ You can also connect
ad by pushing the button
on the router.

Cancel

Networks

Airplane mode

off 0

Wi-Fi

d-link-07725 Connected |
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Windows® 7

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
QT 2009

Wireless Icon '

2. The utility will display any available wireless networks in your area. Not connected 1=
dﬂﬂ Connections are available E|
Wireless Network Connection A
dlink il
kkay2690_24 M
AllenH DIR-655 |
SD6_WLAN M
DAP-2630g il
Wepiseesr Al
BBIQ633304WRA2 |
Eddie APNAS | |

Open Network and Sharing Center
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3. Highlight the wireless network (SSID) you would like to connect
to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to“Networking Basics”
on page 103 for more information.

4. The following window appears while your computer tries to
connect to the router.

Met connected 5 2

=T

I:djﬂ Connections are available

Wireless Metwork Connection -
dlink il |
[¥] Connect automatically |
kay2690_24 e ;
james2690g 1._,5!]
ALPHA A
dlink 888 )
SD6_WLAN "
DAP-2690q T

Cpen Metwork and Sharing Center

F -
¥ Connect to a Netwark

Getting information from dlink...
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5. Enter the same security key or passphrase that is on your router %P Connect to a Network -
and click Connect. You can also connect by pushing the WPS button
on the router. Type the network security key
Security key: |
It may take 20-30 seconds to connect to the wireless network. If the B ke chatactyss
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless o it
utton on the router.

router.

I I
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Configure WPS

The WPS feature of the DIR-615 can be configured using Windows" 7. Carry out the following steps to use Windows" 7 to
configure the WPS feature of the DIR-615:

1. Click the Start button and select Computer from the Start menu. P -

H’ Getting Started

@ Windows Media Center
5

B

= Calculator

" sticky Notee

% Snipping Tool
% Remote Desktop Connection
@‘ Magnifier

o~
%) Solitaire
= Default Pragrams

Help and Support

> AllPrograms

[ISearch programs and fites

2. Click the Network option.

‘M Computer » - | 3 (|| Search Computer p
e = = = =
Organize » System properties Uninstall or change a program Map network drive > EE > @
457 Favorites 4 Hard Disk Drives (3)
B Desktop Local Disk () Local Disk (D:)
& Downloads e e | o e
I P 239 GBfree of 10.0 GB S 227 GB free of 00 6B
] Recent Places
DATA (E)
i = — ]
[ Libraries 97 305 GB frec of 531 GB
» | Documents e i Hls "
a
> g Music evices with Removable Storage (1)

i [&] Pictures
= _ DVD RW Drive (F:)
» B videos {

| 478 Computer |
! » & Local Disk (C:)

» = Local Disk (D)
= DATA (E)

» € Network

vy A100 Workgroup: WORKGROUP Memory: 200 GB
- Processor: Intel(R) Core{TM)2 CPU...
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3. Double-click the DIR-615 router. et — e
€ b Network » [ #2 [ Search Network 2]
Organize » Network and Sharing Center  Addaprinter  Add a wireless device g 0 @

477 Favorites
(5 Recently Change|
B Desktop
1 Downloads
] Recent Places

b Computer (1)

3*} SP3X3-PC

4 Media Devices (1)

.

4 [ Libraries w SP3X3-PC: SP3X3:
i [# Dacuments

b o) Music 4 Network Infrastructure (1) Select a file to preview.
1 (5] Pictures
» B Videos gy DR-6L5

I ¥ Homegroup

4 8 Computer
v & Local Disk (C3)
» - Local Disk (D)

bG8 Pkl nysPaa- T Y L il X
' 3 items

4. Input the WPS PIN number (displayed on router label or in the E=NEEn

= R e— - ——
Setup > Wireless Setup menu in the router’s web user interface) N e

a nd CI ICk NeXt' To set up a network, type the 8-digit PIN from the router label

You can find the numeric PIN on a label attached to the

router or in the printed information that came from the
fl manufacturer.

PIN: |
I
|
i
|
e ]
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5.Type a name to identify the network.

6. To configure advanced settings, click the(~ icon.

Click Next to continue.

& 9 setvpaNenwork

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: '@ Security-enabled network
D-L'mk_Ned Your network is being set up using WPA2-Personal.
Change passphrase, security level and encryption type (advanced): \?J

@3 Upgrade or replace the router using the network settings stored on this computer

@ @ Set Up a Network:

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: '@ Security-enabled network
D-Link_Net Your network is being set up using WPA2-Personal.
Change passphrase, security level and encryption type (advanced):
Security key: Security level:
f6mm-gizb—9vmv [WPAZ—P&SOME (Recommended) hd ]
Connect automatically Encryption type:

[AES (Recommended) '_]

@J Upgrade or replace the router using the network settings stored on this computer

Gt |
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7.Thefollowing window appears while the router is being configured. - ‘I [P—pe

u ?E:&' Set Up a Network

Wait for the configuration to complete. Setting up D-Link_Net..

= =»

r Cancel .

8. The following window informs you that WPS on the DIR-615 has
been setup successfully.

— - - — S -

Q 'Q_" Set Up a Network.

D-Link_Net has been successfully set up

Make a note of the security key as you may need to provide this
security key if adding another wireless device to the network in the
futu re. 894g-eyd5-g5whb

To add an older wireless device to this network, you might need to provide this security key

| You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USE drive for
easier set up.

9. Click Close to complete WPS setup.
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Windows Vista®

Windows Vista” users may use the built-in wireless utility. If you are using another company’s utility or Windows’ 2000, please
refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a“site
survey” option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on
the center of the bubble to access the utility.

Mot Connected

‘. Wireless networks are available,
-

or

Connect to a network
Right-click on the wireless computer icon in your system tray e
(lower-right corner next to the time). Select Connect to a network. - g 0LPM

- Ty v Fiday

W 81772007

|
The utility will display any available wireless networks in your area. e s
Click on a network (displayed using the SSID) and click the Connect AR
button. o :
&}] VOPtest Unsecured network Al

If you get a good signal but cannot access the Internet, check you Ry aine Unsscured etk 1)
TCP/IP settings for your wireless adapter. Refer to the Networking e PR al
Basics section in this manual for more information. L

Set up a connection or network

Open Network and Sharing Center
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Configure WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista” Wireless Utility by right-clicking on

the wireless computer icon in your system tray (lower right corner
of screen). Select Connect to a network.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Mot Connected

E‘ Wireless networks are available,
-

Connect to a network
Metwork and Sharing Center

-?!l Ltk wivil

- Ty - Friday

W 8r7/2007

=
U ﬁ:" Connect to a network
Disconnect ar connect to another network
Show [Al -
&‘5 VOIPtest Unsecured network !!JJJ
%‘] dlink Unsecured network !!‘]ﬂ
W — e
& tuesday Security-enabled network !!JJJ ]
El
Set up a connecticn or network
DOpen Network and Sharing Center
I Connect i I Cancel
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3. Enter the same security key or passphrase that is on your router and (=
Click connect. @ W Connecttoa network
Type the network security key or passphrase for Candy
It may take 20-30 seconds to connect to the wireless network. If the S S e,
connection fails, please verify that the security settings are correct. The e
. ecurity key or passphrase:
key or passphrase must be exactly the same as on the wireless router.
[ Display characters
= If you have a USE flash drive with network settings for Candy, insert it now.
Cancel
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Windows® XP

Windows™ XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility or Windows™ 2000, please refer to the user manual of your wireless
adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option similar to the Windows
XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on (ks heoweks deseciiy X
. One or more wireless networks are in range of this computer.
the center of the bubble to access the utility. To see the st and connect, cick this message
or
Right-click on the wireless computer icon in your system tray Chafice Windoves Tt eall S
(lower-right corner next to the time). Select View Available Shosi e s St
Wireless Networks. Repair

Yiew Awvailable Wireless Networks

o1 . . . . . 15" Wireless Network Connection 6 [z]
The utility will display any available wireless networks in your area. — | loose o wireless network
Click on a network (displayed using the SSID) and click the Connect D TR ———
button. e IO :
Unsecured wircless network allll
) | Related Tasks ((ﬁ)) et =
If you get a good signal but cannot access the Internet, check you e s il
. . . DemsoRang salestest
TCP/IP settings for your wireless adapter. Refer to the Networking o . _ u
. . . 5 . . preferred networks J Security-enabled wireless network Ilm][l
Basics section in this manual for more information. 5 Clangeatvced ) testt

settings

ﬁ Security-enabled wireless network

This network requires & network key. If you want to connect to this

network, didk Connect.

DGL-4300

(g 2
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Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If you are
joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower-right corner of
screen). Select View Available Wireless Networks.

Change Windows Firewall settings

Open Metwork Connections

Repair
Yiew Available Wireless Networks 2 T—
‘Zl.l.l 'ﬁ" k!‘b 1_

. . . . " Wireless Network Connection 6 [X|
2, Highlight the wireless network (SSID) you would like to ' : _
. i T Choose a wireless network
connect to and click Connect. .
g Refresh network list Click an item in the list below to connect to & wireless network in range or to get more
information.
3 i %)
SRR T -
Unsecured wireless netwark l[l[l[l[l |
| Related Tasks (Ei)} et =
q') Learn about wircless. Unsecured wireless network l[l[l[l[l |
networking (: )} salestest
%’:g Change the order of i |
preferred networks ‘_.-J_ Security-enabled wireless network ll[l[l[l
(3 Change advanced PNy e

settings

ﬁ Security-enabled wireless network ul I”

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

(g .8
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3.The Wireless Network Connection box will appear. Enter the WPA-PSK Wireless Network Connection
passphrase and click Connect.

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.

connection fails, please verify that the WPA-PSK settings are correct. The Network key: I |
WPA-PSK passphrase must be exactly the same as on the wireless router. | |

[ Connect J [ Cancel ]
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-615. Read the
following descriptions if you are having problems. (The examples below are illustrated in Windows" XP. If you have a different
operating system, the screen shots on your computer may look different to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on the Internet
or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer
must be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

« Internet Explorer 6 or higher
« Firefox 5.0 or higher

- Safari 3 or higher

« Chrome 3.0 or higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a different
cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be on.

- Disable any Internet security software running on the computer. Software firewalls such as ZoneAlarm, BlackICE, Sygate,
Norton Personal Firewall, and Windows XP firewall may block access to the configuration pages. Check the helpfiles included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

- Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click the button to restore
the settings to their defaults.

+ Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button. Make sure nothing
is checked. Click OK.

+ Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.

« Close your web browser (if open) and open it again.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your the web management.

« If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What should | do if | forget my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the
factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip
to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the
password box empty.
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3. Why can’t | connect to certain sites or send and receive e-mails when connecting through my router?

If you are having a problem sending or receiving e-mail, or connecting to secure sites such as eBay, banking sites, and web
email, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you will have to do a special ping of the destination you're trying to go to. A destination could be
another computer, or a URL.

« Click on Start and then click Run.
C=“~»ping vahoo.com —f -1 1482

Pinging yahoo.com [66.74.234.131 with 1482 bytes of data:

«Windows" 95, 98, and Me users type in command (Windows™ NT, 2000, needs to be fragmented but DF set.

and XP users type in cmd) and press Enter (or click OK). e T b fmamer e ut DF sor.

needs to he fragmented but DF set.

Fing statistics for 66.94.234_13:

+ Once the window opens, you'll need to do a special ping. Use the Packets: Sent = 4, Received = B, Lost = 4 (1P@z loss),
Approximate round trip times in milli-—seconds:
ﬂ)”ovvhjg Syntax; Minimum = Bms, Maximum = Bms. Average = @ms

C=~>ping vahoo.com —f -1 1472

ping [url] [_f] [_I] [MTU value] Pinging yahoo.com [66.74.234.131 with 1472 bytes of data:

Reply from 66.94.234.13: bytes=1472 time=73ms TIL=52
Reply from 66.94.234.13: bytes=1472 time=10%ms TTIL=52
o Reply from 66.94.234.13: hytes=1472 time=125ms TTL=52
Example: ping yahoo.com -f -1 1472 Reply from 66.94.234.13: hytes=1472 time-283ms TTL=52

Fing statistics for 66.94.234_13:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss>,

You should start at 1472 and work your way down by 10 each time. | i eI L e L LUl

Minimum = %3ms,. Maximum = 283ms, Average = 132ns

Once you get a reply, go up by 2 until you get a fragmented packet. /58
Take that value and add 28 to the value to account for the various

TCP/IP headers. For example, let’s say that 1452 was the proper value,
the actual MTU size would be 1480, which is the optimum for the
network current network (1452+28=1480).

Once you find your MTU, you can now configure your router with
the proper MTU size.
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To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.0.1) and click OK.
« Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page for the device.
« Click on Setup and then click Manual Configure.
« To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

« Test your e-mail. If changing the MTU does not resolve the problem, continue changing the MTU in increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely and conveniently access your network. You will be able to enjoy the
freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of
wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapters used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A wireless router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point to another. But
wireless technology has restrictions as to how you can access the network. You must be within the wireless network range area
to be able to connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN),
and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has
a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point
as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles
to serve places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and
many other outdoor venues.

Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30
feet away. Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers,
and other devices that operate on batteries.
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Tips
Here are a few things to keep in mind when you are installing a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have
a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference
Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This can significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
Don'tlet neighbors or intruders connect to your wireless network. Secure your wireless network by turning on the WPA or WEP
security feature on the router. Refer to the relevant section in this manual detailed information on how to set it up.
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Wireless Modes

There are basically two modes of networking:
- Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters on each
computer, such as two or more DIR-615 wireless network adapters.

An Infrastructure network contains an access point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless adapters. All the adapters must be in Ad-Hoc mode
in order to communicate.

D-Link DIR-615 User Manual 102



Appendix B - Networking Basics

Networking Basics

Check your MAC and IP address

After you install your adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server (i.e.
wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows Vista® users type emd in the Start Search box.)

At the prompt, type ipconfig /all and press Enter. Locate

o CAWINDOWS\system32\cmd.exe

the information for the network adapter you are using; in UINS Proxy Enabled. Fho

. " . ” uffix Search List. . . . . . = ink.com.tuw
this case “Ethernet adapter Local Area Connection”. (You
may need tO SCI’O” UpwardS tO V|eW the |nformat|on that Connection—specific DNE Suffix . : dlink.com.tw

. Description : IntelCR> B2579LM Gigahit Metwork Connecti
you reqUIre)' gll.;ggi%alhlid:lh‘ess ......... < EC—S2—I’IF—49—E6—QC
The address listed next to “Physical Address” is the MAC Autoconf iguration Enabied : Yes
. . Llnk—locﬁlolPuﬁ Address . . . . . : :eHB:=d9d5=349diu???ia?szii(Preferred)

address of the device you are using. Sabnctmaen s T D 220080 L Freferred
This will display also the IP address (IPv4), subnet mask,and ~ [eeRasi : Turoday, horil 16 2013 11-05°57 an

ISWI ISplay also the IF adadress (IFv4), subnet mask, an Dol Bateeay - Ll Ei;g{iggs@_}mn ig. @5
default gateway of your adapter. DHChu6 1A1D 248271535

DHCFv6 Client DUID : B@-91-00-81-18-14-5F-3C-CC-52-AF-49-E6—-9C

DHS Servers = 192.168.8.1
MetBIOS over Tcpip : Enabled

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router. Some
firewall software programs may block a DHCP request on
newly installed adapters.

Ethernet adapter Hamachi:
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:
Step 1

Windows" 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Change Adapter
Setting.

Windows Vista' - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows XP - Click on Start > Control Panel > Network Connections.

Windows 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.
Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.
Step 4

Internet Protocol (TCP/IP) Properties

| Gereral

Click Use the following IP address and enter an IP address that is on the same subnet || syt airecitoaiou etk s o
as your network or the LAN IP address on your router. I —

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X © Use the folowng P adess _
where X is a number between 2 and 99. Make sure that the number you choose is not in T Rl B

“Y'ou can get P settings assigned autornatically if your netwark supports ‘

Subriet mask: [255.255.25% . 1 |

use on the network. Set Default Gateway the same as the LAN IP address of your router bk galwas ECACREE
(192.168.0.1). [=reer—— ‘
B dd‘wzww 1 il
Set Primary DNS to be the same as the LAN IP address of your router (192.168.0.1). The Bllarete DNS serve: . . =
Secondary DNS is not needed or you may enter a DNS server from your ISP. e |
Step 5

Click OK twice to save your settings.
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Technical Specifications

Standards

- |EEE 802.1n
- |EEE 802.1g
- |EEE 802.3

- |EEE 802.3u

Interface

« 1x10/100 Base TX RJ-45 WAN Port
« 4x10/100 Base TX RJ-45 LAN Ports

Security

« WPA-Personal

« WPA2-Personal

« WPA-Enterprise

« WPA2-Enterprise

« Wi-Fi Protected Setup

Wireless Signal Rates*
« Up to 300 Mbps

Frequency Range
+ 24 GHzto 2.483 GHz

LEDs

« Power

+ Internet

- WLAN

- LANx4
Temperature**

+ Operating: 0°Cto 40°C (32°F to 104°F)
+ Storage:-20°C to 65°C (-4°F to 149°F)

Humidity

+ Operating: 10% to 90% (non-condensing)
+ Storage: 5% to 95% (non-condensing)

Dimensions

+ 148x113x32mm (5.8 x4.4x 1.3 inches)
Weight

« 214 grams (.047Ibs)
Safety & Emissions

« FCC
- CE

* Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and environmental

factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will
adversely affect wireless signal range.
** Indoor use only
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