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Section 1 - Product Overview

Package Contents

* D-Link DIR-615 Wireless Router
* Power Adapter

 Ethernet Cable

e Manual and Warranty on CD

Note: Using a power supply with a different voltage rating than the one included
with the DIR-615 will cause damage and void the warranty for this product.

§ o=

_-_Jh : o

|
B SV=25A RESET

Note: Always attach the power cord plug to the power supply, before inserting
the power cord and connected power supply to the wall outlet.

System Requirements

e

* Ethernet-based Cable or DSL Modem
e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet

adapter
* Internet Explorer 6 or Firefox 2.0 or above (for configuration)
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-615 provides up to 300Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio.

e Compatible with 802.11b and 802.11g Devices - The DIR-615 is still fully compatible with the IEEE
802.11b and IEEE 802.11g standard, so it can connect with existing 802.11b and IEEE 802.11g PCl,

USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-615 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-615

can securely access corporate networks.

¢ User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-615 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental

conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Pressing the Reset Button restores
the router to its original factory
default settings.

Receptor for the Power Adapter.

- 1 o L

~ INTERNET \ 5V = 2.5A RESET
LAN Ports The Auto MDI/MDIX WAN
Connect Ethernet devices such as port is the connection for
computers, switches, and hubs. the Ethernet cable to the
Cable or DSL modem.
—
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Section 1 - Product Overview

Hardware Overview
LEDs

INTERNET WLAN LED
A solid light indicates connection A solid light indicates that the wireless
on the WAN port. This LED blinks segment is ready. This LED blinks during

during data transmission. wireless data transmission.

(V) @ €« Q g g mﬂ-ml
A
Local Network LEDs

A solid light indicates a connection to an

Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.

Power LED
A solid light indicates a proper
connection to the power supply.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the WAN port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Ethernet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

.If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Wall Mounting Your Device

You can mount the DIR-615 to a wall or a partition for easy and convenient placement of your device.

To wall mount your device,
A. Screw the provided screws with the equipment to the wall or partition where the device to be placed.
B. Place the mounting holes on the bottom of the device over the screws to mount it to the wall or partition.
C. Connect your cables to the device.

Step B

D-Link DIR-615 User Manual 10



Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

WAN port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 16 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

e Disable UPnP™

* Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

. Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user

name to admin and leave the password box empty. Click OK to continue.

. Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings

to continue.

. Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save

Settings to continue.

. Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to

save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.
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Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other three LAN ports to connect other Ethernet devices and computers. To configure your
wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

A D-Link - Microsoft Internet Explorer

To access the configuration utility, open a web-browser
such as Internet Explorer and enter the IP address of | Fle Edt W¥ew Favorites Tools Help

the router (192.168.0.1). |@Eack _ J - E,] @ ,ﬁi}:‘lgearch
_i_ﬁﬂ-are%%wz.lﬁa.n.l | B4 &0 ||

Enter the user name (admin) and your password. Leave
the password blank by default.

If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.

WIRELESS
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Section 3 - Configuration

Setup Wizard

You may run the setup wizard from the opening
Internet Setup window to quickly set up your router.
Click Internet Connection Setup Wizard, you will
be directed to the first window of the wizard.

Click Next to continue.

Create a new password and then click Next to
continue.

| DIR-615 | SETUP

If yau e configunng the device for the fist tims, we recomrnent thet vou cick on the Intemet
Comnection Sehep Wizad, and foloe toe mtuckons on the screen. [f you wih fo modfy or
configurs the device settings manusly, di3: the Maud Fternet Connection Sstus,

I ynu ook B o ubdze o say o use Web Sasd Wiserd b asst yeu n conmecting o
nEw DLins Systems Rowse b the Intemas, dbdk on the button be o,

Inkemet Correction Senp wizard |

Note; B=fzrs lanching tha wiard, plazse meke sure you have fokoved 21 steps outhned 1 the
Quick Tretalation Goid= inchiced i e packaze.

MANUAL INTERNET GONKECTION 0P TTONS

o you veould Bee 0 corfigue the Inteniet settngs of vour e D-Urk Router manuely, then

cick an the button celow,
Marial rkssnet Connectkn Setua |

This wizard wil guide vou through a step-by-step process to configure your new D-Link router and connect to
the Internet,

Step 1: Set your Password

Step 2: Select your Time Zone

Step 3: Configure your Internet Connection
Step 4: Save Settings and Connect

By default, your newe D-Link Router does not hawe a password configured for administrator access to the Yweb-
based configuration pages, To secure your new networking device, please set and verify a password below:

wWerify Password

D-Link DIR-615 User Manual
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Section 3 - Configuration

Select your time zone from the drop-down menu and then click Next
to continue.

Select the type of Internet connection you use and then click Next
to continue.

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

Select the appropriate time zone for yvour location, This information is required to configure the time-based options

for the router,

| (EMT-08:00) Pacffic Time: {UIS & Canada); Tijuana -

By default, your new D-Link Router does not have a password configured for administrator access to the Web-
based configuration pages. To secure your new networking device, please set and verify a password below:

Password @ |ssssssssss

Verify Password : [sessssssse
prev | Next| Cancel

To set up this connection, please make sure that you are connected to the D-Link Router with the PC that was
originally connected to your broadband connection. If you are, then dick the Clone MAC button to copy your
computer's MAC Address ta the D-Link Router.

MAC Address : l:l - I:l - I:l - l:l - I:l - I:l {Optional)

[ Clone Vour PC's MAC Address |

Host Name : ‘DIR-aDD |

Mote: You may also need to provide a Host Mame, If you do not have or know this
information, please contact your ISP,

D-Link DIR-615 User Manual
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoOE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

If you selected L2TP, enter your L2TP username and password. Click Next
to continue.

To set up this connection you will need to have a Username and Password from your Internet Service Provider, If
you dio niot have this information, please contact your ISP,

Address Mode : (&) Dynamic P CStatic IP
IP address : l:l
Password :
Verify Password :
Service Name : I:l (Cptional)

MNote: You may also need to provide a Service Name. If you do not have or know
this information, please contact your ISP,

To set up this connection you will need to have a Username and Passwaord from your Internet Service Provider,
You ako need PPTP IP adress, If you do not have this information, please contact your ISP,

Address Mode : (&) Dynamic 1P () Static IP
PPTP IP Address : [1.0.0.0

\
PPTP Subnet Mask : [0.0.0.0 |

PPTP Gateway IP Address : 0.0 0.0 |
\

\

PPTP Server IP Address |
{may be same as gateway) :

User Name : |
Password : [sssssessssessssassanssses: |
Verify Password : | oooooooooooooooooooooooooo ‘
-Cante\

To set up this connection you wil need to have a Username and Password from your Internet Service Provider,
Y¥ou also need L2TP IP adress. If you do not have this information, please contact your 15P.

Address Mode : (&) Dynamic 1 O Static 1P
L2TP IP Address : [0.0.0.0

|
L2TP Subnet Mask : [0.0.0.0 |

L2TP Gateway IP Address : |U‘D.U‘D |
|

|

L2TP Server IP Address
(may be same as |
gateway) :

User Name : |

Password : |

Verify Password : [ssesssssssssssssssssssnes) ]

D-Link DIR-615 User Manual
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Section 3 - Configuration

If you selected Big Pond, enter your Big Pond username and password. |EEliseiasasisrasstaroeseemoniaicrorommuu
Click Next to continue. b e e s o B

Bigpond Server IP Address ‘
{may be same as gateway) :

Bigpond User Name : \

Bigpond Password : \

Bigpond Verify Password : \

If you selected Static, enter your network settings supplied by your Internet S asRess o —

To set up this connection you will need to have a complete list of IP information provided by your Internet

p rOVIde r. CI ICk Next to CO ntl n u e . Service Provider, If vou have a Static [P connection and do not have this information, please contact your ISP,

IP Address :

Subnet Mask :

Gateway Address :
Primary DNS Address :
Secondary DNS Address :

Click Connect to save your settings.

The Setup Wizard has completed. Click the Connect button to save your settings and reboot the router.

Please allow 1-2 minutes for rebooting. When the router has finished

Sawing Changes and Restarting.

rebooting, the opening WindOW Wi" be displayed. If you changed the IP address of the router

you wil need to change the 1P address in your
browser before accessing the configuration Web site again.
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Section 3 - Configuration

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP. Product Page : DIR615

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

DIR-615 | | ADYANCED MAINTENANCE STATUS HELP

Helpful Hints..

ISP Gateway: Enter the Gateway assigned by your ISP.

Inkernet Setup

Use this section to configure your Internet Connection type. There are several connection types ' I_“t'_!_m.Et Eu""E_CtiD":

to choose from: Static IP, DHCP, PPPOE, PPTR, L2TP, Russia PPTP{Dual Access) and Russia
PPPoE(Dual Access). If you are unsure of your connection method, please contact your Internet
Service Provider,

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

Note: If using the PPPOE option, you wil need to remove or disable any PPPOE client software
Or yOLr Conmputers,

Save Settings | Dan't Save Settings I Internet
wider (ISP).

ACCESS POINT MODE

Use this to disable MAT on the router and turn it into an Access Paint.

™ Erable Access Poirt Mode

INTERNET CONNECTION TYPE

hoose the mode to be used by the router to connect to the Internet.
My Internet Connection is © | Static P -

STATIC IP ADDRESS INTERNET CONNECTION TYPE

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the Clone MAC Address button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address of the
router. It is not recommended that you change the default

MAC address unless required by your ISP.

Enter the static address information provided by your Internet Service Provider (ISP,

IP Address : (assigned by your 15P)
Subnet Mask
ISP Gateway Address :
- | - - - - optional
MAC Address (op )
Clone MAC Address

Primary DMS Address :

Secondary DNS Address (optional)

Primary DNS Enter the Primary DNS server IP address assigned by your —

Address: ISP.

Save Settings I Don't Save Settings |

Secondary DNS This is optional.
Address:

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492
is the default MTU.
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Section 3 - Configuration

Internet Setup
Dynamic

To manually set up the Internet connection, click the Manual Internet Connection Setup button on the Router’s
opening window.

Access Checking this box disables NAT and turns the Router into sy ————e—
Point an Access Point only.
Mode:
Dynamic IP Choose Dynamic |IP Address to obtain IP Address
Address: information automatically from your ISP. Select this option oue-o15 J |

if your ISP does not give you any IP numbers to use. This
option is commonly used for Cable modem services.

Use this section to configure your Internet Connection type. There are several connection types
to choose from: Static IP, DHCP, PPPCE, PPTR, L2TP, Russia PRTP(Dual Access) and Russia
PPPoE(Dual Access), If you are unsure of your connection method, please contact your Internet
Service Provider,

Mote: If using the PPPOE option, you will need to remove or disable any PPPOE client software
on your computers,

Host The Host Name is optional but may be required by some
Name: |ISPs. The default host name is the device name of the
Router and may be changed.

Save Settings | Don't Save Settings |

ACCESS POINT MODE -ﬂ. are
|

Use this to disable MAT on the router and turm it into an Access Point.

" Enable Access Point Made

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

My Internet Connection is : [DynamicIP(OHCRY .4

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE

Usa this Internet connection type if your Internet Service Provider (ISP) didn't provide you with
IP Address information andfor a username and password.

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the “Clone MAC Address” button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address of the
router. It is not recommended that you change the default

MAC address unless required by your ISP.

Host Name ;- [DIR-615
MAC Address : l— , l— _ l— ) l— ) l— ) l— {optional)
Clone MAC Address I
Primary DMS Address : l—
Secondary DMS Address ¢ l— {optional)
MTU: [isoo |

Save Settings I Don't Save Settings |

DNS Enter the DNS (Domain Name Server) server IP address assigned by your ISP.
Addresses:

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP.
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Section 3 - Configuration

Internet Setup
PPPoE

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

PPPoOE: Select Dynamic (most common) or Static. Select Static
if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

User Name: Enter your PPPoE user name.
Use this section to configure your Internet Connection type, There are several connection types
to choose from: Static IR, DHCR, PPPCE, PRTR, L2TF, Russia PRTP(Dual Access) and Russia

PPPoE(Dual Access). If you are unsure of your connection method, please contact your Internet

Password: Enter your PPPoE password and then retype the password Serie o
|n the next box Qnut\zﬁfcfmguttheuffppoE option, you wil need to remove or disable any PRPOE client software
Save Settings I Don't Save Settings | L?;::??;P)‘
Service Name: Enter the ISP Service Name (optional). J e 1 access pam Moo

Use this to disable NAT on the router and turn it into an Access Point,
IP Address: Enter the IP address (Static PPPoE only). I Enable Access Poin Mocke
INTERNET CONNECTION TYPE
DNS Enter the Primary and Secondary DNS Server Addresses Chose the mode to be ke by the router 1 cormert 15 the Intarst,
Addresses: (Static PPPoOE only). My Intemet Conection s [P (Eamame TFomne Sl

PPPOE

Maximum Idle Enter a maximum idle time during which the Internet
Time: connection is maintained during inactivity. To disable

Enter the information provided by your Internet Service Provider (ISP,

@ Dynamic PPPoE © Static PPPOE

this feature, enable Auto-reconnect. Gerhame: [ ]
Password |
MTU: Maximum Transmission Unit - You may need to change the e o
MTU for optimal performance with your specific ISP. 1492 1P acess .
|S the default MTU MaC Addfegszl_(g-pmna\)- cl-nneMAc-Address-
@ Receive DNS from ISP Enter DNS Marually
u . Primary DMS Address l—
ConneCtlon SeleCt elthel’ A|WayS-On, Manual, OI’ Connect-on Secondary DNS Address l—(optwonal)
Mode Select: demand. Maximur Ide Tme : 5 Minutes

MTU 1492
) e

Cornect mode select
© panual @ Connect-on demand
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Section 3 - Configuration

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with

Internet Setup
PPTP

a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static
if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance.

Select either Always-on, Manual, or Connect-on demand.

Product Page : DIR-615

" 1-LINK

Internet

Use this section to configure your Internet Connection type. There are several connection types
to choose from: Static IP, DHCP, PPPoE, PPTR, L2TP, Russia PPTP{Dual Access) and Russia
PPPoE(Dual Access), If you are unsure of your connection method, please contact your Internet
Service Provider,

Note: If using the PPPOE option, you will need to remowe of disable any PPPOE dlient software
Of Your Computers,

Save Settings | Don't Save Settings |

87 oifine

ACCESS POINT MODE

Use this to disable NAT on the router and turm it into an Access Point,

" Enable Access Paint Mode

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Intermnet.

My Internet Connection is @ IPPTP (Username | Password) vl

PPTP
Enter the information provided by your Internet Service Provider (ISP,

& Dynarric 1P © Static IP
1P Address : I— {assigned by your ISP
Subret Mask : I
Gateway : I
ohs: [
MaC Address (UptZa\)l_ cllnn:nxcl;ssl— l—

Server IPfMame : |

PPTR Account : |

PPTP Password : [esssssssss
PPTP Retype Password : [esesssssss
Mayirnurn Idle Tirne IS— Minuites
MTU: J#00 |
. & IM elellp=0) I

Cornect mode select
© Manual @ Connect-on demand

Firmua
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

L2TP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

L2TP Account:

L2TP
Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static
if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Enter the IP address (Static L2TP only).

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your L2TP account name.

Enter your L2TP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP.

Select either Always-on, Manual, or Connect-on demand.

Use this section to configure your Internet Connection type, There are several connection types
to choose from: Static [P, DHCRP, PPPOE, PPTR, L2TP, Russia PPTP(Dual Access) and Russia
PPPoE{DUAl Access). If you are unsure of your connection method, please contact your Internet
Service Provider,

Note: If using the PPPCE option, you wil need to remove or disable arny PRROE client software
O YO COMPULELs.

Save Settings | Don't Save Settings |

ACCESS POINT MODE

Use this to disable NAT on the router and turm it into an Access Paint,

™ Enable Access Paint Mode

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is @ |L2TP (Username [ Password) =

L2TP
Enter the information provided by your Internet Service Provider (ISP).

& Dynamic 1P ' Static 1P
1P &ddress @ I— {assighed by your ISP}

Subnet Mask |
Gateway I
DS ; I

MAC Address ¢ (wﬁa\)l— cllc;ﬁ«cl;ss I—I l—
Server [PfMame ¢ |
L2TP Account : |

L2TP Password :

L2TP Retype Password :

[sesassanes
Mazirnurm Idle Tirne IS— Mirutes
MTU: J#00 |
.o IAIways 'I M‘

Connect mode select
' Manual @ Connect-on demand

Helpful Hints..

Internet Connecti
hen iguring th

Service Provider (ISP).

Support:
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Internet Setup
Dual Access (for Russia only)

There are two main steps to configure a Dual Access Internet connection for Russia. First, configure a PPPOE connection (as previously
described for PPPoE connections), and add the physical WAN IP settings as instructed from the ISP. Second, configure a PPTP connection
(as previously described for PPTP connections). In addition, the second step also includes an option to use a MAC address that will always
be associated with the connection. The MAC address is entered manually or copied from the computer.

owes T

SETUP

Internet Setup

Use this section to configure vour Internet Connection type. There are several connection types
to choose from: Static IP, DHCP, PPPoOE, PRTP, L2TF, Russia PPTR(Dual Access) and Russia
PPROE(DUAl Access), If you are unsure of your connection method, please contact your Internet
Service Provider,

Note: If using the PPPoE option, you will need to remove or disable any PPPOE client software
O YOLr computers,

Save Jettings | Don't Save Settings I

Lise this to disable MAT on the router and turn it into an Access Point.

[T Enable Accass Paint Mode

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet,

My Intermnet Connection is : [Russia PPTP (Dual Access) =]

RUSSIA PPTP (DUAL ACCESS)

Enter the information provided by your Internet Service Provider (ISP,

@® Dynamic IP © Static IP
(assigned by vour ISP)
Gateway l—
DS
(optional) Clong MAC Address |

Server [PjName ;|

IP Address
Subnet Mask :

MAC Address :

PPTP sccount ;| MPRE : [

PPTP Passwird :
PPTP Retype Password ;

i Minutes
1400
O [wey: B EEETTE

' Manual @& Connect-on demand

Maxirum Idle Time
MTU

Connect mode select :

ACCESS POINT MODE 1F

| ADYANCED MAINTENANCE STATUS “

Helpful Hints..

+ Internet Cunnectlon:

Y Internet
Service Provider {ISP),

oers T

SETUP

Internet Setup

Use this section to configure your Internet Connection type. There are several connection types
to choose from: Static IP, DHCP, PPPOE, PRTR, L2TR, Russia PPTP{Dual Access) and Russia
PPPoE(Dual Access), If you are unsure of your connection method, please contact your Internet
Service Provicer,

Note: If using the PPPoE option, you wil need to remave or disable any PPPoE client software
O Your COMmpLIters,

Save Settings | Don't Save Settings |

ACCESS POINT MODE
Use this to disable NAT on the router and turn it inta an Access Point.
M Enable access Point Mode

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet,

Russia PPPoE (Dual Access) -

RUSSIA PPPOE (DUAL ACCESS)

My Internet Connection is ©

Enter the information provided by wour Internet Service Provider (ISP).

@ Dynamic PPPoE 7 Static PPPOE

User Mame : MpPeE ;T
Password | |ssssssssss
Retyps Password : [eessessess
Service Name : {optional)
1P Address : l—
C-r-r—-r

MAC Address :
I (optional) Clone MAC Address I

@ Receive DMS from ISP € Enter DNS Manually

Primary DNS address @
Secondary DMNS Address : l— (optional)
Maximumn Idle Time : IS— Minutes
MTU: ez |

o IAIways 'I Laielel I

Cornect mode select
 Manual @ Connect-on demand

& Dypamic 1P € Static 1P

1P Address

T

| ADYANCED MAINTENANCE STATUS HELP

Helpful Hints..

. Internet Connection:
! th

Internet
Connection Type Fn:wm

D-Link DIR-

615 User Manual

24



Section 3 - Configuration

Wireless Setup

Wireless settings for the router may be configured
manually or by using a wizard. To use the wizard, ] |
click the Wireless Connection Setup Wizard button e

and then follow the steps that are described below. EX// BT oo | cevowe | smws | see
To configure the wireless settings manually, click >
the Manual Wireless Connection Setup button. Thers 2 2 ways 0SBt o wreles cornectn. You can s e Wiekess Conmcton Secp | |

wizard or you can manually configure the connection.

Product Page : DIR-615 Firriw

on Wireless Conn

Th e param ete rS fo r th iS Wi N dOW a re deSC ri bed Iate r .=- Please note that changes made on this section will also need to be duplicated to your ?Etul‘ Wizard and

wireless clients and PC.
in this section. The Wireless Security section that e
directly follows this Configuration section provides p B

If you would lke to utiize our easy to use Web-based Wizard to assist you in connecting yvour

add i‘tion al eXp I anatio n fo r hOW to CO nfig u re th e W E P , — new D-Link Systems Wireless Router to the Internet, click on the buttan below, E‘::,:J:clt‘;i,:esl::p .

WPA, WPA2, and WPA/WPA2 wireless security ot

Note: Before launching the wizard, please make sure you have followed all steps outlined in the

H Quick Installation Guide included in the package.
mode options.

MANUAL WIRELESS CONNECTION DPTIONS

If you would lke to configure the Internet settings of vour new D-Link Router manually, then
click on the button below,

Manual Wireless Connection Setup |

This wizard will guide you through a step-by-step process to setup your wirgless netwaork and rmake it secure.,

Click Next to continue.

» Step 1: Mame your Wireless Network
= Step 2: Secure your Wirgless Metwork
* Step 3: Set your Wirsless Security Password

Enter a Wireless Network Name in the textbox, which [oree 1. ave voun wineteos werwore ]

our wireless network needs a name so it can be easily recognized by wireless clients, For security purposes, it is

iS aISO kn OW aS th e S S I D ) a n d th e n CI iC k N ext to highly recommended to change the pre-configured network name of [dink].

Contl n u e . Wireless Network Name
(SSID)
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Use the radio buttons to select the desired level of wireless security,
Best, Better, or Good, and then click Next to continue.

Enter a Wireless Security Password in the textbox and then click
Next to continue.

This window displays a summary of your wireless security settings. Please
print this out or record this information in a safe place and then click Save
to continue.

The Router will save your new settings and reboot. When it is finished after
1-2 minutes, the opening Wireless Setup window is displayed.

This wizard will guide you through a step-by-step process to configure your new D-Link router and connect to the
Internet.

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one
of the following wireless network security settings.

There are three levels of wireless security -Good Security, Better Security, or Best Security, The level you choose
depends on the security features your wireless adapters support,

BEST () Select this option if your wireless adapters SUPPORT WPRA2
BETTER (O Select this option if your wireless adapters SUPPORT WPA
GOOD O Select this option if your wireless adapters DO NOT SUPPORT WP

MNOME (5 Select this option if vou do not want to activate any security features

For information on which security features yvour wireless adapters support, please refer to the adapters'
documentation,

MNote: all D-Link wireless adapters currently support WPRA,

once you have selected your security level - you wil need to set a wireless security passwiord. With this password,
a unique security key will be generated.

Wireless Security Password:
(2 to 20 chatacters)

MNote: You will need to enter the unique security key generated into your wirgless ciients enable proper wirgless
communication - not the password you provided to create the security key.

Below is a detaled surnmary of your wireless security settings. Please print this page out, or write the information
on a piece of paper, 5o you can configure the correct settings on your wireless cient adapters.

Wireless Network Name .
(SSID) = dink

Saving Changes and Restarting.
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Wi-Fi
Protected
Setup:

Enable
Wireless:

Wireless
Network Name:

Enable
Wireless
Channel:

Transmission
Rate:

WMM Enable:

Enable Hidden
Wireless:

To implement Wi-Fi protection, or WCN 2.0, tick the Enable
checkbox, click either Generate New PIN or Reset PIN to
Default, and then configure the Wi-Fi settings below. Please
see the Setting Up Wi-Fi Protection (WCN 2.0 in Windows
Vista) section later in this manual for detailed configuration
information.

Check the box to enable the wireless function. If you do
not want to use wireless, uncheck the box to disable all the
wireless functions.

Service Set Identifier (SSID) is the name of your wireless
network. Create a name using up to 32 characters. The
SSID is case-sensitive.

Indicates the channel setting for the DIR-615. By default
the channel is set to 6. The Channel can be changed to
fit the channel setting for an existing wireless network or
to customize the wireless network. The Auto Channel
Selection setting can be selected to allow the DIR-615 to
choose the channel with the least amount of interference.

o 8 -615 2 00
| Ly~ ANA

DIR-615 SETUP ADVYANCED MAINTENANCE STATUS HELP
ke ]

L

Use this section to configure the wireless settings for your D-Link router, Please note that
changes made on this section may also need to be duplicated on your wireless client.

To protact your privacy you can configure wireless security features. This device supports thres
wireless security modes including: WER, WPA and WRAZ,

Save Settings Don't Save Sattings |

WI-FI PROTECTED SETUP (ALSO CALLED YCN 2.0 IN WINDOWS VISTA)

Enable:
Current PIN : 33664521
(Generate Mew PIN |
wi-Fi Protected Status: Enabled / Mot Configured

Feset ta Wnonfigured

Add Wireless Device with WPS |

Enable wWireless : ¥

[k | {ako calied the S3ID)
Enable Auto Channel Selection: [

||

[Best fautomatic) =] (Mbit/s)

¥ (wireless Qos)

[T (also called the SSID Broadcast)

Reset PIN to Defaul: |

wirgless Metwork Marme ;

Wirgless Channel :
Transrmission Rate
WWMM Enable :

Enable Hidden wireless :

WIRELESS SECURITY MODE

Security Mode ; |D\sable ‘Wireless Security (not recommended) ;I

Helpful Hints..

Use the drop-down menu to select the appropriate Transmission Rate in Mbits per second. Many users will want to use the

default setting, Best (automatic).

Enable Wi-Fi Multimedia to enjoy basic quality of service features. WMM prioritizes traffic according to four access categories:

voice, video, best effort, and background.

Check this option if you would not like the SSID of your wireless network to be broadcasted by the DIR-615. If this option is
checked, the SSID of the DIR-615 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID

of your DIR-615 in order to connect to it.

D-Link DIR-615 User Manual
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. To enable wireless security on the Router, use
the drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless
Security (basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hex or ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the Router with a wireless adapter,
you will lose connectivity until you enable WEP on
your adapter and enter the same WEP key as you
did on the Router.

WIRELESS SECURITY MODE

Security Mode | Enable WEP Wireless Security (basic) w

Disable Wireless Security (nok recommended
Enable WEP Wireless Security (basic)

Enable Wwra Only Wireless Security {enhanced)
Enable WrPAZ Only Wireless Security {enhanced)

] . ] Enable WrAWPAZ Wireless Security (enhanced)
WEP iz the wireless encryption standard, 0 UeE T yOU TTOST SRTEr TNe Saine Reyis T the

router and the wireless stations, For 64 bit keys you must enter 10 hex digits into each key bo,
For 128 hit kevs vou must enter 26 hex digits into each key box, A hex digit is either a number
from 0 to 9 ar a letter from & to F, For the most secure use of WEP et the authentication type
to "Shared Key" when WEP is enabled,

You may also enter any text string into a WEP key box, in which case it will be converted into a
hieadecimal key wsing the ASCIT values of the characters, & maximum of S text characters can
be entered for &4 bit keys, and a maximum of 13 characters for 128 bit keys,

Buthenticatior ;
WEP Encryption
Default WEP Key ;

WEP Key ;| | (13 ASCIT or 26 HEX)

[ Save Settings ][ Don't Save Settings ]

NOTE:

It is recommended to enable encryption on your wireless
Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless
signal may degrade when enabling encryption due to the added
overhead.
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1.To enable WPA, WPA2, or WPA/WPA2, select
either Enable WPA Only Wireless Security Security Mode ;[ Enable WPA Only Wireless Security (enhanced) ]
(enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPA2 Wireless WPA Only requires stations to use high grade encryption and authentication,
Security (enhanced). Cioher Type

PSK f E&P

2. Next to Cipher Type, select TKIP, AES, or Network Key : | | (8~63 ASCI or 64 HEX)
Both. (aseting: | [ oonioae o )

3. Next to PSK/EAP, select PSK.

Security Mode ; | Enable WPAZ Only Wireless Security (enhanced) |+ |

4.Next to Network Key, enter a
passp hrase. The key is an al p ha-numeric WPA2 Orlly requires stations to use high grade encryption and authentication,
password between 8 and 63 characters long. Coher Type
The password can include symbols (!?*&_) and PaK f EAP
spaces. Make sure you enter this key exactly the Network Key ; | | (5~63 ASCIL or 64 HEX)
same on all other wireless clients. .,
5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter, Security Made : | Enable WPAMWPAZ Wireless Security {enhanced) [V
you will lose connectivity until you enable WPA,
WPA2, or WPA/WPA2 (whichever of the three
OptionS you have selected above) on your adaptel’ WRAWPAZ requires stations to use high grade encryption and authentication.
and enter the same network key as you did on the R
router. PSK [ EAP ;
Netwark Key ;| | (B~63 ASCIL or 64 HEX)
Save Settings | [ Don't Save Settings
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.To enable WPA, WPA2, or WPA/WPA2 for
a RADIUS server, next to Security Mode,
select Enable WPA Only Wireless Security
(enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPA2 Wireless
Security (enhanced).

. Next to Cipher Type, select TKIP, AES, or
Auto.

. Next to PSK/EAP, select EAP.

. Next to RADIUS Server 1 enter the IP Address
of your RADIUS server.

. Next to Port, enter the port you are using with your
RADIUS server. 1812 s the default port.

.Next to Shared Secret, enter the security key.

. If you have a secondary RADIUS server, enter its
IP address, port, and secret key.

WIRELESS SECURITY MODE

Security Mode : | Enable WPa Only Wireless Security {enhanced) | » |

WPA ONLY

WPA Only requires stations to use high grade encryption and authentication.

Cipher Type ;
PSK [ E&P |
a02,1x

RADIUS Server 1 IP Address ¢ | |

Port : |:|
Shared Secret ; |

RADIUS Server 2 IP Address ¢ | |
Port : |:|

Shared Secret ; |

[ Save Setkings ] [ Don't Save Settings ]

8. Click Save Settings to save your settings.
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This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP
Address:

Default Subnet
Mask:

Local Domain
Name:

Enable DNS
Relay:

LAN Setup

Enter the IP address of the router. The default
IP address is 192.168.0.1.

If you change the IP address, once you click
Apply, you will need to enter the new |IP address
in your browser to get back into the configuration
utility.

Enter the Subnet Mask. The default subnet mask
is 255.255.255.0.

Enter the Domain name (Optional).

Check the box to transfer the DNS server
information from your ISP to your computers. If
unchecked, your computers will use the router
for a DNS server.

Refer to the next page for DHCP information.

Use this section to configure the intermal network settings of your router and also to configure
the built-in DHCP server to assign IP address to the computers on your network, The [P address
that is configured here is the 1P address that yvou use to access the Web-based management
interface. If you change the IP address here, you may need to adjust your PC's network settings
to access the network again.

Please note that this section is optional and you do not need to change any of the
settings here to get your network up and running.

Save Settings | Don't Save Settings I

ROUTER SETTINGS

\Use this section to configure the internal network settings of your router, The 1P address that is
configured here is the IP address that you use to access the Web-based management interface.
If you change the IP address here, you may need to adiust your PC's network settings to access
the network again.

Router IP Address @ [192.168.0.1
Default Subnet Mask @ [255.255.255.0

Local Domain Mame © |
Enable DNS Relay :

DHCP SERVER SETTINGS
\Use this section to configure the built-in DHCP server to assign IP address to the computers on
your netwaork,
Enable DHP Server @
CHCP IP &ddress Range @ 100 to W (addresses within the LAN subnet)
DHCP Lease Time : W {minutes)

DHCP CLIENT LIST

Host Name IP Address MAC address Expired Time
dink-690a36a24 192,168.0.100 0004 E4:2C: 1174 30 sec(s)

25 - DHCP RESERVATION

Remaining number of dients that can be configured © 25

Computer Mame IP address MaC Address
| I
| I

<< | | Camputer Mame vl
<< | | Computer Name vl
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol.
The DIR-615 has a built-in DHCP server. The DHCP
Server will automatically assign an IP address to the
computers on the LAN/private network. Be sure to
set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address
Automatically.” When you turn your computers
on, they will automatically load the proper TCP/IP
settings provided by the DIR-615. The DHCP Server
will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You
must specify the starting and ending address of the
IP address pool.

Enable DHCP Check the box to enable the DHCP server on
Server: your router. Uncheck to disable this function.

DHCP IP Enter the starting and ending IP addresses for

Address Range: the DHCP server’s IP assignment.

DHCP Lease The length of time for the IP address lease.
Time: Enter the Lease time in minutes.

DHCP SERYER SETTIMGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on
your netwaork,

Enable CHCP Sarver |

DHCP IR Address Range : to {addresses within the LAN subnet )
DHCP Lease Time : {rirutes)

DHCP CLIENT LIST

IP Address MAC Address Expired Time

10 - DHCP RESERVYATION

Rernaining nurmber of clients that can be configured ;10

Host Marme

Computer Marme IP Address MAC Address

O | || [ |
O | | | | | |
I | || I |
O | || [ |
O | | | | | |
I | || I |
O | || [ |
O | | | | | |
[ | || I |
O | | | | |
[ savesettings |[  Don't Save Settings |
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Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

Time Select the Time Zone from the drop-down S ——
Zone: menu.

Enable Ticking this checkbox enables Daylight Saving —

Daylight time. Click Sync. your computer’s time . T The s o ot v v 0 it ot st b,
Saving: settings to copy your PC’s time settings. p—r RO oM g e ntea s B e et
Save Sottings | Dorit Save Settings |
NTP Tick the “Automatically synchronize with — [ e avovare conguraTon |
Server D-Link’s Internet time server” checkbox and - | Time: 01/01/2000 14:36:49
Used: then use the drop-down menu to selectan NTP Erotle Day.;Tng:Zi I:Em:Dmsp:f:il:ii:zii o -
Server. NTP is short for Network Time Protocol. T ————
NTP synchronizes computer clock times in a I automaticaly synchronizs with DALink's Internt. tme server
network of computers. NTP server sed [T ] LR
Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour, R e S N B

HaLr | 0 - MinLte 2 = Second

Minute, and Second. Click Save Settings.

Save Settings | Don't Save Settings |
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental
Parental Control ON and ALLOW computers access to
Control: ONLY these sites, or Turn Parental Control ON

and DENY computers access to ONLY these
sites.

Website URL: Enter the keywords or URLs that you want to
block (or allow). Any URL with the keyword in
it will be blocked.

Schedule: The schedule of time when the parental control
filter will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your
own times in the Maintenance > Schedules
section.

Product Page : DIR-615

Parental Contral

Logaut

L VA

WIRELESS

Parental Control provides the usefil tools for restricting Internet access. Website URL allows you
to quickly create a list of all web sites that you wish to allow or deny users from accessing,
Schedule allows you to control when dients or PCs connected to Router are allowed to access
the Internet.

SaveSetings | Donft Save Settings |

10 - PARENTAL CONTROL RULES

Configure Parental Control below:

|'[urn Parental Control OFF
Remaining number of rules that can be created: 10

‘website LRL Schedule
i [ainays (2] [Add e
] [Always =] | Addew
i [einays (2] [Add e
] [Always =] | Addbew
i [einays (2] [ Add e
r [Ahways =] | addew.
Ll |A!wavs =1 idld Bl
] [Always =] | Addbew
i [einays (] [
| [Always =] | Addbew

Save Settings Don't Save Settings
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box to enabled the rule.
Name: Enter a name for the rule.

IP Address: Enter the IP address of the computer on your local
network that you want to allow the incoming service
to.

Start Port/ Enter the port or ports that you want to open. If
End Port: you want to open one port, enter the same port in
both boxes.

Traffic Type: Select TCP, UDP, or Any

Product Page : DIR-615

Save Settings |

Daon't Save Settings |

The advanced Port Forwarding option alow you to define a single public port on your router for
redirection to an internal LAM 1P Address and Private LAN port if required. This feature is useful
for hosting online service such as FTP or wWeb Servers,

Port

Mame Public Port
= | il | Application Hame =] -~ I
IP Address Private Port

il |Cumputer MName ;I ~

Mame Public Port
= | il | Application Hame =] -~ I
IP Address Private Port
il |Cﬂmputer Marne ;I -~ I

MName Public Port

= | il |Applitatmn Mame =] -

IP Address
I

[0 | porm—

Private Part
I =]

)
25 - ADVANCED PORT FORWARDING RULES

Remaining nurmber of rules that can be created: 25

Traffic Type

Firri
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-615.

Rule: Check the box to enable the rule. Fimware

Name: Enter a name for the rule.

Trigger Port: This is the port used to trigger the application. It
can be either a single port or a range of ports.

The Application Rules option is used to open single or multiple ports in your firewall when the
router senses data sent to the Internet on a outgoing "Trigget" port or port range. Special
Applications rules apply to all computers on your internal network.

Save Settings | Don't Save Settings I

This is the port number on the WAN side that
Firewall Port: will be used to access the application. You may

Remaining number of rules that can be created: 25

define a single port or a range of ports. You

Traffic

Port.

can use a comma to add multiple ports or port Ty o - e

I’angeS. - o i“ADDHEaHDHNamE = Firewal =

Select TCP, UDP, or Any. = e
Traffic Type: = Eellertons =1
Trigger

| i“App\i(atiDnName =1 At =

Firgall
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Section 3 - Configuration

Access Control

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC Filtering icdu e y B e 400
Filter: ON and ALLOW computers listed to access the D-Iink
network, or Turn MAC Filtering ON and DENY ' ;

computers listed to access the network. B | v WO e | e ] e
MacELTERING

The MAC (Media ccess Controller) Address fiter option is used to control network access based
on the MAC Address of the network adapter, A MAC address is a unigue 1D assigned by the
manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Intermet access,

MAC Address: Enter the MAC address you would like to filter.
To find the MAC address on a computer, please

refer to the Networking Basics section in this
manual.

Configure MAC Filtering below:
[Turn MAC Filtering oFF

DHCP Client Se|eCt a DHCP Cllent from the drOp-dOWl'l menu and :’:‘: ,Ilm;::” Remaining number of rules that can be created: 23
List: click the arrow to copy that MAC Address.

Arcess Contral

Save Settings | Don't Save Settings I

3|

MAC Address

DHCP Client List Schedule

[camputer tame (=] [always +] M‘
[camputer name (=] [always +] M‘
= |ComputerName ;I |A\ways;| Add Mew
2| [computervame =] [aways =] AddNew
22| [computer name =] [always =] | Add Hew
T aame |

Schedule: The schedule of time when the network filter will
be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Maintenance > Schedules section.

S

o 1 o Y m

X
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Firewall & DMZ

This section will allow you to set up a DMZ host and to set up firewall rules.

If you have a client PC that cannot run Internet applications properly from behind the DIR-615, then you can set the
client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for
gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ
(Demilitarized Zone) may expose your local network to a variety of security risks, so only use this option as a last

resort.
Enable SPI: Check this to enable SPI.
Enable DMZ Check this box to enable DMZ.
Host:
DMZ IP Enter the IP address of the computer you would
Address: like to open all ports to.
Name: Choose a name for the firewall rule.

Action: Selectto Allowor Denytransport of the data packets
according to the criteria defined in the rule.

Source/Dest: The Source/Destination is the TCP/UDP port on
either the LAN or WAN side.

Schedule: Click Add New to access the Schedules window. See
Maintenance>Schedules for more information.

IP Address: Enter a beginning and ending IP address.

Protocol: Select the transport protocol that will be used for
the filter rule.

Port Range: Enter the desired port range for the filter rule.

Product Page : DIR-615 Firrrm,

Firewvall rules can be used to allow o deny traffic passing through the router. viou can specify a
single port by utiizing the input box on the top or a range of ports by utilizing both input boxes,

DMZ means "Demilitarized Zone". DMZ alows computers behind the router firewal to be
accessible to Internet traffic, Typically, your DMZ would contains Web servers, FTP servers and
others.

SaveSettings | Dont Sava Sattings |

king
ogaut
e Enable sPI: [T

DMZ HOST

The DMZ{Demilitarized Zone Joption provides you with an option to set a single computer on your
retwork outside of the router.If vou have a computer that cannot run Internet applications
successfully from behind the router, then you can place the computer into the DMZ for
unrestricted Internet access,

Note: Putting a computer in the DMZ may expose that computer to a wariety of security
tisks.lUse of this option is only recormmended as a last resort,

Enable DMZ Host : [

CMZ 1P Address |

50 - FIREWALL RULES

=5 | Computer Mame 'I

Remaining nurmber of rules that can be created: S0

Interface 1P Address schedule

MName Protocal

| |50urce;| I ITCP ;I
IAIways 'I
- Port Range Add Mew
I

Action [

|Al\uw =1 |Dsst =1 I I
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Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that

any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:
Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Channel Width:

Short Gl:

Produe -615

Set the transmit power of the antennas.

Beacons are packets sent by an Access Point to synchronize a
wireless network. Specify a value. 700 is the default setting and is

SETUP ADYANCED MAINTENANCE STATUS HELP
lints..

recommended. ot it
Th|S Value Should remain at |tS default Setting Of 2346 If inCOHSiStent data ;hEs%tht\tDnsdars fnrttusersvtfhaémshtm change ldhehhehawnrt;f thewt?ﬂzlflrn w{ﬁlesfs rtadwn

. . . . o the standard setting. We do not recommend changing these settings rom the factory
flow is a problem, only a minor modification should be made. ~ |&&EL o Sk e 2 S s AT o e
The fragmentation threshold, which is specified in bytes, determines [E&= ) I
whether packets will be fragmented. Packets exceeding the 2346 byte : e —

. . . . . Transmit Power : % =
setting will be fragmented before transmission. 2346 is the default [#F= foon H,—(m 2001000, et 100)
Setti ng i L/ RTS Threshold : 2346 | [range: 2562346, default:2346)

Fragmentation : 234 |(range: 1500~2346, defauit:2346, sven number anly)
(Delivery Traffic Indication Message) 1 is the default setting. A DTIM is a e nes o2 ety
. . . . . . Preamble Type : Short Preamble @ Long Preamble
countdown informing clients of the next window for listening to broadcast o ek @ime O atvrs B uto
1 Wireless Mode : ,m

and multicast messages. en s G

Short Guard Interval @ M

Select Short or Long Preamble. The Preamble defines the length of the
CRC block (Cyclic Redundancy Check is a common technique for detecting
data transmission errors) for communication between the wireless router and the roaming wireless network adapters. Auto is the default
setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

Select one of the following:

Mixed 802.11g and 802.11b - Select if you are using both 802.11b and 802.11g wireless clients.

802.11n Only - Select only if all of your wireless clients are 802.11n.

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select the Channel Width:
Auto 20/40 - Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients. This is the default setting.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Section 3 - Configuration

Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings
may affect the behavior of your network.

Product Page : DIR-615

Enable UPnP: To use the Universal Plug and Play (UPnP™)
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software
and peripherals.

Enable WAN Unchecking the box will not allow the DIR-615 to I e T o My e e o
Ping Respond: respond to Pings. Blocking the Ping may provide e —— e
some extra security from hackers. Tick this et | oatsese |

checkbox to allow the WAN port to be “Pinged”.

Universal Plug and Play (UPHP) supports pesr-to-peer Plug and Play functionality for network
devices.

WAN Port You may set the port speed of the WAN port to
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some
OIder Cable Or DSL mOdemS may reqUIre you to If you enable this feature, the Wan port of vour router will respond to ping requests from the

Set the port Speed to 10Mbpsl Intarnet that are sant to the WaM IP Address,

Enable WaN Ping Respond © M

Enable UPnP:

WAN PING

WAaAN PORT SPEED

I 10/100Mbps Auta [+

MULTICAST STREAMS

Enable Multicast Streams @ ™

Wireless enhance mode [V
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Section 3 - Configuration

Routing

This option allows you to define fixed routes to defined destinations.

Enable: Tick this checkbox to enable or disable fixed
routes to defined destinations.

Interface: Use the drop-down menu to choose the WAN or
WAN (Physical Port) Interface the IP packet must
use to transit out of the Router.

Tha Routing option alowe you to define fixed routes o defined dectinations.

25 - STATIC ROUTING
.

Remaining nurnber of rules that can be crested: 25

Destination: The IP address of the packets that will take this

rO Ute . [nterface Destination Subnet Mask Gatewy
0 | o | T T[T \
| [wean [ R e ]
Subnet Mask: The subnet of the IP address of the packets that S | T T ]
will take this route. O [ [ | 1 T [1 ]
0| [wan [ R (A ]
s . . ) | [wen [ 1T 1 [T ]
Gateway: Specifies the next hop to be taken if this route is SRS N || T Bl ]

used.
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Section 3 - Configuration

Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account. 2 DIRcLs Fi
Login Name:

" 1-LINK

Administrator Enter a new password for the Administrator Login Name o 7/ S IO~~~

Password: and then retype the new password in the Confirm Password  [Gees s

tethOX. The ad m I n IStrato r Can make Ch an ges to the 5 Tr:were is r‘ll; pa‘;swr?rd for this router hyéjefau\t. To help secure your network, we recommend
. B S | that you should choose a nesy password,
Settl n g S : ,ml Don't Save Settings I
Enable Remote Remote management allows the DIR-615 to be Configured ADMINISTRATOR (THE DEFAULT LOGIN NAME IS "ADMIN")
Management: from the Internet by a web browser. A username and [E=TE— Login Name: i

Mewy Passwiord:

password is still required to access the Web-Management |[=ges

H h, Offline Confirm Passward:
interface. In general, only a member of your network can AT
browse the built-in web pages to perform Administrator .. I -—-i°ii

Enable Remote Management: [

tasks. This feature enables you to perform Administrator 1P dowed o acces: U070
tasks from the remote (Internet) host. —

IP Allowed to The Internet IP address of the computer that has access to the Broadband Router. If you input an asterisk (*) into this field,
Access: then any computer will be able to access the Router. Putting an asterisk (*) into this field would present a security risk and
is not recommended.

Port: The port number used to access the DIR-615. For example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of
the DIR-615 and 8080 is the port used for the Web-Management interface.
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Section 3 - Configuration

Save Settings
to Local Hard
Drive:

Load Settings
from Local
Hard Drive:

Restore to
Factory Default
Settings:

Reboots:

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Use this option to save the current router
configuration settings to a file on the hard disk of the
computer you are using. First, click the Save button.
You will then see a file dialog, where you can select
a location and file name for the settings.

Use this option to load previously saved router
configuration settings. First, use the Browse
control to find a previously save file of configuration
settings. Then, click the Upload Settings button to
transfer those settings to the Router.

This option will restore all configuration settings
back to the settings that were in effect at the time
the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save
button above.

Click the Reboots button on the left side of the
window to restart the Router.

=2 Internet

W/ offine

Once the router is configured you can save the configuration settings to a configuration file on
your hard drive. You also have the option to load configuration settings, or restore the factory
default settings.

SAYE AND RESTORE SETTINGS

Save Settings To Local Hard Drive @ | Save

...
Load Settings From Local Hard Drive :
Upload Settings I
Restore To Factory Default Settings ;| Restore Device |

Clear Language Pack ;| Clear
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

Product Page : DIR-615

There may be new firmware for your DIR-615 to improve functionality and performance.
Click here to check for an upgrade on our support site.

To upgrade the firmware, locate the upgrade fle on the local hard drive with the Browse
button. Once you have found the fle to be used, click the Upload button to start the firmmware
upgrade.

The language pack dlows you to change the language of the user interface on the DIR-615. We
suggest that you upgrade your current language pack if you upgrade the firmware, This ensures
that any changes in the firmware are displayed correctly.

To upgrade the language pack, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the flle to be used, click the Upload button to start the language
pack upgrade.

FIRMWARE INFORMATION

Current Firmware Yersion : 4.00
Current Firmware Date : Fri 26 Sep 2008

Check Online Now for Latest Firmware Version : _ Check Now

FIRMWARE UPGRADE

Note: Some firmware upgrades reset the configuration options to the factory
defaults. Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the router. Enter
the name of the firmware upgrade file, and click on the Upload button.

Upload : I &I
Upload

LANGUAGE PACK UPGRADE

Upload : | BE |
Upload

Helpful Hinks..

» Firmware Update :

to check for an
upgrade on our support
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DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support e

Server Select one of the DDNS registration organizations
Address: form those listed in the pull-down menu. Available M owemcons
servers include dlinkddns.com(Free), DynDns. B e B
asEgnes acdress, Most broadoand Internet service Providers assign Qynamic [Cchanging
org(Custom), Dyn.Dns.org(free), and Dyn.Dns. 2 e e e e e e
Org(Sta tIC)_ Sign up for D-Link's Free DOKS service at wew, DLinkDDMS. com.
Save Settings I Don't Save Settings I
Host Name: Enter the host name of the DDNS server. =
f‘:—‘ Intrret Enable OOMS : [
. F e Server Address lm
Username: Enter the username given to you by your DDNS st e |
sServer. Username :

Passward © [essssssses

DONS Account Testing

Password: Enter the password or key given to you by your
DDNS server.
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System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be
used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a bl
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface

(GUI), VCT can be used to remotely diagnose

and report cable faults such as opens, shorts,

The System Check tool can be used to verify the physical connectivity on both the LAN and

SWapS, and |mpedance m|SmatCh. ThlS feature TN | Intormet interfaces. The Ping Test tool can be used to verify the status of the Intermet,
significantly reduces service calls and returns by ver ivro
allowing users to easily troubleshoot their cable Ports - Link status .
. Internet _Z" ‘ - Disconnected Mare Info
connections. Lant [l =  100Mbps FULL Duplex | Moredifa
LANZ :]:“ ﬂ:& Discannectad Mare Info.
Ping Test: The Ping Test is used to send Ping packets to 3 PR i | Ee— e s
test if a computer is on the Internet. Enter the IP tane I TRNL osconnecied ]
Address that you wish to Ping, and click Ping. PING TEST

Ping Test is used to send "Ping" packets to test if a computer is on the Intemet,

Host Marne or 1P Address | Ping

PING RESULT
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Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Product Page | DIR-615

Name: Enter a name for the new schedule rule.

Day(s): Choose the desired day(s), either All Week or
Select Days. If the latter is selected, please use the
checkboxes directly below to specify the individual

The Schedule configuration option is used to manage scheduls rules for "Access Control”,

dayS . "Firewall Rules" and “Parental Contral”.
Save Settings I Don't Save Settings |
All Day - 24 hrs: Tick this check box if the new schedule rule applies
to the full 24-hour period. : Name :
Day(s) : " all'week @ Selert Day(s)
Msun Mron DTue Mwed TThe TR Msat
Start Time/ If the new schedule rule does not apply to the full LY et All Day - 24 hs : l"__l —
. . . . Start Time : |oo =] ; Joo AM (=] (hourminute, 12 hour time)

End Time: 24-hour period, untick the previous checkbox and — End Time  [@] + o [FE] roumnte, 12 hou trre)

then enter a specific beginning and ending time.

SCHEDULE RULES LIST

Name Day(s) Time Frame
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Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to
save the log file to your local hard drive.

Syslog Server: click the checkbox to save the log in the log server
in the LAN side.

Log Type & Click the checkbox(es) of the type of log information
Level: requested: “System, Firewall & Security, Router
Status, Critical, Warning and Information”

Send by Mail: Enter the your SNTP server name(or IP address)
and enter your mail address before sending your
system log by mail.

Product Page : DIR-515 Firrmy

" 1-LINK

SETUP ADYANCED MAINTENANCE STATUS HELP

dmin i

Logs can be saved by sending it to an admin email address.

Save Settings | Don't Save Settings I

Log Settings Save Log File To Local Hard Drive | Save
Logout

SYSLOG SERVER
-~

‘ Enable Logging To Syslog Server; [
Syslog Server IP Address: | <2 [Computer Mame =]

LOG TYPE & LEVEL

Log Type: W system M Firewall & Security ¥ Router Status

Log Level: I Critical = warring = Information

Erall addvess: [
Ermnail Subject: l—
Sender Email Address: l—
SMTP Server f IP Address: l—
User Mame: l—
Passwiord: l—

Confirrn Password; MI
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Device Info

This window displays the current information for the DIR-615. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local) pontPeoe | DRED
IP settings for the router.

WAN: Displays the MAC address and the public IP
settings for the router. iz

Al of your Internet and network connection detalls are displayed on this page. The firmware
wersion is also displayed here.

Wireless Displays the wireless MAC address and your Firmware Yersion : 4.0 , Fri 76 Sep 2008
802.11N: wireless settings such as SSID, Channel, and
Encryption status.

MAC Address ; D0:48:28:30:92,08

IP Address © 192,168.0.1
Subnet Mask 1 255.255.255.0
DHCP Server @ Enabled

INTERNET

MaC Address @ 00:48:28:30:52:09
DHCP dlient Disconnected
phceRenew | [EREEREEEE
1P Address © 0.0.0.0
Subnet Mask © 0.0.0.0
Default Gateway © 0.0.0.0
DMS: 0.0.00

Cannection @

WIRELESS 802.11N

S5I0 5 diink
Channel : B
Encryption @ Disabled

D-Link DIR-615 User Manual 49



Section 3 - Configuration

Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log.
Last Page: View the last page of the log.

Previous: View the previous page.

Wiew Log displays the activities occurring on the DIR-615,
. o
.
Next: View the next page First Page | | Lastpage | | icviic | mext | | ciear
Page 1 of 40

Clear: Clear the |Og Time Message

¢ Inkernet
W4 offine

Link Ta Log Settings I

Link to Log Click this button to go directly to the Log Settings
Settings: window (Maintenance > Log Settings).
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-615
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

Product Page : DIR-615

SETUP ADVYANCED MAINTENANCE STATUS

e o
Log Traffic Statistics display Receive and Transmit packets passing through the DIR-615. b
!

Statistics

Refresh | Reset

Receive Transmit
Internet 0 Packets 0 Packets
LAN 2 Packets 3 Packets
WIRELESS 11n 9 Packets 0 Packets

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

Product Page : DIR-615

SETUP ADYANCED MAINTENANCE STATUS
.

Artive Session display Source and Destination packets passing through the DIR-615,

Refresh |
NAPT SESSION

TCP Session : 3
LDP Session : O
Total: 3

NAPT ACTIVE SESSION

IP Address TCP Session UDP Session

192.168.0.100 2 o detail I
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

Firrma

Helpful Hints.

SETUP ADYANCED MAINTENANCE STATUS HELP
Der Infa
.

The wirgless Client: table below displays Wireless clients Connected to the AP {Access Point).

NUMBER OF WIRELESS CLIENTS : O

Connect Time MAC Address IP Address Mode Rate Signal (%)
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Section 3 - Configuration

Help

Click the desired hyperlink to get more information about how to use the Router.

Product Page : DIR-G15

D-Link

Setup

+ [nternet Setup
Wireless Setup
LAM Setup
Tirne and Date
Parental Control

Advanced

Port Forwarding
Application Rules
Access Control
Firevwall & DMZ
Advanced Wireless
Advanced MNetwork
Routing

Maintenance
* Device Administration

Save and Restore
Firmnwvare Update
COMNS Setting
Systermn Check
Schedules
Log Settings

Status

+ Device Info
Log
Statistics
Active Session

L]
-
-
o Wireless
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-615 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Configure WEP

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Setup on the left side.

2. Next to Security Mode, select Enable WEP Wireless Security (basic).

3. Next to Authentication, select either Shared Key or Open. Securty Mode : [Enale WeF Wireless seay oost) =

Shared Key is recommended as it provides greater security s
when WEP is enabled.

WEP is the wireless encryption standard, To use it you must enter the same key(s) into the
router and the wirgless stations, For 64 bit keys you must enter 10 hex digits into each key box,
For 128 hit keys you rust enter 26 hex digits into each key box, & hex digit is either a nurmber

4. Select either 64Bit or 128Bit encryption from the drop-down | famoieao 2ietter fom s to . Forthe most secure use of WP st the authentication tyoe
menu next to WEP Encryption.

You may also enter any text string into a WEP key box, in which case it will be converted into a
hexadecimal key using the ASCIT values of the characters, & maximum of S text characters can
be entered for 64 bit keys, and a maximum of 12 characters for 122 bit keys,

5. Next to Default Key Type, select WEP Key 1 and enter a WEP P

key that you create. Make sure you enter this key exactly on WEP Encryption
all your wireless devices. You may enter up to four different Default WP Key

keys either using Hex or ASCII. Hex is recommended (letters i — i
A-F and numbers 0-9 are valid). In ASCIl all numbers and letters  sesemg [ tormesng )
are valid.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The two major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (1?7*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA-PSK and WPA2-PSK

Itis recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

WIRELESS SECURITY MODE

1. Log into the web-based configuration by opening a web browser Securty Mot ;| Enable WP Only Wirelss Securty (enhenced) |

and entering the IP address of the router (192.168.0.1). Click on

Wireless Setup on the left side.

WRA Only requires stations to use high grade encryption and authentication,

Cipher Type

2. Next to Security Mode, select Enable WPA Only Wireless PSK | EAP
Security (enhanced) or Enable WPA2 Only Wireless Security Network ey : | | (63 ASCH o 64 HEX)
(enhanced).

[ Sawve Settings ] [ Don't Save Settings ]

3. Next to Cipher Mode, select TKIP, AES, or Both.

WIRELESS SECURITY MODE

4. Next to PSK/EAP’ Selec‘t PSK Security Mode : |Enable WPAZ Only Wireless Security (enhanced) V|
5' NeXt to Network Key’ enter a key (passphrase) The key IS an WPAZ Only requires stations to use high grade encryption and authentication,
alpha-numeric password
Cipber Type -TKIP w
petween 8 and 63 characters long. The password can s £8P
include symbols (1?*&_) and spaces. Make sure you enter Netwark Key : | | (863 ASCI o 64 HEX)
this key exactly the same on all other wireless clients.

[ Save Settings ][ Don't Save Settings

6. Click Save Settings to save your settings. If you are configuring
the Router with a wireless adapter, you will lose connectivity until you enable WPA-PSK or WPA2-PSK on your
adapter and enter the same passphrase as you did on the Router.
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Configure WPA/WPA2-PSK

Itis recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser

and entering the IP address of the router (192.168.0.1). Click on ety Mode ; [Enabls WPAJWPA? Wreless Securky (erbercer)
Wireless Setup on the left side.
2. N eXt tO Secu I"ity MOde, SeleCt Enab/e WPA/WPA2 ere/eSS WRAMWPAZ requires stations to use high grade encryption and authentication,
Security (enhanced). Cipher Type
PSK f EAP
. Metwark Key : | | (8~63 ASCI or 64 HEX)
3. Next to Cipher Mode, select TKIP, AES, or Both. i

Save Settings ] [ Don't Save Settings

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring the Router with a wireless adapter, you will lose
connectivity until you enable WPA/WPA2-PSK on your adapter and enter the same passphrase as you did on the
Router.
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Configure WPA, WPA2, and WPA/WPA2 (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to

the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).

Click on Wireless Settings on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless Security (enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPA2 Wireless Security (enhanced).

3. Next to Cipher Type, select TKIP, AES, or Auto.
4. Next to PSK/EAP, select EAP.

5. Next to RADIUS Server 1 enter the IP Address of
your RADIUS server.

6. Next to Port, enter the port you are using with your
RADIUS server. 1812 s the default port.

7. Next to Shared Secret, enter the security key.

8. If you have a secondary RADIUS server, enter its IP
address, port, and secret key.

9. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode : | Enable WPa Only Wireless Security (enhanced) | » |

WPa ONLY

WPA Only requires stations to use high grade encryption and authentication.

Cipker Type
PSK [ EAP ;

202.1x

RADIUS Server 1 1P Address ¢ | |
Port : l:l
Shared Secret ; |

RADIUS Server 2 1P Address  : | |
Port : I:l

Shared Secret © |
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

iipl Wireless networks detected X

One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings

Open Network Connections

Repair
Yiew Available Wireless Networks

= OB L

13" Wireless Network Connection 6 rg\

Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to 5 wireless network in range or to get more
information.

Test

(‘i))
Unsecured wireless network lﬂuuu
default

(:cﬂ})

@ Learn about wireless Unsecured wireless network 'ﬂ[lu[l
etaarng salestest

(@)
¢ Change the order of i

L

el B sty it ot alll

3 Change advanced
setings

DGL-4300

(@ 3
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Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Open Network Connections

Repair

Yiew Available Wireless Networks

141 Wireless Network Connection 6

Network Tasks

g Refresh netwaork list

gi‘g Set up a wireless network
for & home or small office
Related Tasks

\JJ Learn about wireless
networking

Change the order of
preferred networks

Q& Change advanced
setlings

X
Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more
information.
A
(( i’) Test X
Unsecured wireless network quu[l
default
((i)) i
Unsecured wireless network qu[l[l
salestest
£ . = ul][l .
. Security-enabled wireless network (1]

(li?)

(l??)

t ety TESEL

la Security-enabled wireless network I |”

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

Il xl

D-Link DIR-615 User Manual

61



Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then didk Connect.

Metwork key: | | |

Canfirm netwark key: | |

L Connect ] [ Cancel ]
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Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Chate Windowss Frrswel et
on the wireless computer icon in your system tray Open Netwyoek Corre s
(lower-right corner of screen). Select View Available Repai

Wireless Networks. VW Avaliablc Wl Mtk

14" Wireless Network Connection 6 [X|

Choose a wireless network

Network Tasks
g Refresh network list Cl]ic‘:( anitem in the list below to connect to 3 wireless network in range or to get more
information.
Sppmmmt @ 1
Unsecured wireless network quu[l
2. Highlight the wireless network (SSID) you would like to Related Tasks “q et 0
connect to and click Connect. e g i

Change the order of ((i)) . |
preferred networks ';J_ Security-enabled wireless network ll[l[l[l

y testl

‘¥ Change advanced
setlings

l& Security-enabled wireless network

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

(l??)
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3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then didk Connect.

Metwork key: | | |

Canfitr netwark key: | |

L Connect ] [ Cancel ]
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-615 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuration for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to
Default button.

WI-FI PROTECTED SETUP (ALS0O CALLED WCN 2.0 IN WINDOW VISTA)

Enable
Current PIN : 83449611
[ Generake New PIN ] [ Reset PIN to Default
Wi-Fi Protected Status @ Enabled [ Mot Configured

[ Add Wireless Device Wizard ]

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router's Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties. St

Explore
Search...

Manage

Scan with AVG Free

Map Network Drive..,
Disconnect Metwork Drive...

Create Shortcut
Delete

Rename

2. Click on the Advanced system settings link.

< |18 » Control Panel » System and Maintenance » System

View basic informiation about y
¥ Device Manager
. Windows edition

Iy Remote settings
| Windows Vista™ Enterprise

¥ System protection c R i
opyright © 2006 Microsoft Corpora

Iy Advanced system settings
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o=

..'. Eﬁfﬁg’l Pro pert rt lesﬁ -— L ﬁ ]

Computer Mame lHa{dware I Advanced I System Protection I Rémo‘tel

=

3. Click the Computer Name tab in the System Properties window
and enter a description of your computer in the textbox. When you
are finished, click the Change button.

5 Windows uses the following information to identify your computer
on the network.

Computer description: |

For example: "Kitchen Computer” ar "Many's
Computer”.

Full computer name: Ryan-PC-Dell
Workgroup: WORKGROLUP

To use & wizard to join a domain or workkgroup, click
Networ 1D, ik Ak el
To rename this computer or change its domain or 1

workgroup, click Change.

Lok [ @aned ][ Aoeh
4. Go to the Computer Name/Domain Changes window and Computer Name/Domain Changes. =555
click the radio button next to the Workgroup you want to e
computer. Changes might affect access to network resources.

join. When you are finished, click the OK button. More information
Computer name:
Office

Full computer name:
Ciffice

Member of

() Domair:

@) Workgroup:
(ACCOUNTING
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Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties.

2. Go to the Network and Internet window and click the
appropriate Local Area Connection icon.

3. Right-click the Local Area Connection icon and then select
Properties from the drop-down menu.

Open
Explore
Scan with AVG Free

Map Metwork Drive...
Disconnect Network Dirive...

Create Shortcut
Delete

Properties

- v — e

i <« MNetwork and Internet » Network Connections »

‘ Organize * @z Views
MName Status Device Mame Connectivity Metwork Categ
LAN or High-Speed Internet {1}

P =
| Local Area Connection
- dlink.com.tw

T Breadcom 440x10/100 Integi..

= | Local Area Connection
~ _ dlink corm.tw
# Broadco Dicabis

Status

Diagnose
Bridge Connections

Create Shortcut
Drelete

Rename

Properties

¥
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4.Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in ||| wewotns |
the Networking tab in the Local Area Connection Properties || cometuig

[ | & Broadcom 440k 10/100 Intearated Controllsr |
window. |

x|

This connection uses the following items:

0% Cliert for Microsoft Networks

451 005 Packet Scheduler

g File and Printer Sharing for Microsoft Networks

W -2 Intemet Protocal Version & (TCF/IPy

W] -2 Intemnet Protocol Version 4ﬂcpnw%

Wl & link-Layer Topoloay Discovery Mapper 170 Driver
- link-Layer Topology Discovery Responder

Description
ok || cancel |
5. Click the “Use the following IP address” option in the General IntemetProtoco Version 4 (CPPv) Propertes |9 i
tab in the Local Area Connections Properties window and .
enter the desired IP address in the space offered. Then click %Epa?;i{éeﬁ"f:idfmi‘?“ Lol i
the “Use the following DNS server adresses” option on the I
. . . | 3 in an adaress automaucaly
same tab and enter the desired DNS server information. [ Use the folowing 1 aderessi)
| 1P address: 192.168. 0 . 2
Subnet mask: 255,255,255, 0
Default gateway: |

Obtain DNS server-address automatically

| @ Use the following DNS server addresses: |

Preferred DNS server: T S A |

Alternate DNS server:
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6. Right-click the Local Area Connection icon and then select Status
from the drop-down menu.

7. Go to the Local Area Connection Status window and click
the Details button.

8. Confirm your new settings on the Network Connection Status
window. When you are finished, click the Done button.

LAM or High-5peed Internet (1)

L Local Area Connection
_;_' - diink.com.tw

@ Broadcorn 440 107100

Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

@ Local Area Connection Status

General

=]

Connection
IPv4 Connectivity: Limited
IPv6 Connectivity: Limited
Media State: Enabled
Duration: 03:35:43
Speed: 100.0 Mbps

IPv4 DHCP Server 192.168.0.1
IPv4 DNS Server 192.168.01
IPv4 WINS Server

NetBIOS over Tcpip En... Yes

IPvE Default Gateway
IPv6 DNS Server

Activity
e
Sent — %! —— Received

Bytes: 6880 | 851,221

(@rpertes | [ @esbe [ Dagrose |
| Close I
Metwork Connection Details:

Property Value
Connection-specific DN...  diink.com tw
Description Broadcom 440« 10/100 Integrated Contre|
Physical Address D0-0D-56-AE-DES2
DHCP Enabled Yes
IPv4 IP Address 192.168.0.102
IPv4 Subnet Mask 255255 255.0
Lease Obtained Tuesday, January 30, 2007 11:55:38 AM

Lease Expires Tuesday. February 06, 2007 3:34:36 PM

|Pv4 Default Gateway 192.168.0.1

Linkdocal IPvE Address fe80::a871:ab99:c1e8:9452% 8

4 [

| ¥

=
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Section 9 - Setting Up a Connection Wirelessly

Setting Up a Connection or Network
Wirelessly

The following are step-by-step directions to set up a wireless connection.

1.Click on Set up a connection or network in the Network and
Sharing Center section.

RYAN-PC-DELL Intemet
(This computer)

Diagnose and repair

E- Not connected

Wireless netwaorks are available,

Connectto a network

2. Go to the Set up a connection or network window and choose the Set
up a wireless router or access point Set up a new wireless network
for your home or business option. Click the Next button.

‘W s o

Chaose a connecticn option

Cormect to the Intemes i
%t 3 wieless, bunadband, or dal-p eannestion 1o the intrrnel

E| Aaruially comnect tn a weeless petwors
a - heasethistoconmact boa hidden nebworkc or crasts & e wirsess profile

i et up & wiress ad hoo {computer-to-computer] network

&g St up o temperary Aetenek for snanrig 1 of an Inbesnat coraechion
ey Setup 2 disk-up connection
4 Carnect through = dis-up conneztion to the inbernet

[ o) |
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Section 9 - Setting Up a Connection Wirelessly

3. Click the Next button on the Set up a wireless router or access
point window.

4. The following window displays the system progress.

5. This window confirms that you want to create wireless network
settings that are savable to a USB flash drive.

Setup a home or small business network

¥yat have multiole computers in your hame or business, you can set up 3 nebiark ba cannect o
Ahtrn, Whl o T nwed ber sed i o itk

Thes wzand fedgs yie

- Caonfigure = wireless router or sccess point

- Set up Fie and prirrier sharing

k settings and geti ions for ci ing ather compaters and devices to yodr

RIS

The wizari vl nake tis a private neswiark

Depending on your network hardware, soene of the optians above might not be available
Dther acliviles:

Cancel

Windows did not detect any wireless network hardware.

If you have a router, make sure that is plugged into this computer and try again. Check the

information that came with the router for more detailed instructions.

“» Create wireless network settings and save to USB flash drive
This will create wireless settings that you can transfer to the router with a USB flash drive. You
should only do this if you have a wireless router that supports USB flash drive configuration.

Cancel
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6. Enter a network name on the Give your network a name window
in the Set up a wireless router or access point wizard. Click the
Next button.

7. Enter a passphrase on the Help make your network more secure
with a passphrase window in the Set up a wireless router or
access point wizard. Click the Show advanced network security
options link.

8. Select security method on the Choose advanced network security
options window in the Set up a wireless router or access point
wizard. Click the Next button.

Give your network a name
Choose a name that people who connect to your network will recognize

MNetwork name (SSID);

dlink300

¥ou can type up to 32 letters or numbers,

up a wireless

Help make your network more secure with a passphrase
Windows will use the passphrase provided below to generate a WPA security key for you. The first

time that people connect to this network, they will need the passphrase.

Passphrase:

sNSsaE3AQ0zN560pz 6FFH|

The passphrase must be at least 8 characters and cannot begin or end with a space.

Display characters

Choose advanced network security options

We recommen d using Wi-Fi Protected Access 2 (WPA2-Personal) because it provides better

security, but it is not supported by devices made before 2001.

Security method:

] Display characters

Create a different security key or passphrase for me
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9. Once you have selected the desired security method on the Choose
advanced network security options window in the Set up a
wireless router or access point wizard, click the Next button.

10.Select the desired file and printer sharing option on the Choose
file and printer sharing options window in the Set up a wireless
router or access point wizard. Click the Next button.

11.0nce you have saved your network settings to USB, use the pull-
down menu on the Insert the USB flash drive into this computer
window in the Set up a wireless router or access point wizard
to select a destination for your network settings. Click the Next
button.

up 3 wireless

Choose advanced network security options

We recommend using Wi-Fi Protected Access 2 (WPA2-Personal) because it provides better
security, butitis not supported by devices made before 2001,

Security method:

Mo Security X

Security key of passphrase;

E fD\spIa}'chal‘acters

Create a different security key or I forme

el

AT

Choose file and printer sharing options |

) B vt allawe file 3nd printer sharing

You can sxt up file and prinder sharing later by gaing to Mebwark and Sharing Centerin Contral
Panel.

8 Al sharing with amyeae with a user account and passward for this camputer

Files in your Public Foleler and shared prnters silached fo Bus compuler will be srossitie |

3 Allaw sheding with smyone on the samie network as this computer

Fules i pour Pubhe Tofcler ani shared prntes silached 1o tis computer will be scossibie.

| |;‘

- — e

up a wireless rout

Insert the USB flash drive into this computer

Plug the USB flash drive into a USE port on youscomputer, and then select the drive from
the list below.

L&;f =5

Save settings to:
E\ =
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12.0nce you have saved your network settings to USB, the
Copying settings to the USB drive window in the Set up
a wireless router or access point wizard opens to indicate
the system progress.

13.0nce you are finished, the To add a device or computer, follow
these instructions window in the Set up a wireless router or
access point wizard opens. When you are finished, click the Close
button.

)

To add a device or computer, follow these instructions

1 Remove the USB flash drive from this computer.

2 Insert the USE flash drive inte a USB port on the device or the computer. (Computers must be
running Windows XP or Windows Vista.)

3 For devices, follow the instructions in the information that came with the device, or on the
LCD of the device, if applicable.

For more detailed instructions. click here.

Repeat steps 2 and 3 for each device or computer that you want to add.

Close
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

Connecting to a Secured Wireless Network
(WEP, WPA-PSK & WPA2-PSK)

The following are step-by-step directions to set up a wireless connection.

1. Click on Properties.

Open
Explore
Scan with AVG Free

Map Network Drive...

Disconnect Network Drive...

Create Shortcut
Delete

Properties

2. Click the Manage network connections link in the Network

a n d S h a ri n g e nte r I n d O El’vf_?;i <« Network and Intemet » Network and Sharing Center v | 43 | Search PV
Network and Sharing Center
View full map
iy &'j}
en )
RYAN-PC-DELL dlink.comtw Internet
(This computer)
G dink.com.tw (Public network) Customize
Access Local and Intemet
Connection Local Area Connection View status
128 Sharing and Discovery
Network discovery © off )
File sharing © off (v
Public folder sharing © Dff )
Printer charing © off (v
Password protected sharing @ On (©)
Medis sharing o off (v)
Show me all the files and folders 1 am sharing
Show me all the shared network folders on this computer |
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3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the
Connect button.

5. The following Connect to a network wizard window displays the
system progress.

Connect / Disconnect

o

"'-hl' Wireless Metwork Connection
%J‘Y Mot conl 7
. Disable
| x dﬂ Atheros
Status
Diagnose

Bridge Connections

Create Shortcut

Delete
Rename
Properties
" = | E [
U ®  Connectto a network
Select a network to connect to
Show Al -
&l link300 Security-enabled network !55!! E
Eﬁ WherelsTheNeverland  Unsecured network <
&-ﬁ diink Unsecured netwerk ,5!!!
| i) -
Set up a connection or network
Open Network and Sharing Center
Concel
v‘ =
u W Connect to a network
Connecting to dlink300
A v
Ay o
(= g
\ I
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

6. Enter the network security key or passphrase for the Router in
the textbox provided in the Type the network security key or
passphrase for dlink300 window in the Connect a network wizard.
When you are finished, click the Connect button.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the
Windows start up menu.

@ &' Connect to a netwark

Type the network security key or passphrase for dlink300

The person who setup the network can give you the key or passphrase.

= If you have a USB flash drive with network settings for dlink300, insert it now.

@ W hinec tua nichwork

[ J][_cones ] |
- =i |
F

Successfully connected to dlink300

[#] Save this network
[#] Start this connection autom atically

Close
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

9. Confirm your new settings by calling up the command prompt and
then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.

Microsoft Windows [Uersion 6
Copuyright <c?> 2886 Microsoft Corporation. All rights re

C:\Users\Ryan>ipconfig

Windows IP Configuration

Wireless LAN adapter Wireless Hetwork Connection:

Connection—specific DNS Suffix
Link—local IPuv6 Address
IPv4 Address. . . . .

92.168.0.103
Subnet Mask 5 H -255.255.8
Default Gateway . . . . -168.8.1

Ethernet adapter Local Area Connection:

Media State ¢ Media disconnecte]
Connection—specific DNE Suffix . : dlink.com.tw

Tunnel adapter Local Area Connections 6:

Connection—specific DN8 Suffix . =
IPub Address. . . . . . . . . . . = 2AA1:A:4136:e38a"]
e RS

E B8 C\Windows\system32\cmd.exe - ping 192.168.0.1 -t -

C:\Users\Ryan>ping 192.168.8.1 —t
[Pinging 192.168.8.1 with 32 hytes of data:

[Reply from 192.168.08.1: hytes=32 time

Reply from 192.168 = bytes=32 time

Reply from 192.1 i

Reply from 192.168 1: by

Reply from 192.168.0.1: TTL=h4
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Section 11 - Connecting to an Unsecured Wireless Network

Connecting to an Unsecured Wireless

Network

The following are step-by-step directions to set up an unsecured wireless connection.

1. Click on Properties.

2. Go to the Network and Sharing Center window and click

the Manage Network Connections link.

Open

Explore

Scan with AVG Free

Map Metwork Drive..
Dizconnect Network Drive...

Create Shortcut
Delete

Properties

View full map

- s, e
RYAMN-PC-DELL dlink.com.tw Internet

(This computer)

& diinlc.com.tw (Public network)

Access Local and Internet

Connection

Local Area Connection

IS Sharing and Discovery

MNetwork discovery @ Off @
File sharing @ Off @
Public folder sharing @ Off @
Printer sharing @ Off @
Password protected charing @ On @:‘
Media sharing @ Off @

Show me all the files and folders [ am sharing

Show me all the shared network folders en this computer
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3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the

Connect button.

5. Confirm your desire to connect anyway on the following Network
Connection Status window.

leh,'l Wireless Network Connection
Mot con -
A Disabl:
- .='.‘Iﬂ Atheros s =
' Connect / Disconnect (J
Status
Diagnose

Bridge Connections

%{ WherelsTheNeverland  Unsecured network

&é{ dlink

Unsecured network

Create Shortcut
Delete
Rename
Properties
- ==
as
v @ Connect to a network
Select a network to connect to
Show [All -
&é dlink300 Unsecured netwark !ﬂ!! k
a!!!!

s!!!!

Set up @ connéection or network
Open Network and Sharing Center

_ Conneat |
I [
- B )
- A
&) W Cohnect to a network
dlink300 is an unsecured network

\\@ Connect Anyway

“Z Information sent over this network might be visible to others.

= Connect to a different network

|
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Section 11 - Connecting to an Unsecured Wireless Network

6. The following Connect to a network wizard window displays the
system progress.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you

are finished, click the Close button.

8. The successful connection is displayed at the bottom of the Windows
start up menu.

v‘

Q & Connect to a network

Connecting to dlink300

-~

Cancel

-
A
@ B Connecttoanetwork

e

Successfully connected to dlink300

[F] Save this network

l [ Start this connection autematically }

Close

52 See all results
5 Search the Internet

cmd
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Section 11 - Connecting to an Unsecured Wireless Network

9. Confirm your new settings by calling up the command prompt
and then entering the ipconfig command.

C:\Users~Ryan>ipconfig

Windows IP Configuration

llireless LAN adapter Wireless Hetwork Connection:

Connection—specific DN8 Suffix . = dlink.com.t

Link-local IPub Address . . . . . = feBf::edf R:902e zdedb14d
IPu4 Addres z|192 168 a3

Subnet Mask =|255.255_255.4

Default Gateway =|192.168.0.1

Ethernet adapter Local firea Connection:

Media State : Media disconnected
Connection—specific DN8 Suffix . = dlink.com.tw

Tunnel adapter Local Area Connection® 6:

Connectio pecific DNS Suffix . =
IPub Addr : 2U01:8:4136:e38a:30aB:FF4:3F57:FF98

| BB CiWindows\system32\cmd exe - ping 10216801 ¢

10.To test the new IP address, use the Ping feature of the command
prompt C:\Uzere\Ryan>ping 192.168.6.1 —t

Pinging 192.168.8.1 with 32 hytes of data:
Reply from 192.168.8 ytes=3§ i TL=64
ytes= i
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Section 12 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-615. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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» Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

e Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value] C:\>ping vahoo.con —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

needs to be fragmented but DF set.
needs to be fragmented but DF set.
needs to be fragmented but DF set.
needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packetsz: Sent = 4. HReceived = B, Lost = 4 (188 loss).
Example: plng yahOO.com _f _| 1472 Approximate round trip times in milli-seconds:

MHinimum = Bms,. Maximum = @ns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=203ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.

* To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space

D-Link DIR-615 User Manual 91



Appendix A - Wireless Basics

Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to
start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips
Here are a few things to keep in mind, when you install a wireless network.
Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

For the wireless repeater, there are two types of repeater in D-Link for user to select:

0 Universal repeater: It acts as an AP and a wireless STA at the same time. It can support all AP and wireless STA
if they work in the same wireless channel.

0 AP-repeater (AP with WDS): only repeat same model or limited models which base on the same proprietary
protocol.

Please choose a universal repeater to boost the signal to extend the range.
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Wireless Modes

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

v C:AWINDOWS\system32\cmd.exe

At the prompt, type ipconfig and press Enter. ficrosoft Windows XP [Uersion 5.1.2688]

<C» Copyright 1985-28081 Microsoft Corp.

This will display the IP address, subnet mask, and eIt EEE e Lt

Mindows IP Configuration

the default gateway of your adapter.

Ethernet adapter Local Area Connection:

If the address is 0.0.0.0, check your adapter TP Rddress 201 20 B T e s
installation, security settings, and the settings Default Gateway A APl

C:~Documents and Settings>_

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router. ;

Internet Protocol (TCP/IP) Properties

[ General
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address o con at P ctigs s ol you etk supats
192.168.0.X where X is a number between 2 and 99. Make sure that the number | "*=*"==
you choose is not in use on the network. Set Default Gateway the same as the LAN Sy
IP address of your router (192.168.0.1). IF il a2l ||
Subnet mask: [255.255.25% . 1 |
Default gateway: (192168, 0 . 1 |
Set Primary DNS the same as the LAN IP address of your router (192.168.0.1).The | .~ ‘
Secondary DNS is not needed or you may enter a DNS server from your ISP. © Use the ollwing DNS ssve sdesses |
Frefered DMS server; }_1_92 1@8_ _D_ - 1 o
Alternate DNS server: - N . . _] |
Step 5 .
. . . Advance d.
Click OK twice to save your settings. |
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Technical Specifications

Standards
* |[EEE 802.11¢g
e |EEE 802.11b
e |EEE 802.11n
e |[EEE 802.3
e |[EEE 802.3u
e |[EEE 802.3x

Wireless Signal Rates*

* 300Mbps ¢ 54Mbps
* 48Mbps * 36Mbps
* 24Mbps * 18Mbps
* 12Mbps * 11Mbps
* 9Mbps * 6Mbps
*5.5Mbps ¢ 2Mbps
* 1Mbps

Security
* WPA - Wi-Fi Protected Access (TKIP, MIC,
IV Expansion, Shared Key Authentication)
* 802.1x
* 64/128-bit WEP

Modulation Technology

802.11 b : DSSS / DBPSK / DQPSK / CCK

802.11 g : 16QAM / 64QAM / BPSK / QPSK with OFDM
802.11 n: 16QAM / 64QAM / BPSK / QPSK with OFDM

Receiver Sensitivity
802.11n

HT20
* 300Mbps OFDM, 10% PER, —68dBm

HT40
« 300Mbps OFDM, 10% PER, —-64dBm

802.11b and 802.11g

* 54Mbps OFDM, 10% PER,-70dBm
* 48Mbps OFDM, 10% PER,-72dBm
* 36Mbps OFDM, 10% PER,-76dBm
* 24Mbps OFDM, 10% PER,-78dBm
* 18Mbps OFDM, 10% PER,-80dBm
* 12Mbps OFDM, 10% PER,-83dBm
* 11Mbps CCK, 8% PER,-85dBm

* 9Mbps OFDM, 10% PER,-85dBm
* 6Mbps OFDM, 10% PER,-88dBm
* 5.5Mbps CCK, 8% PER,-87dBm

* 2Mbps DQPSK, 8% PER,-89dBm
* 1Mbps DBPSK, 8% PER,-90dBm

VPN Pass Through/ Multi-Sessions
* PPTP
* |PSec

Device Management
e Web-based Internet Explorer v6 or later; Netscape
Navigator v6 or later; or other Java-enabled browsers
* DHCP Server and Client
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Wireless Frequency Range Safety and Emissions
2.4GHz to 2.497GHz (802.11b) FCC Part 15B/ 15C/ MPE
2.4GHz to 2.4835GHZ (802.11g and 802.11n) IC RSS-210
NCC LP0002

Wireless Operating Range2

* Indoors - up to 328 ft. (100 meters) LEDs

e Qutdoors- up to 1312 ft. (400 meters) e Power

e Status

Wireless Transmit Power (AVG Power) ¢ Internet
11b:17dBm(Max) 11g:16dBm(Max) 11n:13dBm(Max) * WLAN (Wireless Connection)

* LAN (10/100)
External Antenna Type

Two fixed reverse SMA external antenna Dimensions
e =135mm
Advanced Firewall Features e W =99.8mm

* NAT with VPN Pass-through (Network Address Translation)e H = 31.5mm
* MAC Filtering

* |P Filtering Weight
* URL Filtering 0.246kg
* Domain Blocking

* Scheduling

Operating Temperature
32°F to 129 °F ( 0°C to 40°C)

Humidity
95% maximum (non-condensing)

* Maximum wireless signal rate derived from IEEE Standard 802.11b, 802.11g and 802.11n specifications. Actual data throughput will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual
data throughput rate. Environmental factors will adversely affect wireless signal range.
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