
How to create an IPSEC tunnel for roaming users 
 
 
Start with setting up the Objects for this tunnel. 
 

 
 
 

• Key in the correspond IP address 
 

 
 
This value is for the virtual net which will be used on the vpn client 
 
 
 
 
 
 

• Click “Pre-Share Keys ” in VPN Objects 
 



 
 
• Key in the wanted values 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 



• Click “IPsec Tunnels” in Interface 
 

 
 
Choose the correspond configuration 
 

 
 



 
 
 
To make it easier we suggest you create an interface group so that you don’t have to create 
that many policies.  
 

• Click “Interface Groups” in this Interface 
 

  
 
Choose the correspond interfaces 
 

 



 
• Click “IP Rules” in Rules 

 

 
 
• Choose correspond configuration 
 

 
 

 
 
• Enable Log setting 
 



 
After all configuration , Click “configuration” on main menu bar 
• Click “Save and Activate” 
 

 
 
 
 

 
 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 



How to configure the D-link NetDefend client 

 
Start the software and go to configuration and profile settings where you click on New Entry. 
 
 
 

 

 
 
Select the communication media used. 

 
 
 
 
 
 
 
 



Key in the public ip for the remote vpn server 

 
 
Choose the Pre shared key you have chosen for this connection 

 
 
Click Finish and after that choose to Configure the new connection created. 
 
 
 

 
 
 
 
 
 

 
 



Go to IP Address Assignment and choose Manual IP Address and key in an IP in the Virtual 
network (192.168.10.0/24) we created in the firewall for this connection. 
 

 
 
Now go to Remote Networks and fill in the remote net used behind the firewall. 
 

 
 
Click on OK and try the connection. 
  


