How to create an IPSEC tunnel for roaming users

Start with setting up the Objects for this tunnel.

BT Objects

o i InterfaceAddresses

----- [‘ Application Layer Gateways
----- #y Services

----- :':-3 Schedule Profiles

----- &% % 509 Certificates

B3 VPN Objects

* Key in the correspond IP address

3 VPN-remote-net

General ~ User Authentication

# / General

3 Use an IP4 Address item to define a name for a specific IP4

Name: WEPM-remote-net

IP Address: [192,158,10.0/24
# | Comments

This value is for the virtual net which will be used on the vpn client

» Click “Pre-Share Keys ” in VPN Objects



E-[J Objects

B i, Address Book
é-----l}ﬁxpplicatiun Layer Gateways
...... Cervices

-5 Schedule Profiles

g X.508 Certificates

------ {2 IKE Algorithms

. 'ﬁx__ IP=ec Algorithms

» Key in the wanted values

_ﬁ‘ Pseqprmhare—key

4] General

R PSK {Pre-Shared Key) authentication is based on a shared seoret that is known only by the

Mame: IPsec-prashare-key |

&7 Shared Secret

{* Passphrase

Shered SETet [ Leessnss

Confirm Seoet: 5“"““

" Hexadecimal Key

Fassphrase

Generate Random Key




¢ Click “IPsec Tunnels” in Interface

= 1w Interfaces
----- W8 Ethernet
..... “VLAN

gl LZTR/PPTP Servers
gl L2TR/IPPTP Clients
----- ‘ Interface Groups
----- o ARP Table

Choose the correspond configuration

| ﬁ IPsec-tunnel

lGeneraII" Authentication I"Extended Authentication (XAuth)
%) General
@ An IPsec tunnel itemn is used to define IPsec endpoint &
Marme: IPsec-tunnel
Local Metwork: llannet W
Remote Network; WEM-remote-nst vl
Remote Endpoint: | | e |
Encapsulation Medd [Tunnel \;I
% Algorithms
IKE Algarithms: Medium B
IKE Life Time " sgpop| sEconds
|Psec Algorithms: Medium L |
IPsec Life Time | 2gggn| s=conds




| ﬁ IPsec-tunnel

" General Authentication | Extended Authentication (CAuth) | Routing |7 IKE Settings |

% Authentication

¥ Fre-Sharsd Key
Pre-Shared Key. IPsec-preshare-key s

{3 509 Certificate
Gateway Certificate: ane V

Root Certificate(s): Avallable Selecle

To make it easier we suggest you create an interface group so that you don’t have to create
that many policies.

» Click “Interface Groups” in this Interface

]| g Interfaces
----- W8 Ethernst

----- l_"_.ﬁ IPzec Tunnelz
-~ PPPoE Tunnels
-yl LZTRIPPTP Servers
il LITPIPPTP Clients
----‘1nterfau::e Groups

Choose the correspond interfaces

‘ IPsec-lan

# ) General

‘ Us= an interface group to combine several interfaces for a simplified security policy.

Mame: IPsec-lan

Security/ Transport Equivalent

# ) Interfaces
Available Selected
wanl IPsec-tunnel
wanz lan
dmz




e Click “IP Rules” in Rules

El_g Rules
' § P Ruks
TR0 Arccess

» Choose correspond configuration

g IPsec-allow
LGenerall" Log Seftings | NAT [“SAT | SAT Server Load Balancing |

% General

g An IP rule specifies what adtion to perform on network traffic that

Name: IPsec-allow

Action: Iq||.;|w v‘l

Service: all_services “w

Schedule: [None) w

4 Address Filter

) K __ Specify source interface and scurce network, together with destinat
a9 the rule to match.

Source Destinaticn
Interface: Ipsec-lanl w |Tpsec-lani |
Network: all-nets w all-nets

» Enable Log setting

g IPsec-allow
General lLug Slefrlingsl’ NAT r SAT |“ SAT Server Load Balancing

4] General

@, Select log receiver(s) and severity to enable legging for this cbjec

IEnabIe logging: I

Severity: INUtiCE i

# ] Log Receivers

Log to:
= All reczivers

(] Specific recsiver|s):




After all configuration , Click “configuration” on main menu bar
» Click “Save and Activate”

File Edit View Favorites Tools Help 3’
Qs © (8 [A G Lo Foroenm @3- 5w - )

Address F@ http://192.168.1.1/ V| Go Llrks ” () Snaglt [
Pop-up blocked. To see this pop-up or additional options dick here... »

ed in as administrator
admin - 1 ]

Building Networks for People

« Home = Configuration « Tools » W Status » BLogout  (DHelp

Save and Activate

(= CETo—. ;
I Save Configuration
System
J Objects ? Are you sure you want to ssve the configurstion?
| g Address Book

| g InterfaceAddresses:
[iApplicﬁtiun Layer Gateways
'-"\“n Services I I
#¢hy Schedule Profies
5 X 509 Certificates
_‘-jVPN Objectz
@ Rules

mg Interfaces
| 2% Routing
[ g IDS / IDP
| | User Authentication
- ({7 Traffic Shaping

g Zone Defensze

[En I e R I B O O
1 e R o o R R

%

& Internet

@ Done



How to configure the D-link NetDefend client

Start the software and go to configuration and profile settings where you click on New Entry.

Assistant for new profile &l

Connection Name » B
Enter the name of the connection - ln
The connection may be given a descriptive name; enter a name in the fallowing field.

ﬁ Mame of the connection ;
|M_l,l pn connectiol

| Mext » | LCancel ‘

Select the communication media used.
Assistant for new profile &l

Link type [Dial up configuration) » ®
Select the media type of the connection. - ln

Determitie how the connection o the corporate netwark should be established. IF the internet is
to be uzed via modann, set the communication media to "modem’ and then select the
appropriate modem.

? Communication media :
3 ]

< Back | Mext » | LCancel




Key in the public ip for the remote vpn server

Assistant for new profile B|
¥PH gat t - B
Ta wh'i_:;z \?‘P'r\?};;::uaa?zhﬁjd the connection be established D.I‘ lnk

Enter the DMNS name [i.e. vphserver.domain.corm] or the offizial IP address [ie. 212.10.17.29] of
the VPN gateway you want to connect to.

Uzing Extended Authentication [<ALTH] you can enter the Username and Password for the
authentication. If no authentication data are entered they will be requested when establizhing the
connection,

Gateway :
' |112.10.17.79
™ Use extended authentication (AUTH)

@ Uzemame ;

Pazzword : Pazswaord [Canfirm) ©

| |
< Back | MHext | LCancel ‘

Choose the Pre shared key you have chosen for this connection
Assistant for new profile g|

Pre-shared key - L
Common secret for data encryption - ln

A shared secret or pre-shared key is uzed to encrypt the cotnnection; this then needs to be
indentically konfigured on both sides YPM client and WPM gateway).

Enter the appropriate value for the [KE 1D according to the selected 1D type.

% Pre-shared key
Shared zecret : Canfirmn zecret :

R s

Local identity
== Type: |[IPaddress ~|
o: |

< Back | Finish | LCancel ‘

Click Finish and after that choose to Configure the new connection created.



Go to IP Address Assignment and choose Manual IP Address and key in an IP in the Virtual
network (192.168.10.0/24) we created in the firewall for this connection.

Profile Settings DFL-700 %]
Basic Settings IP Address Aszignment
IPSec General Settings ™ Use [KE Config Mode
|dentities N
L — " Use local IP address
! ! " 5 5
Firewwall Settingz T
IP address |1 92.168.10.51
Subnet mazk |255.255.255.D
[~ DMS #WINS servers
DIMS server |EI.D.D.EI
@ WM server |0.0.0.0

Help ‘ ok | LCancel |

Now go to Remote Networks and fill in the remote net used behind the firewall.

Profile Settings DFL-700

Remate Metwark z

Bazic Settings .

IPSec General Settings Eriter the IP netwarks the tunnel should be used for.

|dentities Wfithout entries tunneling will always be used.

|P Address Assignment

Hemate Me 7

AT % Metwork addresses Subret masks :

I [192188.1.0 | 255, 255.255.0

|0.0.0.0 |0.00.0
|0.0.0.0 |0.00.0
0,000 0000
0,000 0000
=

Help ‘ ok | Lancel

Click on OK and try the connection.



