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About This User’s Guide

This user’s guide provides instructions on how to install the DSL-G624M Wireless ADSL Router with 2XR and use it
to provide Internet access for an Ethernet or 802.11g/802.11b wireless LAN.

If you are using a computer with a functioning Ethernet port, the quickest and easiest way to set up the DSL-G624M is
to insert the Installation CD into the CD-ROM drive of your computer and follow the instructions provided in the
Quick Installation Guide, which is also provided in print.

Before You Start

Please read and make sure you understand all the prerequisites for proper installation of your new Wireless 108G
MIMO ADSL2/2+ Router. Have all the necessary information and equipment on hand before beginning the installation.

Installation Overview

The procedure to install the Router can be described in general terms in the following steps:

1.

2.
3.

Gather information and equipment needed to install the device. Before you begin the actual installation make
sure you have all the necessary information and equipment.

Install the hardware, connect the cables to the device and connect the power adapter.

Check the IP settings on your computer and change them if necessary so the computer can access the web-
based software built into the Router.

Use the web-based management software to configure the device to suit the requirements of your ADSL
service and wireless LAN.

il
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Packing List

Open the shipping carton and carefully remove all items. Make sure that you have the items listed here.
1. One DSL-G624M Wireless 108G MIMO ADSL2/2+ Ethernet Router
One CD-ROM containing the User’s Guide
One twisted-pair telephone cable used for ADSL connection

2

3

4. One straight-through Ethernet cable

5. One AC power adapter suitable for your electric service
6

One Quick Installation Guide

Compatible 2XR Solutions

To achieve the amazing performance of the D-Link 2XR range make sure you obtain the following client adapters.
DWL-G650M Wireless 108G MIMO Cardbus Adapter
DWL-G520M Wireless 108G MIMO PCI Desktop Adapter

Installation Requirements

In order to establish a connection to the Internet it will be necessary to provide information to the Router that will be
stored in its memory. For some users, only their account information (Username and Password) is required. For others,
various parameters that control and define the Internet connection will be required. You can print out the two pages
below and use the tables to list this information. This way you have a hard copy of all the information needed to setup
the Router. If it is necessary to reconfigure the device, all the necessary information can be easily accessed. Be sure to
keep this information safe and private.

Microfilter or Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering
mechanism may be necessary to avoid mutual interference. A microfilter or low pass filter device can be installed for
each telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect to
the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more information
about the use of low pass filters with your installation.

Operating Systems

The DSL-G624M uses an HTML-based web interface for setup and management. The web configuration manager may
be accessed using any operating system capable of running web browser software, including Windows 98 SE, Windows
ME, Windows 2000, and Windows XP.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management software. The
program is designed to work best with more recently released browsers such as Microsoft Internet Explorer® version
6.0, Netscape Navigator® version 7.0, or later versions. The web browser must have JavaScript enabled. JavaScript is
enabled by default on many browsers. Make sure JavaScript has not been disabled by other software (such as virus
protection or web user security packages) that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This
connection is an Ethernet connection and therefore requires that your computer be equipped with an Ethernet port as
well. Most notebook computers are now sold with an Ethernet port already installed. Likewise, most fully assembled
desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer does not have an

iv
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Ethernet port, you must install an Ethernet NIC adapter before you can use the Router. If you must install an adapter,
follow the installation instructions that come with the Ethernet NIC adapter.

Wireless LAN Configuration

Wireless LAN settings for 802.11g and 802.11b wireless operation must be enabled using the Setup Wizard before it
can be configured. Basic wireless settings including the Channel and SSID can be configured through the Setup Wizard.
Advanced wireless security settings can also be configured with the Setup Wizard.

Security for wireless communication can be accomplished in a number of ways. The DSL-G624M supports WEP, WPA
and WPA -PSK.

Additional Software

It may be necessary to install software on your computer that enables the computer to access the Internet. Additional
software must be installed if you are using the device a simple bridge. For a bridged connection, the information needed
to make and maintain the Internet connection is stored on another computer or gateway device, not in the Router itself.

If your ADSL service is delivered through a PPPoE, PPPoA or Static IP connection, the information needed to establish
and maintain the Internet connection can be stored in the Router. In this case, it is not necessary to install software on
your computer. It may however be necessary to change some settings in the device, including account information used
to identify and verify the connection.
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Information you will need from your ADSL service provider:

This is the Username used to log on to your ADSL service

Record info here

Username provider’s network. It is commonly in the form — user@isp.com.
Your ADSL service provider uses this to identify your account.
This is the Password used, in conjunction with the Username

Password above, to log on to your ADSL service provider's network. This

is used to verify the identity of your account.

WAN Setting /

Connection Type

These settings describe the method your ADSL service
provider uses to transport data between the Internet and your
computer. Most users will use the default settings. You may
need to specify one of the following WAN Setting and
Connection Type configurations (Connection Type settings
listed in parenthesis):

PPPoE/PPoA (PPPoE LLC, PPPoA LLC or PPPoA VC-MUX)

Bridge Mode (1483 Bridged IP LLC or
1483 Bridged IP VC-MUX)

Static IP Address (Bridged IP LLC, 1483 Bridged IP VC-MUX,
1483 Routed IP LLC, 1483 Routed IP VC-MUX or IPoA)

Dynamic IP Address (1483 Bridged IP LLC or 1483 Bridged IP
VC-MUX)

Default = PPPoE/PPPoA (PPPoE LLC)

VPI

Most users will not be required to change this setting. The
Virtual Path Identifier (VPI) is used in conjunction with the
Virtual Channel Identifier (VCI) to identify the data path
between your ADSL service provider’'s network and your
computer. If you are setting up the Router for multiple virtual
connections, you will need to configure the VPI and VCI as
instructed by your ADSL service provider for the additional
connections. This setting can be changed in the WAN menu of
the web management interface.

VCI

Most users will not be required to change this setting. The
Virtual Channel Identifier (VCI) used in conjunction with the VPI
to identify the data path between your ADSL service provider’s
network and your computer. If you are setting up the Router for
multiple virtual connections, you will need to configure the VPI
and VCI as instructed by your ADSL service provider for the
additional connections. This setting can be changed in the
WAN menu of the web management interface.

connection.

vi

The Setup Wizard can be used to configure the Internet connection for most users. If you are
using a PPPoA or PPPoE type connection use the Setup Wizard to establish the Internet
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Information you will need about your DSL-G624M ADSL Router:

This is the Username needed access the Router’s Record info here
management interface. When you attempt to connect to
Username the device through a web browser you will be prompted
to enter this Username. The default Username for the
Router is admin. The user cannot change this.

This is the Password you will be prompted to enter
when you access the Router's management interface.
The default Password is admin. The user may change
this.

Password

This is the IP address you will enter into the Address
field of your web browser to access the Router’s
configuration graphical user interface (GUI) using a
LAN IP addresses for | web browser. The default IP address is 192.168.1.1.
the DSL-G624M This may be changed to suit any IP address scheme
the user desires. This address will be the base IP
address used for DHCP service on the LAN when
DHCP is enabled.

This is the subnet mask used by the DSL-G624M, and
will be used throughout your LAN. The default subnet
mask is 255.255.255.0. This can be changed later.

LAN Subnet Mask for
the DSL-G624M

Information you will need about your LAN or computer:

If your computer has an Ethernet NIC, you can Record info here
connect the DSL-G624M to this Ethernet port using
Ethernet NIC an Ethernet cable. You can also use the Ethernet
ports on the DSL-G624M to connect to other
computer or Ethernet devices.

Your DSL-G624M ADSL Router is configured, by
default, to be a DHCP server. This means that it can
assign an IP address, subnet mask, and a default
gateway address to computers on your LAN. The
DHCP Client status default range of IP addresses the DSL-G624M will
assign are from 192.168.1.2 to 192.168.1.33. Your
computer (or computers) needs to be configured to
Obtain an IP address automatically (that is, they
need to be configured as DHCP clients.)

It is recommended that your collect and record this information here, or in some other secure place, in case you have to
re-configure your ADSL connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-G624M ADSL Router.

vii
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Introduction

This section provides a brief description of the Device, its associated technologies and a list of features.

Device Description and Operation

The DSL-G624M is designed to provide a simple and cost-effective ADSL Internet connection for a private Ethernet or
802.11g/802.11b wireless network. The Router combines high-speed ADSL2/2+ Internet connection, IP routing for the
LAN and Wireless 108G MIMO connectivity in one package.

The device is easy to install and use. The DSL-G624M connects to an Ethernet LAN or computers via standard Ethernet
ports. The ADSL connection is made using ordinary telephone line with standard connectors. Multiple workstations can
be networked and connected to the Internet using a single Wide Area Network (WAN) interface and single global IP
address. The advanced security enhancements, packet filtering and port redirection, can help protect your network from
potentially devastating intrusions by malicious agents from outside your network.

The D-Link DSL-G624M Wireless 108G MIMO ADSL2/2+ Router is an 802.11g high-performance, wireless router
that supports high-speed wireless networking at home, at work or in public places.

Unlike most routers, the DSL-G624M provides data transfers at up to 108 Mbps (compared to the standard 54 Mbps)
when used with other D-Link Wireless 108G MIMO and AirPlus Xtreme G Products. The 802.11g standard is
backwards compatible with 802.11b products. This means that you do not need to change your entire network to
maintain connectivity. You may sacrifice some of 802.11g’s speed when you mix 802.11b and 802.11g devices, but you
will not lose the ability to communicate when you incorporate the 802.11g standard into your 802.11b network. You
may choose to slowly change your network by gradually replacing the 802.11b devices with 802.11g devices .

In addition to offering faster data transfer speeds when used with other 802.11g products, the DI-634M has the newest,
strongest, most advanced security features available today. When used with other 802.11g WPA (WiFi Protected
Access) compatible products in a network, the security features include:

ADSL

Asymmetric Digital Subscriber Line (ADSL) is a broadband network technology that utilizes standard twisted-pair
copper wire telephone lines to enable broadband high-speed digital data transmission and bandwidth hungry
applications for business and residential customers. With the DSL-G624M you have the very latest in ADSL technology
thus future proofing your investment.

ADSL routers and modems provide faster downloads and more reliable connectivity to the user without loss of quality
or disruption of voice/fax telephone capabilities.

ADSL service operates at speeds of up to 8 Mbps downstream and up to 640 Kbps upstream. A secure dedicated point-
to-point connection is established between the user and the central office of the service provider.

ADSL 2 service operates at speeds of up to 12 Mbps downstream and up to 1 Mbps upstream.

ADSL 2+ service operates at speeds of up to 24 Mbps downstream and up to 1 Mbps upstream.

802.11g Wireless

The embedded 802.11g wireless access point provides Internet access and connectivity to the Ethernet for 802.11g and
802.11b wireless workstations. IEEE 802.11g is fully compatible with IEEE 802.11b wireless devices. The 802.11g
standard supports data transfer rates of up to 54 Mbps. The Router’s wireless access point supports common security
protocols used for wireless LAN including WEP encryption, 802.1x and WPA.
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Features

The DSL-G624M Wireless ADSL Router utilizes the latest ADSL enhancements to provide a reliable Internet portal
suitable for most small to medium sized offices. DSL-G624M advantages include:

e Super G 108G Wireless MIMO — This router uses D-Link’s latest 2XR MIMO (Multiple Input Multiple
Output) technology to provide better radio signal coverage. Combined with wireless speeds of up to 108Mbps,
this router allows you to effectively implement high-bandwidth applications such as audio and video streaming;
on-line gaming and large file transfer over a wireless network.

e 802.11g. Fully compatible with the 802.11g standard to provide a wireless data rate of up to 108Mbps*
e 802.11b Backwards compatible with the 802.11b standard to provide a wireless data rate of up to 11Mbps

e  WPA (Wi Fi Protected Access) authorises and identifies users based on a secret key that changes automatically
at a regular interval, for example:

e Pre Shared Key mode means that the home user, without a RADIUS server, will obtain a new security key
every time the he or she connects to the network, vastly improving the safety of communications on the
network

o Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing)
e Operates in the 2.4GHz frequency range

e Advanced Firewall features: Supports NAT with VPN pass-through, providing added security, MAC Filtering,
URL Filtering, and Scheduling

e  DHCP server enables all networked computers to automatically receive IP addresses
e  Web-based interface for Managing and Configuring

e Access Control to manage users on the network

e Supports special applications that require multiple connections

e PPP (Point-to-Point Protocol) Security — The DSL-G624M ADSL Router supports PAP (Password
Authentication Protocol) and CHAP (Challenge Handshake Authentication Protocol) for PPP connections.

e  DHCP Support — Dynamic Host Configuration Protocol automatically and dynamically assigns al LAN IP
settings to each host on your network. This eliminates the need to reconfigure every host whenever changes in
network topology occur.

e Network Address Translation (NAT) — For small office environments, the DSL-G624M allows multiple
users on the LAN to access the Internet concurrently through a single Internet account. This provides Internet
access to everyone in the office for the price of a single user.

e NAT improves network security in effect by hiding the private network behind one global and visible IP
address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

e TCP/IP (Transfer Control Protocol/Internet Protocol) — The DSL-G624M supports TCP/IP protocol, the
language used for the Internet. It is compatible with access servers manufactured by major vendors.

e  RIP-1/RIP-2 — The DSL-G624M supports both RIP-1 and RIP-2 exchanges with other routers. Using both
versions lets the Router to communicate with all RIP enabled devices.

e Static Routing — This allows you to select a data path to a particular network destination that will remain in
the routing table and never “age out”. If you wish to define a specific route that will always be used for data
traffic from your LAN to a specific destination within your LAN (for example to another router or a server) or
outside your network (to a ISP defined default gateway for instance).

e Default Routing — This allows you to choose a default path for incoming data packets for which the
destination address is unknown. This is particularly useful when if the Router functions as the sole connection
to the Internet.
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ATM (Asynchronous Transfer Mode) — The DSL-G624M supports Bridged Ethernet over ATM (RFC1483),
IP over ATM (RFC1577) and PPP over ATM (RFC 2364).

Full Network Management — The DSL-G624M incorporates SNMP (Simple Network Management Protocol)
support for web-based management and text-based network management via an RS-232 or Telnet connection.

G.hs (Auto-handshake) — This allows the Router to automatically choose either the G.lite or G.dmt ADSL
connection standards

Telnet Connection — The Telnet enables a network manager to access the Router’s management software and
help aid diagnostics.

Easy Installation — The DSL-G624M uses a web-based graphical user interface program for convenient
management access and easy set up. Any common web browser software can be used to manage the Router.
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Standards Compatibility and Compliance

The DSL-G624M complies with or is compatible with the following standards as recognized by their respective
agencies.

o ITUG.992.2 (G.lite) compliant

e ITU G.992.1 (G.dmt) compliant

e ANSITI1.413 issue 2 (Full Rate DMT Over Analog POTS) Annex A

e ITU G.992.3 (G.dmt.bis) Annex A (ADSL2 over POTS)

e ITU G.992.5 (G.dmt.bis plus) Annex A (ADSL2+ over POTS)

e ITU-T Rec. 1.361 compliant

e RFC 791 Internet Protocol compliant

e RFC 792 UDP compliant

e RFC 826 Address Resolution Protocol compliant (ARP) compliant

e RFC 1058 Routing Information Protocol (RIP) compliant

e RFC 1213 MIB II for IP compliant

e RFC 1334 PPP Authentication Protocol compliant

e RFC 1389 Routing Information Protocol 2 (RIP2) compliant

e RFC 1483 IP over AALS/ Bridged Ethernet over AALS compliant

e RFC 1557 Classical IP over ATM (IPoA) compliant

e RFC 1661 Point to Point Protocol (PPP) compliant

e RFC 1877 Automatic IP assignment compliant

e RFC 1994 Challenge Handshake Authentication Protocol compliant

e Supports RFC 2131 and RFC 2132 DHCP functions including: automatic assignment of IP address, use of subnet
mask and default gateway and provision of DNS server address for all hosts

e RFC 2364 PPP over ATM compliant (PPPoA) compliant

e RFC 2516 PPP over Ethernet compliant (PPPoE) compliant
e RFC 2684 Bridged/Routed Ethernet over ATM compliant

e IEEE 802.3 compliant

o IEEE 802.3u compliant

e IEEE 802.1d compliant

e IEEE 802.11g compliant

o IEEE 802.3x compliant

e Embedded web server support

e  Supports Dynamic Learning

e  Supports Static Routing

e  Supports NAPT for up to 4096 connections

e  Supports DHCP for up to 253 hot connections

e  Supports IGMP

e  Supports ATM Forum UNI 3.1/4.0

e  Supports ATM VCC (Virtual Channel Circuit) 8 with Firmware upgrade
e  Supports TELNET and TFTP

e  Supports back pressure for half-duplex
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Front Panel Display

Place the DSL-G624M in a location that permits an easy view of the LED indicators on the front panel.

The LED indicators on the front panel include the Power, Status, ADSL and WLAN and Ethernet (1-4) Link/Act
indicators. The ADSL, WLAN and Ethernet indicators monitor link status and activity (Link/Act).

Steady green light indicates the unit is powered on. When the device is

Hemer powered off this remains dark.
Lights steady green during power on self-test (POST). Once the
Status connection status has been settled, the light will blink steadily green. If

the indicator lights steady green after the POST, the system has failed
and the device should be rebooted.

ADSL (Link/Act)

Steady green light indicates a valid ADSL connection. This will light
after the ADSL negotiation process has been settled. A blinking green
light indicates activity on the WAN (ADSL) interface.

WLAN (Link/Act)

Steady green light indicates a wireless connection. A blinking green
light indicates activity on the WLAN interface.

Ethernet (Link/Act) 1 - 4

A solid green light indicates a valid link on startup. This light will blink
when there is activity currently on the Ethernet ports.
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Rear Panel Connections

All cable connections to the Router are made at the rear panel. Connect the power adapter here to power on the Router.

Use the Reset button to restore the settings to the factory default values in the next chapter for instructions on using the
reset button).

( Antenna \

For wireless
operation, mount
the antenna on
the threaded

\antenna post.)

(ADSL port\ (Reset button\
Use the ADSL To manually
cable to connect reset, depress

to the your button with the
telephone line power on for at
\ (RJ-11 port) J least 5 seconds

f oo F AN 2 w1 12V~ 1.2A

\ Gower insert\

Use the adapter
shipped with the
Router to
connect to

J power source

Ethernet ports

Auto MDI/MDIX LAN Ports
These ports automatically sense
the cable type when connecting
to Ethernet-enabled computers.

To manually reboot the Router, disconnect wait 10 seconds and then
reconnect the power.




DSL-G624M Wireless 108G MIMO ADSL2/2+ Router User’s Guide

Wireless LAN Basics

Some basic understanding of 802.11b/g wireless technology and terminology is useful when you are setting up the
Router or any wireless access point. If you are not familiar with wireless networks please take a few minutes to learn
the basics.

Radio Transmission

Wireless LAN or WLAN devices use electromagnetic waves within a broad, unlicensed range of the radio spectrum to
transmit and receive radio signals. When a wireless access point is present, it becomes a base station for the WLAN
nodes in its broadcast range. WLAN nodes transmit digital data using FM (frequency modulation) radio signals. WLAN
devices generate a carrier wave and modulate this signal using various techniques. Digital data is superimposed onto the
carrier signal. This radio signal carries data to WLAN devices within range of the transmitting device. The antennae of
WLAN devices listen for and receive the signal. The signal is demodulated and the transmitted data extracted. The
transmission method used by the access point is called Direct Sequence Spread Spectrum (DSSS) and operates in a
range of the radio spectrum between 2.4GHz and 2.5GHz for transmission. See the technical specifications for more
details on wireless operation.

Range

Range should not be a problem in most homes or small offices. If you experience low or no signal strength in some
areas, consider positioning the Router in a location between the WLAN devices that maintains a roughly equal straight-
line distance to all devices that need to access the Router through the wireless interface. Adding more 802.11g access
points to rooms where the signal is weak can improve signal strength. Read the section about placement of the Router
titled Location in the next chapter, Hardware Installation, for more information.

SSID

Wireless networks use an SSID (Service Set Identifier) to allow wireless devices to roam within the range of the
network. Wireless devices that wish to communicate with each other must use the same SSID. Several access points
can be set up using the same SSID so that wireless stations can move from one location to another without losing
connection to the wireless network.

The DSL-G624M operates in Infrastructure mode. It controls network access on the wireless interface in its broadcast
area. It will allow access to the wireless network to devices using the correct SSID after a negotiation process takes
place. By default he DSL-G624M broadcasts its SSID so that any wireless station in range can learn the SSID and ask
permission to associate with it. Many wireless adapters are able to survey or scan the wireless environment for access
points. An access point in Infrastructure mode allows wireless devices to survey that network and select an access point
with which to associate. You may disable SSID broadcasting in the web manager’s wireless menu.

Wireless Security

Various security options are available on the DSL-G624M including open or WEP and WPA (including WPA-PSK).
Authentication may use an open system or a shared key. For details on these methods and how to use them, please read
the wireless LAN configuration information in chapters 3 (Basic Router Configuration) and 4 (Advanced Router
Configuration) below.
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About 802.11g Wireless

Today's 54-megabits-per-second 802.11g wireless networks are fine for broadband Internet access (which typically tops
out at about 1 mbps) but rather slow for large internal file transfers or streaming video. However, 54-mbps, corporate-
oriented 802.11a is expensive--and because its radio uses the 5-GHz band and 802.11b uses the 2.4-GHz band,
upgrading to an 802.11a network means either scrapping 802.11b gear or buying even-pricier hardware that can support
both standards.

But 802.11g and D-Link’s Wireless 108G MIMO promises better speed than standard 802.11g and the ability to coexist
with 802.11g equipment on one network, since it too uses the 2.4-GHz band.

802.11g is an extension to 802.11b, the basis of many wireless LANs in existence today. 802.11g will broaden
802.11b's data rates to 54 Mbps within the 2.4 GHz band using OFDM (orthogonal frequency division multiplexing)
technology. Because of backward compatibility, an 802.11b radio card will interface directly with an 802.11g access
point (and vice versa) at 11 Mbps or lower depending on range. You should be able to upgrade the newer 802.11b
access points to be 802.11g compliant via relatively easy firmware upgrades.

Similar to 802.11b, 802.11g operates in the 2.4GHz band, and the transmitted signal uses approximately 30MHz, which
is one third of the band. This limits the number of non-overlapping 802.11g access points to three, which is the same as
802.11b.
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Hardware Installation

The DSL-G624M maintains three separate interfaces, an Ethernet LAN, a wireless LAN and an ADSL (WAN) interface.
Place the Router in a location where it can be connected to the various devices as well as to a power source. The Router
should not be located where it will be exposed to moisture or excessive heat. Make sure the cables and power cord are
placed safely out of the way so they do not create a tripping hazard. As with any electrical appliance, observe common
sense safety procedures.

The Router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front if you
need to view them for troubleshooting.

Choosing the Best Location for Wireless Operation

Many environmental factors can affect the effective wireless function of the DSL-G624M. If this is your first time
setting up a wireless network device, read and consider the points listed below.

The access point can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front if
you need to view them for troubleshooting.

Designed to go up to 100 meters indoors and up to 300 meters outdoors, Wireless LAN lets you access your network
from anywhere you want. However, the number of walls, ceilings, or other objects that the wireless signals must pass
through can limit signal range. Typical ranges vary depending on the types of materials and background RF noise in
your home or business. For optimum range and signal strength, use these basic guidelines:

1. Minimize the number of walls and ceilings between access points and clients:
The signal emitted from Wireless LAN devices can penetrate through ceilings and walls. However, each wall
or ceiling can reduce the range of Wireless LAN devices from 1 to 30M. Position your wireless devices so that
the number of walls or ceilings obstructing the signal path is minimized.

2. Consider the direct line between access points and workstations: A wall that is 0.5 meters thick, at a 45-
degree angle appears to be almost 1 meter thick. At a 2-degree angle, it is over 14 meters thick. Be careful to
position access points and client adapters so the signal can travel straight through (90° angle) a wall or ceiling
for better reception.

3. Building Materials make a difference: Buildings constructed using metal framing or doors can reduce
effective range of the device. If possible, position wireless devices so that their signal can pass through drywall
or open doorways, avoid positioning them so that their signal must pass through metallic materials. Poured
concrete walls are reinforced with steel while cinderblock walls generally have little or no structural steel.

4. Position the antennas for best reception. Play around with the antenna position to see if signal strength
improves. Some adapters or access points allow the user to judge the strength of the signal.

5. Keep your product away (at least 1-2 meters) from electrical devices:
Position wireless devices away from electrical devices that generate RF noise such as microwave ovens,
monitors, electric motors, etc.
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Power on Router

CAUTION: The Router must be used with the power adapter included with the device.

To power on the Router:

1. Insert the AC Power Adapter cord into the power receptacle located on the rear panel of the Router and plug the
adapter into a suitable nearby power source.

2. You should see the Power LED indicator light up and remain lit. The Status LED should light solid green and begin
to blink after a few seconds.

3. If the Ethernet port is connected to a working device, check the Ethernet Link/Act LED indicators to make sure the
connection is valid. The Router will attempt to establish the ADSL connection, if the ADSL line is connected and
the Router is properly configured this should light up after several seconds. If this is the first time installing the
device, some settings may need to be changed before the Router can establish a connection.

Factory Reset Button

The Router may be reset to the original factory default settings by depressing the reset button for a few (5) seconds
while the device is powered on. Use a ballpoint or paperclip to gently push down the reset button. Remember that this
will wipe out any settings stored in flash memory including user account information and LAN IP settings. The device
settings will be restored to the factory default IP address 192.168.1.1 and the subnet mask is 255.255.255.0, the default
management Username is admin and the default Password is admin.

Wired Network Connections

Wired network connections are provided through the ADSL port and the four Ethernet ports on the back of the Router.
See the Rear Panel diagram above and the illustrations below for examples.

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end of the
cable into the ADSL port (RJ-11 receptacle) on the rear panel of the Router and insert the other end into the RJ-11 wall
socket. If you are using a Microfilter or low pass filter device, follow the instructions included with the device or given
to you by your service provider. The ADSL connection represents the WAN interface, the connection to the Internet. It
is the physical link to the service provider’s network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10/100 BASE-TX Ethernet port on
the rear panel. Any connection to an Ethernet concentrating device such as a switch or hub must operate at a speed of
10/100 Mbps only. When connecting the Router to any Ethernet device that is capable of operating at speeds between
0~100Mbps, be sure that the device has auto-negotiation (NWay) enabled for the connecting port.

Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 port on the Router is a crossed port (MDI-X). Follow
standard Ethernet guidelines when deciding what type of cable to use to make this connection. When connecting the
Router directly to a PC or server use a normal straight-through cable. You should use a crossed cable when connecting
the Router to a normal (MDI-X) port on a switch or hub. Use a normal straight-through cable when connecting it to an
uplink (MDI-II) port on a hub or switch.

The rules governing Ethernet cable lengths apply to the LAN to Router connection. Be sure that the cable connecting
the LAN to the Router does not exceed 100 meters.

10



DSL-G624M Wireless 108G MIMO ADSL2/2+ Router User’s Guide

Basic Router Configuration

The first time you setup the Router it is recommended that you configure the WAN connection using a single computer
making sure that both the computer and the Router are not connected to the LAN. Once the WAN connection is
functioning properly, you may continue to make changes to Router configuration including IP settings and DHCP setup.
This chapter is concerned mainly with using your computer to configure the WAN connection. Instructions are also
provided for basic Wireless LAN configuration. The following chapter describes how to set up the advanced features of
the Router.

Configuration Summary

1.

Connect to the Router To configure various settings used by the Router for Internet and Wireless LAN access
it is first necessary to access the Router’s management HTML-based interface. This is done using an ordinary
web browser. Your computer must be able to “see” the Router before it can manage it using a browser. If the
Router is in the same “neighborhood” or subnet as the Router, you should be able to access the management
software. Therefore you must first make sure your computer has IP settings that place it in the same subnet as
the Router. The easiest way to make sure your computer has the correct IP settings is to configure it to use the
DHCEP server in the Router. The DHCP server will automatically enable your computer to use a browser to
manage the Router. The next section describes how to change the IP configuration for a computer running a
Windows operating system to be a DHCP client. If you are running another operating system, make sure your
computer is configured as a DHCP client so it can automatically obtain IP settings from the Router. Some
operating systems will automatically select the best IP settings. Consult the user manual for the operating
system (OS) if you are unsure.

Configure the Internet (WAN) Connection Most users will be able to complete this process using the Setup
Wizard. The Setup Wizard can be launched once you have successfully connected with the Router’s
management software. There are different methods used to establish the WAN connection to the service
provider’s network and ultimately to the Internet. Your Router may already have most of the settings
configured by default. However you will probably at least have to type in a user name and password given to
you by your ISP. You may also need to know the encapsulation and connection type required to use for your
ADSL service. Your service provider should provide all the information needed to configure the WAN
connection.

Configure the Wireless Connection Use the Wireless Settings menu to configure the SSID, Channel and
Security settings for your 802.11g wireless LAN.

11
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Configuring IP Settings on Your Computer

In order to configure your system to receive IP settings from the Router it must first have the TCP/IP protocol installed.
If you have an Ethernet port on your computer, it probably already has TCP/IP protocol installed. If you are using
Windows XP the TCP/IP is enabled by default for standard installations. Below is an illustrated example of how to
configure a Windows XP system to automatically obtain IP settings from the Router. Following this example is a step-
by-step description of the procedures used on the other Windows operating systems to first check if the TCP/IP protocol
has been installed; if it is not, instructions are provided for installing it. Once the protocol has been installed you can
configure the system to receive IP settings from the Router.

For computers running non-Windows operating systems, follow the instructions for your OS that configure the system
to receive an IP address from the Router, that is, configure the system to be a DHCP client.

-------- _ If you are using this Router to provide Internet access for more than one computer, you can use

P, these instructions later to change the IP settings for the other computers. However, you cannot

Not use the same IP address since every computer must have its own IP address that is unique on
the local network.

Configure Windows XP for DHCP

Use the following steps to configure a computer running Windows XP to be a DHCP client.

1. From the Start menu on your desktop, go to Settings, then click on Network Connections.

uj Mew Office Document:
l% Gpen Office Documert

=
@r Set Program Access snd Defaults

WD windows Cataog

h “windows Update
[T FPrograms

7% Documen s

S searh

t’) Help and Support

=] Run...

[ wwgoft wir..
@ Turn OFf Computer...
unttled - P

ndows XP Professional
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2.

"% Network Connections

File Edit Wiew Tools  Advanced

©

Favarites

1<)

Help

i.m: /_J Search [\L_ Folders v

In the Network Connections window, right-click on LAN (Local Area Connection), then click Properties.

Address ﬂ_, Mebwork Connections

A~
Network Tasks

"«[ Create a new
connection

% Setup ahame or small
~ affice netwark

ﬂd Disable this network

device
% Repair this connection
@ Renamne this connection

& View status of this
conneckion

Change settings of this
connection

Other Places

[3» Control Panel

‘:J My Mebwork Places
|E‘| My Docurnents

a Iy Compuker

»»

Details

Local Area Connection 3
Lam or High-Speed Internet

Eoablad

LAN or High-Speed Internet

Status
Repair

Bridge Connections

Create Shorkout

Die

Rename

3. In the General tab of the Local Area
Connection Properties menu, highlight Internet
Protocol (TCP/IP) under “This connection uses
the following items:” by clicking on it once. Click
on the Properties button.

-4 Local Area Connection 3 Properties

General | Authentication | Advanced |

Connect using:

‘ B8 Intel(R] PRO/100WE Netwark Connection |

Thiz connection uses the fallowing items:

. g Client for Microgoft Metworks
E,,!. File and Printer Sharing for Microzaft Metwark s
S o5 Packet Schedulsr

Inztall...

Drezcription

Tranzmission Control Protocal/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Urinztall

] Shows icon in notification area when connected

[u]8 Cancel

J

4. Select “Obtain an IP address automatically” by
clicking once in the circle. Click the OK button. Your
computer is now ready to use the Router’s DHCP
server.

Internet Protocol {TCP/IP) Properties

General | Alkernate Configuration |

You can get IP settings assigned automatically if your network supparts
thiz capability. Otherwise, you need to azk your network, administrator for
the appropriate [P settings.

(%) Obtait at 1P address autarmatically
(7 Uze the Fallowing IP address:

il

(O Use the fallowing DMS server addiesses:

. ]
. ]

][ Cancel ]

[ ok
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Windows 2000

First, check for the IP protocol and, if necessary, install it:

1.
2.
3.

e

9.

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Local Area Connection icon, and then
select Properties.

The Local Area Connection Properties dialog box displays with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), then the protocol has already been enabled, skip
ahead to Configure Windows 2000 for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Install.
In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows 2000 installation CD or other media. Follow the
instructions to install the files.

If prompted, click OK to restart your computer with the new settings.

Configure Windows 2000 for DHCP

5.

In the Control Panel, double-click the Network and Dial-up Connections icon.

In Network and Dial-up Connections window, right-click the Local Area Connection icon, and then select
Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP), and then click
Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click the button labeled Obtain an IP address
automatically.

Double-click OK to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

Windows 95 and Windows 98

First, check for the IP protocol and, if necessary, install it:

1.

7.

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel. Double-click
the Network icon.

The Network dialog box displays with a list of currently installed network components. If the list includes
TCP/IP, and then the protocol has already been enabled, skip to Configure IP Information Windows 95, 98.

If TCP/IP does not display as an installed component, click Add. The Select Network Component Type
dialog box displays.

Select Protocol, and then click Add. The Select Network Protocol dialog box displays.
Click on Microsoft in the Manufacturers list box, and then click TCP/IP in the Network Protocols list box.

Click OK to return to the Network dialog box, and then click OK again. You may be prompted to install files
from your Windows 95/98 installation CD. Follow the instructions to install the files.

Click OK to restart the PC and complete the TCP/IP installation.

Configure Windows 95 and Windows 98 for DHCP

A

Open the Control Panel window, and then click the Network icon.

Select the network component labeled TCP/IP, and then click Properties.

If you have multiple TCP/IP listings, select the listing associated with your network card or adapter.
In the TCP/IP Properties dialog box, click the IP Address tab.

Click the Obtain an IP address automatically option.

14
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6.
7.

Double-click OK to confirm and save your changes. You will be prompted to restart Windows.
Click Yes.

When it has restarted, your computer is ready to use the Router’s DHCP server.

Windows Me

First, check for the IP protocol and, if necessary, install it:

1.

2.
3.
4

N A

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dial-up Connections icon.
In the Network and Dial-up Connections window, right-click the Network icon, and then select Properties.

The Network Properties dialog box displays with a list of currently installed network components. If the list
includes Internet Protocol (TCP/IP), then the protocol has already been enabled. Skip ahead to Configure
Windows ME for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Add.

In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows Me installation CD or other media. Follow the
instructions to install the files.

10. If prompted, click OK to restart your computer with the new settings.
Configure Windows Me for DHCP

1
2.
3.
4

5.

In the Control Panel, double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select Properties.
In the Network Properties dialog box, select TCP/IP, and then click Properties.

In the TCP/IP Settings dialog box, click the Obtain and IP address automatically option.

Double-click OK twice to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

Windows NT 4.0 Workstations

First, check for the IP protocol and, if necessary, install it:

1.

2.
3.
4

(9]

8.

In the Windows NT task bar, click the Start button, point to Settings, and then click Control Panel.
In the Control Panel window, double-click the Network icon.
In the Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the list includes TCP/IP, then the
protocol has already been enabled. Skip to “Configure IP Information”

If TCP/IP does not display as an installed component, click Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click OK. You may be prompted to
install files from your Windows NT installation CD or other media. Follow the instructions to install the files.

After all files are installed, a window displays to inform you that a TCP/IP service called DHCP can be set up
to dynamically assign IP information.

Click Yes to continue, and then click OK if prompted to restart your computer.

Configure Windows NT 4.0 for DHCP

1
2.
3.
4

Open the Control Panel window, and then double-click the Network icon.

In the Network dialog box, click the Protocols tab.

In the Protocols tab, select TCP/IP, and then click Properties.

In the Microsoft TCP/IP Properties dialog box, click the Obtain an IP address automatically option.

15
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5. Click OK twice to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

Access the Configuration Manager

Now that your computer’s IP settings allow it to communicate with the Router, you can access the configuration
software.

Be sure that the web browser on your computer is not configured to use a proxy
server in the Internet settings. In Windows Internet Explorer, you can check if a
proxy server is enabled using the following procedure:

1. In Windows, click on the Start button, go to Settings and choose Control Panel.
% 2. In the Control Panel window, double-click on the Internet Options icon.
Note 3. Click the Connections tab and click on the LAN Settings button.

4. Verify that the “Use proxy server” option is NOT checked. If it is checked, click in
the checked box to deselect the option and click OK.

Alternatively, you can access this Internet Options menu using the Tools pull-
down menu in Internet Explorer.

Login to Home Page

To use the web-based management software, launch a suitable web browser and direct it to the IP address of the Router.
Type in http:// followed by the default IP address, 192.168.1.1 in the address bar of the browser. The URL in the
address bar should read: http://192.168.1.1.

A dialog box prompts for the User Name and Password. Type in the default User Name admin and default Password
admin and click the OK button to access the web-based manager.

Connect to 192.168.1.1

9

N,

1| A
Webadmin
Lser name: €7 admin w
Password: | sseee

[ Iremember my password

[ Ok l [ Cancel

Enter Password

You should change the web-based manager access user name and password once you have verified that a connection
can be established. The user name and password allows any PC within the same subnet as the Router to access the web-
based manger.

ADSL account user name and password needed for PPPoA/PPPoE connections to access the
Note Internet.

F The user name and password used to access the web-based manager is NOT the same as the

16
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Configure the Router

When you successfully connect to the web manager, the Home directory tab will display the Setup Wizard menu. You
can launch the Setup Wizard from this page or use the menu buttons located in the left panel of the web page to view
other menus used for basic configuration.

Th DSL-G&24M - Microsoft Internet Dxplorer CI|Ck on a directory tab to

. . i
e ER Hom Towrr Db M0 . _ ~ | view the menus available =
Qb - @ - (o] [&] €0 s Ygromm &) (2 55 [F in that directory
odvess @] hitpe 1152, 1661, | fishimiptian bl - B4 o

D-Link’
Bl ey e Ty i Pl

DSL

GE24M

e e e Setup Wizard
WAN
The FSLGEZAM is & high spoed gateway ideal for home netweiking and Home office
P — netwerking, The setap wizard will guida you 1o configin BEL-GE2AM w0 cannael 1o
LAN Inteanet Service Provider. The 0515624 M's easy setup will allow yeu fo have bntemnedt
acoess within minules. Please follow the setup wizard step by stop te configure the
DSL-GEZEM

DHCP

0

|
CHE Funizard |

Wiraless Click on a menu button to Help
use or view the menu

[

Web Manager - First Time Log On

All configuration and management of the Router is done using the web-based management interface pictured in the
above example. The various menus are accessed by clicking on one of the directory tabs, Home, Advanced, Tools,
Status and Help.

Each tab displays menu buttons located in the left hand panel of the web interface. Basic setup of the Router can be
completed in the menus accessed from the Home directory. The menus accessed from the Home directory include the
following: Setup Wizard, Wireless Settings used to configure the 802.11g wireless access point, WAN Settings used to
configure the Internet connection, LAN Settings used to configure the Management IP address for the Router, DHCP
Settings for automatic assignment of IP addresses used by workstations or servers on your LAN, and the DNS
Configuration menu used for setting up DNS relay.

17
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Home

This tab in the Web Manager will allow the user to set up various configurations in order to connect your Router to the
Internet. Much of the information necessary in these screens must be supplied to you by your ISP. Remember to use the
key words in bold when asking your ISP for information. This will make your ISP’s job easier and therefore your
configuration of the modem, much simpler and quicker. Screens to configure under the Home tab include Wizard,
Wireless, WAN, LAN, DHCP, DNS and Dynamic DNS.

Wireless LAN Setup

The two essential settings for wireless LAN operation are the SSID and Channel Number. The SSID (Service Set
Identifier) is used to identify a group of wireless LAN components. Use the Wireless Settings menu to configure these
basic settings. Wireless security using encryption (WEP) or access limitation (WPA-PSK) are also configured with the
Wireless Settings menu. Read more below about setting up security for your wireless LAN.

D-Link ' ol ™ ] i - ¥ ]
Bard v Metworkcs for People ?’M,\w f-?

Wireless 108G MIMO ADSL2/2+ Router

Home Advanced Tool Status elp
Wireless LAM Settings
These are the wirgless settings for the AP [(Access Point) Portion.

Wireless Radio # Enabled (O Inzabled
I
Channel (6 ~
r'—- L
DHCP ]
SSI0 Hidden O Enabled & Disabled
[ SuperG Mode | 802118 b
Security @ HNene OWEP OWPA-PSE

'fﬂrelgss a @ 0

Apply Cancel Help

Wireless Settings menu
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Configure Basic Wireless Settings

Follow the instructions below to change basic wireless settings.

I.

To disable the Wireless Radio: click Disabled beside the Wireless Radio field and click the Apply button.
This will immediately disable the wireless access point, it is not necessary to restart the access point to make
this change.

If the Wireless Radio has been disabled: click the Enabled beside the Wireless Radio field and click the
Apply button. It is not necessary to restart the access point unless you have also changed the channel or SSID.

The SSID can be changed to suit your wireless network. Remember that any wireless device using the access
point must have the same SSID and use the same wireless channel number. The SSID can be a continuous
character string (i.e. no spaces) of up to 16 characters in length. To disable SSID sharing (SSID broadcast),
click to select Enabled beside the SSID Hidden field. Click the Apply button to save any change to the SSID.
A hidden SSID makes it more difficult for wireless clients to join or leave the SSID as they must have the
identical SSID manually entered to be able to join your wireless LAN.

4. The Channel drop-down menu may be changed to channels that are available in your region 1-13 in
Europe. Channels available for wireless LAN communication are subject to regional and national regulation.
Click the Apply button to save any change to the Channel. D-Link recommend that you select a channel that is
not in use. By of factory default Channel 6 is used . If you find it is already being used in your neighborhood
we would suggest either channel 1 or 13 as the are the next non-overlapping channels.

Note in Super G Mode you will not be able to select a channel, the 2XR MIMO technology will select the best channel.

5.

Super G mode — please choose the wireless mode you wish to transmit and receive at.
802.11b Only mode — Use this mode if you only have 11b devices.
802.11g Only Mode - Use this mode if you only have 11g devices.

SuperG With Dynamic Turbo — Super G, D-Link 108G* High performance mode, 2XR functions are
enabled. The transmitter will increase the signal if other devices are not broadcasting a same time on the same
channel. Use this mode in areas where there is a higher Wireless network density to maintain maximum
performance.

Capable of Packet Bursting, FastFrames, Compression, and Dynamic Turbo. This setting is backwards
compatible with non-Turbo (legacy) devices. Dynamic Turbo mode is only enabled when all nodes on the
wireless network is Super G with Dynamic Turbo enabled.

SuperG With Static Turbo — Super G, D-Link 108G* High performance MIMO mode, all 2XR functions are
enabled. The transmitter will send a signal over the frequencies for wireless networks to achieve maximum
performance for your network. Use this mode only in areas where there is a low Wireless network density to
achieve optimum performance.

Capable of Packet Bursting, FastFrames, Compression, and Static Turbo. This setting is not backwards
compatible with non-Turbo (legacy) devices. Static turbo mode is always on and is only enabled when all
nodes on the wireless network is Super G with Static Turbo enabled.

B and G Compatible - Use this mode if you only have 11b and 11g device in use at the same time.

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary.
Network conditions and environmental factors, including volume of network traffic, building materials and
construction, and network overhead, lower actual data throughput rate

Make sure you save the new wireless settings. Use the System Settings menu to save the new settings.
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The Origins of MIMO

MIMO concepts have been under development for many years for both wireless and wireline systems.

One of the earliest MIMO to wireless communications applications came in 1984 with groundbreaking developments
by Jack Winters of Bell Laboratories. This MIMO pioneer described ways to send data from multiple users on the same
frequency/time channel using multiple antennas at the transmitter and receiver. Since then, several academics and
engineers have made significant contributions in the field of MIMO.

Wireless Security

The wireless LAN interface of the DSL-G624M has various security features used to limit access to the device or to
encrypt data and shared information. The available standardized security for wireless LAN includes WEP and WPA
Wireless security is configured with the Wireless Settings menu located in the Home directory.

Before enabling any security function for wireless operation, it is recommended to be sure the
access point is working effectively. If possible, test the wireless interface to be sure stations
are able to associate with the DSL-G624M before changing security settings. When you have
successfully tested the AP, change the wireless security settings on the DSL-G624M before
making the changes to clients.
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Security Options for your Wireless LAN

In the Wireless settings menu, select the type of security you want to configure. The menu will change to present the
settings specific to the method being configured. The Router’s wireless security options include three levels of WEP
encryption and WPA-PSK for WPA with a user configured Pre Shared Key (PSK).
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Home Advanced  Tools Status Help
Wireless LAN Settings
These are the wireless settings for the AP (Access Foint) Portion.
Wireless Radio & Enabled © Disabled
SSID [D-Link
Channel IE 'I
SSID Hidden " Enabled @ Disabled
SuperG Mode ISuperG with Static Turbo j
Security CIene ®WEP O WPA-FSE
P —— WEP Key 1: @ |
* Wireless
: WEP Key 2. O |
WEP |128bltASCII vl
WEP Key 3 © |
WEP Key 4: € |
Apply Cancel Help

Configure WEP Wireless Security
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WEP Encryption

WEP (Wireless Encryption Protocol or Wired Equivalent Privacy) encryption can be enabled for security and privacy.
WEP encrypts the data portion of each frame transmitted from the wireless adapter using one of the predefined keys.
Decryption of the data contained in each packet can only be done if the both the receiver and transmitter have the same
key.

WERP is disabled by default. To enable WEP, select the WEP option. Configure the Encryption Keys as desired and
click the Apply button. The encryption key setup is described below.

WEDP can use open or shared keys, or may be configured to allow the clients to use either type of key. Use the WEP or
WPA-PSK click-boxes beside the WEP Method field to select the method.

o Sclect None to allow any wireless station to associate with each other through the access point. Wireless
devices will be able to communicate with all devices on a network unless they require the a Shared key.

e Select WEP to only allow stations using a shared key encryption to associate with each other through the
access point. That is, only devices with the same key are allowed to communicate over a network with devices
that share the same key. Shared key requires additional configuration of the keys to be used. Follow the
instructions below to configure the Shared Keys.

e Select WPA-PSK if you want to allow Wireless clients to specify using a pre-shared key.

Setup Encryption Keys

WEP Keys may be configured using Hex or ASCII characters. In addition there are three levels of encryption available,
each level requires a different number of characters. Select Hex or ASCII from the Key Type drop-down menu. Hex or
Hexadecimal digits are defined as the numerical digits 0 — 9 and the letters A — F (upper and lower case are recognized
as the same digit). ASCII characters include numbers and letters but no spaces. An upper case ASCII character is NOT
recognized as the same lower case character, and therefore must be configured exactly as typed for all wireless nodes
using the access point. The length of the key depends on the level of encryption used.

Select the Key Length from the drop-down menu beside the WEP field. The available key lengths are 64, 128 or 152-
bit encryption. In the spaces provided, type in Key 1, Key 2, Key 3 and Key 4. The length of the character string used
of the keys depends on the level (Key Length) of encryption selected. Only one key can be active at any one time. The
active key is selected by clicking the radio button for the key you want to use as the first active key.

Click the Apply button when you have configured WEP as desired to put the changes into effect.

Keep in mind that encryption, particularly at higher levels (i.e. 128-bit) can adversely affect
thoughput. If your network has very high volume wireless traffic you may want to consider
Note adding more carrying capacity or decreasing the level of encryption.
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Configure WPA-PSK Settings

WPA security for wireless communication has been developed to overcome some of the shortcomings of WEP. WPA
uses an improved encryption method combined with simpler authentication procedure.

WPA-PSK requires a shared key but does not use a separate server for authentication. PSK keys can be ASCII or Hex
type.
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Home Advanced Tools . Status Helg

Wireless LAM Settings
These are the wirgless settings for the AP (Access Point) Portion.

Wireless Radio # Enabled (O Dnsabled
SS5ID fD—Link
Channel (6 ™|
r— i 4
DHCP ]
SSID Hidden O Enabled @ Disabled
DMS Superc Mode | 802118 b
Security O Mene OWEFP GWPA-PSE

Ciphar |P5K:TK|F' V: WiPLA-PSK Kg}r :'lll'lll'lllllIlllllllllllll.

RE— 2 O 0

Apply Cancel Help

Configure WPA-PSK Security for WLAN
To use WPA with a PSK key:
1. Select the PSK:TKIP or PSK:AES (ASCII key of between 8 to 63 characters) option.
2. Type in the key in the appropriate WPA-PSK Key entry field.

3. Click the Apply button to put the changes into effect. Remember to save the settings using the System Settings
menu.
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Configure the WAN Connection

To configure the Router’s basic configuration settings without running the Setup Wizard, you can access the menus
used to configure WAN, LAN, DHCP and DNS settings directly from the Home directory. To access the WAN Settings
menu, click on the WAN link button on the left side of the first window that appears when you successfully access the
web manager.
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k‘é’ Home Advanced Tools Status Help
WAN Setting |
WAN PAVC Humber [Pvca
Wan Type ) BFC2684Bsidged O BFC2684Routed & PTT
Connectlon Type & FPPoi O FFPoE
VPV o 3ES
Encap. @LLC O Veldn
FPP
User Hame |
Password |
MTU [1400
[r—— Use DNS & Enabled () Ihsabled

Wireless a . a

Apply Concel

WAN Settings Menu — PPPoA

Wireless 108G MIMO ADSL2/2+ Router
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L\L L 0T Advanced ool Status Help
WARN Setting o - )
WAN PVC Numbar FC
Wan Type i BFC2624Bndged () BEC2604Rcuted & PIT
Conneciion Type i PPPoA @ FEEQE
VPIVCI L PRk |
FPP
User Hame ]
Fassword
MTU 1400
Use ONS @ Enabled ) Disabled
Wireless a @
Apply Cancel

WAN Settings Menu — PPPoE

Select the connection type used for your account. The menu will display settings that are appropriate for the connection
type you select. Follow the instruction below according to the type of connection you select in the WAN Settings menu.
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PPPoE and PPPoA Connections for WAN

Follow the instructions below to configure the Router to use a PPPoA (For most United Kindgom Users) or PPPoE (For
most mainland European Users) for the Internet connection. Make sure you have all the necessary information before
you configure the WAN connection.

1.

Select the PPP option under the Wan Type ficld and then choose the PPPoE or PPPoA option from the
Connection Type field. PPPoE/PPPoA is selected by default if you are configuring the Router for the first time.

The VPI/VCI settings at the top of the menu should not be changed unless you have been instructed to change
them. However, if you are instructed to change the VPI or VCI values, type in the values assigned for your
account.

. If you selected PPPoA as the connection type, you can choose LLC or VeMux as the encapsulation type by

clicking the click-box beside the Encap. field — as instructed by your ISP.

Under the PPP heading, type the User Name and Password used for your ADSL account. A typical User Name
will be in the form user1234@isp.co.uk, the Password may be assigned to you by your ISP or you may have
selected it when you set up the account with your ISP.

The default valus of MTU (Maximum Transmission Unit) is 1400 Bytes for compatibility. If your ISP supports a
higher value you can change it for better performance (Maximum useable value of 1500 Bytes). An incorrect
MTU will cause your Internet browser to lose connection.

Most users will not need to change Use DNS settings Default Enabled.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.
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Dynamic IP Address Connection for WAN

A Dynamic [P  Address
connection  configures  the
Router to automatically obtain
its global IP address from a
DHCP server on the ISP’s
network. The service provider
assigns a global IP address from
a pool of addresses available to
the service provider. Typically
the IP address assigned has a
long lease time, so it will likely
be the same address each time
the Router requests an [P
address.

To configure a Dynamic IP
Address connection, perform
the steps listed below. Some of
the settings do not need to be
changed the first time the
device is set up, but can be
changed later if you choose. See
the table below for a description
of all the settings available in
this menu.
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Apply Cancel

WAN Settings for Dynamic IP Address
Connection

1. Choose the RFC2684Bridged option from the click-boxes beside the WAN Type field.

2. Under the VPI/VCI at the top of the menu should not be changed unless you have been instructed to change
them. However, if you are instructed to change the VPI or VCI values, type in the values assigned for your
account. Leave the PVC Number setting at the default (Pcv0) values for now. This can be used later if you are
configuring multiple virtual circuits for your ADSL service.

3. Under the Connection Type field, you can choose from Pure Bridged, Static IP, or DHCP from the click-
boxes. This defines both the connection type used for your ADSL service. These instructions are for the DHCP
(Dynamic IP Address assignment from your ISP) option. The other options are discussed below. The menu will
change entry fields to allow the entry of the necessary information based upon your selection.

4. In the Encap. field, you can choose LL.C or VeMux as the encapsulation type by clicking the click-box beside

the Encap. field — as instructed by your ISP..

5. When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.
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Bridged Connection for WAN

For Bridged connections it will be necessary for most users to install additional software on any computer that will
connect to the Router for Internet access. The additional software is used for the purpose of identifying and verifying
your account, and then granting Internet access to the computer requesting the connection. The connection software
requires the user to enter the User Name and Password for the ISP account. This information is stored on the computer,
not in the Router.

Follow the instructions below to configure a Bridged connection for the WAN interface.

) ArrPlueN7=2n
To configure a Dynamic IP A&MJM

Address connection, perform [EETEEEITN Wirtless 108G MIMO ADSL22+ Router

the steps listed below. Some of
L WO \ivonced  Toole  Status  Holp |

the settings do not need to be - |
changed the first time the e
device is set up, but can be
changed later if you choose. See
the table below for a description
of all the settings available in
this menu.

FWC Numnbier L

Wan Type & BFCIS4Endged O BFC2684Rumed O PEP
Comnaction Typa & Pure Bridged O Static IF (0 DHCP

VPRIV a ES

Emcap. @®LLC OVebdux

o O

Cancel

Wireless

WAN Settings Menu — Bridge Mode

1. Choose the RFC2684Bridged option from the click-boxes beside the WAN Type field.

2. Under the VPI/VCI at the top of the menu should not be changed unless you have been instructed to
change them. However, if you are instructed to change the VPI or VCI values, type in the values assigned
for your account. Leave the PVC Number setting at the default (Pcv0) values for now. This can be used
later if you are configuring multiple virtual circuits for your ADSL service.

3. Under the Connection Type field, you can choose from Pure Bridged, Static IP, or DHCP from the
click-boxes. This defines both the connection type used for your ADSL service. These instructions are for
the Pure Bridged option. The other options are discussed below. The menu will change entry fields to
allow the entry of the necessary information based upon your selection.

4. In the Encap. field, you can choose LL.C or VeMux as the encapsulation type by clicking the click-box
beside the Encap. field — as instructed by your ISP.

5. When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.
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Static IP Address for Connection WAN

When the Router is configured to use Static
IP Address assignment for the WAN
connection, you must manually assign a

A PIUSXTHEVE L]

PR Wireless 108G MIMD ADSL2/2+ Router

global IP Address, Subnet Mask and L‘l’

Gateway IP Address used for the WAN _ llorm- Adanced __Tool Stotus i
connection. Most users will also need to WAN i =78

conﬁgure DNS server IP settings in the DNS Wan Type ® BFC2684Endped O BEC2684Fcated O FEF
Settings configuration menu (see below). M an Conmection Typs 0 Pure Bridged & Static [P £ DHCP

Follow the instruction below to configure the VEIG Oy

Router to use Static [P Address assignment :':':'m f""c r""u‘”:“ ;

for the WAN connection. R Ty

To configure a Dynamic IP Address e T R A LG

connection, perform the steps listed below. @ 9
Some of the settings do not need to be ARDHY - Cancw
changed the first time the device is set up, but

can be changed later if you choose. See the

table below for a description of all the
settings available in this menu.

WAN
Settings -
Static IP

1. Choose the RFC2684Bridged option from the click-boxes beside the WAN Type field.

2. Under the VPI/VCI at the top of the menu should not be changed unless you have been instructed to change
them. However, if you are instructed to change the VPI or VCI values, type in the values assigned for your
account. Leave the PVC Number setting at the default (Pcv0) values for now. This can be used later if you are
configuring multiple virtual circuits for your ADSL service.

3. Under the Connection Type field, you can choose from Pure Bridged, Static IP, or DHCP from the click-
boxes. This defines both the connection type used for your ADSL service. These instructions are for the Static
IP option. The other options are discussed below. The menu will change entry fields to allow the entry of the
necessary information based upon your selection.

4. In the Encap. field, you can choose LL.C or VeMux as the encapsulation type by clicking the click-box beside
the Encap. field — as instructed by your ISP.

5. Change the IP Address, Subnet Mask, Gateway Address as instructed by your ISP. These are the global IP
settings for the WAN interface. This is the “visible” IP address of your account. Your ISP should have
provided these IP settings to you.

6. When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The settings and menus for the RFC2684Bridged — Static IP and the RFC2684Routed
connection types are identical. Follow the instructions above for both connection types.

Note
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LAN IP Settings

You can configure the LAN IP address to suit your preference. Many users will find it convenient to use the default
settings together with DHCP service to manage the IP settings for their private network. The IP address of the Router is
the base address used for DHCP. In order to use the Router for DHCP on your LAN, the IP address pool used for DHCP
must be compatible with the IP address of the Router. The IP addresses available in the DHCP IP address pool will
change automatically if you change the IP address of the Router. See the next section for information on DHCP setup.

To access the LAN Settings menu, click the LAN button in the Home directory.

RETREGFIT Wireless 108G MIMO ADSL2/2+ Router

Home
LAM Settings
The IP addross of the device.

Advanced Tools Status Help ' ‘

IP Address 192 | fea [ ][ ]
Subnet Mask 266066 2660 (24) |

Local Demain Name

“once o)

2 90

Apply Cancel Help

Il

DNS

Wireless

[

Configure LAN IP settings

To change the LAN IP Address or LAN Network Mask, type in the desired values and click the Apply button. Your
web browser should automatically be redirected to the new IP address. You will asked to login again to the Router’s
web manager.
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DHCP Server Settings for the LAN

The DHCP server is enabled by default
for the Router’s Ethernet LAN

-
-
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interface. DHCP service will supply IP
settings to workstations configured to
automatically obtain IP settings that are
connected to the Router though the
Ethernet port. When the Router is used
for DHCP it becomes the default
gateway for DHCP client connected to
it. Keep in mind that if you change the
IP address of the Router the range of IP
addresses in the pool used for DHCP on
the LAN will also be changed. The IP
address pool can be up to 253 IP
addresses.

To display the DHCP Server menu,
click the DHCP button in the Home
directory. Any active DHCP Clients
appear listed in the DHCP Client
Table below the configuration menu.
The IP address and MAC address for
active DHCP clients are displayed in
the list.

To fix a static IP address to a specific
device, use the Static IP Assignment
menu. Read more about this feature
below.

The two options for DHCP service are
as follows:
e You may use the Router as a
DHCEP server for your LAN.

e You can disable DHCP service
and manually configure IP
settings for workstations.
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Configure DHCP
server settings for
the LAN

You may also configure DNS settings for the LAN when using the Router in
DHCP mode. In Auto DNS Mode, the Router will automatically relay DNS
settings to properly configured DHCP clients. To manually enter DNS IP
addresses, select the Manual DNS Mode option and type in a Primary and
Secondary DNS IP Address in the field provided. The manually configured
DNS settings will be supplied to clients that are configured to request them
from the Router.

Follow the instructions below according to which of the above DHCP
options you want to use. When you have configured the DHCP Settings as
you want them, click the Apply button to commit the new settings. The new
settings must be saved and the Router must be restarted for the settings to go
into effect. To save the new settings and restart the Router, click on the
Tools directory tab and then click the System menu button. Click the
Reboot button under Force the DSL-G624M to system restart. The Router

will save the new DHCP settings and restart.

Use the Router for DHCP

To use the built-in DHCP server, click to select the DHCP Server option if it is not already selected. The IP Address
Pool settings can be adjusted. The Starting IP Address is the lowest available IP address (default = 192.168.1.2). If
you change the IP address of the Router this will change automatically to be 1 more that the IP address of the Router.
The Ending IP Address is the highest IP address number in the pool. Type in the Lease Time in the entry field
provided. This is the amount of time in seconds that a workstation is allowed to reserve an IP address in the pool if the
workstation is disconnected from the network or powered off.
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Disabling the DHCP Server A BPIUS XT7EVIEL S

To disable DHCP, click to select the
Disabled option and click on the Apply
button. Choosing this option requires
that workstations on the local network
must be configured manually or use
another DHCP server to obtain [P
settings.
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Internet Protocol (TCP/IP) Properties @
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DNS Server Settings

The Router can be configured to relay DNS settings from your ISP or another available service to workstations on your
LAN. When using DNS relay, the Router will accept DNS requests from hosts on the LAN and forward them to the
ISP’s, or alternative DNS servers. DNS relay can use auto discovery or the DNS IP address can be manually entered by
the user. Alternatively, you may also disable the DNS relay and configure hosts on your LAN to use DNS servers
directly. Most users who are using the Router for DHCP service on the LAN and are using DNS servers on the ISP’s
network, will leave DNS relay enabled (either auto discovery or user configured).
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Home Advanced _ Tools _ Status____ Help |

DMS Configuration

DS Status = Enabled O Digabled
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9 9
Apply Cancel
DNS
Wireless

Configure DNS Settings

If you have not been given specific DNS server IP addresses or if the Router is not pre-configured with DNS server
information, select the Disabled option for DNS Status. This instructs the Router to automatically obtain the DNS IP
address from the ISP through DHCP. If your WAN connection uses a Static IP address, auto discovery for DNS cannot

be used.

When you have configured the DNS settings as desired, click the Apply button.

To use DNS Relay for computers on your local network, DNS Service Filtering must be
disabled. See the Firewall section in the next chapter.

Note
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Advanced Router Management
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CIFrom tiga 01 =|: |00 = [kl = o (01 = - [00 | Ak =

Wirt T
Mama
Witsal Serar FTP
Wirtual Sesar HTTP
Wirlgal Sermn HTTRS

Wrtual Servar DHG

- directory tabs and menu buttons in
e order to display the various

2 @9 0O configuration and read-only menus

Apply Concel Help .
discussed below. The table below
Briai s 1R 1| Pratocal 1 pa e railin summarizes again the directories
paoo TP 2121 awaye S and menus available in the
aopn  (TeP saen wiys (AW management web interface. In this
1000 [TEP 443043 hye (4 W chapter you will find descriptions
1000 |VOF 5253 Sheays |2 for the menus located in the

Advanced, Tools and Status
directories.

Directory Configuration and Read-only Menus
Click the Home tab to access the Setup Wizard, Wireless Settings, WAN
Home Configuration, LAN IP Configuration, DHCP for the LAN Setup, and DNS
Configuration menus. See the previous chapter for a description of the
Home directory menus.
Advanced Click the Advanced tab to access the Virtual Server, Applications, Filters,
Firewall, DMZ, and RIP menus.
Click the Tools tab to access the Administrator Settings (used to set the
Tools system user name and password, backup and load settings), System,
Firmware, Diagnostics and Time menus.
Click the Status tab to view the Device Info, Log, Stats and ADSL Line
Status . . :
information windows.
Help The Help menu presents links to pages that explain various functions and

services provided by the Router.
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Virtual Server

Use the Virtual Server menu to set up port forwarding rules in the Router. The Virtual Server function allows remote
users to access services on your LAN such as FTP for file transfers or SMTP and POP3 for e-mail. The DSL-G624M
will accept remote requests for these services at your Global IP Address, using the specified TCP or UDP protocol and
port number, and then redirect these requests to the server on your LAN with the Private IP address you specify.
Remember that the specified Private IP Address must be within the useable range of the subnet occupied by the Router.

UDP/TCP port redirection is used to direct traffic through the WAN port to the specified servers or workstations on
your private network. Port redirection can also be used to direct potentially hazardous packets to a proxy server outside
your firewall. For example, you can configure the Router to direct HTTP packets to a designated HTTP server in the
DMZ. You can define a set of instructions for a specific incoming port or for a range of incoming ports. Each set of
instructions or rule is indexed and can be modified or deleted later as needed.

Virtual server rules can be set up with complimentary features such as Firewall Rules, DMZ devices and IP Filters to
improve efficiency and security. Be sure to consider how these other functions will effect the virtual server rules you
have configured and enabled.

The table below describes the configuration settings presented in the Virtual Server menu.

AL EIOSXTFENVE Ly

Wireless 108G MIMO ADSL2/2+ Router

[ Home BRVGY L TVER Tools  Status Help

Virtual Server

Virtual Server Wirtual Server is used to allow Intemet users access to LAN senices.
Status %) Enabled < Disabled
Hamk | .
Private IP b | o Jo | o
Filters Protocol Type FI'C?:
Private Port |I]
——— Public Port 0
Firewall I—
Schedule & Always
O From time |01 ¥ |00 ¥ |[&M | 1o [01 % - [00 v &M |
f

day [Sun ¥ 1o [Sun v

9 O 0

——
" RIP Apply Cancel Help
Virtual Servers List
B r T £ T
— Marm wate B | P Iy | |
P ADSL LU ame !F'mate rotacol Type [Echedule -
Virtual Server FTP |0.0.0.0 TCP 21721 Always Eh ]
| Virtual Server HTTP 0.0.0.0 TCP £0/80 Always 40
| " irtual Serer HTTPS Iu.u.n.u TCP 4437443 Always MW
| Virtual Server DNS !EI.EI.EI.EI UDP 5353 Always R |

Virtual Server Menu and List

To modify virtual server settings for any previously created rule, click the appropriate Category to the left for the set
you want to configure. There are six categories, which maybe configured for each PVC. Five categories, Games, VPN,
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Audio/Video, Apps and Servers have pre-defined rules which may be added to the selected Connection by clicking it
and then clicking the Add button. Any of these rules may be removed by selecting it and clicking the Remove button.
The User category is for user-defined rules that may be configured by selecting the User category and then clicking the
Add button, which will reveal a new screen to configure, as seen below.

To configure this window, enter a Rule Name, the Protocol (TCP, UDP or both), a range of virtual ports to be used in
the Port Start and Port End fields and the Port for which this rule is to be applied. Click Apply to set the new rule.
These rules may be edited or deleted in the screen prior to the one above by clicking the Edit or Delete button. See the
following window for more information.

Parameter Description

Provide a name for the rule. This name will not appear in the list below, however it
Name may be useful if you later need to edit the settings for the rule. Rule names are
optional.

This is the IP address of the server on your LAN that will provide the service to
remote users. The Private IP address is used to direct the service to a specific
computer on your private network such as an FTP, Email or public web server. Type
in the IP address of the server used for the service being configured here.

Private IP

You can select the transport protocol (TCP or UDP) that the application on the virtual
server will use for its connections. Select one of the following options from the pull-
Protocol Type down menu to define a TCP, UDP or Both. The choice of this protocol is dependent
on the application that is providing the service. If you do not know which protocol to
choose, check your application’s documentation.

This is the local port being forwarded to from the Public Port entered below. Keep in
mind that if you use a non-standard port number for an application with a reserved

Private Port UDP/TCP port, some additional configuration may be required for the servers or
workstations using the application on the LAN side.
This is the local port being forwarded to from the ISP. Keep in mind that most
Public Port applications use a reserved UDP/TCP port number that must be entered correctly

here.

Click the Apply button to put the new virtual server configuration set or modification into effect. Any server sets
configured in the menu will appear in the Virtual Server List with the new settings.

To remove any configuration set from the Virtual Server List, click on the Delete button after selecting the option for
set you want to delete.
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Filters

Filter rules in the Router are put in place to allow or block specified traffic. The Filter Rules however can be used in a
single direction to examine and then Allow or Deny traffic for Inbound (WAN to LAN) or Outbound (LAN to WAN)

routed data. The rules based on IP address and TCP/UDP port.

Configure the filter rules as desired and click the Apply button to create the rule. The newly created rule appears listed
in the Outbound Filter List at the bottom of the menu. The table below describes the various parameters that are
configured for the filter rules.

-

"Virtual Server

I

Applications

Filters

!

Firewall

U
—

To modify any previously created filter rule, click on the note pad icon in the right hand column of the Filter List for the
set you want to configure. Adjust the settings as desired and click the Apply button to put the new settings into effect.

First determine the direction of the traffic you want the rule to filter. To filter WAN to LAN traffic, select the Inbound
Filter option. Any new Inbound Filter rules created will appear in the list. Likewise, should you to filter LAN to WAN

| Home RV ER Tools

?‘ = L] i ".Q - ¥ -

Wireless 108G MIMO ADSL2/2+ Router

Status __ Helg

Filters

Filters ars used to allow ar deny LAM users from accessing the Intemef.

P Filters 3 UAL Blocking

(MAC Filters O Domain Blocking

IP Filters

Llze IP Filters to deny LAN IP addresses access to the Intermet.
Status O Enabled & Disabled

Name | Clear
IP Range | . | .
Part Range 0 .|o

Protocol Type TCP =
Schedula = Alvays
2 From time ||]1 b ;|I]|] b E.ﬁ\M v to |I]'I w :||][I w A v|

day [Sun @ to [Sun |
9 9O 0O

Apply Cancel Help

IP Filters List

[ Mame  IP Range [Protacal Type Schedule
| 0.0.0.0-255.255.255.255 iTCF' 20-21 Always N |
i 0.0.0.0-255,255,255 255 TCP 8080 Always 4

Filters Configuration Menu

traffic, create an Outbound Filter rule.

Note network by default. See the Firewall section below for details.

The Service Filtering feature of the Firewall may interfere rules configured in the
Filters menu. For example, FTP packets are not allowed through from the external
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The parameters described below are used to set up filter rules.

Parameter Description
For an Outbound Filter, this is the IP address or IP addresses on your LAN for which
you are creating the filter rule. For an Inbound Filter, this is the IP address or IP
Source IP addresses for which you are creating the filter rule. You can opt to indicate a Mask

Range, a Single IP, an IP Range or Any IP from the pull-down menu. Choosing Any
IP will apply the rule to all WAN or all LAN IP addresses depending on which type of
rule (Inbound or Outbound) is being configured.

Destination IP

Where the Destination IP address resides also depends on if you are configuring an
Inbound or Outbound filter rule. You can opt to indicate a Mask Range, a Single IP,
an IP Range or Any IP from the pull-down menu.

Port Range

This is the range of TCP/UDP for the current Filter rule. Enter the range of TCP/UDP
ports to be filtered.

Protocol Type

Select the transport protocol (TCP, UDP or Both) that will be used for the filter rule.

Click the Apply button to put the new rule into effect. Any filter rule configured in the menu will appear in the Filters
List with the new settings. The Router must save the new settings and reboot before the new rules are applied.
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Routing

Use the Routing Table to specify a route used for data traffic within your Ethernet LAN or to route data on the WAN.
This is used to specify that all packets destined for a particular network or subnet use a predetermined gateway.

D.Li“k -y ]-(D i - l iu tﬁ\"/{. E-:El r:ii g
Burittineg Hetwers for People o

Wireless 108G MIMO ADSL2/2+ Router

R ™o TR o Sius el
RIFP System Wide Configuration
Virtual Server RIF is an internet pratocol you can set up to share routing table infarmation with other routing
devices on your L&MN | at your ISP's location, or on remote networks connected to your network
wia the ADEL line.
Interface Name FC-0
RIF 1 Received ® Enabled O Disabled
RIF 1 Send & Emnabled O Disabled
RIF 2 Received @ Enabled O Disabled
RIP 2 Received # Enabled O Disabled
Send MultiCast & Enszbled O Disabled
Apply Cancel
Interface | RIP1 RIP1  RIP2 RIP2  Send -
RIP Name | Received Send Received Send | MultiCast
f T r T T T =
PViC-0 | Enabled Enabled Enabled Enabled  Enabled {4 |
[ ———
~ADSL
Routing Table
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ADSL

For setting the best type of ADSL connection please refer to the ISP package you have purchased. You can check the
Line Speed in Status > ADSL Line

Default setting is Multimode (The DSL-G624M will automatically detect if you have a “ADSL1” G.Lite, G.dmt or
T1.413 connect)

If you have an ADSL2 service please select “ADSL2” click the Apply button and wait as the device saves and reboots
with the new configuration.

If you have an ADSL2+ service please select “ADSL2+” click the Apply button and wait as the device saves and
reboots with the new configuration.

A B IS XTFENIE L
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| Home BB Tools Status Help
ADSL Configurations
*Virtual Server When changing ADSL rodulation, it is reguired to save and reboot to activate new maode.

-

-

-

-
!

* Applications ADSL Modulation kultimode vl

G.0Dmt
ADSL2

: ADSL2+
" Filters T1413
G Lite
Multimade

9 O

Apply Cancel

* Firewall

ADSL

[Cec]
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DMZ

Since some applications are not compatible with NAT, the Router supports use of a DMZ IP address for a single host on
the LAN. This IP address is not protected by NAT and will therefore be visible to agents on the Internet with the right
type of software. Keep in mind that any client PC in the DMZ will be exposed to various types of security risks. If you
use the DMZ, take measures (such as client-based virus protection) to protect the remaining client PCs on your LAN
from possible contamination through the DMZ.

ArEBIGSX7ZEVE L]
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DMZ
DAL (Demilitarized fone) is used to allow a single computer an the LAN to be exposed 1o the

Intermat.
Status (' Enabled & Disabled

T

Applications IP Address 192.168.1.00 |
— 9 9O
r——
I

DMZ

"~ ADSL

DMZ IP address configuration

To designate a DMZ IP address, select the Enabled radio button, type in the IP Address of the server or device on your
LAN, and click the Apply button. To remove DMZ status from the designated IP address, select the Disabled radio
button and click Apply.
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Firewall

The Firewall Configuration menu allows the
Router to enforce specific predefined policies
intended to protect against certain common
types of attacks. There are two general types
of protection (DoS, Port Scan) that can be
enabled on the Router, as well as filtering for
specific packet types sometimes used by
hackers.

You can choose to Enable or Disable
protection against a customized basket of
attack and scan types. To enable DoS
Protection or Port Scan Protection, select
the Enable radio button for the protection type
and click in the selection boxes for the various
types of protection listed under each.

Service Filtering may
interfere with other
configurations such as
DHCP Relay or
Remote Management
via Telnet.
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BT Advonced P Help
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Destination | LANH = TCP = 0 .0
Schedule  EAkvays
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2 @ O
Apply  Camedl  Help
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Scran | Mame EauicE Diashnkdion Fralacal
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WAN Port 255 255 255255 1921811 [+
Ay | Metticast Eizth, 00L0L0- LaH, 220 00.0- Any -
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irewall Configuration Menu

When DoS, Port Scan, or Service Filtering Protection is enabled, it will create a firewall policy to protect your network

against the following:

Dos Protection

Port Scan Protection

Service Filtering

SYN Flood check
ICMP Redirection check

FIN/URG/PSH attack
Xmas Tree Scan

Null Scan attack
SYN/RST attack
SYN/FIN Scan

Ping from External Network
Telnet from External Network
FTP from External Network

DNS from External Network

A DoS "denial-of-service" attack is characterized by an explicit attempt by attackers to prevent legitimate users of a
service from using that service. Examples include: attempts to "flood" a network, thereby preventing legitimate network
traffic, attempts to disrupt connections between two machines, thereby preventing access to a service, attempts to
prevent a particular individual from accessing a service, or, attempts to disrupt service to a specific system or person.

Port scan protection is designed to block attempts to discover vulnerable ports or services that might be exploited in an

attack from the WAN.

The Service Filtering options allow you to block FTP, Telnet response, Pings, etc, from the external network. Check
the category you want to block to enable filtering of that type of packet.

When you have selected the desired Firewall policies, click the Apply button to enforce the policies. Remember to save

any configuration changes.
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Tools

Click the Tools tab to reveal the menu buttons for various functions located in this directory. The Administrator
Settings is the first menu that appears in the Tools directory. This menu is used to change the system password used to
access the web manager, to save or load Router configuration settings and to restore default settings. The functions in
this and the other Tools menus are described below.

LoLbo s A ABIUSX VL]

Wireless 108G MIMO ADSL2/2+ Router
@ Home Advanced Tools Status elp
Administrator Settings

Admin Please change the administrator account password for personal security and privacy. ou may
change it by entenng a new password.

Administrator (The Login Mame is ‘admin’)

b S'!.I'Stﬂﬂ'l Old Password [ TTITTTIITT Y |
New Password srassansnns !
Confirm Password - |

Firmware

Remote Management

Mise. 1 Enabled & Disabled
IP Address B '

Part

* Diagnostics

9 90

Apply Cancel Help

st
il
R
s
s

System Tools administrative functions
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Change System Password

To change the password used to access the Router web manager, click the Admin button in the Tools directory to
display the Administrator Settings menu. Under the Administrator heading, type the New Password and Confirm
Password to be certain you have typed it correctly. Click the Apply button to activate the new password. The System
User Name remains “admin”, this cannot be changed using the web manager interface. Be sure to save the new setting.
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- Tools IS

Administrator Settings
Admin Please change the administratlor account password for personal security and privacy. Y ou may
change it by entening a new password,
Administrator (The Login Mame is ‘admin’

© System Old Password [ —— |
I'-Iew Pamﬂld [ TTITTTIIT Y !
Confirm Password R — |

Firmware

Remote Management

Misc. 1 Enabled & Disabled
IP Address B '
Part ;

" Diagnostics ' a w 0

Apply Cancel Help

ILEHE

Time

Administrator Settings change password menu
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System

Once you have configured the Router to your satisfaction, it is a good idea to back up the configuration file to your
computer. To save the current configuration settings to your computer, click the Admin button in the Tools directory to
display the Administrator Settings menu. Click the Save button to Save Settings to Local Hard Drive. You will be
prompted to select a location on your computer to put the file. The file type is .xml (HTML) and may be named
anything you wish.

To load a previously saved configuration file, click the Browse button and locate the file on your computer. Click the
Load button to Load Settings From Local Hard Drive. Confirm that you want to load the file when prompted and the
process is completed automatically. The Router will reboot and begin operating with the configuration settings that have
just been loaded.
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LR Status____Help |

System Setting
Admin Save Settings To Local Hard Drive

Save

Load Settings From Local Hard Drive

Firmware [(Browse.. |
Load

Mise. Restara To Factory Defaull Settings

Restora

* Diagnostics

-
—
System '
|
R
Jo—
——

Help

Save System Settings and Restore Defaults

Restore Factory Default Settings

To reset the Router to its factory default settings, click the Restore button in the Administrator Settings menu. You will
be prompted to confirm your decision to reset the Router. The Router will reboot with the factory default settings
including IP settings and Administrator password. A Restore Factory Default setting is recommended after conducting a
firmware update; please remember to backup your Configuration by using the Save System settings.
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Firmware

m Performing a Firmware Upgrade can sometimes change the configuration settings. Be
sure to back-up the Router’s configuration settings before upgrading the firmware.

Note

Use the Firmware Upgrade menu to load the latest firmware for the device. Note that the device configuration settings
may return to the factory default settings, so make sure you save the configuration settings with the System Settings
menu described above. Firmware should only be upgrade when requested to do so be D-Link Service Personnel or you

require an additional advanced user feature.

Warning - Firmware Upgrades can be risky and could lead to your device becoming usable if unsuccessful.

Admin

* System

Misec.

* Diagnostics

|
ez
R
s
s

-y L]

3 u b@- L/ -
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Firmware Upgrade
fou may upgrade the latest firrmeare to improve functionality and perfarmance.

To upgrade the fimmeare, locate the upgrade file on the local hard drive with the Browse button.
Once you have found the file 1o be used, click the Apply button below to start the firmware
upgrade. Do nof proceed firmware upgrade unless specifically instructed.

Current Firmware 1o, 014 UK BO1TIE 20050908
Version:

Firmware Date: Sep 8 2005
Upload; | [ Browse..

)
9 © O

Apply Cancel Help

LR Status____Help |

To upgrade firmware, type in the name and path of the file or click on the Browse button to search for the file. Click the
Apply button to begin copying the file. The file will load and restart the Router automatically. This proceeds will take a
few minutes pending on the size of the file. Please be patient as this make take up to 5-10 minutes depending on your

environment.

A Restore Factory Default setting is recommended after conducting a firmware update; please remember to backup

Firmware Upgrade

your Configuration by using the Save System settings beforehand.

Warning — Never disconnect the power during a firmware upgrade as this will lead to a device failure.
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Miscellaneous

To perform a statndard Ping test for network connectivity, click the Misc. menu button in the Tools directory to view
the Miscellaneous Configuration menu. The Ping test functions on the WAN and LAN interfaces. Type the IP address
you want to check in the space provided and click the Ping button. Read the Ping test result in the space immediately
below.

Save and Restart Device will reboot the device with the new configuration saved.

Block WAN Ping. To increase the security of your network you can Block your IP address from responding from an
PING command.

UPnP Settings. The DSL-G624M supports advanced network functions such as the UPnP™ architecture for zero-
configuration networking. Enable it if you have UPnP devices in your network you wish to connect.

PPTP & IPSec VPN. The DSL-G624M supports VPN (Virtual Private Network) Pass-Through connections for your
client server VPN sessions.
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LS. Status _ Help

Ping Test

* Admin Ping Test iz used to zend Ping' packets to test if a computer is an the intemet.
Host Name or IP address ! |

© System Ping Result

Save and Restart Device
Reboots the device

Block WAM Ping
When you 'Block WAl Ping’, you are causing the public WaAN IP address to not respond ta ping

commands. Pinging public WaAN IP addresses is a common method used by hackers to test
whether your WAR [P address is valid,

Discard PING from WAN side (0 Enabled & Dizabled

" Firmware

LEE-

" Diagnostics

I

Time
UPNP Settings
& Enabled O Disabled

VPN Pass-Through
Al WPN connections to work through the dewvice.

PPTP # Enabled ) Disabled
IPSec {® Enabled ) Disabled

0@3

Miscellaneous Configuration menu
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Diagnostics

The Test menus are used to test connectivity of the Router. A Ping test may be done through the local or external
interface to test connectivity to known IP addresses. The diagnostics feature executes a series of test of your system
software and hardware connections. Use this Test menu when working with your ISP to troubleshoot problems.

Wireless 108G MIMO ADSL2/2+ Router

@ Home Advanced Tools Status Help

Diagnostics

The diagnostics feature executes 3 series of test of your system software and hardware
connections. Use the feature when your ISP to troubleshoot problems.

-
Foar i :
This page is used for performing diagnostics on this system.
I Modem Connection Test
Firmware 5 T
| Testing Ethernet connschon
[ ;Testing ADEL ine for avnc
el iTe;t'ng Ethernet connscton to AT
' ATM Connection Test
Diagnostics ‘Testing ATM OAM segment ping
\Testing ATM OAM end to end ping ---
Time | Internet Connection Test _
|Fing default gatewsy

Pl.ng Frimary Domain Mame Server

Diagnostics Test Menu
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Time

The router allows you to select between three methods of setting the system time. You can enter the address of an NTP
Server (or use the default address). You can set the time manually, or you can use the time settings on the PC that you
are using to configure the router.

Wireless 108G MIMO ADSL2/2+ Router

R ™ ome ™ AdvancedR PPN St helo

oo Time
H .
Admin Set system time.
Date 200101231 |
o
Time Mode rUse NTP Server & Set fime Manually O Use PC Time
——
Default NTP |_H |ﬂ | r | 7
'M'_ Senver - A : L ==
ise.
Year | 2002 v Month [Jan +|Day 01 v/
Set the Time ; - e
- Hour | 00 = Minute | 00 » Second 00
 EE
" Diagnostics a & 0

Apply Cancel Help
Time

System Time Menu
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Status Information

Use the various read-only menus to view system information and monitor performance.
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L\L Home  Advanced  Toc status TP
Device In

formation
Device Info Current Firmware Version: DSL-GE24M.UK.BO1T16.20050903
P L"H
Log
MAC Address M Addlress Subnet Mask HCE Server
00 95 CaEX 26 1S20182 1.1 255.255.255.] Zhabladi

[
' Statistics

YWEHN Channel

FWC Humbar |(WPIWCL| [P Addrees  Subnat Mask Default Gatewiay | Staus | Connect

ADSL Line

P I35 pRlREERAERIGE NG NNT | FHR 000 s 'J @

o

Help

Device Information display
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Device Information Display

Use the Device Information window to quickly view basic current information about the LAN and WAN interfaces and
device information including Firmware Version and MAC address. The IP provided by your ISP will be displayed this
screen when a successful login has been made. When the Status graphic is coloured Green you have a valid PPP login.
If it remains Red, you should recheck your ISP login details.

Clicking Connect will either Disconnect or Connect a PPP active session.
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Wireless 108G MIMO ADSL2/2+ Router

Home Advanced Tools Status I!EI'-

" Device Information
Current Firmware Version: D5L-G624M.UK.B01T16.20050903

@

LN
e MAC Address I Address Subnet Mask DHCP Server
02 9% CAE2 26 |52 188.1.1 255,255,550 Znhablad
WAN Channel
b amel |ine PV Humber (WPIMCL| P Addrees  Subnat Magk Defaule Gatewiay | Stanus | Connect

ADSL Line

Py I3 HOCEEE N0 AN seetue | W) @

Help

Device Information display
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Log

The system log displays chronological event log data. Use the navigation buttons to view or scroll log pages. You may
also save a simple text file containing the log to your computer. Click the Save Log button and follow the prompts to
save the file.
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Home Advanced Toc Status m

-

View Log
Device Info “igw Log displays the activities. Click on Log Settings for advance features,
() (e ) (P ) (5 O
Log Help
Page 1 of 1
Time Message

L Jan 01 00:00:03 syslog: im:Changed iplan IP address to 192 168,11

Jan 01 00:00:08 syslog: im:Changed fc1483-0 IP address 10 10.42.73.113

ADSL Line

LL

View Log window

Click Clear Log delete the current log information.
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Stats

Use the Traffic Statistics window to monitor traffic on the Ethernet, ADSL or Wireless Internet connection. Select the
interface for which you want to view packet statistics and the information will appear below.

ArEBIUSX7=EVEL]
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Home Advanced Tools Status m

Traffic Statistics
Traffic Statistics display Receive and Transmit packets passing through.

Retfresh | o

Help
Receive Transmit
ADSL 1227633 Packets 1198495 Packets
Statistics LAN 4284217 Packets 2698030 Packets
Wireless LAN 1625759 Packets 3229786 Packets

*ADSL Line

i

Traffic Statistics information

Click Refresh to view traffic information.
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ADSL Line

Use the ADSL Status information and the Test page for troubleshooting the ADSL connection.

A BIOSYXrAEVE )

Wireless 108G MIMO ADSL2/2+ Router

Home Advanced Tools Status m

i

Line Condition

" Dewice Info

-

Model Name DSL-GE24M Firmware Version gg;m.UKBDWW.EDDSD%D
Log ADSL Line Status
ADSL State Show Time Data Path Fast
DSP Version 0.79.219 Operation Mode  ADSL
Upstream DownStream
ADSL Link Speed 2853 Lkbps ADSL Link Speed 2272 kbps
SHR 28 db SNR 335 db
FEC 0 FEC 0
HEC{ATM Layer} 0O HEC(ATM Layer) O

Help

ADSL Status information
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Technical Specifications

General

IEEE 802.11b/ 802.11g
IEEE 802.3/ 802.3u
IEEE 802.1d

RFC 791 (IP Routing)
RFC 792 (UDP)

RFC 826 (ARP)

RFC 2364 (PPP over ATM)

RFC 1631 (NAT)

RFC 1877 (Automatic IP assignment)
RFC 2516 (PPP over Ethernet)

RFC 2131 (DHCP)

ANSI T1.413 issue 2

Standards RFC 1058 (RIP 1) ITU G.992.1 (G.dmt)
RFC 1389 (RIP 2) ITU G.992.2 (G.lite)
RFC 1483 (Bridged Ethernet) ITU G.992.3 (G.dmt bis)
RFC 1577 (IP over ATM) ITU G.992.5(G.dmt.bis plus)
RFC 1661 (PPP) ITU G.994.1 (G.Hs)
RFC 1994 (CHAP) ITU-T Rec. 1.361
RFC 1334 (PAP) Supports ATM Forum UNI V3.1/4.0 PVC
Physical and Environmental
DC Inputs: Input: 110 ~ 230V AC 50 ~ 60Hz (per region)
Power Adapter Output: 12V AC, 1.2A

Power Consumption

12 Watts (max)

Operating Temperature

5°t0 40° C (41° - 104° F)

Humidity

5 to 95% (non-condensing)

Dimensions

198 x 155 x 34 mm

Weight 450 g
EMI FCC Class B, CE EN301489 SMA
Safety: CSA International
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Wireless
Modulation IEEE 802.11b: DQPSK, DBPSK, DSSS, and CCK
IEEE 802.11g: BPSK, QPSK, 16QAM, 64QAM, OFDM
Frequency 2400 ~ 2484 .5MHz ISM band
Channels 11 channels for United States

13 channels for European Countries

13 channels for Japan

Wireless Data Rates

IEEE 802.11b: 11, 5.5, 2, and 1Mbps
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48, 54Mbps

Media Access Protocol

CSMA/CA with ACK

WEP
WPA

64/128/152 bits
WiFi Protected Access

Wireless Certification

Wi-Fi WPA

ADSL Data Rates

Media Interface

G.dmt full rate: Downstream up to 8 Mbps

Upstream up to 640 Kbps

G.lite: Downstream up to 1.5 Mbps

Upstream up to 512 Kbps

G.dmt.bis: ADSL2 Downstream up to 12 Mbps
Upstream up to 1.0 Mbps

G.dmt.bis plus: ADSL2+ Downstream up to 24 Mbps
Upstream up to 1.0 Mbps

RJ-11 port ADSL telephone line connection
4 x MDI/MDIX RJ-45 ports for 10/100BASET Ethernet connection
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IP Address Setup

The DSL-G624M is designed to provide network administrators maximum flexibility for IP addressing on the Ethernet
LAN. The easiest IP setup choice in most cases is to let the Router do it using DHCP, which is enabled by default. This
appendix briefly describes various options including DHCP, used for IP setup on a LAN. If you are new to IP
networking, the next appendix provides some background information on basic IP concepts.

Assigning Network IP Addresses

The IP address settings, which include the IP address, subnet mask and gateway IP address are the first and most
important internal network settings that need to be configured. The Router is assigned a default LAN IP address and
subnet mask. If you do not have a preexisting IP network and are setting one up now, using the factory default IP
address settings can greatly ease the setup process. If you already have a preexisting IP network, you can adjust the IP
settings for the Router to fit within your existing scheme.

Using the Default IP Address

The Router is shipped with a preset default IP address setting of 192.168.1.1 for the LAN port. There are two ways to
use this default IP address, you can manually assign an IP address and subnet mask for each PC on the LAN or you can
instruct the Router to automatically assign them using DHCP. The simplest method is to use DHCP. The DHCP
function is active by default.

Manual IP Address Assignment

Manually configuring IP settings for the LAN means you must manually set an IP address, subnet mask and IP address
of the default gateway (the Router’s IP address) on each networked computer. The example listed below describes 1P
configuration for computers running Windows 95 or Windows 98. Regardless of what operating system is used on each
workstation, the three network IP settings must be defined so the network interface used by each workstation can be
identified by the Router, and vice versa. For detailed information about configuring your workstations IP settings,
consult the user’s guide included with the operating system or the network interface card (NIC).

1. In Windows 95/98, click on the Start button, go to Settings and choose Control Panel.
2. In the window that opens, double-click on the Network icon.
3. Under the Configuration tab, select the TCP/IP component and click Properties.

4. Choose the Specify an IP address option and edit the address settings accordingly. Consult the table below for IP
settings on a Class C network.

‘Using Default IP without DHCP

Host IP Address Subnet Mask Gateway IP
Router 192.168.1.1 255.255.255.0
Computer #1 192.168.1.2 255.255.255.0 192.168.1.1
Computer #2 192.168.1.3 255.255.255.0 192.168.1.1
Computer #3 192.168.1.4 255.255.255.0 192.168.1.1

IP Setup - Example #1

Please note that when using the default IP address as in the above example, the first number in the IP address must
always be the same with only the second, third and fourth number changing. The first number defines the network IP
address (all machines must belong to the same IP network), while the last three numbers denote the host IP address
(each computer must have a unique address to distinguish it on the network). The IP address scheme used in Example
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#1 can be used for any LAN that requires up to 253 separate IP addresses (excluding the Router). Notice that the subnet
mask is the same for all machines and the default gateway address is the LAN IP address of the Router.

It is a good idea to make a note of each device’s IP address for reference during troubleshooting or when adding new
stations or devices.

Using DHCP

The second way to use the default settings is to allow the Router to automatically assign IP settings for workstation
using DHCP. To do this, simply make sure your computers’ IP addresses are set to 0.0.0.0 (under Windows, choose the
option Obtain an IP address automatically in the TCP/IP network component described above). When the computers are
restarted, their IP settings will automatically be assigned by the Router. The Router is set by default to use DHCP. See
the discussion in Chapter 3 for information on how to use configure the Router for DHCP.

Changing the IP Address of the Router

When planning your LAN IP address setup, you may use any scheme allowed by rules that govern IP assignment. It
may be more convenient or easier to remember an [P scheme that use a different address for the Router. Or you may be
installing the Router on a network that has already established the IP settings. Changing the IP address is a simple
matter and can be done using the web manager (see LAN IP Address in Chapter 5). If you are incorporating the Router
into a LAN with an existing IP structure, be sure to disable the DHCP function. Also, consider the effects of NAT
(Network Address Translation). This is enabled by default but may be disabled in the NAT menu of the Advanced
directory.

An P addressing scheme commonly used for Ethernet LANs establishes 10.0.0.1 as the base address for the network.
Using Example #2 below, the Router is assigned the base address 10.0.0.1 and the remaining addresses are assigned
manually or using DHCP.

P\Iternative IP Assignment

Host IP Address Subnet Mask Gateway IP
Router 10.0.0.1 255.0.0.0

Computer #1 10.0.0.2 255.0.0.0 10.0.0.1
Computer #2 10.0.0.3 255.0.0.0 10.0.0.1
Computer #3 10.0.0.4 255.0.0.0 10.0.0.1

IP Setup - Example #2

These two examples are only examples you can use to help you get started. Other common private network IP
addressing schemes use a base address of 192.168.0.1 or 10.1.1.1. If you are interested in more advanced information
on how to use IP addressing on a LAN there are numerous resources freely available on the Internet. There are also
many books and chapters of books on the subject of IP address assignment, IP networking and the TCP/IP protocol
suite.
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C

IP Concepts

This appendix describes some basic IP concepts, the TCP/IP addressing scheme and shows how to assign IP Addresses.

When setting up the Router, you must make sure it has a valid IP address. Even if you will not use the WAN port
(ADSL port), you should, at the very least, make sure the Ethernet LAN port is assigned a valid IP address. This is
required for telnet, in-band SNMP management, and related functions such as “trap” handling and TFTP firmware
download.

IP Addresses

The Internet Protocol (IP) was designed for routing data between network sites all over the world, and was later adapted
for routing data between networks within any site (often referred to as “subnetworks” or “subnets”). IP includes a
system by which a unique number can be assigned to each of the millions of networks and each of the computers on
those networks. Such a number is called an IP address.

To make IP addresses easy to understand, the originators of IP adopted a system of representation called “dotted
decimal” or “dotted quad” notation. Below are examples of IP addresses written in this format:

201.202.203.204 189.21.241.56 125.87.0.1

Each of the four values in an IP address is the ordinary decimal (base 10) representation of a value that a computer can
handle using eight “bits” (binary digits — 1s and 0s). The dots are simply convenient visual separators.

Zeros are often used as placeholders in dotted decimal notation; 189.21.241.56 can therefore also appear as
189.021.241.056.

IP networks are divided into three classes on the basis of size. A full IP address contains a network portion and a “host”
(device) portion. The network and host portions of the address are different lengths for different classes of networks, as
shown in the table below.

0 8 18 24 31
ClassA [0] netid | hosid |

ClassB |1]0] netid hostid |

classc [1]1]o] netid hostid |

Class D |1 |1 |1 |0 | multicast address |

Class E |1 |1 |1 |1 |0| reserved for future use |

Networks attached to the Internet are assigned class types that determine the maximum number of possible hosts per
network. The previous figure illustrates how the net and host portions of the IP address differ among the three classes.
Class A is assigned to networks that have more than 65,535 hosts; Class B is for networks that have 256 to 65534 hosts;
Class C is for networks with less than 256 hosts.

IP Network Classes

Class Maximum Number of Network Addresses (Host Portion | Maximum Number of Hosts per
Networks in Class in Parenthesis) Network

A 126 1(.0.0.0) to 126 (.0.0.0) 16,777,214
16,382 128.1(.0.0) to 191.254(.0.0) 65,534

c 2,097,150 192.0.1(.0) to 223.255.254(.0) 254
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All network addresses outside of these ranges (Class D and E) are either reserved or set
aside for experimental networks or multicasting.

Note

When an IP address's host portion contains only zero(s), the address identifies a network and not a host. No physical
device may be given such an address.

The network portion must start with a value from 1 to 126 or from 128 to 223. Any other value(s) in the network portion
may be from 0 to 255, except that in class B the network addresses 128.0.0.0 and 191.255.0.0 are reserved, and in class
C the network addresses 192.0.0.0 and 223.255.255.0 are reserved.

The value(s) in the host portion of a physical device's IP address can be in the range of 0 through 255 as long as this
portion is not all-0 or all-255. Values outside the range of 0 to 255 can never appear in an IP address (0 to 255 is the full
range of integer values that can be expressed with eight bits).

The network portion must be the same for all the IP devices on a discrete physical network (a single Ethernet LAN, for
example, or a WAN link). The host portion must be different for each IP device — or, to be more precise, each IP-
capable port or interface — connected directly to that network.

The network portion of an IP address will be referred to in this manual as a network number; the host portion will be
referred to as a host number.

To connect to the Internet or to any private IP network that uses an Internet-assigned network number, you must obtain
a registered IP network number from an Internet-authorized network information center. In many countries you must
apply through a government agency, however they can usually be obtained from your Internet Service Provider (ISP).

If your organization's networks are, and will always remain, a closed system with no connection to the Internet or to any
other IP network, you can choose your own network numbers as long as they conform to the above rules.

If your networks are isolated from the Internet, e.g. only between your two branch offices, you can assign any IP
Addresses to hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of IP Addresses specifically for private (stub) networks:

Class | Beginning Address Ending Address
A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
( 192.168.0.0 192.168.255.255

It is recommended that you choose private network IP Addresses from the above list. For more information on address
assignment, refer to RFC 1597, Address Allocation for Private Internets and RFC 1466, Guidelines for Management of
IP Address Space.

Subnet Mask

In the absence of subnetworks, standard TCP/IP addressing may be used by specifying subnet masks as shown below.

IP Class Subnet Mask
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0

Subnet mask settings other than those listed above add significance to the interpretation of bits in the IP address. The
bits of the subnet mask correspond directly to the bits of the IP address. Any bit an a subnet mask that is to correspond
to a net ID bit in the IP address must be set to 1.
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