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About This Document

About This Document

This guide describes setup, configuration, administration and maintenance for the D-Link
DWL-3500AP and DWL-8500AP access points on awireless network.

Document Organization

The D-Link Access Point Administrator’s Guide contains the following information:

e Chapter 1, "Overview of the D-Link Access Point"

»  Chapter 2, "Preparing to Install the Access Point"

»  Chapter 3, "Installing the Access Point"

»  Chapter 4, "Configuring Access Point Security"

»  Chapter 5, "Managing the Access Point"

»  Chapter 6, "Configuring Access Point Services'

»  Chapter 7, "Maintaining the Access Point"

»  Chapter 8, "Configuring the Access Point for Managed Mode"
»  Chapter 9, "Viewing Access Point Status'

* Appendix A, "Wireless Client Settings and RADIUS Server Setup”
* Appendix B, "CLI for AP Configuration”

Audience

This guide isintended for the following audience:

»  System administrators who are responsible for configuring and operating a network using
D-Link Access Point software
* Level 1 and/or Level 2 Support providers

To obtain the greatest benefit from this guide, you should also have basic knowledge of
Ethernet and wireless networking concepts.

Document Conventions

This section describes the conventions this document uses.

NOTE: A Note provides more information about a feature or technology and cross-
references to related topics.

CAUTION: A Caution providesinformation about critical aspects of AP
configuration, combinations of settings, events, or procedures that can
adversely affect network connectivity, security, and so on.

Document Organization 11
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This guide uses the typographical conventions that Table 1 describes.
Table 1. Typographical Conventions

Conventions’ on page 11.

Symbol Example Description
Bold Click Updateto save your Menu titles, page names, and button names
Settings.
Blue Text See “Document Hyperlinked text.

courier font

WLAN-AP#

Screen text, file names.

courier bold

show network

Commands, user-typed command-line entries

courier font value Command parameter, which might be a

italics variable or fixed value.

<> Angle brackets | <value> Indicates a parameter is a variable. You must
enter avalue in place of the brackets and text
inside them.

[ ] Square brackets | [value] Indicates an optional fixed parameter.

[<>] Angle [<value>] Indicates an optional variable.

brackets within

square brackets

{} curly braces

{choicel | choice2}

Indicates that you must select a parameter
from the list of choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.
[{}] Braceswithin | [{choicel | choice2}] | Indicate achoicewithin an optional element.
square brackets

Online Help, Supported Browsers, and Limitations

Online help for the D-Link AP Administration Web pages provides information about all
fields and features available from the user interface (Ul). Theinformationinthe online help is
asubset of the information available in the D-Link Access Point Administrator’s Guide.

Online help information corresponds to each page on the D-Link Access Point Administration

ul.

For information about the settings on the current page, click the ® link on the right side of
apageor theMore... link at the bottom of the help panel on the UI.

© 2001-2008 D-Link Corporation. All Rights Reserved.




About This Document

Figure 1 shows an example of the online help available from the links on the user interface.

Figurel. Administrator Ul OnlineHelp

Online Help
Navigation

Table of Contents ——

Click to Access Help —

(]

Interface Status

This page displays the current settings of the Unified Access Point. It displavs the
Wired Settings and the Wireless Settings.

Ethernet (Wired) Settings

The Internal interface includes the Ethernet MAC Address, Management VLAN ID,
[P Address, Subnet Mask and DNS information. If you want to change any of these
settings, click the Edit link.

Wireless Settings

The Radio Interface includes the Radio Mode and Channel The Wireless Settings
section also shows the MAC address (read-only) associated with the radio interface.

If vou want to change the Radio Mode or Channel settings, click the Edit link.

D-Link

Building Metworks for People

Online Help, Supported Browsers, and Limitations

13
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Overview of the D-Link Access Point

The D-Link DWL-3500AP and DWL -8500A P access points provide continuous, high-speed
access between wireless devices and Ethernet devices. It is an advanced, standards-based
solution for wireless networking in businesses of any size. The D-Link AP enables wireless
local area network (WLAN) deployment while providing state-of-the-art wireless networking
features.

The D-Link AP can operate in two modes: Standalone M ode or Managed Mode. In Standalone
Mode, the AP acts as an individual access point in the network, and you manage it by using the
Administrator Web User Interface (Ul) or the command-line interface (CL1). In Managed
Mode, the Unified Access Point is part of the D-Link Unified Wired/Wirel ess Access System,
and you manage it by using the D-Link Unified Switch. If an AP isin Managed Mode, the
Administrator Web Ul, Telnet, and SSH services are disabled.

This document describes how to perform the setup, management, and maintenance of the
DWL-3500AP and DWL-8500AP in Standalone M ode. For information about configuring the
access points in Managed Mode by using the D-Link Unified Switch, see the D-Link Unified
Wired/Wreless Access System User Manual.

The DWL-3500AP supports one radio, and the DWL-8500AP supports two radios. The
DWL-3500AP radio and one of the DWL-8500AP radios operatein IEEE 802.11g mode. The
second radio on the DWL-8500AP operatesin |EEE 802.11a mode.

Each access point supports up to eight virtual access points (VAPS) on each radio. The VAP
feature allows you to segment each physical access point into eight logical access points (per
radio) that each support aunique SSID, VLAN ID, and security palicy.

15
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Features and Benefits

This section lists the DWL-3500AP and DWL-8500AP features and benefits, which arein the
following categories:

» |EEE Standards Support
*  Wireless Features

*  Security Features

» Networking

* Maintainability

» Access Point Hardware

IEEE Standards Support

The DWL-3500AP comes configured as a single-band access point with oneradio and is
capable of broadcasting in the following modes:

* |EEE 802.11b mode
* |EEE 802.11g mode
*  Dynamic Turbo 2.4 GHz

The DWL-8500AP comes configured as a dual-band access point with two radiosand is
capable of broadcasting in the following modes:

* |EEE 802.11b mode

* |EEE 802.11g mode

* |EEE 802.11a mode

»  Dynamic Turbo 5 GHz

* Dynamic Turbo 2.4 GHz

The DWL-3500AP and DWL-8500AP access points provide bandwidth of up to 54 Mbps for
|EEE 802.11a or |EEE 802.11g, 108 Mbps for IEEE 802.11a Turbo, and 11 Mbps for IEEE
802.11b.

Wireless Features

Thefollowing list describes some of the DWL-3500AP and DWL-8500AP wireless features:

» Auto channel selection at startup

*  Transmit power adjustment

* Quality of Service (QoS) for enhanced throughput and better performance of time-
sensitive wireless traffic like Video, Audio, Voice over IP (Vol P) and streaming media

*  Wi-Fi Multimedia (WMM) compliance for QoS

» Load Baancing

*  Built-in support for multiple SSIDs (network names) and multiple BSSIDs (basic service
set IDs) on the same access point

»  Channel management for automatic coordination of radio channel assignmentsto reduce
AP-to-AP interference on the network and maximize Wi-Fi bandwidth

* Neighboring access point detection (also known as “rogue”’ AP detection)

»  Support for IEEE 802.11d Regulatory Domain selection (country codes for global operation)

»  Support for IEEE 802.11h, incorporating TPC and DFS

e Support for Super AG technology, which can increase WLAN speed and throughput

© 2001-2008 D-Link Corporation. All Rights Reserved.



1 Overview of the D-Link Access Point

Spectralink Voice Priority (SVP)

Spectralink Voice Priority (SVP) is a QoS approach for Wi-Fi deployments. SVPisan
open specification that is compliant with the IEEE 802.11b standard. SV P minimizes
delay and prioritizes voice packets over data packets on the WLAN, which increases the
probability of better network performance.

Security Features

The DWL-3500AP and DWL-8500AP access points provide several different security levels
and options:

Prevent SSID Broadcast

Weak Initialization Vector (IV) avoidance
Wireless Equivalent Privacy (WEP)
Wi-Fi Protected Access (WPA/WPA2)
WPA Personal

WPA Enterprise

|EEE 802.11i Architecture Support
Advanced Encryption Standard (AES)
MAC address filtering

Secure Sockets Shell (SSH)

Secure Sockets Layer (SSL)

IEEE 802.1X Supplicant

Networking

The DWL-3500AP and DWL-8500A P access points have the following networking features:

Point-to-Point bridge mode

Point-to-Multipoint bridge mode

Repeater mode

Dynamic Host Configuration Protocol (DHCP) support for dynamically obtaining
network configuration information.

Virtual Local AreaNetwork (VLAN) support

Eight virtual access points (VAPSs) per radio

For each VAP, you can configure aunigue SSID name, adefault VLAN ID, a security
mode, external RADIUS server information, and radio association. Additionally, you can
configure dynamic VLANSs on an external RADIUS server.

HTTP, HTTPS, Telnet, and SSH
Spanning Tree Protocol (STP)
802.1p

Maintainability

You can perform many maintenance and monitoring tasks from the DWL-3500AP and DWL-
8500AP Administrator Web Ul:

Status, monitoring, and tracking views of the network including session monitoring, client
associations, transmit/receive statistics, and event log

Features and Benefits 17
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» Link integrity monitoring to continually verify connection to the client, regardless of
network traffic activity levels

* Reset configuration option

*  Firmware upgrade by using HTTP or TFTP

»  Backup and restore of access point configuration by using HTTP or TFTP

Access Point Hardware

The Unified Access Point software supports the following hardware features:

»  Power port and power adapter
* Reset button

For more information about the specifics of your Access Point, see the information provided
by the manufacturer.

18 ©2001-2008 D-Link Corporation. All Rights Reserved.



Preparing to Install the Access Point

Before you power on anew D-Link Access Point, review the following sections to check
required hardware and software components, client configurations, and compatibility issues.
Make sure you have everything you need for a successful launch and test of your new or

extended wireless network.

This chapter contains the following sections:

» Default Settings for the Unified Access Points
» Administrator’'s Computer Regquirements

»  Wireless Client Requirements

* Dynamic and Static IP Addressing on the AP

» Using the Reset Button

Default Settings for the Unified Access Points

When you first power on a Unified Access Point, it has the default settings that Table 2 shows

Table 2. AP Default Settings

Feature Default
System Information
User Name admin
Password admin
Ethernet I nterface Settings
Connection Type DHCP
DHCP Enabled
IP Address 10.90.90.91 (if no DHCP server is available)
Subnet Mask 255.0.0.0
DNS Name None
Management VLAN ID 1
Untagged VLAN ID 1
Radio Settings: DWL -8500AP
Radio (1 and 2) On

Default Settings for the Unified Access Points 19
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Table 2. AP Default Settings

Feature Default
Radio 1 IEEE 802.11 Mode 802.11a
Radio 2 IEEE 802.11 Maode 802.11g
802.11b/g Channel Auto
802.11a Channel Auto

Radio Settings: DWL-3500AP
Radio On
Radio |EEE 802.11 Mode 802.11g
802.11b/g Channel Auto

Radio Settings: DWL-3500 AP and DWL -8500AP
Beacon Interval 100
DTIM Period 2
Fragmentation Threshold 2346
RTS Threshold 2347
MAX Wireless Clients 256
Transmit Power 100 percent

Rate Sets IEEE 802.1a: 54, 48, 36, 24, 18,12,9, 6

Supported (Mbps) |EEE 802.1g: 54, 48, 36, 24, 18, 12,11, 9,6,5.5,2,1
Turbo 5 GHz: 108, 96, 72, 48, 36, 24, 18, 12

Rate Sets (Mbps) |IEEE 802.1a: 24, 12, 6

(Basic/Advertised) |IEEE 802.1¢: 11,5.5,2, 1

Turbo 5 GHz: 48, 24, 12

Virtual Access Point Settings

Status

VAPO is enabled on both radios, all other VAPs disabled

Network Name (SSID)

“DLINK VAP’ for VAPO
SSID for all other VAPsis“Virtual Access Point X’
where x is the VAP number.

Broadcast SSID Allow

Security Mode None (plain text)
Authentication Type None

RADIUS IP Address 10.90.90.1
RADIUS Key secret

RADIUS Accounting Disabled

20 ©2001-2008 D-Link Corporation. All Rights Reserved.



2 Preparing to Install the Access Point

Table 2. AP Default Settings

Feature Default

Other Default Settings
MAC Authentication No stationsin list
Load Balancing Disabled
Managed Mode Disabled
HTTP Access Enabled; disabled in Managed Mode
HTTPS Access Enabled; disabled in Managed Mode
Telnet Access Enabled; disabled in Managed Mode
SSH Access Enabled; disabled in Managed Mode
802.1X Supplicant Disabled
WMM Enabled

Network Time Protocol (NTP) None

NOTE: The Unified Access Point is not designed to function as a Gateway to the
Internet. To connect your WirelessLAN (WLAN) to other LANs or the
Internet, you need a gateway device.

Administrator’s Computer Requirements

The following table describes the minimum requirements for the administrator’s computer for
configuration and administration of the Unified Access Point through a Web-based user

interface (UI).

Table 3. Requirementsfor the Administrator’s Computer

Required Software
or Component

Description

Ethernet Connection to
the Access Point

The computer used to configure the first access point must be connected
to the access point by an Ethernet cable.

For more information on this step, see “Installing the Access Point” on
page 25.

Wireless Connection to
the Network

After initial configuration and launch of thefirst access point on your new
wireless network, you can make subsequent configuration changes
through the Administration Web pages using a wireless connection to the
internal network. For wireless connection to the access point, your
administration device will need Wi-Fi capability similar to that of any
wireless client:

»  Portable or built-in Wi-Fi client adapter that supports one or more of
the IEEE 802.11 modes in which you plan to run the access point.

»  Wireless client software configured to associate with the Unified
Access Point.

Administrator’'s Computer Requirements 21
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Table 3. Requirementsfor the Administrator’s Computer

Required Software
or Component

Description

Web Browser and
Operating System

Configuration and administration of the Unified Access Point is provided
through a Web-based user interface hosted on the access point. We
recommend using Microsoft Internet Explorer version 6.0 or7.x (with up-
to-date patch level for either mgjor version) on Microsoft Windows XP or
Microsoft Windows 2000

The administration Web browser must have JavaScript enabled to support
the interactive features of the administration interface.

Security Settings

Ensure that security is disabled on the wireless client used to initially
configure the access point.

Wireless Client

Requirements

The DWL-3500AP and DWL-8500AP provide wireless access to any client with a properly
configured Wi-Fi client adapter for the 802.11 mode in which the access point is running. The
AP supports multiple client operating systems. Clients can be laptop or desktop computers,
personal digital assistants (PDAS), or any other hand-held, portable or stationary device
equipped with a Wi-Fi adapter and supporting drivers.

In order to connect to the access point, wireless clients need the software and hardware

described in Table 4.

Table 4. Requirementsfor Wireless Clients

Required I

Component Description

Wi-Fi Client Portable or built-in Wi-Fi client adapter that supports one or more of the IEEE

Adapter 802.11 modes in which you plan to run the access point. (IEEE 802.11a,
802.11b, 802.11g, and Dynamic Turbo modes are supported.)

Wireless Client Client software, such as Microsoft Windows Supplicant, configured to

Software associate with the Unified Access Point.

Client Security Security should be disabled on the client used to do initial configuration of the

Settings access point.

If the Security mode on the access point is set to anything other than plain text,
wireless clientswill need to set a profile to the authentication mode used by the
access point and provide avalid username and password, certificate, or ssimilar
user identity proof. Security modes are Static WEP, |EEE 802.1X, WPA with
RADIUS server, and WPA-PSK.

For information about configuring security on the access point, see
“Configuring Access Point Security” on page 39.

© 2001-2008 D-Link Corporation. All Rights Reserved.



2 Preparing to Install the Access Point

Dynamic and Static IP Addressing on the AP

When you power on the access point, the built-in DHCP client searches for aDHCP server on
the network in order to abtain an IP Address and other network information. If the AP does not
find a DHCP server on the network, the AP continues to use its default Static |P Address
(10.90.90.91) until you re-assign it anew static |P address (and specify a static | P addressing
policy) or until the AP successfully receives network information from a DHCP server.

To change the connection type and assign a static | P address, see “ Configuring the Ethernet
Interface” on page 31.

CAUTION: If you do not have a DHCP server on your internal network and do not
plan to use one, the first thing you must do after powering on the access
point is change the connection type from DHCP to static IP. You can
either assign anew static | P address to the AP or continue using the
default address. We recommend assigning a new static | P address so that
if you bring up another Unified Access Point on the same network, the IP
address for each AP will be unigue.

Recovering an IP Address

If you experience trouble communicating with the access point, you can recover astatic IP
address by resetting the AP configuration to the factory defaults (see “ Resetting the Factory
Default Configuration” on page 82), or you can get a dynamically assigned address by
connecting the AP to a network that has a DHCP server.

Discovering a Dynamically Assigned IP Address

If you have access to the DHCP server on your network and know the MAC address of your
AP, you can view the new | P address associated with the MAC address of the AP.

If you do not have access to the DHCP server that assigned the I P address to the AP or do not
know the MAC address of the AP, you might need to use the CL1 to find out what the new IP
addressis. For information about how to discover a dynamically assigned | P address, see
“Using the CLI to View the IP Address’ on page 30.

Using the Reset Button

Thereset button islocated on the rear panel of the access point and islabeled Reset. Use the
reset button to manually reboot the AP or to reset the AP back to the factory default settings,
as Table 5 describes.

Table 5. Reset Button

Function Action
Reboot Press reset button for < 2 seconds
Reset to factory defaults Press and hold reset button for > 5 seconds
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Installing the Access Point

This chapter describes the basic steps required to setup and deploy the D-Link Access Point
and contains the following sections:

* Installing the Unified Access Point

» Using the CLI to View the IP Address

»  Configuring the Ethernet Interface

» Configuring IEEE 802.1X Authentication
* Veifying the Installation

To manage the DWL-3500A P and DWL-8500A P access points by using the Web interface or
by using the CLI through Telnet or SSH, the AP needs an |P address. If you use VLANSs or
IEEE 802.1X Authentication (port security) on your network, you might need to configure
additional settings on the AP before it can connect to the network.

Installing the Unified Access Point

To access the Administration Web Ul, you enter the I P address of the access point into a Web
browser. You can use the default | P address of the AP (10.90.90.91) to log on to the AP and
assign a static | P address, or you can use a DHCP server on you network to assign network
information to the AP. The DHCP client on the AP is enabled by default.

Toinstall the Unified Access Point, use the following steps:

1. Connect the access point to an administrative PC by using aLAN connection or adirect-
cable connection.

Installing the Unified Access Point 25



D-Link Unified Access Point Administrator’s Guide

26

To useaLAN connection, connect one end of an Ethernet cable to the network port on the
access point and the other end to the same hub where your PC is connected, as shown in
Figure 2.

Figure2. LAN Connection for DHCP-Assigned | P
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The hub or switch you use must permit broadcast signals from the access point to reach all
other devices on the network.

To use a direct-cable connection, connect one end of an Ethernet straight-through or
crossover cableto the network port on the access point and the other end of the cableto the
Ethernet port on the PC, as shown in Figure 3.

Figure 3. Ethernet Connection for Satic I P Assignment

Crossover Cable (or straight-
through cable if your AP
supports auto MDI and MDI-X)

(For Ethernet connections, This PC must have
an IP address on the same subnet as Access Point.)

For initial configuration with adirect Ethernet connection and no DHCP server, be sureto
set your PC to astatic | P address in the same subnet as the default 1P address on the access
point. (The default IP address for the access point is 10.90.90.91.)

If you use this method, you will need to reconfigure the cabling for subsequent startup and
deployment of the access point so that the access point is no longer connected directly to
the PC but instead is connected to the LAN (either by using ahub, as shown in Figure 2 or
directly).

NOTE: It ispossible to detect access points on the network with awireless

connection. However, we strongly advise against using this method. In most
environments, you may have no way of knowing whether you are actually
connecting to the intended AP. Also, many of theinitial configuration
changes required will cause you to lose connectivity with the AP over a
wireless connection.

© 2001-2008 D-Link Corporation. All Rights Reserved.



2.

3.

4,

3 Installing the Access Point

Connect the power adapter to the power port on the back of the access point, and then plug
the other end of the power cord into a power outlet.

Use your Web browser to log on to the access point Administration Web pages.

If the AP did not acquire an |P address from a DHCP server on your network, enter
10.90.90.91 in the address field of your browser, which isthe default |P address of the AP.

If you used a DHCP server on your network to automatically configure network
information for the AP, enter the new | P address of the AP into the Web browser.

If you used a DHCP server and you do not know the new IP address of the AP, use the
following procedures to obtain the information:

A. Connect aseria cable from the administrative computer to the AP and use aterminal
emulation program to access the command-line interface (CL1).

B. Atthelogin prompt, enter aamin for the user name and aamin for the password. At the
command prompt, enter:

get management

The command output displays the IP address of the AP. Enter this addressin the
addressfield of your browser.

When prompted, enter admin for the user name and aamin for the password, then click
OK.

Connect to 10.10.12.234

=

‘ETI. } }: \

Gateway 7001 AP

User name: € adnin -

Password; IEIIIL)

[CIremermber my passward

[ OF l[ Cancel ]

When you first log in, the Basic Settings page for the Unified Access Point administration
is displayed.
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5. Veify the settings on the Basic Settings page.

Figure 4. Basic Settings
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A. Review access point description and provide a new administrator password for the
access point if you do not want to use the default password, which is admin.

B. Click the Update button to activate the wireless network with these new settings.

NOTE: The changes you make are not saved or applied until you click Update.
Changing some access point settings might cause the AP to stop and restart
system processes. If this happens, wireless clients will temporarily lose
connectivity. We recommend that you change a