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FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with this manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user may be required to take adequate measures.

Warnung!

Dies ist ein Produkt der Klasse A. Im Wohnbereich kann dieses Produkt Funkstoerungen verursachen. In
diesem Fall kann vom Benutzer verlangt werden, angemessene Massnahmen zu ergreifen.

Precaucioén!

Este es un producto de Clase A. En un entorno doméstico, puede causar interferencias de radio, en cuyo case,
puede requerirse al usuario para que adopte las medidas adecuadas.

Attention!

Ceci est un produit de classe A. Dans un environnement domestique, ce produit pourrait causer des
interférences radio, auquel cas I'utilisateur devrait prendre les mesures adéquates.

Attenzione!

Il presente prodotto appartiene alla classe A. Se utilizzato in ambiente domestico il prodotto puo causare
interferenze radio, nel cui caso & possibile che I'utente debba assumere provvedimenti adeguati.
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MIC Warning
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About This Document

This guide describes how to configure the D-Link DWS-4000 Series Unified Wireless Switch (UWS) software
features by using the Web-based graphical user interface (GUI). The Unified Wired and Wireless Access System
architecture accommodates a variety of software modules, so D-Link DWS-4000 Series can be a Layer 2 switch
in a basic network or a Layer 3 router in a large, complex network. The switch software includes WLAN features
that allow it to manage and monitor multiple D-Link DWL-x600AP Access Points.

Audience

The information in this guide is intended for any of the following individuals:

¢ System administrators who are responsible for configuring and operating a network using D-Link DWS-
4000 Series switch

e Level 1 and/or Level 2 Support providers

To obtain the greatest benefit from this guide, you should have an understanding of the base software and
should have read the specification for your networking device platform. You should also have basic knowledge
of Ethernet and networking concepts.

Organization

This guide contains the following sections:

e Section 1: “Getting Started,” on page 47contains information about performing the initial system
configuration and accessing the user interfaces.

e Section 2: “System Administration,” on page 62 describes how to configure administrative features such as
SNMP, DHCP, and port information.

e Section 3: “Using System Tools,” on page 165 describes how to perform the system-maintenance tasks
available from the Tools menu.

e Section 4: “Configuring L2 Features,” on page 177 describes how to manage and monitor the layer 2
switching features.

e Section 5: “Configuring L3 Features,” on page 276 describes how to configure the layer 3 routing features.

e Section 6: “Configuring Quality of Service,” on page 329 describes how to configure the Differentiated
Services, Class of Service, and Auto VolIP features.

e Section 7: “Configuring Access Control Lists,” on page 351 describes how to manage the D-Link DWS-4000
Series software ACLs.

e Section 8: “Managing Device Security,” on page 368 contains information about configuring switch
security information such as captive portal configuration, port access control, TACACS+, and RADIUS
server settings.

e Section 9: “Configuring the Wireless Features,” on page 431describes how to configure the switch so it can
manage multiple access points on the network.

¢ Appendix A: “Configuration Examples,” on page 662 describe how to configure selected features on the
switch by using the Web interface, command-line interface, and Simple Network Management Protocol
(SNMP).
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Additional Documentation

The following documentation provides additional information about D-Link DWS-4000 Series software:

e The D-Link DWS-4000 Series CLI Command Reference describes the commands available from the
command-line interface (CLI) for managing, monitoring, and configuring the switch.

e The Unified Wired & Wireless Access System Configuration Guide contains several configuration scenarios
that show how to set up a WLAN network and configure the wireless features.

¢ Release notes for this D-Link DWS-4000 Series product detail the platform-specific functionality of the
software packages, including issues and workarounds.

Document Conventions

This section describes the conventions this document uses.

E@I Note: A note provides more information about a feature or technology.

Caution! A caution provides information about critical aspects of the configuration, combinations of
settings, events, or procedures that can adversely affect network connectivity, security, and so on.

This guide uses the typographical conventions described in Table 1.

Table 1: Typographical Conventions

Symbol Description Example
Bold Menu titles, button names, and keyboard names Click Submit to apply your
when referred to in steps settings.
Blue Text Hyperlinked text. See Section : “About This
Document,” on page 45.
courier font Command-line text and file names (switch-prompt)#
D-Link Unified Wired and Wireless Access System
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Section 1: Getting Started

This section describes how to start the switch and access the user interface. It contains the following sections:
¢ “Connecting the Switch to the Network”

e “Booting the Switch”

e “Understanding the User Interfaces”

Connecting the Switch to the Network

To enable remote management of the switch through telnet, a Web browser, or SNMP, you must connect the
switch to the network. The default IP address/subnet mask of the switch management interface is 10.90.90.90/
255.0.0.0 and DHCP is disabled on the switch. So you must either connect the switch to a 10.0.0.0 network or
you must provide appropriate network parameters, such as the IP address, subnet mask, and default gateway
by connecting to the switch command line interface (CLI) using the terminal interface via the EIA 232 port. You
can manually configure the network parameters or enable the DHCP client on the switch to get those via DHCP.

After you configure network information, such as the IP address and subnet mask, and the switch is physically
and logically connected to the network, you can manage and monitor the switch remotely through SSH, telnet,
a Web browser, or an SNMP-based network management system. You can also continue to manage the switch
through the terminal interface via the EIA-232 port.

To connect to the switch and configure or view network information, use the following steps:
1. Using a straight-through modem cable, connect a VT100/ANSI terminal or a workstation to the console
(serial) port.
If you attached a PC, Apple®, or UNIX® workstation, start a terminal-emulation program, such as
HyperTerminal or TeraTerm.
2. Configure the terminal-emulation program to use the following settings:
— Baud rate: 115200 bps
— Data bits: 8
— Parity: none
— Stop bit: 1
— Flow control: none
Power on the switch.

4. Press the return key, and the User: prompt appears.

Enter admin as the user name. There is no default password. Press ENTER at the password prompt if you
did not change the default password.

After a successful login, the screen shows the system prompt, which varies based on the D-Link DWS-4000
Series switch model. For example, the default prompt for a DWS-4026 switch is (DWS-4026)>.

5. Atthe (DWS-4026)> prompt, enter enable to enter the Privileged EXEC command mode. There is no default
password to enter Privileged EXEC mode. Press ENTER at the password prompt if you did not change the
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default password.
The command prompt changes to (DWS-4026)+.

6. Configure network information.
— To use a DHCP server to obtain the IP address, subnet mask, and default gateway information, enter:
network protocol dhcp.

— To manually configure the IPv4 address, subnet mask, and (optionally) default gateway, enter:
network parms ipaddress netmask [gateway], for example:
network parms 192.168.2.23 255.255.255.0 192.168.2.1

— To manually configure the IPv6 address, subnet mask, and (optionally) default gateway, enter:
network ipvé6 address address/prefix-length [eui64]
network ipvé gateway gateway

To view the network information, enter show network.

7. To save these changes so they are retained during a switch reset, enter the following command:
copy system:running-config nvram:startup-config

or use the command write memory.

After the switch is connected to the network, you can use the IP address for remote access to the switch by
using a Web browser or through telnet or SSH.

Booting the Switch

When the power is turned on with the local terminal already connected, the switch goes through Power-On
Self-Test (POST). POST runs every time the switch is initialized and checks hardware components to determine
if the switch is fully operational before completely booting.

If a critical problem is detected, the program flow stops. If POST passes successfully, a valid executable image
is loaded into RAM.

POST messages are displayed on the terminal and indicate test success or failure.

To boot the switch, perform the following steps:

1. Make sure that the serial cable is connected to the terminal.

2. Power on the switch.
As the switch boots, the bootup test first counts the switch memory availability and then continues to boot.

3. During boot, you can use the Boot menu, if necessary, to run special procedures. To enter the Boot menu,
press 2 within the first ten seconds after the following message appears.
Select an option. If no selection in 10 seconds then
operational code will start.

1 - Start operational code.
2 - Start Boot Menu.
Select (1, 2):2
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For information about the Boot menu, see ““Boot Menu Functions” on page 49." If you do not start the boot
menu, the operational code continues to load.After the switch boots successfully, the User login prompt
appears and you can use the local terminal to begin configuring the switch. However, before configuring the
switch, make sure that the software version installed on the switch is the latest version. If it is not the latest
version, download and install the latest version. See “Download File To Switch (TFTP)” on page 167.

Boot Menu Functions

You can perform many configuration tasks through the Boot menu, which can be invoked after the first part of
the POST is completed.

Use the following procedures to display the Boot menu:

1. During the boot process, press 2 within ten seconds after the following message displays:

Boot Menu Version: 12 jun 2007
Select an option. If no selection in 10 seconds then
operational code will start.

1 - Start operational code.
2 - Start Boot Menu.
Select (1, 2):2

Boot Menu Version: 12 jun 2007

Options available

1 - Start operational code

2 - Change baud rate

3 - Retrieve event log using XMODEM

4 - Load new operational code using XMODEM

5 - Load configuration using XMODEM

6 - Display operational code vital product data
7 - Run flash diagnostics

8 - Update boot code

9 - Delete operational code

10 - Reset the system

11 - Restore configuration to factory defaults (delete config files)
12 - Activate Backup Image

[Boot Menu]

The following sections describe the Boot menu options. If no selection is made within 10 seconds (default), the
operational code starts.
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Start Operational Code

Use option 1 to resume loading the operational code.

To relaunch the boot process from the Boot menu:

1. Onthe Boot menu, select 1 and press <Enter>.

The following prompt displays:
Operational Code Date: Thu Jun 8 12:51:44 2006
Uncompressing.....

50% 100%

(0 d @ hrs @ min 13 sec)
Timebase: 24.750275 MHz, MEM: 99.001100 MHz, PCI: 33.000366 MHz, CPU: 198.002200 MHz

PCI

device BCM5675_A@ attached as unit o@.

PCI device BCM5695_B@ attached as unit 1.

PCI
PCI
PCI

device BCM5695_BO attached as unit 2.
device BCM5673_A1l attached as unit 3.
device BCM5673_A1l attached as unit 4.

Adding BCM transport pointers
Configuring CPUTRANS TX
Configuring CPUTRANS RX
st_state(@) = 0x0

st_state(1)
st_state(2)

0x3
ox2

Change Baud Rate

Use option 2 to change the baud rate of the serial interface.

To change the baud rate from the Boot menu:

1. On the Boot menu, select 2 and press <Enter>.

The following prompt displays:
[Boot Menu]2
Select baud rate:

1 -
2 -

® 00 NO UV ~WwW
1

K

1200

2400
4800

9600
19200
38400
57600
115200

no change

Note: The selected baud rate takes effect immediately.

2. The bootup process resumes.

1 File: bootos.c Line: 462 Task: ffffe00 EC: 2863311530 (Oxaaaaaaaa)
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Retrieve Event Log Using XMODEM

Use option 3 to retrieve the event log and download it to your ASCII terminal.

To retrieve the event log from the Boot menu:

1.

On the Boot menu, select 3 and press <Enter>.

The following prompt displays:

[Boot Menu] 3

Sending event log, start XMODEM receive.....

File asciilog.bin Ready to SEND in binary mode

Estimated File Size 169K, 1345 Sectors, 172032 Bytes

Estimated transmission time 3 minutes 20 seconds

Send several Control-X characters to cancel before transfer starts.

The bootup process resumes.

Load New Operational Code Using XMODEM

Use option 4 when a new software version must be downloaded to replace corrupted files, update, or upgrade
the system software.

To download software from the Boot menu:

1.

On the Boot menu, select 4 and press <Enter>.

The following prompt displays:

[Boot Menu] 4

Ready to receive the file with XMODEM/CRC....

Ready to RECEIVE File xcode.bin in binary mode

Send several Control-X characters to cancel before transfer starts.

When using HyperTerminal, click Transfer on the HyperTerminal menu bar.
From the Transfer menu, click Send File.

The Send File window displays.

Enter the file path for the file to be downloaded.

Make sure the protocol is defined as XMODEM.

Click Send.

The software is downloaded. Software downloading takes several minutes. The terminal emulation
application, such as HyperTerminal, may display the loading process progress.

After software downloads, the switch reboots automatically.
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Load Configuration Using XMODEM
Use option 5 when a new configuration file must be downloaded to replace the saved system configuration file.

To download software from the Boot menu:

1. Onthe Boot menu, select 5 and press <Enter>.

The following prompt displays:

[Boot Menu] 4

Ready to receive the file with XMODEM/CRC....

Ready to RECEIVE File tempcfg.bin in binary mode

Send several Control-X characters to cancel before transfer starts.

2. When using HyperTerminal, click Transfer on the HyperTerminal menu bar.

3. From the Transfer menu, click Send File.
The Send File window displays.

4. Enter the file path for the file to be downloaded.
Make sure the protocol is defined as XMODEM.

6. Click Send.

The configuration file is downloaded. The terminal emulation application, such as HyperTerminal, may
display the loading process progress.

Display Operational Code Vital Product Data
Use option 6 to view boot image information.

To display boot image information from the Boot menu:

1. Onthe Boot menu, select 6 and press <Enter>.

The following prompt displays:
[Boot Menu] 6
The following image is in the Flash File System:

File Name. ...t iiiiineiiennnnneeroennnnnnnns imagel

CRC e e et ettt e e e e Oxbo17 (45079)
Target Device. . vttt iieinnnneeeennns 0x00508541

L 12 0x8ec50c (9356556)
Number of Components.........civiiiiiiinnnnnnnnns 2

Operational Code Size.....vvviiirivennnnnnnnns Ox7ec048 (8306760)
Operational Code Offset........ccvviviivnnnennn. 0x74 (116)
Operational Code FLASH flag........cvvvivvnnnn. 1

Operational Code CRC.....cvviettiiinnnneeennnnn 0x9B4D

Boot Code Version........oeeiiiiiiiiiiinnnnnns 1

Boot Code Size.....iiiiiiieiiinnnnnnerrennnnnns 0x100000 (1048576)
Boot Code Offset....ivviiiiiiininnneerrennnnnns Ox7ecObc (8306876)
Boot Code FLASH flag....coeiiiiinnneerennnnnnns 0

BoOt Code CRC. ... vvtiiiiiinneenneeenneennns 0x1CB8

VPD - rel @ ver 31 maint_1lvl o
Timestamp - Thu Jun 8 12:51:44 2006
File - pc62xxrov3l.stk[Boot Menu]

2. The bootup process resumes.
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Run Flash Diagnostics

Use option 7 to run flash diagnostics. User action is confirmed with a Y/N question before executing the

command.

To perform a complete test of the flash memory from the Boot menu:

1. On the Boot menu, select 6 and press <Enter>.

The following prompt displays:
[Boot Menu] 7

Do you wish to run flash diagnostics? (Boot code region will not be tested.) (y/n): y

Input number of diagnostic iterations -> 1
Testing 2 x 28F128J3 base: 0xfe000000
Iterations remaining = 1

Erasing sector ©
Verify sector @ erased
Writing sector ©
Erasing sector 1
Verify sector 1 erased
Writing sector 1
Erasing sector 2
Verify sector 2 erased
Writing sector 2
Erasing sector 3
Verify sector 3 erased
Writing sector 3
Erasing sector 4
Verify sector 4 erased
Writing sector 4
Erasing sector 5
Verify sector 5 erased
Writing sector 5
Erasing sector 6
Verify sector 6 erased
Writing sector 6

E@I Note: This process runs until all sectors have been erased, verified erased, and written.

Flash Diagnostics passed
[Boot Menu]

2. The bootup process resumes.
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Booting the Switch

Update Boot Code

Use option 8 to update the boot code in the flash memory. This option is only valid after loading new boot code
using Boot Menu option 4. User action is confirmed with a Y/N question before executing the command.

To download software from the Boot menu:

1. Onthe Boot menu, select 8 and press <Enter>.

The following prompt displays:

Do you wish to update Boot Code? (y/n) y
Erasing Boot Flash
bytes.
bytes.
bytes.
bytes.
bytes.
bytes.

Wrote
Wrote
Wrote
Wrote
Wrote
Wrote

0x10000
0x20000
0x30000
0x40000
0x50000
0x60000

Boot code updated

2. The bootup process resumes.

Delete Operational Code

Use option 9 to delete the active image from the flash memory. User action is confirmed with a Y/N question

before executing the command.

To delete the backup image from the Boot menu:

1. Onthe Boot menu, select 8 and press <Enter>.

The following prompt displays:
Are you SURE you want to delete operational code :
Operational code deleted...

[Boot

2. The bootup process resumes.

Menu]

image2 ? (y/n):y
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Reset the System

Use option 10 to clear all flash and reset the system to its default setting. User action is confirmed with a Y/N
question before executing the command.

To reset the system from the Boot menu:

1. On the Boot menu, select 10 and press <Enter>.

The following prompt displays:

[Boot Menu] 10

Are you SURE you want to reset the system? (y/n):y
Boot code......

SDRAM 256

Boot Menu Version: Oct 20 2004
Select an option. If no selection in 10 seconds then operational code will start.

1 - Start operational code.
2 - Start Boot Menu.

Select (1, 2):2

2. The bootup process resumes.

Restore Configuration To Factory Defaults (Delete Configuration Files)

Use option 11 to load using the system default configuration and to boot without using the current startup
configuration. Selecting 11 from the Boot Menu restores system defaults. Boot Sequence can then be started
by selecting 1 from the Boot Menu.

To download software from the Boot menu:

1. Onthe Boot menu, select 11 and press <Enter>.

The following prompt displays:
Are you SURE you want to delete the configuration? (y/n):y

2. The bootup process resumes.

Activate Backup Image

Use option 12 to activate the backup image. The active image becomes the backup when this option is
selected.

To activate the backup image:

1. From the Boot menu, select 12 and press <Enter>.

The following message displays:
Backup image - image2 activated.

2. The bootup process resumes.
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Understanding the User Interfaces

D-Link DWS-4000 Series software includes a set of comprehensive management functions for configuring and
monitoring the system by using one of the following three methods:

e Web User Interface
e Command-Line Interface (CLI)
¢ Simple Network Management Protocol (SNMP)

Each of the standards-based management methods allows you to configure and monitor the components of
the D-Link DWS-4000 Series software. The method you use to manage the system depends on your network
size and requirements, and on your preference.

This guide describes how to use the Web-based interface to manage and monitor the system. For information
about how to manage and monitor the system by using the CLI, see the D-Link DWS-4000 Series CLI Command
Reference.

Using the Web Interface

To access the switch by using a Web browser, the browser must meet the following software requirements:
e HTML version 4.0, or later

e HTTP version 1.1, or later

e JavaScript™ version 1.5, or later

Use the following procedures to log on to the Web Interface:

ZK@I Note: The switch web Ul supports Internet Explorer v6 and v7. Appropriate display of the web pages
is not guaranteed for other web browsers.

1. Open a Web browser and enter the IP address of the switch in the Web browser address field.

2. Type the user name and password into the fields on the login screen, and then click Login.

The user name and password are the same as those you use to log on to the command-line interface. By
default, the user name is admin, and there is no password. Passwords are case sensitive.

LIser Mame

Passwiord
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3. After the system authenticates you, the System Description page displays.

Figure 1 shows the layout of the switch Web interface. Each Web page contains three main areas: device view,
the navigation tree, and the configuration status and options.

Administration Device View Logout Help Page

Tools Button Access

DLl

Building Networks for People

LAN QAR [~ o Litogout @ Hein

@@ owsso2e Network Connectivity Configuration
EE3 Administration

stem Deseristion Protocol 1Pvt o]

Switch Configuration IP Address [toz7e5 141
S Subnet Mask [255.255.254.0
k™ Default Gateway 1027641

1P Address] Burned In MAC Address 00:17:9A:95:1F:0C

1> Addre=d]

ke Locally Administered MAC address 00-00-00-00-00-00
B oURnen | | MAC Address Type Burned In [l
Network Configuration Protocol Current | oHeP [v]
Management VLAN ID 1

Web Mode Enable [v|

8 Java Mode Enab\e’i;a

| En=ble gl
9@ snTe
43 Port Configuration
#{Z3 Log
({3 SNMP Manager
2 DHCP Server

B
Navigation Tree Configuration Status and Options

Figure 1: Web Interface Layout

Device View

The Device View is a Java® applet that displays the ports on the switch. This graphic appears at the top of each
page to provide an alternate way to navigate to configuration and monitoring options. The graphic also
provides information about device ports, current configuration and status, table information, and feature
components.

The port coloring indicates if a port is currently active. Green indicates that the port is enabled, red indicates
that an error has occurred on the port, and blue indicates that the link is disabled.

Figure 2 shows the Device View for the back of the system.

Dif < T
T e @ ™ Sk i
& 9% o=)g L Ll L L L USL L.l .1 L
DWS-4026 Conzol ZERINNE RS 0 . W16 W 20 2@
Figure 2: Device View—Back
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Click the port you want to view or configure to see a menu that displays statistics and configuration options.
Click the menu option to access the page that contains the configuration or monitoring options.

If you click the graphic but do not click a specific port, the main menu appears, as Figure 3 shows. This menu
contains the same option as the navigation menu on the left side of the page.

o || W T

T T T T T T
-| Fort Configuration
& | CableTest

Fort Detailed Statistics
- Fort Summary Statistics
| Douhle YLAN Tunneling
- DHCP Snooping Interface Configuration
DAl Interface Configuration

Spanning Tree Port ConfigurationiStatus

WLAM Port Configuration
GARF Port Configuration

IGMPF Snooping Interface Configuration

Fort Security ¥ hulticast Router Statistics

LLDP Interface Configuration Multicast Router Configuration

IP Interface Configuration Multicast Router YLAN Statistics

RIF Interface Configuration Multicast Router VLAN Configuration

Figure 3: Cascading Navigation Menu

Navigation Tree View

The hierarchical-tree view is on the left side of the Web interface. The tree view contains a list of various device
features. The branches in the navigation tree can be expanded to view all the components under a specific
feature, or retracted to hide the feature's components.

The tree consists of a combination of folders, subfolders, and configuration and status HTML pages. Click the
folder to view the options in that folder. Each folder contains either subfolders or HTML pages, or a
combination of both. Figure 4 shows an example of a folder, subfolder, and HTML page in the navigation menu.
When you click a folder or subfolder that is preceded by a plus sign (+), the folder expands to display the
contents. If you click an HTML page, a new page displays in the main frame. A folder or subfolder has no
corresponding HTML page.

LAN “OWLEAN I

Folder > SN oWs-d024

D Administration

Elﬁ Lz Features

i% Forwarding DB Configura
Subfolder ———— = 5153 wian

; WLAN Configuration
Port Configuration

HTML Page

=] Protocol-based WLAN
IF Subnet-based VLAN
MAC-based VLAN
Double WYLAN

B winice WIan

Figure 4: Navigation Tree View

D-Link Unified Wired and Wireless Access System
November 2011 Page 58



D-Link UWS User Manual Understanding the User Interfaces

The D-Link DWS-4000 Series switch navigation tree also contains a LAN tab for wired features and a WLAN tab
for Wireless features, as the following figure shows.

LAN Tab WLAN Tab

oy

[ LAN WLAN |

S oWs-4024

Elf:l Security

I}]Q] Monitoring

EC] Administration
ﬁ] wiLAM Wisualization

Figure 5: LAN and WLAN Tabs

Configuration and Monitoring Options

The panel directly under the graphic and to the right of the navigation menu displays the configuration
information or status for the page you select. On pages that contain configuration options, you can input
information into fields or select options from drop-down menus.

Each page contains access to the HTML-based help that explains the fields and configuration options for the
page. Many pages also contain command buttons.

The command buttons in the following table are used throughout the pages in the Web interface:

Table 2: Common Command Buttons

Button Function

Submit Clicking the Submit button sends the updated configuration to the switch. Configuration
changes take effectimmediately, but changes are not retained across a power cycle unless
you save them to the system configuration file.

Note: To save the configuration to non-volatile memory, use the Save Changes option
from the Administration Tools menu.

Refresh Clicking the Refresh button refreshes the page with the latest information from the
router.
Logout Clicking the Logout button ends the session.

Caution! Submitting changes makes them effective during the current boot session only. You must
save any changes if you want them to be retained across a power cycle (reboot). To save changes
across a power cycle, use the Save Changes option from the Administration Tools menu.
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Help Page Access

Every page contains a link to the online help, which contains information to assist in configuring and managing
the switch. The online help pages are context sensitive. For example, if the IP Addressing page is open, the help
topic for that page displays if you click Help. Figure 6 shows the link to click to access online help on each page.

Figure 6: Help Link

Figure 1 on page 57 shows the location of the Help link on the Web interface.

Using the Command-Line Interface

The command-line interface (CLI) is a text-based way to manage and monitor the system. You can access the
CLI by using a direct serial connection or by using a remote logical connection with telnet or SSH.

The CLI groups commands into modes according to the command function. Each of the command modes
supports specific software commands. The commands in one mode are not available until you switch to that
particular mode, with the exception of the User EXEC mode commands. You can execute the User EXEC mode
commands in the Privileged EXEC mode.

To display the commands available in the current mode, enter a question mark (?) at the command prompt. To
display the available command keywords or parameters, enter a question mark (?) after each word you type at
the command prompt. If there are no additional command keywords or parameters, or if additional
parameters are optional, the following message appears in the output:

<cr> Press Enter to execute the command

For more information about the CLI, see the D-Link DWS-4000 Series CLI Command Reference.

The D-Link DWS-4000 Series CLI Command Reference lists each command available from the CLI by the
command name and provides a brief description of the command. Each command reference also contains the
following information:

¢ The command keywords and the required and optional parameters.
¢ The command mode you must be in to access the command.
¢ The default value, if any, of a configurable setting on the device.

The show commands in the document also include a description of the information that the command shows.
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Using SNMP

You can manage the D-Link DWS-4000 Series switch using SNMP. You can configure SNMP groups and users
that can manage traps that the SNMP agent generates.

D-Link DWS-4000 Series uses both standard public MIBs for standard functionality and private MIBs that
support additional switch functionality. SNMP is enabled by default.

Any user can connect to the switch using the SNMPv3 protocol, but for authentication and encryption, you
need to configure a new user profile. To configure a profile by using the CLI, see the SNMP section in the D-Link
DWS-4000 Series CLI Command Reference. To configure an SNMPv3 profile by using the Web interface, use the
following steps:

1. Select LAN > Administration > User Accounts from the hierarchical tree on the left side of the Web
interface.

2. From the User menu, select Create to create a new user.
Enter a new user name in the User Name field.

4. Enter a new user password in the Password field and then retype it in the Confirm Password field.
To use SNMPv3 Authentication for this user, set a password of eight or more alphanumeric characters.

5. To enable authentication, use the Authentication Protocol menu to select either MD5 or SHA for the
authentication protocol.

6. To enable encryption, use the Encryption Protocol menu to select DES for the encryption scheme. Then,
enter an encryption code of eight or more alphanumeric characters in the Encryption Key field.

7. Click Submit.
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Section 2: System Administration

Use the features in the Administration navigation tree folder to define the switch’s relationship to its
environment. The Administration folder contains links to the following features:

e “System Description”

e “Switch Configuration”

e “Card Configuration”

e “PoE Configuration”

e “Serial Port”

e “IP Address”

e “Network DHCP Client Options”

e “HTTP Configuration”

e “User Accounts”

e “Authentication List Configuration”

e “User Login”

¢ “Denial of Service Protection”

e “Multiple Port Mirroring”

¢ “Managing and Viewing Logs”

¢ “Telnet Sessions”

e “Outbound Telnet Client Configuration”
e “Ping Test”

e “TraceRoute”

e “Configuring SNTP Settings”

e “Configuring and Viewing Device Port Information”
¢ “Managing and Viewing Logs”

e “Defining SNMP Parameters”

¢ “Managing the DHCP Server”

e “Configuring Time Ranges”

e “Configuring DNS”

e “Configuring and Viewing ISDP Information”
e “Configuring sFlow”

e “Viewing System Statistics”
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System Description

After a successful login, the System Description page displays. Use this page to configure and view general
device information.

To display the System Description page, click LAN > Administration > System Description in the navigation
tree.

System Description

D-Link DW5-4026
System Name |

System Description

System Location |

System Contact |
IP Address 10.27.65.141
System Object ID 1.3.6.1.4.1.171.10.73.51

ove [z fo e ft [z

1 days, 0 hours. 51 mins

System Time (yyyy-mm-dd h:m:s)
System Up Time

Current SNTP Synchronized Time Not Synchronized

Figure 7: System Description

Table 3: System Description Fields

Field

Description

System Description

The product name of this switch.

System Name

Enter the name you want to use to identify this switch. You may use up to 31 alpha-
numeric characters. The factory default is blank.

System Location

Enter the location of this switch. You may use up to 31 alpha-numeric characters. The
factory default is blank.

System Contact

Enter the contact person for this switch. You may use up to 31 alpha-numeric
characters. The factory default is blank.

IP Address

The IP Address assigned to the network interface. To change the IP address, see “Serial
Port” on page 70.

System Object ID

The base object ID for the switch's enterprise MIB.

System Time (yyyy-
mm-dd h:m:s)

Enter the current date and time that the switch will follow using the on-board real-
time clock.

System Up Time

Displays the number of days, hours, and minutes since the last system restart.

Current SNTP
Synchronized Time

Displays currently synchronized SNTP time in UTC. If no SNTP server has been
configured and the time is not synchronized, this field displays “Not Synchronized.” To
specify an SNTP server, see “Configuring SNTP Settings” on page 93.
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Defining System Information
1. Open the System Description page.
2. Define the following fields: System Name, System Contact, and System Location.

3. Click Submit.
The system parameters are applied, and the device is updated.

z l Note: If you want the switch to retain the new values across a power cycle, you must perform a
configuration save, but the System Time does not need a save to retain the new values across a power
cycle.

Switch Configuration

From the Switch Configuration page, you can control the IEEE 802.3x flow control mode for the switch.

IEEE 802.3x flow control works by pausing a port when the port becomes oversubscribed and dropping all
traffic for small bursts of time during the congestion condition. This can lead to high-priority and/or network
control traffic loss. When 802.3x flow control is enabled, lower speed switches can communicate with higher
speed switches by requesting that the higher speed switch refrains from sending packets. Transmissions are
temporarily halted to prevent buffer overflows.

To display the Switch Configuration page, click LAN > Administration > Switch Configuration in the navigation
tree.

Switch Configuration

802.3x Flow Control Mode Disable [+|

Figure 8: Switch Configuration

Table 4: Switch Configuration Fields

Field Description
IEEE 802.3x Flow Enables or disables IEEE 802.3x flow control on the system. The factory default is
Control Mode disabled.

e Enable: Enables flow control so that the switch can communicate with higher
speed switches.

¢ Disable: Disables flow control so that the switch does not send pause packets if the
port buffers become full.

¢ If you change the mode, click Submit to apply the changes to the system. If you want the switch to retain
the new values across a power cycle, you must perform a save.
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Viewing Inventory Information

Use the Inventory Information page to display the switch's Vital Product Data, which is stored in non-volatile
memory at the factory.

To display the inventory information, click LAN > Monitoring > Inventory Information page in the navigation
tree.

Inventory Information
System Description D-Link DWS-4024
Machine Model DWS-4024
Serial Number DQV6167000005
Base MAC Address 00:17:9A:95:00:60
Software Version D.5.28.1
Additional Packages QoS
Wireless
IPv6 Management
Routing

Figure 9: Inventory Information

Card Configuration

The pages in the Slot folder provide information about the cards installed in the slots on the switch. To access
the Card Configuration page, click LAN > Administration > Card Configuration in the navigation menu.

Figure 10 shows the fields that display when the slot contains a card.

Slot [0]+]

Slot Status Full

Admin State Enable

Power State Enable

Inserted Card Model D-Link 24 GB/2 10GB Ethemet
Inserted Card Description D-Link 24/2

Configured Card Model D-Link 24 GB/2 10GB Ethemet
Configured Card Description D-Link 24/2

Pluggable Mo

Power Down No

Figure 10: Card Configuration
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Card Configuration

Table 5: Card Configuration Fields

Field Description

Slot Indicates the slot in the selected unit for which data is to be displayed or
configured.

Slot Status Indicates whether a card is in the slot (Full or Empty).

Admin State Displays whether the slot is administratively enabled or disabled. This field is

non-configurable for read-only users.

Power State

Displays whether the slot is powered on of off. This field is non-configurable
for read-only users.

Inserted Card Model

Displays the model identifier of the card plugged into the selected slot. If no
card has been plugged in, this field is not shown.

Inserted Card Description

Displays the description of the card plugged into the selected slot. If no card
has been plugged in, this field is not shown.

Configured Card Model

Displays the model identifier of the card pre-configured for the selected slot.
If no card has been pre-configured, this field is not shown.

Configured Card Description

Displays the model identifier of the card pre-configured for the selected slot.
If no card has been pre-configured, this field is not shown.

Pluggable

Displays the pluggable indicator of the specified slot.

Power Down

Displays the power down indicator of the specified slot.

¢ |f you make any changes to the page, click Submit to apply the changes to the system.

¢ Click Clear to clear any pre-configuration of a card in a slot which does not have any card plugged into it. If
there is a card plugged into the slot or the slot has no card plugged and has not been pre-configured yet,

this button is not shown.
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Slot Summary
The Slot Summary page displays information about the slots present in the switch.

To access the Slot Summary page, click LAN > Monitoring > Slot Summary in the navigation tree.

Slot_[Status _[Administrative State __[Power State _[Card Model ID Card Description
1/0 Full Enable Enable D-Link 24 Port Gigabit Ethernet D-Link 24

Figure 11: Slot Summary

Table 6: Slot Summary Fields

Field Description

Slot Identifies the slot using the format unit/slot.

Status Displays whether the slot is empty or full.

Administrative State Displays whether the slot is administratively enabled or disabled
Power State Displays whether the slot is powered on of off.

Card Model ID Displays the model ID of the card configured for the slot.

Card Description Displays the description of the card configured for the slot.

¢ Click Refresh to display the most current information from the router.
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PoE Configuration
Use the PoE Configuration page to configure the Power over Ethernet (PoE) features.
To access the PoE Configuration page, click LAN > Administration > PoE Configuration in the navigation menu.

The following figure shows the fields that display.

System Usage Threshold IBD—(1-1DD%)

SlotiPort [ i

Admin Mode

Priority |

Power Limit 15 (1 to 18 Watts)

Power Limit
oA Enable Low 16.0
0s2 Enable Lowe 16.0
0/3 Enable Low 16.0
04 Enable Lowe 16.0
0% Enable Low 16.0
0% Enable Lowe 16.0
07 Enable Low 16.0
Figure 12: PoE Configuration
Table 7: PoE Configuration Fields

Field Description

System Usage Threshold Sets threshold level at which a trap is sent if the total power consumed is
greater than or equal to the specified percentage of total power available.

Slot/Port Select the slot and port with the information to configure.

Admin Mode Enables or disables the ability of the port to deliver power.

Priority The switch may not be able to supply power to all connected devices. So,
priority is used to determine which ports can supply power. For ports with the
same priority, the lower numbered port will have a higher priority.

Power Limit Defines the maximum power which can be delivered by a port.

¢ If you make any changes to the page, click Submit to apply the changes to the system.
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PoE Status

PoE Status

Power over Ethernet (PoE) technology allows IP telephones, wireless LAN Access Points, Web-Cameras and
many other appliances to receive power as well as data over existing LAN cabling, without needing to modify

the existing Ethernet infrastructure.

To display the PoE status, click LAN > Monitoring > PoE Status page in the navigation tree.

PoE Status

Max System Power Available 144 Watts
Current System Power Used 14.0 Watts
Output  |Output Output
Power |[Current [Voltage |Power Limit
Slot/Port  |Admin Mode Class |Priority |(Watts) |(mA) (Volts) (watts) Status
oM Enabled 0 Low 0.0 0 16.0 Searching
0/2 Enabled 0 Low 0.0 0 0 16.0 Searching
0/3 Enabled 0 Low 0.0 0 0 16.0 Searching
0/4 Enabled 0 Low 0.0 0 0 16.0 Searching
0/5 Enabled 3 Low ] 141 50 16.0 Delivering Power
0/6 Enabled 0 Low 0.0 0 0 16.0 Searching
T Enabled 3 Low 76 150 50 16.0 Delivering Power
Figure 13: PoE Status
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Serial Port

The Serial Port Configuration page allows you to change the switch’s serial port settings. In order for a terminal
or terminal emulator to communicate with the switch, the serial port settings on both devices must be the
same. Some settings on the switch cannot be changed.

To view or configure the serial port settings on the switch, click LAN > Administration > Serial Port in the

navigation tree.

Serial Port Configuration

Baud Rate (bps)
Character Size (bits)
Flow Control

Stop Bits

Parity

Serial Port Login Timeout {(minutes) 5 (0 to 160)

115200
Disabled
1

Maone

Figure 14: Serial Port

Table 8: Serial Port Fields

Field

Description

Serial Port Login Timeout
(minutes)

Indicates how many minutes of inactivity should occur on a serial port
connection before the switch closes the connection. Enter a number between
0 and 160. The factory default is 5. Entering O disables the timeout.

Baud Rate (bps)

Select the default baud rate for the serial port connection from the menu. The
factory default is 115200.

Character Size (bits)

The number of bits in a character. This is always 8.

Flow Control Whether hardware flow control is enabled or disabled. It is always disabled.
Stop Bits The number of stop bits per character. Its is always 1.
Parity The parity method used on the serial port. It is always None.

¢ If you change any data, click Submit to apply the changes to the system. If you want the switch to retain
the new values across a power cycle, you must perform a save.
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IP Address

IP Address

The network interface is the logical interface used for in-band connectivity with the switch via any of the
switch's front panel ports. The configuration parameters associated with the switch's network interface do not

affect the configuration of the front panel ports through which traffic is switched or routed.

The Network Connectivity page allows you to change the IP information using the Web interface.

To access the page, click LAN > Administration > IP Address in the navigation tree.

Note that the page displays differently depending on the IP protocol version chosen.

Protocol E..I.F'vfl VI

IP Address IW
Subnet Mask ’W
Default Gateway W
Burned In MAC Address 00:1A:98:9C:1D:2E
Locally Administered MAC address W
MAC Address Type [Burnad I v

Network Configuration Protocol Current
Management YLAN ID
Web Mode

Java Mode

Network Connectivity Configuration

Figure 15: Network Connectivity—IPv4

Protocol I|F'\.6 v'
IPv6 Mode f”'E'nébie""\é'g
IP6 Prefix | FEBD::21 A9BFF:FESC:1D2E/64 v

IPv6 Gateway

Default Routers

Network Connectivity Configuration

Figure 16: Network Connectivity—IPv6
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IP Address

Table 9: Network Connectivity Fields

Field

Description

Protocol

Selects the IP protocol version you want to configure on the interface.
Depending on your selection, different fields display. Both protocols can be
configured.

IPv4 Fields: These display when IPv4 is selected as the protocol.

IP Address

The IP address of the network interface. The factory default value is 0.0.0.0

Note: Each part of the IP address must start with a number other than zero.
For example, IP addresses 001.100.192.6 and 192.001.10.3 are not valid.

Subnet Mask

The IP subnet mask for the interface. The factory default value is 0.0.0.0.

Default Gateway

The default gateway for the IP interface. The factory default value is 0.0.0.0.

Burned-in MAC Address

This read-only field displays the MAC address that is burned-in to the network
card at the factory. This MAC address is used for in-band connectivity if you
choose not to configure a locally administered address.

Locally Administered MAC
Address

You can optionally configure a locally administered MAC address for in-band
connectivity instead of using the burned-in universally administered MAC
address. In addition to entering an address in this field, you must also set the
MAC address type to locally administered. Enter the address as twelve
hexadecimal digits (6 bytes) with a colon between each byte. Bit 1 of byte 0
must be set to a 1 and bit 0 to a 0; i.e., byte 0 must have a value between x'40'
and x'7F".

MAC Address Type

Select the MAC address to use for in-band connectivity. The factory default is
to use the burned-in MAC address.

e Burned-In: Use the factory default MAC address.

¢ Locally Administered: Use the MAC address you entered in the Locally
Administered MAC Address field.

Network Configuration
Protocol Current

Specify what the switch should do following power-up. The factory default is
None. The options are as follows:

e BootP: Transmit a Bootp request
e DHCP: Transmit a DHCP request
¢ None: Do not send any requests following power-up.

Management VLAN ID

Specifies the management VLAN ID of the switch. The range is 1-3965. The
management VLAN is used for management of the switch. This field is
configurable for administrative users and read-only for other users.

Web Mode

Controls whether the switch user interface can be accessed from a Web
browser. The factory default is enabled.

¢ Enable: Permits Web-based management of the switch.

¢ Disable: Prohibits Web-based management of the switch. If the Web mode
is disabled, you must manage the switch by using SNMP or the CLI.

Java Mode

Controls whether to display the Java applet that displays a picture of the
switch at the top right of the screen. The factory default is enabled:

¢ Enable: Permits the applet to display. The Java applet lets click on the
picture of the switch to select configuration screens instead of using the
navigation tree at the left side of the screen.

¢ Disable: Does not allow the Java applet to display. The applet is replaced
by a blank area.
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Table 9: Network Connectivity Fields (Cont.)

Field Description

IPv6 Fields: These display when IPv6 is selected as the protocol.

IPv6 Mode Enables or disables IPv6 mode on the interface.

IPv6 Prefix If no IPv6 address displays, select Add and then enter an IPv6 prefix/length.

Select the EUI64 option if the last 64 bits are to be derived from the MAC
address. For example, you can enter 2001::/64 and select the EUI64 option to
have the 64-bit address calculated from the MAC address.

IPv6 Gateway Enter the IPv6 gateway address (do not include a prefix).

Default Routers Displays the address(es) entered in the IPv6 Gateway field.

¢ If you change any of the network connection parameters, click Submit to apply the changes to the system.
If you want the switch to retain the new values across a power cycle, you must perform a save.

Network DHCP Client Options

Use the fields on this page to enable and configure vendor class identifier information that the DHCP client on
the switch sends to the DHCP server when it requests a lease.

To access this page, click LAN > Administration > Network DHCP Client Options.

DHCP Client Options

DHCP Vendor Class Id Mode Disable v

DHCP Vendor Class Id String {0 ta B4 Alghanumeric Characters)

Figure 17: DHCP Client Options

Table 10: DHCP Client Option Fields

Field Description

DHCP Vendor Class ID Mode Specify whether to enable or disable the vendor class identifier mode.

DHCP Vendor Class ID String  Enter the text to add to DHCP requests as Option-60, which is the Vendor Class
Identifier option.
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HTTP Configuration

Use the HTTP Configuration page to configure the HTTP server settings on the system.

To access the HTTP Configuration page, click LAN > Administration > HTTP Configuration in the navigation
menu.

HTTP Configuration

HTTP Admin Mode Enable v |

Java Mode Enable v

HTTP Session Soft Ti t (Minutes) |57 (0 to BO)
HTTP Session Hard Timeout (Hours) ,247 {0 to 168)
Maximum Number of HTTP Sessions ,167 {0to 16)

Figure 18: HTTP Configuration

Table 11: HTTP Configuration Fields

Field Description

HTTP Admin Mode This select field is used to Enable or Disable the Administrative Mode of HTTP.
The currently configured value is shown when the web page is displayed. The
default value is Enable. If you disable the HTTP admin mode, access to the web
interface is limited to secure HTTP, which is disabled by default.

Java Mode This select field is used to Enable or Disable the web Java Mode. This applies
to both secure and un-secure HTTP connections. The currently configured
value is shown when the web page is displayed. The default value is Enable.

HTTP Session Soft Timeout  This field is used to set the inactivity timeout for HTTP sessions. The value
must be in the range of (0 to 60) minutes. A value of zero corresponds to an
infinite timeout. The default value is 5 minutes. The currently configured value
is shown when the web page is displayed.

HTTP Session Hard Timeout This field is used to set the hard timeout for HTTP sessions. This timeout is
unaffected by the activity level of the session. The value must be in the range
of (0 to 168) hours. A value of zero corresponds to an infinite timeout. The
default value is 24 hours. The currently configured value is shown when the
web page is displayed.

Maximum Number of HTTP  This field is used to set the maximum allowable number of HTTP sessions. The
Sessions value must be in the range of (0 to 16). The default value is 16. The currently
configured value is shown when the web page is displayed.

¢ If you make changes to the page, click Submit to apply the changes to the system.
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User Accounts

By default, the switch contains two user accounts:
e admin, with 'Read/Write' privileges
e guest, with 'Read Only' privileges

Both of these accounts have blank passwords by default. The names are not case sensitive.

If you log on to the switch with the user account that Read/Write privileges (i.e., as admin), you can use the
User Accounts page to assign passwords and set security parameters for the default accounts. You can also add
up to five read-only accounts. You can delete all accounts except for the Read/Write account.

z I Note: Only a user with Read/Write privileges may alter data on this screen, and only one account can
exist with Read/Write privileges.

To access the User Accounts page, click LAN > Administration > User Accounts in the navigation tree.

User :admin |

User Name W

Password | (8 to 64 Alphanumeric Characters)
Confirm Password | {8 to 64 Alphanumetic Characters)
Access Mode ReadWrite

Lockout Status False

Password Expiration Date

SNMP v3 User Configuration

SNMP v3 Access Mode ReadWrite
Authentication Protocol [Mare ~|

Encryption Protocol :[;Ion.;a v.

Encryption Key ’7 ™ Apply

Figure 19: User Accounts
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User Accounts

Table 12: User Accounts Fields

Field

Description

User

From the User menu, select an existing user to configure, or select Create to
create a new user account. The system can have a maximum of five 'Read Only'
accounts and one Read/Write account.

User Name

Enter the name to give to the account. User names are up to eight characters
in length and are not case sensitive. Valid characters include all the
alphanumeric characters as well as the dash ('-') and underscore (' ')
characters.User name default is not valid.

Note: You can change the Read/Write user name from “admin” to something
else, but when you click Submit, you must re-authenticate with the new
username.

Password

Enter the optional new or changed password for the account. It will not display
as it is typed, and only asterisks (*) will show on the screen. Passwords are up
to eight alpha numeric characters in length and are case sensitive.

Confirm Password

Enter the password again, to confirm that you entered it correctly. This field
will not display, but will show asterisks (*)

Access Mode

Indicates the user's access mode. The admin account always has Read/Write
access, and all other accounts have Read Only access.

Lockout Status

Indicates whether the user is currently locked out. A user is locked out after a
certain number of failed login attempts.

Password Expiration Date

Indicates the date when this user’s current password will expire. This is
determined by the date the password was created and the number of days
specified in the aging Password Aging setting on the Password Management

page.

SNMPv3 User Configuration

SNMPv3 Access Mode

Indicates the SNMPv3 access privileges for the user account. The admin
account always has 'Read/Write' access, and all other accounts have 'Read
Only' access.

Authentication Protocol

Specify the SNMPv3 Authentication Protocol setting for the selected user
account. The valid Authentication Protocols are None, MD5 or SHA. If you
select None, the user will be unable to access the SNMP data from an SNMP
browser. If you select MD5 or SHA, the user login password will be used as the
SNMPv3 authentication password, and you must therefore specify a
password, and it must be eight characters long.

Encryption Protocol

Specify the SNMPv3 Encryption Protocol setting for the selected user account.
The valid Encryption Protocols are None or DES. If you select the DES Protocol
you must enter a key in the Encryption Key field. If None is specified for the
Protocol, the Encryption Key is ignored.

Encryption Key

If you selected DES in the Encryption Protocol field enter the SNMPv3
Encryption Key here. Otherwise this field is ignored. Valid keys are 0 to 15
characters long. The Apply check box must be selected in order to change the
Encryption Protocol and Encryption Key.
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Adding a User Account

Use the following procedures to add a user account. The system supports one Read/Write user and five Read
Only users.

1. From the User menu, select Create.
The screen refreshes.

2. Enter a username and password for the new user, then re-enter the password in the Confirm Password
field.

3. Click Submit to update the switch with the values on this screen.
If you want the switch to retain the new values across a power cycle, you must perform a save.

Changing User Account Information

You cannot add or delete the Read/Write user, but you can change the username and password. To change the
password for an existing account or to overwrite the username on an existing account, use the following
procedures.
1. From the User menu, select the user to change.

The screen refreshes.
2. To alter the username or, delete the existing name in the Username field and enter the new username.

To change the password, delete any asterisks (*) in the Password and Confirm Password fields, and then
enter and confirm the new password.

3. Click Submit to update the switch with the values on this screen.
If you want the switch to retain the new values across a power cycle, you must perform a save.

Deleting a User Account

Use the following procedures to delete any of the Read Only user accounts.
1. From the User menu, select the user to delete.
The screen refreshes.

2. Click Delete to delete the user.

This button is only visible when you have selected a user account with 'Read Only' access. You cannot
delete the 'Read/Write' user.

If you want the switch to retain the new values across a power cycle, you must perform a save.
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Authentication List Configuration

Use the Authentication List page to configure login lists. A login list specifies one or more authentication
methods to validate switch or port access for the users associated with the list.

z l Note: The preconfigured users, admin and guest, are assigned to a pre-configured list named
defaultList, which you cannot delete. All newly created users are also assigned to the defaultList until
you specifically assign them to a different list

To access the Authentication Profiles page, click LAN > Administration > Authentication List Configuration in
the navigation tree.

Authentication List Configuration

Access Mode Lagin |v|

Authentication List defaultList ||

Method 1 LOCAL  |w|

Method 2 Undefined |+ | (Previous methods must be configured before this one)
Method 3 Undefined |+| (Previous methods must be configured before this one)
Method 4 Undefined |+| (Previous methods must be configured before this one)
Method 5 Undefined |%| (Previous methods must be configured before this one)
Method 6 Undefined |v| (Previous methods must be configured before this one)

Figure 20: Authentication List Configuration

Table 13: Authentication Profile Fields

Field Description

Access Mode Select the access mode to configure, which can be either Login or Enable.

Alogin list or enable list specifies the authentication method(s) you want used
to validate switch or port access for the users associated with the list. The pre-
configured users, admin and guest, are assigned to a pre-configured list named
defaultList, which you may not delete. All newly created users are also

assigned to the defaultList until you specifically assign them to a different list

Authentication List Select an existing list to view or configure, or select Create to create and
configure a new authentication list.
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Table 13: Authentication Profile Fields (Cont.)

Field

Description

Method 1

Use the menu to select the method that should appear first in the selected
authentication login list. User authentication occurs in the order the methods
are selected. Each method can be selected only once. Possible methods are as
follows:

e UNDEFINED: The authentication method is unspecified. This option is not
available for Method 1.

e ENABLE: Uses the enable password for authentication.
e LINE: Uses the Line password for authentication.

e LOCAL: The user's locally stored ID and password will be used for
authentication. Since the local method does not time out, if you select this
option as the first method, no other method will be tried, even if you have
specified more than one method.

e NONE: No authentication is used.

e RADIUS: The user's ID and password will be authenticated using the
RADIUS server(s) configured on the LAN > Security > RADIUS > RADIUS
Authentication Server Configuration page. If you have multiple RADIUS
servers configured, the switch will attempt to contact the primary RADIUS
server. If the primary RADIUS server fails, the switch automatically
attempts to contact a backup RADIUS server. If you select RADIUS or
TACACS+ as the first method and an error occurs during the authentication,
the switch uses Method 2 to authenticate the user.

e Tacacs+: The user's ID and password will be authenticated using the
TACACS+ server configured on the LAN > Security > TACACS+ >
Configuration page. If you select RADIUS or TACACS+ as the first method
and an error occurs during the authentication, the switch attempts user
authentication Method 2.

Method 2

Use the menu to select the method, if any, that should appear second in the
selected authentication login list. This is the method that will be used if the

first method times out. If you select a method that does not time out as the
second method, the third method will not be tried.

Method 3

Use the menu to select the method, if any, that should appear third in the
selected authentication login list.

Method 4

Use the menu to select the method, if any, that should appear fourth in the
selected authentication login list.

Method 5

Use the menu to select the method, if any, that should appear fifth in the
selected authentication login list.

Method 6

Use the menu to select the method, if any, that should appear sixth in the
selected authentication login list.
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Creating an Authentication List

To create a new authentication list, use the following procedures.

1. Select Create from the Authentication List field. The page refreshes, and different fields are available.

Authentication List Configuration

Access Mode Login [
Authentication List Create  |v|
Authentication List Name (1to 12 characters)

2. In the Authentication List Name field, enter a name of 1 to 12 characters.
The name is not case sensitive, but it cannot include spaces.

3. Click Submit to create the name and display the Method fields for the new list.

You are now ready to configure the authentication list. By default, local is set as the initial authentication
method.

To retain the changes across a power cycle, you must perform a save.

Configuring an Authentication List

To modify an authentication list, use the following procedures.
1. Select an existing list from the Authentication List menu.
2. From the Method 1 field, select the initial login method.
3. If desired, select the additional subsequent login method.

4. Click Submit to apply the changes to the system.

To retain the changes across a power cycle, you must perform a save.

Deleting an Authentication List

Use the following procedures to remove an authentication login list from the configuration.

1. Select an existing list from the Authentication List menu.

2. Click Delete.

The delete will fail if the selected login list is assigned to any user (including the default user) for system
login or IEEE 802.1X port access control. You can only use this button if you have Read/Write access.

To retain the changes across a power cycle, you must perform a save.
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Authentication List Summary

Use the Authentication List Summary page to view information about the authentication lists on the system

and which users are associated with each list. The page also displays information about 802.1X port security
users.

To access the Authentication List Summary page, click LAN > Monitoring > Authentication List Summary in the
navigation tree.

Authentication List Summary .
Method List Login Users ___[802.1x Port Security Users
defaultList local admin admin
guest guest
default default

Figure 21: Login Session
The Authentication List Summary page has the following read-only fields:

Table 14: Login Fields

Field Description

Authentication List Identifies the name of the authentication login list summarized in this row.
Method List Shows the order of the login methods configured for the list.

Login Users Shows the users assigned to this login list on the User Login Configuration

screen. This list is used to authenticate the users for system login access.

802.1X Port Security Users Shows the port access control users assigned to this login list. This list is used
to authenticate the users for port access by using the IEEE 802.1X protocol.

¢ Click Refresh to update the information on the screen.

¢ To assign users to a specific authentication list, see “User Login” on page 83. To configure the 802.1X port
security users, see “Port Access Control” on page 381.
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Login Session

Use the Login Session page to view information about users who have logged on to the switch.

To access the Login Session page, click LAN > Monitoring > Login Session in the navigation tree.

Login Sessions

EE-W

11 admin 10.27.65.93 00 00:00 01:36:01

Figure 22: Login Session
The Login Session page has the following read-only fields:

Table 15: Login Session Fields

Field Description

ID Identifies the ID of this row.

User Name Shows the user name of the user who is currently logged on to the switch.

Connection From Shows the IP address of the system from which the user is connected. If the
connection is a local serial connection, the Connection From field entry is EIA-
232.

Idle Time Shows the idle session time.

Session Time Shows the total session time.

Session Type Shows the type of session, which can be Telnet, Serial Port, HTTP, or SSH.

¢ Click Refresh to update the information on the screen.
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User Login

Each configured user is assigned to a login list that specifies how the user should be authenticated when
attempting to access the switch or a port on the switch. After creating a new user account on the User Account
screen, you can use the User Login page to assign the user to a login list for the switch.

The pre-configured users, admin and guest, are assigned to a pre-configured list named defaultList, which you
may not delete. All newly created users are also assigned to the defaultList until you specifically assign them to
a different list. To create a new authentication list, see “Use the Authentication List page to configure login lists.
A login list specifies one or more authentication methods to validate switch or port access for the users
associated with the list.” on page 78.

To access the User Login page, click LAN > Administration > User Login in the navigation tree.

User Login Configuration

User :_.No.n-conﬁg_ureﬂ user V
Authentication List | |
support

Figure 23: User Login

Table 16: User Login Fields

Field Description

User The menu contains all configured users in the system and a Non-Configured
user. The Non-configured user is a user who does not have an account
configured on the switch. If you assign the Non-configured user to a login list
that specifies authentication via the RADIUS server, you will not need to create
an account for all users on each switch. However, by default the Non-
configured user is assigned to defaultList, which by default uses local
authentication.

Authentication List Select the authentication login list you want to assign to the user for system
login.
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Assigning a User to an Authentication List

The admin (Read/Write) user is always associated with the default list, which forces the admin user to always
be authenticated locally to prevent full lockout from switch configuration. If you assign a user to a login list that
requires remote authentication, the user's access to the switch from all CLI, Web, and telnet sessions will be
blocked until the authentication is complete. For more information, see the Max Number of Retransmits field
in “RADIUS Settings” on page 389.

1. Select the user name from the User field’s menu, or select Non-configured user to assign all users that are
not configured on the switch to an authentication list.

The screen refreshes. The list that the user is currently assigned to is highlighted in the Authentication List
field.

2. To assign the user to a different list, click the list name in the Authentication List field to select the list.

3. Click Submit to apply the changes to the switch.

Denial of Service Protection

Use the Denial of Service (DoS) page to configure DoS control. D-Link DWS-4000 Series software provides
support for classifying and blocking specific types of DoS attacks. You can configure your system to monitor and
block a variety of DoS attacks.

To access the Denial of Service page, click LAN > Administration > Denial of Service Protection in the
navigation menu.

Denial of Service Configuration

Denial of Service First Fragment Disable %

Denial of Service Min TCP Hdr Size ’20— (0 1o 255)
Denial of Service ICMP Disable v

Denial of Service Max ICMP Size B2 pio1029)
Denial of Service L4 Port Disable +

Denial of Service SIP=DIP Disable v

Denial of Service TCP Flag Disable v

Denial of Service TCP Fragment Disable v

Figure 24: Denial of Service
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Denial of Service Protection

Table 17: Denial of Service Configuration Fields

Field

Description

Denial of Service First
Fragment

Enable or disable this option by selecting the corresponding line on the
pulldown entry field. Enabling First Fragment DoS prevention causes the
switch to drop packets that have a TCP header smaller then the configured Min
TCP Hdr Size. The factory default is disabled.

Denial of Service Min TCP Hdr
Size

Specify the Min TCP Hdr Size allowed. If First Fragment DoS prevention is
enabled, the switch will drop packets that have a TCP header smaller then this
configured Min TCP Hdr Size. The factory default is disabled.

Denial of Service ICMP

Enable or disable this option by selecting the corresponding line on the
pulldown entry field. Enabling ICMP DoS prevention causes the switch to drop
ICMP packets that have a type set to ECHO_REQ (ping) and a size greater than
the configured ICMP Pkt Size. The factory default is disabled.

Denial of Service Max ICMP
Size

Specify the Max ICMP Pkt Size allowed. If ICMP DoS prevention is enabled, the
switch will drop ICMP ping packets that have a size greater than this configured
Max ICMP Pkt Size. The factory default is disabled.

Denial of Service L4 Port

Enable or disable this option by selecting the corresponding line on the
pulldown entry field. Enabling L4 Port DoS prevention causes the switch to
drop packets that have TCP/UDP source port equal to TCP/UDP destination
port. The factory default is disabled.

Denial of Service SIP=DIP

Enable or disable this option by selecting the corresponding line on the
pulldown entry field. Enabling SIP=DIP DoS prevention causes the switch to
drop packets that have a source IP address equal to the destination IP address.
The factory default is disabled.

Denial of Service TCP Flag

Enable or disable this option by selecting the corresponding line on the
pulldown entry field. Enabling TCP Flag DoS prevention causes the switch to
drop packets that have TCP flag SYN set and TCP source port less than 1024 or
TCP control flags set to 0 and TCP sequence number set to 0 or TCP flags FIN,
URG, and PSH set and TCP sequence number set to 0 or both TCP flags SYN and
FIN set. The factory default is disabled.

Denial of Service TCP
Fragment

Enable or disable this option by selecting the corresponding line on the
pulldown entry field. Enabling TCP Fragment DoS prevention causes the switch
to drop packets that have an IP fragment offset equal to 1. The factory default
is disabled.

¢ If you change any of the DoS settings, click Submit to apply the changes to the switch. To preserve the
changes across a switch reboot, you must perform a save.

D-Link
November 2011

Unified Wired and Wireless Access System
Page 85



D-Link UWS User Manual Multiple Port Mirroring

Multiple Port Mirroring

Port mirroring selects the network traffic for analysis by a network analyzer. This is done for specific ports of
the switch. As such, many switch ports are configured as source ports and one switch port is configured as a
destination port. You have the ability to configure how traffic is mirrored on a source port. Packets that are
received on the source port, that are transmitted on a port, or are both received and transmitted, can be
mirrored to the destination port.

The packet that is copied to the destination port is in the same format as the original packet on the wire. This
means that if the mirror is copying a received packet, the copied packet is VLAN tagged or untagged as it was
received on the source port. If the mirror is copying a transmitted packet, the copied packet is VLAN tagged or
untagged as it is being transmitted on the source port.

Use the Multiple Port Mirroring page to define port mirroring sessions.

To access the Multiple Port Mirroring page, click LAN > Administration > Multiple Port Mirroring in the
navigation menu.

Multiple Port Mirroring

Session 1 %
Diate
Source Port(s)
Destination Port v

[ Add Source Port ] [ Submit ] [ Delete ]

Figure 25: Multiple Port Mirroring

Table 18: Multiple Port Mirroring Fields

Field Description

Session Specifies the monitoring session.

Mode Enables you to turn on of off Multiple Port Mirroring. The default is Disabled
(off).

Source Port Lists the source ports that have been added from the Add Source Port page.

Destination Port Select the port to which port traffic may be copied.
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Adding a Port Mirroring Session

Z%I Note: A Port will be removed from a VLAN or LAG when it becomes a destination mirror.

1. From the LAN > Administration > Multiple Port Mirroring page, click Add Source Port to display the Add
Source Port page.

Multiple Port Mirroring - Add Source Ports

Session 1
Source Port(s)

01~

02 —

03

104 &
Direction Tx and.lﬁx V

Figure 26: Multiple Port Mirroring—Add Source Ports

2. Configure the following fields:

Table 19: Multiple Port Mirroring—Add Source Fields

Field Description

Session Specifies the monitoring session.

Source Port Select the unit and port from which traffic is mirrored. Up to eight source ports
can be mirrored to a destination port.

Direction ?elllect_the type traffic monitored on the source port, which can be one of the
ollowing:

e Tx: Monitors transmitted packets only.
¢ Rx: Monitors received packets only.
¢ Tx and Rx: Monitors transmitted and received packets.

3. Click Add to apply the changes to the system.

The new port mirroring session is enabled for the unit and port, and the device is updated. The source port
appears in the Source Port list on the Multiple Port Mirroring page.
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Removing or Modifying a Port Mirroring Session

1. From the Port Mirroring page, click Remove Source Port.

2. Select one or more source ports to remove from the session.
Use the CTRL key to select multiple ports to remove.

3. Click Remove.

The source ports are removed from the port mirroring session, and the device is updated.

Telnet Sessions

Telnet is a terminal emulation TCP/IP protocol. ASCII terminals can be virtually connected to the local device
through a TCP/IP protocol network. Telnet is an alternative to a local login terminal where a remote login is
required.

The switch supports up to five simultaneous telnet sessions. All CLI commands can be used over a telnet
session.

The Telnet Session Configuration page allows you to control inbound telnet settings on the switch. Inbound
telnet sessions originate on a remote system and allow a user on that system to connect to the switch CLI. To
configure outbound telnet settings, which are telnet sessions that originate on the switch to access a remote
system, see “Outbound Telnet Client Configuration” on page 90.

To display the Telnet Session Configuration page, click LAN > Administration > Telnet Session in the navigation
tree.

Telnet Session Configuration

Telnet Session Ti t (minutes) 5 {1 to 160)
Maximum Humber of Telnet Sessions 5 v

Allow New Telnet Sessions Yes v

Telnet Server Admin Mode [ Enable

Figure 27: Telnet Session Configuration
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Table 20: Telnet Session Configuration Fields

Field

Description

Telnet Session Timeout
(minutes)

Specify how many minutes of inactivity should occur on a telnet session before
the session is logged off. You may enter any number from 1 to 160. The factory
default is 5.

Note: When you change the timeout value, the new value is applied to all
active and inactive sessions immediately. Any sessions that have been idle
longer than the new timeout value are disconnected immediately.

Maximum Number of Telnet
Sessions

From the drop-down menu, select how many simultaneous telnet sessions to
allow. The maximum is 5, which is also the factory default. A value of 0
indicates that no outbound Telnet session can be established.

Allow New Telnet Sessions

Controls whether to allow new telnet sessions:

¢ Yes: Permits new telnet sessions until the maximum number allowed is
reached.

¢ No: New telnet sessions will not be allowed, but existing sessions are not
disconnected.

Telnet Server Admin Mode

Administrative mode for inbound telnet sessions. Setting this value to disable
shuts down the telnet port. If the admin mode is set to disable, then all existing
telnet connections are disconnected. The default value is Enable.

e If you change any of the telnet parameters, click Submit to apply the changes to the system. If you want
the switch to retain the new values across a power cycle, you must perform a save.
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Outbound Telnet Client Configuration

The outbound telnet feature is not available on all platforms.

Use the outbound telnet client settings to control the telnet sessions that originate from the switch and

connect to a remote system.

To access the Outbound Telnet Client Configuration page, click LAN > Administration > Outbound Telnet Client
Configuration in the navigation menu.

Outbound Telnet Client Configuration

Admin Mode

Maximum Sessions

Session Timeout(minutes)

Enable
5 D1to5)

5 {1 to 160)

Figure 28: Outbound Telnet

Table 21: Outbound Telnet Fields

Field

Description

Admin Mode

Specifies whether the Outbound Telnet service is Enabled or Disabled. The
default value is Enabled.

¢ Enable: Users can initiate outbound telnet sessions from the switch CLI.
¢ Disable: No outbound telnet sessions can originate from the switch.

Maximum Sessions

Specifies the maximum number of Outbound Telnet Sessions allowed. The
default value is 5. The valid range is 0 to 5 sessions.

Session Timeout

Specifies the Outbound Telnet login inactivity timeout. The default value is 5.
The valid range is 1 to 160 minutes.

¢ If you change any data, click Submit to apply the changes to the system. If you want the switch to retain
the new values across a power cycle, you must perform a save.
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Ping Test

Use the Ping page to tell the switch to send a Ping request to a specified IP address. You can use this feature to
check whether the switch can communicate with a particular network host.

To access the Ping page, click LAN > Administration > Ping Test in the navigation menu.

Hostname / IP Address {Max 255 Charactersix.x.x.x)

Count 1 (1t 15)
Intervalisecs) 3 (1 to BO)

Size 0 (0 to BSS07)
Ping

Figure 29: Ping

Table 22: Ping Fields

Field Description

Hostname/IP Address Enter the IP address or the host name of the station you want the switch to
ping. The initial value is blank. This information is not retained across a power
cycle.

Count Specify the number of pings to send.

Interval Specify the number of seconds between pings sent.

Size Specify the size of the ping packet to send.

Ping Displays the results of the ping.

e Click Submit to send the ping. If successful, the results display as shown in Figure 30.
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TraceRoute

You can use the TraceRoute utility to discover the paths that a packet takes to a remote destination.

To display this page, click LAN > Administration > TraceRoute in the navigation tree.

Hostname / IP Address (Max 255 Characters/x.x.x.x)

Probes Per Hop [3— {1to 10)
MaxTTL [30  (1to258)
InitTTL [f (0to2s8)
MaxFail [f  (0to2s8)
Interval(secs) [ (o6

Port [33434 (110 65535)
Size [0 (oto6s507)

TraceRoute

Figure 30: TraceRoute

Table 23: TraceRoute Fields

Definition
Hostname/IP Address Enter the IP address or the hostname of the station you want the switch to discover
path for.
Probes Per Hop Enter the number of times each hop should be probed.
MaxTTL Enter the maximum time-to-live for a packet in number of hops.
InitTTL Enter the initial time-to-live for a packet in number of hops.
MaxFail Enter the maximum number of failures allowed in the session.
Interval Enter the time between probes in seconds.
Port Enter the UDP destination port in probe packets.
Size Enter the size of probe packets.
TraceRoute Displays the output from a traceroute.

¢ Click Submit to initiate the traceroute. The results display in the TraceRoute box.

D-Link Unified Wired and Wireless Access System
November 2011 Page 92



D-Link UWS User Manual Configuring SNTP Settings

Configuring SNTP Settings

D-Link DWS-4000 Series DWS-4000 Series switch software supports the Simple Network Time Protocol (SNTP).
SNTP assures accurate network device clock time synchronization up to the millisecond. Time synchronization
is performed by a network SNTP server. D-Link DWS-4000 Series software operates only as an SNTP client and
cannot provide time services to other systems.

Time sources are established by Stratums. Stratums define the accuracy of the reference clock. The higher the
stratum (where zero is the highest), the more accurate the clock. The device receives time from stratum 1 and
above since it is itself a stratum 2 device.

The following is an example of stratums:
e Stratum 0: A real time clock is used as the time source, for example, a GPS system.

e Stratum 1: A server that is directly linked to a Stratum O time source is used. Stratum 1 time servers
provide primary network time standards.

e Stratum 2: The time source is distanced from the Stratum 1 server over a network path. For example, a
Stratum 2 server receives the time over a network link, via NTP, from a Stratum 1 server.

Information received from SNTP servers is evaluated based on the time level and server type.

SNTP time definitions are assessed and determined by the following time levels:
e T1: Time at which the original request was sent by the client.

¢ T2: Time at which the original request was received by the server.

e T3: Time at which the server sent a reply.

e T4: Time at which the client received the server's reply.

The device can poll Unicast and Broadcast server types for the server time.

Polling for Unicast information is used for polling a server for which the IP address is known. SNTP servers that
have been configured on the device are the only ones that are polled for synchronization information. T1
through T4 are used to determine server time. This is the preferred method for synchronizing device time
because it is the most secure method. If this method is selected, SNTP information is accepted only from SNTP
servers defined on the device using the SNTP Server Configuration page.

Broadcast information is used when the server IP address is unknown. When a Broadcast message is sent from
an SNTP server, the SNTP client listens to the message. If Broadcast polling is enabled, any synchronization
information is accepted, even if it has not been requested by the device. This is the least secure method.

The device retrieves synchronization information, either by actively requesting information or at every poll
interval. If Unicast and Broadcast polling are enabled, the information is retrieved in this order:

¢ Information from servers defined on the device is preferred. If Unicast polling is not enabled or if no
servers are defined on the device, the device accepts time information from any SNTP server that
responds.

¢ If more than one Unicast device responds, synchronization information is preferred from the device with
the lowest stratum.

¢ [f the servers have the same stratum, synchronization information is accepted from the SNTP server that
responded first.
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MD5 (Message Digest 5) Authentication safeguards device synchronization paths to SNTP servers. MD5 is an
algorithm that produces a 128-bit hash. MD5 is a variation of MD4, and increases MD4 security. MD5 verifies
the integrity of the communication, authenticates the origin of the communication.

SNTP Settings

Use the SNTP Global Configuration page to view and adjust SNTP parameters.

To display the SNTP Global Configuration page, click LAN > Administration > SNTP > SNTP Settings in the

navigation menu.

SNTP Global Configuration

Client Mode

Port

Unicast Poll Interval
Broadcast Poll Interval
Unicast Poll Timeout

Unicast Poll Retry

Disable ¥

123 @ to6s535)
'5— (6 to 10 secs)
'5— (B to 10 secs)
'5— (1 to 30 secs)
[ oo

Figure 31: SNTP Global Configuration

Table 24: SNTP Global Configuration Fields

Field

Description

Client Mode

Use drop-down list specify the SNTP client mode, which is one of the following
modes:

e Disable: SNTP is not operational. No SNTP requests are sent from the client
nor are any received SNTP messages processed.

¢ Unicast: SNTP operates in a point to point fashion. A unicast client sends a
request to a designated server at its unicast address and expects a reply
from which it can determine the time and, optionally the round-trip delay
and local clock offset relative to the server.

¢ Broadcast: SNTP operates in the same manner as multicast mode but uses
a local broadcast address instead of a multicast address. The broadcast
address has a single subnet scope while a multicast address has Internet
wide scope.

Port

Specifies the local UDP port to listen for responses/broadcasts. Allowed range
is (1 to 65535). Default value is 123.

Unicast Poll Interval

Specifies the number of seconds between unicast poll requests expressed as a
power of two when configured in unicast mode. Allowed range is (6 to 10).
Default value is 6.

Broadcast Poll Interval

Specifies the number of seconds between broadcast poll requests expressed
as a power of two when configured in broadcast mode. Broadcasts received
prior to the expiry of this interval are discarded. Allowed range is (6 to 10).
Default value is 6.
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Table 24: SNTP Global Configuration Fields (Cont.)

Field Description

Unicast Poll Timeout Specifies the number of seconds to wait for an SNTP response when
configured in unicast mode. Allowed range is (1 to 30). Default value is 5.

Unicast Poll Retry Specifies the number of times to retry a request to an SNTP server after the
first time-out before attempting to use the next configured server when
configured in unicast mode. Allowed range is (O to 10). Default value is 1.

¢ If you change any of the settings on the page, click Submit to apply the changes to system.

SNTP Server Configuration

Use the SNTP Server Configuration page to view and modify information for adding and modifying Simple
Network Time Protocol SNTP servers.

To display the SNTP Server Configuration page, click LAN > Administration > SNTP > SNTP Server Configuration
in the navigation tree.

SNTP Server Configuration

Server 10.27.65.162 ||
Address Type [1Pvg [w]

Port 123 (1 to 65535)
Pfiority 1 (1 to 3}
Version 4 (110 4)

Figure 32: SNTP Server Configuration

Table 25: SNTP Server Configuration Fields

Field Description

Server Select the IP address of a user-defined SNTP server to view or modify
information about an SNTP server, or select Create to configure a new SNTP
server. You can define up to three SNTP servers.

Address / Hostname Enter the IP address or the hostname of the SNTP server.

Address Type Select IPv4 if you entered an IPv4 address or DNS if you entered a hostname.
Port Enter a port number from 1 to 65535. The default is 123.

Priority Specifies the priority of this server entry in determining the sequence of

servers to which SNTP requests are sent. Values are 1 to 3, and the default is
1. Servers with lowest numbers have priority

Version Enter the protocol version number. Values are 1 to 4, and the default is 4.
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e To add an SNTP server, select Create from the Server list, complete the remaining fields as desired, and
click Submit. The SNTP server is added, and is now reflected in the Server list. You must perform a save to
retain your changes over a power cycle.

¢ To removing an SNTP server, select the IP address of the server to remove from the Server list, and then
click Delete. The entry is removed, and the device is updated.

SNTP Server Status

The SNTP Server Status page displays status information about the SNTP servers configured on your switch.

To access the SNTP Server Status page, click LAN > Monitoring > SNTP Summary > Server Status in the
navigation menu.

SNTP Server Status

Address 10.27 65 162 v|
Last Update Time o
Last Attempt Time JAN 01 00:00:00 1970
Last Attempt Status Other

Unicast Server Num Requests 0

Unicast Server Num Failed Requests 0

Figure 33: SNTP Server Status

Table 26: SNTP Server Status Fields

Field Description

Address Specifies all the existing Server Addresses. If no Server configuration exists, a
message saying “No SNTP server exists” flashes on the screen.

Last Update Time Specifies the local date and time (UTC) that the response from this server was
used to update the system clock.

Last Attempt Time Specifies the local date and time (UTC) that this SNTP server was last queried.
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Table 26: SNTP Server Status Fields (Cont.)

Field

Description

Last Attempt Status

Specifies the status of the last SNTP request to this server. If no packet has
been received from this server, a status of Other is displayed:

Other: None of the following enumeration values.

Success: The SNTP operation was successful and the system time was
updated.

Request Timed Out: A directed SNTP request timed out without receiving
a response from the SNTP server.

Bad Date Encoded: The time provided by the SNTP server is not valid.

Version Not Supported: The SNTP version supported by the server is not
compatible with the version supported by the client.

Server Unsynchronized: The SNTP server is not synchronized with its
peers. This is indicated via the 'leap indicator' field on the SNTP message.

Server Kiss Of Death: The SNTP server indicated that no further queries
were to be sent to this server. This is indicated by a stratum field equal to
0 in a message received from a server.

Unicast Server Num Requests

Specifies the number of SNTP requests made to this server since last agent
reboot.

Unicast Server Num Failed
Requests

Specifies the number of failed SNTP requests made to this server since last
reboot.

¢ Click Refresh to display the latest information from the router.

SNTP Global Status

Use the SNTP Global Status page to view information about the system’s SNTP client.

To access the SNTP Global Status page, click LAN > Monitoring > SNTP Summary > Global Status in the

navigation menu.
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SNTP Global Status

Version

Supported Mode
Last Update Time
Last Attempt Time
Last Attempt Status
Server IP Address
Address Type
Server Stratum

Reference Clock Id

4

Unicast and Broadcast
JAN 01 00:00:00 1970
JAN 01 00:00:00 1970
Other

Unknown
0 - Unspecified

Server Mode Reserved
Unicast Server Max Entries 3
Unicast Server Current Entries 0
Broadcast Count 0
Figure 34: Global Status
Table 27: Global Status Fields
Field Description
Version Specifies the SNTP Version the client supports.

Supported Mode

Specifies the SNTP modes the client supports. Multiple modes may be supported by
a client.

Last Update Time

Specifies the local date and time (UTC) the SNTP client last updated the system clock.

Last Attempt Time

Specifies the local date and time (UTC) of the last SNTP request or receipt of an
unsolicited message.

Last Attempt Status

Specifies the status of the last SNTP request or unsolicited message for both unicast
and broadcast modes. If no message has been received from a server, a status of
Other is displayed. These values are appropriate for all operational modes:

e Other: None of the following enumeration values.
* Success: The SNTP operation was successful and the system time was updated.

¢ Request Timed Out: A directed SNTP request timed out without receiving a
response from the SNTP server.

¢ Bad Date Encoded: The time provided by the SNTP server is not valid.

¢ Version Not Supported: The SNTP version supported by the server is not
compatible with the version supported by the client.

¢ Server Unsynchronized: The SNTP server is not synchronized with its peers. This
is indicated via the 'leap indicator' field on the SNTP message.

¢ Server Kiss Of Death: The SNTP server indicated that no further queries were to
be sent to this server. This is indicated by a stratum field equal to 0 in a message
received from a server.

Server IP Address

Specifies the IP address of the server for the last received valid packet. If no message
has been received from any server, an empty string is shown.
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Table 27: Global Status Fields (Cont.)

Field Description

Address Type Specifies the address type of the SNTP Server address for the last received valid
packet.

Server Stratum Specifies the claimed stratum of the server for the last received valid packet.

Reference Clock Id Specifies the reference clock identifier of the server for the last received valid packet.

Server Mode Specifies the mode of the server for the last received valid packet.

Unicast Sever Max Specifies the maximum number of unicast server entries that can be configured on

Entries this client.

Unicast Server Current Specifies the number of current valid unicast server entries configured for this client.
Entries

Broadcast Count Specifies the number of unsolicited broadcast SNTP messages that have been
received and processed by the SNTP client since last reboot.

¢ Click Refresh to display the latest information from the router.

Time Zone Configuration

Use the Time Zone Configuration page to configure the time zone difference from Coordinated Universal Time
(UTC).

To display the Time Zone Configuration page, click LAN > Administration > SNTP > Time Zone Configuration
in the navigation menu.

Time Zone Configuration I

Hours-offset (12 - +13) 0
Minutes-offset {0 - 59) i}

Zone {0 - 4 characters)

Figure 35: Time Zone Configuration

Table 28: Time Zone Configuration Fields

Field Description

Hours-offset Set the hours difference from UTC. (Range: -12 to +13)
Minutes-offset Set the minutes difference from UTC. (Range: 0-59

Zone Set the acronym of the time zone. (Range: 0—4 characters)

¢ [f you change any of the settings on the page, click Submit to apply the changes to system.
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Summer Time Configuration

Use the Summer Time Configuration page to specify a defined summer time duration and offset.

To display the Summer Time Configuration page, click LAN > Administration > SNTP > Summer Time
Configuration in the navigation menu.

Summer Time Configuration

Summertime Disahle +
Recurring .
Start Month

Start Date

Start Year

Start Timet{hh:mm)

End Month

End Date

End Year

End Timei{hh:mm)

Offset {0 - 1440)

Zone {0 -4 characters)

Figure 36: Summer Time Configuration

Table 29: Summer Time Configuration Fields

Field

Description

Summertime

Enable or disable summer time mode.

Recurring

Select the check box to indicate that the configuration is to be repeated every year.

Location

This field displays only when the Recurring check box is selected. The summer time
configuration is predefined for the United States and European Union. To set the summer
time for a location other than the USA or EU, select None.

Start Month

Select the starting month.

Start Date Select the starting date. This field displays only when the Recurring check box is cleared.
Start Year Select the starting year. This field displays only when the Recurring check box is cleared.
Start Time Select the starting time in hh:mm format.

End Month Select the ending month.

End Date Select the ending date. This field displays only when the Recurring check box is cleared.
End Year Select the ending year. This field displays only when the Recurring check box is cleared.
End Time Select the ending time in hh:mm format.

Offset Set the number of minutes to add during summer time in the range 0 to 1440.

Zone Set the acronym of the time zone to be displayed when summer time is in effect. The range

is O to 4 characters.

If you change any of the settings on the page, click Submit to apply the changes to system.
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Summer Time Recurring Configuration

Clicking the Recurring check box indicates that the configuration is to be repeated every year. When you select
Recurring, the fields shown in the following table occur.

Summer Time Configuration

Summertime Enable 2
Recurring
Location USA [v|
Start Week

Start Day

Start Month

Start Time{hh:mm)

End Week

End Day

End Month

End Time(hh:mm)

Offset (0 - 1440) 0

Zone (0 - 4 characters) EST

Figure 37: Summer Time Recurring Configuration
Table 30: Summer Time Recurring Configuration Fields

Field Description
Summertime Enable or disable summer time mode.
Recurring Select the check box to indicate that the configuration is to be repeated every year.
Location This field displays only when the Recurring check box is selected. The summer time

configuration is predefined for the United States and European Union. To set the summer
time for a location other than the USA or EU, select None.

Offset Set the number of minutes to add during summer time in the range 0 to 1440.

Zone Set the acronym of the time zone to be displayed when summer time is in effect. The range
is 0 to 4 characters.
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Clock Detail

Use the Clock Detail page to view information about the current time, time zone, and summer time settings.

To display the Clock Detail page, click LAN > Monitoring > Clock Detail in the navigation menu. The following
figure shows the Clock Detail page when Summertime is enabled.

Clock Detail

S
Time(hh:mm) 05:21:46
Zone (UTC +0.00)
Date 1 Jan 1970
Time Source Mo time source
riwezope [ |
Zone Acronym not configured
Offset UTC +0.00
T
Recurring Mo
Start Date 1 Jan 2000
Start Time{hh:mm) 00:00
End Date 1 Jan 2000
End Time(hh:mmy) 00:00
Offset a
Zone Acronym not configured

Figure 38: Clock Detail

Table 31: Clock Detail

Field Description

Current Time This section displays the current time.

Time Zone This section displays the time zone settings.
Summertime This section displays the summer time settings.

¢ Click Refresh to update the page with the most current information.
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Configuring and Viewing Device Port Information

The pages in the Port folder allow you to view and monitor the physical port information for the ports available
on the switch.

Port Configuration
Use the Port Configuration page to configure the physical interfaces on the switch.

To access the Port Configuration page, click LAN > Administration > Port Configuration > Port Configuration
in the navigation tree.

Port Configuration

Slot/Port All v
Port Type
STP Mode Disable |+
Admin Mode Enable [v|
Broadcast Storm Recovery Mode Disable |v|
Broadcast Storm Recovery Level |5—— percent | ¥
Multicast Storm Recovery Mode Disable |+
Multicast Storm Recovery Level [5— percent | v |
Unicast Storm Recovery Mode Disable |+ |
Unicast Storm Recovery Level |5— percent _v'
LACP Mode Enable [v|
Physical Mode Auto | %
Physical Status
Link Status
Link Trap Enable [v|
Maximum Frame Size |1513— (1518 to 9216)
ifindex
Figure 39: Port Configuration
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Table 32: Port Configuration Fields

Field

Description

Slot/Port

Select the port from the menu to display or configure data for that port. If you
select All, the changes you make to the Port Configuration page apply to all
physical ports on the system.

Port Type

For most ports this field is blank. Otherwise the possible values are:

e Mirrored: Indicates that the port has been configured as a monitoring port
and is the source port in a port mirroring session.

¢ Probe: Indicates that the port has been configured as a monitoring port
and is the destination port in a port mirroring session.

¢ Port Channel: Indicates that the port has been configured as a member of
a port-channel, which is also known as a link Aggregation Group (LAG).

For more information about port monitoring and probe ports, see “Multiple
Port Mirroring” on page 86. For information about configuring port channels,
see “Creating Port Channels (Trunking)” on page 204.

STP Mode

Shows the Spanning Tree Protocol (STP) Administrative Mode for the port or
LAG. For more information about STP, see “Configuring Spanning Tree
Protocol” on page 238. The possible values for this field are:

¢ Enable: Enables the Spanning Tree Protocol for this port.
¢ Disable: Disables the Spanning Tree Protocol for this port.

Admin Mode

Use the pulldown menu to select the port control administration state, which
can be one of the following:

¢ Enable: The port can participate in the network (default).

¢ Disable: The port is administratively down and does not participate in the
network.

Broadcast Storm Recovery
Mode

Enable or disable this option by selecting one of the following options on the
pulldown entry field:

¢ Enable: When the broadcast traffic on the specified Ethernet port exceeds
the configured threshold, the switch blocks (discards) the broadcast traffic.

¢ Disable: The port does not block broadcast traffic if traffic on the port
exceeds the configured threshold. The factory default is disabled.

Broadcast Storm Recovery
Level

Specify the data rate at which storm control activates. The value is a
percentage of port speed and ranges from 0-100. The factory default is 5
percent of port speed.

Multicast Storm Recovery
Mode

Enable or disable this option by selecting one of the following options on the
pulldown entry field:

e Enable: When the multicast traffic on the specified Ethernet port exceeds
the configured threshold, the switch blocks (discards) the multicast traffic.

¢ Disable: The port does not block multicast traffic if traffic on the port
exceeds the configured threshold. The factory default is disabled.

Multicast Storm Recovery
Level

Specify the data rate at which storm control activates. The value is a
percentage of port speed and ranges from 0-100. The factory default is 5
percent of port speed.
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Table 32: Port Configuration Fields (Cont.)

Field Description

Unicast Storm Recovery Mode Enable or disable this option by selecting one of the following options on the
pulldown entry field:
¢ Enable: When the unicast traffic on the specified Ethernet port exceeds
the configured threshold, the switch blocks (discards) the unicast traffic.

¢ Disable: The port does not block unicast traffic if the unicast traffic on the
port exceeds the configured threshold. The factory default is disabled.

Unicast Storm Recovery Level Specify the data rate at which storm control activates. The value is a
percentage of port speed and ranges from 0-100.The factory default is 5
percent of port speed.

LACP Mode Selects the Link Aggregation Control Protocol administration state:

¢ Enable: Specifies that the port is allowed to participate in a port channel
(LAG), which is the default mode.

¢ Disable: Specifies that the port cannot participate in a port channel (LAG).

Physical Mode Use the pulldown menu to select the port's speed and duplex mode. If the
Slot/Port field is set to All and you apply a physical mode other than Auto, the
mode is applied to all applicable interfaces only:

¢ Auto: The duplex mode and speed will be set by the auto-negotiation
process. The port's maximum capability (full duplex and 100 Mbps) will be
advertised.

e <Speed> Half Duplex: The port speeds available from the menu depend on
the platform on which the D-Link DWS-4000 Series software is running and
which port you select. In half-duplex mode, the transmissions are one-way.
In other words, the port does not send and receive traffic at the same time.

e <Speed> Full Duplex: The port speeds available from the menu depend on
the platform on which the D-Link DWS-4000 Series software is running and
which port you select. In half-duplex mode, the transmissions are two-way.
In other words, the port can send and receive traffic at the same time.

Physical Status Indicates the port speed and duplex mode.
Link Status Indicates whether the Link is up or down.
Link Trap This object determines whether or not to send a trap when link status

changes. The factory default is enabled:

¢ Enable: Specifies that the system sends a trap when the link status
changes.

¢ Disable: Specifies that the system does not send a trap when the link status
changes.

Maximum Frame Size Indicates the maximum Ethernet frame size the interface supports or is
configured to support. The frame size includes the Ethernet header, CRC, and
payload. (1518 to 9216). The default maximum frame size is 1518.

ifindex The ifiIndex of the interface table entry associated with this port. If the Slot/
Port field is set to All, this field is blank.

¢ |f you make any changes to the page, click Submit to apply the changes to the system.
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Port Summary

Use the Port Summary page to view the settings for all physical ports on the platform.
To access the Port Summary page, click LAN > Monitoring > Port Utilization in the navigation menu.

The table on the Port Summary page does not fit on one screen. Use the scroll bar at the bottom of the browser
to view all the columns on the page. Figure 40 shows the first six rows of all the columns on the page. Although
the table is split into three separate images in the figure, the columns are continue horizontally across the page.

Port Summary

MSTID: CST

Media
Port Type |STP Mode |Forwarding State Port Role Type

Disabled Manual forwarding Disabled 1000Base-T
0/2 Disabled Disabled Disabled 100Base-TX
0/3 Disabled Disabled Disabled 100Base-TX
0/4 Disabled Disabled Disabled 100Base-TX
0/5 Disabled Manual forwarding Disabled 1000Base-T

Figure 40: Port Summary

Table 33: Port Summary Fields

Field Description

MST ID If Spanning Tree Protocol is enabled on the switch, you can select the Multiple
Spanning Tree instance ID from the list of all currently configured MST ID's to
determine the values displayed for the Spanning Tree parameters. Changing
the selected MST ID will generate a screen refresh. If STP is disabled, which is
the default, the MST ID field shows the static value “CST” instead of a menu.

Slot/Port Identifies the port that the information in the rest of the row is associated
with.

Port Type For most ports this field is blank. Otherwise, the possible values are:

¢ Mirrored: Indicates that the port has been configured as a monitoring port
and is the source port in a port mirroring session.

¢ Probe: Indicates that the port has been configured as a monitoring port
and is the destination port in a port mirroring session. For more
information about port monitoring and probe ports, see “Multiple Port
Mirroring” on page 86.

e Port Channel: Indicates that the port has been configured as a member of
a port-channel, which is also known as a link Aggregation Group (LAG). For
information about configuring port channels, see “Creating Port Channels
(Trunking)” on page 204.

STP Mode Shows the Spanning Tree Protocol (STP) Administrative Mode for the port or
LAG, which can be Enabled or Disabled. For more information about STP, see
“Configuring Spanning Tree Protocol” on page 238.

D-Link Unified Wired and Wireless Access System
November 2011 Page 106



D-Link UWS User Manual

Configuring and Viewing Device Port Information

Table 33: Port Summary Fields (Cont.)

Field

Description

Forwarding State

The port's current state Spanning Tree state. This state controls what action a
port takes on receipt of a frame. If the bridge detects a malfunctioning port it
will place that port into the broken state. The other five states are defined in
IEEE 802.1D:

¢ Disabled

¢ Blocking

e Listening

e learning

¢ Forwarding
e Broken

Port Role

Each MST Bridge Port that is enabled is assigned a Port Role for each spanning
tree. The port role will be one of the following values:

Root Port, Designated Port, Alternate Port, Backup Port, Master Port, or
Disabled Port.

Media Type

The Port Media Type.

ARP Type

The ARP Type of the port.

Admin Mode

Shows the port control administration state, which can be one of the
following:

¢ Enabled: The port can participate in the network (default).

¢ Disabled: The port is administratively down and does not participate in the
network.

Bcast Storm Mode

Shows whether the Broadcast Storm Recovery Mode, which can be one of the
following:
¢ Enabled: When the broadcast traffic on the specified Ethernet port

exceeds the configured threshold, the switch blocks (discards) the
broadcast traffic.

¢ Disabled: The port does not block broadcast traffic if traffic on the port
exceeds the configured threshold. The factory default is disabled.

Bcast Storm Level

Shows the Broadcast Storm Recovery Level, which is the data rate at which
storm control activates. The value is a percentage of port speed and ranges
from 0-100. The factory default is 5 percent of port speed.

Mcast Storm Mode

Shows the Multicast Storm Recovery Mode, which is one of the following:

¢ Enabled: When the multicast traffic on the specified Ethernet port exceeds
the configured threshold, the switch blocks (discards) the multicast traffic.

e Disabled: The port does not block multicast traffic if traffic on the port
exceeds the configured threshold. The factory default is disabled.

Mcast Storm Level

Shows the Multicast Storm Recovery Level, which is the data rate at which
storm control activates. The value is a percentage of port speed and ranges
from 0-100. The factory default is 5 percent of port speed.

Ucast Storm Mode

Shows the Unicast Storm Recovery Mode, which can be one of the following:

¢ Enabled: When the unicast traffic on the specified Ethernet port exceeds
the configured threshold, the switch blocks (discards) the unicast traffic.

¢ Disabled: The port does not block unicast traffic if the unicast traffic on the
port exceeds the configured threshold. The factory default is disabled.
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Table 33: Port Summary Fields (Cont.)

Field

Description

Ucast Storm Level

Shows the Unicast Storm Recovery Level, which is the data rate at which
storm control activates. The value is a percentage of port speed and ranges
from 0-100.The factory default is 5 percent of port speed.

LACP Mode

Indicates the Link Aggregation Control Protocol administration state. The
mode must be enabled in order for the port to participate in Link Aggregation.
This field can have the following values:

¢ Enable: Specifies that the port is allowed to participate in a port channel
(LAG), which is the default mode.

¢ Disable: Specifies that the port cannot participate in a port channel (LAG).

Physical Mode

Shows the speed and duplex mode at which the port is configured:

e Auto: The duplex mode and speed will be set by the auto-negotiation
process. The port's maximum capability (full duplex and 100 Mbps) will be
advertised.

e <Speed> Half Duplex: The port speeds available from the menu depend on
the platform on which the D-Link DWS-4000 Series software is running and
which port you select. In half-duplex mode, the transmissions are one-way.
In other words, the port does not send and receive traffic at the same time.

e <Speed> Full Duplex: The port speeds available from the menu depend on
the platform on which the D-Link DWS-4000 Series software is running and
which port you select. In half-duplex mode, the transmissions are two-way.
In other words, the port can send and receive traffic at the same time.

Physical Status

Indicates the port speed and duplex mode at which the port is operating.

Link Status

Indicates whether the Link is up or down.

Link Trap

This object determines whether or not to send a trap when link status
changes. The factory default is enabled.

¢ Enable: Specifies that the system sends a trap when the link status
changes.

¢ Disable: Specifies that the system does not send a trap when the link status
changes.

¢ Click Refresh to display the most current information from the router.
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Port Description

Use the Port Description page to configure a human-readable description of the port.

To access the Port Description page, click LAN > Administration > Port Configuration > Port Description in the

navigation tree.

Slot/Port
Port Description

0?2
0/3
0/4
0/5

Port Description

01 |»

(0 to 64 Alphanumeric Characters)

PortList
Physical Address Bit Port Description

00:17:9A:95:00:62

00:17:9A:95:00:62 2
00:17:9A:95:00:62 3
00:17:9A:95:00:62 4
00:17:9A:95:00:62 5

L T R o O

Figure 41: Port Description

Table 34: Port Description Fields

Field

Description

Slot/Port

Select the interface for which data is to be displayed or configured.

Port Description

Enter text to describe a port. It can be up to 64 characters in length. The
description can contain spaces and non-alphanumeric characters.

Slot/Port

Identifies the port.

Physical Address

Displays the physical address of the specified interface.

PortList Bit Offset

Displays the bit offset value which corresponds to the port when the MIB
object type PortList is used to manage in SNMP.

Ifindex

Displays the interface index associated with the port.

Port Description

Shows the configured port description. By default, the port does not have an
associated description.

¢ If you change a port description, click Submit to apply the change to the system.
¢ Click Refresh to display the page with the latest information from the router.
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Managing and Viewing Logs

The switch may generate messages in response to events, faults, or errors occurring on the platform as well as
changes in configuration or other occurrences. These messages are stored both locally on the platform and
forwarded to one or more centralized points of collection for monitoring purposes as well as long term archival
storage. Local and remote configuration of the logging capability includes filtering of messages logged or
forwarded based on severity and generating component.

The in-memory log stores messages in memory based upon the settings for message component and severity.

Buffered Log Configuration

The buffered log stores messages in memory based upon the settings for message component and severity. Use
the Buffered Log Configuration page to set the administrative status and behavior of logs in the system buffer.

To access the Buffered Log Configuration page, click LAN > Administration > Log > Buffered Log Configuration
in the navigation tree.

Buffered Log Configuration

Admin Status Enabled |+
Behavior Wrap %

Figure 42: Buffered Log Configuration

¢ If you change the buffered log settings, click Submit to apply the changes to the system. To preserve the
changes after a system reboot, you must perform a save.
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Viewing Buffered Log Messages

Use the Buffered Log page to view the log messages in the system buffer. The newest messages are displayed
at the bottom of the page.

To access the Buffered Log page, click LAN > Monitoring > Log > Buffered Log in the navigation menu.

N Buffered Logs

Total number of Messages 327542 (displaying only the last 128 messages)

<14> JAN 18 00:49:25 10.27.65.145-1 UNKN[148385648]: discover.c(2441) 327418 %% Unknown IE type:33.

<14> JAN 18 00:49:25 10.27.65.145-1 UNKN[148385648): discover.c(2441) 327419 %% Unknown IE type:274.

<14= JAN 18 00:49:39 10.27.65.145-1 UNKN[46011648]: dhcp_prot.c{2917) 327420 %% I7_get_bootp_option(): TAG 15 not found in the buffer
<14= JAN 18 00:49:46 10.27.65.145-1 UNKN([148385648]: discover.c(2264) 327421 %% Received discovery message from local IP address.

Make sure that the discovery ip list on this switch doesn't contain its own P address.

<14> JAN 18 00:49:46 10.27.65.145-1 UNKN[148385648]: discover.c(2441) 327422 %% Unknown IE type:33.

<14= JAN 18 00:49:46 10.27.65.145-1 UNKN[148385648]: discover.c(2441) 327423 %% Unknown IE type:274.

<14 JAN 18 00:49:54 10.27.65.145-1 UNKN[46011648]: dhcp_prot.c(2917) 327424 %% I7_get_bootp_option(): TAG 15 not found in the buffer

Figure 43: Buffered Log

Table 35: Buffered Log Fields

Field Description

Total Number of Messages = Shows the number of buffered messages the system has logged. Only the 128
most recent entries are displayed on the page.

The rest of the page displays the buffered log messages. The following example shows a log message:
<15>Aug 24 ©05:34:05 STKO MSTP[2110]: mspt_api.c(318) 237 %% Interface 12 transitioned to root state
on message age timer expiry

This log message has a severity level of 7 (15 mod 8), which is a debug message. The system is not stacked
(STKO). The message was generated by the MSTP component running in thread ID 2110. The message was
generated on August 24 05:34:05 by line 318 of file mstp_api.c. This is the 237t message logged.

¢ Click Refresh to update the page with the latest messages.
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Command Logger Configuration

Use the Command Logger Configuration page to enable the system to log all CLI commands issued on the
system. The command log messages are interleaved with the other system logs messages.

To access the Command Logger Configuration page, click LAN > Administration > Log > Command Logger
Configuration in the navigation menu.

Command Logger Configuration

Admin Mode Disabled |v|

Figure 44: Command Logger Configuration

Table 36: Command Logger Configuration Fields

Field Description

Admin Mode This field determines whether to log CLI commands in the system log file.

¢ Enable: The system logs CLI commands. The commands appear in
messages on the Buffered Log page. For example, the following log
messages shows when the CLI command show logging buffered was
issued, from which IP address the command was issued, and the name of
the user who issued the command:

<5> NOV 29 22:25:00 10.254.24.172-1 UNKN[243420816]:
cmd_logger_api.c(87) 34 %% CLI:10.254.24.65:admin:show
logging buffered

¢ Disable: This system does not log CLI commands.

e If you change the administrative mode, click Submit to apply the change to the system.
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Console Log Configuration

Use the Console Log Configuration page to control logging to any serial device attached to the switch.

To access the Console Log Configuration page, click LAN > Administration > Log > Console Log Configuration
in the navigation menu.

Console Log Configuration

Admin Status .Enahled b

Severity Filter Debug v

Figure 45: Console Log Configuration

Table 37: Console Log Configuration Fields

Field Description

Admin Status From the menu, select whether to enable or disable console logging. The
default is disabled.

¢ Enabled: Prints log messages to the device attached to the switch serial
port.

¢ Disabled: Log messages do not print to the device attached to the switch
serial port.

Severity Filter Use the menu to select the severity of the logs to print to the console. Logs
with the severity level you select and all logs of greater severity print. For
example, if you select Error, the logged messages include Error, Critical, Alert,
and Emergency. The default severity level is Alert(1). The severity can be one
of the following levels:

e Emergency (0): The highest level warning level. If the device is down or not
functioning properly, an emergency log is saved to the device.

e Alert (1): The second highest warning level. An alert log is saved if there is
a serious device malfunction, such as all device features being down.

e Critical (2): The third highest warning level. A critical log is saved if a critical
device malfunction occurs, for example, two device ports are not
functioning, while the rest of the device ports remain functional.

e Error (3): A device error has occurred, such as if a port is offline.

e Warning (4): The lowest level of a device warning.

* Notice (5): Provides the network administrators with device information.
¢ Informational (6): Provides device information.

¢ Debug (7): Provides detailed information about the log. Debugging should
only be entered by qualified support personnel.

¢ If you make any changes to the page, click Submit to apply the change to the system.
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Event Log

Use the Event Log page to display the event log, which is used to hold error messages for catastrophic events.
After the event is logged and the updated log is saved in flash memory, the switch will be reset. The log can
hold at least 2,000 entries (the actual number depends on the platform and 0OS), and is erased when an attempt
is made to add an entry after it is full. The event log is preserved across system resets.

To access the Event Log page, click LAN > Monitoring > Log > System Log in the navigation tree.

EventLog

Entry Filename Line TasklD Code Time
00001: EVENT= bootos.c 170 OFFFFD20 AAAALAAA 0008
00002 EVENT>  usmdb_sim.c 1897 02F9CBAD 00000000 02349
35

00003: EVENT>  bootos.c 170 OFFFFD20 AAAAAAAA 0008
00004: EVENT>  usmdb_sim.c 1897 02FCDT80 00000000 045633
00005: EVENT>  bootos.c 170 OFFFFD20 AAAAAAAA 0008
00006: EVENT>  usmdb_sim.c 1897 02FB8000 00000000 012032
00007: EVENT>  bootos.c 170 OFFFFD20 AAAAAAAA 0008
00008: EVENT>  bootos.c 170 OFFFFD20 AAMAMAAA 0008
00009: EVENT>  bootos.c 170 OFFFFD20 AALAAARL 0008
00010: EVENT> usmdb_simc 1897 02FDC198 00000000 3216 32

Figure 46: Event Log

Table 38: Event Log Fields

Field Description

Entry The number of the entry within the event log. The most recent entry is first.

Filename The D-Link DWS-4000 Series source code filename identifying the code that
detected the event.

Line The line number within the source file of the code that detected the event.

Task ID The 0S-assigned ID of the task reporting the event.

Code The event code passed to the event log handler by the code reporting the
event.

Time The time the event occurred, measured from the previous reset.

¢ Click Refresh to update the page with the latest log entries.

D-Link Unified Wired and Wireless Access System
November 2011 Page 114



D-Link UWS User Manual Managing and Viewing Logs

Hosts Configuration

Use the Host Configuration page to configure remote logging hosts where the switch can send logs. To enable
remote logging, see “Syslog Configuration” on page 119.

To access the Host Configuration page, click LAN > Administration > Log > Host Configuration in the navigation
tree.

Figure 47 shows the Host Configuration page in its default state, before any logging hosts are added.

Hosts Configuration

Host Add [~
IP Address or Hostname | (X XXX/ 1to 64 Alphanumeric Characters)
IP Address Type Unknown |

Figure 47: Host Configuration

After you add a logging host, the screen displays additional fields, as Figure 48 shows

Hosts Configuration

Host 10.254.21.68 |+
IP Address or Hostname [102542168 (X XXX/ 1to64 Alphanumeric Characters)
IP Address Type IPv4 v
Status Active B
Port [(14 (110 65535)
Severity Filter Critical (2) v
[ submit | [ Delete |[ Refresh |

Figure 48: Host Configuration with Logging Host

Adding a Remote Logging Host

Use the following procedures to add, configure, or delete a remote logging host.

1. From the Host field, select Add to add a new host, or select the IP address of an existing host to configure
the host.

If you are adding a new host, enter the IP address of the host in the IP Address field and click Submit. The
screen refreshes, and additional fields appear.

2. Inthe Port field, type the port number on the remote host to which logs should be sent.
3. Select the severity level of the logs to send to the remote host.

4. Click Submit to apply the changes to the system.
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Deleting a Remote Logging Host

To delete a remote logging host from the configured list, select the IP address of the host from the Host field,
and then click Delete.

Persistent Log Configuration

The persistent log is stored in persistent storage, which means that the log messages are retained across a
switch reboot.

e The first log type is the system startup log. The system startup log stores the first N messages received
after system reboot. This log always has the log full operation attribute set to stop on full and can store up
to 32 messages.

¢ The second log type is the system operation log. The system operation log stores the last N messages
received during system operation. This log always has the log full operation attribute set to overwrite. This
log can store up to 1000 messages.

Either the system startup log or the system operation log stores a message received by the log subsystem that
meets the storage criteria, but not both. In other words, on system startup, if the startup log is configured, it
stores messages up to its limit. The operation log, if configured, then begins to store the messages.

The system keeps up to three versions of the persistent logs, named <FILE>1.txt, <FILE>2.txt, and <FILE>3.txt.
Upon system startup, <FILE>3.txt is removed, <FILE>2.txt is renamed <FILE>3.txt, <FILE>1.txt is renamed
<FILE>2.txt, <FILE>1.txt is created and logging begins into <FILE>1.txt. (Replace <FILE> in the above example to
specify olog for the operation log and slog for the startup log.)

The local persistent logs can be retrieved via the Web or CLI, or via xmodem over the local serial cable.
Use the Persistent Log Configuration page to enable or disable persistent logging and to set the severity filter.

To access the Persistent Log Configuration page, click LAN > Administration > Log > Persistent Logger
Configuration in the navigation menu.

Persistent Log Configuration

Admin Status Enabled v.
Severity Filter Alert v|

Figure 49: Persistent Log Configuration
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Table 39: Persistent Log Configuration Fields

Field

Description

Admin Status

Select whether to enable or disable persistent logging. The default is disabled.

e Enabled: Prints log messages to the device attached to the switch serial
port.

¢ Disabled: Log messages do not print to the device attached to the switch
serial port.

Severity Filter

Use the menu to select the severity of the logs to print to the console. Logs
with the severity level you select and all logs of greater severity print. For
example, if you select Error, the logged messages include Error, Critical, Alert,
and Emergency. The default severity level is Alert(1). The severity can be one
of the following levels:

¢ Emergency (0): The highest level warning level. If the device is down or not
functioning properly, an emergency log is saved to the device.

e Alert (1): The second highest warning level. An alert log is saved if there is
a serious device malfunction, such as all device features being down.

¢ Critical (2): The third highest warning level. A critical log is saved if a critical
device malfunction occurs, for example, two device ports are not
functioning, while the rest of the device ports remain functional.

e Error (3): A device error has occurred, such as if a port is offline.

e Warning (4): The lowest level of a device warning.

¢ Notice (5): Provides the network administrators with device information.
¢ Informational (6): Provides device information.

¢ Debug (7): Provides detailed information about the log. Debugging should
only be entered by qualified support personnel.

¢ If you make any changes to the page, click Submit to apply the change to the system.

D-Link
November 2011

Unified Wired and Wireless Access System
Page 117



D-Link UWS User Manual

Managing and Viewing Logs

Persistent Log

Use the Persistent Log page to view the persistent log messages.

To access the Persistent Log page, click LAN > Monitoring > Log > Persistent Log in the navigation tree menu.

Persistent Logs

Mumber of Persistent Messages 32
00001 : <14> JAN 01 00:00:29 222.2.2.2-1 UNKN[163660704]: cp_cluster.c(2586) 15 %% cpClusterMemberEventCallback:
Failed to delete peer switch 00:17:9a:95:1f 0c.

00002 : <15> JAN 01 00:00:29 222.2.2.2-1 WIRELESS[163660704]: cluster_util.c(1040) 16 %% Handling event LOCAL SWITCH
LEFT for 00:17:9a:95:1f:0c failed

00003 : <13> JAN 01 00:00:29 222.2.2. 2-1 TRAPMGR[47051512]: traputil.c(598) 17 %% Link Up: 0/1

00004 : <13> JAN 01 00:00:30 222.2 2 2-1 TRAPMGR[47051512]: traputil.c(598) 18 %% Link Up: VLAN- 103

00005 : <13= JAN 01 00:00:35 222.2 2 2-1 TRAPMGR[61177936]: traputil.c(598) 19 %% Cold Start: Unit: 0

00006 - <14> JAN 01 00:00:43 222 2 2 2-1 UNKN[163703800]: wdm.c(713) 20 %% Wireless system IP address changed to
101.2.0.2

00007 : <14= JAN 01 00:00:48 222 2 2 2-1 UNKN[147403384]: wireless_ssl_util.c{942) 21 %% WIRELESS_SSL: Successfully
loaded all required SSL PEM files

Figure 50: Persistent Log

Table 40: Persistent Log Fields

Field

Description

Total Number

of Messages  Shows the number of persistent messages the system has logged.

The rest of the

page displays the log messages. The following example shows a log message:

<15>Aug 24 05:34:05 STKO MSTP[2110]: mspt_api.c(318) 237 %% Interface 12 transitioned to root state
on message age timer expiry

This log message has a severity level of 7 (15 mod 8), which is a debug message. The system is not stacked
(STKO). The message was generated by the MSTP component running in thread ID 2110. The message was
generated on August 24 05:34:05 by line 318 of file mstp_api.c. This is the 237t message logged.

¢ Click Refresh to refresh the page with the latest log entries.
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Syslog Configuration

Use the Syslog Configuration page to allow the switch to send log messages to the remote logging hosts
configured on the system.

To access the System Log Configuration page, click LAN > Administration > Log > System Log Configuration in
the navigation tree.

Syslog Configuration

Admin Status Disable |v

Local UDP Port [s14 (110 65535)
Messages Received 64664

Messages Dropped 0

Messages Relayed 0

Figure 51: System Log

Table 41: Syslog Configuration Fields

Field Description
Admin Status Specifies whether to send log messages to the remote syslog hosts configured on the
switch:

¢ Enable: Messages will be sent to all configured hosts (syslog collectors or relays)
using the values configured for each host. For information about syslog host
configuration, see “Hosts Configuration” on page 115.

¢ Disable: Stops logging to all syslog hosts. Disable means no messages will be sent
to any collector/relay.

Local UDP Port Specifies the port on the switch from which syslog messages are sent. The default
port is 514.

Messages Received The number of messages received by the log process. This includes messages that are
dropped or ignored.

Messages Dropped The number of messages that could not be processed due to error or lack of
resources.

Messages Relayed The number of messages forwarded by the syslog function to a syslog host. Messages

forwarded to multiple hosts are counted once for each host.

¢ If you make any changes to the page, click Submit to apply the change to the system.
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Trap Log

Use the Trap Log page to view the entries in the trap log. For information about how to copy the file to a TFTP
server, see “Upload File From Switch (TFTP)” on page 171.

To access the Trap Log page, click LAN > Monitoring > Log > Trap Log in the navigation menu.

Trap Log
Number of Traps Since Last Reset 3
Trap Log Capacity 256
Number of Traps Since Log Last Viewed 3
Log System Up Time Trap
0 0 days 02:24:31 Failed User Login: Unit: 1 User ID: @
1 0 days 00:25:08 Link Up: 011
2 0 days 00:00:30 Cold Start: Unit: 0

Figure 52: Trap Log

Table 42: Trap Log Fields

Field

Description

Number of Traps Since Last
Reset

The number of traps generated since the trap log entries were last cleared.

Trap Log Capacity

The maximum number of traps stored in the log. If the number of traps
exceeds the capacity, the entries will overwrite the oldest entries.

Number of Traps Since Log
Last Viewed

The number of traps that have occurred since the traps were last displayed.
Displaying the traps by any method (terminal interface display, Web display,
upload file from switch, etc.) will cause this counter to be cleared to O.

Log

The sequence number of this trap.

System Up Time

The time at which this trap occurred, expressed in days, hours, minutes and
seconds since the last reboot of the switch.

Trap

Displays the information identifying the trap.

e Click Clear Log to clear all entries in the log. Subsequent displays of the log will only show new log entries.
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Defining SNMP Parameters

Simple Network Management Protocol (SNMP) provides a method for managing network devices. The device
supports SNMP version 1, SNMP version 2, and SNMP version 3. The Web interfaces supports configuration of
SNMPv1 and v2; SNMPv3 is supported only in the CLI.

SNMP v1 and v2

The SNMP agent maintains a list of variables, which are used to manage the device. The variables are defined
in the Management Information Base (MIB). The MIB presents the variables controlled by the agent. The SNMP
agent defines the MIB specification format, as well as the format used to access the information over the
network. Access rights to the SNMP agent are controlled by access strings.

SNMP v3

SNMP v3 also applies access control and a new traps mechanism to SNMPv1 and SNMPv2 PDUs. In addition,
the User Security Model (USM) is defined for SNMPv3 and includes:

¢ Authentication: Provides data integrity and data origin authentication.

e Privacy: Protects against disclosure of message content. Cipher-Bock-Chaining (CBC) is used for
encryption. Either authentication is enabled on an SNMP message, or both authentication and privacy are
enabled on an SNMP message. However privacy cannot be enabled without authentication.

¢ Timeliness: Protects against message delay or message redundancy. The SNMP agent compares incoming
message to the message time information.

¢ Key Management: Defines key generation, key updates, and key use.

The device supports SNMP notification filters based on Object IDs (OID). OIDs are used by the system to
manage device features. SNMP v3 supports the following features:

e Security
e Feature Access Control
e Traps

Authentication or Privacy Keys are modified in the SNMPv3 User Security Model (USM).

Use the SNMP page to define SNMP parameters. To display the SNMP page, click LAN > Administration > SNMP
Manager in the navigation tree.
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SNMP Community Configuration

Access rights are managed by defining communities on the SNMPv1, 2 Community page. When the community
names are changed, access rights are also changed. SNMP Communities are defined only for SNMP v1 and

SNMP v2.

Use the Community Configuration page to enable SNMP and Authentication notifications.

To display the Community Configuration page, click LAN > Administration > SNMP Manager> SNMP
Community Table in the navigation tree.

Community

Client IP Address
Client IP Mask
Access Mode
Status

public
private

SNMP Community Configuration

SNMP Community Name

public %
o000
Read Only |+
Enable |+
NP Community Name _____[Client IP Address —[Client IP Mask ___[Access Mode __[Siatus |
0.0.0.0 0.0.0.0 Read Only Enable
0.0.0.0 0.0.0.0 Read/Write Enable

Figure 53: SNMP Community Configuration

Table 43: Community Configuration Fields

Field

Description

Community

Contains the predefined and user-defined community strings that act as a
password and are used to authenticate the SNMP management station to the
device. A community string can contain a maximum of 20 characters. By
default, the options available in the menu are as follows:

¢ public: This SNMP community has Read Only privileges and its status set to
enable

e private: This SNMP community has Read/Write privileges and its status set
to enable.

e Create: Use this option to create a new user-defined community string.

SNMP Community Name

Use this field to reconfigure an existing community or to create a new one. A
valid entry is a case-sensitive string of up to 16 characters.

Client IP Address

Taken together, the Client IP Address and Client IP Mask denote a range of IP
addresses from which SNMP clients may use that community to access this
device. If either (IP Address or IP Mask) value is 0.0.0.0, access is allowed from
any IP address. Otherwise, every client's IP address is ANDed with the mask, as
is the Client IP Address, and, if the values are equal, access is allowed. For
example, if the Client IP Address and Client IP Mask parameters are
192.168.1.0/255.255.255.0, then any client whose IP address is 192.168.1.0
through 192.168.1.255 (inclusive) will be allowed access. To allow access from
only one station, use a Client IP Mask value of 255.255.255.255, and use that
machine's IP address for Client IP Address.
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Table 43: Community Configuration Fields (Cont.)

Field Description

Client IP Mask Along with the Client IP Address, the Client IP Mask denotes a range of IP
addresses from which SNMP clients may use that community to access this
device.

Access Mode Specify the access level for this community:

¢ Read-Only: The Community has read only access to the MIB objects
configured in the view.

e Read-Write: The Community has read/modify access to the MIB objects
configured in the view.

Status Specify the status of this community:

¢ Enable: The community is enabled, and the Community Name must be
unique among all valid Community Names or the set request will be
rejected.

¢ Disable: The Community is disabled and the Community Name becomes
invalid.

¢ If you make any changes to the page, click Submit to apply the changes to the system. If you create a new
Community, it is added to the table below the Submit button.

¢ C(lick Delete to delete the selected SNMP Community.

Trap Receiver Configuration

Use the Trap Receiver Configuration page to configure information about the SNMP community and the trap
manager that will receive its trap packets.

To access the Trap Receiver Configuration page, click LAN > Administration > SNMP Manager > Trap Receiver
Configuration from the navigation tree.

SNMP Trap Receiver Configuration

SNMP Trap Name Create v/

SNMP Trap Name (1to 16 characters)
SNMP Version SNMP V1 [v|

Protocol IPv4 v

IP Address/Host Name

Status Enable |v|
SNMP Trap Name SNMP Version IP Address IPv6 Address

Figure 54: Trap Receiver Configuration
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Table 44: Trap Receiver Configuration Fields

Field Description

SNMP Trap Name Select Create, to configure the SNMP trap name for the SNMP trap packet to
be sent to the trap manager.

If you have already configured an SNMP trap name, you can select it from the
drop-down menu to change the settings or delete it.

SNMP Trap Name When the previous field is set to Create, enter the SNMP trap name for the
SNMP trap packet to be sent to the trap manager. This may be up to 16
characters and is case sensitive.

SNMP Version Select the trap version to be used by the receiver from the pull down menu:
e SNMP v1. Uses SNMP v1 to send traps to the receiver.
e SNMP v2. Uses SNMP v2 to send traps to the receiver.

Protocol Select the type of protocol used for the SNMP Trap Receiver Configuration:
¢ IPv4. Choose IPv4 to enter the address in IPv4 format.
¢ IPv6. Choose IPv6 to enter the address in IPv6 format.

IP Address/Host Name Enter the IP address in dotted-decimal format of the system that receives
SNMP traps from the switch. Alternatively, you can enter the hostname of the
trap receiver

Status Select the receiver's status from the pulldown menu:
¢ Enable: Send traps to the receiver
¢ Disable: Do not send traps to the receiver.

If you make any changes to the page, click Submit to apply the changes to the system. If you want the switch
to retain the new values across a power cycle, you must perform a save.

Trap Flags

Use the Trap Flags page to enable or disable traps at a component level that the switch can send to an SNMP
manager. When the condition identified by an active trap is encountered by the switch, a trap message is sent
to any enabled SNMP Trap Receivers, and a message is written to the trap log. If the component level trap flag
is disabled, then no trap is sent to the SNMP Manager even if the individual traps in that component are
enabled.

To access the Trap Flags page, click LAN > Administration > SNMP Manager > Trap Flags page.
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Authentication

Link Up/Down

Multiple Users

Spanning Tree

ACL Traps

Captive Portal Trap Mode

Trap Flags Configuration

Enable |+
Enable ||
Enable ||
Enable ||
Disable ||

Disable ||

Figure 55: Trap Flags Configuration

Table 45: Trap Flags Configuration Fields

Field

Description

Authentication

Enable or disable activation of authentication failure traps by selecting the
corresponding line on the pulldown entry field. The factory default is
enabled.

Link Up/Down

Enable or disable activation of link status traps by selecting the
corresponding line on the pulldown entry field. The factory default is
enabled.

Multiple Users

Enable or disable activation of multiple user traps by selecting the
corresponding line on the pulldown entry field. The factory default is
enabled. This trap is triggered when the same user ID is logged into the
switch more than once at the same time (either via telnet or the serial
port).

Spanning Tree

Enable or disable activation of spanning tree traps by selecting the
corresponding line on the pulldown entry field. The factory default is
enabled.

ACL Traps

Enable or disable activation of ACL traps by selecting the corresponding
line on the pulldown entry field. The factory default is disabled.

Captive Portal

Enable or disable allowing the SNMP agent on the switch to generate
captive portal SNMP traps. The factory default is Disable which prevents
the SNMP agent on the switch from generating any captive portal SNMP
traps, even if they are individually enabled.

If you make any changes to this page, click Submit to apply the changes to the system.
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Supported MIBs

The Supported MIBs page lists the MIBs that the system currently supports.

To access the Supported MIBs page, click LAN > Monitoring > Supported MIBs in the navigation menu. A
portion of the web screen is shown Figure 56.

Name _________ [Descripton |

RFC 1907 - SNMPv2-MIB The MIB module for SNMPv2 entities

RFC 2819 - RMON-MIB Remote Network Monitoring Management Information Base

DLINK-SWITCH-REF-MIB DLINK Reference

SHNMP-COMMUNITY-MIB This MIB module defines objects to help support coexistence between SNMPv1,
SNMPv2, and SNMPv3.

SNMP-FRAMEWORK-MIB The SNMP Management Architecture MIB

SNMP-MPD-MIB The MIB for Message Processing and Dispatching

SNMP-NOTIFICATION-MIB The Notification MIB Module

SNMP-TARGET-MIB The Target MIB Module

SNMP-USER-BASED-SM-MIB The management information definitions for the SNMP User-based Security Model.

SNMP-VIEW-BASED-ACM-MIB The management information definitions for the View-based Access Control Model
for SNMP.

USM-TARGET-TAG-MIB SNMP Research, Inc.

DLINK-POWER-ETHERNET-MIB D-Link dwsSeriesPower Ethernet Extensions MIB

Figure 56: Supported MIBs

Table 46: Supported MIBs Fields

Field Description

Name The RFC number if applicable and the name of the MIB.

Description The RFC title or MIB description.
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Managing the DHCP Server

DHCP is generally used between clients (e.g., hosts) and servers (e.g., routers) for the purpose of assigning IP
addresses, gateways, and other networking definitions such as DNS, NTP, and/or SIP parameters. The DHCP
Server folder contains links to web pages that define and display DHCP parameters and data.

Global Configuration
Use the Global Configuration page to configure DHCP global parameters.

To display the page, click LAN > Administration > DHCP Server > Global Configuration in the navigation tree.

DHCP Server Global Configuration '

Admin Mode Disable IV|

Ping Packet Count ’2— {0 2to 10)
Conflict Logging Mode Enable V|

Bootp Automatic Mode Disable |v |

Add Excluded Addresses *

From W
To T

Delete Excluded Addresses

“Address in To text box is specified to Exclude a range of addresses and left blank in order to Exclude a single address.

Figure 57: DHCP Server Global Configuration

Table 47: DHCP Server Global Configuration Fields

Field Description

Admin Mode Enables or disables DHCP server operation on the switch. The default value is
Disable.

Ping Packet Count Specifies the number of packets a server sends to a Pool address to check for

duplication as part of a ping operation. Default value is 2. The valid range is (0O,
2 to 10). Setting the value to 0 disables the function.

Conflict Logging Mode Specifies whether to enable or disable conflict logging on a DHCP Server. The
default value is Enable.

Bootp Automatic Mode Specifies whether to enable or disable Bootp for dynamic pools.

Enable Allows the allocation of the addresses in the automatic address pool to the
BootP client.

Disable Does not use the automatic address pool addresses for BootP clients. This is

the default value.
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Table 47: DHCP Server Global Configuration Fields (Cont.)

Field

Description

Add Excluded Addresses

Use the From and To fields to specify the IP addresses that the server should
not assign to the client. If you want to exclude a range of addresses, set the
range boundaries.

Note: It is strongly recommended not to add thousands of addresses in the
range. The larger the range, more time will be taken by the DHCP server to
assign an IP address.

From

To exclude an address range, specify the low address in the range.To specify a
single address to exclude, enter the address in the From field and leave the To
field at the default value of 0.0.0.0. For example, in Figure 58 on page 129, the
user is adding the address 192.168.17.100 to the excluded addresses list.

To

To exclude an address range, specify the high address in the range. To exclude
a single address, do not enter a value in this field.

Delete Excluded Addresses

After you add excluded addresses, they appear below this field title, as
Figure 58 on page 129 shows. Each address or address range has a check box
next to it.

¢ If you change any settings or add an excluded address range, click Submit to apply the changes to the
system. Each time you enter a value in the From or To fields, click Submit to add the address or address
range to the excluded address list.

¢ To Delete an address or address range from the excluded address list, select one or more check box
beneath the Delete Excluded Addresses field and click Submit.
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Pool Configuration

Use the DHCP Pool Configuration page to create the pools of addresses that can be assigned by the server.

To access the Pool Configuration page, click LAN > Administration > DHCP Server > Pool Configuration in the
navigation tree.

In Figure 58, some of the blank fields where you add IP addresses have been edited out of the image for display
purposes. You can add up to eight addresses in the Default Router Addresses, DNS Server Addresses, NetBIOS
name Server Addresses and IP Address Value fields.

If you select Dynamic or Manual from the Type of Binding drop-down menu, the screen refreshes and a slightly
different set of fields appears.

DHCP Server Pool Configuration

Pool Name
Pool Name
Type of Binding
Lease Time
Days

Hours

Minutes

Default Router Addresses

DNS Server Addresses

NetBIOS Name Server Addresses

Create V

|

Unallocated _'j{_|

Specified Duration v

{0 to 59)
(0t0 22)

(0 to 86399)

—

(1 to 31 Alphanumenic Characters)

Figure 58: Pool Configuration
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Table 48: Pool Configuration Fields

Field Description

Pool Name For a user with read/write permission, this field would show names of all the existing
pools along with an additional option Create. When the user selects Create, another
text box, Pool Name, appears where the user may enter name for the Pool to be
created.For a user with read-only permission, this field would show names of the
existing pools only.

Pool Name This field appears when the user with read-write permission has selected Create in the
Drop Down list against Pool Name. Specifies the Name of the Pool to be created. Pool
Name can be up to 31 characters in length.

Type of Binding Specifies the type of binding for the pool.
¢ Unallocated: The addresses are not assigned to a client.
e Dynamic: The IP address is automatically assigned to a client by the DHCP server.

e Manual: You statically assign an IP address to a client based on the client’s MAC
address.

Network Number If you specify Dynamic as the type of binding, this field appears. Specifies the network
number (host bits) for a DHCP address of a dynamic pool. For example, if 192.168.5.0
is the network numberand 255.255.255.0 is the network mask (or a prefix length of 24)
for the pool, the IP addresses in the pool range from 192.168.5.1 - 192.168.5.254.

Network Mask For dynamic bindings, this field specifies the subnet mask for a DHCP address of a
dynamic pool. You can enter a value in Network Mask or Prefix Length to specify the
subnet mask, but do not enter a value in both fields.

Prefix Length For dynamic bindings, this field specifies the subnet number for a DHCP address of a
dynamic pool. You can enter a value in Network Mask or Prefix Length to specify the
subnet mask, but do not enter a value in both fields. The valid range is 0 to 32.

Client Name For manual bindings, this field specifies a name for the client to which the DHCP server
will statically assign an IP address. This field is optional.

Hardware Address  For manual bindings, this field specifies the MAC address of the hardware platform of
the DHCP client.

Hardware Address For manual bindings, this field specifies the protocol of the hardware platform of the

Type DHCP client. Valid types are ethernet and ieee802. Default value is ethernet.
Client ID For manual bindings, this field specifies the Client Identifier for DHCP manual Pool.
Host Number For manual bindings, this field specifies the IP address to be statically assigned to a

DHCP client. The host can be set only if at least one among of Client Identifier or
Hardware Address is specified. Deleting Host would delete Client Name, Client ID,
Hardware Address for the Manual Pool and set the Pool Type to Unallocated.

Host Mask For manual bindings, this field specifies the subnet mask to be statically assigned to a
DHCP client. You can enter a value in Host Mask or Prefix Length to specify the subnet
mask, but do not enter a value in both fields.

Prefix Length For manual and dynamic bindings, this field specifies the subnet mask for a manual
binding to a DHCP client. You can enter a value in Network Mask or Prefix Length to
specify the subnet mask, but do not enter a value in both fields. The valid range is
Oto 32.
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Table 48: Pool Configuration Fields (Cont.)

Field Description

Lease Time Specifies the type of lease to assign clients:

¢ Infinite: For dynamic bindings, an infinite least time is a lease period of 60 days. For
manual bindings, an infinite lease time means the lease period does not expire.

e Specified Duration: Allows you to specify the lease period. The default value is
Specified Duration.

¢ Db-node Broadcast: Uses broadcasted queries.

Days For a Specified Duration lease time, this field specifies the number of days for the lease
period. The default value is 1, and the valid range is 0-59.

Hours For a Specified Duration lease time, this field specifies the number of hours for the
lease period. The default value is 1, and the valid range is 0-1439.

Minutes For a Specified Duration lease time, this field specifies the number of minutes for the
lease period. The default value is 1, and the valid range is 0-86399.

Default Router Specifies the list of default router IP addresses for the pool. You can specify up to eight

Addresses addresses in order of preference.

DNS Server Addresses Specifies the list of DNS server IP addresses for the pool. You can specify up to eight
addresses in order of preference.

NetBIOS Name Server Specifies the list of NetBIOS name server IP addresses for the pool. You can specify up
Addresses to eight addresses in order of preference.

NetBIOS Node Type Specifies the NetBIOS node type for DHCP clients:
¢ p-node Peer-to-Peer: Uses point-to-point name queries to a name server.
¢ m-node Mixed: Uses broadcasts first, then uses queries the name server.
¢ h-node Hybrid: Uses queries the name server first, and then uses broadcasts.

Next Server Address Specifies the IP address of the next server in the client’s boot process, such as a TFTP

server.

Domain Name Specifies the domain name for a DHCP client. The domain name can be up to 255
characters in length.

Bootfile Specifies the name of the default boot image for a DHCP client. The file name can be
up to 128 characters in length.

Add Options The rest of the fields on the page allow you to add and configure DHCP options. See RFC
2132 for more information about DHCP options.

Code Specifies the DHCP option code. The valid range is 1-254.

Ascii Value Specifies an NVT ASCII character string.

Hex Value Specifies dotted hexadecimal data. Each byte in hexadecimal character strings is 2

hexadecimal digits. Each byte can be separated by a colon or white space. A period
separates 2 bytes/4 hexadecimal digits.

IP Address Values Specifies the Option IP addresses.

* After you configure values for the DHCP address pool, click Submit to create the pool and apply the
changes to the system.

¢ To delete a pool, select the pool from the Pool Name drop-down menu and click Delete.
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Pool Options

Use the Pool Options page to configure DHCP options that the DHCP server can pass to the client. For more
information about DHCP options, see RFC 2132.

To access the Pool Options page, click LAN > Administration > DHCP Server > Pool Options in the navigation
menu.

If no DHCP pools exist, the Pool Options page does not display the fields shown in Figure 59.

DHCP Server Pool Options

Pool Name Pool-1 .V[
Oplion Code Option Type Option Value

Figure 59: Pool Options
If any DHCP pools are configured on the system, the Pool Options page contains the following fields:

Table 49: Pool Options Fields

Field Description

Pool Name Select the DHCP pool to with the options you want to view or configure.
Option Code Displays the DHCP option code configured for the selected Pool.

Option Type Specifies the type of option associated with the option code configured for the

selected pool. The possible values are as follows:

¢ Ascii: The option type is a text string.

¢ Hex: The option type is a hexadecimal number.
e IP Address: The option type is an IP address.

Option Value Shows the option to be passed to from the DHCP server to the client.

Delete Option Code To delete an option code for the selected Pool, enter the option code in the
folder and click Delete. This button is not visible to a user with read-only
permission.
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Reset Configuration

Use the Reset Configuration page to clear IP address bindings between that the DHCP server assigned to the
client.

To access the Reset Configuration page, click LAN > Administration > DHCP Server > Reset Configuration in the
navigation tree.

DHCP Server Reset Configuration

Clear All Dynamic Bindings :'

Figure 60: Reset Configuration

Table 50: Reset Configuration Fields

Field Description

Clear Specifies what to clear from the DHCP server database:
¢ All Dynamic Bindings: Deletes all dynamic bindings from all address pools.
¢ Specific Dynamic Binding: Deletes the specified binding.

¢ All Address Conflicts: Deletes all address conflicts from the DHCP server
database.

¢ Specific Address Conflict: Deletes a specified conflicting address from the
database.

Clear IP Address If you select Specific Dynamic Bindings or Specific Address Conflicts from the
Clear field, the screen refreshes and the Clear IP Address field appears. Enter
the specific IP address to clear from the DHCP server.

e After you select the bindings or conflicts to clear and, if necessary, enter the specific IP address, click Clear
to remove the binding from the DHCP server.
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DHCP Server Summary

Bindings Information

Use the DHCP Server Bindings Information page to view information about the IP address bindings in the DHCP
server database.

To access the DHCP Server Bindings Information page, click LAN > Monitoring > DHCP Server Summary >
Binding Information in the navigation tree.

DHCP Server Bindings Information

DHCP Binding All Bindings ||
IP Address Hardware Address Lease Time Left

Figure 61: Bindings Information

Table 51: Bindings Information Fields

Field Description

DHCP Binding Select the bindings to display:
¢ All Bindings: Show all bindings.

¢ Specific Binding: Show a specific binding. When you select this option, the
screen refreshes, and the Binding IP Address field appears.

Binding IP Address Specify the IP address for which you want to view binding information. This
field is only available if you select Specific Binding from the DHCP Binding
field.

IP Address Displays the client IP address.

Hardware Address Displays the client MAC address.

Lease Time Left Shows the remaining time left in the lease in Days, Hours and Minutes
dd:hh:mm format.

Pool Allocation Type Shows the type of binding, which is dynamic or manual.

¢ If you change any settings, click Submit to apply the changes to the system.
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Server Statistics

Use the DHCP Server Statistics page to view information about the DHCP server bindings and messages.

To access the Server Statistics page, click LAN > Monitoring > DHCP Server Summary > Server Statistics in the

navigation menu.

Automatic bindings
Expired bindings

Malformed messages

Message Received
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

Message Sent
DHCPOFFER
DHCPACK
DHCPNAK

DHCP Server Statistics

o O o o o

0
0
0

[Refresh] |  ClearServer Statistics |

Figure 62: Server Statistics

Table 52: Server Statistics Fields

Field

Description

Automatic Bindings

Shows the number of automatic bindings on the DHCP server.

Expired Bindings

Shows the number of expired bindings on the DHCP server.

Malformed Messages

Shows the number of the malformed messages.

Message Received

DHCPDISCOVER

Shows the number of DHCPDISCOVER messages received by the DHCP server.

DHCPREQUEST Shows the number of DHCPREQUEST messages received by the DHCP server.
DHCPDECLINE Shows the number of DHCPDECLINE messages received by the DHCP server.
DHCPRELEASE Shows the number of DHCPRELEASE messages received by the DHCP server.
DHCPINFORM Shows the number of DHCPINFORM messages received by the DHCP server.
DHCPOFFER Shows the number of DHCPOFFER messages sent by the DHCP server.
DHCPACK Shows the number of DHCPACK messages sent by the DHCP server.
DHCPNAK Shows the number of DHCPNAK messages sent by the DHCP server.
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e Click Refresh to update the information on the screen.

¢ Click Clear Server Statistics to reset all counters to zero.

Conflicts Information

Use the Conflicts Information page to view information on hosts that have address conflicts; i.e., when the
same IP address is assigned to two or more devices on the network.

To access the Conflicts Information page, click LAN > Monitoring > DHCP Server Summary > Conflicts
Information in the navigation tree.

DHCP Server Conflicts Information

DHCP Conflict |All Conflicts ||
IP Address Detection Method

Figure 63: Conflicts Information

Table 53: Conflicts Information Fields

Field

Description

DHCP Conflicts

Select the DHCP conflicts to display:
¢ All Conflicts: Show all conflicts.

¢ Specific Conflict: Show a specific conflict. When you select this option, the
screen refreshes, and the Conflict IP Address field appears.

Conflict IP Address

Specify the IP address for which you want to view conflict information. This
field is only available if you select Specific Conflicts from the DHCP Conflict
field.

IP Address

Displays the client IP address.

Detection Method

Specifies the manner in which the IP address of the hosts were found on the
DHCP server.

Detection Time

Specifies the time when the conflict was detected in N days NNh:NNm:NNs
format with respect to the system up time.
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Configuring Time Ranges

Use these pages to configure time ranges to use in time-based access control list (ACL) rules. Time-based ACLs
allow one or more rules within an ACL to be based on a periodic or absolute time. Each ACL rule within an ACL
except for the implicit deny all rule can be configured to be active and operational only during a specific time
period. The time range pages allow you to define specific times of the day and week in order to implement
time-based ACLs. For example, you can create a time-based MAC ACL that prevents clients with specific MAC
addresses from accessing network resources on weekends. The time range is identified by a name and can then
be referenced by an ACL rule defined with in an ACL.

You must configure a named time range before you can reference it from an ACL. In other words, for the ACL
to reference a time range, the time range must already exist. For more information about configuring ACLs, see
Section 7: “Configuring Access Control Lists,” on page 351.

Time Range Configuration

Use this page to create a named time range. Each time range can consist of one absolute time entry and/or one
or more periodic time entries.

To access this page, click LAN > Administration > Time Range > Configuration.

Time Range Configuration

Time Range Create Mew Time Range |+

Time Range Name (Max 31 characters)
Table Current Number / Maximum Number

Time Ranges 07100

Figure 64: Time Range Configuration

Table 54: Time Range Configuration

Field Description

Time Range To create a new time range, select Create New Time Range from the menu and specify
the name in the following field.

To delete an existing time range, select its name and click Delete.

Time Range Name When creating a new time range, specify the name, which may include alphabetic,
numeric, dash, underscore or space characters only. The name must start with an
alphabetic character and can contain up to 31 characters.

Current Number/ Displays the current number of time ranges configured on the switch and the maximum
Maximum Number number of time ranges that can be configured.
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¢ Use Submit to add a new time range.

¢ Use Delete to remove an existing time range.

Time Range Summary

Use this page to view summary information about configured time ranges.

To access this page, click LAN > Administration > Time Range > Summary.

weekend

Time Range Summary

Time Range Name Time Range Status Periodic Entry Count Absolute Entry
1

Active Does not exist

Figure 65: Time Range Summary

Table 55: Time Range Summary

Field

Description

Time Range Name

Identifies the user-configured name of the time range.

Time Range Status

Shows whether the time range is active or inactive. A time range is inactive if
the current day and time does not fall within the time entry specified in the
time range.

Periodic Entry Count

Shows the number of periodic entries configured for the time range.

Absolute Entry

Shows whether an absolute entry is configured for the time range.

D-Link
November 2011

Unified Wired and Wireless Access System
Page 138



D-Link UWS User Manual

Configuring Time Ranges

Time Range Entry Configuration

Use this page to configure periodic and absolute time range entries and add them to named time ranges.

Z%I Note: The time range entries use the system time for the time periods in which they take effect. Make
sure you configure the SNTP server settings so that the SNTP client on the switch can obtain the
correct date and time from the server.

To access this page, click LAN > Administration > Time Range > Time Range Entry Configuration.

Time Range Entry Configuration

Time Range Name

Time Range Entry

Applicable Days

Start Day

Start Time

End Day
End Time

Time Range Entry ID (1-10)
Time Range Entry Type Periodic QIV

Periodic Start Day and Time

Periodic End Day and Time

weekend |+

Create New Time Range Entry |+

O Daily © Weekdays O Weekend @ Days of week

Sunday [~]
Maonday |
Tuesday v
(hhzmm)
Sunday  |v
(hh:mm)

Figure 66: Time Range Entry Configuration

Table 56: Time Range Entry Configuration

Field

Description

Time Range Name

Select the name of the time range to which you want to add a time range
entry.

Time Range Entry

Select Create New Time Range Entry to add a new entry to a time range. To
view or delete an existing time range entry, select its ID from the menu.

Time Range Entry ID

When creating a new time range entry, assign a unique ID number from 1-10.
This field does not appear if the entry has already been configured.

Time Range Entry Type.

Specifies whether the entry is periodic or absolute. A periodic entry occurs at
the same time every day or on one or more days of the week. An absolute
entry does not repeat.
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Table 56: Time Range Entry Configuration

Field

Description

Periodic Time Range Entry

Applicable Days

Specify the day(s) when the time entry occurs:

e Daily—Has the same start and end time every day

¢ Weekdays —Has the same start and end time Monday through Friday
¢ Weekdays —Has the same start and end time on Saturday and Sunday

e Days of the Week —Select the day of the week when the entry starts and
stops. You do not need to use the same day of the week for the start and
end time.

Start Day (Periodic Days of Week only) Select the day the time range entry starts. To
select multiple days, hold the CTRL key and click the days.

Start Time Specify the time when the entry begins. The time is based on a 24-hour clock.
For example, 6:00 PM is 18:00.

End Day (Periodic Days of Week only) Select the day the time range entry ends.

End Time Specify the time when the entry ends. The time is based on a 24-hour clock.

For example, 6:00 PM is 18:00.

Absolute Time Range Entry

Absolute Start Date and Time

Select the check box to configure the date and time when the time range entry
begins.

Start Month

Select the month when the time entry begins.

Start Date Select the day of the month when the time entry begins.
Start Year Select the year when the time entry begins.
Start Time Specify the time when the entry begins. The time is based on a 24-hour clock.

For example, 6:00 PM is 18:00.

Absolute End Date and Time

Select the check box to configure the date and time when the time range entry
ends.

End Month Select the month when the time entry ends.

End Date Select the day of the month when the time entry ends.

End Year Select the year when the time entry ends.

End Time Specify the time when the entry ends. The time is based on a 24-hour clock.

For example, 6:00 PM is 18:00.

Click Submit to create the time range entry. Configuration changes take effect immediately. These changes will
not be retained across a power cycle unless a save is performed.
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Configuring DNS
You can use these pages to configure information about DNS servers the network uses and how the switch/

router operates as a DNS client.

Global Configuration
Use this page to configure global DNS settings and to view DNS client status information.

To access this page, click LAN > Administration > DNS Client > Global Configuration.

DNS Global Configuration

Admin Mode Enable [v|

Default Domain Name [

Retry Number F (0 to 100)
Response Timeout{secs) ng (0 to 3600 secs)

(1 to 255 Alphanumeric Characters)

[ Submit ” Create ” Refresh ]

Figure 67: DNS Global Configuration

Table 57: DNS Global Configuration Fields

Field Description

Admin Mode Select Enable or Disable from the pulldown menu to set the administrative
status of DNS Client. The default is Disable.

Default Domain Name Enter the default domain name for DNS client messages. The name should be

no longer than 255 characters. When the system is performing a lookup on an
unqualified hostname, this field is provided as the domain name (e.g., if
default domain name is .com and the user enters hotmail, then hotmail is
changed to hotmail.com to resolve the name).

By default, no default domain name is configured in the system.

Retry Number Enter the number of times to retry sending DNS queries. The valid values are
from 0 to 100. The default value is 2.
Response Timeout Enter the number of seconds to allow a DNS server to respond to a request

before issuing a retry. Valid values are 0 to 3600. The default value is 3.

Domain List Enter a domain list to define the domain to use when performing a lookup on
an unqualified hostname. Each name must be no more than 256 characters.
Multiple default domain names can be configured using the default domain-
name list.

If there is no domain list, the default domain name configured is used.

¢ If you change any settings, click Submit to send the information to the router.
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¢ To create a new list of domain names, click Create. Then enter a name of the list and click submit. Repeat
this step to add multiple domains to the default domain list.

e To remove a domain from the default list select the Remove option next to the item you want to remove
and click Submit.

Server Configuration

Use this page to configure information about DNS servers that the router will use. The order in which you
create them determines their precedence; i.e., DNS requests will go to the higher precedence server first. If
that server is unavailable or does not respond in the configured response time, then the request goes to the
server with the next highest precedence.

To access this page, click LAN > Administration >DNS Client > Server Configuration.

DNS Server Configuration

DNS Server Address ‘
DNS Server List

DNS Server Address

10.27.138.20 0 r

Figure 68: DNS Server Configuration

Table 58: DNS Server Configuration Fields

Field Description

DNS Server Address To add a new DNS server to the list, enter the DNS server IPv4 or IPv6 address
in numeric notation.

Precedence Shows the precedence value of the server that determines which server is
contacted first; a lower number indicates has higher precedence.

e To create a new DNS server, enter an IP address in standard IPv4 or IPv6 dot notation in the DNS Server
Address and click Submit. The server appears in the list below. The precedence is set in the order created.

¢ To change precedence, you must remove the server(s) by clicking the Remove box and then Submit, and
add the server(s) in the preferred order.
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DNS Host Name IP Mapping Configuration

Use this page to configure DNS host names for hosts on the network. The host names are associated with I1Pv4
or IPv6 addresses on the network, which are statically assigned to particular hosts.

To access this page, click LAN > Administration > DNS Client > HostName IP Mapping in the navigation tree,
then click the Add Static Entry button.

DNS HostName IP Mapping Summary

DNS Static Entries
HostName  [inetAddress  Remove |

| Add Static Entry |

DNS Dynamic Entries
HostName  [Total [Elapsed

| Submit | [ Clear Dynamic Entries | [ Refresh |

Figure 69: DNS Host Name Mapping Configuration

Table 59: DNS Host Name Mapping Configuration Fields

Field Description
Host Name Enter the host name to assign to the static entry.
Inet Address Enter the IP4 or IPv6 address associated with the host name.

¢ Click Submit to apply the new configuration and cause the change to take effect immediately. These
changes will not be retained across a power cycle unless a Save is performed.

¢ Click Back to cancel and display the hostname IP mapping page to see the configured hostname-IP
mapping entries.
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DNS Host Name IP Mapping Summary

Use this page to configure static and dynamic DNS host names for hosts on the network. The host names are
associated with IPv4 or IPv6 addresses on the network, which are assigned to particular hosts.

To access this page, click LAN > Monitoring > DNS Server > Host Name IP Mapping Summary in the navigation
tree.

l DNS HostName IP Mapping Summary

DNS Static Entries
Hosthlame _______________________inethddress ___________________________fRemove ________________|

DNS Dynamic Entries
tostame __froml  Jelapsed  fiype  |nddresses  [Remove |

[ Submat f[ Clgar Dynamic Enfries ] [ Refresh ]

Figure 70: DNS Host Name IP Mapping Summary

Table 60: DNS Host Name IP Mapping Summary Fields

Field Description

DNS Static Entries

Host Name The host name of the static entry.

Inet Address The IP4 or IPv6 address of the static entry.

Remove Select to remove a Host Name IP Mapping entry from the Host Name IP
Mapping list.

DNS Dynamic Entries

Host Name The host name of the dynamic entry.

Total The total time of the dynamic entry.

Elapsed The elapsed time of the dynamic entry.

Type The type of the dynamic entry.

Addresses The IP4 or IPv6 address of the dynamic entry.

Remove Select to remove a Host Name IP Mapping entry from the Host Name IP

Mapping list.

¢ Click Add Static Entry to load the Host Name IP Mapping Configuration page in order to configure the Host

Name IP Mapping entries.

¢ Click Submit to apply the new configuration and cause the change to take effect immediately. These
changes will not be retained across a power cycle unless a Save is performed.

¢ Click Clear Dynamic Entries to remove all Host Name IP Mapping entries. A confirmation prompt will be
displayed. Click the button to confirm removal and the Host Name IP Mapping dynamic entries are

cleared.

¢ Click Refresh to refresh the page with the most current data from the switch.

D-Link Unified Wired and Wireless Access System
November 2011 Page 144



D-Link UWS User Manual Configuring and Viewing ISDP Information

Configuring and Viewing ISDP Information

The Industry Standard Discovery Protocol (ISDP) is a proprietary Layer 2 network protocol which inter-operates
with Cisco® devices running the Cisco Discovery Protocol (CDP). ISDP is used to share information between
neighboring devices. D-Link DWS-4000 Series switches participate in the CDP protocol and are able to both
discover and be discovered by other CDP supporting devices.

Global Configuration

From the ISDP Global Configuration page, you can configure the ISDP settings for the switch, such as the
administrative mode. To display the ISDP Global Configuration page, click LAN > Administration > ISDP >
Global Configuration in the navigation tree.

ISDP Global Configuration
ISDP Mode Enable ||
ISDP V2 Mode Enable [v|
Message Interval(secs) 130 (5 to 254)
Hold Time Interval(secs) |180 (10 to 255)
Device ID P1EQ28C000006
Device ID Format Capability Serial Number
Device ID Format Serial Number

Figure 71: ISDP Global Configuration
The following table describes the fields available on the ISDP Global Configuration page.

Table 61: ISDP Global Configuration

Field Description

ISDP Mode Use this field to enable or disable the Industry Standard Discovery Protocol on the
switch.

ISDP V2 Mode Use this field to enable or disable the Industry Standard Discovery Protocol v2 on the
switch.

Message Interval Specifies the ISDP transmit interval. The range is (5—254). Default value is 30 seconds.

Holdtime Interval  The receiving device holds ISDP message during this time period. The range is (10-255).
Default value is 180 seconds.

Device ID The Device ID advertised by this device. The format of this Device ID is characterized by
the value of Device ID Format object.
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Table 61: ISDP Global Configuration

Field Description
Device ID Format Indicates the Device ID format capability of the device.
Capability ¢ serialNumber—Indicates that the device uses serial number as the format for its
Device ID.
¢ macAddress—Indicates that the device uses layer 2 MAC address as the format for
its Device ID.
e other—Indicates that the device uses its platform specific format as the format for
its Device ID.
Device ID Format Indicates the Device ID format of the device.

¢ serialNumber—Indicates that the value is in the form of an ASCII string containing
the device serial number.

* macAddress—Indicates that the value is in the form of Layer 2 MAC address.

e other—Indicates that the value is in the form of a platform specific ASCII string
containing info that identifies the device. For example: ASCII string contains
serialNumber appended/prepended with system name.

Cache Table

From the ISDP Cache Table page, you can view information about other devices the switch has discovered
through the ISDP. To access the ISDP Cache Table page, click LAN > Monitoring > ISDP > Cache Table in the
navigation menu.

ISDP Cache Table

Holdtime F’rotocol Last Time
Device 1D IP Address VEET (secs) Ca pability Version |Changed

SEP002584A31E4B 0115 10.27.254.211 SCCP458- 176 CiscolP Port 2 17 Days
525 Phone 2 1h: 15m 53s
7945

Figure 72: ISDP Cache Table
The following table describes the fields available on the ISDP Cache Table page.

Table 62: ISDP Cache Table

Field Description

Device ID Displays the string with Device ID which is reported in the most recent ISDP
message.

Interface Displays the interface that this neighbor is attached to.

IP Address The (first) network-layer address that is reported in the Address TLV of the
most recently received ISDP message.

Version Displays the Version string for the neighbor.
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Table 62: ISDP Cache Table (Cont.)

Field Description

Holdtime Displays the ISDP holdtime for the neighbor.

Capability Displays the ISDP Functional Capabilities for the neighbor.
Platform Displays the ISDP Hardware Platform for the neighbor.
Port ID Displays the ISDP port ID string for the neighbor.

Protocol Version Displays the ISDP Protocol Version for the neighbor.

Last Time Changed Displays when entry was last modified.

Interface Configuration

From the ISDP Interface Configuration page, you can configure the ISDP settings for each interface. To display
the ISDP Cache Table page, click LAN > Administration > ISDP > Interface Configuration in the navigation tree.

K

Note: If ISDP is enabled on an interface, it must also be enabled globally in order for the interface to
transmit ISDP packets. If the ISDP mode on the ISDP Global Configuration page is disabled, the
interface will not transmit ISDP packets, regardless of the mode configured on the interface.

ISDP Interface Configuration

Interface on '_v
ISDP Mode Enable |+

Figure 73: ISDP Interface Configuration

The following table describes the fields available on the ISDP Interface Configuration page.

Table 63: ISDP Interface Configuration

Field Description

Slot/Port Select the interface with the ISDP mode status to configure or view.

ISDP Mode Use this field to enable or disable the Industry Standard Discovery Protocol on
the selected interface.
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Statistics

From the ISDP Statistics page, you can view information about the ISDP packets sent and received by the
switch. To display the ISDP Statistics page, click LAN > Monitoring > ISDP > Statistics in the navigation tree.

| ISDP Statistics

Packets Received

Bad Header

Checksum Error

Table Full

Packets Transmitted

ISDPv1 Packets Received
ISDPv1 Packets Transmitted
ISDPv2 Packets Received

ISDPv2 Packets Transmitted

Transmission Failure

Invalid Format Packets Received

ISDP IP Address Table Full 0

26273
131307
1714
34649
24559
96658
0

0

0

L= = |

Figure 74: ISDP Statistics

The following table describes the fields available on the ISDP Statistics page.

Table 64: ISDP Statistics

Field

Description

ISDP Packets Received

Displays the number of all ISDP protocol data units (PDUs) received.

ISDP Packets Transmitted

Displays the number of all ISDP PDUs transmitted.

ISDPv1 Packets Received

Displays the number of v1 ISDP PDUs received.

ISDPv1 Packets Transmitted

Displays the number of v1 ISDP PDUs transmitted.

ISDPv2 Packets Received

Displays the number of v2 ISDP PDUs received.

ISDPv2 Packets Transmitted

Displays the number of v2 ISDP PDUs transmitted.

ISDP Bad Header

Displays the number of ISDP PDUs that were received with bad headers.

ISDP Checksum Error

Displays the number of ISDP PDUs that were received with checksum errors.

ISDP Transmission Failure

Displays the number of ISDP PDUs transmission failures.

Invalid Format ISDP Packets
Received

Displays the number of ISDP PDUs that were received with an invalid format.

Table Full

Displays the number of times the system tried to add an entry to the ISDP table
but was unsuccessful because the table was full.

ISDP IP Address Table Full

Displays the number of times the system tried to add an entry to the ISDP IP
Address table but was unsuccessful because the table was full.
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Configuring sFlow

sFlow?® is the standard for monitoring high-speed switched and routed networks. sFlow technology is built into
network equipment and gives complete visibility into network activity, enabling effective management and
control of network resources.

The sFlow monitoring system consists of an sFlow Agent (embedded in a switch or router or in a standalone
probe) and a central sFlow Collector. The sFlow Agent uses sampling technology to capture traffic statistics
from the device it is monitoring. sFlow datagrams are used to immediately forward the sampled traffic statistics
to an sFlow Collector for analysis.

The sFlow Agent uses two forms of sampling: statistical packet-based sampling of switched or routed Packet
Flows, and time-based sampling of counters.

sFlow Agent Summary

Packet Flow Sampling and Counter Sampling are performed by sFlow Instances associated with individual Data
Sources within the sFlow Agent. Packet Flow Sampling and Counter Sampling are designed as part of an
integrated system. Both types of samples are combined in sFlow datagrams. Packet Flow Sampling will cause a
steady, but random, stream of sFlow datagrams to be sent to the sFlow Collector. Counter samples may be
taken opportunistically in order to fill these datagrams.

In order to perform Packet Flow Sampling, an sFlow Sampler Instance is configured with a Sampling Rate. The
Packet Flow sampling process results in the generation of Packet Flow Records. In order to perform Counter
Sampling, the sFlow Poller Instance is configured with a Polling Interval, The Counter Sampling process results
in the generation of Counter Records. The sFlow Agent collects Counter Records and Packet Flow Records and
sends them in the form of sFlow datagrams to sFlow Collectors.

To access the sFlow Agent Summary page, click LAN > Monitoring > sFlow > Agent Summary in the navigation
tree.

sFlow Agent Summary

Version 1.3;D-Link Corporation;D.8.3.1
Agent Address 10.27.65.137

Figure 75: sFlow Agent Summary

D-Link Unified Wired and Wireless Access System
November 2011 Page 149



D-Link UWS User Manual Configuring sFlow

Table 65: sFlow Agent Summary

Field Description

Version Uniquely identifies the version and implementation of this MIB. The version string must have
the following structure: MIB Version;Organization;Software Revision where:

e MIB Version: ‘1.3’, the version of this MIB.
¢ Organization: D-Link Corporation
e Revision: 1.0

Agent Address The IP address associated with this agent.

e Use the Refresh button to refresh the page with the most current data from the switch.

sFlow Receiver Configuration
Use the sFlow Receiver Configuration page to configure the sFlow Receiver.

To access the sFlow Receiver Configuration page, click LAN > Administration > sFlow > Receiver Configuration
in the navigation tree.

sFlow Receiver Configuration

Receiver Index ™

Receiver Owner String |
Receiver Timeout |0 (0 to 4294967295 secs)

Receiver Maximum Datagram Size |14{]0 (200t0 9116 )
Receiver Address |0.0. 0.0

Receiver Port |6343 (110 65535)
Receiver Datagram Version 5

[Receiver Index_[Receiver Owner_[Timeout [Maximum Datagram Size _|Address_[Port_|Datagram Version

1 0 1400 0.000 6343 5
2 0 1400 0.000 6343 5
3 0 1400 0000 6343 5
4 0 1400 0000 6343 5
5 0 1400 0000 6343 5
6 0 1400 0000 6343 5
7 0 1400 0000 6343 5
8 0 1400 0000 6343 5
Figure 76: sFlow Receiver Configuration
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Table 66: sFlow Receiver Configuration

Field Description

Receiver Index Selects the receiver for which data is to be displayed or configured. The allowed rangeis 1 to
8.

Receiver Owner The entity making use of this sFlowRcvrTable entry. The empty string indicates that the entry

String is currently unclaimed and the receiver configuration is reset to the default values. An entity
wishing to claim an sFlowRcvrTable entry must ensure that the entry is unclaimed before
trying to claim it. The entry is claimed by setting the owner string. The entry must be claimed
before any changes can be made to other sampler objects.

sFlow Receiver The time (in seconds) remaining before the sampler is released and stops sampling. A

Timeout management entity wanting to maintain control of the sampler is responsible for setting a
new value before the old one expires. The allowed range is 0 to 4294967295 seconds. A value
of zero sets the selected receiver configuration to its default values.

sFlow Receiver The maximum number of data bytes that can be sent in a single sample datagram. The
Maximum manager should set this value to avoid fragmentation of the sFlow datagrams. The default
Datagram Size value is 1400. The allowed range is 200 to 9116.)

sFlow Receiver The IP address of the sFlow collector. If set to 0.0.0.0 no sFlow datagrams will be sent.
Address

sFlow Receiver The destination port for sFlow datagrams. The allowed range is 1 to 65535).
Port

Receiver The version of sFlow datagrams that should be sent.
Datagram
Version

e Use the Submit button to sent updated data to the switch and cause the changes to take effect on the
switch.

¢ Use the Refresh button to refresh the page with the most current data from the switch.
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sFlow Poller Configuration

The sFlow agent collects time-based sampling of network interface statistics and sends them to the configured
sFlow receivers. A data source configured to collect counter samples is called a poller.

Counter Sampling

The primary objective of Counter Sampling is to efficiently, periodically export counters associated with Data
Sources. A maximum Sampling Interval is assigned to each sFlow instance associated with a Data Source.

Counter Sampling is accomplished as follows:

¢ The sFlow Agent keeps a list of counter sources being sampled. When a Packet Flow Sample is generated,
the sFlow Agent examines the list and adds counters to the sample datagram, least recently sampled first.
Counters are only added to the datagram if the sources are within a short period, i.e. five seconds, of
failing to meet the required Sampling Interval. Periodically, i.e. every second, the sFlow Agent examines
the list of counter sources and sends any counters that need to be sent to meet the sampling interval
requirement.

To access the sFlow Poller Configuration page, click LAN > Administration > sFlow > Poller Configuration in the
navigation tree.

sFlow Poller Configuration
Poller DataSource 01 v/
Receiver Index (0 to Disable, 1-8)
Poller Interval (0 to 86400 secs)
Poller DataSource Poller Interval

Figure 77: sFlow Poller Configuration

Table 67: sFlow Poller Configuration

Field Description
Poller The sFlow Sampler Datasource for this flow sampler. This Agent will support Physical ports
DataSource only.

Receiver Index The sFlowReceiver for this sFlow Counter Poller. If set to zero, the poller configuration is set
to the default and the poller is deleted. Only active receivers can be set. If a receiver expires,
then all pollers associated with the receiver will also expire. The allowed range is 1 to 8.

Poller Interval The maximum number of seconds between successive samples of the counters associated
with this data source

¢ Click Refresh to refresh the page with the most current data from the switch.
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sFlow Sampler Configuration

The sFlow Agent collects a statistical packet-based sampling of the switched flows and sends them to the
configured receivers. A data source configured to collect flow samples is called a sampler.

Packet Flow Sampling

The Packet Flow Sampling mechanism carried out by each sFlow instance ensures that any packet observed at
a Data Source has an equal chance of being sampled, irrespective of the Packet Flow(s) to which it belongs.

Packet Flow Sampling is accomplished as follows:

e When a packet arrives on an interface, the Network Device makes a filtering decision to determine
whether the packet should be dropped.

e If the packet is not filtered (dropped), a destination interface is assigned by the switching/routing function.

e At this point, a decision is made on whether or not to sample the packet. The mechanism involves a
counter that is decremented with each packet. When the counter reaches zero, a sample is taken. When a
sample is taken, the counter that indicates how many packets to skip before taking the next sample is
reset. The value of the counter is set to a random integer where the sequence of random integers used
over time is the Sampling Rate.

To access the sFlow Sampler Configuration page, click LAN > Administration > sFlow > Sampler Configuration
in the navigation tree.

sFlow Sampler Configuration

Sampler Datasource 0/1 ||
Receiver Index (0 to Disable, 1-8)
Sampling Rate (0 to Disable, 1024 to 65536)
Maximum Header Size (20 to 256)
Sampler Datasource Sampling Rate Maximum Header Size

Figure 78: sFlow Sampler Configuration

Table 68: sFlow Sampler Configuration

Field Description

Sampler Datasource The sFlow Datasource for this sFlow sampler. This Agent will support Physical ports
only.

Receiver Index The sFlow Receiver for this sFlow sampler. If set to zero, no packets will be

sampled. Only active receivers can be set. If a receiver expires, then all samplers
associated with the receiver will also expire. The allowed range is 1 to 8.

Sampling Rate The statistical sampling rate for packet sampling from this source. A sampling rate
of one (1) counts all packets. A sampling rate of zero (0) disables sampling. The
allowed range is 1024 to 65536.

Maximum Header Size The maximum number of bytes that should be copied from a sampled packet. The
allowed range is 20 to 256.
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Viewing System Statistics

The pages in the Statistics folder contain a variety of information about the number and type of traffic
transmitted from and received on the switch.

Switch Detailed

The Switch Detailed page shows detailed statistical information about the traffic the switch handles.

To access the Switch Detailed page, click LAN > Monitoring > System Statistics > Switch Detail in the navigation

menu.
Switch Detailed Statistics

ifindex 53

Octets Received 1050586052

Packets Received Without Error 4262536

Unicast Packets Received 1351239

Multicast Packets Received 445972

Broadcast Packets Received 2465325

Receive Packets Discarded 0

Octets Transmitted 152866384

Packets Transmitted Without Errors 939338

Unicast Packets Transmitted 617179

Multicast Packets Transmitted 165024

Broadcast Packets Transmitted 157135

Transmit Packets Discarded 0

Most Address Entries Ever Used 125

Address Entries in Use 96

Maximum VLAN Entries 3965

Most VLAN Entries Ever Used 1

Static VLAN Entries 1

Dynamic VLAN Entries 0

VLAN Deletes 0

Time Since Counters Last Cleared 19 day 9 hr 9 min 48 sec

[ Clear Counters ] [ Refresh ]
Figure 79: Switch Detailed
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Table 69: Switch Detailed Statistics Fields

Field

Description

fIndex

This object indicates the ifIndex of the interface table entry associated with
the processor of this switch.

Octets Received

The total number of octets of data received by the processor (excluding
framing bits but including FCS octets).

Unicast Packets Received

The number of subnetwork-unicast packets delivered to a higher-layer
protocol.

Multicast Packets Received

The total number of packets received that were directed to a multicast
address. Note that this number does not include packets directed to the
broadcast address.

Broadcast Packets Received

The total number of packets received that were directed to the broadcast
address. Note that this does not include multicast packets.

Receive Packets Discarded

The number of inbound packets which were chosen to be discarded even
though no errors had been detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could be to
free up buffer space.

Octets Transmitted

The total number of octets transmitted out of the interface, including framing
characters.

Packets Transmitted Without
Errors

The total number of packets transmitted out of the interface.

Unicast Packets Transmitted

The total number of packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including those that were
discarded or not sent.

Multicast Packets
Transmitted

The total number of packets that higher-level protocols requested be
transmitted to a Multicast address, including those that were discarded or not
sent.

Broadcast Packets
Transmitted

The total number of packets that higher-level protocols requested be
transmitted to the Broadcast address, including those that were discarded or
not sent.

Transmit Packets Discarded

The number of outbound packets which were chosen to be discarded even
though no errors had been detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could be to
free up buffer space.

Most Address Entries Ever
Used

The highest number of Forwarding Database Address Table entries that have
been learned by this switch since the most recent reboot.

Address Entries in Use

The number of Learned and static entries in the Forwarding Database Address
Table for this switch.

Maximum VLAN Entries

The maximum number of Virtual LANs (VLANs) allowed on this switch.

Most VLAN Entries Ever Used

The largest number of VLANs that have been active on this switch since the last
reboot.

Static VLAN Entries

The number of presently active VLAN entries on this switch that have been
created statically.

Dynamic VLAN Entries

The number of presently active VLAN entries on this switch that have been
created by GVRP registration.
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Table 69: Switch Detailed Statistics Fields (Cont.)

Field Description

VLAN Deletes The number of VLANSs on this switch that have been created and then deleted
since the last reboot.

Time Since Counters Last The elapsed time, in days, hours, minutes, and seconds, since the statistics for

Cleared this switch were last cleared.

¢ Click Refresh to refresh the data on the screen with the present state of the data in the switch.

¢ Click Clear Counters to clear all the statistics counters, resetting all switch summary and detailed statistics
to default values. The discarded packets count cannot be cleared.

Switch Summary
Use the Switch Summary page to view a summary of statistics for traffic on the switch.

To access the Switch Summary page, click LAN > Monitoring > System Statistics > Switch Summary in the
navigation tree.

ifindex 53
Total Packets Received Without Errors 4263730
Broadcast Packets Received 2465894
Packets Received With Error 0
Packets Transmitted Without Errors 939602
Broadcast Packets Transmitted 157170
Transmit Packet Errors 0
Address Entries Currently in Use 91
VLAN Entries Currently in Use 1
Time Since Counters Last Cleared 19 day 9 hr 15 min 43 sec
[ Clear Counters ] [ Refresh ]

Figure 80: Switch Summary

Table 70: Switch Summary Fields

Field Description

ifindex This object indicates the ifIndex of the interface table entry associated with
the Processor of this switch.

Total Packets Received The total number of packets, including multicast packets, that were directed

Without Errors to the broadcast address.

Broadcast Packets Received The total number of packets received that were directed to the broadcast
address. Note that this does not include multicast packets.
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Table 70: Switch Summary Fields (Cont.)

Field

Description

Packets Received With Error

The number of inbound packets that contained errors preventing them from
being deliverable to a higher-layer protocol.

Packets Transmitted Without
Errors

The total number of packets transmitted out of the interface.

Broadcast Packets
Transmitted

The total number of packets that higher-level protocols requested to be
transmitted to the Broadcast address, including those that were discarded or
not sent.

Transmit Packet Errors

The number of outbound packets that could not be transmitted because of
errors.

Address Entries Currently in
Use

The total number of Forwarding Database Address Table entries now active on
the switch, including learned and static entries.

VLAN Entries Currently in Use

The number of VLAN entries presently occupying the VLAN table.

Time Since Counters Last
Cleared

The elapsed time, in days, hours, minutes, and seconds since the statistics for
this switch were last cleared.

e Click Refresh to refresh the data on the screen with the present state of the data in the switch.

¢ Click Clear Counters to clear all the statistics counters, resetting all summary and detailed statistics for this
switch to default values. The discarded packets count cannot be cleared.

¢ Click Clear All Counters to clear counters for the switch.
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Port Detailed

The Port Detailed page displays a variety of per-port traffic statistics.

To access the Port Detailed page, click LAN > Monitoring > System Statistics > Port Detailed in the navigation
tree.

Figure 81 shows some, but not all, of the fields on the Port Detailed page.

Port Detailed Statistics

SlotiPort 01 |w|
ifindex 1 .
Media Type 1000Base-T
ARP Type ARPA
Packets RX and TX 64 Octets 5409789
Packets RX and TX 65-127 Octets 4087381
Packets RX and TX 128.255 Octets 856586
Packets RX and TX 256-511 Octets 2677181
Packets RX and TX 5121023 Octets 93294
Packets RX and TX 10241518 Octets 14210
Packets RX and TX 1519-1522 Octets 0
Packets RX and TX 1523-2047 Octets 0
Packets RX and TX 2048-4095 Octets 0
Packets RX and TX 4096.9216 Octets 0
Octets Received 1729650882
Packets Received 64 Octets 5102693
Packets Received 65.127 Octets 3964205
Packets Received 128-255 Octets 844451
Packets Received 256-511 Octets 2466109
Packets Received 512-1023 Octets 87790
Packets Received 1024-1518 Octets 1038
Packets Received > 1522 Octets 0
Total Packets Received Without Errors 12466286
Unicast Packets Received 760152

t Packets Received 3939163

Figure 81: Port Detailed

Table 71: Detailed Port Statistics Fields

Field Description

Slot/Port Use the drop-down menu to select the interface for which data is to be
displayed or configured.

ifindex This field indicates the ifiIndex of the interface table entry associated with this
port on an adapter.

Media Type The type of physical medium for the Ethernet. The possible values are 10Base-
T, 100Base-TX, 100Base-FX, 1000Base-X, 1000Base-T and 10GBase-X.

ARP Type Encapsulation type for the network address. The value is always ARPA.

Packets RX and TX 64 Octets The total number of packets (including bad packets) received or transmitted
that were 64 octets in length (excluding framing bits but including FCS octets).
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Table 71: Detailed Port Statistics Fields (Cont.)

Field

Description

Packets RX and TX 65-127
Octets

The total number of packets (including bad packets) received or transmitted
that were between 65 and 127 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 128-255
Octets

The total number of packets (including bad packets) received or transmitted
that were between 128 and 255 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 256-511
Octets

The total number of packets (including bad packets) received or transmitted
that were between 256 and 511 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 512-1023
Octets

The total number of packets (including bad packets) received or transmitted
that were between 512 and 1023 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 1024-1518

Octets

The total number of packets (including bad packets) received or transmitted
that were between 1024 and 1518 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 1519-1522

Octets

The total number of packets (including bad packets) received or transmitted
that were between 1519 and 1522 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 1523-2047

Octets

The total number of packets (including bad packets) received or transmitted
that were between 1523 and 2047 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 2048-4095

Octets

The total number of packets (including bad packets) received or transmitted
that were between 2048 and 4095 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 4096-9216

Octets

The total number of packets (including bad packets) received or transmitted
that were between 4096 and 9216 octets in length inclusive (excluding framing
bits but including FCS octets).

Octets Received

The total number of octets of data (including those in bad packets) received on
the network (excluding framing bits but including FCS octets). This object can
be used as a reasonable estimate of ethernet utilization. If greater precision is
desired, the etherStatsPkts and etherStatsOctets objects should be sampled
before and after a common interval.

Packets Received 64 Octets

The total number of packets (including bad packets) received that were 64
octets in length (excluding framing bits but including FCS octets).

Packets Received 65-127
Octets

The total number of packets (including bad packets) received that were
between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 128-255
Octets

The total number of packets (including bad packets) received that were
between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 256-511
Octets

The total number of packets (including bad packets) received that were
between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 512-1023
Octets

The total number of packets (including bad packets) received that were
between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).
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Table 71: Detailed Port Statistics Fields (Cont.)

Field Description

Packets Received 1024-1518 The total number of packets (including bad packets) received that were
Octets between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received > 1522 The total number of packets received that were longer than 1522 octets
Octets (excluding framing bits, but including FCS octets) and were otherwise well
formed.

Packets Received Successfully

Total Packets Received The total number of packets received that were without errors.

Without Errors

Unicast Packets Received The number of subnetwork-unicast packets delivered to a higher-layer
protocol.

Multicast Packets Received  The total number of good packets received that were directed to a multicast
address. Note that this number does not include packets directed to the
broadcast address.

Broadcast Packets Received The total number of good packets received that were directed to the broadcast
address. Note that this does not include multicast packets.

Packets Received with MAC Errors

Total Packets Received with  The total number of inbound packets that contained errors preventing them
MAC Errors from being deliverable to a higher-layer protocol.

Jabbers Received The total number of packets received that were longer than 1518 octets
(excluding framing bits, but including FCS octets), and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a non-integral number of octets (Alignment Error). Note that this
definition of jabber is different than the definition in IEEE-802.3 section 8.2.1.5
(10BASES5) and section 10.3.1.4 (10BASE2). These documents define jabber as
the condition where any packet exceeds 20 ms. The allowed range to detect
jabber is between 20 ms and 150 ms.

Fragments Received The total number of packets received that were less than 64 octets in length
with ERROR CRC (excluding framing bits but including FCS octets).

Undersize Received The total number of packets received that were less than 64 octets in length
with GOOD CRC (excluding framing bits but including FCS octets).

Alignment Errors The total number of packets received that had a length (excluding framing bits,

but including FCS octets) of between 64 and 1518 octets, inclusive, but had a
bad Frame Check Sequence (FCS) with a non-integral number of octets.

Rx FCS Errors The total number of packets received that had a length (excluding framing bits,
but including FCS octets) of between 64 and 1518 octets, inclusive, but had a
bad Frame Check Sequence (FCS) with an integral number of octets

Overruns The total number of frames discarded as this port was overloaded with
incoming packets, and could not keep up with the inflow.

Total Ignored Frames The total number of dropped packets including those that were aborted.

Total Deferred Frames The total number of frames that could not be transmitted after multiple

attempts because they encountered collisions.
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Table 71: Detailed Port Statistics Fields (Cont.)

Field Description

Received Packets Not Forwarded

Total Received Packets Not A count of valid frames received which were discarded (i.e., filtered) by the
Forwarded forwarding process.

Local Traffic Frames The total number of frames dropped in the forwarding process because the
destination address was located off of this port.

802.3x Pause Frames A count of MAC Control frames received on this interface with an opcode

Received indicating the PAUSE operation. This counter does not increment when the

interface is operating in half-duplex mode.

Unacceptable Frame Type The number of frames discarded from this port due to being an unacceptable
frame type.

Multicast Tree Viable Discards The number of frames discarded when a lookup in the multicast tree for a
VLAN occurs while that tree is being modified.

Reserved Address Discards  The number of frames discarded that are destined to an IEEE 802.1 reserved
address and are not supported by the system.

Broadcast Storm Recovery The number of frames discarded that are destined for FF:FF:FF:FF:FF:FF when
Broadcast Storm Recovery is enabled.

CFI Discards The number of frames discarded that have CFl bit set and the addresses in RIF
are in non-canonical format.

Upstream Threshold The number of frames discarded due to lack of cell descriptors available for
that packet's priority level.

‘Packets Transmitted Octets

Total Packets Transmitted The total number of octets of data (including those in bad packets) transmitted

(Octets) on the network (excluding framing bits but including FCS octets). This object
can be used as a reasonable estimate of ethernet utilization. If greater
precision is desired, the etherStatsPkts and etherStatsOctets objects should be
sampled before and after a common interval.

Packets Transmitted 64 The total number of packets (including bad packets) received that were 64
Octets octets in length (excluding framing bits but including FCS octets).

Packets Transmitted 65-127 The total number of packets (including bad packets) received that were
Octets between 65 and 127 octets in length inclusive (excluding framing bits but

including FCS octets).

Packets Transmitted 128-255 The total number of packets (including bad packets) received that were
Octets between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted 256-511 The total number of packets (including bad packets) received that were
Octets between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted 512- The total number of packets (including bad packets) received that were
1023 Octets between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted 1024-  The total number of packets (including bad packets) received that were
1518 Octets between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).
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Table 71: Detailed Port Statistics Fields (Cont.)

Field Description

Maximum Frame Size The maximum ethernet frame size the interface supports or is configured,
including ethernet header, CRC, and payload. (1518 to 9216). The default
maximum frame size is 1518.

Packets Transmitted Successfully

Total Packets Transmitted The number of frames that have been transmitted by this port to its segment.
Successfully

Unicast Packets Transmitted The total number of packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including those that were
discarded or not sent.

Multicast Packets The total number of packets that higher-level protocols requested be

Transmitted transmitted to a Multicast address, including those that were discarded or not
sent.

Broadcast Packets The total number of packets that higher-level protocols requested be

Transmitted transmitted to the Broadcast address, including those that were discarded or
not sent.

Transmit Errors

Total Transmit Errors The sum of Single, Multiple, and Excessive Collisions.

Tx FCS Errors The total number of packets transmitted that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but
had a bad Frame Check Sequence (FCS) with an integral number of octets

Tx Oversized The total number of frames that exceeded the max permitted frame size. This
counter has a max increment rate of 815 counts per second at 10 Mb/s.

Underrun Errors The total number of frames discarded because the transmit FIFO buffer
became empty during frame transmission.

Transmit Discards

Total Transmit Packets The sum of single collision frames discarded, multiple collision frames
Discarded discarded, and excessive frames discarded.

Total Output Packets Drops The total number of Aged packets.

Single Collision Frames A count of the number of successfully transmitted frames on a particular
interface for which transmission is inhibited by exactly one collision.

Multiple Collision Frames A count of the number of successfully transmitted frames on a particular
interface for which transmission is inhibited by more than one collision.

Excessive Collision Frames A count of frames for which transmission on a particular interface fails due to
excessive collisions.

Late Collision Frames Total number of collisions that occur after 512 bit collision window has passed.

Port Membership Discards The number of frames discarded on egress for this port due to egress filtering
being enabled.

Lost/No Carrier Frames Loss of the carrier detection occurs when the carrier signal of the hardware is
undetectable. It could be because the carrier signal was not present or was
present but could not be detected. Each such event causes this counter to
increase.
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Table 71: Detailed Port Statistics Fields (Cont.)

Field

Description

Protocol Statistics

STP BPDUs Received

Number of STP BPDUs received at the selected port.

STP BPDUs Transmitted

Number of STP BPDUs transmitted from the selected port.

RSTP BPDUs Received

Number of RSTP BPDUs received at the selected port.

RSTP BPDUs Transmitted

Number of RSTP BPDUs transmitted from the selected port.

MSTP BPDUs Received

Number of MSTP BPDUs received at the selected port.

MSTP BPDUs Transmitted

Number of MSTP BPDUs transmitted from the selected port.

802.3x Pause Frames
Transmitted

A count of MAC Control frames transmitted on this interface with an opcode
indicating the PAUSE operation. This counter does not increment when the
interface is operating in half-duplex mode.

GVRP PDUs Received

The count of GVRP PDUs received in the GARP layer.

GVRP PDUs Transmitted

The count of GVRP PDUs transmitted from the GARP layer.

GVRP Failed Registrations

The number of times attempted GVRP registrations could not be completed.

GMRP PDUs Received

The count of GMRP PDUs received from the GARP layer.

GMRP PDUs Transmitted

The count of GMRP PDUs transmitted from the GARP layer.

GMRP Failed Registrations

The number of times attempted GMRP registrations could not be completed.

Time Since Counters Last
Cleared

The elapsed time, in days, hours, minutes, and seconds since the statistics for
this port were last cleared.

e Click Clear Counters to clear all the counters. This resets all statistics for this port to the default values.

¢ Click Clear All Counters to clear all the counters for all ports on the switch. The button resets all statistics
for all ports to default values.

¢ Click Refresh to refresh the data on the screen and display the most current statistics.
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Port Summary Statistics

The Port Summary Statistics page shows a summary of per-port traffic statistics on the switch. To access the
Port Summary Statistics page, click LAN > Monitoring > System Statistics > Port Summary.

Slot/Port 071 |w]

iflndex 1 o

Total Packets Received Without Errors 12473001

Packets Received With Error 0

Broadcast Packets Received 7770648

Packets Transmitted Without Errors 672603

Transmit Packet Errors 0

Collision Frames 0

Time Since Counters Last Cleared 20 day 2 hr 33 min 15 sec
[ Clear Counters ] [ Clear All Counters ]

Port Summary Statistics

Figure 82: Port Summary

Table 72: Port Summary Statistics Fields

Field Description

Slot/Port Use the drop-down menu to select the interface for which data is to be displayed or
configured.

ifindex This field indicates the ifIndex of the interface table entry associated with this port

on an adapter.

Total Packets Received
Without Errors

The total number of packets received that were without errors.

Packets Received With
Error

The number of inbound packets that contained errors preventing them from being
deliverable to a higher-layer protocol.

Broadcast Packets
Received

The total number of good packets received that were directed to the broadcast
address. Note that this does not include multicast packets.

Packets Transmitted
Without Errors

The number of frames that have been transmitted by this port to its segment.

Transmit Packet Errors

The number of outbound packets that could not be transmitted because of errors.

Collision Frames

The best estimate of the total number of collisions on this Ethernet segment.

Time Since Counters
Last Cleared

The elapsed time, in days, hours, minutes, and seconds since the statistics for this
port were last cleared.

¢ Click Clear Counters to clear all the counters. This resets all statistics for this port to the default values.

¢ Click Clear All Counters to clear all the counters for all ports on the switch. The button resets all statistics
for all ports to default values.

¢ Click Refresh to refresh the data on the screen and display the most current statistics.
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Section 3: Using System Tools

The Tools menu contains links to the following Web pages that help you perform switch maintenance:
e “Reset Configuration to Defaults”
e “Reset Passwords to Defaults”

e “System Reset”

e “Save All Applied Changes”

¢ “Download File To Switch (TFTP)”
e “HTTP File Download”

e “Upload File From Switch (TFTP)”
e “Multiple Image Service”

e “Erase Startup-config File”

e “Autolnstall”

Reset Configuration to Defaults

Use the Reset Configuration to Defaults page to reset the system configuration to the factory default values.

z l Note: By default, the switch IP address is 10.90.90.90 and the DHCP client is disabled. When you reset
the system to its default values, the network IP address resets to 10.90.90.90. For information about
configuring network information, see “Connecting the Switch to the Network” on page 43.

To access the Reset Configuration to Defaults page, click Tool > Reset Configuration in the navigation tree.

Reset Configuration to Defaults

Exercising this function will cause all configuration parameters to be reset to their default values.

Figure 83: Reset Configuration to Defaults

¢ Click Reset to restore the factory default settings. The screen refreshes and asks you to confirm the reset.
Click Reset again to complete the action.

D-Link Unified Wired and Wireless Access System
November 2011 Page 165



D-Link UWS User Manual Reset Passwords to Defaults

Reset Passwords to Defaults

Use the Reset Passwords to Defaults page to reset the passwords for the default read/write (admin) and read-
only (guest) users on the system. By default, the passwords are blank. If you have configured additional read-
only users on your system, their passwords are not affected.

To access the Reset Passwords to Defaults page, click Tool > Reset Password in the navigation tree.

Reset Passwords to Defaults

Exercising this function will cause all system login passwords to be reset to their default values.

Figure 84: Reset Passwords to Defaults

¢ Click Reset to restore the passwords for the default users to the factory defaults.

!%I Note: When the password for the read/write user (admin) changes, you must re-authenticate with
the username and default password.

System Reset

Use the System Reset page to reboot the system.

To access the System Reset page, click Tool > Reboot System in the navigation tree.

System Reset

Resetting the switch will cause all operations of this switch to stop. This session will be broken and you will have
to log in again after the switch has rebooted. Any unsaved changes will be lost.

Figure 85: System Reset

¢ Click Reset to initiate the system reset. If you have not saved the changes that you submitted since the last
system reset, the changes will not be applied to the system after the reset.
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Save All Applied Changes

When you click Submit, the changes are applied to the system and saved in the running configuration file.
However, these changes are not saved to non-volatile memory and will be lost if the system resets. Use the
Save All Applied Changes page to make the changes you submit persist across a system reset.

To access the Save All Applied Changes page, click Tool > Save Changes in the navigation tree.

Save All Applied Changes

Saving all applied changes will cause all changes to configuration panels that were applied, but not saved, to be
saved, thus retaining their new values across a system reboot.

Figure 86: Save All Applied Changes

Click Save to save all changes applied to the system to NVRAM so that they are retained if the system reboots.

Download File To Switch (TFTP)

Use the Download File to Switch page to download the image file, the configuration files, CLI banner file, and
SSH or SSL files from a TFTP server to the switch.

You can also download files via HTTP. See “HTTP File Download” on page 170 for more information.

To access the Download File to Switch page, click Tool > Download File in the navigation tree.

Download File To Switch

File Type
Image Name
Transfer Mode

Server Address Type

Server Address

Transfer File Path |

Transfer File Name ]

[[] Start File Transfer

Figure 87: Download File to Switch
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Table 73: Download File to Switch Fields

Field

Description

File Type

Specify what type of file you want to download to the switch:

e CLI Banner: The CLI banner is the text that displays in the command-line
interface before the login prompt. The CLI banner to download is a text file
and displays when a user connects to the switch by using telnet, SSH, or a
serial connection.

e Code: The code is the system software image, which is saved in one of two
flash sectors called images (imagel and image2). The active image stores
the active copy; while the other image stores a second copy. The device
boots and runs from the active image. If the active image is corrupt, the
system automatically boots from the non-active image. This is a safety
feature for faults occurring during the boot upgrade process.

¢ Configuration: If you have a copy of a valid binary configuration file
(fastpath.cfg) on a TFTP server, you can download it to the switch.

¢ Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed without having to
translate the contents for the D-Link software to understand. The most
common usage of text-based configuration is to upload a working
configuration from a device, edit it offline to personalize it for another
similar device (i.e., change the device name, serial number, IP address,
etc.), and download it to that device.

e SSH-1 RSA Key File: SSH-1 Rivest-Shamir-Adleman (RSA) Key File. To
download SSH key files, SSH must be administratively disabled and there
can be no active SSH sessions.

e SSH-2 RSA Key PEM File: SSH-2 Rivest-Shamir-Adleman (RSA) Key File
(PEM Encoded). To download SSH key files, SSH must be administratively
disabled and there can be no active SSH sessions.

e SSH-2 DSA Key PEM File: SSH-2 Digital Signature Algorithm (DSA) Key File
(PEM Encoded). To download SSH key files, SSH must be administratively
disabled and there can be no active SSH sessions.

e SSL Trusted Root Certificate PEM File: SSL Trusted Root Certificate File
(PEM Encoded).

e SSL Server Certificate PEM File: SSL Server Certificate File (PEM Encoded).

e SSL DH Weak Encryption Parameter PEM File: SSL Diffie-Hellman Weak
Encryption Parameter File (PEM Encoded).

e SSL DH Strong Encryption Parameter PEM File: SSL Diffie-Hellman Strong
Encryption Parameter File (PEM Encoded).

Image Name

Specify the code image you want to download, either imagel or image2. This
field is only visible when Code is selected as the File Type. The factory default
is imagel.

Transfer Mode

Specifies the protocol to be used for the transfer: TFTP, SFTP, or SCP.

TFTP Server Address Type

Specify either IPv4,IPv6, or DNS address to indicate the format of the TFTP
Server Address field. The factory default is IPv4.

TFTP Server Address

Enter the IP address of the TFTP server in accordance with the format
indicated by the TFTP Server Address Type. The factory default is the IPv4
address 0.0.0.0.

TFTP File Path

Enter the path on the TFTP server where the selected file is located. You may
enter up to 32 characters. The factory default is blank.
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Table 73: Download File to Switch Fields (Cont.)

Field Description

TFTP File Name Enter the name of the file you want to download from the TFTP server. You
may enter up to 32 characters. The factory default is blank.

Start File Transfer To initiate the download, check this box before clicking Submit.

Downloading a File to the Switch

Before you download a switch to the file, the following conditions must be true:

¢ The file to download from the TFTP server is on the server in the appropriate directory.
e Thefileis in the correct format.

¢ The switch has a path to the TFTP server.

Use the following procedures to download a file from a TFTP server to the switch.

1. From the File Type field, select the type of file to download.

2. If you are downloading a D-Link DWS-4000 Series image (Code), select the image on the switch to
overwrite. If you are downloading another type of file, the Image Name field is not available.

E@I Note: It is recommended that you not overwrite the active image.

3. Verify the IP address of the TFTP server and ensure that the software image or other file to be downloaded
is available on the TFTP server.

4. Complete the TFTP Server IP Address and TFTP File Name (full path without TFTP server IP address) fields.

5. Click the Start File Transfer check box, and then click Submit.

After you click Submit, the screen refreshes and a “File transfer operation started” message appears. After
the software is downloaded to the device, a message appears indicating that the file transfer operation
completed successfully.

To activate a software image that you download to the switch, see “Multiple Image Service” on page 172.
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HTTP File Download

Use the HTTP File Download page to download files of various types to the switch using an HTTP session (i.e.,
via your web browser).

To display this page, click Tool > HTTP File Download in the navigation menu.

HTTP File Download

File Type Code |

Image Name image1 v|

Select File [ Browse...
Start File Transfer

Figure 88: HTTP File Download

Table 74: HTTP File Download Fields

Field Description

File Type Specify the type of file you want to download:

e Code: Choose this option to upgrade the operational software in flash (default).

¢ Configuration: Choose this option to update the switch's configuration. If the file has
errors the update will be stopped.

e SSH-1 RSA Key File: SSH-1 Rivest-Shamir-Adleman (RSA) Key File
e SSH-2 RSA Key PEM File: SSH-2 Rivest-Shamir-Adleman (RSA) Key File (PEM Encoded)

e SSH-2 DSA Key PEM File: SSH-2 Digital Signature Algorithm (DSA) Key File (PEM
Encoded)

e SSL Trusted Root Certificate PEM File: SSL Trusted Root Certificate File (PEM Encoded)
e SSL Server Certificate PEM File: SSL Server Certificate File (PEM Encoded)

e SSL DH Weak Encryption Parameter PEM File: SSL Diffie-Hellman Weak Encryption
Parameter File (PEM Encoded)

e SSL DH Strong Encryption Parameter PEM File: SSL Diffie-Hellman Strong Encryption
Parameter File (PEM Encoded)

e CLI Banner: Choose this option to download a banner file to be displayed before the
login prompt appears.

Note: To download SSH key files, SSH must be administratively disabled and there can be
no active SSH sessions.

Image Name Specify the code image you want to download, either imagel (the default) or image2. This
field is only visible when Code is selected as the File Type.

Select File Enter the path and filename or browse for the file you want to download. You may enter
up to 80 characters.

¢ Click the Start File Transfer button to initiate the file download.
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Upload File From Switch (TFTP)

Use the Upload File from Switch page to upload configuration (ASCIl) and image (binary) files from the switch

to the TFTP server.

To display the Upload File from Switch page, click Tool > Upload File in the navigation tree.

Upload File from Switch

File Type

Transfer Mode
Server Address Type
Server Address
Transfer File Path

Transfer File Name

Error Log V|
TFTP |v|
P4 v

{0000

[] Start File Transfer

Figure 89: Upload File from Switch

Table 75: Upload File from Switch Fields

Field

Description

File Type

Specify what type of file you want to upload:
¢ CLI Banner: Retrieves the CLI banner file.
¢ Code: Retrieves a stored code image.

¢ Configuration: Retrieve the stored startup configuration (.cfg) and copy it
to a TFTP server.

¢ Text Configuration: Retrieves the text configuration file startup-config.

¢ Error Log: Retrieves the system error (persistent) log, sometimes referred
to as the event log.

¢ Buffered Log: Retrieves the system buffered (in-memory) log.
¢ Trap Log: Retrieves the system trap records.

Image Name

Specify the code image to upload, either imagel or image2. This field is only
visible when Code is selected as the File Type. The factory default is imagel.

TFTP Server Address Type

Specify either IPv4 or IPv6 address to indicate the format of the TFTP Server
Address field. The factory default is IPv4.

TFTP Server Address

Enter the IP address of the TFTP server in accordance with the format
indicated by the TFTP Server Address Type. The factory default is the IPv4
address 0.0.0.0.

TFTP File Path

Enter the path on the TFTP server where you want to put the file. You may
enter up to 32 characters. The factory default is blank.
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Table 75: Upload File from Switch Fields (Cont.)

Field Description

TFTP File Name Enter a destination file name for the file to upload. You may enter up to 32
characters. The factory default is blank.

Start File Transfer To initiate the file upload, check this box before clicking Submit.

Uploading Files

Use the following procedures to upload a file from a TFTP server to the switch.
1. From the File Type field, select the type of file to copy from the switch to the TFTP server.

2. If you are uploading a D-Link DWS-4000 Series image (Code), select the image on the switch to upload. If
you are uploading another type of file, the Image Name field is not available.

3. Complete the TFTP Server Address Type, TFTP Server IP Address, and TFTP File Name (full path without
TFTP server IP address) fields.

4. Click the Start File Transfer check box, and then click Submit.

After you click Submit, the screen refreshes and a “File transfer operation started” message appears. After
the software is downloaded to the device, a message appears indicating that the file transfer operation
completed successfully.

Multiple Image Service

The system maintains two versions of the D-Link DWS-4000 Series software in permanent storage. One image
is the active image, and the second image is the backup image. The active image is loaded during subsequent
switch restarts. This feature reduces switch down time when upgrading/downgrading the D-Link DWS-4000
Series software.

The system running an older software version will ignore (not load) a configuration file created by the newer
software version. When a configuration file created by the newer software version is discovered by the system
running an older version of the software, the system will display an appropriate warning to the user.

Use the Multiple Image Service page to set the boot image.

To display the Multiple Image Service page, click Tool > Multiple Image Service in the navigation menu.
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Multiple Image Service

Active Image
Image1 Ver Image2 Ver
1.0.06 1.0.0.1 image1 image1
Image Description
Image Description
Image1 |default image Change
Image2 [ Change
Bootcode
Update Bootcode by using the current active image

Figure 90: Multiple Image Service

The Active Image page contains the following fields:

Table 76: Multiple Image Service Fields

Field Description

Image Name Select Imagel or Image2 from the menu to activate on the next reload or to be deleted.
Current-active Displays name of current active image.

Next-active Displays the name of the image that is set to be active the next time the switch reloads.
Image If desired, enter a descriptive name for the respective Imagel or Image2 software images.
Description

¢ Click Activate to make the image that is selected in the Image Name field the next active image for
subsequent reboots.

z%l Note: After activating an image, you must perform a system reset of the switch in order to run the
new code.

¢ Click Delete to remove the selected image from permanent storage on the switch.You cannot delete the
active image.

¢ Click Change to update the image description on the switch.
¢ |[f the file you uploaded contains the boot loader code only, click Update Bootcode.
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Viewing the Dual Image Status

The Dual Image feature allows the switch to have two D-Link DWS-4000 Series software images in the
permanent storage. One image is the active image, and the second image is the backup. This feature reduces
the system down-time during upgrades and downgrades. You can use the Dual Image Status page to view
information about the system images on the device.

To display the Dual Image Status page, click LAN > Monitoring > Dual Image Status in the navigation menu.

Dual Image Status

Unit___limage1 Ver Image? Ver
1 D528.1 214133 image1 image1

Image1 Description

default image

Image2 Description

Figure 91: Dual Image Status

Table 77: Dual Image Status Fields

Field Description

Unit Displays the unit ID of the switch.

Imagel Ver Displays the version of the imagel code file.

Image2 Ver Displays the version of the image2 code file.

Current-active Displays the currently active image on this unit.

Next-active Displays the image to be used on the next restart of this unit.

Imagel Description Displays the description associated with the imagel code file.

Image2 Description Displays the description associated with the image2 code file.

¢ Click Refresh to display the latest information from the router.
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Erase Startup-config File

Use the Erase Startup-config File to erase the startup-configuration file.

To display this page, click Tool > Erase Startup-config File in the navigation menu.

Erase Startup-config File

Exercising this function will erase startup-config file.

Figure 92: Erase Startup-config File

Autolnstall

The Autolnstall feature enables the configuration of a switch automatically when the device is turned on and,
during the boot process, no configuration file is found in device storage. By communicating with a DHCP server,
Autolnstall obtains an IP address for the switch and an IP address for a TFTP server. Autolnstall attempts to
download a configuration file from the TFTP server and install is on the switch.

After obtaining IP addresses for both the switch and the TFTP server, the Autolnstall feature attempts to
download a host-specific configuration file using the boot file name specified by the DHCP server. If the switch

fails to obtain the file, it will retry indefinitely.

To display this page, click Tool > Autolnstall in the navigation menu.

Autolnstall
Autolnstall Mode .é.iop ﬂ
AutoSave Mode Disable V.|
Retry Count 3 (110 6)
Autolnstall State Waiting for boot options

Figure 93: Autolnstall
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Table 78: Autolnstall Fields

Field Description

Autolnstall Mode Select Start to initiate sending a request to a DHCP server to obtain an IP address of a
server and the configuration file name. If it obtains the server address, Autolnstall

proceeds to search for and download a configuration file from the server. If successful,
it applies the configuration file to the switch. After starting the Autolnstall process, you
can monitor the status of the process by the messages in the Autolnstall State and Retry

Count fields.
¢ Click Stop to end the process.

AutoSave Mode Enable or Disable saving the network configuration to non-volatile memory. When
enabled, the configuration is saved after downloading from the TFTP server without
operator intervention. When disabled, the operator must explicitly save the configuration,
if needed.

Retry Count The number of times the switch has attempted to contact the TFTP server during the
current Autolnstall session.

Autolnstall State The status of the current or most recently completed Autolnstall session.

Click Submit to update the switch with the values on the window. Click Refresh to update the information on
the window.
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Section 4: Configuring L2 Features

Use the pages in the L2 Features navigation tree folder to configure the Layer 2 switching features available on
the D-Link DWS-4000 Series switch. The L2 Features folder contains links to the following features:

“Configuring and Searching the Forwarding Database”
“Managing VLANs"

“Configuring Protected Ports”

“Creating MAC Filters”

“Configuring GARP”

“Creating Port Channels (Trunking)”

“Configuring IGMP Snooping”

“Configuring IGMP Snooping Queriers”

“Configuring MLD Snooping”

“Configuring MLD Snooping Queriers”

“Viewing Multicast Forwarding Database Information”
“Configuring Spanning Tree Protocol”

“Configuring DHCP Snooping”

“Managing LLDP”

“Configuring Dynamic ARP Inspection”
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Configuring and Searching the Forwarding Database

The forwarding database maintains a list of MAC addresses after having received a packet from this MAC
address. The transparent bridging function uses the forwarding database entries to determine how to forward
a received frame.

Configuration

Use the Configuration page to set the amount of time to keep a learned MAC address entry in the forwarding
database. The forwarding database contains static entries, which are never aged out, and dynamically learned
entries, which are removed if they are not updated within a given time.

To access the Configuration page, click LAN > L2 Features > Forwarding DB Configuration in the navigation
tree.

Forwarding Database Configuration

Aging Interval (secs) 300 (10 to 1000000)

Figure 94: Forwarding Database Age-Out Interval
Z%I Note: IEEE 802.1D recommends a default of 300 seconds, which is the factory default.

¢ Click Submit to apply the changes to the system. You must perform a save to make the changes persist
across a reboot.
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MAC Address Table

Use the MAC Address Table page to display information about entries in the forwarding database.

To access the page, click LAN > Monitoring > MAC Address Table in the navigation tree.

Forwarding Database Search

00:01:00:02:BC:00:17:D0
00:01:00:02:E3:4B:4F :6A
00:01:00:06:18:D4:02:2D
00:01:00:06:29:32:81:40
00:01:00:06:29:56:65:80

Filter Al ||
MAC Address Search |
MAC address Source Slot/Port(s) ifindex  [Status |

01
01
01
01
01

Learned
Learned
Leamed
Learned
Learned

e e

Figure 95: Forwarding Database Search

Table 79: Forwarding Database Search Fields

Field Description

Filter Specify the type of entries to display. When you select a filter from the menu,
the screen refreshes and displays the entries based on the filter you select,
which can be one of the following:
¢ Learned: If you select Learned, only MAC addresses that have been

learned are displayed.

¢ All: If you select All, the entire table is displayed.

MAC Address Search This field allows you to search for an individual MAC address in the forwarding
database table.

MAC Address A unicast MAC address for which the switch has forwarding and/or filtering

information. The format is a two byte hexadecimal VLAN ID number followed
by a six byte MAC address with each byte separated by colons. For example:

01:23:45:67:89:AB:CD:EF, where 01:23 is the VLAN ID and 45:67:89:AB:CD:EF
is the MAC address.

Source Slot/Port(s)

The port where this address was learned. In other words, this field shows the
port through which the MAC address can be reached.

ifindex The ifIndex of the MIB interface table entry associated with the source port.
Status The status of this entry. The possible values are:
e Static: The entry was added when a static MAC filter was defined.
¢ Learned: The entry was learned by observing the source MAC addresses of
incoming traffic, and is currently in use.
e Management: The system MAC address, which is identified with interface
0.1.
e Self: The MAC address of one of the switch's physical interfaces.
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Searching the Forwarding Database

Use the following procedures to search the forwarding database.

1. Enter the two-byte hexadecimal VLAN ID followed by the six byte hexadecimal MAC address in two-digit
groups separated by colons.

For example, 01:23:45:67:89:AB:CD:EF where 01:23 is the VLAN ID and 45:67:89:AB:CD:EF is the MAC
address.

2. Click Search.

If the address exists, that entry is displayed as the first entry in the table after the screen refreshes. The
entry is followed by the remaining (greater) MAC addresses. An exact match is required. If you click
Refresh, the MAC addresses with lower values are displayed again. fake

Managing VLANs

Adding Virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of both bridging and routing.
Like a bridge, a VLAN switch forwards traffic based on the Layer 2 header, which is fast, and like a router, it
partitions the network into logical segments, which provides better administration, security and management
of multicast traffic.

A VLAN is a set of end stations and the switch ports that connect them. You may have many reasons for the
logical division, such as department or project membership. The only physical requirement is that the end
station and the port to which it is connected both belong to the same VLAN.

Each VLAN in a network has an associated VLAN ID, which appears in the IEEE 802.1Q tag in the Layer 2 header
of packets transmitted on a VLAN. An end station may omit the tag, or the VLAN portion of the tag, in which
case the first switch port to receive the packet may either reject it or insert a tag using its default VLAN ID. A
given port may handle traffic for more than one VLAN, but it can only support one default VLAN ID.

VLAN Configuration

Use the VLAN Configuration page to define VLAN groups stored in the VLAN membership table. Your switch
supports up to 3965 VLANs. VLAN 1 is the default VLAN of which all ports are members.

To display the VLAN Configuration page, click LAN > L2 Features > VLAN > Configuration in the navigation tree.
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VLAN Configuration
VLAN ID and Name List 1 - Default |»
VLAN [OCreate [Delete []Participate
VLAN ID-Individual | (1 through 3965, separated by a comma.)
VLAN ID-Range [ To|
[J VLAN Name [Default (0 to 32 Alphanumeric Characters)
VLAN Type Default
SlotPort __ |status Tagging
All v ]
0 Include Include v Untagged [v]
0r2 Include Include v Untagged [v]
0/3 Include Include  |» Untagged ||
0/4 Include Include v Untaaaed |s|

Figure 96: VLAN Configuration

Table 80: VLAN Configuration Fields

Field

Description

VLAN ID and Name

You can use this screen to reconfigure an existing VLAN, or to create a new
one. Use this pulldown menu to select one of the existing VLANSs, or select
Create to add a new one.

VLAN ID-Individual

Specify the VLAN Identifier for the new VLAN. (You can only enter data in this
field when you are creating a new VLAN.) The range of the VLAN ID is (1 to
3965).

VLAN ID-Range

Specify the range of VLAN Identifiers for the new VLANs to be created.

VLAN Name

Use this optional field to specify a name for the VLAN. It can be up to 32
alphanumeric characters long, including blanks. The default is blank. VLAN ID
1is always named “Default.”

VLAN Type

This field identifies the type of the VLAN you are configuring. You cannot
change the type of the default VLAN (VLAN ID = 1): it is always type “Default.”
When you create a VLAN, using this screen, its type will always be “Static.” A
VLAN that is created by GVRP registration initially has a type of “Dynamic.” You
can use this pulldown menu to change its type to “Static.”

Slot/Port

Indicates which port is associated with the fields on this line.

Status

Indicates the current value of the participation parameter for the port.

Participation

Use this field to specify whether a port will participate in this VLAN. The
factory default is “Autodetect.” The possible values are:

¢ Include: This port is always a member of this VLAN. This is equivalent to
registration fixed in the IEEE 802.1Q standard.

¢ Exclude: This port is never a member of this VLAN. This is equivalent to
registration forbidden in the IEEE 802.1Q standard.

¢ Autodetect: Specifies that port may be dynamically registered in this VLAN
via GVRP. The port will not participate in this VLAN unless it receives a
GVRP request. This is equivalent to registration normal in the IEEE 802.1Q
standard.
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Table 80: VLAN Configuration Fields (Cont.)

Field Description

Tagging Select the tagging behavior for this port in this VLAN. The factory default is
“Untagged.” The possible values are:

¢ Tagged: all frames transmitted for this VLAN will be tagged.
¢ Untagged: all frames transmitted for this VLAN will be untagged.

e If you make any changes to the page, click Submit to apply the changes to the system. To delete a VLAN,
select the VLAN from the VLAN ID and Name field, and then click Delete. You cannot delete the default
VLAN.

VLAN Status

Use the VLAN Status page to view information about the VLANs configured on your system.

To access the VLAN Status page, click LAN > Monitoring > VLAN Summary > VLAN Status in the navigation tree.

VLANID _____________|VLAN Name VLAN Type
1 Default Default

Figure 97: VLAN Status

Table 81: VLAN Status Fields

Field Description

VLAN ID The VLAN ldentifier (VID) of the VLAN. The range of the VLAN ID is 1 to 3965.
VLAN Name The name of the VLAN. VLAN ID 1 is always named Default.

VLAN Type The VLAN type, which can be one of the following:

e Default: (VLAN ID = 1) -- always present
e Static: A VLAN you have configured

¢ Dynamic: A VLAN created by GVRP registration that you have not
converted to static, and that GVRP may therefore remove

¢ Click Refresh to display the latest information from the router.
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VLAN Port Configuration

Use the VLAN Port Configuration page to configure a virtual LAN on a port.

To access the VLAN Port Configuration page, click LAN > L2 Features > VLAN > Port Configuration in the

navigation tree.

Slot/Port All |

Port VLAN 1D 1 (1 to 3965)
Acceptable Frame Types Admit All  |»]

Ingress Filtering Disable | v

Port Priority fU— (Oto7)

VLAN Port Configuration

Figure 98: VLAN Port Configuration

Table 82: VLAN Port Configuration Fields

Field Description

Slot/Port Select the physical interface for which you want to display or configure data.
Select All to set the parameters for all ports to same values.

Port VLAN ID Specify the VLAN ID you want assigned to untagged or priority tagged frames

received on this port. The factory default is 1.

Acceptable Frame Types

Specify how you want the port to handle untagged and priority tagged frames.
Whichever you select, VLAN tagged frames will be forwarded in accordance
with the IEEE 802.1Q VLAN standard. The factory default is Admit All.

¢ VLAN Only: The port will discard any untagged or priority tagged frames it
receives.

e Admit All: Untagged and priority tagged frames received on the port will
be accepted and assigned the value of the Port VLAN ID for this port.

Ingress Filtering

Specify how you want the port to handle tagged frames:

¢ Enable: Atagged frame will be discarded if this port is not a member of the
VLAN identified by the VLAN ID in the tag.

¢ Disable: All tagged frames will be accepted. The factory default is disable.

Port Priority

Specify the default 802.1p priority assigned to untagged packets arriving at the
port.

¢ If you change any information on the page, click Submit to apply the changes to the system.
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VLAN Port Summary

Use the VLAN Port Summary page to view VLAN configuration information for all the ports on the system.

To access the VLAN Port Summary page, click LAN > Monitoring > VLAN Summary > VLAN Port Summary in
the navigation menu.

VLAN Port Summary

Listing of all Ports on the Switch

Ingress
Port VLAN ID Port VLAN Acceptable Ingress Filtering  [Filtering Port
Slot/Port Conf‘ igured ID Current Frame Types Configured Current Priority

I]M Admit All Disabled Disabled 0
1 1 Admit All Disabled Disabled 0

I]a’3 1 1 Admit All Disabled Disabled 0

0/4 1 1 Admit All Disabled Disabled 0

0/5 1 1 Admit All Disabled Disabled 0

Figure 99: VLAN Port Summary
Table 83: VLAN Port Summary Fields
Field Description
Slot/Port Identifies the physical interface associated with the rest of the data in the row.
Port VLAN ID Configured Identifies the VLAN ID assigned to untagged or priority-tagged frames received
on this port. The factory default is 1.

Port VLAN ID Current Displays the actual VLAN ID in use for the port. If the port was acquired by

another module, the actual value may differ from the configured VLAN ID. For
example, if the port is a member of a port channel and the port channel has a
different port VLAN ID setting than the configured value, then the two may
differ.

Acceptable Frame Types Indicates how the port handles untagged and priority tagged frames.

e VLAN Only: The port discards any untagged or priority tagged frames it
receives.

e Admit All: Untagged and priority tagged frames received on the port are
accepted and assigned the value of the Port VLAN ID for this port.

Ingress Filtering Shows how the port handles tagged frames.

¢ Enable: A tagged frame is discarded if this port is not a member of the
VLAN identified by the VLAN ID in the tag.

¢ Disable: All tagged frames are accepted, which is the factory default.

Port Priority Identifies the default 802.1p priority assigned to untagged packets arriving at
the port.

¢ Click Refresh to reload the page and view the most current information.
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Managing Protocol-Based VLANSs

In a protocol-based VLAN, traffic is bridged through specified ports based on the protocol associated with the
VLAN. User-defined packet filters determine whether a particular packet belongs to a particular VLAN.
Protocol-based VLANs are most often used in situations where network segments contain hosts running
multiple protocols.

You can use a protocol-based VLAN to define filtering criteria for untagged packets. By default, if you do not
configure any port-based (IEEE 802.1Q) or protocol-based VLANSs, untagged packets are assigned to VLAN 1.
You can override this behavior by defining either port-based VLANSs, protocol-based VLANSs, or both. Tagged
packets are always handled according to the IEEE 802.1Q standard and are not included in protocol-based
VLANSs.

If you assign a port to a protocol-based VLAN for a specific protocol, untagged frames received on that port for
that protocol will be assigned the protocol-based VLAN ID. Untagged frames received on the port for other
protocols will be assigned the Port VLAN ID (PVID), which is either the default PVID (1) or a PVID you have
specifically assigned to the port using the Port VLAN Configuration screen.

Use the Protocol-based VLAN Configuration page to configure which protocols go to which VLANs, and then
enable certain ports to use these settings.

You define a protocol-based VLAN by creating a group. Each group has a one-to-one relationship with a VLAN
ID, can include one or more protocol definitions, and can include multiple ports.

To display the Protocol-Based VLAN Configuration page, click LAN > L2 Features > VLAN > Protocol-based VLAN
> Configuration in the navigation tree.

Protocol-based VLAN Configuration

Group ID Create New Group |v| (Max 128 groups)
oo D (110 128)

Figure 100: Create Protocol Group

Table 84: Protocol Group Fields (No Groups)

Field Description

Group When no protocol-based VLAN groups exist, only the Create New Group option is available.
Group ID Specify a number to identify the group to create.
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To create and configure a protocol group, enter a group ID and click Submit. The page refreshes and additional

fields appear.

Group ID

Group ID

Group Name (Optional)
VLAN

]
1

|%| (Max 128 groups)

{1to 16 alphanumeric characters including -, _, ")

(1 to 4093) Enter 0 to unconfigure

Protocol-based VLAN Configuration

Protocol-list 0x0600{1536) to 0xFFFF(65535)
Interface(s) 01 [a]

02 |2

03

0/4

0/5

0/6

o7 B

0/8 |v]|

Figure 101: Protocol Group
Table 85: Protocol Group Fields

Field Description

Group ID Use the drop-down menu to create a new group or to configure the selected protocol
group. You can create up to 128 groups.

Group ID Identifies the group to configure.

Group Name Optionally enter a name to associate with protocol group ID. You can modify the name of
an existing group. You can enter up to 16 characters.

VLAN Specify the VLAN ID to associate with this group. The range is 1-3965.

Protocol-list Specify one or more protocols to associate with this group. The protocol list can be any
valid comma(,) separated string with standard arp, ip, ipx keywords, hexadecimal or
decimal values in the range of 0x0600(1536) to OxFFFF(65535).

Interfaces Selects the interface(s) to add or remove from this group. CTRL + click to select multiple

ports.

¢ To create or modify a protocol-based VLAN group, edit the fields, and then click Submit.

¢ To delete an existing protocol-based VLAN group, select the group from the Group ID field, and then click
Delete Group.

D-Link
November 2011

Unified Wired and Wireless Access System

Page 186



D-Link UWS User Manual Managing VLANs

Protocol

-Based VLAN Summary

Use the Protocol-based VLAN Summary page to view information about protocol-based VLAN groups
configured on the system.

To access the

Protocol-based VLAN Summary page, click LAN > Monitoring > VLAN Summary > Protocol-based

VLAN Port Summary in the navigation tree.

Protocol-based VLAN Summary

Group ID Protocol(s) Interface(s)
IPX 1 IPX 100 0/5

Figure 102: Protocol-based VLAN Summary

Table 86: Protocol-based VLAN Summary Fields

Field

Description

Group Name

Shows the user-defined name associated with protocol group.

Group ID Shows the number that identifies the group you create. Group IDs are
automatically assigned when you create a group.

Protocols Shows the protocol keyword or protocol value (hex or decimal numbers) to
associate with this group, which can be one or more of the following:

VLAN Specifies the VLAN ID associated with this group.

Interface Shows the interfaces participating in this group.

¢ Click Refresh to reload the page and display the most current information.

D-Link
November 201

Unified Wired and Wireless Access System
1 Page 187



D-Link UWS User Manual Managing VLANs

Managing IP Subnet-Based VLANs

If a packet is untagged or priority- tagged, the device associates the packet with any matching IP subnet
classification. If no IP subnet classification can be made, then the packet is subjected to the normal VLAN
classification rules of the device. An IP subnet-to-VLAN mapping is defined by configuring an entry in the IP
subnet-to-VLAN table. An entry is specified by a source IP address, network mask, and the desired VLAN ID. The
IP subnet-to-VLAN configurations are shared across all ports of the switch.

Use the IP Subnet-based VLAN Configuration page to assign an IP Subnet to a VLAN.

To display the IP Subnet-based VLAN Configuration page, click LAN > L2 Features > VLAN > IP Subnet-based
VLAN > Configuration in the navigation menu.

' IP Subnet-based VLAN Configuration |

IP Address Add v

IP Address 0.0.00 (XXXX)
Subnet Mask 0.0.0.0 (XX XX)
VLAN ID 0 (1 to 3965)

Figure 103: IP Subnet-based VLAN Configuration

Table 87: IP Subnet-based VLAN Configuration Fields

Field Description

IP Address Select the IP address of the IP-to-VLAN binding to view or delete, or select Add
to create a new binding.

IP Address Specifies packet source IP address. This field is configurable only when you
create a new IP Subnet-based VLAN. Enter the IP address in dotted decimal
notation.

Subnet Mask Specifies packet source IP subnet mask address.This field is configurable only

when you create a new IP Subnet-based VLAN. Enter the subnet mask in
dotted decimal notation.

VLAN ID Specifies the VLAN to which the IP address is assigned. The valid range is 1-
3965.

¢ If you make any changes on this page, click Submit to apply the changes to the system.

¢ To delete an existing binding, select the source IP address from the IP Address drop-down menu, and then
click Delete.
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IP Subnet-based VLAN Summary

Use the IP Subnet-based VLAN Summary page to view information about IP subnet to VLAN mappings
configured on your system. If no mappings are configured, the screen displays a “No IP Subnet-based VLAN
Configured” message.

To access the IP Subnet-based VLAN Summary page, click LAN > Monitoring > VLAN Summary > IP Subnet-
based VLAN Summary in the navigation tree.

IP Subnet-based VLAN Summary

IP Address  |SubnetMask  [ViANID |
10.25.0.0 255.255.0.0 2

Figure 104: IP Subnet-based VLAN Summary

Table 88: IP Subnet-based VLAN Summary Fields

Field Description

IP Address Shows the packet source IP address.

Subnet Mask Shows packet source IP subnet mask address.

VLAN ID Shows the VLAN to which the IP address is assigned.

¢ Click Refresh to reload the page and display the most current information.

MAC-based VLAN Configuration

If a packet is untagged or priority tagged, the device shall associate it with the VLAN which corresponds to the
source MAC address in its MAC-based VLAN tables. If there is no matching entry in the table, then the packet
is subject to normal VLAN classification rules of the device.

Use the MAC-based VLAN Configuration page to map a MAC entry to the VLAN table. After the source MAC
address and the VLAN ID are specified, the MAC-to-VLAN configurations are shared across all ports of the
switch.

To display the MAC-based VLAN Configuration page, click LAN > L2 Features > VLAN > MAC-based VLAN >
Configuration in the navigation menu.
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MAC-based VLAN Configuration

MAC address Add v
MAC address !0[}:0[].‘00:0[]:!]{]'00
VLAN ID in (1to 3965)

Figure 105: MAC-based VLAN Configuration

Table 89: MAC-based VLAN Configuration Fields

Field Description
MAC Address Specifies the source MAC address to map to a VLAN.
VLAN ID Specifies the VLAN to which the source MAC address is to be bound.

¢ If you make any changes, click Submit to apply the changes to the system.

MAC-based VLAN Summary

Use the MAC-based VLAN Summary page to view information about the MAC-to-VLAN mappings configured
on your system.

To display the MAC-based VLAN Summary page, click Monitoring > VLAN Summary > MAC-based VLAN
Summary in the navigation menu.

MAC-based VLAN Summary

MAC address VLAN ID

00:22:b0:3a:¢9:80 1

Figure 106: MAC-based VLAN Summary

Table 90: MAC-based VLAN Summary Fields

Field Description
MAC Address Specifies the MAC address to map to a VLAN.
VLAN ID Specifies the VLAN to which the MAC is to be bound.

¢ Click Refresh to reload the page and display the most current information.
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Double VLAN Tunneling

Double VLAN Tunneling allows the use of a second tag on network traffic. The additional tag helps differentiate
between customers in the Metropolitan Area Networks (MAN) while preserving individual customer’s VLAN
identification when they enter their own 802.1Q domain.

With the introduction of this second tag, you do not need to divide the 4k VLAN ID space to send traffic on an
Ethernet-based MAN.

With Double VLAN Tunneling enabled, every frame that is transmitted from an interface has a DVlan Tag
attached while every packet that is received from an interface has a tag removed (if one or more tags are
present).

Use the Double VLAN Tunneling page to configure Double VLAN frame tagging on one or more ports.

To access the Double VLAN Tunneling page, click LAN > L2 Features > VLAN > Double VLAN in the navigation
tree.

Double VLAN Tunneling

Interface 01 :_v'

Interface Mode Disable [+

Figure 107: Double VLAN Tunneling

Table 91: Double VLAN Tunneling Fields

Field Description
Interface Select the physical interface for which you want to display or configure data.
Select All to set the parameters for all ports to same values.
Interface Mode This specifies the administrative mode for Double VLAN Tagging:
¢ Enable: Double VLAN Tagging is enabled for the specified port (or All
ports).

¢ Disable: Double VLAN Tagging is disabled for the specified port (or All
ports), which is the default value.

¢ If you make any changes to the page, click Submit to apply the changes to the system.
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Double VLAN Tunneling Summary

The Double VLAN Tunneling Summary page shows the double VLAN tunneling configuration status for all ports
on the system.

To access the Double VLAN Tunneling Summary page, click LAN > Monitoring > VLAN Summary > Double VLAN
Status in the navigation tree.

Interface EtherType

01 Disable dvian-tunnel ethertype 802.1Q
02 Disable dvian-tunnel ethertype 802.1Q
0/3 Disable dvian-tunnel ethertype 802.1Q
0/4 Disable dvian-tunnel ethertype §02.1Q
0/5 Disable dvian-tunnel ethertype 802.1Q
0/6 Disable dvian-tunnel ethertype 802.1Q
o7 Disable dvian-tunnel ethertype 802.1Q
0/8 Disable dvian-tunnel ethertype 802.1Q
0/9 Disable dvian-tunnel ethertype 802.1Q
010 Disable dvian-tunnel ethertype 802.1Q

Figure 108: Double VLAN Tunneling Summary

Table 92: Double VLAN Tunneling Summary Fields

Field Description
Interface Select the physical interface for which you want to display or configure data.
Interface Mode This specifies the administrative mode for Double VLAN Tagging:
¢ Enable: Double VLAN Tagging is enabled for the specified port (or All
ports).

¢ Disable: Double VLAN Tagging is disabled for the specified port (or All
ports), which is the default value.

EtherType The two-byte hex EtherType to be used as the first 16 bits of the Double VLAN
tag:
e 802.1Q Tag: Commonly used tag representing 0x8100
¢ VvMAN Tag: Commonly used tag representing 0x88A8

e Custom Tag: Indicates that a custom tag has been configured and displays
its value.

¢ Click Refresh to display the most current information from the router.
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Voice VLAN Configuration

The voice VLAN feature enables switch ports to carry voice traffic with defined settings so that voice and data
traffic are separated when coming onto the port. A voice VLAN ensures that the sound quality of an IP phone
is safeguarded from deterioration when data traffic on the port is high.

The inherent isolation provided by VLANs ensures that inter-VLAN traffic is under management control and
that network-attached clients cannot initiate a direct attack on voice components. A QoS protocol based on the
IEEE 802.1P class-of-service (CoS) protocol uses classification and scheduling to send network traffic from the
switch in a predictable manner. The system uses the source MAC of the traffic traveling through the port to
identify the IP phone data flow.

Voice VLAN is enabled per-port basis. A port can participate only in one voice VLAN at a time. The Voice VLAN
feature is disabled by default.

To display the Voice VLAN Configuration page, click LAN > L2 Features > VLAN > Voice VLAN > Voice VLAN
Configuration.

Voice VLAN Configuration
Voice VLAN Admin Mode Disable |+
Interface 0/1 |»|
CoS Override Mode Disable |+ |
Voice VLAN Interface Mode Disable |w|
Operational State Disable

Figure 109: Voice VLAN Configuration

Table 93: Voice VLAN Configuration Fields

Field Description

Voice VLAN Admin Mode Click Enable or Disable to administratively turn the Voice VLAN feature on or
off for all ports.

Interface Select the slot and port to configure this service on.

CoS Override Mode Overrides the 802.1p class-of-service (CoS) value for all data (non-voice)
packets arriving at the port. Thus any rogue client that is also connected to the
voice VLAN port cannot deteriorate the voice traffic.
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Table 93: Voice VLAN Configuration Fields (Cont.)

Field Description

Voice VLAN Interface Mode Select one of the following interface modes:

¢ Disable: The voice VLAN service is disabled on this interface. Note that the
Admin mode field takes precedence; i.e., if a particular interface is
enabled, but the Admin Mode field is set to Disabled, then the service will
not be operational.

e VLAN ID: The voice VLAN packets are uniquely identified by a number you
assign. All voice traffic carries this VLAN ID to distinguish it from other data
traffic which is assigned the port’s default VLAN ID. However, voice traffic
is not prioritized differently than other traffic.

e Dotlp: This parameter is set by the VolP device for all voice traffic to
distinguish voice data from other traffic. All other traffic is assigned the
port’s default priority.

¢ None: The voice VLAN service is disabled on this interface; however, unlike
Disable mode, the CoS override feature is still operational on the port.

¢ Untagged: The VolP device sends untagged voice traffic.

Operational State Indicates whether the voice VLAN is operational.

¢ |f you make any changes, click Submit to apply the change to the system.
¢ Click Refresh to display the latest information from the router.

Reset VLAN Configuration

Use the Reset Configuration page to return all VLAN parameters for all interfaces to the factory default values.

To access the Reset Configuration page, click LAN > L2 Features > VLAN > Reset Configuration in the navigation
tree.

Reset VLAN Configuration

Exercising this function will cause all VLAN configuration parameters to be reset to their default values.

Figure 110: Reset VLAN Configuration

When you click Reset, the screen refreshes, and you are asked to confirm the reset. Click Reset again to restore
all default VLAN settings for the ports on the system.
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Configuring Protected Ports

The Protected Ports feature assists in Layer 2 security. Ports that are configured to be protected cannot forward
traffic to other protected ports in the same group, regardless of having the same VLAN membership. However,
protected ports can forward traffic to ports which are unprotected as well as ports in other protected groups.
Unprotected ports can forward traffic to both protected and unprotected ports.

Protected Port Configuration

Use the Protected Ports Configuration page to create up to three protected port groups and to assign physical
ports to a group.

To display the Protected Port Configuration page, click LAN > L2 Features > Protected Ports > Configuration in
the navigation tree.

Protected Ports Configuration

Group ID 0w/

Group Name [ (1 to 32 Alphanumeric Characters)
Protected Port{s) 01 |»
02 |
0/3
04 |
0/5
0/6
07
0/8
0/9
0/10 ||

Figure 111: Protected Port Configuration

Table 94: Protected Port Configuration Fields

Field Description

Group ID The protected ports can be combined into a logical group. Traffic can flow
between protected ports belonging to different groups, but not within the
same group. The selection box lists all the possible protected port Group IDs
supported for the current platform. The valid range is platform-dependent.

Group Name Assign an optional name to associate with the protected ports group. The
name is for identification purposes and can be up to 32 alphanumeric
characters long, including blanks. The default is blank.

Protected Port(s) Specifies the Slot/Port for which port parameters are defined.
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Assigning Ports to a Group
1. Select a group ID from the Group ID field.

2. From the Protected Port(s) field, click one port to add a single port to the group, or hold the CTRL key and
click multiple ports to add more than one port to the group.

3. Click Submit to apply the changes to the system.

Protected Ports Summary

Use the Protected Ports Summary page to view information about protected port groups and their included
ports.

To view the Protected Ports Summary page, click LAN > Monitoring > Protected Ports > Summary in the
navigation tree.

Protected Ports Summary
GroupiD ___________[GroupName _______________[|ProtectedPortls) |

0
1
2

Figure 112: Protected Ports Summary

Table 95: Protected Ports Summary Fields

Field Description

Group ID Identifies the protected ports group as either Group 0, 1, or 2.
Group Name Identifies the protected ports group with a user-defined string.
Protected Port(s) Shows the Slot/Port that are members of the protected ports group.

¢ Click Refresh to reload the page and display the most current information.
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Creating MAC Filters

Use the MAC Filtering Configuration page to associate a MAC address with a VLAN and set of source ports and
destination ports. Any packet with a static MAC address in a specific VLAN is admitted only if the ingress port
is included in the set of source ports; otherwise the packet is dropped. If admitted, the packet is forwarded to
all the ports in the destination list.

To access the MAC Filter Configuration page, click LAN > L2 Features > Filters > MAC Filter Configuration in the
navigation tree.

MAC Filter Configuration

MACFilter __________[WACaddress ______|VLANID _|Source Port Members __[Destination Port Members ___|
00:11:223344:55-1[w]  [oo112233a455  [1]v] o s ot [y
L L 1) ai i

0/3 L 03

0/4 0/4

0/5 0/5

0/6 0/6

o7 0/7

0/8 |» 08 |»

| Submit ][ Delete ][ Celete All |

Figure 113: MAC Filter Configuration

Table 96: MAC Filter Configuration Fields

Field Description

MAC Filter If no MAC filters are configured on the system, Create Filter is the only item in
the drop-down menu. If one or more MAC filters exist, the list also contains the
MAC address and associated VLAN ID of a configured filter.

MAC Address The MAC address of the filter in the format 00:01:1A:B2:53:4D. You can only
change this field when you have selected the "Create Filter" option.
Note: You cannot define filters for the following MAC addresses:
e (00:00:00:00:00:00
e (01:80:C2:00:00:00 to 01:80:C2:00:00:0F
e (01:80:C2:00:00:20 to 01:80:C2:00:00:21
e FF:.FF:FF:FF:FF:FF

VLAN ID The VLAN ID used with the MAC address to fully identify packets you want
filtered. You can only change this field when you have selected the "Create
Filter" option.

Source Port Members Select the ports you want included in the inbound filter. If a packet with the
MAC address and VLAN ID you selected is received on a port that is not in the
list, it will be dropped.

Destination Port Members  Select the ports you want to include in the outbound filter. Packets with the
MAC address and VLAN ID you selected will only be transmitted out of ports
that are in the list.
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e Click Submit to update the switch with the values on the screen. If you want the switch to retain the new
values across a power cycle, you must perform a save.

e Click Delete to remove the currently selected filter.
e Click Delete All to remove all configured filters.

Adding MAC Filters
1. To add a MAC filter, select Create Filter from the MAC Filter drop-down menu.

2. Enter a valid MAC address and select a VLAN ID from the drop-down menu.
The VLAN ID drop-down menu only lists VLANs currently configured on the system.

3. Select one or more ports to include in the filter. Use CTRL + click to select multiple ports.

4. Click Submit to apply the changes to the system.

Modifying MAC Filters

To change the port mask(s) for an existing filter, select the entry from the MAC Filter field, and then click (or
CTRL + click) the port(s) to include in the filter. Only those ports that are highlighted when you click Submit are
included in the filter.

To change the MAC address or VLAN associated with a filter, you must delete and re-create the filter.

Deleting MAC Filters

To delete afilter, select it from the MAC Filter drop-down menu and click Delete. To delete all configured filters
from the forwarding database, click Delete All.

MAC Filter Summary

Use the MAC Filter Summary page to associate a MAC address with a VLAN and one or more source ports.

To access the MAC Filter Summary page, click LAN > Monitoring > Filters > MAC Filter Summary in the
navigation tree.

MAC Filter Summary
00.11_22_33_44.55 [0;4 1[0/5][06][07]

Figure 114: MAC Filter Summary
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Configuring GARP

Generic Attribute Registration Protocol (GARP) is a general-purpose protocol that registers any network
connectivity or membership-style information. GARP defines a set of switches interested in a given network
attribute, such as VLAN or multicast address.

The GARP VLAN Registration Protocol (GVRP) provides a mechanism that allows networking switches to
dynamically register (and de-register) VLAN membership information with the networking devices attached to
the same segment, and for that information to be disseminated across all networking switches in the bridged
LAN that support GARP Multicast Registration Protocol (GMRP).

With the GARP Multicast Registration Protocol (GMRP), networking devices can dynamically register and de-
register group membership information with the networking devices attached to the same segment. GMRP

enables the group membership information to be disseminated across all networking devices in the bridged
LAN that support GMRP.

The operation of GVRP and GMRP relies upon the services provided by GARP.

GARP Status

Use the GARP Status page to view GARP settings for the system and for each interface.

To access the GARP Status page, click LAN > Monitoring > GARP Status > Status in the navigation tree.

GARP Status
Switch GVRP Disabled
Switch GMRP Disabled
Port GVRP Port GMRP Join Timer Leave Timer Leave All Timer

Slot/Port  |Mode Mode (centisecs) (centisecs) (centisecs)
01 Disabled Disabled 20 60 1000
02 Disabled Disabled 20 60 1000
0/3 Disabled Disabled 20 60 1000

Figure 115: GARP Status
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The GARP Status page contains the following fields:

Table 97: GARP Status Fields

Field Description

Switch GVRP Shows whether the switch GVRP protocol is enabled or disabled.
Switch GMRP Shows whether the switch GMRP protocol is enabled or disabled.
Slot/Port Identifies the system interface.

Port GVRP Mode

Shows the GARP VLAN Registration Protocol administrative mode for the port.
If the mode is Disabled, the protocol will not be active and the Join Time, Leave
Time and Leave All Time will have no effect.

Port GMRP Mode

Shows the GARP Multicast Registration Protocol administrative mode for the
port. If the mode is Disabled, the protocol will not be active, and Join Time,
Leave Time and Leave All Time have no effect.

Join Timer (centisecs)

Shows the time between the transmission of GARP PDUs registering (or re-
registering) membership for a VLAN or multicast group in centiseconds.

Leave Timer (centisecs)

Displays time lapse, in centiseconds, that the switch waits before leaving its
GARP state. Leave time is activated by a Leave All Time message sent/received,
and cancelled by the Join message received.This allows time for another station
to assert registration for the same attribute in order to maintain uninterrupted
service.

Leave All Timer (centisecs)

Displays time lapse, in centiseconds, that all switches wait before leaving the
GARP state. The leave all time must be greater than the leave time. The Leave
All Time controls how frequently LeaveAll PDUs are generated. A LeaveAll PDU
indicates that all registrations will shortly be deregistered. Participants will need
to rejoin in order to maintain registration.
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GARP Switch Configuration

Use the GARP Switch Configuration page to configure GARP settings for the system.

To access the GARP Switch Configuration page, click LAN > L2 Features > GARP > Switch Configuration in the
navigation tree.

GARP Switch Configuration
GVRP Mode Disable [+
GMRP Mode Disable |v|

Figure 116: GARP Switch Configuration

Table 98: GARP Switch Configuration Fields

Field Description

Switch GVRP Mode Shows the GARP VLAN Registration Protocol administrative mode for the
switch. The switch GVRP mode must be enabled for the ports to function in
GARP protocols, even if GVRP is enabled on a port.

Switch GMRP Mode Shows the GARP Multicast Registration Protocol administrative mode for the
switch. The switch GMRP mode must be enabled for the ports to function in
GARP protocols, even if GMRP is enabled on a port.

¢ If you make any changes to the page, click Submit to apply the changes to the system.
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GARP Port Configuration

Use the GARP Port Configuration page to configure GARP settings for a specific interface.

To access the GARP Port Configuration page, click LAN > L2 Features > GARP > Port Configuration in the

navigation tree.

i GARP Port Configuration '

Slot/Port Al [»
Port GVRP Mode Disable |v
Port GMRP Mode Disable |v

GARP Timers
Join Timer (centisecs) |20 (10 to 100)
Leave Timer (centisecs) iSD (20 to 600)
Leave All Timer (centisecs) |1[](]u (200 to 6000)

Figure 117: GARP Port Configuration

Table 99: GARP Port Configuration Fields

Field

Description

Slot/Port

Specifies interface on which to configure the GARP settings. If you select All
from the drop-down menu, the settings on the page affect all interfaces.

Port GVRP Mode

Choose the GARP VLAN Registration Protocol administrative mode for the port
by selecting enable or disable from the pulldown menu.If you select disable,
the protocol will not be active and the Join Time, Leave Time and Leave All
Time will have no effect. The factory default is disable.

Port GMRP Mode

Choose the GARP Multicast Registration Protocol administrative mode for the
port by selecting enable or disable from the pulldown menu. If you select
disable, the protocol will not be active, and Join Time, Leave Time and Leave
All Time have no effect. The factory default is disable.

GARP Timers

GARP Join Timer (centisecs)

Specify the time between the transmission of GARP PDUs registering (or re-
registering) membership for a VLAN or multicast group in centiseconds. Enter
a number between 10 and 100 (0.1 to 1.0 seconds). The factory default is 20
centiseconds (0.2 seconds). An instance of this timer exists for each GARP
participant for each port.
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Table 99: GARP Port Configuration Fields (Cont.)

Field

Description

GARP Leave Timer (centisecs)

Displays time lapse, in centiseconds, that the switch waits before leaving its
GARP state. Leave time is activated by a Leave All Time message sent/received,
and cancelled by the Join message received.This allows time for another
station to assert registration for the same attribute in order to maintain
uninterrupted service. Enter a number between 20 and 600 (0.2 to 6.0
seconds). Leave time must be greater than or equal to three times the join
time. The factory default is 60 centiseconds (0.6 seconds). An instance of this
timer exists for each GARP participant for each port.

GARP Leave All Timer
(centisecs)

Displays time lapse, in centiseconds, that all switches wait before leaving the
GARP state. The leave all time must be greater than the leave time. The
possible field value is 200-6000. The default value is 1000 centisecs. The Leave
All Time controls how frequently LeaveAll PDUs are generated. A LeaveAll PDU
indicates that all registrations will shortly be deregistered. Participants will
need to rejoin in order to maintain registration. The Leave All Period Timer is
set to a random value in the range of LeaveAllTime to 1.5*LeaveAllTime. The
timer is specified in centiseconds. Enter a number between 200 and 6000 (2
to 60 seconds). The factory default is 1000 centiseconds (10 seconds). An
instance of this timer exists for each GARP participant for each port.

¢ If you make any changes to the page, click Submit to apply the changes to the system.
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Creating Port Channels (Trunking)

Port-trunks, which are also known as link aggregation groups (LAGs), allow you to combine multiple full-duplex
Ethernet links into a single logical link. Network devices treat the aggregation as if it were a single link, which
increases fault tolerance and provides load sharing. You assign the port-channel (LAG) VLAN membership after
you create a port-trunk. The port channel by default becomes a member of the management VLAN.

A port-trunk (LAG) interface can be either static or dynamic, but not both. All members of a port channel must
participate in the same protocols. A static port-trunk interface does not require a partner system to be able to
aggregate its member ports.

!%I Note: If you configure the maximum number of dynamic port-channels (LAGs) that your platform
supports, additional port-channels that you configure are automatically static.

Static LAGs are supported. When a port is added to a LAG as a static member, it neither transmits nor receives
LACPDUs.

Port Channel Configuration

Use the Port Channel Configuration page to group one or more full duplex Ethernet links to be aggregated
together to form a port-channel, which is also known as a link aggregation group (LAG). The switch treats the
port-channel as if it were a single link.

To access the Port Channel Configuration page, click LAN > L2 Features > Trunking > Configuration in the
navigation tree.

Port Channel Configuration

Port Channel Name Create v
i
Name Trap Mode Link Status Mode Load Balance
Enable ¥ Enable [» Enable |v| Disable || Src/Dest MAC, VLAN, EType. incoming port | »
StoPort______________________________________[|Participaton_________[Membership Conflicts |
0 Exclude |
02 Exclude |»
073 Exclude [v|
04 Exclude |»
ws Exclude |»

Figure 118: Port Channel Configuration
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Table 100: Port Channel Configuration Fields

Field

Description

Port Channel Name

Select Create from the drop-down menu to configure a new port channel, or
select an existing port channel, identified by the interface and name, to modify
its settings. The maximum number of port channels is platform-dependent.

Slot/Port

After you create the port channel, this field identifies the Port Channel with
the Slot/Port interface naming convention. This field does not appear while
you initially configure a new Port Channel.

Port Channel Name

Enter the name you want assigned to the Port Channel. You may enter any
string of up to 15 alphanumeric characters. You must specify a valid name in
order to create the Port Channel.

Link Trap

Specify whether you want to have a trap sent when link status changes. The
factory default is enable, which will cause the trap to be sent.

Administrative Mode

Select enable or disable from the pulldown menu. When the Port Channel is
disabled no traffic will flow and LACPDUs will be dropped, but the links that
form the Port Channel will not be released. The factory default is enable.

Link Status Indicates whether the link is Up or Down.

STP Mode Select the Spanning Tree Protocol (STP) Administrative Mode associated with
the Port Channel:
¢ Disable: Spanning tree is disabled for this Port Channel.
e Enable: Spanning tree is enabled for this Port Channel.

Static Mode Select enable or disable from the pulldown menu. The factory default is

Disable.

¢ Enable: The port channel is statically maintained, which means it does not
transmit or process received LAGPDUs. The member ports do not transmit
LAGPDUs and all the LAGPDUs it may receive are dropped. A static port-
channel interface does not require a partner system to be able to
aggregate its member ports.

¢ Disable: The port channel is dynamically maintained. The interface
transmits and processes LAGPDUs and requires a partner system

Load Balance

Select the hashing algorithm used to distribute the traffic load among
available physical ports in the LAG. The range of possible values may vary with
the type of switch. The possible values are:

e Source MAC, VLAN, EtherType, and source port

e Destination MAC, VLAN, EtherType and source port

¢ Source/Destination MAC, VLAN, EtherType, and source port
e Source IP and Source TCP/UDP Port

e Destination IP and Destination TCP/UDP Port

e Source/Destination IP and source/destination TCP/UDP Port

Port Channel Members

After you create one or more port channel, this field lists the members of the
Port Channel in Slot/Port form. If there are no port channels on the system,
this field is not present.

Slot/Port This column lists the physical ports available on the system.
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Table 100: Port Channel Configuration Fields (Cont.)

Field

Description

Participation

Select each port’s membership status for the Port Channel you are configuring.
There can be a maximum of 8 ports assigned to a Port Channel.

¢ Include: The port participates in the port channel.

e Exclude: The port does not participate in the port channel, which is the
default.

Membership Conflicts

Shows ports that are already members of other Port Channels. A port may only
be a member of one Port Channel at a time. If the entry is blank, the port is not
currently a member of any Port Channel

e If you make any changes to this page, click Submit to apply the changes to the system.

e Toremove a port channel, select it from the Port Channel Name drop-down menu and click Delete. All
ports that were members of this Port Channel are removed from the Port Channel and included in the
default VLAN. This field will not appear when a new Port Channel is being created.

Port Channel Status

Use the Port Channel Status page to group one or more full duplex Ethernet links to be aggregated together to
form a port-channel, which is also known as a link aggregation group (LAG). The switch can treat the port-
channel as if it were a single link.

To access the Port Channel Status page, click LAN > Monitoring > Trunking > Status in the navigation tree.

Port
Port (Channel
Channel |[Name

in LAG1

32 LAGZ

Port Channel Status

Port
Channel Admin  |Link STP Static Link Configured |Active
Type Mode State |Mode |Mode Trap Ports Ports Load Balance
Dynamic Enable  Link Enable Disable Enable 0M1 Src/Dest MAC,
Down VLAN, EType,
incoming port
Dynamic Enable  Link Enable Disable Enable 0/2 Src/Dest MAC,
Down VLAN, EType,
incoming port

Figure 119: Port Channel Status

Table 101: Port Channel Status Fields

Field

Description

Port Channel

Identifies the port channel with the Slot/Port interface naming convention.

Port Channel Name

Identifies the user-configured text name of the port channel.

Port Channel Type

The type of this Port Channel, which is one of the following:
e Static: The port channel is statically maintained.
¢ Dynamic: The port channel is dynamically maintained.
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Table 101: Port Channel Status Fields (Cont.)

Field Description

Admin Mode Select enable or disable from the pulldown menu. When the Port Channel is
disabled no traffic will flow and LACPDUs will be dropped, but the links that
form the Port Channel will not be released. The factory default is enable.

Link State Indicates whether the link is Up or Down.

STP Mode Shows whether the Spanning Tree Protocol (STP) Administrative Mode is
enabled or disabled on the port channel

Static Mode Shows whether static mode is enabled for this port channel.

Link Trap Shows whether to send traps when link status changes. If the status is Enabled,

traps are sent.

Configured Ports

Lists the ports that are members of the Port Channel, in Slot/Port notation.
There can be a maximum of 8 ports assigned to a Port Channel.

Active Ports

Lists the ports that are actively participating members of this Port Channel, in
Slot/Port notation.

Load Balance

Shows the hashing algorithm used to distribute the traffic load among
available physical ports in the LAG. The range of possible values may vary with
the type of switch. The possible values are:

e Source MAC, VLAN, EtherType, and source port

e Destination MAC, VLAN, EtherType and source port

e Source/Destination MAC, VLAN, EtherType, and source port
e Source IP and Source TCP/UDP Port

e Destination IP and Destination TCP/UDP Port

e Source/Destination IP and source/destination TCP/UDP Port
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Configuring IGMP Snooping

Internet Group Management Protocol (IGMP) Snooping is a feature that allows a switch to forward multicast
traffic intelligently on the switch. Multicast IP traffic is traffic that is destined to a host group. Host groups are
identified by class D IP addresses, which range from 224.0.0.0 to 239.255.255.255. Based on the IGMP query
and report messages, the switch forwards traffic only to the ports that request the multicast traffic. This
prevents the switch from broadcasting the traffic to all ports and possibly affecting network performance.

A traditional Ethernet network may be separated into different network segments to prevent placing too many
devices onto the same shared media. Bridges and switches connect these segments. When a packet with a
broadcast or multicast destination address is received, the switch will forward a copy into each of the remaining
network segments in accordance with the IEEE MAC Bridge standard. Eventually, the packet is made accessible
to all nodes connected to the network.

This approach works well for broadcast packets that are intended to be seen or processed by all connected
nodes. In the case of multicast packets, however, this approach could lead to less efficient use of network
bandwidth, particularly when the packet is intended for only a small number of nodes. Packets will be flooded
into network segments where no node has any interest in receiving the packet. While nodes will rarely incur
any processing overhead to filter packets addressed to un-requested group addresses, they are unable to
transmit new packets onto the shared media for the period of time that the multicast packet is flooded. The
problem of wasting bandwidth is even worse when the LAN segment is not shared, for example in Full Duplex
links.

Allowing switches to snoop IGMP packets is a creative effort to solve this problem. The switch uses the
information in the IGMP packets as they are being forwarded throughout the network to determine which
segments should receive packets directed to the group address.
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Global Configuration and Status

Use the IGMP Snooping Global Configuration and Status page to enable IGMP snooping on the switch and view
information about the current IGMP configuration.

To access the IGMP Snooping Configuration and Status page, click LAN > L2 Features > IGMP Snooping >
Configuration and Status in the navigation tree.

IGMP Snooping Global Configuration and Status

Admin Mode Disable |v
Multicast Control Frame Count 0
Interfaces Enabled for IGMP Snooping [None]
Data Frames Forwarded by the CPU 0

VLAN Ids Enabled for IGMP Snooping

Figure 120: IGMP Snooping Global Configuration and Status

Table 102: IGMP Snooping Global Configuration and Status Fields

Field Description

Admin Mode Select the administrative mode for IGMP Snooping for the switch from the
pulldown menu. The default is disable.

Multicast Control Frame Shows the number of multicast control frames that have been processed by

Count the CPU.

Interfaces Enabled for IGMP Lists the interfaces currently enabled for IGMP Snooping. To enable interfaces

Snooping for IGMP snooping, see “Interface Configuration” on page 210.

Data Frames Forwarded by  Shows the number of data frames forwarded by the CPU.
the CPU

VLAN Ids Enabled For IGMP  Displays VLAN Ids enabled for IGMP snooping. To enable VLANs for IGMP
Snooping snooping, see “Multicast Router Status” on page 214.

¢ Select Enable or Disable the Admin Mode field and click Submit to turn the feature on or off. Perform a
save if you want the changes to remain in effect over a power cycle.
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Interface Configuration

Use the IGMP Snooping Interface Configuration page to configure IGMP snooping settings on specific
interfaces.

To access the IGMP Snooping Interface Configuration page, click LAN > L2 Features > IGMP Snooping >
Interface Configuration in the navigation tree.

IGMP Snooping Interface Configuration

Slot/Port 011 |»

Admin Mode Disable |v|

Group Membership Interval lr ((Max Response Time + 1) to 3600 secs)
Max Response Time(Less Than Group Membership Interval) Imi (1 to 25 secs)

Multicast Router Present Expiration Time loi (0 to 3600 secs)

Fast Leave Admin Mode Disable |v|

Figure 121: IGMP Snooping Interface Configuration

Table 103: IGMP Snooping Interface Configuration Fields

Field Description
Slot/Port Select the physical or LAG interfaces to configure.
Admin Mode Select the interface mode for the selected interface for IGMP Snooping for the

switch from the pulldown menu. The default is disable.

Group Membership Interval Specify the amount of time you want the switch to wait for a report for a
particular group on a particular interface before it deletes that interface from
the group. The valid range is from (2 to 3600) seconds. The default is 260
seconds.

Max Response Time Specify the amount of time you want the switch to wait after sending a query
on an interface because it did not receive a report for a particular group on
that interface. Enter a value greater or equal to 1 and less than the Group
Membership Interval in seconds. The default is 10 seconds. The configured
value must be less than the Group Membership Interval.

Multicast Router Present Specify the amount of time you want the switch to wait to receive a query on

Expiration Time an interface before removing it from the list of interfaces with multicast
routers attached. Enter a value between 0 and 3600 seconds. The defaultis O
seconds. A value of zero indicates an infinite timeout; i.e., no expiration.

Fast Leave Admin Mode Select the Fast Leave mode for the a particular interface from the pulldown
menu. The default is Disable. Enabling Fast Leave mode allows the switch to
immediately remove the Layer 2 LAN interface from its forwarding table entry
upon receiving an IGMP leave message for that multicast group without first
sending out MAC-based general queries to the interface.

¢ If you make any changes on the page, click Submit to apply the new settings to the switch.
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VLAN Configuration

Use the IGMP Snooping VLAN Configuration page to configure IGMP snooping settings for VLANs on the
system.

To access the IGMP Snooping VLAN Configuration page, click LAN > L2 Features > IGMP Snooping > VLAN
Configuration in the navigation tree.

IGMP Snooping VLAN Configuration

VLAN ID 1 ]

Admin Mode Enable ||

Fast Leave Admin Mode Enable V

Group Membership Interval 260 ((Max Response Time + 1) to 3600 secs)
Maximum Response Time r{i]_-—" (1to 25 secs)

Multicast Router Expiry Time [0 (0to 3600 secs)

Figure 122: IGMP Snooping VLAN Configuration

Table 104: IGMP Snooping VLAN Configuration Fields

Field Description

VLAN ID From the drop-down menu, select the VLAN ID of the VLAN to modify, or select
New Entry to configure settings for a VLAN that does not have IGMP Snooping
enabled.

Admin Mode Enable is the only available option from the drop-down menu. To disable the

IGMP snooping admin mode on the VLAN, select the VLAN from the VLAN ID
field and click Delete.

Fast Leave Admin Mode Enabling fast-leave allows the switch to immediately remove the layer 2 LAN
interface from its forwarding table entry upon receiving an IGMP leave
message for that multicast group without first sending out MAC-based general
queries to the interface.

You should enable fast-leave admin mode only on VLANs where only one host
is connected to each layer 2 LAN port. This prevents the inadvertent dropping
of the other hosts that were connected to the same layer 2 LAN port but were
still interested in receiving multicast traffic directed to that group. Also, fast-
leave processing is supported only with IGMP version 2 hosts.

Group Membership Interval The Group Membership Interval time is the amount of time in seconds that a
switch waits for a report from a particular group on a particular interface
before deleting the interface from the entry. This value must be greater than
the IGMPv3 Maximum Response time value. The range is 2 to 3600 seconds.

Maximum Response Time Enter the amount of time in seconds that a switch will wait after sending a
query on an interface because it did not receive a report for a particular group
in that interface. This value must be less than the Group Membership Interval
time value. The range is 1 to 25 seconds.
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Table 104: IGMP Snooping VLAN Configuration Fields (Cont.)

Field Description
Operational Maximum This read-only field displays the value for maximum response time of IGMP
Response Time Snooping for the specified VLAN ID. Its value is learned dynamically from the

IGMPv2 or IGMPv3 queries received on this VLAN. For the multicast traffic not
to get disturbed, you should configure group membership interval to be
greater than this value.

Multicast Router Expiry Time Enter the amount of time in seconds that a switch waits for a query to be
received on an interface before the interface is removed from the list of
interfaces with multicast routers attached. The range is 0 to 3600 seconds. A
value of 0 indicates an infinite time-out; i.e., no expiration.

¢ If you make any changes to the page, click Submit to apply the new settings to the system.

VLAN Status

Use the IGMP Snooping VLAN Status page to view information about the VLANs on the system that are
configured for IGMP snooping.

To access the IGMP Snooping VLAN Status page, click LAN > Monitoring > IGMP Snooping Status > VLAN Status
in the navigation tree.

IGMP Snooping VLAN Status

VLAN  |Admin Fast Leave Group Membership Max Response Time |Multicast Router Expiry
1D Mode Admin Mode Interval (secs) secs! Time (secs|
1 0

Enable Enable 260 10

Refresh

Figure 123: IGMP Snooping VLAN Status

Table 105: IGMP Snooping VLAN Status Fields

Field Description

VLAN ID Displays the VLAN IDs for which the IGMP Snooping mode is Enabled.
Admin Mode Shows the IGMP Snooping Mode for the VLAN ID.

Fast Leave Admin Mode Indicates whether IGMP Snooping Fast-leave is active on the VLAN.

Group Membership Interval Shows the amount of time in seconds that a switch will wait for a report from
a particular group on a particular interface, which is participating in the VLAN,
before deleting the interface from the entry.

Max Response Time Shows the amount of time the switch waits after it sends a query on an
interface, participating in the VLAN, because it did not receive a report for a
particular group on that interface. This value may be configured.
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Table 105: IGMP Snooping VLAN Status Fields (Cont.)

Field Description
Operational Maximum Displays the value for maximum response time of IGMP Snooping for the
Response Time specified VLAN ID. Its value is learned dynamically from the IGMPv2 or IGMPv3

queries received on this VLAN.

Multicast Router Expiry Time Shows the amount of time to wait before removing an interface that is
participating in the VLAN from the list of interfaces with multicast routers
attached. The interface is removed if a query is not received.

¢ Click Refresh to re-display the page with the latest information from the router.

Multicast Router Configuration

If a multicast router is attached to the switch, its existence can be learned dynamically. You can also statically
configure a switch port as a multicast router interface. Use the Multicast Router Configuration page to
manually configure an interface as a static multicast router interface.

To access the IGMP Snooping Multicast Router Configuration page, click LAN > L2 Features > IGMP Snooping
> Multicast Router Configuration in the navigation tree.

Multicast Router Configuration

Slot/Port 0/1 |

Multicast Router Disable ||

Figure 124: Multicast Router Configuration

Table 106: Multicast Router Configuration Fields

Field Description
Slot/Port Select the physical or LAG interface to display.
Multicast Router Set the multicast router status:

¢ Enabled: The port is a multicast router interface.
¢ Disabled: The port does not have a multicast router configured.

If you enable or disable multicast router configuration on an interface, click Submit to apply the new settings
to the switch.
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Multicast Router Status

Use the IGMP Snooping Multicast Router Status page to see whether a particular interface is configured as a
multicast router interface.

To access the IGMP Snooping Multicast Router Statistics page, click Monitoring > IGMP Snooping Status >
Multicast Router Status in the navigation tree.

Multicast Router Status

Slot/Port 0/1 vl

Multicast Router Disable

Figure 125: Multicast Router Status

Table 107: Multicast Router Status Fields

Field Description

Slot/Port Select the physical or LAG interface to display.

Multicast Router Shows whether the specified interface is configured as a multicast router
interface.

¢ Click Refresh to re-display the page with the latest information from the router.

D-Link Unified Wired and Wireless Access System
November 2011 Page 214



D-Link UWS User Manual Configuring IGMP Snooping

Multicast Router VLAN Configuration

Use the IGMP Snooping Multicast Router VLAN Configuration page to configure multicast router settings for
VLANSs on an interface.

To access the IGMP Snooping Multicast Router VLAN Configuration page, click LAN > L2 Features > IGMP
Snooping > Multicast Router VLAN Configuration in the navigation tree.

Multicast Router VLAN Configuration

VLAN 1D |1 (1 to 3965)
Multicast Router Disable [»

Figure 126: Multicast Router VLAN Configuration

Table 108: Multicast Router VLAN Configuration Fields

Field Description

Slot/Port Select the physical or LAG interface to display.

VLAN ID Enter the VLAN ID to configure as enabled or disabled for multicast routing.
Multicast Router Select Enable or Disable from the drop-down menu to change the multicast

router mode of the VLAN associated with this interface.

¢ If you enable or disable multicast router configuration for VLANs on an interface, click Submit to apply the
new settings to the switch.
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Multicast Router VLAN Status

Use the IGMP Snooping Multicast Router VLAN Status page to view multicast router settings for VLANs on a
specific interface.

To access the IGMP Snooping Multicast Router VLAN Status page, click Monitoring > IGMP Snooping Status >
Multicast Router VLAN Status in the navigation tree.

Multicast Router VLAN Status

Slot/Port 01 v

Figure 127: Multicast Router VLAN Status
The IGMP Snooping Multicast Router VLAN Status page contains the following fields:

Table 109: Multicast Router VLAN Status Fields

Description
Slot/Port Select the physical or LAG interface to display.
VLAN ID If a VLAN is enabled for multicast routing on the interface, this field displays its ID.

Multicast Router Indicates that the multicast router is enabled for the VLAN on this interface.

¢ Click Refresh to re-display the page with the latest information from the router.
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Configuring IGMP Snooping Queriers

IGMP snooping requires that one central switch or router periodically query all end-devices on the network to
announce their multicast memberships. This central device is the 'IGMP querier'. The IGMP query responses,
known as IGMP reports, keep the switch updated with the current multicast group membership on a port-by-
port basis. If the switch does not receive updated membership information in a timely fashion, it will stop
forwarding multicast to the port where the end device is located.

These pages enable you to configure and display information on IGMP snooping queriers on the network and,
separately, on VLANSs.

IGMP Snooping Querier Configuration

Use this page to enable or disable the IGMP Snooping Querier feature, specify the IP address of the router to
perform the querying, and configure related parameters. Users must have Read/Write access privileges to
change the data on this page.

To access this page, click LAN > L2 Features > IGMP Snooping Querier > IGMP Snooping Querier Configuration
in the navigation tree.

IGMP Snooping Querier Configuration

Snooping Querier Admin Mode Disable |v

Snooping Querier Address W
IGMP Version P (te2
Query Interval(secs) r (1 to 1800)
Querier Expiry Interval(secs) ]507 (60 to 300)

Figure 128: IGMP Snooping Querier Configuration

Table 110: IGMP Snooping Querier Configuration Fields

Field Description
Snooping Querier Admin Select the administrative mode for IGMP Snooping for the switch from the
Mode pulldown menu. The default is Disable.

Snooping Querier Address Specify the Snooping Querier Address to be used as source IP address in
periodic IGMP queries. This address is used when no address is configured on
the VLAN on which query is being sent.

IGMP Version Specify the IGMP protocol version used in periodic IGMP queries.

Query Interval Specify the time interval in seconds between periodic queries sent by the
snooping querier. The Query Interval must be a value in the range of 1 and
1800 seconds. The default value is 60 seconds.
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Table 110: IGMP Snooping Querier Configuration Fields (Cont.)

Field Description

Querier Expiry Interval Specify the time interval in seconds after which the last querier information is
removed. The Querier Expiry Interval must be a value in the range of 60 and
300. The default value is 60 seconds.

¢ If you configure an IGMP snooping querier, click Submit to apply the new settings to the switch.
¢ Click Refresh to re-display the page with the latest information from the switch.

IGMP Snooping Querier VLAN Configuration
Use this page to configure IGMP queriers for use with VLANs on the network.

To access this page, click LAN > L2 Features > IGMP Snooping Querier > IGMP Snooping Querier VLAN
Configuration in the navigation tree.

IGMP Snooping Querier VLAN Configuration

VLAN ID New Emry.'v

VLAN ID | (1 to 3965)
Querier Election Participate Mode Disable [+

Snooping Querier VLAN Address I

Figure 129: IGMP Snooping Querier VLAN Configuration

Table 111: IGMP Snooping Querier VLAN Configuration Fields

Field Description

VLAN ID Specifies VLAN ID for which the IGMP Snooping Querier is to be enabled.
Select New Entry to create a new VLAN ID for IGMP Snooping.

Querier Election Participate Enables or disables Querier Participate Mode. When this mode is disabled,
Mode upon seeing another querier of same version in the VLAN, the snooping
querier moves to non-querier state.
When enabled, the snooping querier participates in querier election, in which

the least IP address operates as the querier in that VLAN. The other querier
moves to non-querier state.

Snooping Querier VLAN Specifies the Snooping Querier Address to be used as source IP address in
Address periodic IGMP queries sent on the specified VLAN.

¢ If you configure a snooping querier for a VLAN, click Submit to apply the new settings.
¢ Click Refresh to re-display the page with the latest information from the switch.
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IGMP Snooping Querier VLAN Configuration Summary
Use this page to view summary information for IGMP snooping queriers for on VLANs in the network.

To access this page, click LAN > L2 Features > IGMP Snooping Querier > IGMP Snooping Querier VLAN
Configuration Summary in the navigation tree.

IGMP Snooping Querier VLAN Configuration Summary

VLAN ID Querier Election Participate Mode Snooping Querier VLAN Address
1 Enable st
Refresh

Figure 130: IGMP Snooping Querier VLAN Configuration Summary

Table 112: IGMP Snooping Querier VLAN Configuration Summary Fields

Field Description
VLAN ID Specifies the VLAN ID on which IGMP Snooping Querier is administratively
enabled.

Querier Election Participate Displays the querier election participate mode on the VLAN.

Mode When this mode is disabled, up on seeing a query of the same version in the
VLAN, the snooping querier moves to non-querier state.

When this mode is enabled, the snooping querier participate in querier
election, in which the lowest IP address operates as the querier in that VLAN.
The other querier moves to non-querier state.

Snooping Querier VLAN Displays the Snooping Querier Address to be used as source address in
Address periodic IGMP queries sent on the specified VLAN.

¢ Click Refresh to re-display the page with the latest information from the router.
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IGMP Snooping Querier VLAN Status

Use this page to view the operational state and other information for IGMP snooping queriers for VLANs on the

network.

To access this page, click Monitoring > Querier VLAN Status in the navigation tree.

IGMP Snooping Querier VLAN Status

Operational Operational Last Querier Last Querier Operational Max Response
State Version Address Version Time (secs)

Figure 131: IGMP Snooping Querier VLAN Status

Table 113: IGMP Snooping Querier VLAN Status Fields

Field

Description

VLANID

Specifies the VLAN ID on which the IGMP Snooping Querier is administratively
enabled and for which VLAN exists in the VLAN database.

Operational State

Specifies the operational state of the IGMP Snooping Querier on a VLAN:

e Querier: The snooping switch is the querier in the VLAN. The snooping
switch will send out periodic queries with a time interval equal to the
configured querier query interval. If the snooping switch sees a better
querier (numerically lower) in the VLAN, it moves to non-querier mode.

¢ Non-Querier: The snooping switch is in non-querier mode in the VLAN. If
the querier expiry interval timer expires, the snooping switch moves into
querier mode.

¢ Disabled: The snooping querier is not operational on the VLAN. The
snooping querier moves to disabled mode when IGMP snooping is not
operational on the VLAN, when the querier address is not configured, or
the network management address is not configured.

Operational Version

Displays the IGMP protocol version of the operational querier.

Last Querier Address

Displays the IP address of the last querier from which a query was snooped on
the VLAN.

Last Querier Version

Displays the IGMP protocol version of the last querier from which a query was
snooped on the VLAN.

Operational Max Response
Time

Displays the maximum response time to be used in the queries that are sent
by the snooping querier.

¢ Click Refresh to re-display the page with the latest information from the switch.
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Configuring MLD Snooping

In IPv4, Layer 2 switches can use IGMP snooping to limit the flooding of multicast traffic by dynamically
configuring Layer-2 interfaces so that multicast traffic is forwarded to only those interfaces associated with an
IP multicast address. In IPv6, Multicast Listener Discovery (MLD) snooping performs a similar function. With
MLD snooping, IPv6 multicast data is selectively forwarded to a list of ports that want to receive the data,
instead of being flooded to all ports in a VLAN. This list is constructed by snooping IPv6 multicast control
packets.

MLD is a protocol used by IPv6 multicast routers to discover the presence of multicast listeners (nodes wishing
to receive IPv6 multicast packets) on its directly-attached links and to discover which multicast packets are of
interest to neighboring nodes. MLD is derived from IGMP; MLD version 1 (MLDv1) is equivalent to IGMPv2 and
MLD version 2 (MLDv2) is equivalent to IGMPv3. MLD is a subprotocol of Internet Control Message Protocol
version 6 (ICMPv6), and MLD messages are a subset of ICMPv6 messages.

The switch can snoop on both MLDv1 and MLDv2 protocol packets and bridge IPv6 multicast data based on
destination IPv6 multicast MAC addresses. The switch can be configured to perform MLD snooping and IGMP
snooping simultaneously.

Configuration and Status

Use the MLD Snooping Global Configuration and Status page to enable MLD snooping on the switch and view
information about the current MLD snooping configuration.

To access this page, click LAN > L2 Features > MLD Snooping > Configuration and Status in the navigation tree.

MLD Snooping Global Configuration and Status '

Admin Mode Disable |+
Multicast Control Frame Count 0
Interfaces Enabled for MLD Snooping [MNone]
Data Frames Forwarded by the CPU 0

VLAN Ids Enabled for MLD Snooping

Figure 132: MLD Snooping Global Configuration and Status

Table 114: MLD Snooping Global Configuration and Status Fields

Field Description

Admin Mode Select the administrative mode for MLD Snooping for the switch from the
pulldown menu. The default is disable.

Multicast Control Frame Shows the number of multicast control frames that have been processed by

Count the CPU.

Interfaces Enabled for MLD  Lists the interfaces currently enabled for MLD Snooping. To enable interfaces

Snooping for MLD snooping, see “Interface Configuration” on page 222.
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Table 114: MLD Snooping Global Configuration and Status Fields (Cont.)

Field Description

Data Frames Forwarded by  Shows the number of data frames forwarded by the CPU.
the CPU

VLAN Ids Enabled For MLD Displays VLAN Ids enabled for MLD snooping. To enable interfaces for MLD
Snooping snooping, see “VLAN Configuration” on page 224.

¢ Select Enable or Disable the Admin Mode field and click Submit to turn the feature on or off. Perform a
save if you want the changes to remain in effect over a power cycle.

Interface Configuration
Use the MLD Snooping Interface Configuration page to configure snooping settings on specific interfaces.

To access the MLD Snooping Interface Configuration page, click LAN > L2 Features > MLD Snooping > Interface
Configuration in the navigation tree.

MLD Snooping Interface Configuration |
|

Slot/Port 01 ||
Admin Mode Disable |v |
Group Membership Interval( ) |25[} ((Max Response Time + 1) to 3600)
Max Response Time(secs)(Less Than Group Membership Interval) |1g (1 to 65)
Multicast Router Present Expiration Time(secs) |t] (0 to 3600)
Fast Leave Admin Mode Disable |v|

Figure 133: MLD Snooping Interface Configuration

Table 115: MLD Snooping Interface Configuration Fields

Field Description
Slot/Port Select the physical or LAG interfaces to configure.
Admin Mode Select the interface mode for the selected interface for MLD Snooping for the

switch from the pulldown menu. The default is Disable.

Group Membership Interval Specify the amount of time you want the switch to wait for a report for a
particular group on a particular interface before it deletes that interface from
the group. The valid range is from (2 to 3600) seconds. The default is 260
seconds.

Max Response Time Specify the amount of time you want the switch to wait after sending a query
on an interface because it did not receive a report for a particular group on
that interface. Enter a value greater or equal to 1 and less than the Group
Membership Interval in seconds. The default is 10 seconds. The configured
value must be less than the Group Membership Interval.
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Table 115: MLD Snooping Interface Configuration Fields (Cont.)

Field Description
Multicast Router Present Specify the amount of time you want the switch to wait to receive a query on
Expiration Time an interface before removing it from the list of interfaces with multicast

routers attached. Enter a value between 0 and 3600 seconds. The default is 0
seconds. A value of zero indicates an infinite timeout; i.e., no expiration.

Fast Leave Admin Mode Select the Fast Leave mode for the a particular interface from the pulldown
menu. The default is Disable.

¢ If you make any changes on the page, click Submit to apply the new settings to the switch.

VLAN Status

Use the MLD Snooping VLAN Status page to view information about the VLANs on the system that are
configured for MLD snooping.

To access the MLD Snooping VLAN Status page, click Monitoring > MLD Snooping > VLAN Status in the
navigation tree.

MLD Snooping VLAN Status

Enable Disable 260

VLAN  |Admin Fast Leave Admin |Group Membership Max Response Time |Multicast Router Expiry
1D Mode Mode Interval (secs) (secs) Time (secs)
1 10 0

Figure 134: MLD Snooping VLAN Status

Table 116: MLD Snooping VLAN Status Fields

Field Description

VLAN ID Displays the VLAN IDs for which the MLD Snooping mode is Enabled.
Admin Mode Shows the MLD Snooping Mode for the VLAN ID.

Fast Leave Admin Mode Indicates whether MLD Snooping Fast-leave is active on the VLAN.

Group Membership Interval Shows the amount of time in seconds that a switch will wait for a report from
a particular group on a particular interface, which is participating in the VLAN,
before deleting the interface from the entry. The valid range is 2 to 3600.

Maximum Response Time Shows the amount of time the switch waits after it sends a query on an
interface, participating in the VLAN, because it did not receive a report for a
particular group on that interface. The valid range is 1 to 3599. Its value should
be greater than group membership interval value.

Multicast Router Expiry Time Shows the amount of time to wait before removing an interface that is
participating in the VLAN from the list of interfaces with multicast routers
attached. The interface is removed if a query is not received. The valid range is
0 to 3600.

¢ Click Refresh to re-display the page with the latest information from the router.
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VLAN Configuration

Use the MLD Snooping VLAN Configuration page to configure MLD Snooping settings for VLANs on the system.

To access the MLD Snooping VLAN Configuration page, click LAN > L2 Features > MLD Snooping > VLAN
Configuration in the navigation tree.

MLD Snooping VLAN Configuration

VLAN ID New Entry | v

VLAN ID | (1 to 3965)

Admin Mode Enable |v|

Fast Leave Admin Mode Disable v

Group Membership Interval [260 ((Max Response Time + 1) to 3600 secs)
Maximum Response Time Im (110 65 secs)

Multicast Router Expiry Time |0 (0 to 3600 secs)

Figure 135: MLD Snooping VLAN Configuration

Table 117: MLD Snooping VLAN Configuration Fields

Field Description

VLAN ID Specifies list of VLAN IDs for which MLD Snooping is enabled. If no entries
exist, New Entry displays. Enter the VLAN ID of the VLAN on which to enable
and configure MLD Snooping.

Admin Mode Enable is the only available option from the drop-down menu. To disable the

MLD Snooping admin mode on the VLAN, select the VLAN from the VLAN ID
field and click Delete.

Fast Leave Admin Mode

Enabling fast-leave allows the switch to immediately remove the layer-2 LAN
interface from its forwarding table entry upon receiving an MLD leave
message for that multicast group without first sending out MAC-based general
queries to the interface.

Enable fast-leave admin mode only on VLANs where only one host is
connected to each layer-2 LAN port. This prevents the inadvertent dropping of
the other hosts that were connected to the same layer-2 LAN port but were
still interested in receiving multicast traffic directed to that group.

Group Membership Interval

The Group Membership Interval time is the amount of time in seconds that a
switch waits for a report from a particular group on a particular interface
before deleting the interface from the entry. This value must be greater than
the Maximum Response time value. The range is 2 to 3600 seconds.

Maximum Response Time

Enter the amount of time in seconds that a switch will wait after sending a
query on an interface because it did not receive a report for a particular group
in that interface. This value must be less than the Group Membership Interval
value. The range is 1 to 65 seconds.
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Table 117: MLD Snooping VLAN Configuration Fields (Cont.)

Field Description

Multicast Router Expiry Time Enter the amount of time in seconds that a switch waits for a query to be
received on an interface before the interface is removed from the list of
interfaces with multicast routers attached. The range is 0 to 3600 seconds. A
value of 0 indicates an infinite time-out; i.e., no expiration.

¢ If you make any changes to the page, click Submit to apply the new settings to the system.

¢ To disable the MLD Snooping admin mode on a VLAN, select the VLAN from the VLAN ID field and click
Delete.

Multicast Router Configuration

The switch can dynamically learn of an attached multicast router, or you can configure a switch port as a
multicast router interface. Use the MLD Snooping Multicast Router Configuration page to configure an
interface as a static multicast router interface.

To access the MLD Snooping Multicast Router Configuration page, click LAN > L2 Features> MLD Snooping >
Multicast Router Configuration in the navigation tree.

Multicast Router Configuration

Slot/Port 01 |»

Multicast Router Disable ||

Figure 136: MLD Snooping Multicast Router Configuration

Table 118: MLD Snooping Multicast Router Configuration Fields

Field Description
Slot/Port Select the physical or LAG interface to display.
Multicast Router Set the multicast router status:

¢ Enabled: The port is a multicast router interface.
¢ Disabled: The port does not have multicast router configured.

¢ If you enable or disable multicast router configuration on an interface, click Submit to apply the new
settings to the switch.
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Multicast Router Status

Use the MLD Snooping Multicast Router Status page to view multicast router functionality on selected ports.
To access this page, click Monitoring > MLD Snooping > Multicast Router Status in the navigation tree.

Multicast Router Status

Slot/Port 0/1 vl

Multicast Router Disable

Figure 137: MLD Snooping Multicast Router Status

Table 119: MLD Snooping Multicast Router Status Fields

Field Description

Slot/Port Select the slot and port number with the information to view.

Multicast Router Indicates whether the specified interface is configured to perform multicast
routing.

¢ Click Refresh to re-display the page with the latest information from the router.
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Multicast Router VLAN Configuration

Use the MLD Snooping Multicast Router VLAN Configuration page to configure multicast router settings for
VLANSs on an interface.

To access the MLD Snooping Multicast Router VLAN Configuration page, click LAN > L2 Features > MLD
Snooping > Multicast Router VLAN Configuration in the navigation tree.

Multicast Router VLAN Configuration

VLAN 1D |1 (1 to 3965)
Multicast Router Disable [»

Figure 138: Multicast Router VLAN Configuration

Table 120: Multicast Router VLAN Configuration Fields

Field Description

Slot/Port Select the physical, VLAN, or LAG interface to display.

VLAN ID Enter the VLAN ID to configure as enabled or disabled for multicast routing.
Multicast Router Select Enable or Disable from the drop-down menu to change the multicast

router mode of the VLAN associated with this interface.

¢ If you enable or disable multicast router configuration for VLANs on an interface, click Submit to apply the
new settings to the switch.
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Multicast Router VLAN Status

Use the MLD Snooping Multicast Router VLAN Status page to view multicast router settings for VLANs on a
specific interface.

To access the MLD Snooping Multicast Router VLAN Statistics page, click Monitoring > MLD Snooping >
Multicast Router VLAN Status in the navigation tree.

Multicast Router VLAN Status

Slot/Port 01 v

VLANID ___________________[Multicast Router

Figure 139: MLD Snooping Multicast Router VLAN Status
The MLD Snooping Multicast Router VLAN Statistics page contains the following fields:

Table 121: MLD Snooping Multicast Router VLAN Status Fields

Description
Slot/Port Select the physical or LAG interface to display.
VLAN ID If a VLAN is enabled for multicast routing on the interface, this field displays its ID.

Multicast Router Indicates that the multicast router is enabled for the VLAN on this interface.

¢ Click Refresh to re-display the page with the latest information from the router.
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Configuring MLD Snooping Queriers

In an IPv6 environment, MLD Snooping requires that one central switch or router periodically query all end-
devices on the network to announce their multicast memberships. This central device is the 'MLD querier'. The
MLD query responses, known as MLD reports, keep the switch updated with the current multicast group
membership on a port-by-port basis. If the switch does not receive updated membership information in a
timely fashion, it will stop forwarding multicast to the port where the end device is located.

These pages enable you to configure and display information on MLD Snooping queriers on the network and,
separately, on VLANs.

MLD Snooping Querier Configuration

Use this page to enable or disable the MLD Snooping Querier feature, specify the IP address of the router to
perform the querying, and configure related parameters. Users must have Read/Write access privileges to
change the data on this page.

To access this page, click LAN > L2 Features > MLD Snooping Querier > MLD Snooping Querier Configuration
in the navigation tree.

MLD Snooping Querier Configuration

Snooping Querier Admin Mode Disable [»

Snooping Querier Address [ Supported Formats
MLD Version 1

Query Interval(secs) ]E.U-— (1 to 1800)

Querier Expiry Interval(secs) ,r (60 to 300)

Figure 140: MLD Snooping Querier Configuration

Table 122: MLD Snooping Querier Configuration Fields

Field Description
Snooping Querier Admin Select the administrative mode for MLD Snooping for the switch from the
Mode pulldown menu. The default is Disable.

Snooping Querier Address Specify the Snooping Querier Address to be used as source IPv6 address in
periodic MLD queries. This address is used when no address is configured on
the VLAN on which query is being sent.

MLD Version Specify the MLD protocol version used in periodic MLD queries.

Query Interval Specify the time interval in seconds between periodic queries sent by the
snooping querier. The Query Interval must be a value in the range of 1 and
1800. The default value is 60.
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Table 122: MLD Snooping Querier Configuration Fields (Cont.)

Field Description

Querier Expiry Interval Specify the time interval in seconds after which the last querier information is
removed. The Querier Expiry Interval must be a value in the range of 60 and

300. The default value is 60.

¢ If you configure an MLD Snooping querier, click Submit to apply the new settings to the switch.
¢ Click Refresh to display the page with the latest information from the switch.

MLD Snooping Querier VLAN Configuration
Use this page to configure MLD queriers for use with VLANs on the network.

To access this page, click LAN > L2 Features > MLD Snooping Querier > MLD Snooping Querier VLAN
Configuration in the navigation tree.

MLD Snooping Querier VLAN Configuration

VLAN ID New Entry |»
VLAN ID (1to 3965)
Querier Election Participate Mode Disable |+

Snooping Querier VLAN Address [ Supported Formats

Figure 141: MLD Snooping Querier VLAN Configuration

Table 123: MLD Snooping Querier VLAN Configuration Fields

Field Description

VLAN ID Specifies VLAN ID for which MLD Snooping Querier is to be enabled. You can
select New Entry to create a new VLAN ID for the MLD Snooping feature.

Querier Election Participate Enables or disables Querier Participate Mode. When this mode is disabled,

Mode upon seeing another querier of same version in the VLAN, the snooping
querier moves to non-querier state.

When enabled, the snooping querier participates in querier election, in which
the least IP address operates as the querier in that VLAN. The other querier

moves to non-querier state.

Snooping Querier VLAN Specifies the Snooping Querier Address to be used as source IPv6 address in

Address periodic IGMP queries sent on the specified VLAN.

¢ If you configure or modify the participate mode of a snooping querier for a VLAN, click Submit to apply the

new settings.
¢ Click Refresh to display the page with the latest information from the switch.
¢ To remove a querier from the network, select its VLAN ID and click Delete.
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MLD Snooping Querier VLAN Configuration Summary
Use this page to view summary information for MLD Snooping queriers for on VLANs in the network.

To access this page, click Monitoring > MLD Snooping Querier > Querier VLAN Configuration Summary in the
navigation tree.

MLD Snooping Querier VLAN Configuration Summary

Querier Election Participate Mode Snooping Querier VLAN Address

Figure 142: MLD Snooping Querier VLAN Configuration Summary

Table 124: MLD Snooping Querier VLAN Configuration Summary Fields

Field Description
VLAN ID Specifies the VLAN ID on which MLD Snooping Querier is administratively
enabled.

Querier Election Participate Displays the querier election participate mode on the VLAN.

Mode When this mode is disabled, up on seeing a query of the same version in the
VLAN, the snooping querier moves to non-querier state.

When this mode is enabled, the snooping querier participate in querier
election, in which the lowest IP address operates as the querier in that VLAN.
The other querier moves to non-querier state.

Snooping Querier VLAN Displays the Snooping Querier Address to be used as source IPv6 address in
Address periodic IGMP queries sent on the specified VLAN.

¢ Click Refresh to display the page with the latest information from the router.
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MLD Snooping Querier VLAN Status

Use this page to view the operational state and other information for MLD Snooping queriers for VLANs on the

network.

To access this page, click LAN > Monitoring > MLD Snooping Querier > Querier VLAN Status in the navigation

tree.
MLD Snooping Querier VLAN Status
Figure 143: MLD Snooping Querier VLAN Status
Table 125: MLD Snooping Querier VLAN Status Fields
Field Description
VLAN ID Specifies the VLAN ID on which the MLD Snooping Querier is administratively

enabled and for which VLAN exists in the VLAN database.

Operational State

Specifies the operational state of the MLD Snooping Querier on a VLAN:

¢ Querier: The snooping switch is the querier in the VLAN. The snooping
switch will send out periodic queries with a time interval equal to the
configured querier query interval. If the snooping switch sees a better
querier in the VLAN (i.e., with a numerically lower value), it moves to non-
querier mode.

¢ Non-Querier: The snooping switch is in non-querier mode in the VLAN. If
the querier expiry interval timer expires, the snooping switch moves into
querier mode.

¢ Disabled: The snooping querier is not operational on the VLAN. The
snooping querier moves to disabled mode when MLD Snooping is not
operational on the VLAN, when the querier address is not configured, or
the network management address is not configured.

Operational Version

Displays the MLD protocol version of the operational querier.

Last Querier Address

Displays the IP address of the last querier from which a query was snooped on
the VLAN.

Last Querier Version

Displays the MLD protocol version of the last querier from which a query was
snooped on the VLAN.

Operational Max Response
Time

Displays the maximum response time to be used in the queries that are sent
by the snooping querier.

¢ Click Refresh to display the page with the latest information from the switch.
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Viewing Multicast Forwarding Database Information

The Layer 2 Multicast Forwarding Database (MFDB) is used by the switch to make forwarding decisions for
packets that arrive with a multicast destination MAC address. By limiting multicasts to only certain ports in the
switch, traffic is prevented from going to parts of the network where that traffic is unnecessary.

When a packet enters the switch, the destination MAC address is combined with the VLAN ID and a search is
performed in the Layer 2 Multicast Forwarding Database. If no match is found, then the packet is either flooded
to all ports in the VLAN or discarded, depending on the switch configuration. If a match is found, then the
packet is forwarded only to the ports that are members of that multicast group.

MFDB Table

Use the MFDB Table page to view the port membership information for all active multicast address entries. The
key for an entry consists of a VLAN ID and MAC address pair. Entries may contain data for more than one
protocol.

To access the MFDB Table page, click LAN > Monitoring > Multicast Forwarding Database > MFDB Table in the
navigation tree.

Multicast Forwarding Database Table

MAC address [ Search
MAC address (Component _____[Type __[Description ___|SlotPort ____[Forwarding SlotPort(s)

Figure 144: MFDB Table

Table 126: MFDB Table Fields

Field Description

MAC Address Enter the VLAN ID/MAC Address pair whose MFDB table entry you want
displayed. Enter eight two-digit hexadecimal numbers separated by colons, for
example 00:01:23:43:45:67:89:AB. The first two 2-digit hexadecimal numbers
are the VLAN ID and the remaining numbers are the MAC address. Then click
on the Search button. If the address exists, that entry will be displayed. An
exact match is required.

MAC Address The multicast MAC address for which you requested data.

Component This is the component that is responsible for this entry in the Multicast
Forwarding Database. Possible values are MLD Snooping, GMRP,IGMP
Snooping, and Static Filtering.

Type This displays the type of the entry. Static entries are those that are configured
by the end user. Dynamic entries are added to the table as a result of a learning
process or protocol.

Description The text description of this multicast table entry. Possible values are
Management Configured, Network Configured and Network Assisted.
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Table 126: MFDB Table Fields (Cont.)

Field Description

Slot/Port The list of interfaces that are designated for forwarding (Fwd) and filtering (FIt)
for the selected address.

Forwarding Slot/Port(s) The resultant forwarding list is derived from combining all the forwarding
interfaces and removing the interfaces that are listed as the static filtering
interfaces.

e To search for a MAC address if the list is too long to scan, enter the MAC address in hex format and click
Search.

¢ Click Refresh to update the information on the screen with the most current data.

MFDB GMRP Table

Use the GMRP Table page to view all of the entries in the Multicast Forwarding Database that were created for
the GARP Multicast Registration Protocol.

To access the GMRP Table page, click LAN > Monitoring > Multicast Forwarding Database > GMRP Table in the
navigation tree.

MFDB GMRP Table
MACaddress  iype  [Descriipion  [slotPot |

Figure 145: GMRP Table

Table 127: GMRP Table Fields

Field Description

MAC Address A VLAN ID/multicast MAC address pair for which the switch has forwarding and or filtering
information. The format is 8 two-digit hexadecimal numbers that are separated by colons,
for example 00:01:23:45:67:89:AB:CD.

Type This displays the type of the entry. Static entries are those that are configured by the end
user. Dynamic entries are added to the table as a result of a learning process or protocol.

Description The text description of this multicast table entry. Possible values are Management
Configured, Network Configured and Network Assisted.

Slot/Port The list of interfaces that are designated for forwarding (Fwd) and filtering (FIt) for the
associated address.

¢ Click Refresh to update the information on the screen with the most current data.
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MFDB IGMP Snooping Table

Use the IGMP Snooping Table page to view all of the entries in the Multicast Forwarding Database that were
created for IGMP snooping.

To access the IGMP Snooping Table page, click LAN > Monitoring > Multicast Forwarding Database > IGMP
Snooping Table in the navigation tree.

MFDB IGMP Snooping Table

’ Refrash H Clear Entries ]

Figure 146: IGMP Snooping Table

Table 128: MFDB IGMP Snooping Table Fields

Field Description

MAC Address A VLAN ID/multicast MAC address pair for which the switch has forwarding
and or filtering information. The format is 8 two-digit hexadecimal numbers
that are separated by colons, for example, 00:01:23:45:67:89:AB:CD.

Type This displays the type of the entry. Static entries are those that are configured
by the end user. Dynamic entries are added to the table as a result of a learning
process or protocol.

Description The text description of this multicast table entry. Possible values are
Management Configured, Network Configured and Network Assisted.
Slot/Port The list of interfaces that are designated for forwarding (Fwd) and filtering (FlIt)

for the associated address.

¢ Click Refresh to update the information on the screen with the most current data.

¢ Click Clear Entries to tell the IGMP Snooping component to delete all of its entries from the multicast
forwarding database.
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MFDB MLD Snooping Table

Use the MLD Snooping Table page to view all of the entries in the Multicast Forwarding Database that were

created for MLD Snooping.

To access the MLD Snooping Table page, click LAN > Monitoring > Multicast Forwarding Database > MLD
Snooping Table in the navigation tree.

MFDB MLD Snooping Table

MAC address Type _______[Description ____________[SlotPort _______|

|Reflesh ][ Clear Entries |

Figure 147: MFDB MLD Snooping Table

Table 129: MLD Snooping Table Fields

Field Description

MAC Address A VLAN ID/multicast MAC address pair for which the switch has forwarding
and or filtering information. The format is 8 two-digit hexadecimal numbers
that are separated by colons, for example, 00:01:23:45:67:89:AB:CD.

Type This displays the type of the entry. Static entries are those that are configured
by the end user. Dynamic entries are added to the table as a result of a learning
process or protocol.

Description The text description of this multicast table entry. Possible values are
Management Configured, Network Configured and Network Assisted.

Slot/Port The list of interfaces that are designated for forwarding (Fwd) and filtering (Flt)

for the associated address.

¢ Click Refresh to update the information on the screen with the most current data.

e Click Clear Entries to tell the MLD Snooping component to delete all of its entries from the multicast

forwarding database.

D-Link
November 2011

Unified Wired and Wireless Access System
Page 236



D-Link UWS User Manual Viewing Multicast Forwarding Database Information

MFDB Statistics

Use the multicast forwarding database Stats page to view statistical information about the MFDB table.

To access the Stats page, click LAN > Monitoring > Multicast Forwarding Database > Statistics in the navigation
tree.

Multicast Forwarding Database Statistics
Max MFDB Table Entries 256
Most MFDB Entries Since Last Reset 0
Current Entries 0

Figure 148: Multicast Forwarding Database Statistics

Table 130: Multicast Forwarding Database Statistics Fields

Field Description

Max MFDB Entries Shows the maximum number of entries that the Multicast Forwarding
Database table can hold.

Most MFDB Entries Since Last The largest number of entries that have been present in the Multicast
Reset Forwarding Database table since the system was last reset. This value is also
known as the MFDB high-water mark.

Current Entries Shows the current number of entries in the Multicast Forwarding Database
table.

¢ Click Refresh to update the information on the screen with the most current data.
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Configuring Spanning Tree Protocol

The Spanning Tree Protocol (STP) provides a tree topology for any arrangement of bridges. STP also provides
one path between end stations on a network, eliminating loops. Spanning tree versions supported include
Common STP, Multiple STP, and Rapid STP.

Classic STP provides a single path between end stations, avoiding and eliminating loops. For information on
configuring Common STP, see “CST Port Configuration/Status” on page 244.

Multiple Spanning Tree Protocol (MSTP) supports multiple instances of Spanning Tree to efficiently channel
VLAN traffic over different interfaces. Each instance of the Spanning Tree behaves in the manner specified in
IEEE 802.1w, Rapid Spanning Tree (RSTP), with slight modifications in the working but not the end effect (chief
among the effects, is the rapid transitioning of the port to ‘Forwarding’). The difference between the RSTP and
the traditional STP (IEEE 802.1D) is the ability to configure and recognize full duplex connectivity and ports
which are connected to end stations, resulting in rapid transitioning of the port to ‘Forwarding’ state and the
suppression of Topology Change Notification. These features are represented by the parameters ‘pointtopoint’
and ‘edgeport’. MSTP is compatible to both RSTP and STP. It behaves appropriately to STP and RSTP bridges. A
MSTP bridge can be configured to behave entirely as a RSTP bridge or a STP bridge.

Z%I Note: For two bridges to be in the same region, the force version should be 802.1S and their
configuration name, digest key, and revision level should match. For more information about regions
and their effect on network topology, refer to the IEEE 802.1Q standard.

Switch Configuration/Status
The Spanning Tree Switch Configuration/Status page contains fields for enabling STP on the switch.

To display the Spanning Tree Switch Configuration/Status page, click LAN > L2 Features > Spanning Tree >
Switch Configuration/Status in the navigation tree.

Spanning Tree Switch Configuration/Status
Spanning Tree Admin Mode Disable |v
Force Protocol Version |IEEE 802.1s |v
Configuration Name [00-1?-9A—95-00—60
Configuration Revision Level 0 (0 to 65535)
Configuration Digest Key 0xac36177f50283cd4b83821d8ab26de62
MST ID T T
CST 1 1

Figure 149: Spanning Tree Switch Configuration/Status

D-Link Unified Wired and Wireless Access System
November 2011 Page 238



D-Link UWS User Manual

Configuring Spanning Tree Protocol

Table 131: Spanning Tree Switch Configuration/Status Fields

Field

Description

Spanning Tree Admin Mode

Enables or disables STP on the switch.

Force Protocol Version

Specifies the Force Protocol Version parameter for the switch:
¢ |EEE 802.1D: Spanning Tree Protocol (STP)

o |EEE 802.1w: Rapid Spanning Tree Protocol (RSTP)

e |EEE 802.1s: Multiple Spanning Tree Protocol (MSTP)

Configuration Name

Name used to identify the configuration currently being used. It may be up to
32 alphanumeric characters.

Configuration Revision Level

Number used to identify the configuration currently being used. The values
allowed are between 0 and 65535. The default value is 0.

Configuration Digest Key

Number used to identify the configuration currently being used. The digest key
is generated based on the association of VLANSs to different instances. To
ensure the digest key is same on two different switches, the mapping of VLAN-
to-instance must be the same.

MST ID Table consisting of the MST instances (including the CST) and the
corresponding VLAN IDs associated with each of them.

VvVID This table consists of the VLAN identifier (VID) and the corresponding filtering
identifier (FID) associated with each VID.

FID Table consisting of the FIDs and the corresponding VLAN IDs associated with

each of them.

¢ If you make any configuration changes, click Submit to apply the new settings to the switch.

¢ Click Refresh to update the information on the screen with the most current data.
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CST Configuration/Status

Use the Spanning Tree CST Configuration/Status page to configure Common Spanning Tree (CST) and Internal
Spanning Tree on the switch.

To display the Spanning Tree CST Configuration/Status page, click LAN > L2 Features > Spanning Tree > CST

Configuration/Status in the navigation tree.

Bridge Priority

Bridge Max Age (secs)
Bridge Hello Time (secs)
Bridge Forward Delay (secs)
Spanning Tree Maximum Hops
BPDU Guard

BPDU Filter

Spanning Tree Tx Hold Count
Bridge Identifier

Time Since Topology Change
Topology Change Count
Topology Change

Designated Root

Root Path Cost

Root Port

Max Age (secs)

Forward Delay (secs)

Hold Time (secs)

CST Regional Root

CST Path Cost

Spanning Tree CST Configuration/Status

[32768 (0 to 61440)
[20 (6 to40)
2 (to10)
[15 @to30)
20 (1to127)
Disable |v|

Disable [+ |

[ (1to10)

80:00:00:17:9a:95:00:60
0 day 5 hr 21 min 14 sec
0

False
80:00:00:17:9a:95:00:60
0

00:00

20

15

6
80:00:00:17:9a:95:00:60
0

Figure 150: Spanning Tree CST Configuration/Status

Table 132: Spanning Tree CST Configuration/Status Fields

Field

Description

Bridge Priority

Specifies the bridge priority value. When switches or bridges are running STP,

each is assigned a priority. After exchanging BPDUs, the switch with the lowest
priority value becomes the root bridge. The bridge priority is a multiple of
4096. If you specify a priority that is not a multiple of 4096, the priority is
automatically set to the next lowest priority that is a multiple of 4096. For
example if the priority is attempted to be set to any value between 0 and 4095,
it will be set to 0. The default priority is 32768.The valid range is 0-61440.
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Table 132: Spanning Tree CST Configuration/Status Fields (Cont.)

Field

Description

Bridge Max Age (secs)

Specifies the switch maximum age time, which indicates the amount of time
in seconds a bridge waits before implementing a topological change. The valid
range is 6-40, and the value must be less than or equal to (2 * Bridge Forward
Delay) — 1 and greater than or equal to 2 * (Bridge Hello Time +1). The default
value is 20.

Bridge Hello Time (secs)

Specifies the switch Hello time, which indicates the amount of time in seconds
a root bridge waits between configuration messages. The valid range is 1-10,
and the default value is 2. The value must be less than or equal to (Bridge Max
Age / 2) — 1. The default hello time value is 2.

Bridge Forward Delay (secs)

Specifies the switch forward delay time, which indicates the amount of time in
seconds a bridge remains in a listening and learning state before forwarding
packets. The value must be greater or equal to (Bridge Max Age / 2) + 1. The
time range is from 4 seconds to 30 seconds. The default value is 15.

Spanning Tree Maximum
Hops

Specifies the maximum number of bridge hops the information for a particular
CST instance can travel before being discarded.

BPDU Guard Enable or disable the BPDU Guard.The switches behind the edge ports that
have BPDU guard enabled will not be able to influence the overall STP
topology. Using the BPDU Guard feature can help enforce the STP domain
borders and keep the active topology be consistent and predictable.

BPUD Filter Enable or disable the BPDU Filter. When BPDU filtering is enabled, the port

drops the BPDUs received.

Spanning Tree Tx Hold Count

Configure the maximum number of BPDUs the bridge is allowed to send within
the hello time window.The default value is 6.

Bridge Identifier

The bridge identifier for the CST. It is made up using the bridge priority and the
base MAC address of the bridge.

Time Since Topology Change

Displays the total amount of time since the last topographic change. The time
is displayed in hour/minute/second format, for example, 5 hours 10 minutes
and 4 seconds.

Topology Changes Counts

Displays the total amount of STP state changes that have occurred.

Topology Change

Indicates whether a topology change is in progress on any port assigned to the
CST. The possible values are True or False.

Designated Root

Displays the bridge identifier of the root bridge, which is made up from the
bridge priority and the base MAC address of the bridge.

Root Path Cost

Displays the cost of the path from this bridge to the designated root.

Root Port

Indicates the root port of the selected instance.

Max Age

Shows the path Cost to the Designated Root for the CST.

Forward Delay

Shows the derived value of the Root Port Bridge Forward Delay parameter.

Hold Time Indicates the minimum time between transmission of Configuration BPDUs.
CST Regional Root Shows the priority and base MAC address of the CST Regional Root.

CST Path Cost Shows the path Cost to the CST tree Regional Root.
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MST Configuration/Status

Use the Spanning Tree MST Configuration/Status page to configure Multiple Spanning Tree (MST) on the
switch.

To display the Spanning Tree MST Configuration/Status page, click LAN > L2 Features > Spanning Tree > MST
Configuration/Status Identification in the navigation tree.

If no MST instances exist, or if you select Create from the MST field, the MST Configuration/Status page looks
like the screen in Figure 151.

Spanning Tree MST Configuration/Status

MST Create |v|

MST ID 17 (1104004)

Figure 151: Spanning Tree MST Configuration/Status

Figure 152 shows an example of the page with an MST instance configured.

Spanning Tree MST Configuration/Status
mMST 1 v
Priority |32?58 (0 to 61440)
VLAN ID 1
Bridge Identifier 80:01:00:17:92:95:00:60
Time Since Topology Change 0 day 5 hr 19 min 36 sec
Topology Change Count 0
Topology Change False
Designated Root 80:01:00:17:92:95:00:60
Root Path Cost 0
Root Port 00:00
[ Submit ] I Delete ] I Refresh ]
Figure 152: Spanning Tree MST Configuration/Status
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Table 133: Spanning Tree MST Configuration/Status

Field

Description

MST

Use the drop-down menu to create and configure a new MST or select an existing MST to
display or configure.

MST ID

This is only visible when Create is selected from the MST field drop-down menu. The ID of
the MST being created. Valid values for this are between 1 and 4094.

Priority

Specifies the bridge priority value for the MST. When switches or bridges are running STP,
each is assigned a priority. After exchanging BPDUs, the switch with the lowest priority
value becomes the root bridge. The bridge priority is a multiple of 4096. If you specify a
priority that is not a multiple of 4096, the priority is automatically set to the next lowest
priority that is a multiple of 4096. For example if the priority is attempted to be set to any
value between 0 and 4095, it will be set to 0. The default priority is 32768.The valid range
is 0-61440.

VLAN ID

This gives a list box of all VLANs on the switch. The VLANs associated with the MST instance
which is selected are highlighted on the list. These can be selected or unselected for
reconfiguring the association of VLANs to MST instances.

Bridge Identifier

The bridge identifier for the selected MST instance. It is made up using the bridge priority
and the base MAC address of the bridge.

Time Since Displays the total amount of time since the last topographic change. The time is displayed
Topology Change in hour/minute/second format, for example, 5 hours 10 minutes and 4 seconds.
Topology Displays the total number of MST state changes that have occurred.

Changes Counts

Topology Change

Indicates whether a topology change is in progress on any port assigned to the CST. The
possible values are True or False.

Designated Root

Displays the bridge identifier of the root bridge, which is made up from the bridge priority
and the base MAC address of the bridge.

Root Path Cost

Displays the path cost to the Designated Root for this MST instance.

Root Port

Indicates the port to access the Designated Root for this MST instance.

¢ |f you make any configuration changes, click Submit to apply the new settings to the switch.
e Click Force to force the port to send out 802.1w or 802.1D BPDUs.
¢ Click Refresh to update the screen with most recent data.
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CST Port Configuration/Status

Use the Spanning Tree CST Port Configuration/Status page to configure Common Spanning Tree (CST) and
Internal Spanning Tree on a specific port on the switch.

To display the Spanning Tree CST Port Configuration/Status page, click LAN > L2 Features > Spanning Tree >
CST Port Configuration/Status in the navigation tree.

Slot/Port 01w

Port Priority [128  (0to 240)
Admin Edge Port Disable |+

Port Path Cost [0 (0t0200000000)0 = Auto
Auto-calculate Port Path Cost Enabled

Hello Timer INot Configured (1ta 10)
External Port Path Cost [0 (0t0200000000) 0 = Auto
Auto-calculate External Prt Path Cost Enabled

BPDU Filter Disable |+ |

BPDU Flood Disable |v

BPDU Guard Effect Disabled

Port ID 80:01

Port Up Time Since Counters Last Cleared 0 day 0 hr 3 min 25 sec
Port Mode Disable |»

Port Forwarding State Manual forwarding

Port Role Disabled

Designated Root 80:00:00:17:9a:95:00:60
Designated Cost 0

Designated Bridge 80:00:00:17:9a:95:00:60
Designated Port 00:00

Topology Change Acknowledge False

Auto Edge Disable |»

Edge Port Disabled
Point-to-point MAC True

Root Guard Disable v/

Loop Guard Disable |v

TCN Guard Disable v

CST Regional Root 80:00:00:17:92:95:00:60
CST Path Cost 0

Loop Inconsistent State False

Transitions Into Loop Inconsistent State 0

Transitions Out Of Loop Inconsistent State 0

[ Submit || Refresh H Force ]

Figure 153: Spanning Tree CST Port Configuration/Status
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Table 134: Spanning Tree CST Port Configuration/Status Fields

Field Description

Slot/Port Select a physical or port channel interface to configure. The port is associated
with the VLAN(s) associated with the CST.

Port Priority The priority for a particular port within the CST. The port priority is set in

multiples of 16. If you specify a value that is not a multiple of 16, the priority
is set to the priority is automatically set to the next lowest priority that is a

multiple of 16. For example, if you set a value between 0 and 15, the priority
is set to 0. If you specify a number between 16 and 31, the priority is set to 16.

Admin Edge Port Determines whether the specified port is an Edge Port within the CIST. It takes
a value of TRUE or FALSE, where the default value is FALSE.
Port Path Cost Set the Path Cost to a new value for the specified port in the common and

internal spanning tree. It takes a value in the range of 1 to 200000000.

Auto-calculate Port Path Cost Displays whether the path cost is automatically calculated (Enabled) or not
(Disabled). Path cost is calculated based on the link speed of the port if the
configured value for Port Path Cost is zero.

Hello Timer Specifies the switch Hello time, which indicates the amount of time in seconds
a port waits between configuration messages. The valid range is 1-10, and the
default value is 2. The value must be less than or equal to (Bridge Max Age / 2)
— 1. The default hello time value is 2.

External Port Path Cost Set the External Path Cost to a new value for the specified port in the spanning
tree. It takes a value in the range of 1 to 200000000.

Auto-calculate External Port Displays whether the external path cost is automatically calculated (Enabled)

Path Cost or not (Disabled). External Path cost will be calculated based on the link speed
of the port if the configured value for External Port Path Cost is zero.

BPDU Filter Enable or disable the BPDU Filter, which filters the BPDU traffic on this port
when STP is enabled on this port.

BPDU Flood Enable or disable the BPDU Flood, which floods the BPDU traffic arriving on
this port when STP is disabled on this port.

BPDU Guard Effect If BPDU Guard is enabled for the switch and the edge port receives a BPDU, the
port will be disabled and the status of this field is Enabled.

Port ID The port identifier for the specified port within the CST. It is made up from the

port priority and the interface number of the port.

Port Up Time Since Counters Time since the counters were last cleared, displayed in Days, Hours, Minutes,
Last Cleared and Seconds.

Port Mode Spanning Tree Protocol Administrative Mode associated with the port or port
channel. The possible values are Enable or Disable.
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Table 134: Spanning Tree CST Port Configuration/Status Fields (Cont.)

Field

Description

Port Forwarding State

Indicates the current STP state of a port. If enabled, the port state determines
what forwarding action is taken on traffic. Possible port states are:

¢ Disabled: STP is currently disabled on the port. The port forwards traffic
while learning MAC addresses.

¢ Blocking: The port is currently blocked and cannot be used to forward
traffic or learn MAC addresses.

¢ Listening: The port is currently in the listening mode. The port cannot
forward traffic nor can it learn MAC addresses.

¢ Learning: The port is currently in the learning mode. The port cannot
forward traffic, however, it can learn new MAC addresses.

e Forwarding: The port is currently in the forwarding mode. The port can
forward traffic and learn new MAC addresses.

Port Role

Each MST Bridge Port that is enabled is assigned a Port Role for each spanning
tree. The port role will be one of the following values: Root Port, Designated
Port, Alternate Port, Backup Port, Master Port or Disabled Port.

Designated Root

Root Bridge for the CST. It is made up using the bridge priority and the base
MAC address of the bridge.

Designated Cost

Displays cost of the port participating in the STP topology. Ports with a lower
cost are less likely to be blocked if STP detects loops.

Designated Bridge

Bridge Identifier of the bridge with the Designated Port. It is made up using the
bridge priority and the base MAC address of the bridge.

Designated Port

Port Identifier on the Designated Bridge that offers the lowest cost to the LAN.
It is made up from the port priority and the interface number of the port.

Topology Change Identifies whether the next BPDU to be transmitted for this port would have

Acknowledge the topology change acknowledgement flag set. It is either "True" or "False".

Auto Edge Configuring the auto edge mode of a port allows the port to become an edge
port if it does not see BPDUs for some duration. The possible values are Enable
or Disable.

Edge Port Indicates whether the port is enabled as an edge port.

Point-to-point MAC Derived value of the point-to-point status.

Root Guard Configuring the root guard mode sets a port to discard any superior
information received by the port and thus protect against root of the device
from changing. The port gets put into discarding state and does not forward
any packets.The possible values are Enable or Disable.

Loop Guard Configuring the loop guard mode prevents a port from erroneously
transitioning from blocking state to forwarding when the port stops receiving
BPDUs. The port is marked as being in loop-inconsistent state. In this state, the
port does not forward packets. The possible values are Enable or Disable.

TCN Guard Configuring the TCN guard for a port restricts the port from propagating any

topology change information received through that port.The possible values
are Enable or Disable.

CST Regional Root

Shows the priority and base MAC address of the CST Regional Root.

CST Path Cost

Shows the path Cost to the CST tree Regional Root.

Loop Inconsistent State

Identifies whether the port is currently in a loop inconsistent state. If the port
is in a loop inconsistent state, it does not forward packets.
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Table 134: Spanning Tree CST Port Configuration/Status Fields (Cont.)

Field Description

Transitions Into Loop Shows the number of times this interface has moved into a loop inconsistent
Inconsistent State state.

Transitions Out Of Loop Shows the number of times this interface has gotten out of a loop inconsistent
Inconsistent State state.

¢ If you make any configuration changes, click Submit to apply the new settings to the switch.
¢ Click Force to force the port to send out 802.1w or 802.1D BPDUs.
¢ Click Refresh to update the screen with most recent data.

MST Port Configuration/Status

Use the Spanning Tree MST Port Configuration/Status page to configure Multiple Spanning Tree (MST) on a
specific port on the switch.

To display the Spanning Tree MST Port Configuration/Status page, click LAN > L2 Features > Spanning Tree >
MST Port Configuration /Status in the navigation tree.

z l Note: If no MST instances have been configured on the switch, the page displays a “No MSTs
Available” message and does not display the fields shown in Figure 154.

Spanning Tree MST Port Configuration/Status

MSTID 1w

Interface 0/1 |»

Port Priority 128 (0 to 240)
Port Path Cost 200000 {0 to 200000000)
Auto-calculate Port Path Cost Enabled

Port ID 80:01

Port Up Time Since Counters Last Cleared 0 day 0 hr 0 min 3 sec

Port Mode Enabled

Port Forwarding State Forwarding

Port Role Master

Designated Root 80:01:00:17:9A:95:4E:D0
Designated Cost 0

Designated Bridge 80:01:00:17:9A:95:4E:D0
Designated Port 80:01

Loop Inconsistent State False

Transitions Into Loop Inconsistent State 0

Transitions QutOf Loop Inconsistent State 0

Figure 154: Spanning Tree MST Port Configuration/Status
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Table 135: Spanning Tree MIST Port Configuration/Status Fields

Field Description

MST ID Select an existing MST instance from drop-down list to display or configure its
values.

Interface Select a physical or port channel interface to configure. The port is associated
with the VLAN(s) associated with the MST.

Port Priority The priority for a particular port within the MST. The port priority is set in

multiples of 16. If you specify a value that is not a multiple of 16, the priority
is set to the priority is automatically set to the next lowest priority that is a

multiple of 16. For example, if you set a value between 0 and 15, the priority
is set to 0. If you specify a number between 16 and 31, the priority is set to 16.

Port Path Cost Set the Path Cost to a new value for the specified port in the selected MST
instance. It takes a value in the range of 1 to 200000000.

Auto-calculate Port Path Cost Displays whether the path cost is automatically calculated (Enabled) or not
(Disabled). Path cost is calculated based on the link speed of the port if the
configured value for Port Path Cost is zero.

Port ID The port identifier for the specified port within the CST. It is made up from the
port priority and the interface number of the port.

Port Up Time Since Counters Time since the counters were last cleared, displayed in Days, Hours, Minutes,
Last Cleared and Seconds.

Port Mode Shows whether STP is enabled on the port. To enable STP on a port, use the
System > Port > Configuration page.

Port Forwarding State Indicates the current STP state of a port. If enabled, the port state determines
what forwarding action is taken on traffic. Possible port states are:

e Disabled: STP is currently disabled on the port. The port forwards traffic
while learning MAC addresses.

¢ Blocking: The port is currently blocked and cannot be used to forward
traffic or learn MAC addresses.

¢ Listening: The port is currently in the listening mode. The port cannot
forward traffic nor can it learn MAC addresses.

¢ Learning: The port is currently in the learning mode. The port cannot
forward traffic, however, it can learn new MAC addresses.

e Forwarding: The port is currently in the forwarding mode. The port can
forward traffic and learn new MAC addresses

Port Role Each MST Bridge Port that is enabled is assigned a Port Role for each spanning
tree. The port role will be one of the following values: Root Port, Designated
Port, Alternate Port, Backup Port, Master Port or Disabled Port.

Designated Root Root Bridge for the selected MST instance. It is made up using the bridge
priority and the base MAC address of the bridge.

Designated Cost Displays cost of the port participating in the STP topology. Ports with a lower
cost are less likely to be blocked if STP detects loops.

Designated Bridge Bridge Identifier of the bridge with the Designated Port. It is made up using the
bridge priority and the base MAC address of the bridge.

Designated Port Port Identifier on the Designated Bridge that offers the lowest cost to the LAN.

It is made up from the port priority and the interface number of the port.
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Table 135: Spanning Tree MIST Port Configuration/Status Fields (Cont.)

Field Description

Loop Inconsistent State This parameter identifies whether the portisin a loop inconsistent state in the
specified MST instance. If the port is in a loop inconsistent state, it does not
forward packets.

Transitions Into Loop Shows the number of times this interface has gone into a loop inconsistent
Inconsistent State state.

Transitions Out Of Loop Shows the number of times this interface has gotten out of a loop inconsistent
Inconsistent State state.

¢ |f you make any configuration changes, click Submit to apply the new settings to the switch.
¢ Click Refresh to update the screen with most recent data.
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Statistics

Use the Spanning Tree Statistics page to view information about the number and type of bridge protocol data
units (BPDUs) transmitted and received on each port.

To display the Spanning Tree Statistics page, click LAN > Monitoring > Spanning Tree > Statistics > Statistics in
the navigation tree.

Spanning Tree Statistics

Interface 01 v
STP BPDUs Received 0

STP BPDUs Transmitted 0

RSTP BPDUs Received 2290984
RSTP BPDUs Transmitted 0

MSTP BPDUs Received 0

MSTP BPDUs Transmitted 34

Figure 155: Spanning Tree Statistics

Table 136: Spanning Tree Statistics Fields

Field Description

Interface Select a physical or port channel interface to view its statistics.
STP BPDUs Received Number of STP BPDUs received at the selected port.

STP BPDUs Transmitted Number of STP BPDUs transmitted from the selected port.
RSTP BPDUs Received Number of RSTP BPDUs received at the selected port.

RSTP BPDUs Transmitted Number of RSTP BPDUs transmitted from the selected port.
MSTP BPDUs Received Number of MSTP BPDUs received at the selected port.

MSTP BPDUs Transmitted Number of MSTP BPDUs transmitted from the selected port.

¢ Click Refresh to update the screen with most recent data.
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Configuring DHCP Snooping

DHCP snooping is a security feature that monitors DHCP messages between a DHCP client and DHCP servers to

filter harmful DHCP messages and to build a bindings database of {MAC address, IP address, VLAN ID, port}

tuples that are considered authorized. You can enable DHCP snooping globally and on specific VLANs, and

configure ports within the VLAN to be trusted or untrusted. DHCP servers must be reached through trusted

ports. DHCP snooping enforces the following security rules:

e DHCP packets from a DHCP server (DHCPOFFER, DHCPACK, DHCPNAK, DHCPRELEASEQUERY) are dropped
if received on an untrusted port.

e DHCPRELEASE and DHCPDECLINE messages are dropped if destined for a MAC address in the snooping
database, but the corresponding IP address in the snooping database is different than the interface where
the message was received.

e On untrusted interfaces, the switch drops DHCP packets whose source MAC address does not match the
client hardware address. This feature is a configurable option.

The hardware identifies all incoming DHCP packets on ports where DHCP snooping is enabled. DHCP snooping
is enabled on a port if (a) DHCP snooping is enabled globally, and (b) the port is a member of a VLAN where
DHCP snooping is enabled. On untrusted ports, the hardware traps all incoming DHCP packets to the CPU. On
trusted ports, the hardware forwards client messages and copies server messages to the CPU so that DHCP
snooping can learn the binding.

Global DHCP Snooping Configuration

To access the DHCP Snooping Configuration page, click LAN > L2 Features > DHCP Snooping > Configuration in
the navigation tree.

DHCP Snooping Configuration

DHCP Snooping Mode Disable |v
MAC Address Validation Enable |»|

Figure 156: DHCP Snooping Configuration

Table 137: DHCP Snooping Configuration

Field Description
DHCP Snooping Mode Enables or disables the DHCP Snooping feature. The default is Disable.
MAC Address Validation Enables or disables the validation of sender MAC Address for DHCP Snooping.

The default is Enable.

e Click Submit to apply the new configuration and cause the change to take effect. These changes will not
be retained across a power cycle unless a Save configuration is performed.
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DHCP Snooping VLAN Configuration

The DHCP snooping application does not forward server messages because they are forwarded in hardware.

DHCP snooping forwards valid DHCP client messages received on non-routing VLANs. The message is
forwarded on all trusted interfaces in the VLAN.

DHCP snooping can be configured on switching VLANs and routing VLANs. When a DHCP packet is received on
a routing VLAN, the DHCP snooping application applies its filtering rules and updates the bindings database. If
a client message passes filtering rules, the message is placed into the software forwarding path, where it may
be processed by the DHCP relay agent, the local DHCP server, or forwarded as an IP packet.

DHCP snooping is disabled globally and on all VLANs by default. Ports are untrusted by default.

To access the DHCP Snooping VLAN Configuration page, click LAN > L2 Features > DHCP Snooping > VLAN
Configuration in the navigation tree.

DHCP Snooping VLAN Configuration

VLAN ID 1 v
DHCP Snooping Mode Disable |»

Figure 157: DHCP Snooping VLAN Configuration

Table 138: DHCP Snooping VLAN Configuration

Field Description

VLAN ID Select the VLAN for which information to be displayed or configured for the
DHCP snooping application.

DHCP Snooping Mode Enables or disables the DHCP snooping feature on the selected VLAN. The

default is Disable.

¢ Click Submit to apply the new configuration and cause the change to take effect. These changes will not
be retained across a power cycle unless a Save configuration is performed.

DHCP Snooping Interface Configuration

The hardware rate limits DHCP packets sent to the CPU from untrusted interfaces to 15 packets per second.
There is no hardware rate limiting on trusted interfaces.

To prevent DHCP packets from being used as a DoS attack when DHCP snooping is enabled, the snooping
application enforces a rate limit for DHCP packets received on untrusted interfaces. DHCP snooping monitors
the receive rate on each interface separately. If the receive rate exceeds the configuration limit, DHCP snooping
brings down the interface. You must do “no shutdown” on this interface to further work with that port. You can
configure both the rate and the burst interval.
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The DHCP snooping application processes incoming DHCP messages. For DHCPRELEASE and DHCPDECLINE
messages, the application compares the receive interface and VLAN with the client’s interface and VLAN in the
binding database. If the interfaces do not match, the application logs the event and drops the message. For
valid client messages, DHCP snooping compares the source MAC address to the DHCP client hardware address.
Where there is a mismatch, DHCP snooping logs and drops the packet. You can disable this feature using the
DHCP Snooping Interface Configuration page, shown in Figure 158 below, or by using the no ip dhcp snooping
verify mac-address command. DHCP snooping forwards valid client messages on trusted members within the
VLAN. If DHCP relay and/or DHCP server co-exist with the DHCP snooping, the DHCP client message will be sent
to the DHCP relay and/or DHCP server to process further.

To access the DHCP Snooping Interface Configuration page, click LAN > L2 Features > DHCP Snooping >
Interface Configuration in the navigation tree.

DHCP Snooping Interface Configuration

Interface 01 ||

Trust State Disable v/

Logging Invalid Packets Disable v/

Rate Limit No Limit

Burst Interval

Figure 158: DHCP Snooping Interface Configuration

Table 139: DHCP Snooping Interface Configuration

Field Description

Interface Select the interface for which data is to be displayed or configured.

Trust State If it is enabled, the DHCP snooping application considers the port as trusted.
The default is Disable.

Logging Invalid Packets If it is enabled, the DHCP snooping application logs invalid packets on this

interface. The default is Disable.

Rate Limit Specifies the rate limit value for DHCP snooping purposes. If the incoming rate
of DHCP packets exceeds the value of this object for consecutively burst
interval seconds, the port will be shutdown. If this value is None, there is no
limit. The default is 15 packets per second (pps). The Rate Limit range is 0 to
300.

Burst Interval Specifies the burst interval value for rate limiting purposes on this interface. If
the rate limit is None, the burst interval has no meaning and displays it as “N/
A”. The default is 1 second. The Burst Interval range is 1 to 15.

¢ Click Submit to apply the new configuration and cause the change to take effect. These changes will not
be retained across a power cycle unless a Save configuration is performed.
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Managing LLDP

The IEEE 802.1AB defined standard, Link Layer Discovery Protocol (LLDP), allows stations residing on an 802
LAN to advertise major capabilities and physical descriptions. This information is viewed by a network manager
to identify system topology and detect bad configurations on the LAN.

LLDP is a one-way protocol; there are no request/response sequences. Information is advertised by stations
implementing the transmit function, and is received and processed by stations implementing the receive
function. The transmit and receive functions can be enabled/disabled separately per port. By default, both
transmit and receive are disabled on all ports. The application is responsible for starting each transmit and
receive state machine appropriately, based on the configured status and operational state of the port.

D-Link DWS-4000 Series allows LLDP to have multiple LLDP neighbors per interface. The number of such
neighbors is limited by the memory constraints. A product-specific constant defines the maximum number of
neighbors supported by the switch. There is no restriction on the number of neighbors supported on a per LLDP
port. If all the remote entries on the switch are filled up, then the new neighbors are ignored. In case of
multiple VOIP devices on a single interface, the 802.1ab component sends the Voice VLAN configuration to all
the VolIP devices.
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Global Configuration

Use the LLDP Global Configuration page to specify LLDP parameters that are applied to the switch.

To display the LLDP Global Configuration page, click LAN > L2 Features > LLDP > Global Configuration in the
navigation tree.

LLDP Global Configuration
Transmit Interval |30 (110 32768 secs)
Transmit Hold Multiplier |4 (2 to 10 secs)
Re- Initialization Delay |2 (110 10 secs)
Notification Interval |5 (5 to 3600 secs)

Figure 159: LLDP Global Configuration

Table 140: LLDP Global Configuration Fields

Field Description

Transmit Interval Specifies the interval at which LLDP frames are transmitted. The default is 30
seconds, and the valid range is 1-32768 seconds.

Transmit Hold Multiplier Specifies multiplier on the transmit interval to assign to TTL. The default is 4,

and the range is 2-10.

Re-Initialization Delay Specifies the delay before a re-initialization. The default is 2 seconds, and the
range is 1-10 seconds.

Notification Interval Limits the transmission of notifications. The defaultis 5 seconds, and the range
is 5-3600 seconds.

¢ If you make any changes to the page, click Submit to apply the new settings to the system.
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Interface Configuration
Use the LLDP Interface Configuration page to specify LLDP parameters that are applied to a specific interface.

To display the LLDP Interface Configuration page, click LAN > L2 Features > LLDP > Interface Configuration in
the navigation tree.

|
Interface 01 |v
Transmit Disable |+
Receive Disable | v
Notify Disable |»
Transmit Management Information |
Optional TLV(s) []System Name
[J System Description
[JSystem Capabilities
[JPort Description

Figure 160: LLDP Interface Configuration

Table 141: LLDP Interface Configuration Fields

Field Description

Interface Specifies the port to be affected by these parameters.

Transmit Enables or disables the transmission of LLDP protocol data units (PDUs). The
default is disabled.

Receive Enables or disables the ability of the port to receive LLDP PDUs. The default is
disabled.

Notify When notifications are enabled, LLDP interacts with the Trap Manager to
notify subscribers of remote data change statistics. The default is disabled.

Transmit Management Select the check box to enable the transmission of management address

Information instance. Clear the check box to disable management information

transmission. The default is disabled.

Optional TLV(s) Select each check box next to the type-length value (TLV) information to
transmit. Choices include:

e System Name. To include system name TLV in LLDP frames. To configure
the System Name, see “System Description” on page 63.

e System Description. To include system description TLV in LLDP frames.
¢ System Capabilities. To include system capability TLV in LLDP frames.

e Port Description. To include port description TLV in LLDP frames. To
configure the Port Description, see “Port Description” on page 109

¢ If you make any changes to the page, click Submit to apply the new settings to the system.
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Interface Summary

Use the LLDP Interface Summary page to view the LLDP parameters configured on each physical port on the

system.

To display the LLDP Interface Summary page, click LAN > Monitoring > LLDP Status > Interface Summary in the

navigation tree.

LLDP Interface Summary

0/1
072
0/3
0/4
0/5

M Link Status Optional TLV(s) |Transmit Management Information

Link Up

Link Down
Link Down
Link Down
Link Down

Enabled Enabled Enabled

Disabled Disabled Disabled Nn
Disabled Disabled Disabled No
Disabled Disabled Disabled No
Disabled Disabled Disabled No

Figure 161: LLDP Interface Summary

Table 142: LLDP Interface Summary Fields

Field Description

Interface Displays all the ports on which LLDP-802.1AB can be configured.
Link Status Displays whether the link status of the ports is up or down.
Transmit Displays the LLDP-802.1AB transmit mode of the interface.
Receive Displays the LLDP-802.1AB receive mode of the interface.
Notify Displays the LLDP-802.1AB notification mode of the interface.

Optional TLV(s)

Shows the LLDP-802.1AB optional type-length values (TLV) that are included.
If no TVLs are sent, the entry is blank. The field can contain one or more of the
following TVLs.

e System Name

e System Capabilities
e System Description
e Port Description.

Transmit Management

Information

Shows whether the management address is transmitted in the LLDP frames.

¢ To update the page with the latest data, click Refresh.
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Statistics

Use the LLDP Statistics page to view the global and interface LLDP statistics.

To display the LLDP Statistics page, click LAN > Monitoring > LLDP Status > Statistics in the navigation tree.

LLDP Statistics

Last Update 0 Days 00:00:00
Total Inserts 0
Total Deletes 0
Total Drops 0
Total Ageouts 0

Transmit |Receive TLV TLV TLV  |TLV TLV
Interface |Total Total Ageouts |Discards |Unknowns |MED |802.1 |[802.3
0 0 0 0 0 0 0 0 0

01

1782

Figure 162: LLDP Statistics

Table 143: LLDP Statistics Fields

Field

Description

System-wide Statistics

Last Update

Displays the time when an entry was created, modified, or deleted in the tables
associated with the remote systems.

Total Inserts

Displays the number of times a complete set of information advertised by a particular
MAC Service Access Point (MSAP) has been inserted into the tables associated with the
remote systems.

Total Deletes

Displays the number of times a complete set of info