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Intended Readers

The DGS-3200 Series Web Ul Reference Guide contains information for setup and management of the Switch. This manual is
intended for network managers familiar with network management concepts and terminology.

Typographical Conventions

Convention Description

[] In a command line, square brackets indicate an optional entry. For example: [copy
filename] means that optionally you can type copy followed by the name of the file. Do
not type the brackets.

Bold font Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File
menu and choose Cancel. Used for emphasis. May also indicate system messages or
prompts appearing on screen. For example: You have mail. Bold font is also used to
represent filenames, program names and commands. For example: use the copy
command.

Boldface Typewriter | Indicates commands and responses to prompts that must be typed exactly as printed in
Font the manual.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial capitals. For
example: Click Enter.

Italics Indicates a window name or a field. Also can indicate a variables or parameter that is
replaced with an appropriate word or string. For example: type filename means that the
actual filename should be typed instead of the word shown in italic.

Menu Name > Menu Menu Name > Menu Option Indicates the menu structure. Device > Port > Port
Option Properties means the Port Properties menu option under the Port menu option that is
located under the Device menu.

Notes, Notices, and Cautions

A NOTE indicates important information that helps make better use of the
device.

[' A NOTICE indicates either potential damage to hardware or loss of data
and tells how to avoid the problem.

A CAUTION indicates a potential for property damage, personal injury, or
death.

Xi
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Safety Cautions

Use the following safety guidelines to ensure your own personal safety and to help protect your system from potential damage.

Throughout this safety section, the caution icon (4 * ) is used to indicate cautions and precautions that need to be reviewed and
followed.
To reduce the risk of bodily injury, electrical shock, fire, and damage to the equipment observe the following precautions.
e  Observe and follow service markings.
. Do not service any product except as explained in the system documentation.

. Opening or removing covers that are marked with the triangular symbol with a lightning bolt may expose the user to
electrical shock.

. Only a trained service technician should service components inside these compartments.

o If any of the following conditions occur, unplug the product from the electrical outlet and replace the part or contact your
trained service provider:

. Damage to the power cable, extension cable, or plug.

. An object has fallen into the product.

. The product has been exposed to water.

. The product has been dropped or damaged.

. The product does not operate correctly when the operating instructions are correctly followed.
o  Keep your system away from radiators and heat sources. Also, do not block cooling vents.

e Do not spill food or liquids on system components, and never operate the product in a wet environment. If the system gets
wet, see the appropriate section in the troubleshooting guide or contact your trained service provider.

e Do not push any objects into the openings of the system. Doing so can cause fire or electric shock by shorting out interior
components.

e  Use the product only with approved equipment.
e  Allow the product to cool before removing covers or touching internal components.

e  Operate the product only from the type of external power source indicated on the electrical ratings label. If unsure of the type
of power source required, consult your service provider or local power company.

e To help avoid damaging the system, be sure the voltage selection switch (if provided) on the power supply is set to match the
power available at the Switch’s location:

. 115 volts (V)/60 hertz (Hz) in most of North and South America and some Far Eastern countries such as South Korea
and Taiwan

. 100 V/50 Hz in eastern Japan and 100 V/60 Hz in western Japan
. 230 V/50 Hz in most of Europe, the Middle East, and the Far East
e  Also, be sure that attached devices are electrically rated to operate with the power available in your location.

e  Use only approved power cable(s). If you have not been provided with a power cable for your system or for any AC-
powered option intended for your system, purchase a power cable that is approved for use in your country. The power cable
must be rated for the product and for the voltage and current marked on the product's electrical ratings label. The voltage and
current rating of the cable should be greater than the ratings marked on the product.

e  To help prevent electric shock, plug the system and peripheral power cables into properly grounded electrical outlets. These
cables are equipped with three-prong plugs to help ensure proper grounding. Do not use adapter plugs or remove the
grounding prong from a cable. If using an extension cable is necessary, use a 3-wire cable with properly grounded plugs.

e  Observe extension cable and power strip ratings. Make sure that the total ampere rating of all products plugged into the
extension cable or power strip does not exceed 80 percent of the ampere ratings limit for the extension cable or power strip.

e To help protect the system from sudden, transient increases and decreases in electrical power, use a surge suppressor, line
conditioner, or uninterruptible power supply (UPS).

e  Position system cables and power cables carefully; route cables so that they cannot be stepped on or tripped over. Be sure
that nothing rests on any cables.

Xii
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Ge

Do not modify power cables or plugs. Consult a licensed electrician or your power company for site modifications. Always
follow your local/national wiring rules.

When connecting or disconnecting power to hot-pluggable power supplies, if offered with your system, observe the
following guidelines:

Install the power supply before connecting the power cable to the power supply.
Unplug the power cable before removing the power supply.

If the system has multiple sources of power, disconnect power from the system by unplugging all power cables from
the power supplies.

Move products with care; ensure that all casters and/or stabilizers are firmly connected to the system. Avoid sudden stops
and uneven surfaces.

neral Precautions for Rack-Mountable Products

Observe the following precautions for rack stability and safety. Also, refer to the rack installation documentation accompanying
the system and the rack for specific caution statements and procedures.

Systems are considered to be components in a rack. Thus, "component™ refers to any system as well as to various peripherals
or supporting hardware.

CAUTION: Installing systems in a rack without the front and side stabilizers installed could
cause the rack to tip over, potentially resulting in bodily injury under certain circumstances.
Therefore, always install the stabilizers before installing components in the rack. After
installing system/components in a rack, never pull more than one component out of the
rack on its slide assemblies at one time. The weight of more than one extended
component could cause the rack to tip over and may result in serious injury.

Before working on the rack, make sure that the stabilizers are secured to the rack, extended to the floor, and that the full
weight of the rack rests on the floor. Install front and side stabilizers on a single rack or front stabilizers for joined multiple
racks before working on the rack.

Always load the rack from the bottom up, and load the heaviest item in the rack first.
Make sure that the rack is level and stable before extending a component from the rack.

Use caution when pressing the component rail release latches and sliding a component into or out of a rack; the slide rails
can pinch your fingers.

After a component is inserted into the rack, carefully extend the rail into a locking position, and then slide the component
into the rack.

Do not overload the AC supply branch circuit that provides power to the rack. The total rack load should not exceed 80
percent of the branch circuit rating.

Ensure that proper airflow is provided to components in the rack.

Do not step on or stand on any component when servicing other components in a rack.

NOTE: A qualified electrician must perform all connections to DC power and to safety
grounds. All electrical wiring must comply with applicable local or national codes and
practices.

CAUTION: Never defeat the ground conductor or operate the equipment in the absence
of a suitably installed ground conductor. Contact the appropriate electrical inspection
authority or an electrician if uncertain that suitable grounding is available.

Xiii
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CAUTION: The system chassis must be positively grounded to the rack cabinet frame.
Do not attempt to connect power to the system until grounding cables are connected.
Completed power and safety ground wiring must be inspected by a qualified electrical
inspector. An energy hazard will exist if the safety ground cable is omitted or
disconnected.

CAUTION: When mounting the Switch on a cement wall, a proper concrete sleeve
anchor should be used, such as the one that is included in the optional D-Link Wall Mount
kit (DRE-KIT018).

Lithium Battery Precaution

CAUTION: Incorrectly replacing the lithium battery of the Switch may cause the battery to
explode. Replace this battery only with the same or equivalent type recommended by the
manufacturer. Discard used batteries according to the manufacturer’s instructions.

Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside the system. To prevent static damage, discharge static electricity from your
body before touching any of the electronic components, such as the microprocessor. This can be done by periodically touching an
unpainted metal surface on the chassis.

The following steps can also be taken prevent damage from electrostatic discharge (ESD):

1. When unpacking a static-sensitive component from its shipping carton, do not remove the component from the antistatic
packing material until ready to install the component in the system. Just before unwrapping the antistatic packaging, be
sure to discharge static electricity from your body.

2. When transporting a sensitive component, first place it in an antistatic container or packaging.

3. Handle all sensitive components in a static-safe area. If possible, use antistatic floor pads, workbench pads and an
antistatic grounding strap.

Xiv
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Web-based Switch Configuration

Introduction

Logging onto the Web Manager

Web-Based User Interface

Introduction

All software functions of the Switch can be managed, configured, and monitored via the embedded web-based (HTML) interface.
Manage the Switch from remote stations anywhere on the network through a standard browser, such as Internet Explorer 5.5 or
later, Netscape 8.0 or later, Firefox 2.0 or later, or Apple Safari 3.0. The browser acts as a universal access tool and can

communicate directly with the Switch using the HTTP protocol.

The Web-based management module and the Console program (and Telnet) are different ways to access the same internal
switching software and configure it. Thus, all settings encountered in web-based management are the same as those found in the

console program.

Logging onto the Web Manager

To begin managing the Switch, simply run the browser installed on your computer and point it to the IP address you have defined
for the device. The URL in the address bar should read something like: http://123.123.123.123, where the numbers 123 represent

the IP address of the Switch.

NOTE: The factory default IP address is 10.90.90.90.

This opens the management module's user authentication window, as seen below.

Connect to 10.90.90.90

The server 10.90,90.90 at requires a username and
password,

Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection),

Iser narme: | 5§ w
| S —

Password:

[C]remember my passward

[ oK, H Cancel ]

Figure 1 - 1. Enter Network Password window

Leave both the User Name field and the Password field blank and click OK. This will open the Web-based user interface. The

Switch management features available in the web-based manager are explained below.

Section 1
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Web-based User Interface

The user interface provides access to various Switch configuration and management windows, allows the user to view
performance statistics, and permits graphical monitoring of the system status.

Areas of the User Interface

The figure below shows the user interface. Three distinct areas divide the user interface, as described in the table.

.

™ $ SiaEen Lk S act e ‘Refresn Interval
- | Comba Consale Py ol ol | "
S e Area 2
WL v mmo oo -
d |/
é--;cunﬂguratiun
B[ L2 Features Device Information
E--{"LS Features Device Type DGS-3200-24 Gigabit Ethernet Switch MAC Address 00-01-02-03-04-00
&3 EOES System Name IP Address 10.90.90.90 (Manual)
El-gsacurrty Systemn Location VLAN Name default
B System Contact Subnet Mask 255.0.0.0
[ [ Network Application oo e ) s
m-f@oam Firmware Version 2.00.015 Gateway 0.0.0.0
El--;r.\un'rtunng Hardware Yersion Al Login Timeout (Minutes) 10
System Time 01/01/2000 00:01:19
Device Up Time 0 days, 0 hours, 1 minutes, 19 seconds Boot PROM Version 1.00.016
Dual Image Supported
Device Status and Quick Configurations
SNTP Disabled Seftings Jumbo Frame Disabled Seftings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings
RMON Disabled Seftings IGKMP Snooping Disabled Settings
Safeguard Engine Disabled Settings MAC Notification Disahled Settings
System Log Disabled Settings 802.1X Disabled Seftings
Area 1 S5L Disabled Seftings S8H Disabled Zetfings
GVRP Disabled Settings Port Mirroring Disabled Settings
Password Encryption Disabled Seftings Single IP Management Disabled Settings
Telnet Enabled (TCP 23) Setftings CLIPaging Enabled Settings
Web Enabled (TCP 80) Settings SNMP Disabled Settings
WLAN Trunk Disabled Settings DHCP Local Relay Disabled Settings
DNS Resolver Disabled Settings
Area 3
Figure 1 - 2. Main Web-Manager window
Area Function
Area 1l Select the folder or window to display. Open folders and click the hyperlinked window buttons and
subfolders contained within them to display windows.
Area 2 Presents a graphical near real-time image of the front panel of the Switch. This area displays the
Switch's ports and expansion modules and shows port activity, depending on the specified mode.
Some management functions, including port monitoring are accessible here. Click the D-Link logo to
go to the D-Link website.
Area 3 Presents Switch status based on user selection and the entry of configuration data. In addition,
hyperlinks are offered for many Switch features to enable quick configuration.
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Web Pages

When connecting to the management mode of the Switch with a web browser, a login screen is displayed. Enter a user name and
password to access the Switch's management mode.

Below is a list of the main folders available in the Web interface:

Configuration - In this section the user will be able to configure features regarding the Switch’s configuration.

L2 Features - In this section the user will be able to configure features regarding the Layer 2 functionality of the Switch.

L3 Features - In this section the user will be able to configure features regarding the Layer 3 functionality of the Switch.
QoS - In this section the user will be able to configure features regarding the Quality of Service functionality of the Switch.
Security - In this section the user will be able to configure features regarding the Switch’s security.

ACL - In this section the user will be able to configure features regarding the Access Control List functionality of the Switch.

Network Application - In this section the user will be able to configure features regarding network applications handled by the
Switch.

OAM - In this section the user will be able to configure features regarding the Switch’s operations, administration and
maintenance (OAM).

Monitoring - In this section the user will be able to monitor the Switch’s configuration and statistics.

NOTE: Be sure to configure the user name and password in the User
Accounts window before connecting the Switch to the greater network.



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch Web Ul Reference Guide

Section 2

Configuration

Device Information

System Information

Serial Port Settings

IP Address

Port Configuration

Static ARP Settings

Gratuitous ARP

User Accounts

System Log Configuration

System Severity Settings

MAC Address Aging Time

Web Settings

Telnet Settings

Password Encryption

CLI Paging Settings

Firmware Information

Power Saving

MAC Notification Settings

SNMP Settings

CPU Filter L3 Control Packet Settings
Single IP Management

SD Card FS Settings (DGS-3200-24 only)
SD Card Management (DGS-3200-24 only)
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Device Information

This window contains the main settings for all major functions for the Switch. It appears automatically when you log on to the
Switch. To return to the Device Information window after viewing other windows, click the DGS-3200-10/DGS-3200-16/
DGS-3200-24 folder. The Device Information window shows the Switch’s MAC Address (assigned by the factory and
unchangeable), the Boot PROM Version, Firmware Version, Hardware Version, and many other important types of information.
This is helpful to keep track of PROM and firmware updates and to obtain the Switch’s MAC address for entry into another
network device’s address table, if necessary. In addition, this window displays the status of functions on the Switch to quickly
assess their current global status. Many functions are hyper-linked for easy access to enable quick configuration from this

window.

Device Information

Device Type DGS-3200-24 Gigabit Ethernet Switch MAC Address 00-01-02-03-04-00
System Mame IP Address 10.90.90.90 (Manual)
System Location VLAN Name default

System Contact Subnet Mask 255000
Firmware Version 200015 Gateway 0.000

Hardware Version Al Login Timeout (Minutes) 10

System Time 01/01/2000 00:01:19

Device Up Time 0 days, 0 hours, 1 minutes, 19 seconds Boot PROM Version 1.00.016

Dual Image Supported

Device Status and Quick Configurations

SNTP Disabled Seftings Jumbo Frame Disabled Seftings
Spanning Tree Disabled Settinas MLD Snooping Disabled Settings
RMOR Disabled Settinas IGMP Snooping Disabled Settings
Safeguard Engine Disabled Settings MAC Motification Disabled =Zettings
System Log Disabled Settings 802.1x Disabled Settings
S5L Disabled Seftings S5H Disabled Seftings
GVRP Disabled Seftings Port Mirroring Disabled Seftings
Password Encryption Disabled Settings Single IP Management Disabled Settings
Telnet Enabled (TCP 23) Settings CLI Paging Enabled Settings
Weh Enabled (TCP 80) Zettinas SMMP Disabled Settings
VLAM Trunk Disabled Setftinas DHCP Local Relay Disabled Settings
DME Resolver Disabled Settings

Figure 2 - 1. Device Information window

System Information

The user can enter a System Name, System Location, and System Contact to aid in defining the Switch.

To view the following window, click Configuration > System Information:

e (=] 1O Aallo

MAC Address
Firmware Version
Hardware Version

System Name
System Location

Systemn Contact

00-01-02-03-04-00
2.00.015

Al

Apply

Figure 2 - 2. System Information window

The fields that can be configured are described below:

Parameter

Description

System Name

Enter a system name for the Switch, if desired. This name will identify it in the Switch network.

System Location

Enter the location of the Switch, if so desired.

System Contact

Enter a contact name for the Switch, if so desired.
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Click Apply to implement changes made.

Serial Port Settings

The user can adjust the Baud Rate and the Auto Logout values.

To view the following window, click Configuration > Serial Port Settings:

Baud Rate [115200 v
Auto Logout 1D mins v
Data Bits 8
Parity Bits MNone
Stop Bits 1
Figure 2 - 3. Serial Port Settings window
The fields that can be configured are described below:
Parameter Description
Baud Rate This field specifies the baud rate for the serial port on the Switch. There are four possible

baud rates to choose from, 9600, 19200, 38400 and 115200. For a connection to the Switch
using the CLI interface, the baud rate must be set to 115200, which is the default setting.

Auto Logout Select the logout time used for the console interface. This automatically logs the user out after
an idle period of time, as defined. Choose from the following options: 2 mins, 5 mins, 10 mins,
15 mins or Never. The default setting is 10 mins.

Click Apply to implement changes made.

IP Address

The IP address may initially be set using the console interface prior to connecting to it through the Ethernet. If the Switch IP
address has not yet been changed, read the introduction of the DGS-3200 Series CLI Manual for more information. The Web

manager will display the Switch’s current IP settings.

To view the following window, click Configuration > IP Address:

P Addre

@ Manual O DHCP O BooTP
IP Address [0 J[oo J[eo |]sa |

Subnet Mask . El DD

Gateway EI EI EI EI

Management YLAN Name default

Figure 2 - 4. IP Address window

To manually assign the Switch’s IP address, subnet mask, and default gateway address:
1. Click the Manual radio button at the top of the window.

2. Enter the appropriate IP Address and Subnet Mask.

3. If accessing the Switch from a different subnet from the one it is installed on, enter the IP address of the default Gateway.
If managing the Switch from the subnet on which it is installed, the user may leave the default address (0.0.0.0) in this

field.
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4. If the Switch has no previously configured VLANS, the user can use the Management VLAN Name entitled “default”.
This default Management VLAN contains all of the Switch ports as members. If the Switch has previously configured
VLANS, the user will need to enter the VLAN ID of the VLAN that contains the port connected to the management
station that will access the Switch. The Switch will allow management access from stations with the same VID listed

here.

NOTE: The Switch’s factory default IP address is 10.90.90.90 with a subnet
mask of 255.0.0.0 and a default gateway of 0.0.0.0.

To use the DHCP or BOOTP protocols to assign the Switch an IP address, subnet mask, and default gateway address:

Use the radio button at the top of the window to choose either DHCP or BOOTP. This selects the method the Switch assigns an IP
address on the next reboot.

The following parameters may be configured or viewed:

Parameter

Description

Manual

Allows the entry of an IP address, subnet mask, and a default gateway for the Switch. These fields
should be of the form xxx.xxx.xxx.xxx, where each xxx is a number (represented in decimal form)
between 0 and 255. This address should be a unique address on the network assigned for use by
the network administrator.

DHCP

The Switch will send out a DHCP broadcast request when it is powered up. The DHCP protocol
allows IP addresses, network masks, and default gateways to be assigned by a DHCP server. If
this option is set, the Switch will first look for a DHCP server to provide it with this information
before using the default or previously entered settings.

BOOTP

The Switch will send out a BOOTP broadcast request when it is powered up. The BOOTP protocol
allows IP addresses, network masks, and default gateways to be assigned by a central BOOTP
server. If this option is set, the Switch will first look for a BOOTP server to provide it with this
information before using the default or previously entered settings.

Subnet Mask

A Bitmask that determines the extent of the subnet that the Switch is on. Should be of the form
XXX XXX XXX.XXX, Where each xxx is a number (represented in decimal) between 0 and 255. The
value should be 255.0.0.0 for a Class A network, 255.255.0.0 for a Class B network, and
255.255.255.0 for a Class C network, but custom subnet masks are allowed.

Gateway IP address that determines where packets with a destination address outside the current subnet
should be sent. This is usually the address of a router or a host acting as an IP gateway. If your
network is not part of an intranet, or you do not want the Switch to be accessible outside your local
network, you can leave this field unchanged.

Management This allows the entry of a VLAN name from which a management station will be allowed to manage

VLAN Name the Switch using TCP/IP (in-band via Web manager or Telnet). Management stations that are on

VLANSs other than the one entered here will not be able to manage the Switch in-band unless their
IP addresses are entered in the Trusted Host window (Security > Trusted Host). If VLANsS have
not yet been configured for the Switch, the default VLAN contains all of the Switch’s ports. There
are no entries in the Trusted Host table, by default, so any management station that can connect to
the Switch can access the Switch until a management VLAN is specified or Management Station IP
addresses are assigned.

Click Apply to implement changes made.

Setting the Switch’s IP Address using the Console Interface

Each Switch must be assigned its own IP Address, which is used for communication with an SNMP network manager or other
TCP/IP application (for example BOOTP, TFTP). The Switch’s default IP address is 10.90.90.90. The default Switch IP address
can be changed to meet the specification of your networking address scheme.
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The IP address for the Switch must be set before the Web-based manager can manage the switch. The Switch IP address can be
automatically set using BOOTP or DHCP protocols, in which case the actual address assigned to the Switch must be known. The
IP address may be set using the Command Line Interface (CLI) over the console serial port as follows:

. Starting at the command line prompt, enter the commands config ipif System ipaddress XXX.XXX.XXX.XXX/
YYY.YYY.Yyy.yyy. Where the x’s represent the IP address to be assigned to the IP interface named System and the y’s
represent the corresponding subnet mask.

. Alternatively, the user can enter config ipif System ipaddress xxx.xxx.xxx.xxx/z. Where the x’s represent the IP
address to be assigned to the IP interface named System and the z represents the corresponding humber of subnets in
CIDR notation.

The IP interface named System on the Switch can be assigned an IP address and subnet mask, which can then be used to connect a
management station to the Switch’s Telnet or Web-based management agent.

Successful entry of the command will produce a “Success” message, indicating that the command execution was correctly. The
user may now utilize this address to configure or manage the Switch through Telnet, the Command Line Interface (CLI) or the
Web-based management (GUI).

Port Configuration

Port Auto Negotiation Information

The following window displays the detailed auto negotiation information.

To view the following window, click Configuration > Port Configuration > Port Auto Negotiation Information:

| Fort AN RS C5 CB CAB CRB RFA RFR
01 Enabled Complete 10M_Half1... 10M_Half1... 10M_Half1...
0z Enabled Configurin... A0M_Half 1. A0M_Half 1.
03 Enabled Configurin... A0M_Half 1. A0M_Half 1.
04 Enabled Configurin... 10M_Half 1. 0M_Half 1.
05 Enabled Configurin... 10M_Half 1. 10M_Half 1.
05 Enabled Configurin... 10M_Half 1. 10M_Half 1...
o7 Enahbled Configurin... 10M_Half 1. 10M_Half 1.
g Enahled Configurin... 10M_Half 1. T0M_Half 1...
0g Enabled Configurin... 10M_Half 1. J0M_Half 1...
10 Enahbled Configurin... 10M_Half 1. A0M_Half 1.
13 Enahbled Configurin... 10M_Half 1. A0M_Half 1.
12 Enabled Configurin... 10M_Half 1. A0M_Half 1.
13 Enabled Configurin... 10M_Half1... A0M_Half 1.
14 Enabled Configurin... 10M_Half1... A0M_Half 1.
15 Enabled Configurin... 10M_Half 1. 10M_Half1...
16 Enabled Configurin... 10M_Half 1. 10M_Half1...
17 Enabled Configurin... 10M_Half 1. 10M_Half 1...
18 Enabled Configurin... 10M_Half 1. J0M_Half 1.
18 Enahbled Configurin... 10M_Half 1. A0M_Half 1.
20 Enabled Configurin... 10M_Half 1. A0M_Half 1.
21{C) Enabled Configurin... 10M_Half1... A0M_Half1...
21(F) Enabled Configurin... A000M_Full A000M_Full MoError MoError
22 (C) Enabled Configurin... A0M_Half1... A0M_Half 1.
22 (F) Enabled Configurin... 1000M_Full A000M_Full MoError MoError
23(C) Enabled Configurin... | 10M_Half1... 10M_Half,1...
23 (F) Enabled Configurin... A000M_Full A000M_Full MoError MoError
24 (C) Enabled Configurin... 10M_Half 1. 10M_Half 1.
24 (F) Enabled Configurin... 1000M_Full 1000M_Full MoError MoError
MNote: AN means Auto Megotiation; RS means Remote Signaling; ©5 means Config Status; CB means Capability Bits;
CAB means Capbility Advertised Bits; CRB means Capbility Received Bits; RFA means Remote Fault Advertised;
RFR means Remote Fault Received

Figure 2 - 5. Port Auto Negotiation Information window

Port Detail Information

This window displays the detail information of ports.

To view the following window, click Configuration > Port Configuration > Port Detail Information:

8
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Port Detall Information

Refresh
| Port HT TA BW DM LCOC BPDUFM Qs NT
1 Gigabits E... | 00-01-02-0... | 100000Khit | Full Duple.. | 2 hours 54... Enabled FIFQ 1000Base-T| TX BX
Z Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFQ 1000Base-T| TX RBX
3 Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFQ 1000Base-T| TX BX
4 Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFQ 1000Base-T| TIX BX
5 Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFQ 1000Base-T| TX BX
g Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFQ 1000Base-T| TX BX
7 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX R¥
3 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX R
9 Gigabits E... | 00-01-02-0... | 1000000Kbi..| Full Duple... | 2 hours 54... Enabled FIFO 1000Base-T| TX R
10 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFD 1000Base-T| TX B
11 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX B
12 Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TIX BX
13 Gigabits E.. | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX B
14 Gigabits E... | 00-01-02-0... | 1000000Khbi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TIX BX
15 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 84... Enabled FIFO 1000Base-T| TX B
16 Gigabits E... | 00-01-02-0... | 1000000Kbi...| FullDuple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX BX
3T Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 84... Enabled FIFO 1000Base-T| TX BX
18 Gigabits E... | 00-01-02-0... | 1000000Kbi... | Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX RX
19 Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TX BX
20 Gigabits E... | 00-01-02-0... | 1000000Khi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-T| TIX BX
21 Gigabits E... | 00-01-02-0... | 1000000Khi... | Full Duple.. | 2 hours 54... Enabled FIFD 1000Base-X| TX BX
22 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-X| TX BX
23 Gigabits E... | 00-01-02-0... | 1000000Kbi...| Full Duple.. | 2 hours 54... Enabled FIFO 1000Base-X| TX B
24 Gigabits E... | 00-01-02-0... | 1000000Kbi...| FullDuple.. | 2 hours 54... Enabled FIFO 1000Base-X| TX BX
Note: HT means Hardware Type; MA means MAC Addressg;, BW means Bandwidth; DM means Duplex Mode;

LCOC means Last Clear Of Counter, BFDUFM means BPDU Filtering Mode; Q8 means Queuing Strategy;
MT means Media Type

Figure 2 - 6. Port Detail Information window
Click the Refresh button to update the information.

Port Settings

This windows is used to configure and display the switch ports settings.

To view the following window, click Configuration > Port Configuration > Port Settings:
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From Port To Port State Flow Control Address Learning Medium Typ
| 01 vl |01 |v|  [Enabled | |Disabled v| [Enabled | |Gopper |
Speed/Duplex Capahility Advertised Auto Megotiation
| Auto > 10 Haif 1 10 Full [ 100 Hait [ 100 Full 1 1000 Full [ | Restart An v|
| Fort State SpeediDuplex Flow Control Connection Address Learning L
01 Enabled Auto Disabled 100MFulliMone Enabled
02 Enabled Auto Disabled Link Down Enabled
03 Enabled Auto Disabled Link Down Enabled
04 Enabled Auto Disabled Link Down Enabled
05 Enabled Auto Disabled Link Down Enabled
06 Enabled Auto Disabled Link Down Enabled
o7 Enabled Auto Disabled Link Down Enabled
08 Enabled Auto Disabled Link Down Enabled
09 Enabled Auto Disabled Link Down Enabled
10 Enabled Auto Disabled Link Down Enabled
11 Enabled Auto Disabled Link Down Enabled
12 Enabled Auto Disabled Link Down Enabled
13 Enabled Auto Disabled Link Down Enabled
14 Enabled Auto Disabled Link Down Enabled
15 Enabled Auto Disabled Link Down Enabled
16 Enabled Auto Disabled Link Down Enabled
17 Enabled Auto Disabled Link Down Enabled
15 Enabled Auto Disabled Link Down Enabled
19 Enabled Auto Disabled Link Down Enabled
20 Enabled Auto Disabled Link Down Enabled
21(C) Enabled Auto Disabled Link Down Enabled
21 (F) Enabled Auto Disabled Link Down Enahled
22 (C) Enabled Auto Disabled Link Down Enabled
22 (F) Enabled Auto Disabled Link Down Enabled
23(C) Enabled Auto Disabled Link Down Enabled
23 (F) Enabled Auto Disabled Link Down Enabled v
Note: ANE means Auta Negatiation Error. -

Figure 2 - 7. Port Settings window

The following parameters may be configured or viewed:

Parameter

Description

From Port / To Port

Use the drop-down menus to select the ports to be configured.

State

Use the drop-down menu to enable or disable a given port or group of ports.

Speed/Duplex

Toggle the Speed/Duplex field to either select the speed and duplex/half-duplex state of the
port. Auto denotes auto-negotiation between 10 and 100 Mbps devices, in full- or half-
duplex. The Auto setting allows the port to automatically determine the fastest settings the
device the port is connected to can handle, and then to use those settings. The other
options are 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full_Master, 1000M
Full_Slave, and 1000M Full. There is no automatic adjustment of port settings with any
option other than Auto.

The Switch allows the user to configure three types of gigabit connections; 1000M
Full_Master, 1000M Full_Slave, and 1000M Full. Gigabit connections only support full
duplex connections and take on certain characteristics that are different from the other
choices listed.

The 1000M Full_Master and 1000M Full_Slave parameters refer to connections running a
1000BASE-T cable for connection between the Switch port and other device capable of a
gigabit connection. The master setting (1000M Full_Master) will allow the port to advertise
capabilities related to duplex, speed and physical layer type. The master setting will also
determine the master and slave relationship between the two connected physical layers.
This relationship is necessary for establishing the timing control between the two physical
layers. The timing control is set on a master physical layer by a local source. The slave
setting (L000M Full_Slave) uses loop timing, where the timing comes from a data stream
received from the master. If one connection is set for 1000M Full_Master, the other side of
the connection must be set for 1000M Full_Slave. Any other configuration will result in a link
down status for both ports.

10
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Flow Control Displays the flow control scheme used for the various port configurations. Ports configured
for full-duplex use 802.3x flow control, half-duplex ports use backpressure flow config, and
Auto ports use an automatic selection of the two. The default is Disabled.

Address Learning Enable or disable MAC address learning for the selected ports. When Enabled, destination
and source MAC addresses are automatically listed in the forwarding table. When address
learning is Disabled, MAC addresses must be manually entered into the forwarding table.
This is sometimes done for reasons of security or efficiency. See the section on
Forwarding/Filtering for information on entering MAC addresses into the forwarding table.
The default setting is Enabled.

Medium Type If configuring the Combo ports, this defines the type of transport medium to be used,
whether Copper or Fiber.

Auto Negotiation Use the drop-down menu to specify the auto-negotiation configuration.
Restart An — Select to restart the auto-negotiation process
Remote Fault Advertisedt - The remote fault advertisement option will be configured.

Click Apply to implement the new settings on the Switch.
Click the Refresh button to refresh the display section of this page.

Port Description Settings

The Switch supports a port description feature where the user may name various ports.

To view the following window, click Configuration > Port Configuration > Port Description:

From Port To Port Medium Type Description

0 ¥ [0 %] [comer ]|

FPort Description

Figure 2 - 8. Port Description window

Use the From Port and To Port drop-down menu to choose a port or range of ports to describe. Users may then enter a description
for the chosen port(s). If configuring the Combo ports, the Medium Type defines the type of transport medium to be used, whether
Copper or Fiber.

Click Apply to set the descriptions in the Port Description window.

11
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Port Error Disabled

The following window will display the information about ports that have had their connection status disabled, for reasons such as
storm control or link down status.

To view the following window, click Configuration > Port Configuration > Port Error Disabled:

Port [ Port State [ Connection Status l Reason

Figure 2 - 9. Port Error Disabled window

The following parameters are displayed:

Parameter Description

Port Displays the port that has been error disabled.

Port State Describes the current running state of the port, whether enabled or disabled.

Connection Status This field will read the uplink status of the individual ports, whether enabled or disabled.

Reason Describes the reason why the port has been error-disabled, such as it has become a
shutdown port for storm control.

Jumbo Frame Settings

The Switch supports jumbo frames. Jumbo frames are Ethernet frames with more than 1,500 bytes of payload. The Switch
supports jumbo frames with a maximum frame size of 10240 bytes.

To view the following window, click Configuration > Port Configuration > Jumbo Frame Settings:

Jumbao Frame (O Enabled (%) Disabled

Current Status: The maximum size of frame is 1536 bytes.

Figure 2 - 10. Jumbo Frame window

The following parameter can be configured:

Parameter Description

Jumbo Frame This field will enable or disable the Jumbo Frame function on the Switch. The default is
Disabled. The maximum frame size is 10240 bytes.

To enable or disable Jumbo Frame, use the radio button and click Apply.

Static ARP Settings

The Address Resolution Protocol is a TCP/IP protocol that converts IP addresses into physical addresses. This table allows
network managers to view, define, modify, and delete ARP information for specific devices.

Static entries can be defined in the ARP table. When static entries are defined, a permanent entry is entered and is used to translate
IP addresses to MAC addresses.

To view the following window, click Configuration > Static ARP Settings:

12




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch Web Ul Reference Guide

Global Settings

ARP Aging Time (0-65535) min
Add Static ARP Entry

IP Address [ ] MAC Address [ ] Apply | [ Deleteal |
Total Entries: 3

Interface IP Ad ress MAC Address :

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast

System 10.90.90.90 00-01-02-03-04-00 Local

System 10.255.255 255 FF-FF-FF-FF-FF-FF Local/Broadcast

Figure 2 - 11. Static ARP Settings window

The following parameters may be configured or viewed:

Parameter

Description

ARP Aging Time
(0-65535)

The ARP entry age-out time, in seconds. The default is 20 minutes.

IP Address

The IP address of the ARP entry.

MAC Address

The MAC address of the ARP entry.

After entering a global ARP Aging Time in seconds, click Apply to allow it to take effect. The default value is 20 seconds.

After entering the IP Address and MAC Address of the Static ARP entry, click Apply to implement the new entry. To completely
clear the static ARP entries, click the Delete All button.

To modify a static ARP entry, click the Edit button located on the right side of the entry in the ARP table at the bottom of the
window.

To delete a static ARP entry, click the Delete button located on the right side of the entry in the static ARP table at the bottom of
the window.

Gratuitous ARP
Gratuitous ARP Global Settings

The window is used to enable or disable the gratuitous ARP global settings.

To view the following window, click Configuration > Gratuitous ARP > Gratuitous ARP Global Settings:

Send On IP Interface Status Up

() Enabled ) Disabled
O Enabled & Disabled
O Enabled & Disabled

Send On Duplicate IP Detected
Gratuitous ARFP Learning

Apply

Figure 2 - 12. Gratuitous ARP Global Settings window

Click the Apply button to accept the changes made.

Gratuitous ARP Settings

The user can configure the IP interface’s gratuitous ARP parameter.

To view the following window, click Configuration > Gratuitous ARP > Gratuitous ARP Settings:

13
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Atlnou =] == O
Gratuitous ARP Trap/Log
Trap Log Interface Name
[ Disabled | [Enabled | | | & an

Gratuitous ARP Periodical Send Interval
Interface Mame Interval Time (0-65535)

|

Total Entries: 1
Interface Name Gratuitous ARP Trap Gratuitous ARP Log Gratuitous ARP Periodical Send Interval
Systemn Disabled Enabled a '] '

Figure 2 - 13. Gratuitous ARP Settings window

The fields that can be configured are described below:

Parameter Description

Trap Use the drop-down menu to enable or disable the trap option. By default the trap is disabled.

Log Use the drop-down menu to enable or disable the logging option. By default the event log is
enabled.

Interface Name Enter the interface name of the Layer 3 interface. Select All to enable or disable gratuitous ARP
trap or log on all interfaces.

Interval Time (0- | Enter the periodically send gratuitous ARP interval time in seconds. 0 means that gratuitous ARP
65535) request will not be sent periodically. By default the interval time is 0.

Click the Apply button to accept the changes made.

User Accounts

The Switch allows the control of user privileges.

To view the following window, click Configuration > User Accounts:

USer A oU
Add User Accounts
Access Right | Admin vj Confirm Mew Password I:l

Note: User Name should be less than 16 characters, Password should be less than 33 characters.

Total Entries: 1

User Name Access Right Old Password MNew Password Confirm Password Encrypt

Figure 2 - 14. User Accounts window

To add a new user, type in a User Name and New Password and retype the same password in the Confirm New Password field.
Choose the level of privilege (Admin or User) from the Access Right drop-down menu.

14
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“User Accou

Add User Accounts

User Mame Mew Password |:|
Access Right i..ﬂ!\clmin ) v Confirm Mew Password |:|

MNote: User Mame should be less than 16 characters, Password should be less than 33 characters.

Total Entries: 1

Access Right Old Password MNew Password Confirm Password Encrypt

admin Adrmin | (Default) Apply Delete

Figure 2 - 15. User Accounts window (Edit)

Modify or delete an existing user account in the table at the bottom of the window. To delete the user account, click the Delete
button. To change the password, click the Edit button next to the entry in the table at the bottom of the window. Enter an Old
Password, New Password, and retype the new password in the Confirm Password field offered, use the drop-down menu to select
the type of encryption desired (Plain Text or Sha 1), and then click Apply. The level of privilege (Admin or User) can be viewed
in the Access Right column in the table at the bottom of the window.

Appendix D, “Password Recovery Procedure,” which will guide you through the

//'\\ NOTICE: In case of lost passwords or password corruption, please refer to the
/ ® \  steps necessary to resolve this issue.

Admin and User Privileges

There are two levels of user privileges, Admin and User. Some menu selections available to users with Admin privileges may not
be available to those with User privileges.

The following table summarizes the Admin and User privileges:

Management Admin User
Configuration Yes Read-only
Network Monitoring Yes Read-only
Community Strings and Trap Stations Yes Read-only
Update Firmware and Configuration Files Yes No
System Utilities Yes No
Factory Reset Yes No
User Account Management

Add/Update/Delete User Accounts Yes No
View User Accounts Yes No

Command Logging Settings

This window is used to enable or disable the command logging settings.

To view the following window, click Configuration > Command Logging Settings:
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Command Logging Settings
Command Logging State (O Enabled (&) Disabled

Apply

Figure 2 - 16. Command Logging Settings window

The following parameters may be configured or viewed:

Parameter Description

Command Logging Use the radio buttons to enable or disable the function.
State

Click the Apply button to accept the changes made.

NOTE: When the switch is under the booting or executing downloaded configuration
procedure, all configuration commands will not be logged. When the user uses AAA
authentication to logged in, the user name should not be changed if the user has used the
Enable Admin function to replace its privilege.

System Log Configuration

System Log Settings

The window is used to choose a method for which to save the Switch’s log to the flash memory of the Switch.

To view the following window, click Configuration > System Log Configuration > System Log Settings:

Systemlog () Enabled (2 Disabled

System Log Save Mode Settings

Save Mode OnDemand | |:| minutes (1-65535) Apply | [5ave Log Now

Figure 2 - 17. System Log Settings window

Use the drop-down menu to choose the method for saving the switch log to the flash memory. The user has three options:

e Time Interval — Users who choose this method can configure a time interval by which the Switch will save the log files,
in the box adjacent to this configuration field. The user may set a time between 1 and 65535 minutes.

e On Demand — Users who choose this method will only save log files when they manually tell the Switch to do so, either
using the Save Log link in the Save folder or clicking the Save Log Now button on this window.

e Log Trigger — Users who choose this method will have log files saved to the Switch every time a log event occurs on the
Switch.

The default setting is On Demand. Click Apply to save changes made. Click Save Log Now to immediately save log files
currently on the switch.

System Log Host

The Switch can send Syslog messages to up to four designated servers using the System Log Server.

To view the following window, click Configuration > System Log Configuration > System Log Host:
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Add System Log Host
HostID

Host IP Address

System Log Host List
HostID HostIP Address
1 10.1.1.1

UDF Port (514 or B000-65535)

Severity

[ ] Facilty  [Localo v

Status

Apply

UDP Port
514

Facility
Local 0

Severity
All

_edit J{ pelete |

Disabled

Figure 2 - 18. System Log Host window

The following parameters may be configured or viewed:

Parameter

Description

Host ID

Syslog server settings index (1 to 4).

Host IP Address

The Ipv4 address of the Syslog server.

UDP Port (514 or
6000-65535)

Type the UDP port number used for sending Syslog messages. The default is 514.

Severity This drop-down menu allows you to select the level of messages that will be sent. The
options are Warning, Informational, and All.

Facility Use the drop-down menu to select Local O, Local 1, Local 2, Local 3, Local 4, Local 5, Local
6, or Local 7.

Status Choose Enabled or Disabled to activate or deactivate.

To set the System Log Server configuration, click Apply. Click the Edit button to configure the specific entry. To delete an entry

from the System Log Host List table, click the corresponding Delete button next to the entry.

System Severity Settings

The Switch can be configured to allow alerts be logged or sent as a trap to an SNMP agent or both. The level at which the alert
triggers either a log entry or a trap message can be set as well. Use the System Severity Settings window to set the criteria for
alerts. The current settings are displayed below the System Severity Table.

To view the following window, click Configuration > System Severity Settings:

System Severity

Severity Level

System Severity Table

Systermn Severity
Trap
Log

H’rap

| Information

Apply

Severity Level
Information
Information

Figure 2 - 19. System Severity Settings window

The following parameters may be configured or viewed:

Parameter

Description

System Severity

Choose how the alerts are used from the drop-down menu. Select Log to send the alert of the
Severity Type configured to the Switch’s log for analysis. Choose Trap to send it to an SNMP
agent for analysis, or select All to send the chosen alert type to an SNMP agent and the
Switch’s log for analysis.

Severity Level

Choose what level of alert will trigger sending the log entry or trap message as defined by the
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Severity Name. Select Critical to send only critical events to the Switch’s log or SNMP agent.
Choose Warning to send critical and warning events to the Switch’s log or SNMP agent.
Select Information to send informational, warning, and critical events to the Switch’s log or
SNMP agent.

Click Apply to implement the new System Severity Settings.

MAC Address Aging Time

Users can configure the MAC Address aging time on the Switch.

To view the following window, click Configuration > MAC Address Aging Time:

MAC Address Aging Time (10-875) sec
Figure 2 — 20. MAC Address Aging Time window
The following parameter may be configured or viewed:
| Parameter Description
MAC Address Specify the length of time a learned MAC Address will remain in the forwarding table without
Aging Time (10- being accessed (that is, how long a learned MAC Address is allowed to remain idle). To change
875) this, type in a different value to represent the MAC address age-out time in seconds. The MAC

Address Aging Time can be set to any value between 10 and 875 seconds. The default setting
is 300 seconds.

Click Apply to set the MAC Address Aging Time.

Web Settings

Users can configure the Web settings on the Switch.

To view the following window, click Configuration > Web Settings:

Web Status (Enabled O Disabled
Port (1-65535)
Figure 2 — 21. Web Settings window
The following parameters may be configured or viewed:
Parameter Description
Web Status Web-based management is Enabled by default. If you choose to disable this by clicking

Disabled, you will lose the ability to configure the system through the web interface as soon as
these settings are applied.

Port (1-65535) The TCP port number used for Web-based management of the Switch. The “well-known” TCP
port for the Web protocol is 80.

Click Apply to set the web settings.
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Telnet Settings

Users can configure Telnet Settings on the Switch.

To view the following window, click Configuration > Telnet Settings:

Telnet Status

Fort (1-65535)

®Enabled (O Disabled

Apply

Figure 2 — 22. Telnet Settings window

The following parameters may be configured or viewed:

Parameter

Description

Telnet Status

Telnet configuration is Enabled by default. If you do not want to allow configuration of the system
through Telnet choose Disabled.

Port (1-65535)

The TCP port number used for Telnet management of the Switch. The “well-known” TCP port for
the Telnet protocol is 23.

Click Apply to set the Telnet setting.

Password Encryption

Users can configure Password Encryption on the Switch.

To view the following window, click Configuration > Password Encryption:

Password Encryption Status (JEnabled (¥ Disabled

Apply

Figure 2 — 23. Password Encryption window

The following parameter may be configured or viewed:

Parameter Description
Password Password encryption is Disabled by default. To enable password encryption, click the
Encryption Status Enabled radio button.

Click Apply to set the password encryption.

CLI Paging Settings

Users can stop the scrolling of multiple pages beyond the limits of the console when using the Command Line Interface.

To view the following window, click Configuration > CLI Paging Settings:

CLIPaging Status

) Enabled () Disabled

Apply

Figure 2 — 24. CLI Paging Settings window
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The following parameter may be configured or viewed:

Parameter Description

CLI Paging Command Line Interface paging stops each page at the end of the console. This allows you to

Status stop the scrolling of multiple pages of text beyond the limits of the console. CLI Paging is
Enabled by default. To disable it, click the Disabled radio button.

Click Apply to set the CLI Paging setting.

Firmware Information

Users can view, set the next boot-up status, and delete current firmware images stored on the Switch.

To view the following window, click Configuration > Firmware Information:

File Name Version Size (Bytes) Update Time From =
= - 2.00.015 4138076 2000/01/01 00:01:27 10.90.90.10{Console) admin [ set Boot || Delete |
% = Emipn)

*'Means Boot Up Firmware

(Consocle) Means Firmware Update Through Serial Port (RS232)
(Telnet) Means Firmware Update Through TELMET

(SMMP} Means Firmware Update Through SNMP

(WEB} Means Firmware Update Through WEB

(35H) Means Firmware Update Through 35H

(SIM) Means Firmware Update Through Single IP Management

Figure 2 — 25. Firmware Information window (DGS-3200-10 and DGS-3200-16 models)

Size (Bytes) Update Time
x = 200015 4138076 2000/01/01 00:06:09 10.90.80.10{Console) Anonymous | Set Boot || Delete |
2z - (Empty)
Path Name |

*'Means Boot Up Firmware

(Console) Means Firmware Lipdate Through Serial Port (RS232)
(Telnet) Means Firmware Update Through TELMET

(SMMP) Means Firmware Update Through SNMP

(WEB} Means Firmware Update Through WEB

(25H) Means Firmware Update Through S5H

(SIM) Means Firmware Update Through Single IP Management

Figure 2 — 26. Firmware Information window (DGS-3200-24 model)

The following parameters may be configured or viewed:

Parameter Description

ID States the image ID number of the firmware in the Switch’s memory. The Switch can store 2
firmware images for use. Image ID 1 will be the default boot-up firmware for the Switch unless
otherwise configured by the user.
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Version States the firmware version.

Size States the size of the corresponding firmware, in bytes.

Update Time States the specific time the firmware version was downloaded to the Switch.

From States the IP address of the origin of the firmware. There are six ways firmware may be
downloaded to the Switch. Boot-up files are denoted by an asterisk (*) next to the file.
Console — If the IP address has the word Console next to it, it denotes a firmware upgrade
through the Console Serial Port (RS-232).
Telnet — If the IP address has the word Telnet next to it, it denotes a firmware upgrade through
Telnet.
SNMP - If the IP address has the word SNMP next to it, it denotes a firmware upgrade through
the Simple Network Management Protocol (SNMP).
WEB - If the IP address has the word WEB next to it, it denotes a firmware upgrade through the
web-based management interface.
SSH - If the IP address has the word SSH next to it, it denotes a firmware upgrade through the
Secure Shell (SSH).
SIM — If the IP address has the word SIM next to it, it denotes a firmware upgrade through the
Single IP Management feature.

User States the user who downloaded the firmware. This field may read “Anonymous” or “Unknown”
for users that are not identified.

Path Name This parameter is used to boot the Switch up from a firmware image stored on an SD card.

(DGS-3200-24 To boot the Switch from a firmware image stored on an SD card carry out the following:

model only)

e Input the path of the firmware image on the SD-card (such as "c:\DGS3200.had").

e Click the adjacent Set Boot button to use the firmware image, stored on the SD-card, as
the bootup image.

To set firmware as the boot-up firmware the next time the Switch is restarted, click the Set Boot button. To remove the firmware
from this window, click the Delete button.

Dual Configuration Settings

Users can display dual configuration settings on the Switch. The Switch allows two configurations to be stored in its memory and
either can be configured as the boot-up configuration for the Switch (the DGS-3200-24 also allows configurations to be stored on
an SD-card). The user may select a boot-up configuration for the Switch by clicking the Boot button to select it. This will instruct
the Switch to use this newly selected configuration the next time the Switch is restarted. To delete a configuration, click the
adjacent Delete button. To set a configuration as the active configuration, click the adjacent Active button.

To view the following window, click Configuration > Dual Configuration Settings:
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Save Configuration Trap Disahled )|

Upload Configuration Trap | Disabled ;.
Download Configuration Trap | Disabled vl
ID  File Name Version  Size (Bytes) Update Time EE‘“

o '2.00.008 24334 2000/01/0105:53:38 Local save... Anonymaous Yes Boot Active || Delete

2 - (Empty) Mo
* means the currently actived configuration
(Console) means configuration update through Serial PortfRS232)
(Telnety means configuration update through TELMET
(SMMP) means configuration update through SHMP
(WEB) means configuration update through WEB
(SSH) means configuration update through SSH

(SIM} means configuration update through Single IP Management

Figure 2 - 27. Dual Configuration Settings window (DGS-3200-10 and DGS-3200-16 models)

Save Configuration Trap Disabled v

Upload Configuration Trap |Disab|ed v|

Download Configuration Trap | Disabled »|
ID  File Name Version Size (Bytes) Update Time Es

s '2.00.008 208273 2000/01/01 07:23:35 Local save... Anonymous Yes Boot Active || Delete
2 - {Empty} Mo 0 tive

Path Name. | |

*"means the currently actived configuration

(Console) means configuration update through Serial PortiRS232)
(Telnet) means configuration update through TELNET

(SMMP} means configuration update through SHNMP

(WEB} means configuration update through WEB

(25H) means configuration update through S5H

(SIM) means configuration update through Single IP Management

Figure 2 - 28. Dual Configuration Settings window (DGS-3200-24 model)

The following parameters may be configured or viewed:

Parameter Description

ID States the configuation ID number of the configuaration in the Switch’s memory. The Switch can
store 2 configurations for use. Configuration ID 1 will be the default boot-up configuration for the
Switch unless otherwise configured by the user.

File Name States the file name.

Version States the configuration version.

Size (Bytes) States the size of the corresponding configuration, in bytes.

Update Time States the specific time the configuration version was downloaded to the Switch.

From States the IP address of the origin of the configuration. There are five ways a configuration may

be downloaded to the Switch. Boot-up files are denoted by an asterisk (*) next to the file.
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Console — If the IP address has the word Console next to it, it denotes a configuration upgrade
through the Console Serial Port (RS-232).

Telnet — If the IP address has the word Telnet next to it, it denotes a configuration upgrade
through Telnet.

SNMP - If the IP address has the word SNMP next to it, it denotes a configuration upgrade
through the Simple Network Management Protocol (SNMP).

WEB - If the IP address has the word WEB next to it, it denotes a configuration upgrade through
the web-based management interface.

SSH - If the IP address has the word SSH next to it, it denotes a configuration upgrade using
Secure Shell (SSH).

SIM — If the IP address has the word SIM next to it, it denotes a configuration upgrade through
the Single IP Management feature.

User States the user who downloaded the configuration. This field may read “Anonymous” or
“Unknown” for users that are not identified.

Boot Up States if the configuration will be used to boot up the Switch or not. Yes indicates that the

be used as the boot up configuration.

Path Name This parameter is used to boot the Switch up from a configuration stored on an SD card.
(DGS-3200-24 To boot the Switch from a configuration stored on an SD card carry out the following:
model only) ¢ Input the path of configuration on the SD-card (such as "c:\DGS3200.had").

e Click the adjacent Set Boot button to use the configuration, stored on the SD-card, as
the bootup configuration.

e Click the adjacent Active button to make the configuration, stored on the SD-card, the
active configuration.

Setting the Boot Up Configuration:

¢ Click the Boot button next to the configuration you want to use as the Boot Up configuration.
e A Success message appears to indicate that the configuration that will be used for booting up the Switch has changed.

e The Boot Up parameter next to the configuration that will be used to boot up the Switch will read Yes.

Setting the Active Configuration:

o Click the Active button next to the configuration you want to use as the Active configuration.
e A Success message appears to indicate that the configuration that will be used as the active configuration has changed.

o Anasterisk will appear next to ID of the configuration that is being used as the active configuration.

Deleting a Configuration:

e Click the Delete button next to the configuration you want to delete.

e A Success message appears to indicate that the configuration has been deleted.

Power Saving
LED State Settings

This window is used to configure the port LED state.

To view the following window, click Configuration > Power Saving > LED State Settings:
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Port LED State Settings
Port LED State GEnabled (O Disabled

Apply

Figure 2 — 29. Port LED State Settings window

The following parameter may be configured:

Parameter Description

Port LED State Click the radio buttons to enable or disable the port LED state.

Click Apply to save the settings.

Power Saving Settings

This window allows the user to implement the Switch’s built-in power saving features and set the schedule to enforce the settings.
When the Power Saving Mode Link Detection State is Enabled, a port which has a link down status will be turned off to save
power to the Switch. This will not affect the port’s capabilities when the port status is link up. When the Power Saving Mode
Length Detection State is Enabled, the Switch will automatically determine the length of the cable and adjust the power flow
accordingly. When Power Saving Mode LED State is Enabled, the LED’s state of ports will be turned off during the configured
time range. When Power Saving Mode Port State is Enabled, the ports will be shut down during the configured time range. When
Power Saving Mode Hibernation State is Enabled, the Switch will go into a low power state and be idle during the configured
time range. It will shut down all the ports, all network function (telnet, ping, etc.) will not work, and only the console connection
will work via the RS232 port. If the Switch is an endpoint type PSE (Power Sourcing Equipment), it will not provide power to the
port.

To view the following window, click Configuration > Power Saving > Power Saving Settings:

FOWer saving oeting

Power Saving Global Settings
Power Saving Mode Link Detection State (&) Enabled ) Disabled
Power Saving Mode Length Detection State (%) Enabled ) Disabled

Power Saving Mode LED State (O Enabled ) Disabled

Power Saving Mode Port State (O Enabled () Disabled

Power Saving Mode Hikernation State () Enabled % Disabled
Power Saving Configuration on System Hibernation

Action Time Range Name

| Add Time Range v | | (Max: 32 characters) [ Apply ] [ Clear Time Range ]
MO, Time Range

Figure 2 — 30. Power Saving Settings window

The following parameter may be configured or viewed:

Parameter Description

Power Saving Mode | Click the radio buttons to enable or disable the link detection state.
Link Detection State

Power Saving Mode | Click the radio buttons to enable or disable length detection state.
Length Detection
State

Power Saving Mode | Click the radio buttons to enable or disable LED state.
LED State

Power Saving Mode | Click the radio buttons to enable or disable port state.
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Port State

Power Saving Mode
Hibernation State

Click the radio buttons to enable or disable hibernation state.

Action

Use the drop down menu to add or delete the schedule.

Time Range Name

Specify the name of the schedule.

Click Apply to set the password encryption. Click the Clear Time Range to remove all the entries.

Power Saving LED Settings

This window is used to add or delete the power saving schedule on the LED of all ports.

To view the following window, click Configuration > Power Saving > Power Saving LED Settings:

Port LED Configurations of Power Saving

Action
|AddTime Range |

MO,

Time Range MName
| | (Max: 32 characters) [

Apply ][ Clear Time Range ]

Time Range

Figure 2 — 31. Power Saving LED Settings window

The following parameter may be configured:

Parameter

Description

Action

Use the drop down menu to add or delete the schedule.

Time Range Name

Specify the name of the schedule.

Click the Apply button to save the settings. Click the Clear Time Range to remove all the entries.

Power Saving Port Settings

This window is used to set the power saving state.
To view the following window, click Configuration > Power Saving > Power Saving Port Settings:

Port Configurations of Power Saving
From Port To Port Action Time Range MName
|01 v/ o1 v Add Time Range v | | | (tax; 32 characters)
[ Apply ][ Clear Time Range ]
Fort Time Range Mame

Figure 2 — 32. Power Saving Port Settings window

The following parameter may be configured:

Parameter

Description

From Port / To Port

Use the drop-down menu to select the ports to be configured.

Action

Use the drop down menu to add or delete the schedule.

Time Range Name

Specify the name of the schedule.
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Click the Apply button to save the settings.

Click the Clear Time Range to remove all the entries.

MAC Notification Settings

MAC Notification is used to monitor MAC addresses learned and entered into the forwarding database.

MAC Notification Global Settings

This window allows you to globally set MAC notification on the Switch.

To view the following window, click Configuration > MAC Notification Settings > MAC Notification Global Settings:

State |Disabled |
Interval (1-2147483647) sec
History Size (1-500)
Figure 2 - 33. MAC Notification Global Settings window
The following parameters may be viewed and modified:
Parameter Description
State Enable or disable MAC natification globally on the Switch
Interval (1-2147483647) The time in seconds between notifications.
History Size (1-500) The maximum number of entries listed in the history log used for notification. Up to
500 entries can be specified.

Click Apply to implement your changes.

MAC Notification Port Settings

Users can set MAC notification for individual ports on the Switch.

To view the following window, click Configuration > MAC Notification Settings > MAC Notification Port Settings:
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From Port To Port State
01 01 | Disabled ¥ |
MAC Address Table Motification State

i1 Disabled
02 Disabled
03 Disabled
04 Disabled
05 Disabled
06 Disabled
07 Disabled
08 Disabled
09 Disabled
10 Disabled
" Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled
29 Disabled
22 Disabled
23 Disabled
24 Disabled

Figure 2 - 34. MAC Notification Port Settings window

To change MAC notification settings for a port or group of ports on the Switch, configure the following parameters:

Parameter Description

From Port Select a beginning port to enable for MAC notification using the drop-down menu.
To Port Select an ending port to enable for MAC notification using the drop-down menu.
State Enable MAC Notification for the ports selected using the drop-down menu.

Click Apply to implement changes made.

SNMP Settings

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed specifically for managing and
monitoring network devices. SNMP enables network management stations to read and modify the settings of gateways, routers,
switches, and other network devices. Use SNMP to configure system features for proper operation, monitor performance and
detect potential problems in the Switch, switch group or network.

Managed devices that support SNMP include software (referred to as an agent), which runs locally on the device. A defined set of
variables (managed objects) is maintained by the SNMP agent and used to manage the device. These objects are defined in a
Management Information Base (MIB), which provides a standard presentation of the information controlled by the on-board
SNMP agent. SNMP defines both the format of the MIB specifications and the protocol used to access this information over the
network.

The Switch supports the SNMP versions 1, 2c, and 3. The three versions of SNMP vary in the level of security provided between
the management station and the network device.

In SNMP v.1 and v.2, user authentication is accomplished using ‘community strings’, which function like passwords. The remote
user SNMP application and the Switch SNMP must use the same community string. SNMP packets from any station that has not
been authenticated are ignored (dropped).

The default community strings for the Switch used for SNMP v.1 and v.2 management access are:
e public — Allows authorized management stations to retrieve MIB objects.

e private — Allows authorized management stations to retrieve and modify MIB objects.
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SNMPv3 uses a more sophisticated authentication process that is separated into two parts. The first part is to maintain a list of
users and their attributes that are allowed to act as SNMP managers. The second part describes what each user on that list can do
as an SNMP manager.

The Switch allows groups of users to be listed and configured with a shared set of privileges. The SNMP version may also be set
for a listed group of SNMP managers. Thus, you may create a group of SNMP managers that are allowed to view read-only
information or receive traps using SNMPv1 while assigning a higher level of security to another group, granting read/write privi-
leges using SNMPv3.

Using SNMPv3 individual users or groups of SNMP managers can be allowed to perform or be restricted from performing
specific SNMP management functions. The functions allowed or restricted are defined using the Object Identifier (OID)
associated with a specific MIB. An additional layer of security is available for SNMPv3 in that SNMP messages may be
encrypted. To read more about how to configure SNMPv3 settings for the Switch read the next section.

Traps

Traps are messages that alert network personnel of events that occur on the Switch. The events can be as serious as a reboot
(someone accidentally turned OFF the Switch), or less serious like a port status change. The Switch generates traps and sends
them to the trap recipient (or network manager). Typical traps include trap messages for Authentication Failure, Topology Change
and Broadcast\Multicast Storm.

MIBs

The Switch in the Management Information Base (MIB) stores management and counter information. The Switch uses the
standard MIB-11 Management Information Base module. Consequently, values for MIB objects can be retrieved from any SNMP-
based network management software. In addition to the standard MIB-II, the Switch also supports its own proprietary enterprise
MIB as an extended Management Information Base. Specifying the MIB Object Identifier may also retrieve the proprietary MIB.
MIB values can be either read-only or read-write.

The Switch incorporates a flexible SNMP management for the switching environment. SNMP management can be customized to
suit the needs of the networks and the preferences of the network administrator. Use the SNMP V3 menus to select the SNMP
version used for specific tasks.

The Switch supports the Simple Network Management Protocol (SNMP) versions 1, 2¢, and 3. The administrator can specify the
SNMP version used to monitor and control the Switch. The three versions of SNMP vary in the level of security provided
between the management station and the network device.

SNMP settings are configured using the menus located on the SNMP Settings folder of the Web manager. Workstations on the
network that are allowed SNMP privileged access to the Switch can be restricted with the Management Station IP Address menu.

SNMP Global State Settings

SNMP global state settings can be enabled or disabled.
To view the following window, click Configuration > SNMP Settings > SNMP Global State Settings:

SMMP Global State @ Enabled ( Disabled

Apply

Figure 2 - 35. SNMP Global State Settings window

Click the Apply button to let your change take effect.

SNMP Linkchange Traps Settings

Users can set SNMP linkchange traps.
To view the following window, click Configuration > SNMP Settings > SNMP Linkchange Trap Settings:
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From Port To Port State

| 01 v/ |01 | | Disabled |
Linkchange Traps : Enabled

Port State

1 Enabled
z Enabled
8 Enabled
4 Enabled
5 Enabled
6 Enabled
i Enabled
8 Enabled
g Enabled
10 Enabled
i Enabled
12 Enabled
i3 Enabled
14 Enabled
7l Enabled
16 Enabled
17 Enabled
18 Enabled
19 Enabled
20 Enabled
21 Enabled
22 Enabled
23 Enabled
24 Enabled

Figure 2 - 36. SNMP Linkchange Trap Settings window

The following parameters may be configured:

Parameter Description
From Port / To Port Use the drop-down menu to select the ports to be configured.
State Use the drop-down menu to enable or disable the SNMP linkchange traps.

Click Apply to implement the changes.

SNMP View Table

Users can assign views to community strings that define which MIB objects can be accessed by a remote SNMP manager. The
SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to the views created in the previous
window.

To view the following window, click Configuration > SNMP Settings > SNMP View Table:
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View Name | |
Subtree OID | |
VewTe [mcuges vl

Total Entries: 9

Subtree View Type
v 1 Included [ Delete |
restricted 1361211 Included [ pelete |
restricted 1.3.6.1.21.11 Included [ Delete |
restricted 1361631021 Included [ Delete |
