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About This Document

About This Document

This guide describes setup, configuration, administration and maintenance for the D-Link
DWL-3500AP and DWL-8500AP access points on awireless network.

Document Organization

The D-Link Access Point Administrator’s Guide contains the following information:

e Chapter 1, "Overview of the D-Link Access Point"

»  Chapter 2, "Preparing to Install the Access Point"

»  Chapter 3, "Installing the Access Point"

»  Chapter 4, "Configuring Access Point Security"

»  Chapter 5, "Managing the Access Point"

»  Chapter 6, "Configuring Access Point Services'

»  Chapter 7, "Maintaining the Access Point"

»  Chapter 8, "Configuring the Access Point for Managed Mode"
»  Chapter 9, "Viewing Access Point Status'

* Appendix A, "Wireless Client Settings and RADIUS Server Setup”
* Appendix B, "CLI for AP Configuration”

Audience

This guide isintended for the following audience:

»  System administrators who are responsible for configuring and operating a network using
D-Link Access Point software
* Level 1 and/or Level 2 Support providers

To obtain the greatest benefit from this guide, you should also have basic knowledge of
Ethernet and wireless networking concepts.

Document Conventions

This section describes the conventions this document uses.

NOTE: A Note provides more information about a feature or technology and cross-
references to related topics.

CAUTION: A Caution providesinformation about critical aspects of AP
configuration, combinations of settings, events, or procedures that can
adversely affect network connectivity, security, and so on.

Document Organization 11
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This guide uses the typographical conventions that Table 1 describes.
Table 1. Typographical Conventions

Conventions’ on page 11.

Symbol Example Description
Bold Click Updateto save your Menu titles, page names, and button names
Settings.
Blue Text See “Document Hyperlinked text.

courier font

WLAN-AP#

Screen text, file names.

courier bold

show network

Commands, user-typed command-line entries

courier font value Command parameter, which might be a

italics variable or fixed value.

<> Angle brackets | <value> Indicates a parameter is a variable. You must
enter avalue in place of the brackets and text
inside them.

[ ] Square brackets | [value] Indicates an optional fixed parameter.

[<>] Angle [<value>] Indicates an optional variable.

brackets within

square brackets

{} curly braces

{choicel | choice2}

Indicates that you must select a parameter
from the list of choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.
[{}] Braceswithin | [{choicel | choice2}] | Indicate achoicewithin an optional element.
square brackets

Online Help, Supported Browsers, and Limitations

Online help for the D-Link AP Administration Web pages provides information about all
fields and features available from the user interface (Ul). Theinformationinthe online help is
asubset of the information available in the D-Link Access Point Administrator’s Guide.

Online help information corresponds to each page on the D-Link Access Point Administration

ul.

For information about the settings on the current page, click the ® link on the right side of
apageor theMore... link at the bottom of the help panel on the UI.

© 2001-2008 D-Link Corporation. All Rights Reserved.




About This Document

Figure 1 shows an example of the online help available from the links on the user interface.

Figurel. Administrator Ul OnlineHelp

Online Help
Navigation

Table of Contents ——

Click to Access Help —

(]

Interface Status

This page displays the current settings of the Unified Access Point. It displavs the
Wired Settings and the Wireless Settings.

Ethernet (Wired) Settings

The Internal interface includes the Ethernet MAC Address, Management VLAN ID,
[P Address, Subnet Mask and DNS information. If you want to change any of these
settings, click the Edit link.

Wireless Settings

The Radio Interface includes the Radio Mode and Channel The Wireless Settings
section also shows the MAC address (read-only) associated with the radio interface.

If vou want to change the Radio Mode or Channel settings, click the Edit link.

D-Link

Building Metworks for People

Online Help, Supported Browsers, and Limitations

13
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Overview of the D-Link Access Point

The D-Link DWL-3500AP and DWL -8500A P access points provide continuous, high-speed
access between wireless devices and Ethernet devices. It is an advanced, standards-based
solution for wireless networking in businesses of any size. The D-Link AP enables wireless
local area network (WLAN) deployment while providing state-of-the-art wireless networking
features.

The D-Link AP can operate in two modes: Standalone M ode or Managed Mode. In Standalone
Mode, the AP acts as an individual access point in the network, and you manage it by using the
Administrator Web User Interface (Ul) or the command-line interface (CL1). In Managed
Mode, the Unified Access Point is part of the D-Link Unified Wired/Wirel ess Access System,
and you manage it by using the D-Link Unified Switch. If an AP isin Managed Mode, the
Administrator Web Ul, Telnet, and SSH services are disabled.

This document describes how to perform the setup, management, and maintenance of the
DWL-3500AP and DWL-8500AP in Standalone M ode. For information about configuring the
access points in Managed Mode by using the D-Link Unified Switch, see the D-Link Unified
Wired/Wreless Access System User Manual.

The DWL-3500AP supports one radio, and the DWL-8500AP supports two radios. The
DWL-3500AP radio and one of the DWL-8500AP radios operatein IEEE 802.11g mode. The
second radio on the DWL-8500AP operatesin |EEE 802.11a mode.

Each access point supports up to eight virtual access points (VAPS) on each radio. The VAP
feature allows you to segment each physical access point into eight logical access points (per
radio) that each support aunique SSID, VLAN ID, and security palicy.

15
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Features and Benefits

This section lists the DWL-3500AP and DWL-8500AP features and benefits, which arein the
following categories:

» |EEE Standards Support
*  Wireless Features

*  Security Features

» Networking

* Maintainability

» Access Point Hardware

IEEE Standards Support

The DWL-3500AP comes configured as a single-band access point with oneradio and is
capable of broadcasting in the following modes:

* |EEE 802.11b mode
* |EEE 802.11g mode
*  Dynamic Turbo 2.4 GHz

The DWL-8500AP comes configured as a dual-band access point with two radiosand is
capable of broadcasting in the following modes:

* |EEE 802.11b mode

* |EEE 802.11g mode

* |EEE 802.11a mode

»  Dynamic Turbo 5 GHz

* Dynamic Turbo 2.4 GHz

The DWL-3500AP and DWL-8500AP access points provide bandwidth of up to 54 Mbps for
|EEE 802.11a or |EEE 802.11g, 108 Mbps for IEEE 802.11a Turbo, and 11 Mbps for IEEE
802.11b.

Wireless Features

Thefollowing list describes some of the DWL-3500AP and DWL-8500AP wireless features:

» Auto channel selection at startup

*  Transmit power adjustment

* Quality of Service (QoS) for enhanced throughput and better performance of time-
sensitive wireless traffic like Video, Audio, Voice over IP (Vol P) and streaming media

*  Wi-Fi Multimedia (WMM) compliance for QoS

» Load Baancing

*  Built-in support for multiple SSIDs (network names) and multiple BSSIDs (basic service
set IDs) on the same access point

»  Channel management for automatic coordination of radio channel assignmentsto reduce
AP-to-AP interference on the network and maximize Wi-Fi bandwidth

* Neighboring access point detection (also known as “rogue”’ AP detection)

»  Support for IEEE 802.11d Regulatory Domain selection (country codes for global operation)

»  Support for IEEE 802.11h, incorporating TPC and DFS

e Support for Super AG technology, which can increase WLAN speed and throughput

© 2001-2008 D-Link Corporation. All Rights Reserved.



1 Overview of the D-Link Access Point

Spectralink Voice Priority (SVP)

Spectralink Voice Priority (SVP) is a QoS approach for Wi-Fi deployments. SVPisan
open specification that is compliant with the IEEE 802.11b standard. SV P minimizes
delay and prioritizes voice packets over data packets on the WLAN, which increases the
probability of better network performance.

Security Features

The DWL-3500AP and DWL-8500AP access points provide several different security levels
and options:

Prevent SSID Broadcast

Weak Initialization Vector (IV) avoidance
Wireless Equivalent Privacy (WEP)
Wi-Fi Protected Access (WPA/WPA2)
WPA Personal

WPA Enterprise

|EEE 802.11i Architecture Support
Advanced Encryption Standard (AES)
MAC address filtering

Secure Sockets Shell (SSH)

Secure Sockets Layer (SSL)

IEEE 802.1X Supplicant

Networking

The DWL-3500AP and DWL-8500A P access points have the following networking features:

Point-to-Point bridge mode

Point-to-Multipoint bridge mode

Repeater mode

Dynamic Host Configuration Protocol (DHCP) support for dynamically obtaining
network configuration information.

Virtual Local AreaNetwork (VLAN) support

Eight virtual access points (VAPSs) per radio

For each VAP, you can configure aunigue SSID name, adefault VLAN ID, a security
mode, external RADIUS server information, and radio association. Additionally, you can
configure dynamic VLANSs on an external RADIUS server.

HTTP, HTTPS, Telnet, and SSH
Spanning Tree Protocol (STP)
802.1p

Maintainability

You can perform many maintenance and monitoring tasks from the DWL-3500AP and DWL-
8500AP Administrator Web Ul:

Status, monitoring, and tracking views of the network including session monitoring, client
associations, transmit/receive statistics, and event log

Features and Benefits 17
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» Link integrity monitoring to continually verify connection to the client, regardless of
network traffic activity levels

* Reset configuration option

*  Firmware upgrade by using HTTP or TFTP

»  Backup and restore of access point configuration by using HTTP or TFTP

Access Point Hardware

The Unified Access Point software supports the following hardware features:

»  Power port and power adapter
* Reset button

For more information about the specifics of your Access Point, see the information provided
by the manufacturer.

18 ©2001-2008 D-Link Corporation. All Rights Reserved.



Preparing to Install the Access Point

Before you power on anew D-Link Access Point, review the following sections to check
required hardware and software components, client configurations, and compatibility issues.
Make sure you have everything you need for a successful launch and test of your new or

extended wireless network.

This chapter contains the following sections:

» Default Settings for the Unified Access Points
» Administrator’'s Computer Regquirements

»  Wireless Client Requirements

* Dynamic and Static IP Addressing on the AP

» Using the Reset Button

Default Settings for the Unified Access Points

When you first power on a Unified Access Point, it has the default settings that Table 2 shows

Table 2. AP Default Settings

Feature Default
System Information
User Name admin
Password admin
Ethernet I nterface Settings
Connection Type DHCP
DHCP Enabled
IP Address 10.90.90.91 (if no DHCP server is available)
Subnet Mask 255.0.0.0
DNS Name None
Management VLAN ID 1
Untagged VLAN ID 1
Radio Settings: DWL -8500AP
Radio (1 and 2) On

Default Settings for the Unified Access Points 19
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Table 2. AP Default Settings

Feature Default
Radio 1 IEEE 802.11 Mode 802.11a
Radio 2 IEEE 802.11 Maode 802.11g
802.11b/g Channel Auto
802.11a Channel Auto

Radio Settings: DWL-3500AP
Radio On
Radio |EEE 802.11 Mode 802.11g
802.11b/g Channel Auto

Radio Settings: DWL-3500 AP and DWL -8500AP
Beacon Interval 100
DTIM Period 2
Fragmentation Threshold 2346
RTS Threshold 2347
MAX Wireless Clients 256
Transmit Power 100 percent

Rate Sets IEEE 802.1a: 54, 48, 36, 24, 18,12,9, 6

Supported (Mbps) |EEE 802.1g: 54, 48, 36, 24, 18, 12,11, 9,6,5.5,2,1
Turbo 5 GHz: 108, 96, 72, 48, 36, 24, 18, 12

Rate Sets (Mbps) |IEEE 802.1a: 24, 12, 6

(Basic/Advertised) |IEEE 802.1¢: 11,5.5,2, 1

Turbo 5 GHz: 48, 24, 12

Virtual Access Point Settings

Status

VAPO is enabled on both radios, all other VAPs disabled

Network Name (SSID)

“DLINK VAP’ for VAPO
SSID for all other VAPsis“Virtual Access Point X’
where x is the VAP number.

Broadcast SSID Allow

Security Mode None (plain text)
Authentication Type None

RADIUS IP Address 10.90.90.1
RADIUS Key secret

RADIUS Accounting Disabled

20 ©2001-2008 D-Link Corporation. All Rights Reserved.



2 Preparing to Install the Access Point

Table 2. AP Default Settings

Feature Default

Other Default Settings
MAC Authentication No stationsin list
Load Balancing Disabled
Managed Mode Disabled
HTTP Access Enabled; disabled in Managed Mode
HTTPS Access Enabled; disabled in Managed Mode
Telnet Access Enabled; disabled in Managed Mode
SSH Access Enabled; disabled in Managed Mode
802.1X Supplicant Disabled
WMM Enabled

Network Time Protocol (NTP) None

NOTE: The Unified Access Point is not designed to function as a Gateway to the
Internet. To connect your WirelessLAN (WLAN) to other LANs or the
Internet, you need a gateway device.

Administrator’s Computer Requirements

The following table describes the minimum requirements for the administrator’s computer for
configuration and administration of the Unified Access Point through a Web-based user

interface (UI).

Table 3. Requirementsfor the Administrator’s Computer

Required Software
or Component

Description

Ethernet Connection to
the Access Point

The computer used to configure the first access point must be connected
to the access point by an Ethernet cable.

For more information on this step, see “Installing the Access Point” on
page 25.

Wireless Connection to
the Network

After initial configuration and launch of thefirst access point on your new
wireless network, you can make subsequent configuration changes
through the Administration Web pages using a wireless connection to the
internal network. For wireless connection to the access point, your
administration device will need Wi-Fi capability similar to that of any
wireless client:

»  Portable or built-in Wi-Fi client adapter that supports one or more of
the IEEE 802.11 modes in which you plan to run the access point.

»  Wireless client software configured to associate with the Unified
Access Point.

Administrator’'s Computer Requirements 21
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Table 3. Requirementsfor the Administrator’s Computer

Required Software
or Component

Description

Web Browser and
Operating System

Configuration and administration of the Unified Access Point is provided
through a Web-based user interface hosted on the access point. We
recommend using Microsoft Internet Explorer version 6.0 or7.x (with up-
to-date patch level for either mgjor version) on Microsoft Windows XP or
Microsoft Windows 2000

The administration Web browser must have JavaScript enabled to support
the interactive features of the administration interface.

Security Settings

Ensure that security is disabled on the wireless client used to initially
configure the access point.

Wireless Client

Requirements

The DWL-3500AP and DWL-8500AP provide wireless access to any client with a properly
configured Wi-Fi client adapter for the 802.11 mode in which the access point is running. The
AP supports multiple client operating systems. Clients can be laptop or desktop computers,
personal digital assistants (PDAS), or any other hand-held, portable or stationary device
equipped with a Wi-Fi adapter and supporting drivers.

In order to connect to the access point, wireless clients need the software and hardware

described in Table 4.

Table 4. Requirementsfor Wireless Clients

Required I

Component Description

Wi-Fi Client Portable or built-in Wi-Fi client adapter that supports one or more of the IEEE

Adapter 802.11 modes in which you plan to run the access point. (IEEE 802.11a,
802.11b, 802.11g, and Dynamic Turbo modes are supported.)

Wireless Client Client software, such as Microsoft Windows Supplicant, configured to

Software associate with the Unified Access Point.

Client Security Security should be disabled on the client used to do initial configuration of the

Settings access point.

If the Security mode on the access point is set to anything other than plain text,
wireless clientswill need to set a profile to the authentication mode used by the
access point and provide avalid username and password, certificate, or ssimilar
user identity proof. Security modes are Static WEP, |EEE 802.1X, WPA with
RADIUS server, and WPA-PSK.

For information about configuring security on the access point, see
“Configuring Access Point Security” on page 39.

© 2001-2008 D-Link Corporation. All Rights Reserved.



2 Preparing to Install the Access Point

Dynamic and Static IP Addressing on the AP

When you power on the access point, the built-in DHCP client searches for aDHCP server on
the network in order to abtain an IP Address and other network information. If the AP does not
find a DHCP server on the network, the AP continues to use its default Static |P Address
(10.90.90.91) until you re-assign it anew static |P address (and specify a static | P addressing
policy) or until the AP successfully receives network information from a DHCP server.

To change the connection type and assign a static | P address, see “ Configuring the Ethernet
Interface” on page 31.

CAUTION: If you do not have a DHCP server on your internal network and do not
plan to use one, the first thing you must do after powering on the access
point is change the connection type from DHCP to static IP. You can
either assign anew static | P address to the AP or continue using the
default address. We recommend assigning a new static | P address so that
if you bring up another Unified Access Point on the same network, the IP
address for each AP will be unigue.

Recovering an IP Address

If you experience trouble communicating with the access point, you can recover astatic IP
address by resetting the AP configuration to the factory defaults (see “ Resetting the Factory
Default Configuration” on page 82), or you can get a dynamically assigned address by
connecting the AP to a network that has a DHCP server.

Discovering a Dynamically Assigned IP Address

If you have access to the DHCP server on your network and know the MAC address of your
AP, you can view the new | P address associated with the MAC address of the AP.

If you do not have access to the DHCP server that assigned the I P address to the AP or do not
know the MAC address of the AP, you might need to use the CL1 to find out what the new IP
addressis. For information about how to discover a dynamically assigned | P address, see
“Using the CLI to View the IP Address’ on page 30.

Using the Reset Button

Thereset button islocated on the rear panel of the access point and islabeled Reset. Use the
reset button to manually reboot the AP or to reset the AP back to the factory default settings,
as Table 5 describes.

Table 5. Reset Button

Function Action
Reboot Press reset button for < 2 seconds
Reset to factory defaults Press and hold reset button for > 5 seconds
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Installing the Access Point

This chapter describes the basic steps required to setup and deploy the D-Link Access Point
and contains the following sections:

* Installing the Unified Access Point

» Using the CLI to View the IP Address

»  Configuring the Ethernet Interface

» Configuring IEEE 802.1X Authentication
* Veifying the Installation

To manage the DWL-3500A P and DWL-8500A P access points by using the Web interface or
by using the CLI through Telnet or SSH, the AP needs an |P address. If you use VLANSs or
IEEE 802.1X Authentication (port security) on your network, you might need to configure
additional settings on the AP before it can connect to the network.

Installing the Unified Access Point

To access the Administration Web Ul, you enter the I P address of the access point into a Web
browser. You can use the default | P address of the AP (10.90.90.91) to log on to the AP and
assign a static | P address, or you can use a DHCP server on you network to assign network
information to the AP. The DHCP client on the AP is enabled by default.

Toinstall the Unified Access Point, use the following steps:

1. Connect the access point to an administrative PC by using aLAN connection or adirect-
cable connection.
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To useaLAN connection, connect one end of an Ethernet cable to the network port on the
access point and the other end to the same hub where your PC is connected, as shown in
Figure 2.

Figure2. LAN Connection for DHCP-Assigned | P

HUB

Admin PC to Hub Q

Hub to LAN
il %
gl

Administrator Computer

LAN

AP to Hub

el

&‘
=

Access Point

The hub or switch you use must permit broadcast signals from the access point to reach all
other devices on the network.

To use a direct-cable connection, connect one end of an Ethernet straight-through or
crossover cableto the network port on the access point and the other end of the cableto the
Ethernet port on the PC, as shown in Figure 3.

Figure 3. Ethernet Connection for Satic I P Assignment

Crossover Cable (or straight-
through cable if your AP
supports auto MDI and MDI-X)

(For Ethernet connections, This PC must have
an IP address on the same subnet as Access Point.)

For initial configuration with adirect Ethernet connection and no DHCP server, be sureto
set your PC to astatic | P address in the same subnet as the default 1P address on the access
point. (The default IP address for the access point is 10.90.90.91.)

If you use this method, you will need to reconfigure the cabling for subsequent startup and
deployment of the access point so that the access point is no longer connected directly to
the PC but instead is connected to the LAN (either by using ahub, as shown in Figure 2 or
directly).

NOTE: It ispossible to detect access points on the network with awireless

connection. However, we strongly advise against using this method. In most
environments, you may have no way of knowing whether you are actually
connecting to the intended AP. Also, many of theinitial configuration
changes required will cause you to lose connectivity with the AP over a
wireless connection.
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3 Installing the Access Point

Connect the power adapter to the power port on the back of the access point, and then plug
the other end of the power cord into a power outlet.

Use your Web browser to log on to the access point Administration Web pages.

If the AP did not acquire an |P address from a DHCP server on your network, enter
10.90.90.91 in the address field of your browser, which isthe default |P address of the AP.

If you used a DHCP server on your network to automatically configure network
information for the AP, enter the new | P address of the AP into the Web browser.

If you used a DHCP server and you do not know the new IP address of the AP, use the
following procedures to obtain the information:

A. Connect aseria cable from the administrative computer to the AP and use aterminal
emulation program to access the command-line interface (CL1).

B. Atthelogin prompt, enter aamin for the user name and aamin for the password. At the
command prompt, enter:

get management

The command output displays the IP address of the AP. Enter this addressin the
addressfield of your browser.

When prompted, enter admin for the user name and aamin for the password, then click
OK.

Connect to 10.10.12.234

=

‘ETI. } }: \

Gateway 7001 AP

User name: € adnin -

Password; IEIIIL)

[CIremermber my passward

[ OF l[ Cancel ]

When you first log in, the Basic Settings page for the Unified Access Point administration
is displayed.
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5. Veify the settings on the Basic Settings page.

Figure 4. Basic Settings

1o Provide basic settings

Status

Interfaces

» Review Description of this Access Point

Ewvents

Transmit{Reu:ai\.;h

Thgse fields show information specific to this access

]
T T oint.
Client Asso 5 2
Neighboring ess Points IF Address: 10.254.254.56
Managed AP DHCP MAC Address: 00:11:95:A3:7B:70
Serial Number : P11824187
e Firmware Version: D.05.15.1

Ethernet Settings

Wireless Settings

Radio

NAE D Provide Network Settings ...

WDs

MAC Authentication These settings apply to this access point.

Load Balanc

Managed Access Point Current Password

Authentication New Password

Confirm new password
Services

QoS

Time

n p Settings ...
Maintenance

Configuration Click "Update” to save the new settings.

A. Review access point description and provide a new administrator password for the
access point if you do not want to use the default password, which is admin.

B. Click the Update button to activate the wireless network with these new settings.

NOTE: The changes you make are not saved or applied until you click Update.
Changing some access point settings might cause the AP to stop and restart
system processes. If this happens, wireless clients will temporarily lose
connectivity. We recommend that you change access point settings when
WLAN trafficislow.

For more information about the fields and configuration options on the Basic Settings
page, see " Viewing Basic Settings’ on page 29.

6. If you do not have a DHCP server on the management network and do not plan to use one,
you must change the Connection Type from DHCP to Static IP.

You can either assign anew Static IP address to the AP or continue using the default
address. We recommend assigning a new Static |P address so that if you bring up another
Unified Access Point on the same network, the IP address for each AP will be unique. To
change the connection type and assign a static | P address, see “ Configuring the Ethernet
Interface” on page 31.
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3 Installing the Access Point

7. 1If your network uses VLANS, you might need to configure the management VLAN ID or
untagged VLAN ID on the D-Link Access Point in order for it to work with your network.

For information about how to configure VLAN information, see “ Configuring the
Ethernet Interface” on page 31.

8. If your network uses |[EEE 802.1X port security for network access control, you must
configure the 802.1X supplicant information on the AP.

For information about how to configure the 802.1X user name and password, see
“Configuring |EEE 802.1X Authentication” on page 34.

Viewing Basic Settings

From the Basic Settings page, you can view |P and MAC address information and configure
the administrator password for the access point. Table 6 describes the fields and configuration
options on the Basic Settings page.

Table 6. Basic Settings

Field Description

IP Address Shows the IP address assigned to the AP. Thisfield is not editable on this
page because the | P address is already assigned (either by DHCP, or
statically through the Ether net Settings page as described in
“Configuring the Ethernet Interface” on page 31).

MAC Address Shows the MAC address of the access point.

The address shown hereis the MAC address associated with the
management interface. Thisis the address by which the AP is known
externally to other networks.

Serial Number Shows the serial number of the AP,
Firmware Version Shows version information about the firmware currently installed on the
access point.

Asnew versions of the Unified Access Point firmware become available,
you can upgrade the firmware on your access points. For instructions
about how to upgrade the firmware, see “Upgrading the Firmware” on
page 85.

Current Password Enter the current administrator password. You must correctly enter the
current password before you are able to change it.

New Password Enter a new administrator password. The characters you enter are
displayed as“ *” charactersto prevent others from seeing your password
asyou type.

The administrator password must be an al phanumeric string of up to 8
characters. Do not use specia characters or spaces.

NOTE: Asanimmediate first step in securing your wireless network, we
recommend that you change the administrator password from the default.

Confirm New Re-enter the new administrator password to confirm that you typed it as
Password intended.
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Using the CLI to View the IP Address

The DHCP client on the Unified Access Point is enabled by default. If you connect the access
point to a network with a DHCP server, the AP automatically acquires an IP address. To
manage the access point by using the Administrator Ul, you must enter the | P address of the
access point into a Web browser.

If aDHCP server on your network assigns an |P address to the access point, and you do not
know the IP address, use the following stepsto view the | P address of the access point:

1. Using anull-modem cable, connect aVT100/ANSI terminal or a workstation to the
console (serial) port.

If you attached a PC, Apple, or UNIX workstation, start a terminal-emulation program,
such as HyperTerminal or TeraTerm.
2. Configure the terminal-emulation program to use the following settings:

- Baud rate: 115200 bps
- Databits: 8

- Parity: none

- Stophit: 1

- Flow control: none

3. Pressthe return key, and alogin prompt should appear.
Thelogin name isadmin. The default password is admin.

After asuccessful login, the screen shows the (Access Point Name)# prompt.

4. Atthelogin prompt, enter get management.

Information similar to the following prints to the screen:.

“& WLAN AP - HyperTerminal
File Edit Wiew Call Transfer Help

DLINK-AP login: admin
Password:
Enter 'help’ for help.

DLINK-AP# get management

Property VYalue
vlan-id
interface brvlanl

static-ip 192.168.1.10
static-mask 255.255.250.0

ip 10.254 .24 .43

mask 295.250.248.0

mac 00:02:BC:00:14:E8

dhcp—status  up

DLINK-AP#
< »
Connected 0:00:29 Auto detect 115200 8-M-1 g UM
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3 Installing the Access Point

Configuring the Ethernet Interface

The default Ethernet interface settings, which include DHCP and VLAN information, might
not work for al networks. This section describes how to change the default settings.

By default, the DHCP client on the D-Link Access Point automatically broadcasts requests for
network information. If you want to use a static IP address, you must disable the DHCP client
and manually configure the IP address and other network information.

The management VLAN isVLAN 1 by default. This VLAN is also the default untagged
VLAN. If you aready have amanagement VLAN configured on your network with a different
VLAN ID, you must change the VLAN ID of the management VLAN on the access point.

Using the Web Ul to configure Ethernet Settings

The Ethernet interface is the interface that is connected to your LAN. To set network
information for the access point by using the Web interface, click Ethernet Settings.

Figure5. LAN Interface Configuration

Basic Settings = = =
J Modify Ethernet (Wired) settings
DNS Name DLINE-WLAN-AP
Internal Interface Settings
= - MAC Address 00:11:95:A3:76B:70
Transmit/Receive Management VLAN ID |1
Sl s bR Untagged VLAN @ Enabled O Disabled
Neighboring Access Points JEVIEY At RO U () 1
Managed AF DHCFP
Connection Type Static IP %]
| Manage Static IP Address 10 .|254 |.[254 |.[56
| Ethernet Settings Subnet Mask 255 |.|255 |.|255 |.|o
Wireless Settings Default Gateway 10 .|254 |.|254 |. |4
DNS Nameservers Dynamic Manual
MAC Authentication
Load Balancing

Table 7 describes the fields and configuration options on the Ether net Settings page.
Table 7. Ethernet Settings

Field Description
DNS Name Enter the DNS name (host name) for the access point in the text box.
The DNS name has the following requirements:

¢ Maximum of 20 characters
e Only letters, numbers and dashes
*  Must start with aletter and end with either aletter or a number.
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Table 7. Ethernet Settings

Field

Description

MAC Address

Shows the MAC address for the LAN interface for the Ethernet port on
this access point. Thisis aread-only field that you cannot change.

Management VLAN ID

The management VLAN isthe VLAN associated with the | P address
you use to access the AP. The default management VLAN ID is 1.

Provide a number between 1 and 4094 for the management VLAN ID.

Untagged VLAN

If you disable untagged VLANS, dl traffic istagged witha VLAN ID.

By default all traffic on the Unified Access Point uses VLAN 1, which
isthe default untagged VLAN.

This meansthat all traffic is untagged until you disable untagged
VLANS, change the untagged traffic VLAN ID, or change the VLAN
ID for avirtual access point (VAP) or aclient using RADIUS.

Untagged VLAN ID

Provide a number between 1 and 4094 for the untagged VLAN ID.
Traffic on the VLAN that you specify in thisfield will not be tagged
withaVLAN ID.

Connection Type

If you select DHCR, the access point acquires its | P address, subnet
mask, DNS, and gateway information from a DHCP server.

If you select Static IP, you must enter information in the Static IP
Address, Subnet Mask, and Default Gateway fields.

Satic |P Address

Enter the static IP addressin the text boxes. Thisfield isdisabled if you
use DHCP as the connection type.

Subnet Mask

Enter the subnet mask in the text boxes.

Default Gateway

Enter the default gateway in the text boxes.

DNS Nameservers

Select the mode for the DNS.

e In Dynamic mode, the IP addresses for the DNS servers are
assigned automatically viaDHCP. (This option is only available if
you specified DHCP for the Connection Type.)

e InManua mode, you must assign static | P addresses to resolve
domain names.

NOTE: After you configure the Ethernet settings, you must click Updateto apply the
changes and to save the settings. Changing some access point settings might
cause the AP to stop and restart system processes. If this happens, wireless
clients will temporarily lose connectivity. We recommend that you change
access point settings when WLAN traffic islow.
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3 Installing the Access Point

Using the CLI to Configure Ethernet Settings

Use the commands in Table 8 to view and set values for the Ethernet (wired) interface. For
more information about each setting, see the description for the field in Table 7.

Table 8. CLI Commandsfor Ethernet Settings

Action Command
Get the DNS Name get host id
Set the DNS Name set host id <host_name>
For example:
set host id vicky-ap
Get Current Settings for the get management

Ethernet (Wired) Internal Interface

Set the management VLAN ID

set management vlan-id <1-4094>

View untagged VLAN information

get untagged-vlan

Enable the untagged VLAN

set untagged-vlan status up

Disable the untagged VLAN

set untagged-vlan status down

Set the untagged VLAN ID

set untagged-vlan vlan-id <1-4094>

View the connection type

get management dhcp-status

Use DHCP as the connection type

set management dhcp-client status up

Use a Static I P as the connection
type

set management dhcp-client status down

Set the Static | P address

set management

Example:

static-ip <ip address>

set management static-ip 10.10.12.221

Set a Subnet Mask set management static-mask <netmask>
Example:
set management static-mask 255.0.0.0
Set the Default set static-ip-route gateway <ip addressx>
Gateway Example:

set static-ip-route gateway 10.254.0.1

Note that there is no need to set static-ip-route mask or static-
ip-route destination when setting the default gateway.

In general, the static-ip-route mask should be set asthe
netmask for the destination net: “255.255.255.255" for a host
or left as“0.0.0.0" for the default route.

View the DNS Nameserver mode
Dynamic= up
Manual=down

get host dns-via-dhcp
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Table 8. CLI Commandsfor Ethernet Settings

Action Command

Set DNS Nameserversto Use set host dns-via-dhcp down

Static IP Addresses (Dynamic to set host static-dns-1<ip address>

Manual Mode) set host static-dns-2 <ip address>
Example:

set host static-dns-1 192.168.23.45

Set DNS Nameserversto Use set host dns-via-dhcp up
DHCP IP Addressing (Manual to
Dynamic Mode)

In the following example, the administrator uses the CL1 to set the management VLAN ID to
123 and to disable untagged VLANS so that all traffic is tagged withaVLAN ID.

DLINK-WLAN-AP# set management vlan-id 123
DLINK-WLAN-AP# set untagged-vlan status down

DLINK-WLAN-AP# get management

Property Value

vlan-id 123

interface brvlanl23
static-ip 10.90.90.91
static-mask 255.0.0.0

ip 10.254.24 .43
mask 255.0.248.0

mac 00:02:BC:00:14:E8

dhcp-status up

DLINK-WLAN-AP# get untagged-vlan
Property Value

vlan-id 1

status down

DLINK-WLAN-AP#

Configuring IEEE 802.1X Authentication

On networks that use IEEE 802.1X port-based network access control, a supplicant (client)
cannot gain accessto the network until the 802.1X authenticator grants access. If your network
uses 802.1X, you must configure 802.1X authentication information that the AP can supply to
the authenticator.
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3 Installing the Access Point

Using the Web Ul to Configure 802.1X Authentication Information

To configure the Unified Access Point 802.1X supplicant user name and password by using
the Web interface, click the Authentication tab and configure the fields shown in Table 9.

Figure6. |EEE 802.1X Authentication

Dasic etings Modify 802.1X Supplicant
Authentication settings

Interfaces
Events 802.1% Supplicant O Enabled & Disabled

Transmit/Receive S

Client Associations Passuiord

Neighboring Access Points Update

Managed AP DHCP

Manage
Ethernet Settings

Wireless Settings

MAC Authentication

Load Balancing

Managed Access Point

Authentication

Table 9. |[EEE 802.1X Supplicant Authentication

Field Description

802.1X Supplicant Click Enabled to enable the Administrative status of the 802.1X
Supplicant
Click Disabled to disable the Administrative status of the 802.1X
Supplicant.

Username Enter the user name for the AP to use when responding to requests from
an 802.1X authenticator.

Password Enter the password for the AP to use when responding to requests from

an 802.1X authenticator.

NOTE: After you configure the settings on the Authentication page, you must click
Update to apply the changes and to save the settings. Changing some access
point settings might cause the AP to stop and restart system processes. If this
happens, wireless clients will temporarily lose connectivity. We recommend
that you change access point settings when WLAN traffic islow.
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Using the CLI to Configure 802.1X Authentication Information

Table 10 shows the commands you can use to configure 802.1X supplicant information by
using the CLI.

Table 10. CLI Commandsfor the 802.1X Supplicant

Action Command

View 802.1X supplicant settings get dotlx-supplicant

Enable 802.1X supplicant set dotlx-supplicant status up

Disable 802.1X supplicant set dotlx-supplicant status down

Set the 802.1X user name set dotlx-supplicant user <name>

Set the 802.1X password set dotlx-supplicant password <passwords

In the following example, the administrator enables the 802.1X supplicant and sets the user
name to wlanAP and the password to test1234.

DLINK-WLAN-AP# set dotlx-supplicant status up
DLINK-WLAN-AP# set dotlx-supplicant user wlanAP
DLINK-WLAN-AP# set dotlx-supplicant password testl234
DLINK-WLAN-AP# get dotlx-supplicant

Property Value

status up

user wlanAP

Verifying the Installation

Make sure the access point is connected to the LAN and associate some wireless clients with
the network. Once you have tested the basics of your wireless network, you can enable more
security and fine-tune the AP by modifying advanced configuration features.

1. Connect the access point to the LAN

If you configured the access point and administrator PC by connecting both into a network
hub, then your access point is already connected to the LAN. The next step isto test some
wireless clients.

If you configured the access point by using a direct cable connection from your computer
to the access point, do the following procedures:
A. Disconnect the cable from the computer and the access point.
B. Connect an Ethernet cable from the access point to the LAN.
C. Connect your computer to the LAN by using an Ethernet cable or awireless card.
2. Test LAN connectivity with wireless clients.

Test the access point by trying to detect it and associate with it from some wireless client
devices. For information about requirements for these clients, see “Wireless Client
Requirements’ on page 22 in the Preparing to Install the Access Point chapter.

3. Secure and configure the access point by using advanced features.
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Oncethewireless network is up and you can connect to the AP with some wireless clients,
you can add in layers of security, create multiple virtual access points (VAPs), and
configure performance settings.

NOTE: The Unified Access Point is not designed for multiple, simultaneous
configuration changes. If more than one administrator is logged on to the
Administration Web pages and making changes to the configuration, thereis
no guarantee that all configuration changes specified by multiple users will
be applied.

By default, no security isin place on the access point, so any wireless client can associate with
it and access your LAN. An important next step isto configure security, as described in
“Configuring Virtual Access Point Security” on page 43.
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Configuring Access Point Security

This chapter describes DWL-3500AP and DWL-8500AP security options and how to
configure security on the virtual access points (VAPS) to prevent unauthorized and
unauthenticated clients from accessing the WLAN. This chapter contains the following
sections:

» Understanding Security on Wireless Networks
- Choosing a Security Mode
- Comparing Security Modes
- Enabling Station Isolation
»  Configuring Virtual Access Point Security
- Static WEP
- |EEE 802.1X
- WPA Persona
- WPA Enterprise
- Prohibiting the SSID Broadcast

Understanding Security on Wireless Networks

The DWL-3500AP and DWL-8500AP access points provide several authentication and
encryption schemes to ensure that your wirelessinfrastructure is accessed only by the intended
users. The details of each security mode are described in the following sections.

Some of the security modes use an external RADIUS server for client authentication. For
information about configuring an external RADIUS server, see “Wireless Client Settings and
RADIUS Server Setup” on page 101.

Choosing a Security Mode

In general, D-Link recommends that you use the most robust security mode that is feasible on
your network. When configuring security on the access point, you first must choose the
security mode, then in some modes you select an authentication algorithm and whether to
alow clients not using the specified security mode to associate.

Wi-Fi Protected Access (WPA) Enterprise with Remote Authentication Dial-In User Service
(RADIUS) using the Advanced Encryption Standard (AES) encryption algorithm using
Counter Mode with Cipher Block Chaining M essage A uthentication Code Protocol (CCMP)
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provides the best data protection available and is the best choiceif al client stations are
equipped with WPA supplicants. To use WPA Enterprise, you must have an external RADIUS
server on your network. Additionally, backward compatibility or interoperability issues with
clients or even with other access points may require that you configure WPA with RADIUS
with a different encryption algorithm or choose one of the other security modes.

For some networks, security might not be a priority. If you are simply providing Internet and
printer access, as on a guest network, setting the security mode to “None (Plain-text)” might
be the appropriate choice. To prevent clients from accidentally discovering and connecting to
your network, you can disable the broadcast SSID so that your network nameis not advertised.
If the network is sufficiently isolated from access to sensitive information, this might offer
enough protection in some situations. For more information, see “ Prohibiting the SSID
Broadcast” on page 53.

Comparing Security Modes

There are three major factors that determine the effectiveness of a security protocol:

*  How the protocol manages keys

* What kind of encryption algorithm or formula the protocol uses to encode and decode the
data

»  Whether the protocol hasintegrated user authentication

The following sections describe the security modes avail able on the DWL-3500AP and DWL -
8500AP along with a description of the key management, authentication, and encryption
algorithms used in each mode.

*  When to Use Unencrypted (No Security)
*  When to Use Static WEP

*  Whento Use |lEEE 802.1X

*  When to Use WPA Persona

*  When to Use WPA Enterprise

This guide a so includes some suggestions as to when one mode might be more appropriate
than another.

When to Use Unencrypted (No Security)

Setting the security mode to “None (Plain-text)” by definition provides no security. In this
mode, the dataiis not encrypted but rather sent as “plain text” across the network. No key
management, data encryption, or user authentication is used.

Recommendations

Unencrypted mode, i.e. None (Plain-text), isnot recommended for networks with sensitive or
private information because it is not secure. Therefore, only set the security mode to “None
(Plain-text)” on the internal network for initial setup, testing, or problem solving.

When to Use Static WEP

Static Wired Equivalent Privacy (WEP) is adata encryption protocol for 802.11 wireless
networks. All wireless stations and access points on the network are configured with a static
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64-bit (40-bit secret key + 24-bit initialization vector (1V)), 128-bit (104-bit secret key + 24-
bit 1V), or 152-bit (128-bit secret key + 24-hit V) Shared Key for data encryption.

Key Management

Encryption Algorithm

User Authentication

Static WEP uses a fixed key
that is provided by the
administrator. WEP keys are
indexed in different slots (up to
four on the access point).

The client stations must have
the same key indexed in the
same slot to access data on the
access point.

An RC4 stream cipher is used
to encrypt the frame body and
cyclic redundancy checking
(CRC) of each 802.11 frame.

This protocol provides a
rudimentary form of user
authentication when the client
uses a shared key agorithm.

Recommendations

Static WEP was designed to provide the security equivalent of sending unencrypted data
through an Ethernet connection; however, it has major flaws and does not provide the intended

level of security.

Therefore, Static WEP is not recommended as a secure mode. The only time to use Static
WEP is when interoperahility issues make it the only option available to you, and you are not
concerned with the potentia of exposing the data on your network.

When to Use IEEE 802.1X

|EEE 802.1X isthe standard for passing the Extensible Authentication Protocol (EAP) over an
802.11 wireless network using a protocol called EAP Encapsulation Over LANs (EAPOL).
Thisis anewer, more secure standard than Static WEP.

Key Management

Encryption Algorithm

User Authentication

IEEE 802.1X provides
dynamically-generated keys
that are periodically refreshed.
There are different Unicast
keysfor each station.

An RC4 stream cipher is used
to encrypt the frame body and
cyclic redundancy checking
(CRC) of each 802.11 frame.

IEEE 802.1X mode supports a
variety of authentication
methods, like certificates,
Kerberos, and public key
authentication with a RADIUS
server.

Recommendations

IEEE 802.1X modeis abetter choice than Static WEP because keys are dynamically generated
and changed periodically. However, the encryption algorithm used is the same as that of Static
WEP and is therefore not as reliable as the more advanced encryption methods such as
Temporal Key Integrity Protocol (TKIP) and AES-CCMP used in Wi-Fi Protected Access

(WPA) or WPA2.

Additionally, compatibility issues may be cumbersome because of the variety of
authentication methods supported and the lack of a standard implementation method.

Therefore, IEEE 802.1X mode is not as secure a solution as WPA or WPA2. A better solution
than using |EEE 802.1X mode isto use WPA Enter prise mode.
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When to Use WPA Personal

Wi-Fi Protected Access Personal Pre-Shared Key (PSK) is an implementation of the Wi-Fi
Alliance |EEE 802.11i standard, which includes AES-CCMP and TKIP mechanisms. This
mode offers the same encryption algorithms as WPA 2 with RADIUS but without the ability to
integrate a RADIUS server for user authentication.

This security mode is backwards-compatible for wireless clients that support only the original
WPA.

Key Management Encryption Algorithms User Authentication
WPA Personal provides TKIP Theuse of aPSK provides user
dynamically-generated keys AES-CCMP authentication similar to that of
that are periodically refreshed. shared keysin WEP.

There are different Unicast
keysfor each station.

Recommendations

When

WPA Personal is not recommended for use with the Unified Access Point when WPA
Enterpriseis an option.

We recommend that you use WPA Enterprise mode instead, unless you have interoperability
issues that prevent you from using this mode. For example, some devices on your network
might not support WPA or WPA2 with EAP talking to a RADIUS server. Embedded printer
servers or other small client devices with very limited space for implementation might not
support RADIUS. For such cases, we recommend that you use WPA Personal.

to Use WPA Enterprise

Wi-Fi Protected Access Enterprise with RADIUS is an implementation of the Wi-Fi Alliance
IEEE 802.11i standard, which includes AES-CCMP and TKIP mechanisms. This mode
requires the use of aRADIUS server to authenticate users. On the Unified Access Point, WPA
Enterprise provides the best security available for wireless networks.

This security mode also provides backwards-compatibility for wireless clients that support
only the original WPA.

Key Management Encryption Algorithms User Authentication

WPA Enterprisesmodeprovides TKIP RADIUS
dynamically-generated keys AES-CCMP

that are periodically refreshed.

There are different Unicast

keys for each station.

Recommendations

WPA Enterprise modeisthe recommended mode. The AES-CCMP and TKIP encryption
agorithms used with WPA modes are far superior to the RC4 algorithm used for Static WEP
or IEEE 802.1X modes. Therefore, AES-CCMP or TKIP should be used whenever possible.
All WPA modes allow you to use these encryption schemes, so WPA security modes are
recommended above the other modes when using WPA is an option.
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Additionally, this mode incorporates a RADIUS server for user authentication which makes
WPA Enterprise more secure than WPA Personal maode.

Use the following guidelines for choosing options within the WPA Enterprise mode security
mode:

1. Currently, the best security you can have on awireless network is WPA Enterprise mode
using AES-CCMP encryption algorithm. AES is a symmetric 128-bit block data
encryption technique that works on multiple layers of the network. It is the most effective
encryption system currently available for wireless networks. If al clients or other APs on
the network are WPA/CCMP compatible, use this encryption algorithm. (If all clients are
WPA2 compatible, choose to support only WPA2 clients.)

2. The second best choice is WPA Enterprise with the encryption algorithm set to both TKIP
and CCMP. This lets WPA client stations without CCM P associate, uses TKIP for
encrypting Multicast and Broadcast frames, and allows clients to select whether to use
CCMP or TKIPfor Unicast (AP-to-single-station) frames. ThisWPA configuration allows
more interoperability, at the expense of some security. Client stations that support CCMP
can useit for their Unicast frames. If you encounter AP-to-station interoperability
problems with the “Both” encryption algorithm setting, then you will need to select TKIP
instead. (See next bullet.)

3. Thethird best choiceis WPA Enterprise with the encryption algorithm set to TKIP. Some
clients have interoperability issues with CCMP and TKIP enabled at same time. If you
encounter this problem, then choose TKIP as the encryption algorithm. Thisisthe
standard WPA mode and is usually interoperable with client Wireless software security
features.

Enabling Station Isolation

When Station Isolation is enabled, the access point blocks communication between wireless
clients associated with the same radio on the access point. The access point still alows data
traffic between its wireless clients and wired devices on the network, but not among wireless
clients. You enable station isolation on the Wireless settings page. For more information, see
“ Setting the Wireless Interface” on page 55.

Configuring Virtual Access Point Security

You configure secure wireless client access by configuring security for each virtual access
point (VAP) that you enable. You can configure up to eight VAPs per radio that ssmulate
multiple APsin one physical access point. By default, only one VAP isenabled. For each VAP,
you can configure a unigque security mode to control wireless client access.

VAPs segment the wireless LAN into multiple broadcast domains and are the wireless
equivalent of Ethernet VLANS. You can configure each VAP with a unique SSIDs so that each
VAP represents a different wireless network for clients to access. By configuring VAPS, you
can maintain better control over broadcast and multicast traffic, which affects network
performance.
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This section describes the security options available for VAPs and how to configure VAP
security. For more information about configuring VAPs, including VLAN configuration, see
“Configuring Virtual Access Points” on page 62.

Each radio has eight VAPs, with VAP IDs from 0-7. By default, only VAP O on eachradio is
enabled. VAPO has the following default settings:

* VLANID:1

» Broadcast SSID: Enabled

e SSID: DLINK VAP

»  Security: None

«  MAC Authentication Type: None

All other VAPs are disabled by default. The default SSID for VAPs 1-7 is “Virtual Access
Point X” where x isthe VAP ID.

To prevent unauthorized access to the Unified Access Point, we recommend that you select
and configure a security option other than None for the default VAP and for each VAP that you
enable.

To change VAP 0 or to enable and configure additional VAPSs, select the VAP tab in the
M anage section.

Figure 7. Virtual Access Point Page.

Dok soiting: Modify Virtual Access Point settings

Status
——- Global radius server settings
feraces Radius IP: 10.90.30.1

Events ke

Radius Key:
Transmit/Receive [ Enable radius accounting
Client Assc

Neighboring Access Points IEGPRTSSENY

Managed AP DHCP

e VAP Enabled VLANID SSID Broadcast SSID  Security MAC Auth Type
— 0 1 D-Link VA N [w]| Disabled [v]| (=
Ethernet Settings A O one L
Wireless Settings 1 F I I
Radio
VAP 2 O [ |
WDS 3 D[}g |
¥
MAC Authentication I
Load Balancing 4 0 I I
Managed Access Point
Authentication 5 L] | I
Services
= O | I
QoS
Time 7 O [ |
Maintenance
Configuration
T Update

VAP 0 through VAP 7 are listed in rows, and the column headings contain the configuration
options, which are described in “ Configuring Virtual Access Points’ on page 62. The drop-
down menu in the Security column contains the following security mode options:
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* None

o Static WEP

e |EEE 802.1X

«  WPA Persond

*  WHPA Enterprise

When you select a security mode other than None, additional fields appear. The following
sections describe how to configure each security mode.

None (Plain-text)

If you select None as your security mode, no further options are configurable on the AP. This
mode means that any data transferred to and from the access point is not encrypted. This
security mode can be useful during initial network configuration or for problem solving, but it
is not recommended for regular use on the internal network because it is not secure.

Static WEP

Static WEP is not the most secure mode available, but it offers more protection than setting the
security mode to None because it prevents an outsider from easily sniffing out unencrypted
wirdless traffic. (For more secure modes, see the sections on “1EEE 802.1X” on page 49,
“WPA Persona” on page 50, or “WPA Enterprise” on page 52.)

WEP encrypts data moving across the wirel ess network based on a static key. (The encryption
algorithmisa“stream” cipher called RC4.)

If you select Static WEP as the Security Mode, additiona fields display, as Figure 8 shows.

Figure 8. Static WEP Configuration

VAP Enabled VLANID SSID Broadcast SSID  Security MAC Auth Type

0 1 D-Link VAP O Static WEP w| | Disabled |» =

Transfer key index: | 1 [

Key Length: O ga bits @ 128 bite O 152 bits
Key Type: (O ascii @ Hex

WEP Keys: (Characters required: 26)

T R

Authentication : Open system O shared key
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Table 11 describes the configuration options for static WEP.

Table 11. Satic WEP

Field

Description

Transfer Key
Index

Select akey index from the drop-down menu. Key indexes 1 through 4 are
available. The default is 1.

The Transfer Key Index indicates which WEP key the access point will use
to encrypt the data it transmits.

Key Length

Specify the length of the key by clicking one of the radio buttons:
e 64 bits

e 128 bits

e 152 bits

Key Type

Select the key type by clicking one of the radio buttons:

e ASCII
e Hex
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Field

Description

WEP Keys

You can specify up to four WEP keys. In each text box, enter a string of
charactersfor each key.

If you selected “ASCII”, enter any combination ASCII characters. If you
selected “HEX", enter hexadecimal digits (any combination of 0-9 and a- £
or A-F).

Use the same number of characters for each key as specified in the

“Characters Required” field. These are the RC4 WEP keys shared with the
stations using the access point.

Each client station must be configured to use one of these same WEP keysin
the same dlot as specified here on the AP, (See “ Static WEP Rules’ on

page 48.)

Characters Required: The number of charactersyou enter into the WEP
Key fieldsis determined by the Key length and Key type you select. For
example, if you use 128-bit ASCII keys, you must enter 26 charactersin the
WEP key. The number of characters required updates automatically based on
how you set Key Length and Key Type.

Authentication

The authentication algorithm defines the method used to determine whether a
client station is allowed to associate with an access point when static WEP is
the security mode.

Specify the authentication agorithm you want to use by choosing one of the
following options:

¢ Open System

e Shared Key

Note: You can also select both the Open System and Shared Key check
boxes.

Open System authentication allows any client station to associate with the
access point whether that client station has the correct WEP key or not. This
agorithm isalso used in plain text, IEEE 802.1X, and WPA modes. When
the authentication algorithmis set to “Open System,” any client can associate
with the access point.

Note that just because a client station is allowed to associate does not ensure
it can exchange traffic with an access point. A station must have the correct
WEP key to be able to successfully access and decrypt data from an access
point, and to transmit readable data to the access point.

Shared Key authentication requires the client station to have the correct
WEP key in order to associate with the access point. When the authentication
algorithm is set to “ Shared Key,” a station with an incorrect WEP key will
not be able to associate with the access point.

Both Open System and Shared Key. When you select both authentication
agorithms, client stations configured to use WEP in shared key mode must
have avalid WEP key in order to associate with the access point. Also, client
stations configured to use WEP as an open system (shared key mode not
enabled) will be able to associate with the access point even if they do not
have the correct WEP key.

NOTE: After you configure the security settings, you must click Update to apply the
changes and to save the settings. Changing some access point settings might
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cause the AP to stop and restart system processes. If this happens, wireless
clients will temporarily lose connectivity. We recommend that you change
access point settings when WLAN traffic islow.

Static WEP Rules

If you use Static WER, the following rules apply:

» All client stations must have the Wireless LAN (WLAN) security set to WEP and all
clients must have one of the WEP keys specified on the AP in order to de-code AP-to-
station data transmissions.

* The AP must have all keys used by clientsfor station-to-AP transmit so that it can de-code
the station transmissions.

» The same key must occupy the same slot on all nodes (AP and clients). For exampleif the
AP defines abc123 key as WEP key 3, then the client stations must define that same string
as WEP key 3.

» Client stations can use different keys to transmit data to the access point. (Or they can all
use the same key, but this is less secure because it means one station can decrypt the data
being sent by another.)

» Onsomewireless client software, you can configure multiple WEP keys and define a
client station “transfer key index”, and then set the stations to encrypt the data they
transmit using different keys. This ensures that neighboring APs cannot decode each
other’s transmissions.

* You cannot mix 64-bit, 128-bit, and 152-bit WEP keys between the access point and its
client stations.

Example of Using Static WEP

In this example, the administrator configures three WEP keys on the access point and sets the
Transfer Key Index to “3.” Thismeansthat the WEP key in slot “ 3" isthe key the access point
uses to encrypt the data it sends.

Figure9. Static WEP Example

VAP Enabled WLANID SSID Broadcast SSID  Security MAC Auth Type
0 1 D-Link VAP O Static WEP v | Disabled [ ®

Transfer key index: | 1 v

Key Length: O 64 bits @ 128 bits O 152 bits
Key Type: @ ascit O Hex

WEP Keys: {Characters required: 13}
1: |ebcdefghijklm

2: [nepgrstuv

VE

3: [buildingnetwo

4; |zksZorpecplex

Authentication : Open system O shared key

The administrator must then set all wireless client stations to use WEP and provide each client
with one of the slot/key combinations defined on the AP.
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For this example, the administrator sets WEP key 3 in the wireless network properties of a
Windows client.

Figure 10. Providing a Wireless Client with aWEP Key

Ivl7-ext properties

Azsociation | Authentication | Connection

Metwark name [SS10]:
Wirgless network key

Thiz network, requires a key for the following:

Metwork duthentication: _Sha_le__d_ w
Data encryption: [wEP I
Metwork key: :.............

Confirmn network, key: [

Kewindex [advanced: |3 &

-

[ The keyis provided for me automatically

I ar. l[ Cancel ]

Additional wireless clients also need to have one of the WEP keys defined on the AP. The
administrator can assign the same WEP key that the first client has, or the administrator can
give the second station a different WEP key (key 2, for example) so that the two stations
cannot decrypt each other’s transmissions.

IEEE 802.1X

IEEE 802.1X isthe standard defining port-based authentication and infrastructure for doing
key management. Extensible Authentication Protocol (EAP) messages are sent over an |EEE
802.11 wireless network using a protocol called EAP Encapsulation Over LANs (EAPOL).
IEEE 802.1X provides dynamically-generated keys that are periodically refreshed. An RC4
stream cipher is used to encrypt the frame body and perform a cyclic redundancy check (CRC)
on each 802.11 frame.

This mode requires the use of an external RADIUS server to authenticate users. The access
point requires a RADIUS server capable of EAP, such as the Microsoft Internet
Authentication Server. To work with Windows clients, the authentication server must support
Protected EAP (PEAP) and MSCHAP V2.

You can use any of avariety of authentication methods that the |IEEE 802.1X mode supports,
including certificates, Kerberos, and public key authentication. You must configure the client
stations to use the same authentication method the access point uses.
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If you select IEEE 802.1X as the Security Mode, additional fields display, as Figure 11 shows.

Figure11. |EEE 802.1X Configuration

VAP Enabled WLANID SSID
0 1

D-Link VAP v

Broadcast SSID  Security MAC Auth Type

w| | Disabled |»| 3@

IEEE802.1x

Use global radius server settings

Table 12 describes the configuration options for the IEEE 802.1X security mode.

Table 12. |IEEE 802.1X

Field

Description

Use Global
RADIUS Server
Settings

By default each VAP uses the global RADIUS settings that you define for
the AP at the top of the VAP page.

* Tousetheglobal RADIUS server settings, make sure the check box is
selected.

*  Touseaseparate RADIUS server for the VAP, clear the check box and
enter the RADIUS server |P address and key in the following fields.

RADIUSIP

If the Use Global RADIUS Server Settings check box is cleared, enter the
RADIUS P in the text box.

The RADIUSIP isthe | P address of the RADIUS server.

RADIUSKey

If the Use Global RADIUS Server Settings check box is cleared, enter the
RADIUS Key in the text box.

The RADIUS Key is the shared secret key for the RADIUS server. The text
you enter will be displayed as“*” characters to prevent others from seeing
the RADIUS key as you type.

You can use up to 63 standard a phanumeric and specia characters. The key
is case senditive, and you must configure the same key on the AP and on
your RADIUS server.

Enable RADIUS
accounting

If the Use Global RADIUS Server Settings check box is cleared, click the
Enable RADIUS accounting check box to track and measure the resources
aparticular user has consumed, such as system time, amount of data
transmitted and received, and so on.

NOTE: After you configure the security settings, you must click Update to apply the
changes and to save the settings. Changing some access point settings might
cause the AP to stop and restart system processes. If this happens, wireless
clientswill temporarily lose connectivity. We recommend that you change
access point settings when WLAN traffic islow.

WPA Personal

WPA Personal is an implementation of the IEEE 802.11i standard, which includes AES-
CCMP and TKIP mechanisms. The Personal version of WPA employs apre-shared key (PSK)
instead of using IEEE 802.1X and EAP asis used in the Enterprise WPA security mode). The

50 © 2001-2008 D-Link Corporation. All Rights Reserved.



4 Configuring Access Point Security

PSK is used for an initial check of credentials only. This security mode is backwards-
compatible for wireless clients that support the original WPA.

If you select WPA Personal as the Security Mode, additional fields display, as Figure 12
shows.

Figure 12. WPA Personal Configuration

VAP Enabled VLANID SSID Broadcast S5ID  Security MAC Auth Type

0 1 D-Link VAP WPA Persanal |w] | Disabled [ @
WPAVersions: WEA Oweaz
Cipher Suites:  [¥]Ti1p Oecme (AES)
Key: standalone

Table 13 describes the configuration options for the WPA Personal security mode.

Table 13. WPA Personal

Field Description
WPA Versions Select the types of client stations you want to support:

WPA. If dl client stations on the network support the original WPA but
none support the newer WPA 2, then select WPA.

«  WPAZ2. If al client stations on the network support WPA 2, we suggest
using WPA 2 which provides the best security per the | EEE 802.11i
standard.

«  WPA and WPA2. If you have amix of clients, some of which support
WPA2 and others which support only the original WPA, select both of
the check boxes. This lets both WPA and WPA?2 client stations
associate and authenticate, but uses the more robust WPA2 for clients
who support it. This WPA configuration allows more interoperability,
at the expense of some security.

Cipher Suites Select the cipher suite you want to use:

e TKIP

e CCMP(AES)

 TKIPand CCMP (AES)

Both TKIP and AES clients can associate with the access point. WPA
clients must have one of the following to be able to associate with the AP:

e Avadid TKIP key
 Avaid AES-CCMP key
Clients not configured to use WPA Personal will not be able to associate
with the AP.

Key The pre-shared key isthe shared secret key for WPA Personal. Enter astring
of at least 8 characters to a maximum of 63 characters.

NOTE: After you configure the security settings, you must click Update to apply the
changes and to save the settings. Changing some access point settings might
cause the AP to stop and restart system processes. If this happens, wireless
clients will temporarily lose connectivity. We recommend that you change
access point settings when WLAN traffic islow.
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WPA Enterprise

WPA Enterprise with RADIUS is an implementation of the IEEE 802.11i standard, which
includes CCMP (AES) and TKIP mechanisms. The Enterprise mode requires the use of a
RADIUS server to authenticate users.

This security mode is backwards-compatible with wireless clients that support the original

WPA.

If you select WPA Enterprise as the Security Mode, additional fields display as Figure 13

shows.

Figure 13. WPA Enterprise Configuration

VAP Enabled WLANID SSID
0 1

D-Link VAP

Broadcast SSID Security MAC Auth Type
WPA Enterprise [v] | Disabled | @

WPRAVersions: DWPA WPA2
Enable pre-authentication

Cipher Suites: [lTiere  ¥icome (AES)

Use global radius server settings

Table 14 describes the configuration options for the WPA Enterprise security mode.
Table 14. WPA Enterprise

Field

Description

WPA Versions

Select the types of client stations you want to support:

«  WPA.If dl client stations on the network support the original WPA
but none support the newer WPA2, then select WPA.

«  WPAZ2. If al client stations on the network support WPA 2, we suggest
using WPA2 which provides the best security per the |EEE 802.11i
standard.

«  WPA and WPAZ2. If you have amix of clients, some of which support
WPA2 and others which support only the original WPA, select both
WPA and WPA2. This lets both WPA and WPA2 client stations
associate and authenticate but uses the more robust WPA2 for clients
who support it. This WPA configuration allows more interoperability,
at the expense of some security.

Enable
pre-authentication

If for WPA Versions you select only WPA2 or both WPA and WPA2, you
can enable pre-authentication for WPA2 clients.

Click Enable pre-authentication if you want WPA2 wireless clients to
send pre-authentication packets. The pre-authentication information will be
relayed from the access point the client is currently using to the target
access point. Enabling this feature can help speed up authentication for
roaming clients who connect to multiple access points.

This option does not apply if you selected “WPA” for WPA Versions
because the original WPA does not support this feature.
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Table 14. WPA Enterprise

Field Description
Cipher Suites Select the cipher suite you want to use:
« TKIP

« CCMP(AES)

« TKIPand CCMP (AES)

By default both TKIP and CCMP are selected. When both TKIP and
CCMP are selected, client stations configured to use WPA with RADIUS
must have one of the following:

A vaid TKIP RADIUS IP address and RADIUS Key
A vaid CCMP (AES) IP address and RADIUS Key

UseGlobal RADIUS By default each VAP uses the global RADIUS settings that you define for

Server Settings the AP at the top of the VAP page.
e Tousethe global RADIUS server settings, make sure the check box is
selected.

e Touseaseparate RADIUS server for the VAP, clear the check box and
enter the RADIUS server | P address and key in the following fields.

RADIUSIP If the Use Global RADIUS Server Settings check box is cleared, enter the
RADIUS IP in the text box.
The RADIUSIP isthe IP address of the RADIUS server.

RADIUSKey If the Use Global RADIUS Server Settings check box is cleared, enter the
RADIUS Key in the text box.

The RADIUSKey isthe shared secret key for the RADIUS server. The text
you enter will be displayed as“*” characters to prevent others from seeing
the RADIUS key asyou type.

You can use up to 63 standard a phanumeric and special characters. The
key is case sensitive, and you must configure the same key on the AP and
on your RADIUS server.

Enable RADIUS If the Use Global RADIUS Server Settings check box is cleared, click the

accounting Enable RADIUS accounting check box to track and measure the resources
aparticular user has consumed, such as system time, amount of data
transmitted and received, and so on.

NOTE: After you configure the security settings, you must click Update to apply the
changes and to save the settings. Changing some access point settings might
cause the AP to stop and restart system processes. If this happens, wireless
clients will temporarily lose connectivity. We recommend that you change
access point settings when WLAN traffic islow.

Prohibiting the SSID Broadcast

The column to the left of the Security modes allows you to enable or disable the SSID
broadcast. You can suppress (prohibit) the SSID broadcast to discourage stations from
automatically discovering your access point. When the broadcast SSID of the AP is
suppressed, the network name is not displayed in the list of available networks on a client
station. Instead, the client must have the exact network name configured in the supplicant
beforeit is able to connect.
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Disabling the broadcast SSID is sufficient to prevent clients from accidentally connecting to
your network, but it will not prevent even the simplest of attempts by a hacker to connect or
monitor unencrypted traffic.

Suppressing the SSID broadcast offers avery minimal level of protection on an otherwise
exposed network (such as a guest network) where the priority is making it easy for clientsto

get a connection and where no sensitive information is available.
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Managing the Access Point

This chapter describes how to manage the Unified Access Point and contains the following
sections:

»  Setting the Wireless Interface

» Configuring Radio Settings

e Configuring Virtual Access Points

e Controlling Access by MAC Authentication
e Configuring Load Balancing

The configuration pages for the featuresin this chapter are located under the M anage heading
on the Administration Web Ul.

Setting the Wireless Interface

Wireless settings describe aspects of the LAN related specifically to the radio devicein the
access point (802.11 mode) and to the network interface to the access point (access point MAC
address).

To configure the wirelessinterface, click the Wir eless Settings tab.

NOTE: Figure 14 shows the Wireless Settings page for the DWL-8500AF.

Figure 14. Wireless Interface Configuration

Modify wireless settings

802.11d Regulatory Domain Support & Enabled O Disabled
IEEEB02.11h support present.
Station Isolation F

Radio Interface 1 - IEEE 802.11a
MAC Address 00:11:95:A3:7B:70

Radio Interface 2 - IEEE 802.114g
MAC Address 00:11:95:A3:7B:78

Setting the Wireless Interface 55



D-Link Unified Access Point Administrator’s Guide

56

NOTE: Forthe DWL-8500AP, radio interface settings apply to both Radio I nterface
1 and Radio I nterface 2.

Table 15 describes the fields and configuration options available on the Wireless Settings

page.

Table 15. Wireless Settings

Field

Description

802.11d Regulatory
Domain Support

Enabling support for |EEE 802.11d (World Mode) on the access point
causes the AP to broadcast its operational country code as a part of its
beacons and probe responses. This allows client stations to operate in any
country without reconfiguration.

* Toenable 802.11d regulatory domain support, click Enabled.
» Todisable 802.11d regulatory domain support, click Disabled.

|EEE 802.11h
Support

The Administration Ul shows whether |[EEE 802.11h regulatory domain
control isin effect on the AP. IEEE 802.11h cannot be modified. For more
information, see “Using the 802.11h Wireless Mode” on page 57.

IEEE 802.11h is a standard that provides two services required to satisfy
certain regulatory domains for the 5 GHz band. These two services are
Transmit Power Control (TPC) and Dynamic Frequency Selection (DFS).

Note: The 802.11h mode is automatically enabled if the AP is configured
to work in any country that requires 802.11h as a minimum standard.

Sation | solation

To enable station isolation, select the option directly besideit.

*  When Station Isolation is disabled, wireless clients can communicate
with one another normally by sending traffic through the access point.

*  When Station Isolation is enabled, the access point blocks
communication between wireless clients. The access point still allows
data traffic between its wireless clients and wired devices on the
network, but not among wireless clients.

Radio Interface

The mode following the radio interface defines the IEEE wireless
networking standard of the radio.

MAC Address

Indicates the Media Access Control (MAC) addresses for the interface.

For the DWL-8500AP, this page shows the MAC addresses for Radio
Interface One and Radio Interface Two.

A MAC addressis a permanent, unique hardware address for any device
that represents an interface to the network. The MAC address is assigned
by the manufacturer. You cannot change the MAC address. It is provided
here for informational purposes as a unique identifier for an interface.

NOTE: After you configure the wireless settings, you must click Update to apply the
changes and to save the settings. Changing some access point settings might
cause the AP to stop and restart system processes. If this happens, wireless
clients will temporarily lose connectivity. We recommend that you change
access point settings when WLAN traffic islow.
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Using the 802.11h Wireless Mode

There are anumber of key points about the |EEE 802.11h standard:

802.11h only works for the 802.11a band. It is not required for 802.11b or 802.11g.

If you are operating in an 802.11h enabled domain, the AP attempts to use the channel you
assign. If the channel has been blocked by a previous radar detection, or if the AP detects
aradar on the channel, then the AP automatically selects a different channel.

When 802.11h is enabled, the initial bootup time increases by a minimum of sixty
seconds. Thisisthe minimum time required to scan the selected channel for radar
interference.
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Configuring Radio Settings

Radio settings directly control the behavior of an IEEE 802.11-compliant radio device in the
access point. Specifically, auser can control operational mode, power level, frequency, and
other per-radio |EEE 802.11 configuration options.

To specify radio settings, click the Radio tab.

Modify radio settings

status @ on O Off

Mode |IEEE 802.11g v|
Super AG O Enabled ® Disabled
I )
Channel | Auta |
ey
Beacon Interval |100 | {Msec, Range: 20 - 2000}
DTIM Period |z | trange: 1-255)

Fragmentation Threshold !2346 |(Range: 256-2346, Even Numbers)

RTS Threshald @] (Range: 0-2347)
Maximurn Stations |ii (Range: 0-256)
Transmit Power |E| Percent
Upgrade Rate Supported Basic
54 Mhps F
48 Mbps O
36 Mbps O
24 Mhps F
18 Mbps O
Rate Sets 12 Mbps O
11 Mbps
9 Mbps O
& Mbps O
5.5 Mbps
2 Mbps
1 Mbps
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Table 16 describes the fields and configuration options for the Radio Settings page.

Table 16. Radio Settings

Field

Description

Radio
(DWL-8500AP only)

Select Radio 1 or Radio 2 to specify which radio to configure. The
rest of the settings on this tab apply to the radio you select in this
field. Be sure to configure settings for both radios.

Note: thisfield is not available on the DWL-3500AP because it
only has one radio.

Satus (On/Off)

Specify whether you want the radio on or off by clicking On or
Off.

If you turn off aradio, the AP sends disassociation framesto all the
wireless clientsit is currently supporting so that the radio can be
gracefully shutdown and the clients can start the association
process with other available APs.

Mode
(DWL-8500AP Radio 1 only)

The Mode defines the wireless network standard the radio uses.

+ |EEE802.11a
¢ Dynamic Turbo 5 GHz

Mode
(DWL-3500 and
DWL -8500AP Radio 2)

The Mode defines the wireless network standard the radio uses.

« |EEE 802.11g
e Dynamic Turbo 2.4 GHz

Super AG

Super AG is aradio mode that attempts to increases performance
through bursting and frame compression. Performance increases
when the AP communi cates with Super AG-enabled clients.
However, with Super AG enabled, the access point transmissions
consume more bandwidth.

e To enable Super AG, click Enabled.
e Todisable Super AG, click Disabled.

Channd

Select the channel.

The range of available channelsis determined by the mode of the
radio interface and the country code setting. If you select Auto for
the channel setting, the access point scans available channels and
selects a channel where no traffic is detected.

The Channel defines the portion of the radio spectrum the radio
uses for transmitting and receiving. Each mode offers a number of
channels, depending on how the spectrum is licensed by national
and transnational authorities such as the Federal Communications
Commission (FCC) or the International Telecommunication Union
(ITU-R).

Antenna

Sel ect the antenna use to receive and transmit wireless traffic:

« Auto: Automatically select the best antenna to send and
receive traffic.

¢ Primary: Use the primary antennato send and receive traffic.

e Secondary: Use the secondary antennato send and receive
traffic.
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Table 16. Radio Settings

Field

Description

Beacon Interval

Enter avalue from 20 to 2000 milliseconds.

Beacon frames are transmitted by an access point at regular
interval s to announce the existence of the wireless network. The
default behavior isto send a beacon frame once every 100
milliseconds (or 10 per second).

DTIM Period

Specify aDTIM period from 1-255 beacons.

The Delivery Traffic Information Map (DTIM) message is an
element included in some Beacon frames. It indicates which client
stations, currently sleeping in low-power mode, have data buffered
on the access point awaiting pick-up.

The DTIM period you specify indicates how often the clients
served by this access point should check for buffered data still on
the AP awaiting pickup.

The measurement isin beacons. For example, if you set this field
to 1, clientswill check for buffered data on the AP at every beacon.
If you set this field to 10, clients will check on every 10th beacon.

Fragmentation
Threshold

Specify a number between 256 and 2,346 to set the frame size
threshold in bytes.

The fragmentation threshold isaway of limiting the size of frames
transmitted over the network. If apacket exceeds the fragmentation
threshold, the fragmentation function is activated and the packet is
sent as multiple 802.11 frames.

If the packet being transmitted isequal to or lessthan the threshold,
fragmentation is not used.

Setting the threshold to the largest value (2,346 bytes) effectively
disables fragmentation.

Fragmentation involves more overhead both because of the extra
work of dividing up and reassembling of frames it requires, and
because it increases message traffic on the network. However,
fragmentation can help improve network performance and
reliability if properly configured.

Sending smaller frames (by using lower fragmentation threshold)
might help with some interference problems; for example, it might
help with microwave oven interference.

By default, fragmentation is off. We recommend not using
fragmentation unless you suspect radio interference. The additional
headers applied to each fragment increase the overhead on the
network and can greatly reduce throughput.
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Field

Description

RTS Threshold

Specify an RTS Threshold value between 0 and 2347.

The RTSthreshold specifiesthe packet size of the minimum packet
for which arequest to send (RTS) frame will be sent. This helps
control traffic flow through the access point, especially one with a
lot of clients.

If you specify alow threshold value, RTS packets will be sent more
frequently. Thiswill consume more bandwidth and reduce the
throughput of the packet.

On the other hand, sending more RTS packets can help the network
recover from interference or collisions which might occur on a
busy network, or on a network experiencing electromagnetic
interference.

Maximum Stations

Specify the maximum number of stations allowed to associate to
thisradio at any onetime.

You can enter a value between 0 and 256.

Transmit Power

Enter a percentage value for the transmit power level for this
access point.

The default value, which is 100%, can be more cost-efficient than a
lower percentage since it gives the access point a maximum
broadcast range and reduces the number of APs needed.

To increase capacity of the network, place APs closer together and
reduce the value of the transmit power. This helps reduce overlap
and interference among APs. A lower transmit power setting can
aso keep your network more secure because weaker wireless
signals are less likely to propagate outside of the physical location
of your network.

Rate Sets

Check the transmission rate sets you want the access point to
support and the basic rate sets you want the access point to
advertise:

* Ratesare expressed in megabits per second.

e Supported Rate Sets indicate rates that the access point
supports. You can check multiple rates (click an option to
select or de-select arate). The AP will automatically choose
the most efficient rate based on factors like error rates and
distance of client stations from the AP.

* Basic Rate Setsindicate rates that the access point will
advertise to the network for the purposes of setting up
communication with other APs and client stations on the
network. It isgenerally more efficient to have an AP broadcast
a subset of its supported rate sets.

For the DWL-8500AP, use the Radio Settings page to configure both Radio One and Radio
Two. The settings on the page apply only to the radio that you select from the Radio list. After
you configure settings for one of the radios, click Update and then select and configure the
other radio. Be sure to click Update to apply the second set of configuration settings for the

other radio.
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NOTE: After you configure the radio settings, you must click Update to apply the
changes and to save the settings. Changing these access point settings might
cause the AP to stop and restart system processes. Additionally, changing the
Super AG setting will cause the AP to reset. If this happens, wireless clients
will temporarily lose connectivity. We recommend that you change access
point settings when WLAN trafficislow.

Configuring Virtual Access Points

You can configure virtual access points (VAPS) to segment the wireless LAN into multiple
broadcast domains that are the wireless equivaent of Ethernet VLANS. You can configure up
to eight VAPs on aradio. The VAPs ssimulate multiple APs in one physical access point.

For each VAP, you can customize the security mode to control wireless client access. Each
VAP can a'so have aunique SSID. Multiple SSIDs make a single access point look like two or
more access points to other systems on the network. By configuring VAPS, you can maintain
better control over broadcast and multicast traffic, which affects network performance.

You can configure each VAP to use adifferent VLAN, or you can configure multiple VAPs to
use the same VLAN. VAPO is always enabled and is assigned to VLAN 1 by default.

For the DWL-8500AP, VAPQ is always enabled on both radios, and VAPs can useaVLAN
whether the VLAN is on the same radio or on a different radio.

The access point adds VLAN ID tags to wireless client traffic based on the VLAN ID you
configure on the VAP page or by using the RADIUS server assignment. If you use an external
RADIUS server, you can configure multiple VLANs on each VAP, The external RADIUS
server assigns wireless clients to the VLAN when the clients associate and authenticate. For
more information about using aRADIUS server to manage VLANS, see “Configuring the
RADIUS Server for VLAN Tags’ on page 122.

If wireless clients use a security mode that does not communicate with the RAIDUS server, or
if the RADIUS server does hot provide the VLAN information, you can assign aVLAN ID to
each VAP. If the wireless client is not assigned a VLAN through any other method, the AP
assignsthe VLAN ID specified in the VAP to all wireless clients that connect to the AP
through that VAP,

NOTE: Beforeyou configure VLANson the AP, be sureto verify that the switch and
DHCP server the Unified Access Point uses can support |EEE 802.1Q
VLAN encapsulation.
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To set up multiple virtual access points, Click the VAP tab.

Basic Settings - - . -
7 Modify Virtual Access Point settings
T Global radius server settings
Interfaces Radius IP: 10.30.30.1
Radius Key: [¥*¥*¥***
Transmit/Receive [ Enable radius accounting
Radio |1 [v]
Managed AP DHCP
VEnaae VAP Enabled WLAN ID SSID Broadcast S5ID Security MAC Auth Type
- 0 1 D-Link VA N [w]| Disabled [»| [
Ethernet Settings A O one l‘ Z
Wireless Settings
: O | I
VAP 2 E | |
3 %
MAC Authentication - I I ®
Load Balancing 4 O | I
Managed Access Point
Authentication 5 O | |
Services
§ O [ I
7O | |
Maintenance
Configuration
T

Table 17 describes the fields and configuration options on the VAP page.

Table 17. VAP Configuration

Field Description

RADIUSIP By default each VAP uses the global RADIUS settings that you define
for the AP at the top of the VAP page.
Enter the IP address of the RADIUS server on your network that all
VAPs use by default.
The RADIUSIP isthe IP address of the global RADIUS server.

RADIUSKey Enter the RADIUS Key in the text box.

The RADIUSKey isthe shared secret key for th