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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

® Network engineers
® Technical salespersons
® Network administrators

Conventions in this Document
1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ ]: The part enclosed with [ ] means optional in the command.

{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.
/l'Lines starting with an exclamation mark "//" are annotated.

3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.
Caution




Note

Descript, prompt, tip or any other necessary supplement or explanation
for the operation.

Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
configure port types according to the support on various products.

The display information of some examples in this manual may include the
information on other series products, like model and description. The
details are subject to the used equipments.
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Command Line Interface
Configuration

This chapter describes the method to use the command line interface(CLI). You
can manage network devices by the command line interface.
This chapter covers the following topics:

Command Mode

Getting Help

Abbreviating Commands

Using no and default Options

Understanding CLI Error Messages

Using History Commands

Using Editing Features

Filtering and Looking Up CLI Output Information

Using Command Alias

Accessing CLI

1.1 Command Mode

The management interface of DES-7200 network devices falls into multiple
modes. The command mode you are working with determines the commands
you can use.

To list the usable commands in each mode, enter a question mark (?) at the
command prompt.

After setting up a session connection to the network device management
interface, you enter in the user EXEC mode first. In the user EXEC mode, only a
few commands are usable with limited functions, for example, command show.
The command results are also not saved.

To use all commands, enter the privileged EXEC mode with the privileged
password. Then you can use all privileged commands and enter the global
configuration mode.

Using commands in a configuration mode (for instance, global configuration or
interface configuration) will influence the current configuration. If you have
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saved the configuration information, these commands will be saved and

executed when the system restarts. To enter any of the configuration modes,

first enter the global configuration mode.

The following table lists the command modes, access methods, prompts, and

exit methods. Suppose the equipment is named "DES-7200" by default.

Summary of main command modes:

Command Access ;
Prompt Exit or enter the next mode | Remark
mode method
Enter command exit to quit )
. Used for basic
this mode.
) DES-7200 test and
User EXEC Log in. Enter command enable to )
> showing system
enter the privileged EXEC ) i
information
mode.
To return to the user EXEC
In the user
mode, enter command Verify settings.
o EXEC mode, . . .
Privileged . DES-7200 | disable. This mode is
enter
EXEC # To enter the global password-prote
command
configuration mode, enter cted.
enable .
command configure.
To return to the privileged
EXEC mode, enter command | |n this mode,
In th .
nthe end or exit or press Ctrl+C. you can
privileged )
To access the interface execute
EXEC mode, ] )
Global . DES-7200 | configuration mode, enter commands to
enter
configuration (config)# command interface with an configure global
command ) »
] interface specified. parameters
configure . .
. To access the VLAN influencing the
terminal. )
configuration mode, enter whole switch.
command vlan vian_id.
To return to the privileged
EXEC mode, enter command ]
In the global Configure
) ) end or press Ctrl+C. To return )
configuration ] ) various
Interface DES-7200 | to the global configuration )
] ) mode, enter o ) interfaces of the
configuration (config-if)j# | mode, enter command exit. ) )
command ] equipment in
) Moreover, you need specify )
interface. this mode.

an interface in the interface

command.
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Command Access :
Prompt Exit or enter the next mode | Remark
mode method
To return to privileged EXEC
In the global
mode, enter command end or | Configure
) configuration DES-7200
Config-vlan press Ctrl+C. VLAN
mode, enter (config- )
(Vlan Mode) To return to the global parameters in
command vlan | vlan)# )
. configuration mode, enter this mode.
vlan-id.
command exit.

1.2  Getting Help

To obtain a list of commands that are available for each command mode, enter
a question mark(?) at the command prompt. You can also obtain a list of
command keywords beginning with the same character or parameters of each
command. See the following table.

Command

Description

Help

Obtain the brief description of the help system under any

command mode.

abbreviated-command-entry?

Obtain a list of commands that begin with a particular character

string.(Do not leave a space between the keyword and

question mark.)
For example:
DES-7200# di?
dir disable

abbreviated-command-entry

<Tab>

Complete a partial command name.
For example:

DES-7200# show conf<Tab>
DES-7200# show configuration

Command ?

List a command's associated keywords.(Leave a space

between the keyword and question mark.)
For example:

DES-7200# show ?

command keyword ?

List a command's associated arguments.(Leave a space

between the keyword and question mark.)
For example:

DES-7200(config)# snmp-server
community ?

WORD SNMP community string
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1.3 Abbreviating Commands

To abbreviate a command, simply enter part of the command that can uniquely
identify the command.

For example, show configuration can be abbreviated as:
DES-7200# show config

If the entered command cannot be uniquely identified by the system, the system
will prompt "Ambiguous command:”.

For example, when you want to view the information about access lists, the
following command is not complete.

DES-7200# show access
% Ambiguous command: "‘show access"

1.4 Using no and default
Options

Almost all commands have the no option generally used to disable a feature or
function or perform a reversed action of the command. For example, the no
shutdown command turns on the interface, the opposite operation of the
shutdown command. You can use the commands without the no option to
enable the features that have been disabled or are disabled by default.

Most configuration commands have the default option that restores the
command setting to its default. Most commands are disabled by default. In this
case, the default and no options generally serve the same purpose. However,
some commands are enabled by default. In this case, the default and no
options serve different purposes, where the default option enables the
command and restores the arguments to the default settings.

1.5 Understanding CLI
Error Messages

The following table lists the error prompt messages that may occur when you
use the CLI to manage equipments.

Common CLI error messages:

Error message Meaning How to obtain help
) The switch cannot identify the Re-input the command with a question
% Ambiguous
unigue command for you input mark following the ambiguous word. The
command: "show c" | . . . . .
insufficient characters. possible keywords will be listed.
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Error message

Meaning

How to obtain help

% Incomplete

command.

User has not input the required

keywords or arguments.

Re-input the command with a space
followed by a question mark. The
possible keywords or arguments will be

displayed.

% Invalid input
detected at ‘v

marker.

The symbol “*” will indicate the
position of the wrong words
when user inputs a wrong

command.

Input a question mark at the command
prompt to show the allowed keywords of
the command.

1.6 Using Historical
Commands

The system records the commands you have input recently, which is very useful

when you input a long and complex command again.

To re-execute the commands you have input from the historical records,

perform the following operations.

Operation

Result

Ctrl-P or Up

command records.

Allows you to browse the previous command in the historical

Ctrl-N or Down

command records.

Allows you to return to a more recent command in the historical

\ Standards-based terminals like VT100 series support arrow keys.

Note

1.7 Using Editing Features

This section describes the editing functions that may be used for command line

edit, including:

® Edit Shortcut Keys

® Sliding Window of Command Line

1.7.1 Editing Shortcut Keys

The following table lists the edit shortcut keys.

Function

Shortcut Key Description
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Function Shortcut Key Description

Left direction key or

Move the cursor to left by one character.
Ctrl+B

Right direction key or )
Move cursor in CHl+F Move the cursor to right by one character.
rl+

an editing line
Move the cursor to the beginning of the command

Ctrl+A )
line.
Ctrli+E Move the cursor to the end of the command line.
Delete the Backspace Delete the character to the left of the cursor.
entered
Delete Delete the character where the cursor is located.
characters
Scroll up the displayed contents by one line and
Return make the next line appear. This is used only before
Scroll up by one the end of the Output.
line or one page Scroll up the displayed contents by one page and
Space make the next page appear. This is used only

before the end of the output.

1.7.2 Sliding Window of
Command Line

You can use the sliding window to edit the commands that exceed the width of
one line. When the editing cursor closes to the right border, the whole command
line will move to the left by 20 characters. In this case, the cursor can still be
moved back to the previous character or the beginning of the command line.

When editing a command line, you can move the cursor using the shortcut keys
in the following table:

Function Shortcut key

Move the cursor to the left by one character Left direction key or Ctrl+B

Move the cursor to the head of a line Ctrl+A

Move the cursor to the right by one character | Right direction key or Ctrl+F

Move the cursor to the end of a line Ctrli+E

For example, the contents of the mac-address-table static command may
exceed the screen width. When the cursor approaches the line end for the first
time, the whole line move left by 20 characters, and the hidden beginning part is
replaced by "$" on the screen. The line moves left by 20 characters when the
cursor reaches the right border.

mac-address-table static 00d0.f800.0cOc vlan 1 interface
$tatic 00d0.f800.0cOc vlan 1 interface fastEthernet
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$tatic 00d0.f800.0cOc vian 1

interface fastEthernet 0/1

Now you can press Ctrl+A to return to the beginning of the command line. In
this case, the hidden ending part is replaced by "$".

-address-table static 00d0.f800.0cOc vlan 1 interface $

\ The default line width on the terminal is 80 characters.

Note

Combined with historical commands, the sliding window enables you to invoke
complicated commands repeatedly. For details about shortcut keys, see Edit

Shortcut Keys.

1.8 Filtering and Looking
UP CLI Output
Information

1.8.1 Filtering and Looking Up the
Information Outputted by
the Show Command

To look up the specified message in the information outputted by the show
command, execute the following command:

Command

Description

DES-7200# show any-command |
begin regular-expression

Look up the specified content from the information outputted by
the show command and output all information of the first line

that contains this content and subsequent lines.

1.You can execute show command in any mode.

2.The information to be looked up is case sensitive, and the following is the

Caution  Same.

To filter the specified content in the information outputted by the show
command, execute the following commands:

Command

Description

DES-7200# show any-command |
exclude regular-expression

Filter the content from the information outputted by the show
command and output other information excluding the line that

includes the specified content.
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Command Description
Filter the content from the information outputted by the show
DES-7200#show any-command ) ) .
) ] command and output the line that includes the specified
| include regular-expression ) ) ) ]
content. Other information will be filtered.
To look up and filter the contents outputted by the show command, it is
\ necessary to input the pipeline sign (vertical line, “|") followed by lookup and
—N filtration rules and contents (characters or strings). The contents to be looked
ote ) .
up and filtered are case sensitive.
1.9 Using Command Alias

The system provides the command alias function. Any word can be specified as
the alias of a command. For example, you can define the word “mygateway” as
the alias of “ip route 0.0.0.0 0.0.0.0 192.1.1.1". Inputting this word is equal to
inputting the whole string.

You can use one word to replace one command by configuring an alias for the
command. For example, you can define an alias to represent the front part of
one command, and then continue to enter the following part.

The command that an alias represents must run under the mode you have
defined in the current system. In the global configuration mode, you can enter
alias? to list all command modes that can configure alias.

DES-7200(config)#alias ?

aaa-gs AAA server group mode
acl acl configure mode
bgp Configure bgp Protocol
config globle configure mode

An alias supports help information. An alias appears with an asterisk (*) before it
in the following format:

*command-al ias=original-command

For example, in the EXEC mode, the alias “s” indicates the show command by
default. Enter “s?” to obtain the help information on the command and the
aliases beginning with ‘s’.

DES-7200#s?

*s=show show start-chat start-terminal-service
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If the command that an alias represents has more than one word, the command
will be included by the quotation marks. As shown in the following example,
configure the alias “sv” to replace the show version command in the EXEC
mode.

DES-7200#s?
*s=show *sv=""show version” show start-chat
start-terminal-service

An alias must begin with the first character of the command line entered without
any blank before it. As shown in the above example, the alias is invalid if you
have inputted a blank before the command.

DES-7200# s?
show start-chat start-terminal-service

An alias can also be used to get the help information on obtaining command
parameters. For example, the alias “ia" represents “ip address” in the interface
configuration mode.

DES-7200(config-if)#ia ?
A.B.C.D IP address
dhcp IP Address via DHCP

DES-7200(config-if)#ip address

Here lists the parameter information after the command “ip address”, and
replaces the alias with the actual command.

An alias must be inputted fully for use. Otherwise, it can not be identified.

Use the show aliases command to view the setting of aliases in the system.

1.10 Accessing CLI

Before using CLlI, you need to use a terminal or PC to connect with the network
device. Power on the network device. After the initialization of hardware and
software, you can use CLI. If the network device is used for the first time, you
can only connect the network device through the serial port (Console), which is
referred to as out-band management. In addition, you can connect and manage
the network device through Telnet virtual terminal by performing corresponding
configuraitons. In either case, you can access the command line interface.
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Basic Switch

Management
Configuration

2.1 Overview

This chapter describes how to manage our switches:

B Command Authorization-based Access Control

B Logon Authentication Control

B System Time Configuration

B Scheduled Restart

B System Name and Command Prompt Configuration
B Banner Configuration

B System Information Displaying

B Console Rate Configuration

B Telnet Configuration

B Connection Timeout Configuration

B Commands Execution in Batch in the Executable File

B Service Switch Configuration

N For more information about the usage and description of the CLI commands
mentioned in this chapter, see the Reference Configuration of Switch
Note Management Command.
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2.2

Command
Authorization-based
Access Control

A simple way to manage the terminals’ access to a network is to use passwords
and assign privileged levels. Password restricts access to a network or network
devices. Privileged levels define the commands users can use after they have

From the perspective of security, password is stored in the configuration file.
Password must be safe when the configuration file is transmitted, for example,
over TFTP, across a network. Password is encrypted before being stored into
the configuration file, and the clear text password is changed to the cipher text
password. The enable secret command uses a private encryption algorithm.

No password at any level is configured by default. The default priviledged level

2.2.1 Overview
logged in to a network device.
2.2.2 Configuring Default
Password and Privileged
Level
is 15.
2.2.3 Configuring/Changing the

Passwords at Different
Levels

Our prodects provide the following commands for configuring or changing the
passwords at different levels.

Command Purpose

configured.
DES-7200(config)# enable password If a non- level -15 password is set, the system will
[level level] {password | encryption-type show a prompt and automatically convert it into a
encrypted-password} security password.

warning message.

Set a static password. You can only set a level-15

password only when no level-15 security password is

If you have set the same level-15 static password as
the level 15 security password, the system will show a
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Command

Purpose

DES-7200(config)# enable secret [level

level] {encryption-type

encrypted-password}

Set the security password, which has the same
function but better password encryption algorithm than
the static password. For the purpose of security, it is

recommended to use the security password.

DES-7200# enable [level], and
DES-7200# disable [level]

Switch over between user levels. To switch over from a
lower level to a higher level, you need to input the

password for the higher level.

During the process of setting a password, the keyword "level" is used to define
the password for a specified privileged level. After setting, it is only applicable

for the users who are at that level.

2.2.4 Configuring Multiple
Privileged Levels

By default, the system has only two password-protected levels: normal user

(level 1) and privileged user (level 15). You can configure up to 16 hierarchical

levels of commands for each mode. By configuring different passwords at

different levels, you can use different sets of commands by different levels.

When no password is set for the privileged user level, you can enter the
privleged mode without password authentication. For security, you are
recommended to set the password for the privileged user level.

2.2.4.1  Configuring Command
Authorization

To expand the usage range of a command, you can assign it to the users at

lower level. On contrary, to narrow the usage range of a command, you can

assign it to the users at higher level.

You can use the following commands to authorize users to use a command:

Command

Purpose

DES-7200# configure terminal

Enter the global configuration mode.
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Command Purpose

Set the privileged level for a command.

mode — The CLI command mode at which you are
authorizing the command. For example, config
indicates the global configuration mode, exec
indicates the privileged command mode, and interface

indicates the interface configuration mode.
DES-7200(config)# privilege mode [all]

) all — Change the privileges of all the sub-commands of
{level level | reset} command-string

the specified commands into the same level.

level level — Authorization level in the range from O to
15. Level 1 is for the normal user level. Level 15 is for
the privileged user level. You can switch over between

various levels by using the enable/disable command.

command-string - The command to be authorized.

To restore the configuration for a specified command, use the no privilege
mode [all] level level command in the global configuration mode.

2.2.4.2 Example of Command
Authorization Configuration

The following is the configuration process that sets the reload command and all
its sub-commands to be level 1, and brings level 1 into effective (by setting the
command as “test”):

DES-7200# configure terminal

DES-7200(config)# privilege exec all level 1 reload

DES-7200(config)# enable secret level 1 0 test
DES-7200(config)# end

Enter the level 1, you can see the command and its subcommands:

DES-7200# disable 1
DES-7200> reload ?

at reload at a specific time/date
cancel cancel pending reload scheme
in reload after a time interval
<Cr>

The following is the configuration process that restores the privilege settings of
the reload command and all its sub-commands to the default value:

DES-7200# configure terminal
DES-7200(config)# privilege exec all reset reload
DES-7200(config)# end

Enter the level 1, the privilege setting for the command is removed.

DES-7200# disable 1
DES-7200> reload ?
% Unrecognized command.
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2.2.5 Configuring Line Password
Protection

Our products offer password authentication for remote logons (such as Telnet).
A password is required for the protection purpose. Execute the following
command in the line configuration mode:

Command Purpose

DES-7200(config-line)# password

d Specify a line password.
passwor

DES-7200(config-line)# login Enable the line password protection.

\ If no logon authentication is configured, the password authentication on line
layer will be ignored even when the line password is configured. The logon
Note authentication will be described in the next section.

2.2.6 Supporting Session Locking

Our products allow you to lock the session terminal temporarily using the lock
command, so as to prevent access. To this end, enable the terminal locking
function in the line configuration mode, and lock the terminal using the lock
command in the EXEC mode of the terminal:

Command Purpose
DES-7200(config-line)# lockable Enable the function of locking the line terminal
DES-7200# lock Lock the current line terminal

2.3 Logon Authentication
Control

2.3.1 Overview

In the previous section, we have described how to control the access to network
devices by configuring the locally stored password. In addition to line password
protection and local authenticaion, in AAA mode, we can authenticate users’
management privilege based on their usernames and passwords on some

servers when they log on to the switch, take RADIUS server for example.

With RADIUS server, the network device sends the encrypted user information
to the RADIUS server for authentiction rather than autenticates them with the
locally stored credentials. The RADIUS server configures user information
consistently like user name, password, shared key, and access policy to
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facilitate the management and control of user access and enhance the security

of user informaiton.

2.3.2 Configuring Local Users

Our products support local database-based identify authentication system used
for local authentication of the method list in AAA mode and local authentication

of line login management in non-AAA mode.

To enable the username identity authentication, run the following specific
commands in the global configuration mode:

Command

Function

DES-7200(config)# username name
[password password | password

encryption-type encrypted password]

Enable the username identity authentication with

encrypted password.

DES-7200(config)# username name

[privilege level]

Set the privilege level for the user (optional).

2.3.3 Configuring Line Logon
Authentication

To enable the line logon identity authentication, run the following specific

commands in the line configuration mode:

Command

Function

DES-7200(config-line)# login local

Set local authentication for line logon in non-AAA

mode.

DES-7200(config-line)# login

authentication {default | list-name}

Set AAA authentication for line logon in AAA mode.
The authentication methods in the AAA method list will
be used for authentication, including Radius
authentication, local authentication and no

authentication.

\ For more information on how to set AAA mode, configure Radius service and
configure the method list, see the sections for AAA configuration.

Note
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2.4  System Time
Configuration

2.4.1 Overview

Every switch has its system clock, which provides date (year, month, day) and
time (hour, minute, second) and week. When you use a switch for the first time,
you must configure the system clock manually. Of course, you can adjust the
system clock when necessary. System clock is used for such functions as
system logging that need recording the time when an event occurs.

2.4.2 Setting System Time and
Date

You can configure the system time on the network device manually. Once
configured, the clock will be running continuously even if the network device is
powered off. Therefore, unless you need to modify the time of device, it is not
necessary to configure the time again.

However, for the network devices that don’t provide the hardware clock,
manually setting time actually configures software clock, which only takes effect
for this operation. When the network devices are powered off, the manually set
time will not be valid.

Command Function

DES-7200# clock set hh:mm:ss month
Set system date and time.
date day year

For example, change the system time t010:10:12, 2003-6-20:

DES-7200# clock set 10:10:12 6 20 2003 //Set system time and

date.

DES-7200# show clock //Confirm the
modification takes
effect.

clock: 2003-6-20 10:10:54

2.4.3 Showing System Time and
Date

You can show system time and date by using the show clock command in the
privileged mode. The following is the format:

DES-7200# sh clock //Show the current system time and
date.
clock: 2003-5-20 11:11:34
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2.4.4 Updating Hardware Clock

Some platforms use hardware clock (calendar) to implement software clock.
Since battery enables hardware clock to run continuously, even though the
device is closed or restarts, hardware clock still runs.

If hardware clock and software clock are asynchronous, then software clock is
more accurate. Execute clock update-calendar command to copy date and
time of software clock to hardware clock.

In the privileged mode, execute clock update-calendar command to make
software clock overwrite the value of hardware clock.

Command Function

DES-7200# clock update-calendar Update hardware clock via software clock.

Execute the command below to copy current date and time of software clock
to hardware clock.

DES-7200# clock update-calendar

2.5 Scheduled Restart

25.1 Overview

This section describes how to use the reload [modifiers] command to schedule
a restart scheme to restart the system at the specified time. This function
facilitates user's operation in some circumstance (for the purpose of test, for
example). Modifiers is a set of options provided by the reload command,
making the command more flexible. The optional modifiers includes in, at and
cancel. The following are the detalils:

1. reload in mmm | hhh:mm [string]

This command sets the system restart in fixed intervals in the format of mmm or
hhh:mm. string is a help prompt. You can give the scheme a memorable name
by the string to indicate its purpose. string is a prompt. For example, to reload
the system at the interval of 10 minutes for test, type reload in 10 test.

2. reload at hh:mm day month year [string]

This command sets the system restart at the specified time in the future ,which
must not be more than 200 days from the curent system time . The usage of
string is just like above. For example, if the current system time is 14:31 on
January 10, 2005, and you want the system to reload tomorrow, you can input
reload at 08:30 11 1 2005 newday. If the current system time is 14:31 on
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December 10, 2005, and you want the system to reload at 12:00 a.m. on
January 1, 2006, you can inputreload at 12:00 1 1 2006 newyear.

3. reload cancel

This command deletes the restart scheme specified by the user. As mentioned
above, you have specified the system to reload at 8:30 a.m. tomorrow, the
setting will be removed after you input reload cancel.

Only if the system supports clock function can users use option at. Before the
use, it is recommended to configure the system clock according to your
needs. If a restart scheme has been set before, the subsequent settings will
\ overwrite the previous settings. If the user has set a restart scheme and then
restarts the system before the scheme takes effect, the scheme will be lost.

Note The span from the time in the restart scheme to the current time shall be
within 200 days and must be greater than the current system time. Besides,
after you set reload, you should not set the system clock. Otherwise, your
setting may fail to take effect, such as setting system time after reload time.

2.5.2 Specifying the System to
Restart at the Specified Time

In the privileged mode, you can configure the system reload at the specified
time using the following commands:

Command Function

The system will reload at hh:mm,month day,year.
DES-7200# reload at hh:mm day

reload-reason (if any) indicates the reason that the system
month year [reload-reason]

reloads.

The following is an example specifying the system reload at 12:00 a.m. January
11, 2005 (suppose the current system clock is 8:30 a.m. January 11,2005):

DES-7200# reload at 12:00 1 11 2005 midday //Set the reload time and date.

DES-7200# show reload //Confirm the modification
takes effect.

Reload scheduled for 2005-01-11 12:00 (in 3 hours 29 minutes)16581 seconds.

At 2005-01-11 12:00

Reload reason: midday

2.5.3 Specifying the System to
Restart after a Period of

Time

In the privileged mode, you can configure the system reload in the specified
time with the following commands:

Command Function
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Command Function
DES-7200# reload in Configure the system reload in mmm minutes, where the
mmm [reload-reason] reload reason is described in reload-reason (if inputted)

) Configure the system reload in hhh hours and mm
DES-7200# reload in

minutes, where the reload reason is described in

hhh:mm [reload-reason
[ ] reload-reason (if inputted)

The following example shows how to reload the system in 125 minutes
(assumes that the current system time is 12:00 a.m. January 10, 2005):

DES-7200# reload in 125 test //Set the system reload time

Or

DES-7200# reload in 2:5 test //Set the system reload time

DES-7200# show reload //Confirm whether the restart time change
takes effect

Reload scheduled System will reload in 2 hours and 4 minutes7485 seconds.

25.4 Immediate Restart

The reload command without any parameters will restart the device
immediately. In the privileged mode, the user can restart the system
immediately by typing the reload command.

2.5.5 Deleting the Configured
Restart Scheme

In the privileged mode, use the following command to delete the configured
restart scheme:

Command Function

DES-7200# reload cancel Delete the configured restart scheme.

If no reload scheme is configured, you will see an error message for the
operation.

2.6  Configuring a System
Name and Prompt

2.6.1 Overview

For easy management, you can configure a system name for the switch to
identify it. If you configure a system name of more than 32 characters, the first
32 characters are used as the system prompt. The prompt varies with the
system name. By default, the system name and command prompt are specific
device names.
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2.6.2 Configuring a System Name

Our products provide the following commands to configure a system name in
the global configuration mode:

Command Function

Configure a system name with printable characters less

DES-7200(Config)# hostname name
than 255 bytes.

To restore the name to the default value, use the no hostname command in the
global configuration mode. The following example changes the equipment
name to DES-7210:

DES-7200# configure terminal //Enter the global configuration mode.
DES-7200(config)# hostname DES-7210 //Set the equipment name to DES-7210
DES-7210(config)# //The name has been modified

successfully.

2.6.3 Configuring a Command
Prompt

System name will be the default prompt if you have not configured command
prompt. (if the system name exceeds 32 characters, intercept the first 32
characters) The prompt varies with the system name.You can use the prompt
command to configure the command prompt in the global configuration mode,
and the command prompt is only valid in the EXEC mode.

Command Function

Set the command prompt with printable characters. If the
DES-7200# prompt string name exceeds 32 characters, intercept the first 32
characters.

To restore the prompt to the default value, use the no prompt command in the
global configuration mode.

2.7 Banner Configuration

2.7.1 Overview

When the user logs in the switch, you may need to tell the user some useful
information by configuring a banner. There are two kinds of banners:
message-of-the-day (MOTD) and login banner. The MOTD is specific for all
users who connect with switches. And when users log in the switch, the
notification message will appear on the terminal. MOTD allows you send some
urgent messages (for example, the system is to be shut down) to network users.
The login banner also appears on all connected terminals. It provides some
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common login messages. By default, the MOTD and login banner are not
configured.

2.7.2 Configuring a
Message-of-the-Day

You can create a notification of single or multi-line messages that appears when
a user logs in the switch. To configure the message of the day, execute the
following commands in the global configuration mode:

Command

Function

DES-7200(Config)# banner motd ¢

message C

Specify the message of the day, with ¢ being the delimiter,
for example, a pound sign (&). After inputting the delimiter,
press the Enter key. Now, you can start to type text. You
need to input the delimiter and then press Enter to
complete the type. Note that if you type additional
characters after the end delimiter, these characters will be
discarded by the system. Also note that you cannot use
the delimiter in the message and the message length

should be no more than 255 bytes.

To delete the MOTD, use the no

banner motd command in the global

configuration mode. The following example describes how to configure a MOTD.

The # symbol is used as the delimiter, and the text is “Notice: system will

shutdown on July 6th.”

DES-7200(config)# banner motd #
Enter TEXT message.

Notice: system will shutdown on July 6th.#

DES-7200(config)#

2.7.3 Configuring a Login Banner

End with the character

//Start delimiter.
HT .
//End delimiter.

To configure a login banner, executing the following commands in the global

configuration mode:

Command

Function

DES-7200(Config)# banner login ¢

message C

Specify the text of the login banner, with ¢ being the
delimiter, for example, a pound sign (&). After inputting the
delimiter, press the Enter key. Now, you can start to type
text. You need to input the delimiter and then press Enter
to complete the type. Note that if you type additional
characters after the end delimiter, these characters will be
discarded by the system. Also note that you cannot use
the delimiter in the text of the login banner and the text

length should be no more than 255 bytes.
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To delete the login banner, use the no banner login command in the global
configuration mode.

The following example shows how to configure a login banner. The pound sign
(#) is used as the starting and end delimiters and the text of the login banner is
"Access for authorized users only. Please enter your password."

DES-7200(config)# banner login # //Start delimiter

Enter TEXT message. End with the character "#".

Access for authorized users only. Please enter your password.
# //End delimiter
DES-7200(config)#

2.7.4 Displaying a Banner

A banner is displayed when you log in the network device. See the following
example:

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.

User Access Verification
Password:

As you can see, “Notice: system will shutdown on July 6th." is a MOTD banner
and "Access for authorized users only. Please enter your password." is a login
banner.

2.8 Viewing System
Information

2.8.1 Overview

You can view some system information with the show command on the
command-line interface, such as version, device information, and so on.

2.8.2 Viewing System Information
and Version

System information consists of description, power-on time, hardware version,
software version, BOOT-layer software version, CTRL-layer software version,
and so on. System information helps you know the system You can show the
system information with the following commands in the privileged mode.

Command Function

DES-7200# show version Show system information.
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\ For sequence number ,run the show version command on the main

N program interface to view SYSTEMUPTIME in the form of DD:HH:MM:SS.
ote

During upgrading, the running software version may be different from the
N version in the file system. In this case, the main program version shown by
running the show version command is the one running in the memory, but

Note L. .
the Boot/Ctrl version is the one saved in Flash.

2.8.3 Viewing Hardware Entity
Information

Hardware information refers to the information on physical devices as well as
slots and modules assembled in a device. The information on a device itself
includes description, number of slots,slot information, slot number, description
of the module on the slot (empty description if no module is plugged on the slot),
number of physical ports of the module on the slot, and maximum number of
ports possibly supported on the slot (number of ports of the module plugged).
You may use the following commands to show the information of the device and
slots in the privileged mode:

Command Function
DES-7200# show version devices Show device information.
DES-7200# show version slots Show the information about slots and modules.

2.9 Setting Console Rate

2.9.1 Overview

The switch comes with a console interface for management. When using the
switch for the first time, you need to execute configuration through the console
interface.You can change the console rate on the equipment if necessary. Note
that the rate of the terminal used to managing the switch must be the same as
that of the console interface on the switch.

2.9.2 Setting Console Rate

In the line configuration mode, execute the following command to set the
console rate:

Command Function
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Command Function

Set transmission rate in bps on the console interface. For a
serial interface, you can only set the transmission rate to
one of 9600, 19200, 38400, 57600 and 115200 bps, with
9600 bps by default.

DES-7200(config-line)# speed speed

This example shows how to configure the baud rate of the serial interface to

57600 bps:

DES-7200# configure terminal //Enter the global configuration
mode.

DES-7200(config)# line console 0O //Enter the console line
configuration mode

DES-7200(config-line)# speed 57600 //Set the console rate to 57600bps
DES-7200(config-line)# end //Return to the privileged mode
DES-7200# show line console 0O //View the console configuration

CON Type speed Overruns

*0 CON 57600 O

Line 0, Location: ", Type: "vtl100"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

AN none M
Timeouts: Idle EXEC Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: O times

Modem: READY

2.10 Configuring Telnet

2.10.1 Overview

Telnet, an application layer protocol in the TCP/IP protocol suite, provides the
specifications of remote logon and virtual terminal communication functions.
The Telnet Client service is used by the local or remote user who has logged
onto the local network device to work with the Telnet Client program to access
other remote system resources on the network. As shown below, after setting
up a connection with Switch A through the terminal emulation program or Telnet,
users can log on the Switch B for management and configuration with the telnet
command.
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Telnet Client Telnet Server

N

. Internet ¢

——

YWorkStation —

2.10.2 Using Telnet Client

You can log in to a remote device by using the telnet command on the switch.

Command Function

Log on to a remote device via Telnet. host may be an IPv4
DES-7200# telnet host [port ]

[/source {ip A.B.C.D ipv6 X:X:X::X |
interface interface-name}] [/vrf

or IPv6 host name or an IPv4 or IPv6 address.

For supported optional parameters, refer to relevant Telnet

command section in Basic Configuration Management
vrf-name]

Command.

The following example shows how to establish a Telnet session and manage
the remote device with the IP address 192.168.65.119:

DES-7200# telnet 192.168.65.119 //Establish the telnet session to the
remote device

Trying 192.168.65.119 ... Open

User Access Verification //Enter into the logon interface of the remote
device

Password:

The following example shows how to establish a Telnet session and manage
the remote device with the IPv6 address 2AAA:BBBB::CCCC:

DES-7200# telnet 2AAA:BBBB::CCCC //Establish the telnet session to the
remote device

Trying 2AAA:BBBB::CCCC ... Open

User Access Verification //Enter into the logon interface of the remote
device

Password:

2.11 Setting Connection
Timeout

2.11.1 Overview

You can control the connections that a device has set up (including the
accepted connections and the session between the devece and a remote
terminal) by configuring the connection timeout time for the device. When the
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idle time exceeds the set value and there is no input or output, this connection
will be interrupted.

2.11.2 Connection Timeout

When there is no information traveling through an accepted connection within a
specified time, the server will interrupt this connection.

Our products provide commands to configure the connection timeout in the line
configuration mode.

Command Function

o ) Configure the timeout for the accepted connection. When
DES-7200(Config-line)#exec-timeout

20 the configured time is due and there is no input, this

connection will be interrupted.

The connection timeout setting can be removed by using the no exec-timeout
command in the line configuration mode.

DES-7200# configure terminal //Enter the global configuration
mode.
DES-7200# line vty O //Enter the line configuration mode

DES-7200(config-line)#exec-timeout 20 //Set the timeout to 20min

2.11.3 Session Timeout

When there is no input for the session established with a remote terminal over
the current line within the specified time, the session will be interrupted and the
remote terminal becomes idle.

DES-7200 provides commands in the line configuration mode to configure the
timeout for the session set up with the remote terminal.

Command Function

o ) ) Configure the timeout for the session set up with the
DES-7200(Config-line)#session-time

20 remote terminal over the line. If there is no input within the
out

specified time, this session will be interrupted.

The timeout setting for the session set up with the remote terminal over the line
can be removed by using the no exec-timeout command in the line
configuration mode.

DES-7200# configure terminal //Enter the global configuration
mode .

DES-7200(config)# line vty O //Enter the line configuration
mode

DES-7200(config-line)# session-timeout 20 //Set the session timeout to
20min
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2.12 Executing the
Commands in the
Executable File in Batch

In system management, sometimes it is necessary to enter multiple
configuration commands to manage a function. It takes a long period of time to
enter all the commands on CLI, causing error or mission. To resolve this
problem, you can encapsulate all the commands in a batch file according to
configuration steps. Then, you can execute the batch file for configuration when
necessary.

Command Function

DES-7200# execute {[flash:]

filename}

Execute a batch file.

For example, the batch file line_rcms_script.text enables the reversed Telnet
function on all the asynchronous interfaces as shown below:
configure terminal

line tty 1 16

transport input all

no exec

end

Result:

DES-7200# execute flash:line_rcms_script.text

executing script file line_rcms_script.text ......

executing done

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# line vty 1 16

DES-7200(config-line)# transport input all
DES-7200(config-line)# no exec

DES-7200(config-line)# end

The file name and contents of a batch file can be specified. Once edited,
users send the batch file to the FLASH of the network device in TFTP. The
N contents of the batch file will simulate the input completely. Hence, it is
necessary to edit the contents of the batch file by the sequence that CIL
Note commands are configured. Furthermore, for some interactive commands, it is
necessary to write corresponding response information in the batch file,
guaranteeing that the commands can be executed normally.

2.13 Setting Service Switch

During operation, you can adjust services dynamically, enabling or disabling
specified services (SNMP Server/SSH Server/Telnet Server/Web Server).

Command Function

2-18



DES-7200 Configuration Guide
Configuration

Chapter 2 Basic Switch Management

Command

Function

DES-7200(Config)# enable service

snmp-agent

Enable SNMP Server.

DES-7200(Config)# enable service

ssh-sesrver

Enable SSH Server.

DES-7200(Config)# enable service

telnet-server

Enable Telnet Server

DES-7200(Config)# enable service web-server

Enable Http Server.

In the configuration mode, you can use the no enable service command to

disable corresponding services.

DES-7200# configure terminal

configuration mode.
DES-7200(config)# enable service ssh-server

2.14 Setting HTTP
Parameters

//Enter the global

//Enable SSH Server

When using the integrated Web for management, you can adjust HTTP
parameters, and specify service port or login authentication method.

Command

Function

DES-7200(Config)# ip http port number

Specify HTTP service port, 80 by default.

DES-7200(Config)#

{enable | local}

ip http authentication

Set Web login authentication method, enable
by default.

enable: Use the password set by the enable
password or enable secret command for
authentication, where the password must be 15

levels.

local: Use the username and password set by
the username command for authentication,
where the user must be bound with 15-level

right.

In the configuration mode, you can use the no form of the command to restore
the setting to the default value. The following example enables the HTTP Server,
sets the service port to 8080, and uses the local username for login
authentication.

DES-7200# configure terminal //Enter the global
configuration mode.

DES-7200(config)# enable service web-server http //Enable http Server
DES-7200(config)# username name password pass //Set local user

DES-7200(config)# username name privilege 15 //Bind user right
DES-7200(config)# ip http port 8080 //Set service port
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DES-7200(config)# ip http authentication local //Set authentication method

Use the following command to configure HTTPS service port.

Command Function

DES-7200(Config)# ip http secure-port number | Specify the HTTP service port. (default:443)

In the configuration mode, you can use the no form of the command to restore
the setting to the default value. The following example enables the HTTP Server,
sets the service port to 4443.

DES-7200# configure terminal //Enter the global
configuration mode.

DES-7200(config)# enable service web-server https//Enable https Server
DES-7200(config)# ip http secure-port 4443

Use the following command to verify the status of WEB server.

DES-7200# show web-server status
http server status : enabled
http server port : 8080

https server status: enabled
https server port: 4443

Avoid configuring http service port and https service port to the
same value. If https service is enabled after http service has
A been enabled, and the port is accidentally configured to the
same port used by http service, then the user can only access
Caution https service through this port, and http service will be blocked
temporarily until https service port is changed or the service is
disabled.

2.15 Setting Multi-boot
Function

2.15.1 Overview

By default, the device searches for the main program file and boot it in the
embedded FLASH. If the main program file is damaged for some reason, for
instance, upgrad failure, formatted FLASH and the like, the device will fail to
boot the system.

Some products of D-Link Corporation come with multi-boot function to support
multiple main programs. When the device starts, the system boots the main
programs by boot pirority in descending order until it boots successfully or all
programs are filed. Multi-boot function is mandatory for some environments with
higher demands on reliability and availability.
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This following sections describe how to use multi-boot for redundant backup of
main program.

2.15.2 Configuring the Boot Main
Program

You can use the following command to configure the boot main program and
specify its boot priority. The system will boot the corresponding main program
by priority in descending order with 1 being the highest and 10 being the lowest.

Command Function

] Set the boot main program and specify its priority. The
DES-7200(Config)#boot system

o ] ] i boot priority is in the range of 1 to 10, with 1 being the
priority prefix:/ [directory/] filename

highest.

Using URL prefix to locate a file is only supported on 10.4(2) and higher
version. For details, refer to File System Configuration Guide. Path is used
to locate a file on the version lower than 10.4(2), for example,

f flash:/firmware.bin indicates the firmware.bin file under the Flash root
directory.
Caution Supported URL prefixes vary by platforms. To show the URL prefixes

supported at present, run the following command:
DES-7200 (config) # boot system 2 ?

flash: Boot from flash: file system

By default, the bootable main program is flash:/firmware.bin with the priority of

5.
ﬁ Since the system uses the configuration of this command in the early
stage of boot, the configuration is saved in the Boot ROM rather than in
Caution the configuration file.

The following example sets the file on the local FLASH as the main program.

DES-7200(config)# boot system 5 flash:/firmware.bin

\ When you specify the local file through prefix, the path behind “:” must be

absolute path.
Note

When you configure the boot system command, the systme will check the
vailidty of the main program on the local FLASH. Only the main program meets
the following requirements can you configure the command successfully.

B The main program must be existent.

B The main program is legal firmware main program.
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B The main program is complete and pass CRC check.

If any requirement is not met, the systme will prompt error, for instance:
DES-7200(config)# boot system 5 flash:/foo.bin

Set boot system file error:[ flash:/foo.bin] does not exist!

In addition, a priority can be set for more than one main program, or otherwise
the system will prompt error and print the current main program list for your
selection. For instnace:

DES-7200(config)# boot system 5 flash:/firmware.bin
DES-7200(config)# boot system 5 flash:/firmware_bak.bin

Set boot system file error: priority 5 was assigned to file [ flash:/firmware.bin]
already.

Boot system config:

Prio Size Modified Name

1
2
3
4
5 3205120 2008-08-26 05:22:46 flash:/firmware.bin
6
7
8
9

10

DES-7200(config)# boot system 6 flash:/firmware_bak.bin

2.15.3 Modifying the Boot Priority
of Main Program

The boot system command can also modify the boot priority of main program.
Aussme that the configured boot mian program list is shown below:

DES-7200# show boot system
Boot system config:

Prio Size Modified Name
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4

5 3205120 2008-08-26 05:22:46 flash:/Ffirmware.bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin
9

10

To set the boot priority of flash:/firmware bak.bin to 1, run the following
command

DES-7200(config)# boot system 1 flash:/firmware_bak.bin
File [flash:/firmware_bak.bin] has been configured with
priority 8,

Change the priority to [1]? [yes] yes

The result is that:

DES-7200# show boot system
Boot system config:

Prio Size Modified Name

3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin

1
2
3
4
5 3205120 2008-08-26 05:22:46 flash:/Ffirmware.bin
6
7
8
9

2.15.4 Deleting the Boot Main
Program

You can use the following command to delete the boot main program.

Command Function

] Delete the boot main program. The boot priority is in the
DES-7200(Config)# no boot system

o range of 1 to 10 . if the priority is not set, all the boot main
[priority]

programs will be reset.
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Use the following command to delete the main program with the prioirty of 8.
While deletion, the systme prints the corresponding main program name and
ask for confirmation.

DES-7200(config)# no boot system 8

Delete boot system config: [Priority: 8; File Name:
flash:/firmware_bak.bin]? [no] yes

Use the following command to clear all the boot main programs.

DES-7200(config)# no boot system
Clear ALL boot system config? [no] yes

If you have not configured the boot main program after using the no boot
A system command to clear all boot main programs, the system will
automatically restore to the default setting next booting (the bootable main

Caution program is flash:/firmware.bin with the priority of 5).

2.15.5 Showing the Configuration
of Multi-boot

You can use the following command to show the configuration of multi-boot.

Command Function

DES-7200# show boot system Show the configuration of the boot main program.

Use the following command to show the main program and its boot priority.

DES-7200# show boot system
Boot system config:

Prio Size Modified Name

1

2

3

4

5 3205120 2008-08-26 05:22:46 flash:/firmware.bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware_bak.bin
9

10
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% If the corresponding main program does not exist when running the show
boot system command, the length and modification time of the file is also
Note shown as N/A.

2.15.6 Configuration Example

The following example shows how to boot from the firmware.bin under the root
directory in FLASH, and how to boot from backup firmware bak.bin when
firmware.bin is damaged or lost.

Step 1: Configure the default main program.

DES-7200(config)# boot system 5 flash:/firmware.bin

Since the device is cnfigured with the main program flash;/firmware.bin with
priority of 5 during intialization, this step can be skipped.

Generally, it is recommended to set the priority of active main program to be
medium so that you can flexibly configure other main program with higher or
lower priroity in future.

Step 2: configure the backup main program.

The priority of backup main program should be slightly lower than the active
main program.

DES-7200(config)# boot system 8 flash:/firmware_bak.bin
Step 3 Verify configuration.

You can run the show boot system command to view confiugration.

DES-7200# show boot system
Boot system config:

Prio Size Modified Name

1

2

3

4

5 3205120 2008-08-26 05:22:46 flash:/firmware._bin

6

7

8 3205120 2008-08-26 05:25:09 flash:/firmware bak.bin
9

10
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2.16 Setting Start
Confiugration File

2.16.1 Overview

Some products of D-Link Corporation offer the capability to speficy start
configuration file, which can be stored in FLASH< mobile storage device (for
instance, U-shape disk, SD card) or remote TFTP server and the like.

After configuration, a deviced can get configuration file from a specific place as
the start configuration file.

This following sections describe how to specify start configuration file.

2.16.2 Configuring the Start
Configuration File

You can use the following command to configure the start configuration file.

Command Function

DES-7200(Config)#boot config

. ) i Set the start configuration file.
prefix:/ [directory/] filename

DES-7200(Config)#no boot config Clear the start configuration file.

You can view the configuration file by the command line help, for instance:
DES-7200(config)#boot config ?

\ flash:  Startup-config filename

Note usb0:  Startup-config filename

usbl: Startup-config filename

The systme loads configuration file by the following principles:

B If the service config command is not configured, the configuration file is
loaded by the following order-the start configuration file configured by the
boot config command, /config.text, the network start configuration file
cofnigured by the boot network command, and the default factory
configuration (null configuration).

B If the service config command is configured, the configuration file is
loaded by the following order- the network start configuration file
cofnigured by the boot network command, the start configuration file
configured by the boot config command, /config.text, and the default
factory configuration (null configuration).
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B In the course of loading the configuration file by order, the system will not
load other configuration files as long as one configuration file is loaded
successfully.

B For the service config and boot config commands, refer to the

A following sections.

== m Since the system needs to use the configuration of this command in the

Caution early stage of boot, this configuration is stored in Boot ROM rather than
the configuration file.

When using the write [memory] command to store the start configuration file,
the system will save it by the following principles:

B Ifthe boot config command is not used to configure the start configuration
file, by default the systme saves the configuration into the flash:/config.text
file in embedded FLASH.

m If the boot config command is used to configure the start configuration file
and the file exists, the system saves the configuration into the start
configuration file.

B Ifthe boot config command is used to configure the start configuration file
but the configuration file does not exist, then:

1 If the device where the configuration file locats exists, the system will
automatically create the specified configuration file and save it into the
system configuration.

2 If the device where the configuration file locats does not exist (for
instnace, the start cofniguration file is saved in the mobile storage
device like U-shape disc or SD card, but the device is not loaded when
the system runs the wirte [memory] command), the systme will ask
whether to save the configuration into the default start configuration
file flash:/config.text and execute corresponding action according to
response.

The following example sets the file on the U-shape disk as the start
configuration file and demonstrates the actions of running the write command
before and after removing U-shape disk.

Set the file on the U-shape disk as the start configuration file.

DES-7200(config)# boot config usbl:/config.text

Run the write command before removing U-shape disk to save the current
configuation into the file specified by the boot config command.

DES-7200# write
Building configuration. ..
Write to boot config file: [usbl:/config.text]

[OK]
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Run the write command after removing U-shape disk. The system will ask
whether to save the current configuration into the default start configuraiton file
/config.

DES-7200# usb remove 1

0:1:1:38 DES-7200: USB-5-USB_DISK_REMOVED: USB Device <USB
Mass Storage Device> Removed!

DES-7200# write

Building configuration. ..

Write to boot config Ffile: [usbl:/config.text]

[Failed]

The device [usbl] does not exist, write to the default config
file [Fflash:/config.text]? [no] yes

Write to the default config file: [flash:/config.text]

[OK]

2.16.3 Configuring the Network
Start Configuration File

You can use the following command to configure the network start configuration
file.

Command Function

DES-7200(Config)# boot network

) i Configure the network start configuration file.
tftp :// location / filename

DES-7200(Config)#no boot network | Clear the network start configuration file.

When the device starts, the system loads the cofniguration file by following
principles;

B If the service config command is not configured, the configuration file is
loaded by the following order-the start configuration file configured by the
boot config command, /config.text, the network start configuration file
cofnigured by the boot network command, and the default factory
configuration (null configuration).

B If the service config command is configured, the configuration file is
loaded by the following order- the network start configuration file
cofnigured by the boot network command, the start configuration file
configured by the boot config command, /config.text, and the default
factory configuration (null configuration).

B In the course of loading the configuration file by order, the system will not
load other configuration files as long as one configuration file is loaded
successfully.
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B The system can get remote files through TFTP only after you run the
bootip command to configure the local IP address of the device used for

A initiation, or otherwise TFTP transmission will fail during initiation.
Cauti B Since the system needs to use the configuration of this command in the
aution
early stage of boot, this configuration is stored in Boot ROM rather than

the configuration file.

The following figure sets the boot IP address of the device and designates the
network start configuration file.

DES-7200(config)# boot ip 192.168.7.11
DES-7200(config)# boot network
tftp://192.168.7.24/config.text

2.16.4 Configuring Preferrably
Using the Network Start
Configuration File

By default, the device preferably loads the local start configuration file specified
by the boot config command. In some case, if the device needs to use the
network start configuration file, run the service config command.

Command Function

] ) ) Enable the device to preferably load the start configuration
DES-7200(Config)# service config )
file from the remote network server.

) ) ) Disable the device to preferably load the start configuration
DES-7200(Config)#no service config | _
file from the remote network server.

This command should use in conjunction with the boot config and boot
network commands.

When the device starts, the system loads the cofniguration file by following
principles;

B If the service config command is not configured, the configuration file is
loaded by the following order-the start configuration file configured by the
boot config command, /config.text, the network start configuration file
cofnigured by the boot network command, and the default factory
configuration (null configuration).

B If the service config command is configured, the configuration file is
loaded by the following order- the network start configuration file
cofnigured by the boot network command, the start configuration file
configured by the boot config command, /config.text, and the default
factory configuration (null configuration).
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B In the course of loading the configuration file by order, the system will not
load other configuration files as long as one configuration file is loaded

successfully.

é Since the system needs to use the configuration of this command in the early
stage of boot, this configuration is stored in Boot ROM rather than the

Caution configuration file.

The following example preferably loads the configuration file from the remote
network server and configure the network start configuration name.

DES-7200(config)# service config
DES-7200(config)# boot network
tftp://192.168.7.24/config.text

2.16.5 Showing the Configuration
of Start Configuration File

You can use the following command to show the configuration of start
configuration file.

Command Function

DES-7200# show boot config Show the configuration of the start configuration file.

Show the configuration of the network start configuration

DES-7200# show boot network i
ile.

The following example shows the configuration of the start configuration file.
DES-7200# show boot config

Boot config file: [flash:/config main.text]
Service config: [Disabled]

The following example shows the configuration of the network start
configuration file.

DES-7200# show boot network

Network config file: [tftp://192.168.7.24/config.text]
Service config: [Enabled]

2.16.6 Configuration Example

The following example sets the device to preferrably get the configuration file
from the remote TFTP server or to use the backup configuration file in built-in
FLASH when it fails to get the configuration file from the remote TFTP server.

Step 1: Configure the device to preferrably load the configuration file from the
network server and configure the boot IP address.

DES-7200(config)# service config
DES-7200(config)# boot ip 192.168.7.11
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Step 2: Configure the network start configuration file.

DES-7200(config)# boot network
tftp://192.168.7.24/router_1.text

Step 3: Configure the local start configuration file.

DES-7200(config)# boot config flash:/router_1.text

Step 3: Show the configuration.

DES-7200# show boot network
Network config file: [tftp://192.168.7.24/router_1.text]

Service config: [Enabled]
DES-7200# show boot config
Boot config file: [flash:/router_1._text]

Service config: [Enabled]
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SSH Terminal Service
Configuration

3.1 About SSH

SSH is the shortened form of Secure Shell. The SSH connection functions like a
Telnet connection, except that all transmissions based on the connection are
encrypted. When the user logs onto the device via a network environment
where security cannot be guaranteed, the SSH feature provides safe
information guarantee and powerful authentication function to protect the
devices from IP address fraud, plain password interception and other kinds of
attacks.

DES-7200 SSH sevice supports both the IPv4 and IPv6 protocols.

3.2 DES-7200’s SSH

Support Algorithms
Support algorithm SSH1 SSH2
Signature authentication
) RSA RSA, DSA
algorithm
RSA public key encryption KEX_DH_GEX_SHA1
Key exchanging algorithm based key exchanging KEX_DH_GRP1_SHA1l
algorithm KEX_DH_GRP14_SHA1
) ) ) DES, 3DES, AES-128, AES-192,
Encryption algorithm DES, 3DES, Blowfish
AES-256
User authentication User password based User password based authentication
algorithm authentication method method
Message authentication
. Not supported MD5, SHA1, SHA1-96, MD5-96
algorithm
Compression algorithm NONE (uncompressed) NONE (uncompressed)
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3.3 DES-7200’s SSH
Supports

DES-7200 supports only the SSH server (compatible with the SSHv1l and

] SSHv2) but do not support the SSH client.
Caution

3.4 SSH Configuration

3.4.1 Default SSH Configurations

Item Default value

SSH service end status Off

SSH version Compatible mode (supporting versions 1 and 2)
SSH user authentication timeout period 120s

SSH user re-authentication times 3

3.4.2 User Authentication
Configuration

1) For the consideration of the SSH connection security, the login without
authentication is forbidden. Therefore, in the login authentication of the users,
the login authentication mode must have password configured
(no-authentication login allowed for telnet).

2) The username and password entered every time must have lengths greater
than zero. If the current authentication mode does not need the username, the
username can be entered randomly but the entry length must be greater than
zero.

3.4.3 Enabling SSH Server

The SSH Server is disabled by default. To enable the SSH Server, run the
enable service ssh-server command in the global configuration mode while
generating SSH key.

Command Description

configure terminal Enter the global configuration mode.
enable service ssh-server Enable SSH Server.

crypto key generate {rsaldsa} Generate the key
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A To delete the key, use the crypto key zeroize command rather than the [no]

] crypto key generate command.
Caution

3.4.4 Disabling SSH Server

When the SSH Server is enabled, if the public key on the server is deleted, the
SSH Server is automatically closed. To delete the public key, run no enable
service ssh-server in the global configuration mode to disable the SSH Server.

Command Description
configure terminal Enter the global configuration mode
no enable service ssh-server Delete the key to disable SSH Server.

3.4.5 Configuring the Supported
SSH Server Version

By default, the SSHv1 and SSHv2 are compatible. Run the following commands
to configure the SSH version.

Command Description

configure terminal Enter the configuration mode

ip ssh version {1]|2} Configure the supported SSH version.
no ip ssh version Restore the SSH default version.

3.4.6 Configuring SSH User
Authentication Timeout

By default, the user authentication timeout period of the SSH SERVER is 120
seconds. Run the following commands to configure the SSH user authentication
timeout period.

Command Description
configure terminal Enter the configuration mode
ip ssh time-out time Configure the SSH timeout period (1-120sec)

) ) Restore the SSH default user authentication timeout
no ip ssh time-out

period 120 seconds.

3.4.7 Configuring SSH
Re-authentication Times

This command is used to set the authentication attempts for SSH user
requesting connections to prevent illegal actions such as malicious guesswork.
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The authentication attempts are 3 for the SSH Server by default. In other words,
it allows the user to enter the username and password for three times to attempt
the authentication. Run the following commands to configure the SSH
re-authentication times:

Command

Description

configure terminal Enter the configuration mode

ip ssh authentication-retries retry times | Configure SSH re-authentication times (range 0-5)

no ip ssh authentication-retries Restore the default SSH re-authentication times as 3.

N For details of the above commands, see SSH Command Reference Manual.

Note

3.5 Using SSH for Device
Management

You may use the SSH for device management by first enabling the SSH Server
function that is disabled by default. Since the Telnet that comes with the
Windows does not support SSH, third-party client software has to be used.
Currently, the clients with sound forward compatibility include Putty, Linux and
SecureCRT. With the client software SecureCRT as an example, the SSH client
configuration is described as follows (see the Ul below):

Figure-1

o Options - sehi{5.245) ] X
Estegory

= Commertion CCommertion ]

Lagin Scripts

I
S50 Hume [rehz 5 2) sud Profils ]

= Fart Fervardang

Bemote Eretocsal: 2kl -
X
S Eaulatien Hostname [152. 168.5. 245
Had
E:i:: Byre = [~ Use firewall ts con
u 4 K
*E:I";'“dwl g arnisi |J.ﬂ|l-1m:l.nl-:-r
= ) ;
PF:T:':,:. Muthentication
- Options Frimary Faszwerd puid L ¥ I
Advaneed
= File Transfer Secondary | Mone? - FogerLi I
Thodes
Log File
= Fristing
Advanzed

| camea |

As shown in Figure-1, protocol 2 is used for login, so SSH2 is chosen in
“Protocol”. “Hostname” indicates the IP address of the host that will log in,
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192.168.5.245. Port 22 is the default number of the port for SSH listening.
“Username” indicates the username, and does not take effect when the device
only requires password. “Authentication” indicates the authentication mode, and
the username/password authentication is supported here. The used password
is the same as the Telnet password.

Click “OK” to pop up the following dialog:

Figure-2

AP A S BE| X P

=l _-]Si::u:-n:
&) 19z 183 5. 115
A 182168 5,135 [_‘E
& 192.1565.5. 233
45 1921885 242 (1)
4 192 1885245
& 5.245

44 851

A B5. 233
bl aski (5. 245)

& =125, 245)

[T Shew dialog on ste Connect ] Cloze ]

Click “Connect” to log into the host just configured, as shown below:

Figure-3

MNew Host Key EI

The host key sent by the server is different from

/ ! the host key storad in the host key database for
192, 168.6. 215 (182. 168.5.245), port 22. Thic may mean
that a hostile party haz “hijacked” your connection
and you are not connected to the server you specified

It 1z recommended you verify your host key before accepting.
Server’ = host key fingerprint (MDS hash):
3b:54:eT:43 ce B3 £3 b6 e 5. f1 a2 12:88 202

Accept Once I Accept & Eave[ Canecel

Ask the machine that is logging into the host 192.168.5.245 to see whether the
key from the server end is received or not. Select “Accept & Save” or “Accept
Once” to enter the password confirmation dialog box, as shown below:

Figure-4
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EnterPassword 1 B
Administrater@192. 166.5 245 requires a
password. Flease enter a password now.

Cancel

[
Ecaean|

Username: ]M{l niztyator

Fazzword: I

[T Eemember my password

Enter the Telnet login password to enter the Ul that is the same as the Telnet.
See the diagram below:

Figure-5
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3.6 Typical SSH
Configuration Examples

3.6.1 Example of SSH Local
Authentication
Configurations

3.6.1.1 Topological Diagram

10.10.10.10/24

SSH Client K“%
1H97 168.217.10 ;

] Switch A
PC2 ‘
252H Client @ 55H Server
i

Y92 168.217 20

IP Network

Networking diagram for SSH local password protection

3.6.1.2  Application Requirements

As shown above, to ensure the security of information exchange, PC1 and PC2
serve as SSH clients which will login the SSH Server of Switch A through SSH
protocol. The specific requirements are shown below:

1. SSH users adopt line password authentication.

2. 0-4 lines are enabled at the same time. The login password for line 0 is
"passzero", and the login password for other four lines is "pass”. Any user
name can be used.

3.6.1.3  Configuration Tips

SSH Server configuration tips are shown below:

1. Globally enable SSH Server. By default, SSH Server supports SSH1 and
SSH2.

2. Configure key. The SSH server will use this key to decrypt the encrypted
password received from SSH client, and compare the decrypted plain text
with the password stored on the server before giving the reply about
successful or failed authentication. SSH1 uses RSA key, while SSH 2 uses
RSA or DSA key.
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3. Configure the IP address of the VLAN interface of SSH server. SSH client
will use this address to connect SSH server. The route from SSH client to
SSH server shall be reachable.

Configurations on SSH Client:

There are many SSH client programs, such as Putty, Linux, OpenSSH and etc.
Here we will only take the client software of SecureCRT as the example to
introduce how to configure SSH Client. The configuration details are given in
"Configuration Steps".

3.6.1.4 Configuration Steps

Configure SSH Server (Switch A)

Before configuring relevant SSH features, make sure the route from SSH client
to SSH server is reachable. The IP addresses of respective interfaces are
shown in the topological diagram, and the steps of IP and route configuration
are omitted herein.

Step 1: Enable SSH Server

DES-7200(config)# enable service ssh-server

Step 2: Generate RSA key

DES-7200(config)#crypto key generate rsa

% You already have RSA keys.

% Do you really want to replace them? [yes/no]:

Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA1 keys ...[ok]
% Generating 512 bit RSA keys ...[ok]

Step 3: Configure the address of interface VLAN 1. The client will use this
address to connect SSH server.

DES-7200(config)#interface vlan 1
DES-7200(config-if-VLAN 1)#ip address 10.10.10.10 255.255.255.0
DES-7200(config-if-VLAN 1)#exit

Step 4: Configure login password for lines

I Configure the login password for line 0 as "passzero"

DES-7200(config)#line vty 0O
DES-7200(config-line)#password passzero
DES-7200(config-line)#privilege level 15
DES-7200(config-line)#exit
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I Configure the login password for line 1-4 as "pass"

DES-7200(config)#line vty 1 4
DES-7200(config-line)#password pass
DES-7200(config-line)#privilege level 15
DES-7200(config-line)#exit

Configure SSH Client (PC1/PC2)

Open SecureCRT connection dialog box, as shown below. Use SSH1 for login
authentication. Any session name can be specified (here the session name is
configured as PC1-SSH1-10.10.10.10).

Sezzion Options — Hew
Category
=} Conmection
i Logon Secripts :
= 55H1 Hame: |PC1-55H1-10. 10, 10. 10 |
i L pdwanced :
i [E-Port Forwarding Brotocel: |35HI e
: 11 Dezeriptioois
=) Terminal Enter a d(Ma}' be optionallw
= Emulation displayed Telnet
Lo Modes Telnet,/S3L
LF Blogin
e Serial
+-Mapped Keys TAFT
Lo hdvanced
[=]- Appear ance
LoMindow
{ Loz File
=} Printing
o Advanced =
o ¥modem/Zmodem

| o0& || Cancel |

Configure SSH attributes. The host name is the IP address of SSH server
(10.10.10.10 in this example). Since user name is not required by the
currently-used authentication mode, you can type in any user name in the field
of "User Name", but this field cannot be left blank (the user name is "anyname"
in this example).
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session Options — PC1-55H1-10.10.10.10

Category
& Commestion | sswt

i Logon Seripts
Hostmame: | 10.10.10.10 |

i i hdwanced
- Port Forwarding | Fort 22
LA j
EI-TErminal Firewall | Hone v|
I'_T',I-Er:nulatmn Username: i&n}'mame |
Modes
o Emacs Authentication
: ﬂzf}:;jeléeyg [WFazzword ﬂ Properties
(= Appearance [WRSA ﬁj
C o Window WITIS
LLog File
= Printing
¢ b Advanced K .
o ¥modemfZmodem EYCREENAES

[Wr=sa—=sshl F Y 1

L4

| 0K || Concel |

3.6.1.5  Verify Configurations

Verify the configurations of SSH Server

Step 1: Execute "show running-config" command to verify the current
configurations:

DES-7200#show running-config

Building configuration. ..
vian 1

1
enable secret 5 $1$eyy2$xs28FDw4s2q0tx97
enable service ssh-server

1

interface VLAN 1

no Ip proxy-arp

ip address 10.10.10.10 255.255.255.0
line vty O

privilege level 15

login

password passzero
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line vty 1 4
privilege level 15
login

password pass

1

end

Verify the configurations of SSH Client
Step 1: Establish remote connection.

Establish connection and type in the correct password in order to enter the
operating interface of SSH Server. The login password for line 0 is "passzero",
and the login password for other four lines is "pass".

Step 2: Display login user.

DES-7200#show users

Line User Host(s) Idle Location

0 con O idle 00:03:16

1vty O idle 00:02:16 192.168.217.10
* 2vty 1 idle 00:00:00 192.168.217.20

3.6.2 Example of Configuring

AAA Authentication for SSH

3.6.2.1

Topological Diagram

192.168.32.120 &

Radius Server

- Switch
SVI: 192.168.217.81 @ SSH Server
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Networking diagram for AAA authentication for SSH

3.6.2.2  Application Requirements

As shown above, to ensure the security of information exchange, PC serves as
SSH clients which will login the SSH Server of Switch using SSH protocol.

To better implement security management, SSH client adopts the AAA
authentication mode. Meanwhile, for stability consideration, two authentication
methods are configured in the AAA authentication method list: Radius server
authentication and local authentication. Radius server will always be selected
first, and the local authentication method will be selected later if no reply is
received from Radius server.

3.6.2.3  Configuration Tips

1. The route from SSH client to SSH server and the route from SSH server to
Radius client shall be reachable,

2. Complete SSH Server related configurations on Switch. The configuration
tips have been described in the previous example, and won't be further
introduced herein.

3. Complete AAA authentication related configurations on Switch. AAA
defines ID authentication and type by creating the method list, which is
then applied to the specific service or interface. Details are given in the
section of "Configuration Steps".

3.6.24  Configuration Steps

The route from SSH client to SSH server and the route from SSH client to
Radius server shall be reachable. Route related configurations won't be further
introduced. Please refer to the section of route configuration in this manual.

Configure relevant SSH features on Switch

Step 1: Enable SSH Server

DES-7200(config)# enable service ssh-server

Step 2: Generate the key
I Generate RSA key

DES-7200(config)#crypto key generate rsa

% You already have RSA keys.

% Do you really want to replace them? [yes/no]:

Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
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% Generating 512 bit RSA1 keys ...[ok]
% Generating 512 bit RSA keys ...[okK]

I Generate DSA key

DES-7200(config)#crypto key generate dsa
Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit DSA keys ...[ok]

Step 3: Configure the IP address of device. The client will use this address to
connect SSH server.

DES-7200(config)#interface vlan 1
DES-7200(config-if-VLAN 1)#ip address 192.168.217.81 255.255.255.0
DES-7200(config-if-VLAN 1)#exit

Configure relevant features of AAA authentication on Switch

Step 1: Enable AAA on the device

DES-7200#configure terminal

DES-7200(config)#aaa new-model

Step 2: Configure information about Radius server (the shared key used by
device for communicating with RADIUS server is "aaaradius”
DES-7200(config)#radius-server host 192.168.32.120
DES-7200(config)#radius-server key aaaradius

Step 3: Configure AAA authentication method list

I Configure login authentication method list (Radius first, followed by Local), and
the name of method list shall be "method".

DES-7200(config)#aaa authentication login method group radius local

Step 4: Apply this method list to the line

DES-7200(config)#line vty 0 4
DES-7200(config-line)#login authentication method
DES-7200(config-line)#exit

Step 5: Configure local user database

I Configure local user database (configure user name and password, and bind
the privilege level)

DES-7200(config)#username userl privilege 1 password 111
DES-7200(config)#username user2 privilege 10 password 222
DES-7200(config)#username user3 privilege 15 password 333
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I Configure local enable command for local enable authentication

DES-7200(config)#enable secret w

3.6.2.5  Verify Configurations

Step 1: Execute "show running-config" command to verify the current
configurations:

DES-7200#show run

aaa new-model

1

aaa authentication login method group radius local
1

vian 1

1

username userl password 111

username user2 password 222

username user2 privilege 10

username user3 password 333

username user3 privilege 15

no service password-encryption

!

radius-server host 192.168.32.120
radius-server key aaaradius

enable secret 5 $1$hbgz$ArCsyqty6yyzzp03
enable service ssh-server

1

interface VLAN 1

no ip proxy-arp

ip address 192.168.217.81 255.255.255.0
!

ip route 0.0.0.0 0.0.0.0 192.168.217.1

1

line con O

line vty 0 4

login authentication method

1

end

Step 2: Configure Radius Server. This example configures the SAM server.

1. In "System Management-Device Management", type in device IP of
"192.168.217.81" and device key of "aaaradius";
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2. In "Security Management - Device Management Privilege", configure the
privilege level for the login user;

3. In "Security Management - Device Administrator”, type in the user name of
"user" and password of "pass".
Step 3: Establish remote SSH connection on the PC.

1. SSH client configuration and connection establishment: please refer to the
previous example.

2. Type in the correct password: "user" for SSH user name and "pass" for
password. The user will login successfully.
Step 4: Display login user.

DES-7200#show users

Line User Host(s) 1dle Location
0 con O idle 00:00:31
*1vty O user idle 00:00:33 192.168.217.60
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LINE Mode

Configuration

4.1 Overview

This chapter describes some operations in LINE mode:

Enter the LINE mode

® Increase/decrease LINE VTY
® Configure the protocols to communicate on the line
® Configure the ACLs on the line

4.2  Configuring LINE Mode

4.2.1 Entering the LINE mode

After entering the specific LINE mode, you can configure the specified line.
Execute the following commands to enter the specified LINE mode:

Command

Function

DES-7200(config)# line [console | vty ] first-line

[last-line]

Enter the specified LINE mode.

4.2.2 Increasing/Decreasing LINE
VTY

By default, the number of line vty is 5. You can execute the following commands
to increase or decrease line vty, up to 36 line vty is supported.

Command

Function

DES-7200(config)# line vty line-number

Increase the number of LINE VTY to the

specified value.

DES-7200(config)# no line vty line-number

Decrease the number of LINE VTY to the

specified value.
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4.2.3 Configuring the Protocols to
Communicate on the Line

To restrain the communication protocol type supported on the line, you can use
this command. By default, a VTY supports the communication of all protocols
while a TTY do not support the communication of any protocol.

Command Description

configure terminal Enter the configuration mode.

line vty line number Enter the line configuration mode.

) Configure the protocol to communicate on the
transport input {all | ssh | telnet | none} i
ine.

) Disable the communication of any protocol on
no transport input .
the line.

Restore the setting to the default value.

default transport input

4.2.4 Configuring the Access
Control List on the Line

To configure the access control list on the line, you can use the command. By
default, no access control list is configured on the line.That is, all incoming and
outgoing connections are permitted.

Command

Description

configure terminal

Enter the configuration mode.

line vty line number

Enter the line configuration mode.

access-class access-list-number {in | out}

Configure the access control list on the line.

no access-class access-list-number {in | out}

Remove the configuration.
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5.1

System Upgrade
Configuration

Understanding Program
Image in the System

The system image contains DES-7200 firmware. All D-Link network devices are
embedded with specific version of images before distribution. The user may upgrade
such images to upgrade the device to the latest version. Use "show version"
command to find out the version of images running on the device and the name of
various main programs.

DES-7200 firmware involves the following types of images:

Main program: Also called MAIN, it is a complete image software package. It may
contain such images as boot program, line card program and etc. It will be loaded
and implement various services when device starts up. Users are generally using and
operating on the main program.

BOOT: The most fundamental device initialization and boot program. This image is
first image run on the device, and generally cannot be upgraded to ensure the system
can always be initialized, guided and upgraded (CTRL) correctly. This image only
exists in switching devices and line cards of the switch.

CTRL: Thisis a boot program provided with network functions. This program image
is initialized by BOOT, and features network communication function and main
program booting and upgrading function.

Bootloader: Device initialization, network communication and main program booting
and upgrading function. This is the first image loaded when the device is powered on,
and can boot the main program after device initialization. Routing devices only have
Bootloader and Main program. Bootloader has all functions of BOOT and CTRL.

Among the aforementioned program images, only the main program can be viewed,
upgraded and modified through file system commands. BOOT/CTRL/Bootloader
programs are generally stored in the parallel flash and cannot be managed directly by
user. For chassis devices, all line cards have BOOT and CTRL programs, while some
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line cards may have the main program for line card. Generally, to have new features
of a device, you will need to upgrade the main program of the device. In order to
maintain the compatibility of BOOT, CTRL and Main programs, as well as the
compatibility of the Main program of management board and line card, the upgrade
function provides the guarantee to automatic compatibility. Incompatible parts will be
upgraded automatically without the need to download upgrade image separately.
During the upgrade process, images incompatible with the new-version software will
be upgraded automatically. Therefore, the upgrade information of such images will be
shown during the upgrade process.

5.1.1 Overview of Upgrade

Function

5111

Upgrading Image Set

5.1.12

Users generally expect to obtain a more reliable software version and more software
features through upgrade. In most cases, these features are related to the main
program. The device may contain multiple program images with different functions
(such as BOOT/CTRL for booting), and these program images will only work in
coordination. Therefore, the upgrade function not only provides the support to main
program upgrade, but also allows the automatic synchronized upgrade of respective
program images on the device, so that the overall device can maintain good
compatibility.

Therefore, the upgrade file contains not only the main program for rendering primary
services, but also the BOOT/CTRL images used in conjunction with the main
program. When implementing upgrade, these images will be extracted from the
upgrade file and upgrade the corresponding images on the device.

Auto-Installation

5.1.13

For devices like DES-7200, dynamic plug of linecards shall be supported. If the
embedded image version of linecard plugged is incompatible with that of the device,
the system will automatically upgrade the image of this linecard before it can work.
Some versions of line cards can automatically download image to run from the
master management board. This function avoids the need to consider the
compatibility between different linecards and the device. The system can well
guarantee image compatibility and consistency without the intervention of user.

Operating Principle

The firmware image release for DES-7200 devices is a self-extracting executable
program. The firmware image carries the main program image for the device. For
cabinet devices, the firmware image contains main program and boot program; for
chassis devices, the firmware image contains the main program and boot program for
respective line cards.
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During the upgrade process, the user will first need to operate in the file system to
copy the new-version firmware image to the device. The user can use this new
program image to install the device. During the installation process, the system will
automatically search for image to be upgraded and upgrade them one by one. The
system will automatically guarantee the compatibility of respective images after the
upgrade. No further identification by the user is needed.

As for the upgrade of stacked devices, when the main programs of member devices
are different in version, the automatic installation process will start as well. The
firmware image on the master device will be synchronized to salve devices having
the inconsistent version of image, and installation will commence on these devices.
After the installation, the entire stack of devices will be reset. When all devices enter
into ready state, they will be running the identical main program.

As for chassis devices (such as DES-7200 series), the installation may be activated
when a new line card is plugged. In case a line card is plugged when the device is still
running, the service of this line card will be started if the system detects that this line
card is compatible with the program image of current device, or use the line card
program image contained in the firmware stored in the master management board to
upgrade this line card or download the image if incompatible. The line card will be
reset after the upgrade (no need to reset during image download) and will then enter
into ready state. For such devices, the image used by line card or slave board always
needs to maintain compatible with the program run on the master management
board.

During system upgrade, the user may choose two different means: automatic
installation and manual installation. The corresponding processes are shown below:

B Automatic installation: The new-version file is copied to the device -> reset
device -> wait until device installation is completed

B Manual installation: The new-version file is copied to the device -> input install
command -> reset device

Manual installation is only supported in version 10.4(2) and subsequent software
versions for DES-7200 series. The advantage of manual installation is that the
system services will not be affected during installation. If any accident incurs during
the installation, as long as the device is powered on, the installation operation can be
repeated without leading to any risk. Once the installation is completed successfully,
the device can function immediately after restart. The manual installation is featured
by shorter offline time and higher security.

Automatic installation is easy to operate, and no intervention by user is needed once
the upgrade process commences.
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yiN

Caution

For chassis devices, if the current boot/main program of master
management board is upgraded, this upgrade file will also upgrade
and replace the boot/main program of slave management board.
However, if ISSU function is enabled, the system will no longer
automatically upgrade the boot program of slave board, and manual
upgrade by the user will be needed.

AN

Note

Version 10.4(2) has well optimized and improved the upgrade
function, including: safer and more reliable upgrade process, less
times of device reset and service interruption, and
easy-to-understand upgrade interface. Therefore, the upgrade
interface is quite different before and after Version 10.4(2), but the
operation steps of upgrade are compatible.

5.1.1.4  Protocol Specification
NA
5.2 Default Configurations

5.3

NA

Upgrade Steps

Device upgrade will require the following steps:

Preparation before upgrade

Copy image file to the device

Device installation and upgrade

Verify device installation

AN

Note

Do not carry out upgrade or hot-plug/reset the line card when the
device is extremely busy (with CPU utilization rate > 70%). This may
lead to unsuccessful upgrade or boot failure of line card, including:

1. Reset line card or dynamically plug in the line card. If the CPU
utilization rate is excessively high, the automatic upgrade of this line
card or image distribution may fail. Please try to reset the line card
again after the CPU utilization rate goes down, until the line card is
successfully upgraded or booted.

2. During the process of manual upgrade, high CPU utilization rate
will lead to the failure of upgrade. By this time, the user will need to
retry manual upgrade after the CPU utilization rate goes down.
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5.3.1 Preparation Before Upgrade

5.3.11

Make the following preparations before implementing device upgrade:
B Confirm the method of file download
B Confirm the space of file system

B Backup configuration file

The upgrade may fail if implemented when the device is busy or being
A attacked. Please use "show cpu" command to verify whether the
system is busy or not, and implement upgrade when the CPU

Caution e .
utilization rate is lower than 20%.

Confirm the Method of file
Download

There are following means to download firmware image to the device:
B Download via TFTP server

This is the most commonly used method, which allows remote upgrade. First, make
sure the server is already running TFTP server software (working in server mode),
and then specify the directory for file download, which will need to store the firmware
image file downloaded. Finally, confirm the TFTP server address and ensure the
device side can visit this TFTP server.

When user uses "copy tftp" command to download upgrade file from
tftp server to the device (master management board) and at the same
time overwrites the boot/main program, the system will check the
validity of the upgrade file downloaded (i.e., whether inappropriate
upgrade file is downloaded, or whether the upgrade file is corrupted).
Upgrading of boot/main program via other means (such as ftp,
xmodem and other file system commands) will not result in validity
check. In addition, using "copy tftp" command to overwrite the boot
\ image of slave board won't lead to the corresponding check as well.

Therefore, when selecting the download method, it is generally
recommended to use "copy tftp" command to overwrite the boot
image (master management board) of the device, as it is the safest
upgrade method.

Note

If the user doesn't want to use this download method, for device like
DES-7200, we recommend you to adopt manual installation
("upgrade system" installation command) after copying the upgrade
file to the device. Manual installation is safer, and allows the user to
quickly discover image problems and timely correct such problems.
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c TFTP only supports the transfer of files with size below 32M. If the file
size is larger than 32M, the file will have to be downloaded via FTP or
Caution  flash disk.

B Download via xmodem

Xmodem download is applicable to some exceptional cases, such as the failure in
network connection. Before using xmodem download, make sure the device is linked
to console with serial line. In order to obtain faster download speed, the baud rate of
connection can be increased. At the same time, make sure the terminal software
supports xmodem transmission.

ﬁ Using this method to copy upgrade file will not lead to validity check.
In addition, this method cannot be used when there are two
Caution management boards.

B Copy via flash disk

Plug the flash disk stored with firmware image to the USB port. Make sure the device
has found this USB apparatus.

Using this method to copy upgrade file will not lead to validity check.
A In addition, this method cannot be used when there are two

management boards.

Caution
Supported by all devices provided with USB port.

B Download via FTP

Set the device as FTP server, and use FTP client to download upgrade file.

ﬁ Using this method to copy upgrade file will not lead to validity check.
In addition, this method cannot be used when there are two
Caution management boards.

5.3.1.2  Confirm the Space of File
System

The user may use "show file system" or "dir" command to learn the space and its
usage of the existing file system.
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If the target file system has sufficient space to store both new and old program
images, then during the upgrade process, the original boot/main program will be
renamed as "original filename.bak". When the CTRL version is 10.4 or above, this file
will be used as the backup image of new program image. When the new program
image fails, the system will boot with this back image. This can save the rollback
operation required in the case of upgrade failure.

When the system has hardly any residual space, the user will need to clean up the file
system in order to make sure the upgrade is successful. Unnecessary files can be
deleted using "del' command. While upgrading chassis device with dual
management boards, the file system space of the slave board shall also be verified.
The URL prefix of file system space of the slave board is "slave:".

A When file system space is insufficient to store two program images,

] the backup file of original program image will not be generated.
Caution

Timely cleanup of file system will facilitate quick completion of
upgrade. When the number and size of files in the file system are
comparatively large, the booting speed of device will be subject to
great influence. Before upgrade, delete unnecessary files as far as

A possible.

) Installation of software with version older than 10.4(2) will leave such
Caution files as install_xxxx.bin on the management board of chassis device.
After the software is upgraded to 10.4(2) or higher version, these files

will become useless and shall be deleted manually in order not to

slow down booting speed of system.

5.3.1.3 Backup Configuration File

Backup of configuration files is needed before the upgrade. Since different versions
of software may contain different default configurations, the newly added default
configurations may conflict with the current configurations. In order to ensure
successful upgrade, please backup the original configuration file before the upgrade.
After successful upgrade, verify whether there is any conflict in configurations.
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5.3.2 Typical Upgrade Process

5.3.21  Manual Upgrade of Chassis
Device

To ensure reliable upgrade, chassis devices generally adopt manual upgrade, which
is supported by DES-7200 series of devices with current software version being
10.4(2) or above.

Steps of manual upgrade are shown below:

B Copy the new-version software to the device

B Input manual installation command to implement local installation
B Reset the device

The following is the example of manual installation:

Use "copy tftp" command to download software from tftp server to the device, and
make sure the device and TFTP server are able to ping each other.

DES-7200#copy tftp://192.168.201.98/Firmware.bin flash:firmware.bin
Accessing tftp://192.168.201.98/firmware.bin. ..

Verify the system boot image ..... [ok]

Upgrading system boot image on slave:/

21,525,888 bytes]

Waiting for image installed........ Complete
CURRENT PRODUCT INFORMATION :
PRODUCT ID: 0x20060062
PRODUCT DESCRIPTION: DES-7200 High-density IPv6 10G Core Routing Switch(DES-7210)

By D-Link Corporation

SUCCESS: UPGRADING OK.
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When the device is plugged with two management boards, use
"copy tftp" command will overwrite the boot/main program with
new-version upgrade file, and the system will also synchronize this
upgrade file to the slave board.

N If "copy tftp" based installation is not used, the user will need to
—— manually copy the upgrade file to the slave board to overwrite the
boot image of the slave board (the filename of boot image of the
slave board shall be learned in advance).

Note

For example:

Copy flash:/firmwarebak.bin slave:/firmware.bin

After the new-version software is successfully downloaded to the device, use
"upgrade" command to upgrade the system:

DES-7200#upgrade system firmware.bin
These images in linecard will be updated:
Slot image linecard
1 MAIN 7200-24
6 MAIN 7200-24

(Slot 1): Installing MAIN

Waiting for image installed....Complete
(Slot 1): MAIN installed.

(Slot 1): All images have been installed.
(Slot 6): Installing MAIN

(Slot 6): Download image! IIIIIIIRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRNNENY

Waiting for image installed....Complete
(Slot 6): MAIN installed.

(Slot 6): All images have been installed.

After the device is reset, the device will be running the new-version software.

After manual installation and before system reset, if you use "show
version" command to check the software version, you may find out

A that versions of BOOT/CTRL images have been upgraded, while the
version of main program image remains unchanged. This is because
the system hasn't been reset to load and run the new main program
image.

Caution
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The user cannot use "upgrade system" command to degrade the
system to software version older than 10.4(2). If the manually

A installed software is of version older than 10.4(2), the system will
prompt the following error:

Caution . .
File [chars] format error. It"s not an install package.

Therein, [chars] means the filename of current master program.

The interface prompts in the VSU status are different from that in the
A single-machine mode, such as the “Slot 1/2” indicates the card on the
slot2 of the chassisl, while there is no chassis number in the

Caution . :
single-machine mode.

5.3.2.2  Upgrade of Cabinet Device

Steps to upgrade the cabinet device:
B Copy the new-version software to the device
B Reset the device
B Wait for device installation
Upgrade to 10.4(2) or higher version

Copy the new-version software to the device:

DES-7200#copy tftp://192.168.201.98/DES-7200_V10.4(2)_R64047_.bin
flash:firmware.bin
Accessing tftp://192.168.201.98/ DES-7200 V10.4(2)_R64047.bin...

Other members are not present, quit synchronize...
Checking file, please wait for a few minutes ....

Check file success.

Transmission finished, file length 7243040

THE PROGRAM VERSION: 10.4.*, Release(64047)

Upgrade Master CM main program OK.
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CURRENT PRODUCT INFORMATION :
PRODUCT 1D: 0x20110010
PRODUCT DESCRIPTION: DES-7200 Gigabit Security & Intelligence Access Switch By

D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200# reload

Wait for device installation after device reboot:

In most cases, when upgrading older version to 10.4(2) or higher version, the device
will become usable at once without any installation after device reset. The installation
process will only show up in very few cases, and the system will display the following
prompt of BOOT or CTRL image upgrade:

Upgrading CTRL...

DO NOT POWER OFF!

Erasing device...eeeeeceeeeeceeceeeeeeceeeeeee [0k]

Writing Flash #####HHHHHTHHHHH##HH# [OK - 1,215,488 bytes]

*Apr 1 07:32:44: %UPGRADE-5-LOCAL_FIN: New software image installed in flash.

When the system prompts any flash operation (such as "Erasing
A device" or "Writing flash" as shown above), never turn the device

] off. Any power failure during flash operation will lead to boot failure
Caution . .
of device, and such failure cannot be recovered.

Degrade to 10.4(1) or older version

The degrading steps are exactly same as the upgrading steps. Only the interface of
installation waiting process is different.

Copy the new-version software to the device:

DES-7200#copy tftp://192.168.201.98/s26_64047_install_10_4 1.bin
flash:firmware.bin

Accessing tftp://192.168.201.98/s26_64047_install_10_4_1._bin...

5-11



DES-7200 Configuration Guide Chapter 5 System Upgrade Configuration

Transmission finished, file length 6128032 bytes.
Verify the system boot image .[ok]

CURRENT PRODUCT INFORMATION :
PRODUCT 1D: 0x20110010
PRODUCT DESCRIPTION: DES-7200 Gigabit Security & Intelligence Access Switch By

D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200#reload

Wait for device installation after device reboot:

After reboot, the device will automatically commence local image installation. For
example:

Prepare installation data ...

Load install package file firmware.bin OK!
Installation is in process ...

ATTENTION: Do not restart your machine before finish !
Upgrading main ...

Size of main file firmware.bin is 10406464 Bytes

Checking file, please wait for a few minutes ....
Check file success.
Upgrade main succeed.

Installation process finished successfully ...

Upon completion of automatic installation, the system will reset the device
automatically.

SYS-5-RESTART: The device is restarting. Reason: Upgrade product !.

After the reset, the device will enter into ready state.
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5.3.2.3  Automatic Upgrade of Chassis
Device

Upgrade steps

Steps to upgrade the chassis device:

B Copy the new-version software to the device
B Reset the device

B Wait for device installation

Upgrade to 10.4(2) or higher version

Copy the new-version software to the device:

DES-7200#copy tftp://192.168.201.97/Firmware.bin flash:firmware.bin
Accessing tftp://192.168.201.97/Firmware.bin. ..

Check file success.

Transmission finished, file length 22655264
THE PROGRAM VERSION: 10.4.*, Release(64046)
Upgrade file to Module(s) in slot: [M2]
Please wait......

Upgrade file to Module in slot [M2] OK!

Upgrade Master CM main program OK.

CURRENT PRODUCT INFORMATION :

PRODUCT ID: 0x20060062

PRODUCT DESCRIPTION: DES-7200 High-density IPv6 10G Core Routing Switch(DES-7210)
By D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200#reload
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Wait for automatic installation of device:

After entering the main program, the main management board will implement local
installation first:

*Apr 1 07:32:17: %UPGRADE-5-LOCAL_BEG: Installing: "flash: CTRL".

*Apr 1 07:32:17: %UPGRADE-5-LOCAL: Upgrading CTRL.

Upgrading CTRL...

DO NOT POWER OFF!

Erasing device...eeeeeeceeeeceeceeeeeeeeeeeee [ok]

Writing Tlash #####H#HHHH#THHH#H###HH# [OK - 1,215,488 bytes]

*Apr 1 07:32:44: %UPGRADE-5-LOCAL_FIN: New software image installed in flash.

Upon completion of local installation, the system will verify whether the boot/ctrl/main
programs of all line cards and the slave board need to be installed and complete the
corresponding installation automatically. This automatic installation process will
generally take place when the current device version is lower than 10.4(2).

These images in linecard will be updated:
Slot image linecard
3 MAIN 7200-24
M2 CTRL 7200-CM4
*Aug 7 07:46:25: %UPGRADE-5-SLOT_BEG: (Slot 3): Installing MAIN
(Slot 3): Download image
*Aug 7 07:47:21: %UPGRADE-5-SLOT_SUCC: (Slot 3): MAIN installed.
*Aug 7 07:47:21: %UPGRADE-5-SLOT_FIN: (Slot 3): All images is installed.
*Aug 7 07:47:21: %UPGRADE-5-RESET_CARD: (Slot 3): Reset.
*Aug 7 07:47:26: %UPGRADE-5-SLOT_BEG: (Slot M2): Installing CTRL

Waiting for image installed...Complete

Erasing device...eeeeeeeeeeceeceeeeeeeeeeee [o0k]

Writing Tlash ####HH## [OK - 1,215,488 bytes]

*Aug 7 07:48:00: %UPGRADE-5-SLOT_SUCC: (Slot M2): CTRL installed.

*Aug 7 07:48:00: %UPGRADE-5-SLOT_FIN: (Slot M2): All images is installed.
*Aug 7 07:48:00: %UPGRADE-5-RESET_CARD: (Slot M2): Reset.

The upgrade of old-version line card will need two reboots. The line card will reboot
automatically after the main program has been installed. After reentering the main
program, the boot or ctrl image will be installed.

These images in linecard will be updated:
Slot image linecard
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3 CTRL 7200-24

*Aug 7 07:48:09: %UPGRADE-5-SLOT_BEG: (Slot 3): Installing CTRL

Waiting for image installed...Complete

Erasing device...eeeeeeeeeeceeceeeeeeeeeeeeee [0k]

Writing Tlash ##s##### [OK - 1,088,0 bytes]

*Aug 7 07:48:37: %UPGRADE-5-SLOT_SUCC: (Slot 3): CTRL installed.

*Aug 7 07:48:37: %UPGRADE-5-SLOT_FIN: (Slot 3): All images is installed.
*Aug 7 07:48:37: %UPGRADE-5-RESET_CARD: (Slot 3): Reset.

Upon completion of installation, normal services can start directly without the need to
reset the device.

Degrade to 10.4(1) or older version
Copy the new-version software to the device:

Use "copy" command to copy the old edition software of 10.4(1) to the device.

DES-7200#copy tftp://192.168.201.97/Firmware.bin flash:firmware.bin

Accessing tftp://192.168.201.97/ firmware.bin ...

Verify the system boot image ..... [ok]

Upgrading system boot image on slave:/

CURRENT PRODUCT INFORMATION :

PRODUCT 1D: 0x20060062
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PRODUCT DESCRIPTION: DES-7200 High-density IPv6 10G Core Routing Switch(DES-7210)
By D-Link Corporation

SUCCESS: UPGRADING OK.

Reset the device:

DES-7200#reload

Wait for automatic installation of device:

The following installation information will prompt after device reboot:
Prepare installation data ...
Load install package file firmware.bin OK!
Installation is in process ...
ATTENTION: Do not restart your machine before finish !
Upgrading main ...

Size of main file firmware.bin is 8914464 Bytes

Checking file, please wait for a few minutes ....

Check file success.

Upgrade main succeed.

Upgrading file install_Ilc_200e0020.bin ...

Write executable file install_lIc_200e0020.bin to file system.
Checking file, please wait for a few minutes ....

Check file success.

Upgrade file install_lc_200e0030.bin succeed.

Upgrading file install_Ic_20070010.bin ...
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Write executable file install_lc_20070010.bin to file system.

Checking file, please wait for a few minutes ....

Check file success.

Upgrade file install_lc_20070010.bin succeed.

Installation process finished successfully ...

The system will reset automatically upon completion of installation:

SYS-5-RESTART: The device is restarting. Reason: Upgrade product !.

After entering into the main program, the master management board will synchronize
new-version program image to line cards:

*Apr 1 06:11:30: %7: Card in slot [1] CPU 0O need to do version
synchronization ...Current software version :

*Apr 1 06:11:30: %7: BOOT VERSION: 10.4.63238

*Apr 1 06:11:30: %7: CTRL VERSION: 10.4.63967

*Apr 1 06:11:30: %7: MAIN VERSION: 10.4.63967

*Apr 1 06:11:30: %7: Need update to software version :

*Apr 1 06:11:30: %7: BOOT VERSION: 10.4.59831

*Apr 1 06:11:30: %7: CTRL VERSION: 10.4.59831

*Apr 1 06:11:30: %7: MAIN VERSION: 10.4.61477

*Apr 1 06:11:41: %7: Install package transmission begin, wait please ...

*Apr 1 06:11:41: %7: Transmitting install package file to slot [1] ...

*Apr 1 06:11:41: %7: Transmitting file install_lc_20070010.bin;

*Apr 1 06:12:02: %7: Transmitting install package file to slot [1] OK ...
*Apr 1 06:12:02: %7: Install package transmission finished, system will reset
cards ...

*Apr 1 06:12:03: %7: Reset card in slot [1]

*Apr 1 06:12:03: %7: Software installation is in process, wait please ...
*Apr 1 06:12:03: %7: Installing, wait please !

*Apr 1 06:12:04: %O0IR-6-REMCARD: Card removed from slot 1, interfaces disabled.
*Apr 1 06:12:13: %7: Installing, wait please !

*Apr 1 06:14:03: %7: Installing, wait please !

*Apr 1 06:14:13: %7: Installing, wait please !

*Apr 1 06:14:18: %O0IR-6-INSCARD: Card inserted in slot 1, interfaces are now
online.
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5.3.24

*Apr 1 06:14:18: %AUTO_UPGRADE-6-VER_SYNC_SUCCEED: Version synchronization for

line card in slot [1] has been succeeded.

Dynamic Linecard Plug-in

When linecard is dynamically inserted in DES-7200 device, the system will

automatically check the software version of this linecard. If its software version is

incompatible with that of master management board, then this card will be
automatically upgraded by the system before operation.

The following is an example of dynamically inserting a line card with incompatible
software version in the DES-7200 device (running 10.4(1) or older version):

*Apr 1 06:17:31:
*Apr 1 06:17:33:

online.

*Apr 1 06:17:33:

%7: MODULE-6-INSTALL:

%0 IR-6-INSCARD:

Card

inserted

in slot 5,

Install Module 7200-24 in slot 5.

interfaces are now

%7: Card in slot [5] CPU O need to do version

%7: Install package transmission begin, wait please ...

%7: Transmitting install package file to slot [5] ...

%7: Transmitting install package file to slot [5] OK ...

%7: Install package transmission finished, system will reset

%7: Software installation is in process, wait please ...

from slot 5,

in slot 5,

interfaces disabled.

interfaces are now

synchronization ...Current software version :
*Apr 1 06:17:33: %7: BOOT VERSION: 10.4.59831
*Apr 1 06:17:33: %7: CTRL VERSION: 10.4.64046
*Apr 1 06:17:33: %7: MAIN VERSION: 10.4.63967
*Apr 1 06:17:33: %7: Need update to software version :
*Apr 1 06:17:33: %7: BOOT VERSION: 10.4.59831
*Apr 1 06:17:33: %7: CTRL VERSION: 10.4.59831
*Apr 1 06:17:33: %7: MAIN VERSION: 10.4.61477
*Apr 1 06:17:33:

*Apr 1 06:17:33:

*Apr 1 06:17:33: %7: Transmitting file install_Ilc_20070010.bin;
*Apr 1 06:17:59:

*Apr 1 06:17:59:

cards ...

*Apr 1 06:17:59: %7: Reset card in slot [5]
*Apr 1 06:17:59:

*Apr 1 06:17:59: %7: Installing, wait please !
*Apr 1 06:18:01: %OIR-6-REMCARD: Card removed
*Apr 1 06:18:09: %7: Installing, wait please !
*Apr 1 06:19:29: %7: Installing, wait please !
*Apr 1 06:19:39: %7: Installing, wait please !
*Apr 1 06:19:49: %7: Installing, wait please !
*Apr 1 06:19:59: %7: Installing, wait please !
*Apr 1 06:20:08: %OIR-6-INSCARD: Card inserted
online.
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*Apr 1 06:20:08: %AUTO_UPGRADE-6-VER_SYNC_SUCCEED: Version synchronization for

line card in slot [5] has been succeeded.

The following is an example of dynamically inserting a line card with incompatible
software version in the DES-7200 device (running 10.4(2) or higher version):

These images in linecard will be updated:
Slot image linecard

3 MAIN 7200-24
*Aug 7 07:46:25: %UPGRADE-5-SLOT_BEG: (Slot 3): Installing MAIN
(Slot 3): Download image
*Aug 7 07:47:21: %UPGRADE-5-SLOT_SUCC: (Slot 3): MAIN installed.
*Aug 7 07:47:21: %UPGRADE-5-SLOT_FIN: (Slot 3): All images is installed.

*Aug 7 07:47:21: %UPGRADE-5-RESET_CARD: (Slot 3): Reset.

The following is an example of dynamically inserting a line card with compatible
software version (only when the master management board is running 10.4(2) or
higher version):

*Apr 2 07:39:06: %UPGRADE-5-DISPATCH_BEGIN: Dispatch image to slot 3.
Download image to slot 3: IIIRRRRRRRRIRRRRRRRRRRRRRRRRRRRRRRRRRNLLNLLL

Waiting for image installed....Complete

5.3.25

When line card inserted cannot be supported by the existing
A master management board, the system will prompt:

UPGRADE-4-CARDNOTSUPPORT: The [linecard in slot 1/4 is not

Caution )
supportted by current version.

Upgrade of Stacked Devices

Upgrade of stacked devices will be activated under the following two circumstances:
B Upgrade of all stacked devices

This case is applicable to the upgrade of devices having completed stacking. The
upgrade steps are same as those of cabinet devices.
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B Upgrade during the stacking process

The stacked devices are required to have the same software version. Otherwise, the
system will automatically upgrade devices with inconsistent software version during
the stacking process (subject to the software version of master device or the highest
version).

During the automatic installation process of stacked devices, apart from the
installation information of master device, the interface will also prompt the installation
information of slave devices:

*Jan 2 00:01:39:%STACK-5-INST: (Device 2): Install CTRL.
*Jan 2 00:03:39:%STACK-5-INST: (Device 2): Install SYSINFO.

*Jan 2 00:06:40:%STACK-5-FINISH: All software images installed.

When the system prompts "All software images installed", it means that all stacked
devices have completed installation, and system service can be expanded.

5.3.3 Verify Device Installation

After the system installation, the user may use the show version command to verify
the conditions of device upgrade, and make sure the version of main program is
same as the anticipated version. It is normal that the versions of BOOT, CTRL and
Bootloader programs and the image of line card may be different from the version of
the main program package.

The diaplayed main program version indicates the version number of main program
being run in the system. Therefore, in the case of manual installation, the displayed
version number of main program is not the version number of software newly
installed, but the version number of software run currently.

For cabinet device, if the line card automatic installation process begins, the line card
will be reset and execute the new program. The user needs to wait until the line card
enters into UP state and then uses show version command to verify its version
number.

The following is an example of executing show version command on DES-7200
device with two management boards and two line cards:

DES-7200#sh version

System description : DES-7200 High-density IPv6 10G Core Routing
Switch(DES-7210) By D-Link Corporation

System start time : 2008-01-04 3:20:23

System uptime : 0:15:35:55

System hardware version : 1.0
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System software version :

System BOOT version
System CTRL version
Module information:

Slot-7 : 7200-48

Hardware version :

Software version :

BOOT version
CTRL version
Slot-8 : 7200-24GE

Hardware version

Software version :

BOOT version
CTRL version

Slot-M1 : 7200-CM4

Hardware version :

Software version :

BOOT version
CTRL version

Slot-M2 : 7200-CM4

Hardware version :

Software version :

BOOT version

CTRL version

10.4(2) Release(64533)
: 10.4 Release(59831)
: 10.4(2) Release(64533)

1.0
10.4(2) Release(64533)

: 10.4 Release(59831)
: 10.4(2) Release(64533)

2.0

10.4(2) Release(64533)

: 10.4 Release(59831)
: 10.4(2) Release(64533)

1.0
10.4(2) Release(64533)

: 10.4 Release(59831)
: 10.4(2) Release(64533)

1.0
10.4(2) Release(64533)

: 10.4 Release(59831)

: 10.4(2) Release(64533)

Note

N

When using "show version" command to show the version number of
image with version older than 10.4(2), the system cannot display the
release version marking of this image. The release version marking
indicates the release time of this image, and is shown in the brackets
after the version number. For example, in the version number of
10.4(2), "2" is the release version marking.

For instance, when using "show version" command, versions older
than 10.4(2) will display the version number of 10.4 Release (59831)
or 10.4.59831, while the versions higher than 10.4(2) will display the
version number of 10.4(2) release (59381).

Caution

N

For versions higher than 10.4(2), no reset operation will be needed
after the installation. To verify whether the automatic installation
process of chassis device is completed, check if the installation list
information shown during the installation process indicates the end of
operation, or use "show version" command to check whether each
card on the device is ready.
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5.4 Common Upgrade
Problems

5.4.1 Loss of Main Program of
Master Management Board

The user may accidentally delete the boot/main program of the file system, and the
system will give the following warning information:

Warning: System boot file firmware.bin is missing.

However, if the user doesn't notice such loss of main program and dynamically
inserts a new line card during the subsequent use, the system will prompt:

*Aug 25 13:21:50: %UPGRADE-3-DISPATCH_FAIL: Dispatch program to slot 3 failed.

A The aforementioned prompt and function are only supported by

. products running 10.4(2) or higher version.
Caution

5.4.2 Unsupported Line cards

If the line card detected be device is not supported by the current software version,
the system will prompt:

*Jan 2 00:00:39: %UPGRADE-4-CARDNOTSUPPORT: The linecard in slot [dec/dec/...] is

not supportted by current version.

In such a case, support to such type of line card as specified in the release of current
software version shall be verified. If this line card needs to be supported, then the
current software shall be upgraded.

The potential problem of degrading is: line card supported by higher
version software may not be supported by the degraded software
A version. In such a case, when using "copy tftp" command to copy
lower version software to the device, the system will give the
Caution  following warning:

Warning: 7200-24 in slot 1 is not support by Ffirmware.bin
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5.4.3

Insufficient File System
Space

Insufficient file system space may take place during download or file copying. The
system will prompt:

Insufficient file system space.

By this time, useless files on the file system shall be cleaned up. For device with
smaller file system space, the current boot/main program can be deleted as long as

the device is powered on, and then use "copy tftp" command to copy the new
upgrade file to the device as the new boot/main program.

5.4.4 Boot/main Program not

Overwritten during Upgrade

If the boot/main program is not upgraded during the upgrade, the new program will
not run after system reboot.

As for the slave board, please verify the name of boot/main program before upgrade.
If the boot/main program is not upgraded, the software versions of master and slave
boards may be inconsistent after system reboot.

5.4.5 Boot/main Program Name

Error

The user may use the boot system command to set a nonexistent boot/main
program.

Warning: System boot file xxx is missing.

By this time, the user needs to verify whether the configured filename is correct, and
shall especially pay attention to the case-sensitive problem.

5.4.6 Timeout Failure Displayed

during Upgrade

The timeout failure may be displayed during the upgrade.

*Feb 10 15:47:12: %UPGRADE-4-PROTO_TIMEOUT: Server is busy and ack timeout.
By this time, the following solutions can be used:

1. Ensure whether the boardcards to be upgraded are plugged or reset.

2. Ensure whether the boardcards to be upgraded are busy (with high CPU
utilization rate)

3. Ensure whether the boardcards to be upgraded are using large file system
space, if so, remove some useless files, and retry the upgrade after freeing the
file system space.
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Network Communication
Detection Tools

6.1 Ping Connectivity Test

To test the connectivity of a network, many network devices support the Echo
protocol. The protocol sends a special packet to a specified network address
and waits for a response. This allows you to evaluate the connectivity, delay
and reliability of a network. The ping tool provided by DES-7200 can effectively
help users diagnose and locate the connectivity problems in a network.

The Ping command runs in the user EXEC mode and privileged EXEC mode.
In the user EXEC mode, only basic ping functions are available. However, in the
privileged EXEC mode, extended ping functions are available.

Command Function

DES-7200# ping [vrf vrf-name] [ip] [address
[length length] [ntimes times] [data o
) Test the network connectivity.
data][ source source] [timeout seconds]

[df-bit] [validate] ]

The basic ping function can be performed in either the user EXEC mode or the
privileged EXEC mode. By default, this command sends five 100-byte packets
to the specified IP address. If the system receives a response within the
specified time (2 seconds by default), it shows "!I" . Otherwise, it shows ".".
Finally, the system shows statistics. This is a normal ping example:

DES-7200# ping 192.168.5.1

Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 seconds:
< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

The extended ping function can be performed in the privileged EXEC mode only.
This function allows you specify the number of packets, packet length, and
timeout. As with the basic ping function, the extended ping also shows statistics.
The following is an example of the extended ping:

DES-7200 ping 192.168.5.197 length 1500 ntimes 100 data ffff source
192.168.4.190 timeout 3

Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, timeout is 3 seconds:
< press Ctrl+C to break >
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Success rate is 100 percent (100/100), round-trip min/avg/max = 2/2/3 ms
DES-7200#

6.2 Ping IPv6 Connectivity

Test

To test the connectivity of a network, many network devices support the Echo
protocol. The protocol sends a special packet to a specified network address
and waits for a response. This allows you to evaluate the connectivity, delay
and reliability of a network. The ping tool provided by DES-7200 can effectively
help users diagnose and locate the connectivity problems in a network.

The Ping ipv6 command runs in the user EXEC mode and privileged EXEC
mode. In the user EXEC mode, only basic ping IPv6 functions are available.
However, in the privileged EXEC mode, extended ping IPv6 functions are
available.

Command Function

DES-7200# ping ipv6 [address [length
length] [ntimes times] [data data][ source Test the network connectivity.
source] [timeout seconds]]

The basic ping function can be performed in either the user EXEC mode or the
privileged EXEC mode. By default, this command sends five 100-byte packets
to the specified IP address. If the system receives a response within the
specified time (2 seconds by default), it shows "!" . Otherwise, it shows ".". If the
response does not match the request, the system shows “C” and outputs
statistics. This is a normal ping example:

DES-7200# ping ipv6 2000::1

Sending 5, 100-byte ICMP Echoes to 2000::1, timeout is 2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

The extended ping function can be performed in the privileged EXEC mode only.
This function allows you specify the number of packets, packet length, and
timeout. As with the basic ping function, the extended ping also shows statistics.
The following is an example of the extended ping:

DES-7200# ping ipv6 2000::1 Ilength 1500 ntimes 100 data FFff source 2000::2
timeout 3
Sending 100, 1000-byte ICMP Echoes to 2000::1, timeout is 3 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (100/100), round-trip min/avg/max = 2/2/3 ms
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6.3 Traceroute Connectivity
Test

The Traceroute command is mainly used to check the network connectivity. It
shows all the gateways that a packet passes through from the source to the
destination and exactly locates the fault when the network fails.

One of the network transmission rules is that the number in the TTL field in the
packet will decrease by 1 every time when a packet passes through a gateway.
When the number in the TTL field is 0, the gateway will discard this packet and
send an address unreachable error message back to the source. According to
this rule, the execution of the traceroute command is as follows: At first, the
source sends a packet whose TTL is 1 to the destination address. The first
gateway sends an ICMP error message back, indicating that this packet cannot
be forwarded for TTL timeout. Then, the first gateway re-sends the packet after
the TTL domain adds 1. Likewise, the second gateway returns a TTL timeout
error and the process lasts until the packet reaches the destination address. By
recording every address returning the ICMP TTL timeout message, you can
draw the entire path passed by the IP packet from the source address to the
destination address.

The traceroute command can run in the user EXEC mode and the privileged
EXEC mode. The command format is as follows:

Command Function

DES-7200# traceroute [protocol] [address]

[probe probe] [ttl minimum  maximum] Trace the path that a packet passes through.

[ source source] [timeout seconds]]

The following are two examples that apply traceroute. In one example, network
connectivity is good. In another example, some gateways in a network are not
connected.

1. traceroute example where network connectivity is good:

DES-7200# traceroute 61.154.22_36
< press Ctrl+C to break >
Tracing the route to 61.154.22.36

1 192.168.12.1 O msec O msec O msec
2 192.168.9.2 4 msec 4 msec 4 msec
3 192.168.9.1 8 msec 8 msec 4 msec
4 192.168.0.10 4 msec 28 msec 12 msec
5 202.101.143.130 4 msec 16 msec 8 msec
6 202.101.143.154 12 msec 8 msec 24 msec
7 61.154.22.36 12 msec 8 msec 22 msec

As you can see, to access the host with an IP address of 61.154.22.36, the
network packet passes throuth gateways 1 to 6 from the source address.
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Meanwhile, you can know the time that the network packet spennds to reach a
gateway. This is very useful for network analysis.

2. traceroute example where some gateways in a network are not connected:

DES-7200# traceroute 202.108.37.42
< press Ctrl+C to break >
Tracing the route to 202.108.37.42

1 192.168.12.1 O msec O msec O msec
2 192.168.9.2 O msec 4 msec 4 msec
3 192.168.110.1 16 msec 12 msec 16 msec
4 * ok x

5 61.154.8.129 12 msec 28 msec 12 msec
6 61.154.8.17 8 msec 12 msec 16 msec
7 61.154.8.250 12 msec 12 msec 12 msec
8 218.85.157.222 12 msec 12 msec 12 msec
9 218.85.157.130 16 msec 16 msec 16 msec
10 218.85.157.77 16 msec 48 msec 16 msec
11 202.97.40.65 76 msec 24 msec 24 msec
12 202.97.37.65 32 msec 24 msec 24 msec
13 202.97.38.162 52 msec 52 msec 224 msec
14 202.96.12.38 84 msec 52 msec 52 msec
15 202.106.192.226 88 msec 52 msec 52 msec
16 202.106.192.174 52 msec 52 msec 88 msec
17 210.74.176.158 100 msec 52 msec 84 msec
18 202.108.37.42 48 msec 48 msec 52 msec

As you can see, to access the host with an IP address of 202.108.37.42, the
network packet passes through gateways 1 to 17 from the source address and
there is failure in gateway 4.

6.4 Traceroute IPv6
Connectivity Test

The Traceroute ipv6 command is mainly used to check the network
connectivity. It shows all the gateways that a packet passes through from the
source to the destination and exactly locates the fault when the network fails.

For network transmission, refer to the previous section.

The traceroute ipv6 command can run in the user EXEC mode and the
privileged EXEC mode. The command format is as follows:

Command Function

DES-7200# traceroute ipv6 [address [probe
probe] [ttl minimum maximum] [timeout Trace the path that a packet passes through.
seconds]]

The following are two examples that apply traceroute ipv6. In one example,
network connectivity is good. In another example, some gateways in a network
are not connected.
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1. traceroute ipv6 example where network connectivity is good:

DES-7200# traceroute ipv6 3004::1
< press Ctrl+C to break >
Tracing the route to 3004::1

1 3000::1 0 msec 0 msec O msec
2 3001::1 4 msec 4 msec 4 msec
3 3002::1 8 msec 8 msec 4 msec
4 3004::1 4 msec 28 msec 12 msec

As you can see, to access the host with an IP address of 3004::1, the network
packet passes throuth gateways 1 to 4 from the source address. Meanwhile,
you can know the time that the network packet spennds to reach a gateway.
This is very useful for network analysis.

2. traceroute ipv6 example where some gateways in a network are not
connected:

DES-7200# traceroute ipv6 3004::1
< press Ctrl+C to break >
Tracing the route to 3004::1

1 3000::1 0 msec 0 msec O msec

2 3001::1 4 msec 4 msec 4 msec

3 3002::1 8 msec 8 msec 4 msec

4 * X *

5 3004::1 4 msec 28 msec 12 msec

As you can see, to access the host with an IP address of 3004::1, the network
packet passes through gateways 1 to 5 from the source address and there is
failure in gateway 4.
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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

® Network engineers
® Technical salespersons
® Network administrators

Conventions in this Document
1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: A line is added respectively above and below the prompts such as caution and note to
separate them from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the
screen output. User's entries among the information shall be indicated with bolded
characters.

2. Command Line Format Convention

Arial is used as the font for the command line. The meanings of specific formats are
described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed,
shall be indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be
indicated with italic characters.

[ I: The part enclosed with [ ] means optional in the command.

{x]y] ...} It means one shall be selected among two or more options.
[x]y]...]: It means one or none shall be selected among two or more options.
/I'Lines starting with an exclamation mark "//" are annotated.

3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special
attention should be paid in the operation, as detailed below:

A Warning, danger or alert in the operation.
Caution




Note

Descript, prompt, tip or any other necessary supplement or explanation
for the operation.

Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
configure port types according to the support on various products.

The display information of some examples in this manual may include the
information on other series products, like model and description. The
details are subject to the used equipments.
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Interface Configuration

1.1  Overview of Interface
Types

This chapter classifies the interfaces used on DES-7200 devices and defines
interface types. Interfaces on DES-7200 devices are divided into two types:

® |2 Interfaces

® |3 Interfaces (supported on layer 3 devices)

1.11 L2 Interfaces

This section presents the types of L2 interfaces and their definitions. L2
interfaces fall into the following types

® Switch Port
® |2 Aggregate Ports

1.1.1.1  Switch Port

Switch port refers to a single physical port of only layer 2 switching function on
the device. This port can either be an Access Port or a Trunk Port. You can
configure a port to be an Access Port or a Trunk Port by using the Switch Port
command in the interface configuration mode. Switch port is used to manage a
physical interface and relevant layer 2 protocols rather than handling routing or
bridging.

1.1.1.2  Access Port

An access port belongs to only one VLAN that transports only the frames
belonging to the same VLAN.Typically, it is used to connect computers.

Default VLAN

An access port belongs to only one VLAN. Therefore, its default VLAN is the
VLAN where it locates. You do not need to configure it.

Receiving and sending frames

An access port sends untagged frames and receives frames in the following
three formats only:
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Untagged frame

® Untagged frames
® Tagged frames whose VID is the VLAN where the access port locates

® Tagged frames whose VID is 0
Untagged frame

An access port receives untagged frames and then adds the tag of the default
VLAN to them. The added tag will be removed before the access port sends
them out.

Tagged frame

An access port handles tagged frames in the following ways:

® When the VID (VLAN ID) of the tag is the same as the default VLAN ID, the
access port receives the frame and removes the tag before sending it out.

® When the VID (VLAN ID) of the tag is 0, the access port receives the frame.
In the tag, VID=0 is used to prioritize the frame.

® \When the VID (VLAN ID) of the tag is different from the default VLAN ID
and is not 0, this frame is discarded.

1.1.1.1.2 Trunk Port

A trunk port can belong to multiple VLANs that receives and sends frames
belonging to multiple VLANs. Generally, it is used to connect devices or
computers.

Default VLAN

Because a trunk port can belong to multiple VLANSs, you need to set a native
VLAN as the default VLAN. By default, the trunk port transmits the frames of all
VLANS. In order to reduce device load and minimize waste of bandwidth, you
can set a VLAN allowance list to specify the frames of which VLANs the trunk
port can transmit.

It is recommended to set the native VLAN of the trunk port on the
A local device to be consistent with that of the trunk port on the
remote device. Otherwise, the trunk port cannot forward packets

Caution
properly.

Receiving and sending frames

The trunk port can receive untagged frames and the tagged frames of the
VLANSs permitted by the port. All the frames of non-native VLANs sent by the
trunk port are tagged, and the frames of native VLAN are untagged.

Untagged frame
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If a trunk port receives a frame without IEEE802.1Q TAG, this frame will be
transmitted in the native VLAN of the port.

Tagged frame

If a trunk port receives a tagged frame, it handles the frame in the following

ways:

® When the trunk port receives a tagged frame whose VID is the same as
that of its native VLAN, this frame is accepted. The tag will be removed
before it sends the frame.

® When the trunk port receives a tagged frame whose VID is different from
that of its native VLAN but is permitted by the port, the frame is accepted.
The tag is kept unchanged when it sends the frame.

® When the trunk port receives a tagged frame whose VID is different from
that of its native VLAN and is not permitted by the port, the frame is
discarded.

Untagged packets are ordinary Ethernet packets that can be
N recognized by the network cards in PCs for communication.
Tagging refers to append four bytes of VLAN information, namely
Note the VLAN tag header, at the end of the source MAC address and
the destination MAC address.

1.1.1.1.3 Hybrid port

A hybrid port can belong to multiple VLANSs that receives and sends packets of
multiple VLANS. It can be used to connect devices or computers. The difference
between the hybrid port and the trunk port is that the hybrid port sends the
untagged frames of multiple VLANS, but the trunk port sends only the untagged
frames of the default VLAN. Note that the VLAN that a hybrid port is going to
join must already exist.

1.1.1.3 L2 Aggregate Port

An aggregate port consists of several physical ports. Multiple physical
connections can be bound into a simple logical connection, which is called an
aggregate port (hereinafter referred to as AP).

For layer 2 switching, an AP works like a switch port of high brandwidth. It
increases link bandwidth by using the bandwidth of multiple ports together. In
addition, the frames that pass through the L2 aggregate port will undergo traffic
balancing on the member ports of the L2 aggregate port. If one member link of
AP fails, the L2 aggregate port automatically transfers the traffic on this link to
other working member links, making the connection more reliable.
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The member port of the L2 aggregate port can be either access
A port or trunk port. However, the member ports in one AP must be

of the same type, namely, all the ports are either access ports or

Caution
utl trunk ports.

1.1.2 L3 Interfaces

This section discusses the types and definitions of L3 interfaces. L3 interfaces
fall into the following categories.

® SVI (Switch virtual interface)
® Routed Port
® |3 Aggregate Ports

1.1.2.1  SVI (Switch virtual interface)

SVI, short for Switch Virtual Interface, is used to implement the logical interface
for layer 3 switching. SVI can work as the local management interface through
which administrator can manage devices. You can also create SVI as a gateway
interface that serves as the virtual sub-interface of each VLAN. It can be used
for inter-VLAN routing on layer 3 device. A SVI can be created simply by using
the interface vlan command in the interface configuration mode. Then an IP
address is assigned to the SVI to establish a route between VLANS.

As the following figure depicts, the hosts of VLAN20 can communicate to each
other directly without routing through an L3 device. If host Aiin VLAN20 wants to
communicate with host B in VLAN30, it must route through SVI1 corresponding
to VLAN20 and SVI2 corresponding to VLAN30.

Switch

192.168.64.1| SVI1

SVI2 | 192.168.65.1

VLAN20 -~ ~_ VLANM -
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1.1.2.2 Routed Port

A routed port is a physical port, for example, a port on the layer 3 device. It can
be configured by using a layer 3 routing protocol. On the layer 3 device, a single
physical port can be set as a routed port that serves as the gateway interface
for layer 3 switching. A routed port serves as an access port that is not related to
a specific VLAN. A routed port provides no L2 switching function. You may
change an L2 switch port into a routed port by using the no switchport
command and then assign an IP address to it for routing purposes. Note that
using the no switchport command in the interface configuration mode will
close and restart this port and delete all the layer 2 features of this port.

é However, when a port is a member port of an L2 aggregate port
or an unauthenticated DOT1x authentication port, the
Caution switchport /no switchport command will not work.

1.1.2.3 L3 Aggregate Port

Just like a L2 aggregate port, a L3 aggregate port is a logically aggregated port
group that consists of multiple physical ports. The aggregated ports must be
layer 3 ports of the same type. For layer 3 switching, an AP that serves as the
gateway interface for layer 3 switching considers multiple physical links in the
same aggregate group as one logical link. This is an important method for
expanding link bandwidth. In addition, the frames that pass through the L3
aggregate port will undergo traffic balancing on the member ports of the L3
aggregate port. If one member link of AP fails, the L3 aggregate port
automatically assigns the traffic on this link to other working member links,
making the connection more reliable.

An L3 aggregate port offers no L2 switching functions. You may establish routes
by first changing an L2 aggregate port without members into an L3 aggregate
port using the no switchport command and then adding multiple routed ports
and assigning an IP address to it.

1.2 Configuring Interfaces

This section provides the default setting, guidelines, steps, and examples of
configuration.

1.2.1 Interface
Numbering
Rule

The number of a switch port consists of a slot number and the port number on
the slot. For example, the port number is 3 and the slot number is 2, the number
of the corresponding interface is 2/3. The slot number ranges from 0 to the total
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number of slots. The rule of numbering slots is that for panels facing the device,
slots are numbered from front to back, from left to right, and from top down
starting from 1 and increased in turn. Ports in a slot are numbered from left to
right starting from 1 to the number of ports in the slot. For the devices which
have a choice of optical or electrical interfaces, in either case, they use the
same port number. You can view information on a slot and ports on it by using
the show command in CLI.

Aggregate ports are numbered from 1 to the number of aggregate ports
supported on the device.

A SVI is numbered by the VID of its corresponding VLAN.

A The number of the static slot on a device is always 0. However,
dynamic slots (pluggable modules or line cards) are numbered

Cautio starting from 1.

n

1.2.2 Using Interface
Configuration
Commands

Execute the interface command to enter interface configuration mode in the
global configuration mode.

Command Function

Input interface to enter the interface
configuration mode in the global configuration

) mode. You can also configure an interface
DES-7200(config)# interface

) range by using the interface range or
interface ID

interface range macro command. However,

the interfaces in the same range must be of

the same type and features.

This example shows how to access Gigabitethernet2/1:

DES-7200(config)# interface gigabitethernet 2/1
DES-7200(config-if)#

You can configure the related attributes of the interface in the interface
configuration mode.
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1.2.3 Using the
interface range
Command

1.2.3.1  Setting an Interface Range

You can configure multiple interfaces at once by using the interface range
command in the global configuration mode. As a result, the configured
parameters apply to all the interfaces within the range.

Command Function

Enter an interface range.

You can use the interface range command
to specify multiple ranges separated by a
comma.

DES-7200(config)# interface range The macro parameter can use the macro of
{port-range | macro macro_name} a range. See the section of Configuring and
Using Macro Definition for Interface Range.
Be sure that the interfaces of all the ranges
specified by a command must be of the

same type.

When using the interface range command, you should pay attention to the
format of range.

A valid range format

vlan vlan-ID - vlan-ID, with VLAN ID in the range of 1-4094;
Fastethernet slot/{the first port} - { the last port};
Gigabitethernet slot/{the first port} - { the last port};
TenGigabitethernet slot/{the first port} - { the last port};

Aggregate Port Aggregate port number, with Aggregate port number in the
range of 1 to MAX.

The interfaces in an interface range must be of the same type, for example
fastethernet, gigabitethernet, aggregate port or SVI.

This example shows how to use the interface range command in the global
configuration mode:

DES-7200# configure terminal

DES-7200(config)# interface range fastethernet 1/1 - 10

DES-7200(config-if-range)# no shutdown
DES-7200(config-if-range)#

This example shows how to separate multiple ranges by a comma “,”:
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DES-7200# configure terminal

DES-7200(config)# interface range fastethernet 1/1-5, 1/7-8
DES-7200(config-if-range)# no shutdown
DES-7200(config-if-range)#

1.2.3.2  Configuring and Using Macro
Definition for Interface Range

You can define a macro instead of inputting port ranges. However, you have to
define macros using the define interface-range command in the global
configuration mode before using the macro keyword of the interface range
command.

Command Function

Define a macro for interface range.

Name of the macro, up to 32 characters.
DES-7200(config)# define

. A macro can define multiple interface
interface-range macro_name

. ranges.
interface-range

The interfaces in all ranges in the same

macro must be of the same type.

The string defined by the macro will be

i ) saved in the memory. When you use the
DES-7200(config)# interface range ]
interface range command, you can use the
macro macro_name .
macro name to replace the interface-range

string.

To delete a macro, use the no define interface-range macro_name command
in the global configuration mode.

When defining an interface range using the define interface-range command,
you should pay attention to the range format.

A valid range format is:

—vlan vlan-ID - vlan-ID, with VLAN ID in the range of 1 to 4094;
— fastethernet slot/{the first port} - { the last port};

— gigabitethernet slot/{the first port} - { the last port};

— Aggregate Port Aggregate port number, with Aggregate port number in the
range of 1 to MAX.

Interfaces contained in an interface range must be of the same type, that is,
they should be all switch ports, aggregate ports or SVIs.

This example defines a macro for fastethernet1/1-4 by using the define
interface-range command:

DES-7200# configure terminal
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DES-7200(config)# define interface-range resource
fastethernet 1/1-4
DES-7200(config)# end

This example defines a macro for multiple ranges:

DES-7200# configure terminal

DES-7200(config)# define interface-range portslto2N5to7
fastethernet 1/1-2, 1/5-7

DES-7200(config)# end

This example uses the macro ports1to2N5to7 to set the specified range of
interfaces:
DES-7200# configure terminal

DES-7200(config)# interface range macro portslto2N5to7
DES-7200(config-if-range)#

This example deletes the macro ports1t02N5to7:

DES-7200# configure terminal
DES-7200(config)# no define interface-range portslto2N5to7
DES-7200# end

1.2.4  Selecting
Interface
Media Type

Some interfaces come with multiple media types for your choice.Once you have
selected a media, interface attributes like connection status, speed, duplex, and
flow control will be determined. When you change the media, interface
attributes will use their default values. Change the default values when
necessary.

The interfaces with multiple media types support the interface media auto-select.
If the interface media auto-select has been configured, and only one media is
connected to the interface, the device will use the media connected currently; if
the two media types are connected to the interface, the device will use the
media configured first. The auto-select prefere media is electrical interface by
default, use the command medium-type auto-select prefer fiber to set the
prefer media as optical interface. In the auto-select mode, the interface
attributes like speed, duplex, and flow control will use the default values.

This configuration takes effect for only physical ports. Aggregate port and SVI
port do not support setting media types.

This configuration command takes effect for only the ports that supports media
selection.

The ports configured to be the members of an aggregate port must have the
same media type. Otherwise, they cannot be added to the AP. The port type of
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the members of the aggregate port cannot be changed. The ports configured to
be the media auto-select cannot be added to the AP.

Command Function

DES-7200(config-ifj# medium-type { fiber |

Set the media type of a port.
copper }

This example sets the media type of gigabitethernet 1/1:

DES-7200# config terminal

Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# medium-type fiber
DES-7200(config-if)# end

1.25  Setting
Interface
Description and
Management
Status

You may give an interface a particular name (description) to help you remember
its functions. You may name the interface what you want to do with it, for
example, if you want to reserve Gigabitethernet 1/1 for the exclusive use of user
A, you may set its description to “Port for User A”.

Command Function

o . Set the interface description in
DES-7200(config-if)# description string
no more than 32 characters.

This example sets the description of Gigabitethernet 1/1:

DES-7200# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# description PortForUser A
DES-7200(config-if)# end

In some circumstances, you may need to disable some interface. You can do
this by setting the management status of the interface. Once disabled, no
frames can be received and sent through the interface, and all its functions are
disabled. You can also restart an disabled interface by setting its management
status. The management status of an interface can be up or down. When a port
is disabled, its management status is down; otherwise, it is in the status up.

Command Function

DES-7200(config-if)j# shutdown Disable an interface.
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The following example illustrates how to disable Gigabitethernet 1/2.

DES-7200# configure terminal

DES-7200(config)# interface gigabitethernet 1/2
DES-7200(config-if)# shutdown
DES-7200(config-if)# end

1.2.6 Setting Speed,
Duplexing, and
Flow Control
for an Interface

The section deals with the setting of speed, duplexing, and flow control for
interfaces. The flow control falls into the non-symmetric and symmetric flow
control modes. Generally, after enabling the flow control on the interface, the
flow control frames received on the interface will be handled, and be sent when
the interface jam occurs. The symmetric flow control mode refers to the same
handling for the receiving and sending the flow control frames. However, in
some conditions, on one hand, the device expects handling the received flow
control frame on the interface to avoid the packets being discarded due to the
jam; on the other hand, the sending the flow control frame will make the speed
of overall network decreased. In this case, the non-symmetric flow control shall
be configured to separate the handling pacings of receiving and sending the
flow control frames. As shown in Figure 2: the port A is the uplink port, and the
ports B-D are the downlink ports, wherin the ports B, C correspond to the slow
network. Suppose that the receiving and sending flow control functions are
enabled on the port A, the over-large dataflow on the sending port B makes the
the ports B,C jammed due to the slow network connected, which leads to the
ingress jam on the port A, and the flow control frame sent on the port A, if the
uplink device reponds to this frame,the dateflow sending to the port A will be
decreased and network speed on the port D is slowed down indirectly. Then you
can disable the sending flow control on the port A to ensure the bandwidth
utilization rate in overall network.

<4—[Lownstream dats jam FORT &
dizable zending flow cortral, enable receiving flow contral.

FRT A

-4+— Large downstream data

- Dovwnzstream data normal
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The following command takes effect only for switch port and routed port.

Command

Function

DES-7200(config-if)# speed {10 | 100 | 1000 |

auto }

Select a speed or set it to auto.

Caution: 1000M applies only to

gigabit interfaces.

DES-7200(config-if)j# duplex {auto | full | half }

Set duplex mode.
Note that the optical interface for
the devices support the

half-duplex.

DES-7200(config-if)j# flowcontrol {auto | on |
off }

Set flow control mode.

Note: When speed, duplex, and
flowcontrol are all set to
non-auto, the system will disable

auto-negotiation on the interface.

DES-7200(config-if)j# flowcontrol {receive |

send} {auto | on | off}

Support the setting of
non-symmetric flow control mode
on the device.

Note: if the settings of the receive
and send modes are the same, the
corresponding flowcontrol
command is displayed consistent
with it.

In the interface configuration mode, you can

restore the settings of speed,

duplexing, and flow control to the default values (auto-negotiation) by using the

no speed, no duplex, and no flowcontrol commands. The following example
shows how to set the speed of Gigabitethernet 1/1 to 1000M, its duplex mode to

full, and its flow control to off.

DES-7200# configure terminal

DES-7200(config)# interface gigabitethernet 1/1

DES-7200(config-if)# speed 1000
DES-7200(config-if)# duplex full
DES-7200(config-if)# flowcontrol off
DES-7200(config-if)# end

é According to the related IEEE standards, the Master or Slave
status of the 1000M copper port must be confirmed by

Caution negotiation.
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1.2.7 Configuring
Interface MTU

When a heavy throughput of data interchange occurs on a port, there may be a
frame beyond the Ethernet standard frame length. This type of frame is called
jumbo frame. A user can control the maximum frame length that the port is
allowed to receive and send by setting the MTU.

MTU refers to the length of a valid data segment in a frame, excluding the
overhead of Ethernet encapsulation.

The MTU of a port is checked during input, not output. If the frame received by
the port is longer than the set MTU, it will be discarded.

The MTU is in the range from 64 to 9216 bytes with the granularity of 4 bytes. Its
default value is 1500 bytes.

This configuration command takes effect only for physical ports. The SVI
interface currently does not support the MTU setting.

Command Function

Set the MTU for a port.
DES-7200(config-if)# Mtu num
num: <64 to 9216>

This example shows how to set the MTU for Gigabitethernet 1/1:

DES-7200# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# mtu 64

DES-7200(config-if)# end

1.2.8 Configuring L2
Interfaces

The following table shows the default settings of L2 interfaces. For the
configurations of VLAN and ports, please refer to Configuring VLAN and
Configuring Port-based Flow Control.

Attribute Default Configuration
Working mode L2 switch mode
Switch port mode access port

Allowed VLAN range 1 to 4094

Default VLAN (for access port) VLAN 1

Native VLAN (for trunk port) VLAN 1

Media Type copper
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Attribute Default Configuration
Interface management status Up

Interface Description Null

Speed Auto-negotiation
Duplex mode Auto-negotiation

Flow control Auto-negotiation
Aggregate port None

Storm suppression Off

Port protection Off

Port Security Off

1.2.8.1  Configuring Switch Ports

1.2.8.1.1 Configuring Access/Trunk Port

This section is devoted to the setting of working modes (access/trunk port) of
switch port and the setting in each mode.

To set the related attributes of a switch port, use the switchport command or
other commands in the interface configuration mode:

Command Function

DES-7200(config-if)j# switchport mode {access

Set the operation mode.
| trunk }

The following example shows how to set the operation mode of Gigabitethernet
1/2 to access port.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 1/2
DES-7200(config-if)# switchport mode access
DES-7200(config-if)# end

Command Function

DES-7200(config-if)# switchport access vlan Set the VLAN to which the

vlan-id access port belongs.

The following example shows how to configure the VLAN to which the access
port gigabitethernet 2/1 to be 100

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 2/1
DES-7200(config-if)# switchport access vlan 100
DES-7200(config-if)# end
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Set the native VLAN of the trunk port.

Command Function

DES-7200(config-ifj# switchport trunk native Set the Native VLAN of the trunk
vlan vlan-id port.

The following example shows how to set the native VLAN of the trunk port
Gigabitethernet 2/1 to be 10.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 2/1
DES-7200(config-if)# switchport trunk native vlan 10
DES-7200(config-if)# end

Set port security. For more information about port security, refer to Port-based
Flow Control:

Command Function

DES-7200(config-if)j# switchport port-security Set port security.

The following example shows how to enable port security on Gigabitethernet
2/1.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 2/1
DES-7200(config-if)# switchport port-security
DES-7200(config-if)# end

For more information on configuring the speed, duplexing, and flow control of an
interface, see the section of Setting Speed, Duplexing, and Flow Control foran
Interface.

The following example shows how to set Gigabitethernet 2/1 to access port, its
VLAN to 100, its speed, duplexing, and flow control to self-negotiation and
enable port security.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200 (config)# interface gigabitethernet 2/1

DES-7200 (config-if)# switchport access vlan 100

DES-7200 (config-if)# speed auto

DES-7200 (config-if)# duplex auto

DES-7200 (config-if)# flowcontrol auto

DES-7200 (config-if)# switchport port-security

DES-7200 (config-if)# end

1.2.8.1.2 Configuring Hybrid Port

You can configure the hybrid port by performing the following steps:

Command Description
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Command Description

configure terminal Enter configuration mode

Enter the interface configuration
interface <interface> mode.

Megabit, Gigabit, 10 Gigabit

] ] Configure the port as a hybrid
switchport mode hybrid "t
port.

no switchport mode Delete the port mode.

Set the default VLAN for the

switchport hybrid native vlan id )
hybrid port.

switchport hybrid allowed vlan
Set the output rule for the port.
[[add] [tagged | untaged]] [remove ] vlist

DES-7200# configure terminal

DES-7200(config)# interface g 0/1

DES-7200(config-if)# switchport mode hybrid

DES-7200(config-if)# switchport hybrid native vlan 3
DES-7200(config-if)# switchport hybrid allowed vlan untagged 20-30
DES-7200(config-if)# end

DES-7200# show running interface g 0/1

1.2.8.2 Configuring L2 Aggregate
Ports

This section describes how to create an L2 aggregate port and some related
settings.

You may create an L2 aggregate port by using the aggregateport command in
the interface configuration mode. For details, see Configuring Aggregate Port.

1.2.8.3  Clearing Statistics and
Resetting an Interface

In the privileged EXEC mode, you may clear the statistics of an interface and
then reset it by using the clear command. This command is only applicable for
switch port, port members of an L2 aggregate port, routed port, and port
members of an L3 aggregate port. The clear command is shown as follows.

Command Function
DES-7200# clear counters [interface-id] Clear interface statistics.
DES-7200# clear interface interface-id Reset the interface.

In the privileged EXEC mode, use the show interfaces command to display
interface statistics, or use the clear counters command to clear the counters. If
no interface is specified, the counters of all layer 2 interfaces will be cleared.
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The following example shows how to clear the counter of gigabitethernet 1/1.

DES-7200# clear counters gigabitethernet 1/1

1.29  Configuring L3
Interfaces

To configure a layer 3 interface, execute the following steps:

Command Function

Shut down the interface and change it
DES-7200(config-if)j# no switchport to L3 mode. This command applies to
switch port and L2 aggregate port only.

DES-7200(config-if)# ip address

ip_address Configure the IP address and subnet
subnet_mask {[secondary | tertiary | mask of the interface.
guartus][broadcast]}

To delete the IP address of an L3 interface, use the no ip address command in
the interface configuration mode.

The no switchport operation cannot be performed on one member of an L2
aggregate port.

The following example shows how to set an L2 interface to a routed port and
assign an IP address to it.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 2/1
DES-7200(config-if)# no switchport

DES-7200(config-if)# ip address 192.20.135.21 255.255.255.0
DES-7200(config-if)# no shutdown

DES-7200(config-if)# end

1.29.1  Configuring SVI

This section describes how to create a SVI and some related configuration.

You may create a SVI or modify an existing one by using the interface vlan
vlan-id command.

To configure a SVI, execute the following command:

Command Function

Enter the SVI interface

DES-7200(config)# interface vlan vlan-id
configuration mode.
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Then, you can configure the attributes related to the SVI. For detailed
information, refer to Configuring Single IP Address Route.

The following example shows how to enter the interface configuration mode and
assign an IP address to SVI 100.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface vlan 100

DES-7200(config-if)# ip address 192.168.1.1 255.255.255.0
DES-7200(config-if)# end

1.2.9.2  Configuring Routed Ports

This section deals with how to create and configure a routed port.

You may create a routed port by using the no switchport command in the
interface configuration command.

To create one routed port and assign an IP address to it, execute the following
commands:

Command Function

o ) Shut down the interface and then
DES-7200(config-if)# no switchport )
change it to L3 mode.

DES-7200(config-if)# ip address ip_address Configure the IP address and

subnet_mask subnet mask.

é No layer switching can be performed by using switchport/ no
switchport when an interface is a member of an L2 Aggregate
Caution Port.

The following example shows how to set an L2 interface to a routed port and
then assign an IP address to it.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface fastethernet 1/6
DES-7200(config-if)# no switchport

DES-7200(config-if)# ip address 192.168.1.1 255.255.255.0
DES-7200(config-if)# no shutdown

DES-7200(config-if)# end

1.2.9.3 Configuring L3 Aggregate
Ports

This section deals with how to create an L3 aggregate port and some related
configuration.
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In the interface configuratiion mode, you can use the no switchport command
to convert a L2 aggregate port to a L3 aggregate port:

Command Function

Shut down the interface and
DES-7200(config-if)j# no switchport )
change it to L3 mode.

DES-7200(config-if)# ip address ip_address Configure the IP address and

subnet_mask subnet mask.

The following example shows how to create an L3 aggregate port and assign an
IP address to it.

DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface aggregateport 2
DES-7200(config-if)# no switchport

DES-7200(config-if)# ip address 192.168.1.1 255.255.255.0
DES-7200(config-if)# no shutdown

DES-7200(config-if)# end

1.3 Showing Interface
Configuration and Status

This section covers interface status display and gives examples. You may view
interface status by using the show command in the privileged EXEC mode. To
show interface status, use the following commands.

Command Function

Show the status and
DES-7200# show interfaces [interface-id] configuration of the specified

interface.

] ) ) Show the status of the specified
DES-7200# show interfaces interface-id status
interface.

Show the administrative and
DES-7200# show interfaces [interface-id] . )
operational status of an switch

switchport . L

interface (non-routing interface).
DES-7200# show interfaces [interface-id] Show the description and status
description of the specified interface.

Show the statistics of the
DES-7200# show interfaces [interface-id] specified port.
counters Where, the rate displayed may

have an error of less than 0.5%.

The following example shows how to display the status of Gigabitethernet 0/1.

SwitchA#show interfaces gigabitEthernet 0/1
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Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
RXload is 1 ,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, O drops;
Input queue 0/75, O drops
Switchport attributes:
interface"s description:""
medium-type is copper
lastchange time:0 Day: O Hour: O Minute:13 Second
Priority is O
admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown
flow receive control admin status is OFF,flow send control admin status
is OFF,flow receive control oper status is Unknown,flow send control oper
status is Unknown
broadcast Storm Control is OFF,multicast Storm Control is OFF,unicast Storm
Control is OFF
Port-type: trunk
Native vlan:1
Allowed vlan lists:1-4094
Active vlan lists:1, 3-4
5 minutes input rate 0 bits/sec, 0 packets/sec
5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received O broadcasts, 0 runts, 0 giants
O input errors, 0 CRC, O frame, O overrun, O abort
0 packets output, O bytes, O underruns , O dropped
0 output errors, 0 collisions, 0 interface resets

The following example shows the status of aggregate port 3.

DES-7200# show interfaces aggregateport 3:

Interface - AggreatePort 3
Description :

AdminStatus Ioup
OperStatus : down
Hardware -

Mtu : 1500
LastChange : 0d:0h:0m:0s
AdminDuplex : Auto
OperDuplex = Unknown
AdminSpeed : Auto
OperSpeed = Unknown
FlowControlAdminStatus : Autonego
FlowControlOperStatus : Disabled
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Priority -0
This example shows the configuration of GigabitEthernet 1/1:

DES-7200# show interfaces gigabitEthernet 1/1 switchport
Interface Switchport Mode Access Native Protected VLAN lists

gigabitethernet 1/1 Enabled Access 1 1 Enabled All

This example shows the description of Gigabitethernet 2/1:

DES-7200# show interfaces gigabitethernet 1/2 description
Interface Status Administrative Description

This example shows statistics of the interfaces.

DES-7200# show interfaces gigabitethernet 1/2 counters
Interface : gigabitethernet 1/2

CRC alignment errors

5 minute input rate : 9144 bits/sec, 9 packets/sec
5 minute output rate : 1280 bits/sec, 1 packets/sec
InOctets : 17310045
InUcastPkts - 37488
InMul ticastPkts : 28139
InBroadcastPkts 1 32472
OutOctets : 1282535
OutUcastPkts : 17284
OutMul ticastPkts : 249
OutBroadcastPkts - 336
Undersize packets -0
Oversize packets -0
collisions : 0
Fragments -0
Jabbers : 0
-0
-0

AlignmentErrors
FCSErrors -0
dropped packet events (due to lack of resources): 0O
packets received of length (in octets):

64:46264, 65-127: 47427, 128-255: 3478,

256-511: 658, 512-1023: 18016, 1024-1518: 125

1.4 Showing the Optical
Module Information

Use the following commands to show the optical module information in the
privileged EXEC mode:

Command Function
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DES-7200# show interfaces

Show the basic information for the optical
[interface-id] transceiver

module on the specified interface.

DES-7200# show interfaces

Show the current alarm information for the
[interface-id] transceiver alarm

optical module on the specified interface. If
there is no alarm information, it shows

“none”.

DES-7200# show interfaces

Show the optical module transceiver
[interface-id] transceiver . . -
diagnosis parameter on the specified
diagnosis .
interface.

The following example shows the optical module information on the interface
GigabitEthernet 5/4:

DES-7200#show interfaces gigabitEthernet 5/4 transceiver
Transceiver Type : 1000BASE_SX_SFP
Connector Type : LC
Wavelength(nm) : 1310
Transfer Distance:

SMF Ffiber

-- 10km

EBW 50/125 um fiber

-- 300m

50/125 um fiber

-- 100m

62.5/125 um fiber

-- 33m

Digital Diagnostic Monitoring : YES

The following example shows the alarm information for the optical module on
the interface GigabitEthernet 5/4:

DES-7200#show interfaces gigabitEthernet 5/4 transceiver alarm
gigabitEthernet 5/4 transceiver current alarm information:

RX loss of signal

The following table shows the alarm information for the SFP optical module:

Field Description
SFP
RX loss of signal Loss of the receiving signal.
RX power high Alarm of the high receiving power of the
optical module.
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RX power low

Alarm of the low receiving power of the
optical module.

TX fault Sending fault.
TX bias high Alarm of the bias high current.
TX bias low Alarm of the bias low current.

TX power high

Alarm of the high sending power of the
optical module.

TX power low

Alarm of the low sending power of the
optical module.

Temp high Alarm of the high temperature.
Temp low Alarm of the low temperature.
Voltage high Alarm of the high voltage.
Voltage low Alarm of the low voltage.

Transceiver info checksum
error

Transceiver information checksum error.

Transceiver info 1/O error

Transceiver information read&write error

XFP

RX loss of signal

Loss of the receiving signal.

RX not ready

The receiving state is not ready.

RX CDR loss of lock

RX CDR loss of lock.

RX power high

Alarm of the high receiving power of the
optical module.

RX power low

Alarm of the low receiving power of the
optical module.

TX fault

Sending fault.

TX CDR loss of lock

TX CDR loss of lock.

TX bias high

Alarm of the bias high current.

TX bias low

Alarm of the bias low current.

TX power high

Alarm of the high sending power of the
optical module.

TX power low

Alarm of the low sending power of the
optical module.

Module not ready

The module is not ready.

Temp high

Alarm of the high temperature.
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Temp low Alarm of the low temperature.

Voltage high Alarm of the high voltage.

Voltage low Alarm of the low voltage.

Transceiver info checksum Transceiver information checksum error.
error

Transceiver info 1/O error Transceiver information read&write error

The following example shows the optical module transceiver diagnosis parameter
on the interface GigabitEthernet 5/4:

DES-7200#show interfaces gigabitEthernet 5/4 transceiver diagnosis
Current diagnostic parameters:

Temp(°C) Voltage(V) Bias(mA) RX power(dBM) TX power (dBM)
36(0K) 3.31(0K) 6.13(0K) -35.64(warning) -5.19(alarm)

The following table shows the optical module transceiver diagnosis parameter:

Field Description

diagnostic information The diagnostic information for the
optical module on the interface.

Current diagnostic parameters Current diagnostic parameters

Temp.(°C) The diagnostic
parameter—temperature, in °C.

Voltage(V) The diagnostic
parameter—voltage, in V.

Bias(mA) The diagnostic parameter—bias
current, in mA.

RX power(dBM) The diagnostic parameter—RX
power, in dBM.

TX power(dBM) The diagnostic parameter—TX
power, in dBM.

OK The current state is normal.

warning The current state is warning.

alarm The current state is alarm.

A The alarm and diagnostic parameter can be shown for the optical

] module supporting the Digital Diagnostic Monitoring function.
Caution
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1.5 Line Detection

The administrator can use command line-detect to detect the work status of
lines. Line detection can help the administrator judge the work status of lines
correctly when the lines are in abnormal status.

In the interface configuration mode, execute command line-detect:

Command Function
DES-7200(config)#interface interface Enter the Interface configuration mode.
DES-7200(config-if)# line-detect Detect lines.

Only L2 exchange ports can support line detection. Optical and

] AP port can not support line detection.
Caution

The following gives an example to execute the command to detect line:

DES-7200(config)#inteface gigabitEthernet 0/1
DES-7200(config-if-gigabitEthernet 0/1)#line-detect
start cable-diagnoses,please wait...
cable-daignoses end!this is result:

4 pairs

pair state length(meters)
A Ok 2

B Ok 1

c Short 1

D Short 1

Command description:

Command Description

The number of the line pairs. For example, the twisted

pairs pair is composed of four line pairs.
1.0K;
2.Short;

State 3.0pen.

In normal state, two pairs(A,B) of 100M twisted pair are

OK, while other two pairs(C,D) are Short. Four pairs
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(A,B,C,D) of 1000M twisted pair are OK.

The line length, in meter, takes effect only for the pairs in
Ok state. In addition, some inaccuracy is possible
because the line length is calculated according to the
signal transferring time. The length of lines in Short or
Open states refers to the length from the port to the
defective line point.

Length

1.6 LinkTrap Policy
Configuration

You can determine whether to send the LinkTrap of an interface according to
the interface configuration on a device. With this funciton enabled, when the
interface’s link status changes, the SNMP protocol will send a LinkTrap
message. Otherwise, it will not send a LinkTrap message. By default, this
funciton is enabled.

1.6.1  Configuration
Command

Command Function

Enable or disable the function of
DES-7200(config-if)j# [no] snmp trap

] sending the LinkTrap function of
link-status

this interface.

1.6.2  Configuration
Example

The following configuration shows how to configure the interface not to send
LinkTrap:

DES-7200(config)# interface gigabitEthernet 1/1
DES-7200(config-if)# no snmp trap link-status
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2.1

MAC Address
Configuration

Using the information in the MAC address table, the Ethernet switch rapidly
searches for the address to which the messages in the data link layer are
forwarded. This chapter describes the MAC address configuration, including the
following sections:

Understanding the MAC Address Table

Default Configuration

Configuring the Dynamic Address

Configuring the Dynamic Address Aging Time

Configuring the Management Learning mode of Dynamic Address
Configuring the Limit of Dynamic Addresses for a VLAN
Configuring the Static Address

Configuring the Filtering Address

Configuring the MAC Addres Change Notification Function
Configuring IP address and MAC address binding
Configuration Examples

Understanding the MAC
Address Table

211 Overview

Layer-2 forwarding, a major function of the Ethernet Switch, is to forward the
messages by identifying the data link layer information. The switch forwards the
messages to the corresponding interface through the destination MAC
addresses carried by the messages, and stores the information about the
relationship between the destination MAC address and the interface in the MAC
address table.

All the MAC addresses in the MAC address table are associated with the VLAN.
Different MAC addresses are allowed to be in the same VLAN. Each VLAN
maintains a MAC address table logically. It is possible that a MAC address
learned by a VLAN is unknown to other VLANs and shall be learned again.

The MAC address contains the following information:
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State VLAN MAC address Interface

Figure-1 MAC Address Entry
State: Dynamic,static or filtering address.
VLAN: VLAN to which the MAC address belongs;
MAC address: the MAC address information in the entry;

Interface: the information of the interface with which the MAC address is
correspondent.

The MAC address entries are updated and maintained by the following two

ways:

Learning the Dynamic Address

Configuring the Dynamic Address Manually

The switch searches for the corresponding outgoing forward interface according
to the destination MAC address and the VLAN ID for the message in the MAC
address table, and then forwards the messages in unicast, multicast and

broadcast way.

Unicast forwarding: if the switch searches for the corresponding entry of
the packet destination MAC address and VLAN ID in the MAC address
table and the outgoing forward interface is sole, the packets are forwarded
through this interface.

Multicast forwarding: if the switch searches for the corresponding entry of
the packet destination MAC address and VLAN ID in the MAC address
table and this entry is correspondent with a group of outgoing forward
interfaces, the packets are forwarded through the interfaces directly.

Broadcast forwarding: if the switch receives the packets destined to
ffff.ffff.ffff, or it can not search for the corresponding entry in the MAC
address table, the packets are sent to the VLAN to which belongs and
forwarded through the outgoing interfaces except for the incoming
interface.

Note

This chapter describes management of dynamic, static and filtering

addresses. For the management of multicast address, please refer to IGMP
Snooping Configurations.
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212 Learning the
Dynamic
Address

2.1.2.1 Dynamic Address

A dynamic address is the MAC address learnt automatically from the packets
received by the switch. Only the dynamic address be removed by the aging
mechanism of the address table.

2.1.2.2  Address Learning Process

In general, it maintains the MAC address table by learning the dynamic address.
The operation principle is:

The MAC address table in the switch is null and User A shall communicate with
User B. User A sends the packet to interface GigabitEthernet 0/2 and the MAC
address for User A is learnt in the MAC address table.

There is no source MAC address for User B in MAC address table. Therefore,
the switch sends the packets to all ports except for the ports of User A in
broadcast form. User C can receive the packets sent from User A and don’t
belong to User A.

GigabitEthernet Ch'? ‘ “\:}”

User C

— - 4 00d0.fa39.M17f

(i

{

igabitEthernet
Giga bitEtTemet 03

QQ-
A o
e

Usar B
00d0. f864.e8b6

User &
Q0d0.f8a6, bal7

Figure2 Dynamic Address Learn (Step 1)

Status VLAN MAC address Interface

—_

Dynamic 00d0.f8a6.5af7 GigabitEthernet 0/2

Figure3 MAC Address Tablel

Upon receiving the packets, UserB will send them to UserA through interface
GigabitEthernet 0/3. The MAC address for UserA exits in the MAC address
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table. Therefore, the packets are forwarded to interface GigabitEthernet 0/2 in
the unicast form and the switch learns the MAC address for UserB at the same
time. The difference from the step one is that UserC can not receive the packets
sent from UserB to UserA.

| N
1 \'b-" LIser C

00d0.fB39.117F

GigabitEfhernat O

Giga I:uit!lhe met 02 =

ﬁ\“f*/

1

GigabitEthernet 0/3

User A

00d0.f8a6.5a17 L)

00d0.f864. 2906

Figured Dynamic Address Learn (Step 2)

Status VLAN | MAC address Interface
Dynamic | 1 00d0.f8a6.5af7 GigabitEthernet 0/2
Dynamic | 1 00d0.f8a4.e9b6 GigabitEthernet 0/3

Figure5 MAC Address Table 2

After the communication between UserA and UserB, the switch learns the
source MAC addresses for UserA and UserB. The mutual packets between
UserA and UserB are forwarded in the unicast form and UserC can not receive
them again.

In the stack system, the address tables of each member device
are asynchronous. For example:

Suppose the device A and device B stack and the device A is the
host, send the broadcast packets to the device A, the port

receiving the frames on the device A will learn the MAC1 address,
A which will be recorded in the address table. Since the packets are
broadcasted to the device B through the stack port, the stack port
on the device B will also learn this MAC1 address but not record it
in the address table.

Caution

Removing the MAC address learned from the frame-receiving port
on the device A, the MAC1 address in the address table will also
be removed. However, the stack port of the device B still learn this
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MAC address, the inconsistency of the hardware address table of
the master and slave devices occurs. Send the packets destined
to MAC1 address to other ports of the device A, those packets can
not be broadcasted to the device B for the reason that the MAC1
address has already been learned by the stack port of the device
B. After this MAC address ages out, the packets are broadcasted
to the port of the device B.

The capacity of MAC address is restricted. The switch updates the MAC
address list by learning new addresses and aging out unused addresses.

For an address in the MAC address table, if the switch has not received any
packet from the MAC address for a long time (depending on the aging time), the
address will be aged out and removed from the MAC address table.

DES-7200 high-density modular Ethernet switches support the management
learning mode of the dynamic address, including:

2.1.2.3  Address Aging
2.1.3 Management
Learning mode
of the Dynamic
Address
® Uniform MAC address learning mode
® Dispersive MAC address learning mode
2.1.3.1  Uniform MAC address

learning mode

A. Operation Mechanism

In this mode, multiple line cards in the switch learn the MAC addresses, with
each line card learning the MAC address independently. The MAC address
learn process is described as follows:

The UserA under the Line Card1 sends the packets to the UserB. For the MAC
address for the UserB does not exist on the switch, the packets will be sent to

all line cards on the switch in broadcast form.
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Line Card 2
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Figure-6 Uniform MAC Address Forward Process 1

The UserA under the Line Card1 sends the packets to the UserB. For the MAC
address for the UserB does not exist on the switch, the packets will be sent to
all line cards on the switch in broadcast form. The switch learns the address
after receiving the packets from the UserA. At this time, Line Card 1 and Line
Card 2 both receive the packets from the UserA, so they learn the MAC address
for the UserA simultaneously.

MAC address table(Line card 1)

Status VLAN | MAC address Interface

Dynamic | 1 00d0.f8a6.5af7 GigabitEthernet 1/1

MAC address table(Line card 2)

Status VLAN | MAC address Interface

Dynamic | 1 00d0.f8a6.5af7 GigabitEthernet 1/1

Figure-7 Uniform MAC address Learning: MAC address table

After receiving the packets from the UserA, the UserB sends the reply packets
to the Line Card1. Since the Line Card 1 has learned the MAC address for the
UserA, the packets will be sent to the port of UserA in the unicast form and will
not be sent to the Line Card 2.
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Figure-8 Uniform MAC Address Forward Process 2

For the reply packets sent by the UserB are forwarded to the port of UserA
through the Line Card 1, the switch only learn the Mac addresses on the Line
Card 1 and the MAC addres for UserB can not be learned on the Line Card 2.

MAC address table(Line card 1)

Status VLAN | MAC address Interface
Dynamic | 1 00d0.f8a6.5af7 GigabitEthernet 1/1
Dynamic | 1 00d0.f864.c9b6 GigabitEthernet 1/2

MAC address table(Line card 2)

Status VLAN | MAC address Interface

Dynamic | 1 00d0.f8a6.5af7 GigabitEthernet 1/1

Figure-9 Uniform MAC address Learning: MAC address table 2

The advantages of the uniform MAC address learning:

< The capacity of the address table for all linecards in the switch is allocated
on demand: If two users exchange the packets on the same line card, only
the MAC address space of the line card 1 is occupied.

< High System Performance: Small system expenditure since the internal
system adopts the dispersive MAC address learning mode.
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The disadvantages of the uniform MAC address learning: since the address
tables for all line cards in the switch are asynchronous, the packets are sent in
the unicast form for Line Card 1 while in the broadcast form for Line Card 2.

=

|_ - _Backplane |

Line Card 2

Gi al:.uitEihernel 12 3) lqathiEthernet 2120
- R Gigabi gt 2110 )

7 " f’| LR
( < | !;1 VANt R : \
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-

Figure-10  Uniform MAC address Learning: Unicast and Multicast Packets
Forward

When the UserC under the Line Card 2 sends a packet to the UserA, since the
Line Card 2 has learned the MAC address for the UserA, the packet will be
forwarded to the UserA in the unicast form.

When the UserC under the Line Card 2 sends a packet to the UserB, since the
Line Card 2 has learned the MAC address for the UserB, the packet will be
forwarded in the broadcast form. At this time, the UserD that is in the same
VLAN of UserC also receives the packet. The packet will be forwarded in the
unicast form to the UserB after being sent to the Line Card 1.

B. MAC Address Synchronization

In the uniform MAC address learning mode, the Ethernet switch supports the
MAC address synchronization function. All line cards in the switch no longer
learn the MAC address in the dispersive MAC address learning mode and
synchronize the new MAC address learned by any line card.

The advantages of the MAC address synchronization: the MAC addresses
within the switch are synchronous. It helps prevent the packets in the network
from being forwarded in the broadcast form if the number of users connecting to
the switch exceeds the MAC address table limit.

The disadvantages of the MAC address synchronization:

< Occupy the large space of the MAC address table: Even though two users
exchange the packets on the same line card, the MAC address space of
other line cards will also be occupied.
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<~ Decrease the System Performance: The system performance is decreased
and it needs the extra synchronous expenditure because the line card
adopts the non-dispersive MAC address learning mode.

With the dynamic MAC address synchronization enabled, every

time the address learning or address aging occurs, the

A corresponding operation is executed by the switch. Frequent

~—  address learning or address aging in a short time consumes a lot

of CPU resources, which results in the high utilization of CPU. The
administrator shall enable this function prudently.

Caution

2.1.3.2  Dispersive MAC address
learning mode

In the uniform mode, all line cards join the address learning in all VLANs. Even
though a port in a specified VLAN is only distributed on one line card, other line
cards still learns the address when receiving the packet from this specified
VLAN.

In the dispersive mode, the line card is responsible for learning the address only
in the VLAN where the port that is on this line card is in, not learning the
address in other VLANS.

In the VLAN 1, all ports are on the line card 1. In the VLAN 2, all ports are on the
line card 2. In the VLAN 3, all ports are on the line card 3.

00d0.ta0c. 1adb 00d0.f8d9.63a5

gbl

w ling Card 2

i’ i |G!2a'20
Gi2/10 - el I~ *Lx
Y

) h tl [ R )
|\ > VLAN 1 > !\\ 5 VLAN2 | ,

"N.
. UserA User B SN User C “UsetD  ~
0640, 1806.9513 0040.{854 2091

o

Figure-11 Separated MAC address Learning Forward

If the address tables of the line card 1 and line card 2 are null, the UserA and
the UserB exchanges the packets in VLAN1, the UserC and the UserD
exchanges the packets in VLANZ2, the UserE and the UserF exchanges the
packets in VLAN3. The following shows the MAC address table learned by the

switch:
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MAC address table(Line card 1)

Status VLAN | MAC address Interface

MAC address table(Line card 2)

Status VLAN | MAC address Interface

Figure-12 Separated MAC address Learning: MAC address table

In the dispersive mode, the line card learns the neccesary address information
only. To this end, it maximizes the resources of the MAC address table in the
system.

1. In the dispersive mode, theoretically, when the line cards in
different models are mix-inserted, the total capacity of the
address table equals to the sum of the capacity of the address
table of all line cards. In the uniform mode, when the line cards
in different models are mix-inserted, the minimum capacity of the

A address table of the line card determines the maximum total
capacity of the address table.

2.In the dispersive mode, for 7200-4XG, to reach the limited
capacity, the port 1 and 2, 3 and 4 on this line card can not be
configured in the same VLAN. For 7200-4XG, to reach the
limited capacity, the port 1 and 2, 3 and 4, 5 and 6, 7 and 8 on
this line card can not be configured in the same VLAN.

Caution
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2.1.4 Limit of
Dynamic
Addresses for a
VLAN

The capacity of the MAC address table on the Ethernet switch is limited and
shared by all VLANs. To prevent large amout of dynamic addresses in a VLAN
from occupying the whole MAC address table and disabling other VLANs to
learn the dynamic addresses which leads the packets in other VLANs to be
forwarded in the broadcast way, the switch provides the limit of dynamic
addresses for a VLAN. The user can specify the number of dynamic addresses
learned in each VLAN and configure the upper limit of dynamic addresses for
each VLAN.

For the VLAN with the limit of dynamic addresses configured, only the specified
MAC addresses can be learned. The MAC addresses that exceeds the upper
limit are not learned and the packets destined to those MAC addresses are
forwarded in the broadcast form.

If the upper limit of the dynamic addresses for a VLAN is less than
the number of the learned dynamic addresses in the current VLAN,
the Ethernet switch no longer learns the address in the VLAN and
A learns again untill the the number of the addresses is less than the
upper limit due to the address aging and deletion.
For DES-7200 series, only 7200-24, 7200-24G, 7200-48, 7200-48P,
7200-2XG, 7200-4XG, 7200-24GE and 7200-24G2XG line cards
support this function.

Caution

2.15 Static Address

A static address is a manually configured MAC address. A static address is the
same as a dynamic address in terms of funciton. However, you can only
manually add and delete a static address rather than learn and age out a static
address. A static address is stored in the configuration file and will not be lost
even if the device restarts.

By configuring the static address manually, you can bind the MAC address for
the network device with the interface in the MAC address table.

2.1.6 Filtering
Address

A filtering address is a manually configured MAC address When the device
receives the packets from a filtering address, it will directly discard them. You
can only manually add and delete a filtering address rather than age it out. A
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filtering address is stored in the configuration file and will not be lost even if the
device restarts.

If you want the device to filter some invalid users, you can specify their source
MAC addresses as filtering addresses. Consequently, these invalid users
cannot communicate with outside through the device.

example, the L2 source MAC address for an ARP packet is a
filtering address, this ARP packet can still be sent to the CPU,
but can not be forwarded.

f A filtering address is invalid for the packets sent to the CPU. For

Caution

217 MAC Address
Change
Notification

The MAC address notification function is an effective way to let you know user
changes for the devices in a network.

— p £

Administrator

SHMP Tra

@ Switch
\_

—

UzerB

Figure-13 MAC address Change Notification

After the MAC address change notification is enabled, the MAC address change
notification infornation is generated and sent in the SNMP Trap message form
to the specified NMS when the switch learns a new MAC address or ages out a
learned MAC address.

The notification about adding a MAC address lets you know a newcomer
(identified by the MAC address) is using the device. The notification about
deleting a MAC address (in the case of that the user did not communicate with
the device within the aging time) lets you know that a user does not use the
device any more.
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When many users use the device, lots of MAC address changes may occur in a
short period of time (for example, when the device is powered on), incurring
additional network traffic. In order to release network burden, you can set the
time interval of sending MAC address notifications. All the notification
messages within the interval time will be bundled in one SNMP Trap message.
So one notification message includes multiple MAC address changes, reducing
netowrk traffic significantly.

When a MAC address change notification is generated, it will be recorded in the
MAC address notification history list. Then even though the NMS has not been
specified to receive the SNMP Trap message, the administrator can view the
information about address change by checking the MAC address notification
history list.

MAC address change natification is effective only for dynamic

] addresses, not for static addresses and filtering addresses.
Caution

2.18 IP address and
MAC address
Binding

2.1.8.1  Overview

IP address and MAC address binding lets you filter pakcets. After you bind an IP
address and a MAC address, the switch will only receive the IP packets whose
source IP address and MAC address match the binding address ;or it will be
discarded.

Taking advantages of IP address and MAC address binding, you can check the
legality of the input sources. Note that this funciton takes precedence over
802.1X, port-based security and ACL effectiveness.

2.1.8.2  Address Binding Mode

The address binding mode divides into 3 modes: compatible, loose and strict.
By default, the address binding mode is strict. The following table lists the
corresponding forwarding rules:

Mode IPv4 packet forward rule IPv6 packet forward rule
Strict Packets with IPV4+MAC are | No IPV6 packet is forwarded.
forwarded.
Loose Packets with IPV4+MAC are | All IPV6 packets are forwarded.
forwarded.
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Compatible | Packets with IPV4+MAC are | The IPV6 packets binded with the
forwarded. source MAC addresses are
forwarded.

2.1.8.3  Exceptional Ports for the
Address Binding

By default, the IP address and MAC address binding function is effective on all
ports. You can configure the exceptional ports to make this address binding
function ineffective on some ports.

Because the binding relationship on the uplink port is uncertain,
\ generally the uplink port is configured as the exceptional port. It is
—_ not necessary to check the IP address and MAC address binding

Note on the uplink port.

A For DES-7200 series, the ARP Check function takes no effect on
the IP+MAC binding exceptional port.

Caution
219 Related
Protocols

(IEEE Std 802.3™ Carrier sense multiple access with collision detection
(CSMA/CD) access method and physical layer specifications)

(IEEE Std 802.1Q™ Virtual Bridged Local Area Networks)

2.2 Default MAC Address
Table Configuration

Function Default

Dynamic address aging time 300s

Dynamic address learning mode dispersive

Dynamic address synchronization disabled

Limit of VLAN dynamic address disabled

MAC address change notification disabled

Address-bind mode compatible

Bridge Protocol Frame Forwarding Action | BPDU: not forward
802.1x: forward
GVRP: not forward
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2.3 Setting Dynamic

Addresses
231 Clearing
Dynamic
Addresses
Command Function

DES-7200#clear
mac-address-table dynamic

Clear all dynamic addresses.

DES-7200#clear
mac-address-table dynamic
address mac-address vlan vlan-id

Clear the specified MAC address.

mac-address: the specified MAC address
to be cleared.

vlan-id: the specified VLAN to which the
MAC address to be cleared belongs.

DES-7200#clear
mac-address-table dynamic
interface interface-id [vlan vlan-id]

Clear all dynamic addresses on the
specified port or Aggregate Port, or clear

all dynamic addresses on all interfaces.

Interface-id: the specified port or

Aggregate Port;

vlan-id: the specified VLAN to which the
dynamic address to be cleared belongs.

DES-7200#clear
mac-address-table dynamic vlan
vlan-id

Clear all
specified

dynamic addresses in the

VLAN.

vlan-id: the specified VLAN to which the
dynamic address to be cleared belongs.

The following example shows how to clear all dynamic addresses in VLAN 1 on

interface GigabitEthernet 0/1:

DES-7200#clear mac-address-table dynamic interface GigabitEthernet 0/1 vlan

2.3.2  Viewing

Configurations

Command

Function
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DES-7200# show | Show all dynamic addresses.
mac-address-table dynamic
DES-7200# Show | show  the specified dynamic MAC
mac-address-table dynamic
address.
address mac-address [vlan vlan-id]
mac-address : the specified MAC
address.

vlan-id: the specified VLAN to which the
MAC address belongs.

DES-7200# show
mac-address-table dynamic
interface interface-id [vlan vlan-id]

Show all dynamic addresses on the
specified port or Aggregate Port.

Interface-id: the specified port or
Aggregate Port;

vlan-id: the specified VLAN to which the
dynamic address belongs.

DES-7200# show

Show all dynamic addresses in the
mac-address-table dynamic vlan

specified VLAN.

vlan-id
vlan-id: the specified VLAN to which the
dynamic address belongs.
DES-7200# show | Show the statistics in the mac address
mac-address-table count table.

The following example shows all dynamic MAC addresses in VLAN 1 on
interface GigabitEthernet 0/1:

DES-7200#show mac-address-table dynamic interface gigabitEthernet 0/1 vlan

1

Vlan MAC Address Type Interface

1 0000.5e00.010c DYNAMIC GigabitEthernet 0/1
1 00d0.f822.33aa DYNAMIC GigabitEthernet 0/1
1 00d0.f822.a219 DYNAMIC GigabitEthernet 0/1
1 00d0.f8a6.5af7 DYNAMIC GigabitEthernet 0/1

The following example shows the statistics in the MAC address table:

DES-7200# show mac-address-table count
Dynamic Address Count : 30

Static Address Count : O

Filtering Address Count: 0O

Total Mac Addresses : 30

Total Mac Address Space Available: 8159
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2.4  Setting the Address
Aging Time

2.4.1  Setting the
Aging Time

The following table shows how to set the aging time of address:

Command Function

Set the time for an address to be stored
in the dynamic MAC address table after it
has been learned. It is in the range of 10
DES-7200(config)# mac-address-table | to 1000000 seconds, 300 seconds by
aging-time [0 |10-1000000] default. When you set the aging time as
0, the address aging function is disabled
and the learned addresses will not be

aged.

DES-7200(config)# no mac-address-table | Restore the aging time to the default

aging-time value.

The following example shows how to set the address aging time to 180s:

DES-7200#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)#mac-address-tabsle aging-time 180

2.4.2  Viewing
Configurations

Command Function

DES-7200)#show mac-address-table

] ) Show the aging time of all addresses.
aging-time

The following example shows how to view the address aging time
configurations:

DES-7200#show mac-address-table aging-time

Aging time : 180 seconds

é The actual aging time may be different from the setting value for
the MAC address table. However, it will not be 2 times than the
Caution  setting value.

2-17



DES-7200 Configuration Guide Chapter 2 MAC Address Configuration

2.5 Setting the Management
Learning Mode of
Dynamic Addresses

25.1 Setting the
Dynamic
Address
Learning Mode

Command Function

] ) Set the management learning mode
DES-7200(config)# mac-manage-learning )
) ) of the dynamic address as the
dispersive

dispersive mode.

Set the management learning mode

DES-7200(config# mac-manage-learning uniform | of the dynamic address as the

uniform mode.

The following example shows how to set the dispersive address learning mode:

DES-7200#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

DES-7200(config)#mac-manage-learning dispersive

2.5.2  Setting the
Uniform
Address
Learning-Sync

Command

Function

DES-7200(config)# mac-manage-learning

uniform learning-synchronization

In the uniform address learning mode,
enable dynamic address

synchronization.

DES-7200(config}# no mac-manage-learning

uniform learning-synchronization

In the uniform address learning mode,
disable dynamic address

synchronization.

DES-7200(config)# mac-manage-learning

uniform

Set the management learning mode of
the dynamic address as the uniform

mode.

The following example shows how to enable dynamic address synchronization:

DES-7200#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)#mac-manage-learning uniform learning-synchronization

2.5.3  Viewing
Configurations

DES-7200 #show mac-address-table mac-manage-learning
MAC manage-learning

running mode: dispersive.

configuration mode: dispersive.

dynamic address learning-synchronization: off.

2.6 Setting the Limit of
Dynamic Addresses for a
VLAN

2.6.1  Setting the
Limit of
Dynamic
Addresses for a
VLAN

You can set the limit of dynamic MAC addresses that a VLAN can learn.

The table below sets the limit of the dynamic addresses for a VLAN.

Command Function
DES-7200# configure terminal Enter the global configuration mode.
DES-7200(config)# vian [1-4094] Enter the VLAN configuration mode.

Set the maximum number of dynamic
MAC addresses that the VLAN can

learn.

DES-7200(config-vlan)#

max-dynamic-mac-count [1-32768]

To disable the limit of the dynamic addresses for a VLAN, use the no
max-dynamic-mac-count command.

The following example shows how to set the maximum dynamic address
number to 160:

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan 1

DES-7200(config-vlan)#max-dynamic-mac-count 160
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é Above listed commands can only be supported by the 7200-24,
7200-24G, 7200-48, 7200-48P, 7200-2XG, 7200-4XG, 7200-24GE
Caution and 7200-24G2XG line cards of DES-7200 series.

2.6.2  Viewing
Configurations

Show the maximum number of dynamic addresses for a specified VLAN:

DES-7200#show mac-address-table max-dynamic-mac-count vlan 1
vlan limit mac count learning

Show the maximum number of dynamic addresses for all VLANSs:

DES-7200#show mac-address-table max-dynamic-mac-count
vlan limit mac count learning

é Above listed commands can only be supported by the 7200-24,
7200-24G, 7200-48, 7200-48P, 7200-2XG, 7200-4XG, 7200-24GE
Caution and 7200-24G2XG line cards of DES-7200 series.

2.7  Setting the Static MAC
Addresses

2.7.1.1  Adding and Removing the
Static MAC Addresses

You can add a static address to the MAC address table by specifying the
destination MAC address, the VLAN (the static address will be added to the

address table of this VLAN), and the interface (the packets to the destination
MAC address are forwarded to this interface).

To add a static address, execute the following commands:

Command Function
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2.7.12

Command Function

mac-addr: Specify the destination MAC

address to which the entry corresponds.

vlan-id: Specify the VLAN to which this

address belongs.
DES-7200(config)# mac-address-table

i ) interface-id: specify the interface (physical
static mac-address vlan vlan-id

port or aggregate port) to which the packet

interface interface-id
is forwarded.

Upon receiving the packets to the
destination MAC address in the VLAN, the

switch will forward them to the interface.

DES-7200(config)# no
mac-address-table static
Remove the static MAC address entries.
mac-address vlan vlan-id interface

interface-id

The following example shows how to configure the static address
00d0.f800.073c. When a packet to this address is received in VLAN 4, it is
forwarded to Gigabitethernet 0/3.

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# mac-address-table static 00d0.f800.073c vlan 4 interface
gigabitethernet 0/3

The following example shows how to remove the static address 00d0.f800.073c.
DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#no mac-address-table static 00d0.f800.073c vlan 4 interface
gigabitethernet 0/3

Viewing Configurations

Command Function
DES-7200# show mac-address-table Show the information of all the static
static MAC addresses.

The following example shows how to view the information of all the static MAC addresses:

Vlan MAC Address Type Interface

4 00d0.¥800.073c STATIC GigabitEthernet 0/3
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2.8 Setting the Filtering
MAC Addresses

2.8.1.1 Adding and Removing the
Filtering Addresses

To add a filtering address, specify the MAC address to be filtered and the VLAN
that the MAC address belongs to. The device will directly discard the packets
from the MAC address in the VLAN.

To add a filtering address, execute the following command:

Command Function

mac-addr: Specify the MAC address to
DES-7200(config)# mac-address-table | be filtered by the device.
filtering mac-addr vlan vian-id vlan-id: Specify the VLAN to which this

address belongs.

DES-7200(config)# no mac-address-table [ Remove the filtering MAC address

filtering mac-addr vlan vlan-id entries.

The following example shows how to configure the filtering address
00d0.f800.073c. When a packet to or from this address is received in VLAN 4, it
will be discarded.

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# mac-address-table filtering 00d0.f800.073c vlan 4

The following example shows how to remove the filtering address 00d0.f800.073c.
DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)#no mac-address-table filtering 00d0.f800.073c vlan 4

2.8.1.2  Viewing Configurations

Command Function
DES-7200# show mac-address-table Show the information of all the
filtering filtering MAC addresses.
The following example shows how to view the information of all the filtering MAC addresses:
Vlan MAC Address Type Interface
4 00d0.f800.073c FILTER GigabitEthernet 0/3
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2.9 Setting MAC Address
Change Notification

2.9.1 Setting MAC
Address
Change
Notification

By default, the global switch of MAC addresses is turned off, so the MAC
address change notification function is disabled on all interfaces.

To configure the MAC address change notification function, execute the
following command:

Command Function

Configure the NMS to receive the

MAC address change notification.

host-add: IP address of the receiver.
DES-7200(configl# snmp-server host

) version: Specify the version of the
host-addr traps [ version {1| 2c |3 [auth |

. . . SNMP Trap message to be sent.
noauth | priv]}] community-string

community-string: Specify the
authentication name carried with the

SNMP Trap message.

DES-7200 (config#snmp-server enable | Allow the switch to send the SNMP

traps Trap message.

DES-7200(config)# mac-address-table | Turn on the global switch of the MAC

notification address change notification function.

interval value :Interval of generating
the MAC address change noatification

(optional), in the range of 1 to 3600
DES-7200(config)# mac-address-table

notification {interval value | history-size

seconds, 1 second by default.

history-size value: Maximum number
value}
of the records in the MAC notification
history list, in the range of 1 to 200, 50

by default.
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Command Function

Enable the MAC address change
notification on the interface.

added: Send a MAC address change
DES-7200(config-if)# snmp trap | notification when a MAC address is
mac-notification {added | removed} added on this interface.

Removed: Send a MAC address
change notification when a address is
deleted.

To disable the MAC address change notification function, use the no
snmp-server enable traps command in the global configuration mode. To turn
off the global switch of the MAC address change notification function, use the
no mac-address-table notification command. To disable the MAC address
change notification funciton on a specified interface, use the no snmp trap
mac-notification {added | removed} command in the interface configuration
mode.

This example shows how to enable the MAC address change notification
funciton, use public as the authentication name to send a MAC address change
notification to the NMS whose IP address is 192.168.12.54 at the interval of 40
seconds, set the size of the MAC address change history list to 100, and enable
the MAC address change notification funciton on gigabitethernet 0/1 when a
MAC address is added or removed.

DES-7200(config)# snmp-server host 192.168.12.54 traps public
DES-7200(config)# snmp-server enable traps

DES-7200(config)# mac-address-table notification

DES-7200(config)# mac-address-table notification interval 40
DES-7200(config)# mac-address-table notification history-size 100
DES-7200(config)# interface gigabitethernet 0/1

DES-7200(config-if)# snmp trap mac-notification added
DES-7200(config-if)# snmp trap mac-notification removed

2.9.2  Viewing the
MAC Address
change
Notification
Information

In the privileged mode, you can view the information on the MAC address table
of the device by using the commands listed in the following table:

Command Function
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Command Function

Show the global configuration of the
DES-7200# show mac-address-table

o MAC address change notification
notification

function.

Show the configuration of the MAC

address change notification on the

DES-7200# show mac-address-table

notification interface .
interface.

DES-7200# show mac-address-table | Show the history list of the MAC address

notification history change notification.

The following examples show how to view the MAC address change
notification.

View the global configuration of the MAC address change notification:

DES-7200# show mac-address-table notification

MAC Notification Feature : Enabled

Interval(Sec): 2

Maximum History Size : 154

Current History Size : 2

DES-7200# show mac-address-table notification interface

Interface MAC Added Trap MAC Removed Trap
Gi0/1 Disabled Enabled

Gi0/2 Disabled Disabled

Gi0/3 Enabled Enabled

Gi0/4 Disabled Disabled

Gi0/5 Disabled Disabled

Gi0/6 Disabled Disabled

DES-7200# show mac-address-table notification history
History Index:1

Entry Timestamp: 15091

MAC Changed Message :

Operation VLAN MAC Address Interface
Added 1 00d0.¥808.3cc9 Gi0/1
Removed 1 00d0.¥808.0c0Oc Gi0/1
History Index:2

Entry Timestamp: 21891

MAC Changed Message :

Operation VLAN MAC Address Interface

Added 1 00d0.¥80d.1083 Gi0/1
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2.10 Setting IP Address and
MAC Address Binding

2.10.1  Setting IP
Address and
MAC address
Binding

In the global mode, to configure IP address and MAC address binding, execute

the following commands.

Command

Function

DES-7200(config)# address-bind
ip-address mac-address

Configure IP address and MAC address
binding.

DES-7200(config)# address-bind install

Enable the address binding function.

To cancel the IP address and MAC address binding, use the no address-bind
ip-address mac-address command in the global configuration mode.

To disable the address binding function, execute the no address-bind install

command.

The following example shows how to bind the IP address and MAC address:

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)#address-bind 192.168.5.1 00d0.f800.0001

DES-7200(config)#address-bind install
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Problem: In the stack environment, if one switch learns the
MAC address when receiving the IP packets not correspond to
the address binding, this MAC address can only be learned by
the chip of that switch and cannot be learned by the chips of
other switches in the stack environment.

Phenomenon: In the stack environment, if one switch learns the
MAC address when receiving the IP packets not correspond to
A the address binding, this address entry is displayed using the
show mac command and the IP packets can still be
broadcasted to other stack switches. The MAC address learning
is normal when receiving the non-IP packets or the IP packets

Caution

correspond to the address binding.
Workaround: N/A.

After executing the address-bind install command but the
IP+MAC binding is not configured, then allow all packets to be
transmitted on the interface.

For DES-7200 series, when the global IP+MAC binding, port
\ security and DOT1X are co-used and no matter whether the
security channel is enabled or not, all secure users can

Note communicate with each other.

2.10.2  Setting the
Address
Binding Mode

In the global mode, to configure the address binding mode, execute the
following commands.

Command Function

DES-7200(config)# address-bind
ipv6-mode { compatible| loose |
strict }

Configure the address binding
mode.

DES-7200(config)# no adress-bind | Restore to the default address
ipv6-mode binding mode.

The following example shows how to set the address binding mode to strict:

DES-7200#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)#address-bind ipv6-mode strict
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In the IPV6 mode, DHCP Snooping address binding, port security MAC+IP
address binding functions are enabled at the same time.

Mod | IPv4 packet forward rule | IPv6 packet forward rule

e
Strict | Only packets with Only IPV6 packets with
IPV4+MAC are IPv6 security address
forwarded. configured are allowed to
be forwarded.
Loos | Only packets with All IPV6 packets are
e IPV4+MAC are allowed to be forwarded.
forwarded.
A Com | Only packets with Only IPV6 packets binded
% patib | IPV4+MAC are with the source MAC
le forwarded. address or the security

address configured are
allowed to be forwarded.
For DES-7200 series, when
the IPv6 compatible mode,
port

security and DOT1X
authentication are co-used,
all IPv6 packets with the
secure address can be
transmitted on the interface.

2.10.3  Setting the Exceptional
Ports for the IP Address
and MAC Address
Binding

To make the IP address and MAC address binding not to take effect on some
ports, you can set these ports as exceptional ports. To configure an exceptional
port, execute the following command in the global configuration mode.
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Command Function

Configure the exceptional port for the IP

DES-7200(config)#address-bind address and MAC address binding.

uplink interface-id
Interface-id: port or Aggregate port

Use the no address-bind uplink interface-id command to cancel the
configuration of the specified exceptional port.

The following example shows how to set the interface GigabitEthenet 0/1 to the
exceptional port:

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)# address-bind uplink GigabitEthernet 0/1

2.10.4 Viewing the IP
Address and
MAC Address
Binding Table

To show the IP address and MAC address binding table, use the show
address-bind command in the privileged mode:

Command Function
DES-7200(config)#show View the IP address and MAC address
address-bind binding table.

The following example shows how to view the IP address and MAC address
binding table :

DES-7200#show address-bind
Total Bind Addresses in System : 1

IP Address Binding MAC Addr

192.168.5.1 00d0.¥800.0001

2.11 Configuration Examples

2.11.1 Network
Topology

As Figure-14 shows, the database server connects to the switch through the
interface GigabitEthernet 0/1, the web server connects to the switch through the
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interface GigabitEthernet 0/2, and the server administrator connects to the
switch through the interface GigabitEthernet 0/3. Other users access the web
server through the interface GigabitEthernet 0/10. All data are forwarded in
VLAN 1.

The static MAC address configuration enables the data exchanged between the
web server and the database server, the administrator and the server to be
forwarded in the unicast form, preventing these data from being forwarded in
the broadcast form in the user network and ensuring the security of the
information exchanged between the web server and the database server, the

administrator and the server .

Databasa Server
000, 8000001
Web Server
d.fa00.0002
GigabitEthemet 01 GigabitEth ﬂ?t 0z

Administrator

Figure 1 Typical Configuration Topology

2.11.2 Configurations

The following example shows how to configure the switch:

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#mac-address-table static 00d0.f800.0001 vlan 1 interface
GigabitEthernet 0/1

DES-7200(config)#mac-address-table static 00d0.f800.0002 vlan 1 interface
GigabitEthernet 0/2

DES-7200(config)#mac-address-table static 00d0.f800.0003 vlan 1 interface
GigabitEthernet 0/3

The following example shows the switch configurations:

DES-7200#show mac-address-table static
Vlian MAC Address Type Interface
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1 00d0.¥800.0001 STATIC GigabitEthernet 0/1
1 00d0.¥800.0002 STATIC GigabitEthernet 0/2
1 00d0.¥800.0003 STATIC GigabitEthernet 0/3
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Aggregate Port
Configuration

This chapter explains how to configure an aggregate port on DES-7200
devices.

3.1 Overview

311 Understanding
Aggregate Port

Multiple physical links can be bound into a logical link, called an aggregate port
(hereinafter referred to as AP). DES-7200 devices provide the AP function that
complies with the IEEE802.3ad standard. This function can be used to expand
link bandwidth and improve reliability.

AP function supports traffic balancing that evenly allocating the traffic to every
member link. AP function also supports link backup. When a link member in an
AP is disconnected, the system will automatically allocate the traffic of the
member link to other active member links in the AP, except for the broadcast or
multicast packets it received.

Typical AP configurations

e Switch

Gigabit Aggregate link < | ”
A Switch
1000BASE-X 1000BASE-X
Swilch s = Switch

- 10MT1 DORA 10N DORA -
g Swyilching g : Switching g
lin k lirk
Waorkstation Warkstation

Each AP includes up to 8 member ports.
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Product Model Supported max AP number

DES-7200 128

3.1.2 Understanding
Traffic
Balancing

Traffic can be evenly distributed on the member links of an AP according to the
features such as source MAC address, destination MAC address, combination
of source MAC address and destination MAC address, source IP address,
destination IP address, and combination of source IP address and destination
IP address. The aggregateport load-balance command can be used to set the
method to distribute traffic.

Source MAC address-based traffic balancing refers to distribute the traffic on
the member links of an AP according to the source MAC addresses of packets.
Those packets with different source MAC addresses are evenly distributed on
the member links of an AP according to different source MAC addresses. Those
packets with the same source MAC address are forwarded through the same
member link.

Destination MAC address-based traffic balancing refers to distribute the traffic
on the member links of an AP according to the destination MAC addresses of
packets. Those packets with different destination MAC addresses are evenly
distributed on the member links of an AP according to different destination MAC
addresses. Those packets with the same destination MAC address are
forwarded through the same member link.

The traffic balancing based on the combination of source MAC address and
destination MAC address refers to distribute the traffic on the member links of
an AP according to the combination of source MAC address and destiantion
MAC address of packets. Those packets with different source and destination
MAC addresses are evenly distributed on the member links of an AP according
to different source and destination MAC addresses. Those packets with the
same source and destination MAC address are distributed on the same
member link.

Source IP address- or destination IP address-based traffic balancing refers to
distribute the traffic on the member links of an AP according to the source IP
addresses or destination IP addresses of packets. Those packets with different
source IP addresses or destination IP addresses are evenly distributed on the
member links of an AP according to different source or destination IP addresses.
Those packets with the same source IP address or destination IP address are
forwarded through the same member link. This mode is specific for Layer 3
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packets. If layer2 packets are received under this mode, traffic balancing is
performed automatically according to the default device setting.

The traffic balancing based on the combination of source IP address and
destination IP address refers to distribute the traffic on the member links of an
AP according to the combination of source IP address and destiantion IP
address of packets. Those packets with different source and destination IP
addresses are evenly distributed on the member links of an AP according to
different source and destination IP addresses. Those packets with the same
source IP address and destination IP address are forwarded through the same
member link. This mode is specific for Layer 3 packets. If layer2 packets are
received under this mode, traffic balancing is performed automatically according
to the default device setting.

All the abovementioned balancing modes are applicable to AP on Layer 2 and
Layer 3.

Table-1 lists the traffic balancing modes supported on different switch models,
wherein “ v” indicates support, “X” indicates no support.

Traffic
Balancing
Mode

Source
MAC-based

Destination
MAC-based

Source+Desti
nation
MAC-based

Source
IP-based

Destinati
on
IP-based

Source+D
estination
IP-based

DES-7200

An appropriate traffic distribution method should be set according to the actual
network environments, so that the traffic can be evenly distributed on the the
links for the maximum utilization of network bandwidth.

In the following diagram, a switch communicates with a router through an AP,
and the router serves as the gateway for all the devices inside the network
(such as 4 PCs on the top of the diagram). The source MAC addresses of all the
packets that the devices outside the network (such as 2 PCs at the bottom of
the diagram) send through the router are the MAC address of the gateway. In
order to distribute traffic between the router and other hosts on other links,
traffic balancing should be performed based on the destination MAC address.
However, traffic balancing should be performed based on the source MAC
address on the switch.

AN

Note

When the traffic balancing mode is source IP address-based, destination IP
address-based, or source IP address and destination IP address-based traffic
balancing mode, Layer 2 packets are distributed under the default device
mode. You can execute show aggregateport load-balance command to get
the default device mode before setting the parameter aggregateport

load-balance.
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AP traffic balancing

Agaregate Link

L

3.2 Configuring Aggregate
Port

3.2.1 Default
Aggregate Port
Configuration

The default AP configuration is shown in the table below.

Attribute Default value
Layer-2 AP interface None
Layer-2 AP interface None

Traffic balancing
of the incoming packets.

Traffic is distributed according to the source MAC addresses

c By default, the DES-7200 series perform traffic balancing based on the

combination of the source MAC addresses and destination MAC

Caution addresses of the incoming packets.

3.2.2  Aggregate Port
Configuration
Guide

B The rates of the member ports of an AP must be the same.
B L2 ports can only be join a L2 AP, and L3 ports can only join a L3 AP. L2/L3
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attributes of AP including member ports must not be modified.

B An AP does not support port security.

B Once a port is added to an AP, its attributes will be replaced by those of the
AP.

B Once a port is removed from an AP, its attributes will be restored to original
attributes.

When a port is added to an AP, you cannot perform any configuration

] on the port before removing the port from the AP.
Caution

3.2.3  Configuring a
Layer2
Aggregate Port

In the interface configuration mode, add the interface to an AP by performing
the following steps.

Command Function

DES-7200(config-if-range)# port-group Add the interface to an AP (the system

port-group-number will create the AP if it does not exist).

In the interface configuration mode, use the no port-group command to
remove a physical port from the AP.

The example below shows how to configure the layer2 Ethernet interface 1/0 to
a member of layer2 AP 5.

DES-7200# configure terminal

DES-7200(config)# interface range gigabitEthernet 0/1
DES-7200(config-if-range)# port-group 5

DES-7200(config-if-range)# end

The command interface aggregateport n (n is the AP number) in the global
configuration mode can be used to directly create an AP (if AP n does not exist).

3.2.4 Configuring a
Layer3
Aggregate Port

By default, an aggregate port is on layer 2. To configure a layer-3 AP, perform
the following operations.

The example below shows how to configure a layer-3 AP (AP 3) and configure
its IP address (192.168.1.1):

DES-7200# configure terminal

DES-7200(config)# interface aggretegateport 3

DES-7200(config-if)# no switchport
DES-7200(config-if)# ip address 192.168.1.1 255.255.255.0
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DES-7200(config-if)# end

f Only L3 switch support L3 AP.
=2 You shall create a L3 AP before adding the interface to the L3

Caution AP by executing port-group command.

The example below shows how to add the interface gigabitEthernet 0/1-3 to L3
AP:
DES-7200# configure terminal

DES-7200(config)# interface range gigabitEthernet 0/1-3
DES-7200(config-if)# no switchport

DES-7200(config-if)# port-group 2

3.2.5  Configuring Traffic
Balancing on an
Aggregate Port

In the configuration mode, configure traffic balancing on the AP by performing
the following steps:

Command Function

Set the AP traffic balancing and select the
algorithm:

dst-mac: Distribute traffic according to the
destination MAC addresses of the incoming

packets.

src-mac: Distribute traffic according to the source

MAC addresses of the incoming packets.
DES-7200(config)#

src-dst-mac: Distribute traffic according to the
aggregateport load-balance

combination of the source MAC addresses and
{dst-mac | src-mac | o ) )
) ) destination MAC addresses of the incoming
src-dst-mac | dst-ip | src-ip |
) packets.
src-dst-ip }
src-ip: Distribute traffic according to the source IP

addresses of the incoming packets.

dst-ip: Distribute traffic according to the destination
IP addresses of the incoming packets.

src-dst-ip: Distribute traffic according to the
combination of the source IP addresses and

destination IP addresses of the incoming packets.

To restore the traffic balancing configuration of an AP to the default value,
execute the no aggregateport loag-balance command in the global
configuration mode:
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3.3 Showing an Aggregate
Port

In the privileged mode, show the AP configuration by performing the following

steps.

Command Function

DES-7200# show
aggregateport

Show the AP settings.
[port-number]{load-balance |

summary}

DES-7200# show aggregateport load-balance
Load-balance : Source MAC address

DES-7200# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Ports

Agl 8 Enabled ACCESS
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4.1

LACP Configuration

Overview

4.2

LACP(Link Aggregation Control Protocol) is a protocol based on IEEE802.3ad and
aims to implement the dynamic link aggregation and deaggregation. This protocol
interacts with its peer by using the LACPDU(Link Aggregation Control Protocol Data
Unit).

With LACP enabled on the port, LACP notifies the following information of the port
by sending LACPDUs: priority and MAC address of the system, port priority, number
and operation key. Upon receiving the information, the peer determines the port that
can be aggregated by comparing the reveived information with the information of
other ports on the peer device. In this way, the two parties can reach an aggreement
in adding/removing the port to/from a dynamic aggregation group.

Dynamic Link Aggregation Mode

4.3

A LACP port can be in one of the three aggregation modes: Active, Passive and
Static.

The port in the active state will transceive the LACP packets and negotiate with the
peer end, the port in the passive state will only respond to the received LACP
pacekts, and the port in the static mode will not transceive the LACP packets or
negotiate with the peer end, see the static AP configuration guide AP-SCG.doc for
detailed configuration.

Port mode Neighbor port mode

Active mode Active or passive mode.

Passive mode Active mode

Static mode Static mode.

LACP Port State

The port member in the aggregation group can be in the following 3 states:

When the link state of the port is Down, no packet is forwarded on the port. The port
state is down.
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When the link state of the port is Up, after the LACP negotiation, the port joins in the
packet forwarding as a port member in the aggregation group. The port state is

bndl.

When the link state of the port is Up, the port fails to join in the packet forwarding
because the LACP is not enabled on the port, or the attribute of the port and the
master port is inconsistent. The port state is susp.

AN

Note

Only the port with full-duplex attribute can be aggregated.
The port rate, flow-control, media-type and Layer2&3 port
attribute must be consistent.

After the port aggregation, changing the above port attributes
will lead to the aggregation failure of other ports in the same
aggregation group.

N

Caution

The LACP cannot be enabled on the ports with the function of
forbidding the member ports to add to or leave the AP
enabled; and the function of forbidding the member ports to
add to or leave the AP cannot be enabled on the LACP
member ports. The AP with the function of forbidding the
member ports to add to or leave cannot configured as the
LACP AP, and function of forbidding the member ports to add
to or leave the AP cannot be enabled on the LACP AP.

The SYSLOG will be displayed when the LACP fails to leave
the AP due to external function limitations, such as:
%LACP-5-UNBUNDLE_FAIL: Interface FastEthernet 0/1
failed to leave the AggregatePort 1. In this case, please
modify the configuration to cancel the related configuration of
forbidding the member ports to leave the AP, otherwise the
normal packets transmission on the AP will be influenced.

4.4  Dynamic Link Aggregation Priority

Relations

441 LACP System ID

Only one LACP aggregation system can be configured on each device. Each LACP
aggregation system has sole system priority. The system ID consists of LACP

system priority and the device MAC address. First compare the two system priorities:

the lower the system priority is, the higher the system ID will be. Then compare the
two device MAC addresses if the system priorities are equal: the smaller the MAC
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address is , the higher the system ID will be. The system with the higher system ID
determines the port state.

4.4.2 LACP Port ID

Each port owns an independent LACP port priority, which is configurable. The port
ID consists of LACP port priority and port number. First compare the two port
priorities: the lower the port priority value is, the higher the port ID is. Then compare
the two port numbers if the two port priorities are equal: the smaller the port number
is, the higher the port ID is.

4.4.3 LACP Master Port

When the dynamic member port is up, LACP selects a port with the highest priority
in the aggregation group based on the port rate, duplex rate, ect. Only can the ports
with the same attributes with the master port be aggregated and join in the packet
forwarding in the aggregation group. When the port attributes change, LACP
re-selects the master port without deaggregation. But when the new master port is
not aggregated, LACP deaggregates the member ports in the aggregation group
and re-aggregates.

4.4.4 LACP Negotiation Procedure

Upon receiving the LACP packets from the peer port, the system ID with higher
priority is selected. On the end of higher system ID, set the ports in the aggregation
group are to be aggregated in the descending order of port priority(when the number
of ports in the aggregation group exceeds the maximum port number, the state of
the ports exceeding the aggregation capacity is sups.) Upon receiving the updated
LACP packets on the peer port, the corresponding port is to be aggregated.

- - = -

Port | Pori 4

-
. Ao
vmﬂﬁ Port 5
Port 3 Port f

Switch A Switch B
MAC:00d0.£800.0001 MAC:00d0.f800.02
System priority:6 1440 System priority: 4096

Figure-1 LACP Negotiation

As shown in Figure-1, switch A and switch B are interconnected through the 6 ports.
Set the system priority for the switchA and the switchB to be 61440 and 4096
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respectively. Enable the LACP function on the 6 ports directly-connected between
the switches. Set the aggregation mode for the 3 ports is active, and set the default
port priority for the other 3 ports as 32768.

Upon receiving the LACP packets from the switchA, switchB finds its system priority
is higher than the switchA, the port4-6 on the switchB are to be aggregated
according to the sequence of the port priority. After receiving the updated LACP
packets from the switchB, the switchA finds its system priority is lower than the
switchB and the port1-3 on the switchA are also aggregated.

LACP is a protocol that automatically add/remove the port to/from the aggregation
group. The requirements of the auto-aggreagation of those two ports are:

Only can the ports with the same operation key be aggregated;

Only can the ports that are with the same attributes such as port rate and duplex as

The port link state is UP, the peer port running LACP and the port or the peer port

4.5 LACP Requirements
the master port be dynamically aggregated.
must be in the Active mode.

4.6 LACP Configuration

4.6.1  Configuring
LACP

You can configure the LACP system priority, port priority and administrative key in
the aggregation group. All dynamic link groups on one switch share one LACP
system priority. Changing the system priority will affect all aggregation groups.

Run the following commands to configure the LACP:

Command Function

DES-7200# configure Enter the global configuration mode.
DES-7200(config)# lacp | (Optional) Set the LACP system
system-priority system-priority priority, in the range of 0-65535. The

default system priority is 32768.

DES-7200(config)# interface interface-id | Enter the interface configuration
mode.

DES-7200(config-ify# lacp port-priority | (Optional) Set the LACP port priority,
port-priority in the range of 0-65535. The default
system priority is 32768.
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Command

Function

DES-7200(config-ify# port-group key
mode active | passive

Add the port to the aggregation group
and specify the LACP port mode. If
the aggregation group does not exist,
an aggregation group will be created.

key: the administrative key of the
aggregation group.

active: the port is added to the
dynamic aggregation group in the
active mode.

passive: the port is added to the
aggregation group in the passive
mode.

DES-7200(config-ifj# end

Return to the privileged mode.

4.6.2  Viewing the
LACP
Configuration

To view the LACP state, run the following command in the privileged mode:

Command

Function

DES-7200# show lacp summary

Show the LACP state information.

4.7 LACP Configuration
Example

S G 0]

Gi vl - *;,' -~

- i -
P
i (/3

£ T et o )
Cin (W3

Switch A

MAC:00d0.f800.0001
System priority: 4096

Switch B

MAC:00d0.f800.02
System priority: 61440

Figure-2 LACP Link Aggregation
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As shown in the figure-2, on the SwitchA, set the LACP system priority as 4096,
enable the LACP on the interface Gi 0/1. Gi 0/2. Gi 0/3, and set the LACP port
priority as 4096:

SwitchA#configure terminal

SwitchA(config)# lacp system-priority 4096
SwitchA(config)# interface range GigabitEthernet 0/1-3
SwitchA(config-if-range)# lacp port-priority 4096
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# end

On the SwitchB, set the LACP system priority as 61440, enable the LACP on the
interface Gi 0/1. Gi 0/2. Gi 0/3, and set the LACP port priority as 61440:

SwitchB# configure terminal

SwitchB(config)# lacp system-priority 61440
SwitchB(config)# interface range GigabitEthernet 0/1-3
SwitchB(config-if-range)# lacp port-priority 61440
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# end

After the configuration, if the LACP negotiation succeeds, it prompts the following
log:
*Feb 25 17:11:31: %LACP-5-BUNDLE: Interface GiO/1 joined AggregatePort 3.
*Feb 25 17:11:32: %LACP-5-BUNDLE: Interface Gi0O/2 joined AggregatePort 3.
*Feb 25 17:11:32: %LACP-5-BUNDLE: Interface Gi0/3 joined AggregatePort 3.
*Feb 25 17:11:32: %LINEPROTO-5-UPDOWN: Line protocol on Interface AggregatePort
3, changed state to up

Then show the member port state in the aggregation group on the SwitchA:

DES-7200(config)#show LACP summary
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.

Aggregate port 3:

Local information:

LACP port Oper Port Port
Port Flags State Priority Key Number State
Gi0/1 SA bndl 4096 0x3 Ox1 0x3d
Gi0/2 SA bndl 4096 0x3 0x2 0x3d
Gi0/3 SA bndl 4096 0x3 0x3 0x3d

4-6



DES-7200 Configuration Guide

Chapter 4 LACP Configuration

Partner information:
LACP port

Port Flags Priority

Gi0/1 SA 61440
Gi0/2 SA 61440
Gi0/3 SA 61440

Oper Port Port
Key Number State

00d0.f800.0002 0x3 Ox1 0x3d
00d0.f800.0002 0x3 0x2 0x3d
00d0.f800.0002 0x3 0x3 0x3d

The following table describes the fileds:

Field

Description

Local information

Show the local LACP information.

Port Show the system port ID.
Show the port state flag: “S” indicates that
A the LACP is stable and in the state of
ags
g periodically sending the LACPPDU; “A”
indicates that the port is in the active mode.
Show the device is requesting slow
S LACPDUSs, that is sending a packet per 30
seconds.
Show the device is requesting fast
F LACPDUs, that is sending a packet every
second.
A Show the port is in the active mode.
P Show the port is in the passive mode.
Show the port aggregation information: “bndl”
indicates that the port is aggregated; “Down”
State represents the disconnection port state;

“susp” indicates that the port is not
aggregated.

LACP Port Priority

Show the LACP port priority.

Oper Key Show the port operation key.
Port Number Show the port number.
Port State Show the flag bit for the LACP port state.

Partner infomation

Partly show the LACP information of the peer
port.

Dev ID

Partly show the system MAC information of
the peer device.
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5.1

VLAN Configuration

This chapter describes how to configure IEEE802.1q VLAN.

Overview

Virtual Local Area Network (VLAN) is a logical network divided on a physical
network. VLAN corresponds to the L2 network in the ISO model. The division of
VLAN is not restricted by the physical locations of network ports. A VLAN has
the same attributes as a common physical network. Except for no restriction on
physical location, unicast, broadcast and multicast frames on layer 2 are
forwarded and distributed within a VLAN, not being allowed to directly go to
other VLANs.Therefore, when a host in a VLAN wants to communicate with
another host in another VLAN, a layer 3 device must be used, as shown in the
following diagram.

You can define a port as the member of a VLAN. All the terminals connected to
the specified port are part of the VLAN. A network can support multiple VLANS.
In this case, when you add, delete, and modify users in the VLANs, you do not
need to modify the network configuration physically.

WLAMN1 VLANIOD  WLAMNI06E
Switch

-

.8

Router

lpuaylg jsed

VAL -
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Like a physical network, a VLAN is usually connected to an IP subnet. A typical
example is that all the hosts in the same IP subnet belong to the same VLAN. A
layer 3 device must be used for communication between VLANs. DES-7200 L3
devices can perform IP routing between VLANs through SVI (Switch Virtual
Interfaces). For the configuration about SVI, refer to Interface Management
Configuration and IP Unicast Routing Configuration.

511  Supported
VLAN

Complying with IEEE802.1Q Standard, our products support up to 4094
VLANs(VLAN ID 1-4094 ), in which VLAN 1 is the default VLAN that cannot be
deleted.

A DES-7200 series support 4094 VLANSs.
Caution

5.1.2 VLAN Member
Type

You can determine the frames that can pass a port and the number of VLANs
that the port can belong to by configuring the VLAN member type of the port.
For the detailed description about VLAN member type , see the following table:

Member Type Port Feature

One access port can belong to only one VLAN, which
Access
must be specified manually.

By default, one Trunk port belongs to all the VLANs of

Trunk (802.1Q) the device itself, and it can forward the frames of all
run .

the VLANs. However, you can impose restriction by

setting a list of allowed VLANSs.

5.2 Configuring a VLAN

A VLAN is identified by its VLAN ID. You can add, remove, and modify the
VLANSs in the range of 2 to 4094 on a device. VLAN 1 is created by a device
automatically and cannot be removed.

You can configure the member type of a port in a VLAN, add a port to a VLAN,
and remove a port from a VLAN in the interface configuration mode.
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521  Saving the
VLAN
Configuration

To save the VLAN configuration in the configuration file, execute the copy
running-config startup-config command in the privileged mode. To view
VLAN configuration, execute the show vlan command.

5.2.2 Default VLAN
Configuration

The following table shows the default configuration of a VLAN.

Parameter Default value Range
VLAN ID 1 1 to 4094
VLAN xxxx, where xxxx is
VLAN Name None
the VLAN ID
VLAN State Active Two status: active or inactive

5.2.3  Creating/Modif
ying a VLAN

In the privileged mode, you can create or modify a VLAN by executing the
following commands.

Command Function

Enter a VLAN ID. If you enter a new VLAN ID,
the device will create it. If you enter an existing
VLAN ID, the device modifies the
corresponding VLAN.

DES-7200(config)# vlan vlan-id

(Optional) Name the VLAN. If you skip this

] step, the device automatically assigns the
DES-7200(config)# name

vlan-name

VLAN a name of VLAN xxxx, where xxxx is a
4-digit VLAN ID starting with 0. For example,
VLAN 0004 is the default name of VLAN 4.

To restore the name of a VLAN to its default, simply enter the no name
command.

The following example creates VLAN 888, names it test888, and saves its
configuration into the configuration file:

DES-7200# configure terminal

DES-7200(config)# vlan 888

DES-7200(config-vlan)# name test888
DES-7200(config-vlan)# end
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524 Deleting a
VLAN

You cannot delete the default VLAN (VLAN 1).

In the privileged mode, you can delete a VLAN by executing the following
command.

Command Function

DES-7200(config)# no vlan
Enter the VLAN ID that you want to delete.

vlan-id
525 Adding
Existing Access
Ports to
Specified
VLAN

If you assign a port to an inexistent VLAN, the switch will automatically create
that VLAN.

In the privileged mode, you can assign a port to a VLAN by executing the
following command.

Command Function

DES-7200(config-if)j# switchport Define the member type of the portin a VLAN
mode access (L2 ACCESS port).

DES-7200(config-if)j# switchport
Assign the port to the VLAN.
access vilan vlan-id

The following example adds Ethernet 1/10 to VLAN20 as an access port:

DES-7200# configure terminal

DES-7200(config)# interface fastethernet 1/10
DES-7200(config-if)# switchport mode access
DES-7200(config-if)# switchport access vlan 20
DES-7200(config-if)# end

The following example shows how to verify the configuration:

DES-7200(config)#show interfaces gigabitEthernet 3/1
switchport

Switchport is enabled

Mode is access port

Acsess vlan is 1,Native vlan is 1

Protected is disabled

Vlan lists is ALL
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5.2.6  Adding Access
Ports to the
Existing VLAN

In VLAN configuration mode, add the specified Access port to this VLAN. The
effect of this command is the same as the command to specify the VLAN to
which the interface belongs in interface configuration mode (namely switchport
access vlan vlan-id).

Command Function

Type in a VLAN ID. If a new VLAN ID is typed
in, the device will create a VLAN. If an existing
VLAN ID is typed in, the corresponding VLAN

will be modified.

DES-7200(config)# vlan vlan-id

Add one or a group of Access ports to the

DES-7200(config-vlan)# add L
existing VLAN.

interface { interface-id | range
By default, all layer-2 Ethernet ports belong to

VLANT.

interface-range }

DES-7200(config-vlan)# [noJadd

) ] ] Delete one or a group of Access ports form the
interface { interface-id | range

) existing VLAN.
interface-range }

DES-7200(config-vlan)#show

) ) ) ] Display the information about layer-2 interface.
interface interface-id switchport

This command only applies to Access port.

A B |n terms of these two commands to add interface to the

Cauti VLAN, the later configured command will override the
aution
previously configured command.

The following example adds Access port (GigabitEthernet 0/10) to VLAN20:

DES-7200# configure terminal
SwitchA(config)#vlan 20
SwitchA(config-vlan)#add interface GigabitEthernet 0/10

The following example how to verify the configurations:

DES-7200# show interface GigabitEthernet 0/10 switchport

Interface Switchport Mode Access Native Protected VLAN lists

GigabitEthernet 0/10 enabled ACCESS 20 1 Disabled ALL
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5.3 Configuring VLAN
Trunks

5.3.1 Overview

A trunk is a point-to-point link that connects one or multiple Ethernet switching
interfaces to other network devices (for instance, router or switch). A trunk can
transmit the traffics of multiple VLANSs.

The Trunk encapsulation of DES-7200 device is 802.1Q-complied. The
following diagram shows a network connected with trunks.

Switich

trunk trunk” trunk

i e
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You can set a common Ethernet port or aggregate port to be a trunk port. For
the details of aggregate port, refer to Configuring Aggregate Port.

St b
R outer

In order to switch an interface between the access mode and the trunk mode,
use the switchport mode command:

Command Function

DES-7200(config-ifj# switchport

Set an interface to the access mode
mode access

DES-7200(config-if)j# switchport

Set an interface to the Trunk mode
mode trunk

A native VLAN must be defined for a trunk port. The untagged packets received
and sent through the port are deemed as the packets of the native VLAN.
Obviously, the default VLAN ID of the port (that is, the PVID in the IEEE 802.1Q)
is the VLAN ID of the native VLAN. Moreover, you must untag them before
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sending the packets of the native VLAN through the trunk port. The default
native VLAN of a trunk port is VLAN 1.

When you configure a trunk link, be sure that the ports on both ends of the trunk

belong to the same native VLAN.

5.3.2 Configuring a
Trunk Port

5.3.2.1  Basic Trunk Port
Configuration

In the privileged mode, you can configure a trunk port by executing the following
command.

Command Function

DES-7200(config-if}# switchport
Configure the port as a L2 trunk port.
mode trunk

DES-7200(config-ifj# switchport
Specify a native VLAN for the port.
trunk native vlan vlan-id

To restore all the trunk-related settings of a trunk port to their defaults, use the
no switchport mode command in the interface configuration mode.

5.3.3 Defining the
Allowed VLAN
List of a Trunk
Port

By default, the traffic of all VLANs in the range of 1 to 4094 can be transmitted
over a trunk port. However, you can restrict the traffic of some VLANs from
passing the trunk port by setting its allowed VLAN list.

In the priviledged mode, you can modify the allowed VLAN list of a trunk port by
executing the following command.

Command Function
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Command Function

(Optional) Configure the allowed VLAN list of the
trunk port. The vlan-list parameter may be a VLAN
or a series of VLANSs. It starts with a small VLAN
ID and ends with a large VLAN ID. Both IDs are

connected with “-”, such as 10-20.

DES-7200(config-if)# switchport | All: Add all the allowed VLANs to the allowed

trunk allowed vlan {all | [add | VLAN list;
remove | except]}v|an-|ist add: Add the SpeCiﬁed VLAN list to the allowed
VLAN list;

remove: Remove the specified VLAN list from the
allowed VLAN list;

except: Add all the VLANs other than the
specified VLAN list to the allowed VLAN list.

To restore the allowed VLAN list of the trunk port to its default, execute the no
switchport trunk allowed vlan command in the interface configuration mode.

The following example removes VLAN 2 from the allowed VLAN list of port 1/15:
DES-7200(config)# interface fastethernet 1/15

DES-7200(config-if)# switchport trunk allowed vlan remove 2
DES-7200(config-if)# end

DES-7200# show interfaces fastethernet 1/15 switchport

Interface Switchport Mode Access Native Protected VLAN lists

Gi0/15 enabled TRUNK 1 1 Disabled 1,3—4094

534  Configuring a
Native VLAN.

Tagged or untagged 802.1Q frames can be received or sent on a trunk port.
Untagged frames are used to transmit the traffic of the native VLAN. By default,
the native VLAN is VLAN 1.

In the privileged mode, you can configure a native VLAN for a trunk port by
executing the following command.

Command Function

DES-7200(config-if)j# switchport
Configure a native VLAN.
trunk native vlan vlan-id

To restore the native VLAN of a trunk port to its default, execute the no
switchport trunk native vlan command in the interface configuration
command.
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If a frame carries the VLAN ID of the native VLAN, it will be automatically
untagged when being forwarded through the trunk port.

When you set the native VLAN of a trunk port to an inexistent VLAN, the switch
will not automatically create the VLAN. In addition, the native VLAN of a trunk
port may be out the allowed VLAN list. In this case, the traffic of the native
VLAN cannot pass the trunk port.

5.4 Showing VLAN
Information

Only in the privileged mode can you view the VLAN information, including VLAN
VID, VLAN status, member ports of the VLAN, and VLAN configuration. The
related commands are listed as below:

Command Function

Show the information about all or the specified

show vlan [id vlan-id] VLAN

The following example shows the information about a VLAN:

DES-7200# show vlan
VLAN Name Status Ports

1 VLANOOO1 STATIC Gi0/1, Gi0/5, Gi0/6, Gi0/7
Gi0/8, Gi0/9, Gi0/10, Gi0/11
Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/16, Gi0/17, Gi0/18, Gi0/19
Gi0/20, Gi0/21, Gi0/22, Gi0/23
Gi0/24

10 VLANOO1O STATIC Gi0/2, Gi0/3

20 VLANOO20 STATIC Gi0/2, Gi0/3, Gi0/4

30 VLANOO30 STATIC Gi0/3, Gi0/4

DES-7200#show vlan id 20
VLAN Name Status Ports

20 VLANOO20 STATIC Gi0/2, Gi0/3, Gi0/4
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5.5 Configuration Examples

551 Network
Topology
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55.2 Networking
Requirements

As shown above, an Intranet is divided into VLAN 10, VLAN 20 and VLAN 30 in
order to realize laye-2 isolation. The IP subnets corresponding to three VLANs
are 192.168.10.0/24, 192.168.20.0/24 and 192.168.30.0/24. The three VLANs
are interconnected through the IP forwarding capacity of layer-3 core switch.

5.5.3  Configuration
Tips

This example shows to how to configure the core switch and one of the access
switches:

B Configure three VLANs on the core switch; configure the port connecting
access switch to trunk port and specify the allowed vlan list to realize
layer-2 isolation;

B Configure three SVI interfaces on the core switch to serve as the gateway
interfaces for IP subnets corresponding to the three VLANS; configure the
corresponding IP addresses;

B Create VLANs on three access switches and assign Access port for each
VLAN; specify the trunk port for connecting core switch. This example
shows the configuration steps on the access switch of Switch A.
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554 Configuration
Steps

55.4.1 Configurations on Core Switch

B Create VLAN

# Enter the global configuration mode
DES-7200#configure terminal

# Create VLAN 10
DES-7200(config)#vlan 10

# Create VLAN 20
DES-7200(config-vlan)#vlan 20

# Create VLAN 30

DES-7200(config-vlan)#vlan 30

# Return to the global configuration mode

DES-7200(config-vlan)#exit

B Configure respective trunk ports and specify the allowed vlan list
# Enter the interface range of Gi 0/2-4

DES-7200 (config) #interface range GigabitEthernet 0/2-4

# Configure Gi 0/2-4 as trunk ports

DES-7200(config-if-range)#switchport mode trunk

# Return to the global configuration mode

DES-7200(config-if-range)#exit

# Enter port Gi 0/2

DES-7200 (config) #interface GigabitEthernet 0/2

# Delete all vlans from the allowed vlan list of this port

DES-7200(config-if)#switchport trunk allowed vlan remove 1-4094

# Add vlan 10 and vlan 20 into the allowed vlan list of this port

DES-7200(config-if)#switchport trunk allowed vlan add 10,20

# Enter port Gi 0/3

DES-7200 (config-if) #interface GigabitEthernet 0/3

# Delete all vlans from the allowed vlan list of this port

DES-7200(config-if)#switchport trunk allowed vlan remove 1-4094

# Add vlan 10, vlan 20 and vlan 30 into the allowed vlan list of this port

DES-7200(config-if)#switchport trunk allowed vlan add 10,20,30
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# Enter port Gi 0/4

DES-7200 (config-if) #interface GigabitEthernet 0/4

# Delete all vlans from the allowed vlan list of this port

DES-7200(config-if)#switchport trunk allowed vlan remove 1-4094

# Add vlan 20 and vlan 30 into the allowed vlan list of this port

DES-7200(config-if)#switchport trunk allowed vlan add 20,30

# Return to the global configuration mode

DES-7200(config-if)#exit

B Display vlan configurations on core switch

# Display vlan information, including vlan id, name, state and member ports

DES-7200#show vlan
VLAN Name Status Ports
1 VLANOOO1 STATIC Gio/1, Gi0o/5, Gi0/6, Gi0/7
Gi0/8, Gi0/9, Gi0/10, GiO/11
Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/16, GiO/17, Gi0/18, Gi0/19
Gi0/20, Gi0/21, Gi0/22, Gi0/23

Gi0/24
10 VLANOO1O STATIC Gi0/2, Gi0/3
20 VLANOO20 STATIC Gi0o/2, Gi0/3, Gio/4
30 VLANOO30 STATIC Gi0/3, Gio/4

# Display the vlan state of port Gi 0/2

DES-7200#show interface GigabitEthernet 0/2 switchport

Interface Switchport Mode Access Native Protected VLAN lists

Gi0/2 enabled TRUNK 1 1 Disabled 10,20

# Display the vlan state of port Gi 0/3

DES-7200#show interface GigabitEthernet 0/3 switchport

Interface Switchport Mode Access Native Protected VLAN lists

Gi0o/3 enabled TRUNK 1 1 Disabled 10,20,30

# Display the vlan state of port Gi 0/4

DES-7200#show interface GigabitEthernet 0/4 switchport

Interface Switchport Mode Access Native Protected VLAN lists

Gi0/4 enabled TRUNK 1 1 Disabled 20,30

B Create SVI port and specify the IP address
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# Enter the global configuration mode

DES-7200#configure terminal

# Create SVI 10

DES-7200(config)#interface vlan 10

# Configure the IP address of SVI 10

DES-7200(config-if)#ip address 192.168.10.1 255.255.255.0
# Create SVI 20

DES-7200(config-if)#interface vlan 20

# Configure the IP address of SVI 20

DES-7200(config-if)#ip address 192.168.20.1 255.255.255.0
# Create SVI 30

DES-7200(config-if)#interface vlan 30

# Configure the IP address of SVI 30

DES-7200(config-if)#ip address 192.168.30.1 255.255.255.0

# Return to the global configuration mode

DES-7200(config-if)#exit

5.5.4.2  Configurations on the Access
Switch of Switch A

B Create VLAN

# Enter the global configuration mode

DES-7200#configure terminal

# Create VLAN 10

DES-7200 (config) #vlan 10

# Create VLAN 20

DES-7200 (config-vlan) #vlan 20
# Return to the global configuration mode

DES-7200(config-vlan)#exit

B Assign Access port for each VLAN

# Enter the interface range of Gi 0/2-12

DES-7200 (config) #interface range GigabitEthernet 0/2-12

# Configure Gi 0/2-12 as Access ports

DES-7200(config-if)#switchport mode access

# Add Gi 0/2-12 to VLAN 10
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DES-7200(config-if)#switchport access vlan 10

# Enter the interface range of Gi 0/13-24

DES-7200 (config-if) #interface range GigabitEthernet 0/13-24

# Configure Gi 0/13-24 as Access ports

DES-7200(config-if)#switchport mode access

# Add Gi 0/13-24 to VLAN 20

DES-7200(config-if)#switchport access vlan 20

# Return to the global configuration mode
DES-7200(config-if)#exit

B Specify the trunk port for connecting core switch
# Enter port Gi 0/1

DES-7200 (config) #interface GigabitEthernet 0/1

# Configure Gi 0/1 as trunk port

DES-7200(config-if)#switchport mode trunk

# Return to global configuration mode

DES-7200(config-if)#exit
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Super VLAN
Configuration

This chapter describes the Super VLAN configuration of DES-7200 devices.

6.1 Overview

Super VLAN is a method for VLAN division. Super VLAN, also called VLAN
aggregation, is a management technology for optimizing IP addresses. lts
principle is to assign the IP address of a network segment to different sub
VLANS that belong to the same super VLAN. Each sub VLAN is an independent
broadcast domain and isolated on the layer 2. Users in a sub VLAN use the IP
address of a virtual interface of the super VLAN as the gateway for
communication on the layer 3, which allows multiple VLANs to share one IP
address and saves IP address resources. At the same time, the ARP proxy
function is required to realize layer 3 interoperation between sub VLANSs, as well
as interoperation between sub VLANs and other networks. The ARP proxy can
forward and handle the ARP request and response packets to realize layer 3
interoperation between the isolated layer 2 ports of sub VLANs. By default, the
ARP proxy function is enabled for super VLAN and sub VLAN.

Super VLAN not only save lots of IP addresses,but also is convenient for the
network management. You only need to assign an IP address to a super VLAN
including multiple sub VLANSs.

6-1



DES-7200 Configuration Guide Chapter 6 Super VLAN Configuration

Super-VLAN 3
IP address:192. 168.1.1
Mask:/24

1P 192, 16%.1.4
PCI PO T 192, 168, 1,101
P2

The following presents the communication procedure between two aggregated
sub VLANSs.

As shown in the above diagram, Sub VLANZ2 and Sub VLAN4 are aggregated to
form Super VLAN3. An IP address is assigned to Super VLAN3, and both Sub
VLAN2 and Sub VLAN4 are located in this subnet. Supposing PC1 in Sub
VLAN2 wants to communicate with PC2 in the subnet, after knowing that the
peer is located in the same network segment, PC1 directly sends an ARP
request packet with a destination IP address. Upon receiving this ARP request
packet, the layer 3 device directly broadcasts this packet through layer 2 within
Sub VLANZ2, and sends a copy to the ARP module of the device. This module
first checks whether the destination IP address in the ARP request packet is in
Sub-VLAN2. If so, it will discard this packet because it and PC1 are located in
the same broadcast domain, and the destination host will directly respond to
PCA1. If not, it will respond PC1 with the MAC address of SuperVLANS, acting as
an ARP agent. For example, PC1 and PC2 have to communicate through the
ARP agent which forwards packets from PC1 to PC2. However, PC1 and PC3
can communicate directly without a forwarding device.

Restrictions:

® A super VLAN can only contain sub VLANs. The sub VLAN contains actual
physical ports.

A super VLAN cannot serve as a sub VLAN of other Super VLANSs.

A super VLAN cannot be used as the normal 1Q VLAN.

VLAN 1 cannot be used as a super VLAN.

A sub VLAN cannot be configured as a network interface, and cannot be
assigned with an IP address.

® Super VLAN does not support VRRP, IGMP Snooping and PIM Snooping.
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® Super VLAN interface-based ACL and QOS configurations take no effect

for sub VLANS.

6.2 Configuring a Super
VLAN

To configure a super VLAN, execute the following commands.

Command Function
DES-7200# configure Enter the global configuration mode.
DES-7200(config)# vlan vlan-id Enter the VLAN configuration mode

DES-7200(config-vlan)# supervlan Enable the Super VLAN function

DES-7200(config-vlan)# end Return to the privileged mode.

The super VLAN function is disabled by default. The enabled super VLAN
function can be disabled by using the no supervlian command.

6.3 Configuring the Sub
VLANSs of a Super
VLAN

A super VLAN is meaningful only when subVLANSs are configured.

To configure a VLAN as the sub VLAN of a super VLAN, execute the following

command.

A The SubVLAN configuration may fail due to a lack of

] resources.
Caution

Command

Function

DES-7200# configure

Enter the global configuration

mode

DES-7200(config)# vlan vlan-id

Enter the VLAN configuration

mode

DES-7200(config-vlan)# supervlan

Set this VLAN as a super
VLAN

DES-7200(config-vlan)# subvlan vlan-id-list

Specify several sub VLANs
and add them to the super
VLAN.

DES-7200(config-vlan)# exit

Return to the global mode.
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To delete a sub VLAN from the super VLAN, execute the no subvlan

[ vlan-id-list ] command.

A If you want to delete SubVLAN, you must switch it to ordinary
Cautio VLAN and then use command no vlan.

n

6.4 Setting an Address
Range for a Sub VLAN

You can configure an address range for each sub VLAN so that the device can

idetnify which sub VLAN that a given IP address belongs to. The address

ranges configured for sub VLANSs of the super VLAN should not be overlapped

or covered each other.

To set an address range for a sub VLAN, execute the following command in the

global configuration mode:

Command

Function

DES-7200# configure

Enter the global configuration

mode

DES-7200(config)# vlan vlan-id

Enter the VLAN configuration

mode

DES-7200(config-vlan)# subvlan-address-range
start-ip end-ip

Set an address range for the
sub VLAN. start-ip is the start
IP address of this sub VLAN,
and end-ip is the end IP
address of this sub VLAN.

DES-7200(config-vlan)# end

Return to the privileged mode.

DES-7200# show run

Verify the configuration.

N You can delete previous configurations by using
command no subvlan-address-range.

Note
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6.5 Setting a Virtual

Interface for a Super
VLAN

When a user in a sub VLAN needs to perform layer 3 communication, a virtual

layer 3 interface of the super VLAN should be created first.

The SVI of the super VLAN itself is used as the virtual interface.

To set a virtual interface for a supre VLAN, execute the following commands in

the global configuration mode.

Command

Function

DES-7200# configure

Enter the global configuration mode.

DES-7200(config)# interface vlan

vilan-id

Enter the SVI mode.

DES-7200(config-vlan)# ip

address ip mask

Set an IP address for the virtual interface.

DES-7200(config-vlan)# end

Return to the privileged mode.

DES-7200# show run

Verify the configuration.

6.6 Setting ARP Proxy for a

VLAN

You can set ARP Proxy for a VLAN so that sub VLANs can communciate with

each other.

ARP Proxy is enabled for a VLAN by default.

To set ARP Proxy for a VLAN, execute the following command in the global

configuration mode:

Command

Function

DES-7200# configure

Enter the global configuration mode.

DES-7200(config)# vlan vlan-id

Enter the VLAN mode.

DES-7200(config-vlan)# proxy-arp

Enable ARP Proxy function for the VLAN.

DES-7200(config-vlan)# end

Return to the privileged mode.

DES-7200# show run

Verify the configuration.

To disable ARP Proxy for a VLAN, execute the no proxy-arp command.
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6.7 Showing Super VLAN
Setting

To show the super VLAN setting, execute the following command.

Command Function

DES-7200# show supervilan Show the super VLAN setting.

6.8 Typical Super
Configuration Example

6.8.1 Network Topology

" Super VLAN 2

) : oy SVEI92 16K%.1.124
wileh A Subh-VLAM 10, 2., 30

ikl

VLAN 20
IP address range IP address range IP address range
1 168, 1, 1 0- 192 |68, 1,50 12168, 1 6l 192168, 1. 100 192168, 0, 1 10-=192 168, 1,150

Super VLAN application topology

6.8.2  Application
Requirements

As shown above, Switch A is the convergence device connecting with access
devices of Switch B, Switch C and Switch D on the Trunk ports.

Application requirements include:
® Layer-2 isolation of access users can be achieved through VLAN division.

® Users belonging to different VLANs share a same IP gateway, allowing
layer-3 communication and communication with Internet.
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6.8.3

Configuration tips

6.8.4

1. Achieve layer-2 isolation on access switches (Switch B, Switch C and
Switch D) through VLAN division (VLAN 10, VLAN 20 and VLAN 30).

2. Configure Super VLAN (VLAN 2) on the convergence device (Switch A),
and configure the VLANs (VLAN 10, VLAN 20 and VLAN 30) to
Sub-VLANS on the access device.

3. Configure SVI (192.168.1.1/24) for Super VLAN, and assign IP address
ranges for respective Sub-VLANSs (as shown above).

Configuration Steps

The following configurations are performed on Switch A; VLAN divisions on
Switch B, Switch C and Switch D won't be further described.

® Configure Switch A

Step 1: Enter the global configuration mode and create VLAN 2, VLAN 10,
VLAN 20 and VLAN 30.

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan 2

DES-7200(config-vlan)#exit

DES-7200(config)#vlan 10

DES-7200(config-vlan)#exit

DES-7200(config)#vlan 20

DES-7200(config-vlan)#exit

DES-7200(config)#vlan 30

DES-7200(config-vlan)#exit

Step 2: Configure VLAN 2 as the Super VLAN; the corresponding Sub-VLANs
are VLAN 10, VLAN 20 and VLAN 30.

DES-7200(config)#vlan 2
DES-7200(config-vlan)#supervlan
DES-7200(config-vlan)#subvlan 10,20,30
DES-7200(config-vlan)#exit

Step 3: Configure the corresponding layer-3 virtual interface for Super VLAN 2,
and users belonging to Sub-VLANs associated to Super VLAN 2 will achieve
layer-3 communication through this interface.

DES-7200(config)#interface vlan 2
DES-7200(config-if-VLAN 2)#ip address 192.168.196.1 255.255.255.0

Step 4: Configure the IP address range of 192.168.196.10-192.168.196.50 for
Sub-VLAN 10, 192.168.196.60-192.168.196.100 for Sub-VLAN 20, and
192.168.196.110-192.168.196.150 for Sub-VLAN 30.
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6.8.5

DES-7200(config)#vlan 10

DES-7200(config-vlan)#subvlan-address-range 192.168.196.10 192.168.196.50
DES-7200(config-vlan)#exit

DES-7200(config)#vlan 20

DES-7200(config-vlan)#subvlan-address-range 192.168.196.60 192.168.196.100
DES-7200(config-vlan)#exit

DES-7200(config)#vlan 30

DES-7200(config-vlan)#subvlan-address-range 192.168.196.110
192.168.196.150

Step 5: Configure Gi 0/1, Gi 0/5 and Gi 0/9 as Trunk ports for connecting Switch
B, Switch C and Switch D.

DES-7200(config)#interface range gigabitEthernet 0/1,0/5,0/9
DES-7200(config-if-range)#switchport mode trunk

Verification

Step 1: Display configurations of Switch A. Key points: mapping relation
between Super VLAN and Sub-VLAN, IP address range of Sub-VLAN, and the
gateway address of Super VLAN.

DES-7200#show running-config

H

vian 1

1

vian 2

supervlan

subvlan 10,20,30

1

vian 10

subvlan-address-range 192.168.196.10 192.168.196.50

1

vlian 20

subvlan-address-range 192.168.196.60 192.168.196.100
1

vlian 30

subvlan-address-range 192.168.196.110 192.168.196.150
1

interface GigabitEthernet 0/1

switchport mode trunk

1

interface GigabitEthernet 0/5

switchport mode trunk

1

interface GigabitEthernet 0/9

switchport mode trunk
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!

interface VLAN 2

no ip proxy-arp

ip address 192.168.196.1 255.255.255.0

Step 2: Display configurations of Super VLAN, as shown below: By default,
ARP proxy is enabled in Super VLAN and Sub-VLANSs.

DES-7200(config-if-range)# show supervlan

supervlan id supervlan arp-proxy subvlan id subvlan arp-proxy subvlan ip

range
2 ON 10 ON 192.168.196.10 - 192.168.196.50
20 ON 192.168.196.60 - 192.168.196.100
30 ON 192.168.196.110 - 192.168.196.150
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Protocol VLAN
Configuration

7.1 Protocol VLAN
Technology

Every packet received on a port of the device should be classified and added to
an unique VLAN. There are three possibilities:

1. If the packet has no VLAN ID (for instance, UNTAG or Priority packet ), and
the device only supports port-based VLAN classification, the VLAN ID in the tag
added to the packet is the PVID of the inbound port.

2. If the packet has no VLAN ID (for instance, UNTAG or Priority packet), and
the device supports protocol type-based VLAN classification, one of the VLAN
IDs corresponding to the protocol suite configured on the inboud port will be
selected as the VLAN ID in the tag added to the packet. However, if the protocol
type of the packet matches none of the protocol suite configured on the inbound
port, the VLAN ID will be assigned by port-based VLAN classification.

3. If the packet is tagged, its VLAN is determined by the VLAN ID in the tag.

As a protocol type-based VLAN classification technology, the protocol VLAN
classifies the packets that have no VLAN ID and be of the same protocol type to
the same VLAN.

The protocol VLAN configuration takes effect for Trunk port and Hybrid port, not
for the Access port.

DES-7200 products support both global IP address-based VLAN classification,
and packet type and Ethernet type-based VLAN classification on a port.

Because IP address-based VLAN classification is a global configuration, once
configured, it will apply to all trunk ports and Hybrid ports.

1. If the incoming packet has no VLAN ID, and its IP address matches the
configured IP address, this packet will be classify into the configured VLAN.

2. If the incoming packet has no VLAN ID, and its packet type and Ethernet type
match those you configured on the inbound port respectively, this packet will be
classified into the configured VLAN.
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IP address-based VLAN classification takes precedence over packet type and

Ethernet type-based VLAN classification. Hence, if you have configured both IP
address-based VLAN classification and packet type and Ethernet type-based

VLAN classification, and the incoming packet matches them both,

address-based VLAN classification takes effect.

P

You should configure a VLAN, trunk port, hybrid port, access port and AP

attributes before configuring the protocol VLAN. If you have configured protocol
VLAN on a trunk port or a hybrid port, the allowed VLAN list for the trunk port
and hybrid port must include all the VLANSs related to the protocol VLAN.

7.2  Configuring a Protocol
VLAN
7.2.1 Default

Protocol VLAN

7.2.2

No Protocol VLAN is configured by default.

Configuring IP
Address-based
VLAN
Classification

To configure IP address-based VLAN classification, execute the following

commands:

Command

Description

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# protocol-vlan ipv4

address mask address vlan vid

Configure IP address, subnet mask and
VLAN classification.

DES-7200(config)# no protocol-vlan

ipv4 address mask address

Remove the IP address configuration.

DES-7200(config)# no protocol-vlan
ipvd

Remove all IP address configuration.

DES-7200(config)# interface

interface-id

Enter the interface configuration mode.

DES-7200(config-if)j#protocol vlan ipv
4

Enable the IP address-based VLAN

classification on the interface.

DES-7200(config-if)j#no

protocol vlan ipv4

Disable the IP address-based VLAN
classification on the interface.
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Command Description

DES-7200(config-vlan)# show

) Show the configured IP address
protocol-vlan ipv4

\ Specify the IP address and subnet mask in the x.x.x.x format.

Not Available VLAN IDs may vary with different products.
ote

The following command configures the IP address of 192.168.100.3, and the
mask of 255.255.255.0 VLAN 100.

DES-7200# configure terminal

DES-7200(config)# protocol-vlan ipv4 192.168.100.3 mask 255. 255.255.0 vlan
100

DES-7200(config-vlan)# end

DES-7200# show protocol-vlan ipv4
ip mask vlan

192.168.100.3 255.255.255.0 100

7.2.3 Configuring
Packet Type
and Ethernet
Type Profile

To configure the packet type and Ethernet type profile, execute the following
commands:

Command Description

DES-7200# configure terminal Enter the global configuration mode.

DES-7200(config)# protocol-vlian
profile id frame-type [type] ether-type
[type]

Configure packet type and Ethernet type
profile.

DES-7200(config)# no protocol-vlan i
Delete an profile.
profile id

DES-7200(config)# no protocol-vlan
) Clear all profiles.
profile

DES-7200(config-vlan)# show
protocol-vlan profile [id]

Exit the VLAN mode

DES-7200# configure terminal Show all profiles.

DES-7200(config)# protocol-vlian
profile id frame-type [type] ether-type | Show a profile.

[type]
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For example:

DES-7200# configure terminal

DES-7200(config)# protocol-vlan profile 1 frame-type ETHERII ether-type
EHTER_AARP

DES-7200(config)# protocol-vlan profile 2 frame-type SNAP ether-type
0x809b

DES-7200(config-vlan)# end

DES-7200# show protocol-vlan profile

profile frame-type ether-type Interfaces|vid
1 ETHERI I EHTER_AARP NULL INULL
2 SNAP ETHER_APPLETALK NULL]JNULL

1) The configuration will not become effective until the profile is

\ applied to a port.

2) Before updating a profile, you must delete the profile and
then reconfigure it.

Note

7.2.4  Applyinga
Profile

To apply a profile, execute the following commands:

Command Description

DES-7200# configure terminal Enter the global configuration mode.

DES-7200(config)# interface

) ) Enter the interface configuration mode.
interface-id

DES-7200(config-if)# protocol-vlan

o . Apply a profile to this port.
profile id vlan vid

DES-7200(config-if)# no protocol-vlan

file id Clear all profiles on this port .
profile i

DES-7200(config-if)# no protocol-vlan

) Clear a profile on this port
profile

DES-7200(config-if)# show

] Show the profile configuration.
protocol-vlan profile

The following example applies profile 1 and profile 2 to the GE interface 1 of
Slot 3. The VLAN categories are VLAN 101 and 102:

DES-7200# configure terminal

DES-7200(config)# interface gi 3/1
DES-7200(config-if)# protocol-vlan profile 1 vlan 101
DES-7200(config-if)# protocol-vlan profile 2 vlan 102
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DES-7200(config-if)# end
DES-7200# show protocol-vlan profile

profile frame-type ether-type Interfaces|vid
ETHERI1 EHTER_AARP gi3/1]101
SNAP ETHER_APPLETALK gi3/1]102

1. All profiles can be applied to each interface.
2. Different VIDs can be specified for the same profile on
different interfaces.

Note
3. DES-7200 series support 4094 VLANSs.

7.3 Showing a Protocol
VLAN

To show a protocol VLAN, execute the following command:

Command Description

DES-7200# show protocol-vlan Show a protocol VLAN.

DES-7200# show protocol-vlan
ip mask vlan

192.168.100.3 255.255.255.0 100

profile frame-type ether-type Interfaces|vid
ETHERI 1 EHTER_AARP gi3/1]101
SNAP ETHER_APPLETALK gi3/1]1
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7.4  Typical Protocol VLAN
Configuration Examples

7.4.1 Example of
protocol-based
VLAN
configuration

7.4.1.1 Network Topology

WLAN3

y Mopcll Netware Server

S3innn

x""\.-'
Office zone

Switch A

Windows NT SaMvEr |

Diagram for protocol-based VLAN configuration

7.4.1.2  Application Requirements

The above figure shows the structure of a Windows NT and Novell Netware
interconnected network. The office zone is connected to the layer-3 device of
Switch A through Hub. There are different PC users distributed in the office zone,
with certain users using Windows NT operating system and supporting IP
protocol and other users using Novell Netware operating system and supporting
IPX protocol. The entire office zone is connected to Internet and server via the
uplink port of Gi 0/3.

Networking requirement:

» Implement layer-2 isolation between Windows NT users and Novell
Netware users in order to lessen network traffic.

7.4.1.3 Configuration Tips

Configuration tips:
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1. Configure packet type and Ethernet type profiles (in this example, IP
packets correspond to Profile 1, and IPX packets correspond to Profile 2).

2. Apply the profile to the uplink port (Gi 0/3) and associate with the VLAN (in
this example, associate Profile 1 with VLAN 2 and Profile 2 with VLAN 3).

Notes:

1. Protocol-based VLAN can only apply to Trunk port and Hybrid port, which
can directly connect with Hub or user PCs.

2. PC user can determine its IP network segment according to the
protocol-based VLAN (network segment configuration for each VLAN won't
be described herein).

7.4.1.4  Configuration Steps

Configure Switch A

Step 1: Enter global configuration mode and create VLAN 2 and VLAN 3.

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan range 2,3
DES-7200(config-vlan-range)#exit

Step 2: Since Windows NT server and Novell Netware server are directly
connected with Gi 0/1 and Gi 0/2, we can configure port-based VLANSs.

DES-7200(config)#interface gigabitEthernet 0/1
DES-7200(config-GigabitEthernet 0/1)#switchport access vlan 2
DES-7200(config-GigabitEthernet 0/1)#exit
DES-7200(config)#interface gigabitEthernet 0/2
DES-7200(config-GigabitEthernet 0/2)#switchport access vlan 3
DES-7200(config-GigabitEthernet 0/2)#exit

Step 3: Configure uplink port Gi 0/3 as a Trunk port.

DES-7200(config)#interface gigabitEthernet 0/3
DES-7200(config-GigabitEthernet 0/3)#switchport mode trunk

Step 4: Configure the corresponding Profile 1 and Profile 2 for IP protocol and
IPX protocol respectively (assuming that Ethernet Il encapsulation is used, the
Ethernet types of IP and IPX are 0X0800 and 0X8137 respectively)

DES-7200(config)#protocol-vlan profile 1 frame-type eTHERIIl ether-type
0x0800

DES-7200(config)#protocol-vlan profile 2 frame-type eTHERIIl ether-type
0x8137

Step 5: Apply Profile 1 and Profile 2 to Gi 0/3 in order to classify VLAN 2 and
VLAN 3. IP packets received on the port will belong to VLAN 2, and IPX packets
received on the port will belong to VLAN 3.
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DES-7200(config-GigabitEthernet 0/3)#protocol-vlan profile 1 vlan 2
DES-7200(config-GigabitEthernet 0/3)#protocol-vlan profile 2 vlan 3
DES-7200(config-GigabitEthernet 0/3)#exit

7.4.15 Verification

Step 1: Display configurations of Switch A. Key points: whether profiles have
been properly configured for the Protocol VLAN, and whether the port applied
with profiles has been properly configured.

DES-7200#show running-config

!
vlian 2

1
vlian 3

1

protocol-vlan profile 1 frame-type ETHERII ether-type 0x800
protocol-vlan profile 2 frame-type ETHERII ether-type 0x8137
1

interface GigabitEthernet 0/1

switchport access vlan 2

1

interface GigabitEthernet 0/2

switchport access vlan 3

1

interface GigabitEthernet 0/3

switchport mode trunk

protocol-vlan profile 1 vlan 2

protocol-vlan profile 2 vlan 3

Step 2: Display the type of protocol packets matched by profile and the
corresponding port number and VLAN ID.

DES-7200#show protocol-vlan profile
profile frame-type ether-type/DSAP+SSAP interface vlan

1 ETHERII 0x800 Gi0/3 2
2 ETHERII 0x8137 Gi0/3 3
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74.2 Example of IP
address based
VLAN
configuration

7.4.2.1 Network Topology

IP IP network segment
networ, oz 1682 1724 ¢ 1-52 166.1.1/24
k

seqm

ent

. . ) 7L ' Office zone A
GVl e, G2
vw XY <

4

- e 18 | Office zone B
= T -

I[P network segment « 19216811024 8192 168.2.1/24

Switch Al qus

Diagram for IP address based VLAN configuration

7.4.2.2  Application Requirements

Office zone A and office zone B are connected to the elayer-3 device of Switch
A through hubs. Office users falling within the fixed network segment are
distributed in office zone A and belong to a port-based VLAN. Office zone B is
distributed by office users falling within two different network segments, and
port-based VLAN cannot be realized in this zone.

Networking requirements

» For PC users from office zone B, Switch A shall be able to determine their
VLAN according to the IP network segment of packets.

7.4.2.3 Configuration Tips

Configuration tips:

Globally configure IP address based VLANs (in this example, IP network
segment of 192.168.1.1/24 belongs to VLAN 3, and IP network segment of
192.168.2.1/24 belongs to VLAN 2), and enable IP address based VLAN on the
uplink port (Gi 0/3).
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Notes:

IP address based VLAN can only apply to Trunk port and Hybrid port, which can
directly connect with Hub or user PCs.

7.4.2.4  Configuration Steps

Configure Switch A

Step 1: Enter global configuration mode and create VLAN 2 and VLAN 3.

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan range 2-3
DES-7200(config-vlan-range)#exit

Step 2: Configure G0/3 as a Trunk port.

DES-7200(config)#interface gigabitEthernet 0/3
DES-7200(config-GigabitEthernet 0/3)#switchport mode trunk
DES-7200(config-GigabitEthernet 0/3)#exit

Step 3: Since the server is directly connected with port Gi 0/1, this port can be
configured to belong to VLAN 2.

DES-7200(config)#interface gigabitEthernet 0/1
DES-7200(config-GigabitEthernet 0/1)#switchport access vlan 2
DES-7200(config-GigabitEthernet 0/1)#exit

Step 4: Configure port Gi 0/2 to belong to VLAN 3.

DES-7200(config)#interface gigabitEthernet 0/2
DES-7200(config-GigabitEthernet 0/2)#switchport access vlan 3
DES-7200(config-GigabitEthernet 0/2)#exit

Step 5: Associate IP network segment of 192.168.1.1/24 with VLAN 3 and IP
network segment of 192.168.2.1/24 with VLAN 2.

DES-7200(config)#protocol-vlan ipv4 192.168.1.1 mask 255.255.255.0 vlan 3
DES-7200(config)#protocol-vlan ipv4 192.168.2.1 mask 255.255.255.0 vlan 2

Step 6: On port Gi 0/3, enable IP address based VLAN classification.

DES-7200(config)#interface gigabitEthernet 0/3
DES-7200(config-GigabitEthernet 0/3)# protocol-vlan ipv4

7.4.25 Verification

Step 1: Display configurations of Switch A. Key points: whether IP address
based VLAN classification has been properly configured, and whether the
uplink port has been configured as a Trunk port.

DES-7200#show running-config
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vlan 1

vlan 2

vlian 3

1

protocol-vlan ipv4 192.168.1.1 mask 255.255.255.0 vlan 3
protocol-vlan ipv4 192.168.2.1 mask 255.255.255.0 vlan 2
1

interface GigabitEthernet 0/1

switchport access vlan 2

1

interface GigabitEthernet 0/2

switchport access vlan 3

1

interface GigabitEthernet 0/3

switchport mode trunk

Step 2: Display the policy configured for matching IP network segment and
VLAN ID.

DES-7200#show protocol-vlan ipv4d

ip mask vlan

192.168.1.1 255.255.255.0 3
192.168.2.1 255.255.255.0 2
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Private VLAN
Configuration

8.1 Private VLAN
Technology

If the service provider offers a VLAN to each subscriber, the service provider
supports a limited number of subscribers because one device supports 4096
VLANSs at most. On the layer 3 device, each VLAN is assigned with a subnet
address or a series of addresses, which results in a waste of IP addresses. In
this case, private VLAN comes into being.

A private VLAN divides the layer 2 broadcast domain of a VLAN into several sub
domains. Each sub domain consists of a private VLAN pair: primary VLAN and
secondary VLAN.

A private VLAN domain can have multiple private VLAN pairs, and each VLAN
pair represents a sub domain. All the private VLAN pairs in one private VLAN
domain share a primary VLAN. Each sub domain has a different secondary
VLAN IDs.

There is only one primary VLAN in each private VLAN domain. The secondary
VLAN is used for layer 2 separation in the same private VLAN domain. There
are two types of secondary VLANSs:

® |solated VLAN: Layer 2 communication is not possible for the ports in the
same isolated VLAN. There is only one isolated VLAN in a private VLAN
domain.

® Community VLAN: The ports in the same community VLAN can perform
layer 2 communication, but not with the ports in other community VLANS.
There can be multiple community VLANSs in a private VLAN domains.

Promiscuous port, a port in the primary VLAN, can communicate with any port,
including the isolated port and community port of the secondary VLAN in the
same private VLAN.

Isolated port, a port in the isolated VLAN, can only communicate with the
promiscuous port. The packets received on the isolated port are allowed to be
forwarded to the Trunk Port, but the packets in the isolated VLAN received on
the Trunk Port cannot be forwarded to the isolated port.
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Isolated Trunk Port, can be the member port of multiple ordinary VLANs and
PVLANSs. In the isolated VLAN, the isolated trunk port can only communicate
with the promiscuous port; in the community VLAN, it can communicate with the
community ports in the same community VLAN and the promiscuous port; in the
ordinary VLAN, it follows the 802.1Q rule. The packets in the isolated VLAN
received on the isolated trunk port are allowed to be forwarded to the Trunk Port,
but the packets in the isolated VLAN received on the Trunk Port cannot be
forwarded to the isolated port.

The VID for the tagged packet forwarded from the promiscuous port to the the
isolated trunk port, is the VID for the secondary VLAN.

Community port, a port in the community VLAN, can communicate with other
community ports in the same community VLAN as well as the promiscuous port
in the primary VLAN. However, they cannot communicate with the community
ports in other community VLANs and isolated ports in the isolated VLANSs.

The following list shows the packet forwarding relationship between various port

types:
Output Port Promiscuous | Isolated | Community | Isolated  Trunk | Trunk Port
Port Port Port Port (In the | (In the
same VLAN) same

Input Port VLAN)
Promiscuous port | \ \ \ V
Isolated Port \ X X X V
Community \ X \ \ \
Port
Isolated  Trunk | X \ X \
Port (In the same
VLAN)
Trunk Port (In the | X \ X \
same VLAN)

The following list shows the whether the VLAN TAG changes or not after the
packet forwarding between various port types:
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Output Port Promiscuous | Isolated | Community | Isolated  Trunk | Trunk Port
Port Port Port Port (In the | (In the
same VLAN) same
Input Port VLAN)
Promiscuous port | Unchanged Unchan | Unchanged | Add the | Add the
ged secondary VLAN | primary
ID VLAN ID
TAG
Isolated Port Unchanged | N/A N/A N/A Add the
isolated
VLAN ID
TAG
Community Unchanged | N/A Unchanged | Add the | Add the
Port community communit
VLAN ID TAG y VLAN ID
TAG
Isolated Trunk | Remove the | N/A Remove the | Unchanged in | Unchange
Port (In the same | VLAN TAG VLAN TAG | the non-isolated | d
VLAN) VLAN.
Trunk Port (In the | Remove the | N/A Remove the | Change to the | Unchange
same VLAN) VLAN TAG VLAN TAG | secondary VLAN | d
ID in the primary
VLAN;
Unchanged in
other
non-isolated
VLAN.
Switch CPU Untag Untag Untag Add the | Add the
secondary VLAN | primary
ID TAG VLAN ID
TAG

In a private VLAN, an SVI interface can be created for the primary VLAN rather
than the secondary VLANSs.
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8.2

A port in the private VLAN can be a SPAN source port instead of a mirrored
destination port.

Configuring a Private
VLAN

8.2.1 Default Private
VLAN
Configuration

No Private VLAN is configured by default.

8.2.2  Configuring a
VLAN as a
Private VLAN

To configure a VLAN as a private VLAN, execute the following commands:

Command Description
configure terminal Enter the global configuration mode.
vlan vid Enter the VLAN configuration mode.

private-vlan{community | isolated| . )
) Configure a private VLAN.
primary}

no private-vlan{community | i .
. ) Remove the configured private VLAN.
isolated | primary}

end Exit the VLAN configuration mode.

show vlan private-vlan [type] Show a private VLAN

The member port in the 802.1Q VLAN cannot be declared as a

private VLAN. VLAN 1 cannot be declared as a private VLAN as

well. If there is a trunk or uplink port in the 802.1Q VLAN, first

delete this VLAN from the allowed VLAN list. The following
N conditions must be met in order to make a private VLAN become
Note active:

1. The primary VLAN is available.

2. The secondary VLANs are available.

3. The secondary VLANs are associated with the primary VLAN.

The following example configures 802.1Q VLAN as a private VLAN:

DES-7200# configure terminal
DES-7200(config)# vlan 303
DES-7200(config-vlan)# private-vlan community
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DES-7200(config-vlan)# end
DES-7200# show vlan private-vlan community
VLAN Type Status Routed [Interface Associated VLANs

303 comm inactive Disabled no association
DES-7200#configure terminal

DES-7200(config)#vlan 404

DES-7200(config-vlan)# private-vlan isolated
DES-7200(config-vlan)# end

DES-7200# show vlan private-vlan

VLAN Type Status Routed |Interface Associated VLANs

303 comm inactive Disabled no association
404 isol inactive Disabled no association

8.2.3  Associating the
Secondary
VLANSs with
the Primary
VLAN

To associate the secondary VLANs with the primary VLAN, execute the
following commands:

Command Description
configure terminal Enter the global configuration mode.
vlan p_vid Enter the primary VLAN configuration mode.

private-vlan association
{svlist | add svlist | remove Associate with the secondary VLANSs.

svlist}

Remove the association with all the secondary

no private-vlan association
VLANS.

end Exit the VLAN mode.

show vlan private-vlan [type] | Show the private VLAN

For example:

DES-7200# configure terminal

DES-7200(config)# vlan 202

DES-7200(config-vlan)# private-vlan association 303-307,309,440
DES-7200(config-vlan)# end

DES-7200# show vlan private-vlan

VLAN Type Status Routed |Interface Associated VLANs

202 prim 1inactive Disabled 303-307,309,440
303 comm 1inactive Disabled 202
304 comm 1inactive Disabled 202
305 comm inactive Disabled 202
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306 comm 1inactive Disabled 202
307 comm 1inactive Disabled 202
309 comm 1inactive Disabled 202
440 comm 1inactive Disabled 202

N This operation is performed in the configuration mode of the

VLAN declared as the primary VLAN.
Note

8.2.4 Mapping
Secondary
VLAN:S to the
Layer 3
Interface of the
Primary VLAN

To map the secondary VLANSs to the layer 3 interface of the primary VLAN,
execute the following commands:

Command Description

configure terminal Enter the global configuration mode.

Enter the interface configuration mode

interface vlan p_vid
of the primary VLAN.

private-vlan mapping Map the secondary VLANS to the layer
{svlist | add svlist | remove svlist} 3 SVI of the primary VLAN.
end Exit the interface configuration mode.

The following example configures Secondary VLAN routing:

DES-7200# configure terminal

DES-7200(config)# interface vlan 202

DES-7200(config-if)# private-vlan mapping add 303-307,309,440
DES-7200(config-if)# end

DES-7200#

\ The primary VLAN and the secondary VLANSs in this process are

associated.
Note
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8.2.5 Configuring a
Layer 2
Interface as the
Host Port of a
Private VLAN

To configure a layer 2 interface as the Host Port of a private VLAN, execute the
following commands:

Command Description

configure terminal Enter the global configuration mode.

Enter the interface configuration mode.

interface <interface> Three kinds of interfaces are available: fastethernet,
GE and 10GE.

switchport mode Configure the interface as the host interface of the

private-vlan host private VLAN.

no switchport mode Remove the configuration.

End Exit the interface mode.

switchport private-vlan
Associate the layer 2 interface with the private VLAN.
host-association p_vid s_vid

no switchport private-vlan
Remove the association.
host-association

For example:

DES-7200# configure terminal

DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# switchport mode private-vlan host
DES-7200(config-if)# switchport private-vlan host-association
202 203

DES-7200(config-if)# end

\ The primary VLAN and the secondary VLANS in this process are

associated.
Note

8.2.6  Configuring a Layer 2
Interface as the
Isolated PVLAN
Trunk Port

To configure a layer 2 interface as the isolated trunk port in the PVLAN, execute
the following commands:

Command Description
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Command

Description

DES-7200# configure
terminal

Enter the global configuration mode.

DES-7200(config-if)#
interface <interface>

Enter the interface configuration mode.
Three kinds of interfaces are available:
Megabit, Gigabit, 10 Gigabit.

DES-7200(config-if)#
switchport mode trunk

Configure the trunk mode.

DES-7200(config-if)#
switchport private-vlan
association trunk p_vid
s_vid

OR:
DES-7200(config-if)# no
switchport private-vlan
association trunk p_vid
s_vid

Associate the Layer2 port and the private
VLAN.

p_vid: primary vlan id; s_vid: secondary vlan
id.

Remove the configuration.

DES-7200(config-if }#
switchport trunk
allowed vlan {all | [add |
remove | except] } vlan-list

(Optional) Configure the allowed VLAN list
on the Trunk port.

all; all supported VLANSs in the allowed VLAN
list;

add: add the specified VLAN list to the
allowed VLAN list;

remove: remove the specified VLAN from the
allowed VLAN list;

except: add all VLANs beyond the VLAN list
to the allowed VLAN list.

vlan-list:can be a VLAN, or a series of VLAN,
for example, 10-20.

DES-7200(config-if }#

Configure the Native VLAN
Use the no switchport trunk native command in

switchport trunk native | the interface configuration mode to restore

vlan vlan-id the Trunk Native VLAN list to the default
VLANL.

For example:

DES-7200# configure terminal

DES-7200(config)# interface gigabitEthernet 0/2

DES-7200(config-if)# switchport mode trunk

DES-7200(config-if)# switchport private-vlan association trunk 202 203

DES-7200(config-if)# switchport trunk allowed vlan 100

DES-7200(config-if)# switchport trunk native vlan 100
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DES-7200(config-if)# end
DES-7200#

\ The primary VLAN and the secondary VLANSs in this process are

associated.
Note

8.2.7  Configuring a Layer 2
Interface as the
Promiscuous Port of a
Private VLAN

To configure a layer 2 interface as the promiscuous port of a private VLAN,
execute the following commands:

Command Description

configure terminal Enter the global configuration mode.

Enter the interface configuration mode.

interface <interface> Three kinds of interfaces are available: Megabit, Gigabit,
and 10 Gigabit.

switchport mode
Configure the interface as the promiscuous port of the

private-vlan

private VLAN.
promiscuous
no switchport mode Remove the configuration.

switchport private-vlan
mapping
p_vid{svlist | add svlist |

Map the secondary VLANSs to the promiscuous port.

remove svlist}

no switchport .
Remove the mapping.

private-vlan mapping

For example:

DES-7200# configure terminal

DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# switchport mode private-vlan promiscuous
DES-7200(config-if)# switchport private-vlan mapping 202 add 203
DES-7200(config-if)# end

N The primary VLAN and the secondary VLANSs in this process are

associated.
Note
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8.3 Showing a Private VLAN

8.3.1 Showing a
Private VLAN

To show a private VLAN, execute the following command:

Command

Description

show vlan private-vlan [type]

Show the private VLAN.

DES-7200# show vlan private-vlan

VLAN Type Status
202 prim active
303 comm active
304 comm active
305 comm active
306 comm active
307 comm active
309 comm active
440 comm active

Routed
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled

Interface
Gi0/1
Gi0/2
Gi0/3
Gi0/4

Gi0/5

Associated VLANs
303-307,309,440
202
202
202
202
202
202
202
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8.4 Typical PVLAN
Configuration Examples

841 PVLAN
Cross-device
Layer-2
Application

8.4.1.1 Topological Diagram

Gateway v ﬂ

Community

Cnmpaﬂ'!."-ﬂ'- * WVLAN 100
Community B8 _Compary B Company C _Cormpany A

N10O = p ymmuﬂ Pact be

LAM 101

Primary VLAN 98

Topology for PVLAN cross-device layer-2 application

8.4.1.2  Application Requirements
As shown above, in a hosting service network, company users access the
network via Switch A and Switch B. The following requirements must be met:

® Intra-company users shall be able to communicate with each other, while
inter-company users shall be isolated from each other.

® All company users share a same gateway address and are able to access

Internet.
8.4.1.3  Configuration Tips

® Configuration tips are shown below:
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1. All companies shall belong to the same PVLAN (Primary VLAN 99), and
users from all companies share a layer-3 interface through this VLAN to
communicate with Internet.

2. If there are multiple users in a company, respective companies shall belong
to different Community VLANs (company A belonging to Community VLAN 100),
so that intra-company users can communicate with each other and
inter-company users are isolated from each other.

3. If there is only one user in a company, such companies shall belong to the
same Isolated VLAN (company B and company C belonging to Isolated VLAN
101), so that inter-company users are isolated from each other.

® Configuration tips are shown below:

1. To run PVLAN across device, you need to configure the interconnected ports
to Trunk Ports.

2. The gateway-connecting port shall be configured as Promiscuous Port; the
peer port (interface of gateway device) can be configured as Trunk Port or
Hybrid Port, and the Native VLAN shall be the Primary VLAN of PVLAN.

8.4.14  Configuration Steps

Step 1: Create Primary VLAN and Secondary VLAN on the device.

I Configure Primary VLAN 99, Community VLAN 100 and Isolated VLAN 101 on
Switch A.

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan primary
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 100

SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 101

SwitchA(config-vlan)#private-vlan isolated

SwitchA(config-vlan)#exit
! Configurations of Switch B are the same as above.
Step 2: Associate Secondary VLAN and Primary VLAN on the device.

I Associate Community VLAN 100, Isolated VLAN 101 and Primary VLAN 99 on
Switch A.

SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan association 100-101
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SwitchA(config-vlan)#exit
I Configurations of Switch B are the same as above.
Step 3: Configure the uplink port for connecting gateway device.

I Configure port Gi 0/1 of Switch A as Promiscuous Port

SwitchA(config)#interface gigabitEthernet 0/1
SwitchA(config-if-GigabitEthernet 0/1)#switchport mode private-vilan
promiscuous

SwitchA(config-if-GigabitEthernet 0/1)#switchport private-vlan mapping 99
100-101

SwitchA(config-if-GigabitEthernet 0/1)#exit

Step 4: Associate the user access ports of respective companies to the
corresponding Secondary VLANSs (as shown in the above figure).

I On Switch A, associate port Gi 0/2 and Gi 0/3 to Community VLAN 100 and
associate port Gi 0/4 to Isolated VLAN 101.

SwitchA(config)#interface range gigabitEthernet 0/2-3
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 99 100
SwitchA(config-if-range)#exit

SwitchA(config)#interface gigabitEthernet 0/4
SwitchA(config-if-GigabitEthernet 0/4)#switchport mode private-vlan host
SwitchA(config-if-GigabitEthernet 0/4)#switchport private-vlan

host-association 99 101

! On Switch B, associate port Gi 0/2 to Isolated VLAN 101 and associate port Gi
0/3 to Community VLAN 100.

SwitchB(config)#interface gigabitEthernet 0/2
SwitchB(config-if-GigabitEthernet 0/2)#switchport mode private-vlan host
SwitchB(config-if-GigabitEthernet 0/2)# switchport private-vlan
host-association 99 101

SwitchB(config-if-GigabitEthernet 0/2)#exit

SwitchB(config)#interface gigabitEthernet 0/3
SwitchB(config-if-GigabitEthernet 0/3)#switchport mode private-vlan host
SwitchB(config-if-GigabitEthernet 0/3)# switchport private-vlan
host-association 99 100

SwitchB(config-if-GigabitEthernet 0/3)#exit

Step 5: Configure the connection ports for running PVLAN across device.

I Configure port Gi 0/5 of Switch A as Trunk Port

SwitchA(config)#interface gigabitEthernet 0/5
SwitchA(config-if-GigabitEthernet 0/5)#switchport mode trunk
SwitchA(config-if-GigabitEthernet 0/5)#exit

I Configure port Gi 0/1 of Switch B as Trunk Port.
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SwitchB(config)#interface gigabitEthernet 0/1
SwitchB(config-if-GigabitEthernet 0/1)#switchport mode trunk
SwitchB(config-if-GigabitEthernet 0/1)#exit

8.4.15 Verify Configurations

Step 1: Display configurations of respective devices.
I Configurations of Switch A

SwitchA#show running-config

!
vlan 99

private-vlan primary

private-vlan association add 100-101

!

vlan 100

private-vlan community

!

vlan 101

private-vlan isolated

!

interface GigabitEthernet 0/1

switchport mode private-vlan promiscuous
switchport private-vlan mapping 99 add 100-101
!

interface GigabitEthernet 0/2

switchport mode private-vlan host

switchport private-vlan host-association 99 100
!

interface GigabitEthernet 0/3

switchport mode private-vlan host

switchport private-vlan host-association 99 100
!

interface GigabitEthernet 0/4

switchport mode private-vlan host

switchport private-vlan host-association 99 101
!

interface GigabitEthernet 0/5

switchport mode trunk
!
! Configurations of Switch B

SwitchB#show running-config

vlan 99
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private-vlan primary

private-vlan association add 100-101

!

vlan 100

private-vlan community

1

vian 101

private-vlan isolated

1

interface GigabitEthernet 0/1

switchport mode trunk

1

interface GigabitEthernet 0/2

switchport mode private-vlan host

switchport private-vlan host-association 99 101
1

interface GigabitEthernet 0/3

switchport mode private-vlan host

switchport private-vlan host-association 99 100

Step 2: Display PVLAN-related configurations on respective devices.

SwitchA#show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs
99 primary active Disabled Gi0O/1, Gi0/5 100-101
100 community active Disabled Gi0/2, Gi0/3, Gi0/5 99
101 isolated active Disabled Gi0/4, Gi0/5 99
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8.4.2 Layer-3
Application of
PVLAN on a
Single Device

8.4.2.1 Topological Diagram

Internet

Primary WLAN 2
SVE102 1681,1/24 1

Campany A

Camrmunity
LAM 1

Conmumunity
LAN

Topology for layer-3 application of PVLAN on a single device

8.4.2.2  Application Requirements

As shown above, in a hosting service network, company users access the
network via the layer-3 device of Switch A. The following requirements must be
met:

® Intra-company users shall be able to communicate with each other, while
inter-company users shall be isolated from each other.

® All company users can access the server.

® All company users share a same gateway address and are able to access
Internet.

8.4.2.3  Configuration Tips

1) Configure PVLAN on the device (Switch A). For detailed configurations,
please refer to the configurations described in the section of "PVLAN
Cross-device Layer-2 Application".

2) Configure the server-connecting port (Gi 0/7) as the Promiscuous Port. All
company users can communicate with the server via Promiscuous Port.
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3) On the layer-3 device (Switch A), configure the gateway address of PVLAN
(configure SVI of VLANZ2 as 192.168.1.1/24) and configure the layer-3 port
mapping of Primary VLAN (VLAN 2) and Secondary VLAN (VLAN 10, 20
and 30). All company users can access Internet via this gateway address.

8.4.24  Configuration Steps

Step 1: Create Primary VLAN and Secondary VLAN on the device.

! Configure Primary VLAN 2, Community VLAN 10, Community VLAN 20 and
Isolated VLAN 30 on Switch A.

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan primary
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 20
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 30
SwitchA(config-vlan)#private-vlan isolated

SwitchA(config-vlan)#exit

Step 2: Associate Secondary VLAN and Primary VLAN on the device.

I Associate Community VLAN 10, Community VLAN 20, Isolated VLAN 30 and
Primary VLAN 2 on Switch A.

SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan association 10,20,30

SwitchA(config-vlan)#exit

Step 3: Associate the user access ports of respective companies to the
corresponding Secondary VLANs (as shown in the above figure).

I On Switch A, associate ports Gi 0/1 and Gi 0/2 to Community VLAN 10,
associate ports Gi 0/3 and Gi 0/4 to community VLAN 20, and associate ports
Gi 0/5 and Gi 0/6 to Isolated VLAN 30.

SwitchA(config)#interface range gigabitEthernet 0/1-2
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 10
SwitchA(config-if-range)#exit

SwitchA(config)#interface range gigabitEthernet 0/3-4
SwitchA(config-if-range)#switchport mode private-vlan host

SwitchA(config-if-range)#switchport private-vlan host-association 2 20
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SwitchA(config-if-range)#exit

SwitchA(config)#interface range gigabitEthernet 0/5-6
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 30

SwitchA(config-if-range)#exit
Step 4: Configure the server-connecting port.

I Configure port Gi 0/7 of Switch A as Promiscuous Port

SwitchA(config)#interface gigabitEthernet 0/7
SwitchA(config-if-GigabitEthernet 0/7)#switchport mode private-vlan
promiscuous

SwitchA(config-if-GigabitEthernet 0/7)#switchport private-vlan maping 2
10,20,30

SwitchA(config-if-GigabitEthernet 0/7)#exit

Step 5: Configure the gateway address of PVLAN on layer-3 device.

I On Switch A, configure the SVI of Primary VLAN 2 as 192.168.1.1/24, and
configure Community VLAN 10, Community VLAN 20 and Isolated VLAN 30
mapping.

SwitchA(config)#interface vlan 2

SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config-if-VLAN 2)#private-vlan mapping 10,20,30
SwitchA(config-if-VLAN 2)#exit

8.4.25  Verify Configurations

Step 1: Display the configurations of Switch A.
SwitchA#show running-config

L

vlian 2

private-vlan primary

private-vlan association add 10,20,30
L

vlan 10

private-vlan community

L

vlan 20

private-vlan community

L

vlan 30

private-vlan isolated

L

interface GigabitEthernet 0/1

switchport mode private-vlan host
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switchport private-vlan host-association 2 10
1

interface GigabitEthernet 0/2

switchport mode private-vlan host

switchport private-vlan host-association 2 10
1

interface GigabitEthernet 0/3

switchport mode private-vlan host

switchport private-vlan host-association 2 20
1

interface GigabitEthernet 0/4

switchport mode private-vlan host

switchport private-vlan host-association 2 20
1

interface GigabitEthernet 0/5

switchport mode private-vlan host

switchport private-vlan host-association 2 30
1

interface GigabitEthernet 0/6

switchport mode private-vlan host

switchport private-vlan host-association 2 30
1

interface GigabitEthernet 0/7

switchport mode private-vlan promiscuous
switchport private-vlan mapping 2 add 10,20,30
1

interface VLAN 2

no ip proxy-arp

ip address 192.168.1.1 255.255.255.0
private-vlan mapping add 10,20,30

Step 2: Display PVLAN-related configurations.

SwitchA#show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs
2 primary active Enabled Gi0/7 10,20,30
10 community active Enabled Gi0/1, Gi0/2 2

20 community active Enabled Gi0/3, Gi0/4 2

30 isolated active Enabled Gi0/5, Gi0/6 2
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Share VLAN
Configuration

9.1 Overview

As a VLAN sharing addresses, the Share VLAN can solve the problem that the
packets to this MAC address will be broadcast in another VLAN while the switch
learns a MAC address in a VLAN. When a VLAN is set to be the Share VLAN,
however, it will replicate its learned dynamic and static MAC addresses to other
VLANSs, and other VLANs also replicate their learned dynamic and static MAC
addresses to the Share VLAN. The address triggering this address application
procedure is called home address and the replicated addresses are called sub
addresses. The sub addresses will not trigger replication anymore. When the
home address is deleted or aged out, the sub addresses are deleted or aged
out at the same time. However, deleting sub addresses will not bring any
influence on the home address.

9.2 Application Model

Packets are forwarded by searching the address table. If the address table has
not the destination address, the packets will be broadcasted in a VLAN, as
shown in Figure 1.

Figure 1
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Fakrets from server to PO

—_—

Packets Jorm 220 server

The VID of the packets from PC1 to the server is 2. The switch will learn PC1’s

address, as shown in Table 1.

Table 1

VLAN MAC

Address Type

Interface

2

PC1-MAC

DYNAMIC

Port 1

Assume that all the response packets of the server belong VLAN 10. Since the
switch learns PC1’'s MAC address with VID 2, it will broadcast the response
packets whose VID is 10 upon their arrival. Consequently, PC2 will receive the

packets that the server sends to PC1, which are unuseful. This wastes

bandwidth and PC2’s resource. How to avoid this problem? Administrator can
set VLAN 10 to be a Share VLAN, so that the switch will replicate the MAC

address to VLAN 10 when it learns the MAC address with VID 2.

Table 2
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VLAN MAC Address Type Interface
2 PC1-MAC DYNAMIC Port 1
10 PC1-MAC DYNAMIC Port 1

In this way, when the response packets from the server arrive in the switch, the
switch can find the address with VID 10 and send them out only through port 1.

Note

A switch supports only one Share VLAN.

Only replicating dynamic MAC address and static MAC address
is allowed.

The protocol VLAN, private VLAN, remote VLAN or interface
address table replication function is mutually exclusive with the
Share VLAN, and vice versa.

The super VLAN cannot be set to be the Share VLAN, and vice
versa.
The sub VLAN cannot be set to be the Share VLAN, and vice
versa.

The MAC addresses in the Share VLAN will not be replicated to
the super VLAN, and vice versa.

Once a sub-address is deleted, it will be replicated only after its
home address is aged out or deleted and the sub address is
learned again.

The MAC address replication will fail in case of shortage of the
MAC address table. Once replication failed, the home address
and replicated sub-address will be deleted if the home address
is a dynamic address or the replicated sub-address will be
deleted if the home address is a static address.

9.3 Configure Share VLAN

Do the following steps to configure the Share VLAN:

Command Function
DES-7200(config-vlan)# Share Enable the Share VLAN.
DES-7200(config-vlan)# no Share Disable the Share VLAN.

For instance:

DES-7200# configure

Enter configuration commands, one per line. End with CNTL/Z.

DES-7200(config)# vlan 10

DES-7200(config-vlan)# Share

DES-7200(config)# end
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9.4 Showing the Share

VLAN
Do the following steps to show the Share VLAN:

Command Function
DES-7200(config-vlan)#show Show the status of MAC
mac-address-table Share address.

DES-7200# show vlan Show the Share VLAN.

For example:
Show the Share VLAN:

DES-7200#show vlan
VLAN Name Status Ports

1 VLANOOO1 STATIC Gi0/1, Gi0/2, Gi0/3, Gi0/4
Gi0/5, Gi0/6, Gi0/7, Gi0/8
Gi0/9, Gi0/10, Gi0/11, Gi0/12
Gi0/13, Gi0/14, Gi0/15, Gi0/16
Gi0/17, Gi0/18, Gi0/19, Gi0/20
Gi0/21, Gi0/22, Gi0/23, Gi0/24

2 VLANOOO2 STATIC Gi0/1

4 VLANOOO4 STATIC Gi0/2

10 VLANOO10 Share Gi0/1

Show the status of the MAC address:

DES-7200# show mac-address-table Share
Vlan MAC Address Type Interface Status

2 0040.4650.1ele DYNAMIC GigabitEthernet 0/1 original
10 0040.4650.1ele DYNAMIC GigabitEthernet 0/1 duplicated

9.5 Typical SHARE VLAN
Configuration Example

951 SHARE VLAN
video-on-demand
application

9.5.1.1 Networking Requirements

On an office network, SwitchA is connected with a video-on-demand PC user
(PC1) belonging to VLAN 2. It is requested that the access users in VLAN 3
won't be affected while the users in VLAN 2 is access the video server

9-4



DES-7200 Configuration Guide

Chapter 9 Share VLAN Configuration

(belonging to VLAN 10), making sure the network resources won't be wasted

(namely users in VLAN 3 cannot receive the reply packets sent by video

server).

95.1.2 Network Topology

‘;

VLAN 2

"%

Yideo Servers

VLAN 3

ol

VLAN 10

SHARE VLAN video-on-demand application

9.5.1.3 Configuration Tips

To meet the needs, we must configure VLAN 10 as a SHARE VLAN on

SwitchA.

After PC1 has requested the video program, the video server will reply to the
request. When packets reach SwitchA, the switch will insert VLAN 10 Tag

according to the PVID value.

On SwitchA, configure VLAN10 as the SHARE VLAN; the addresses learned by

the switch will be:

Vlan MAC Address Type Interface
2 PC1-MAC DYNAMIC G0/2
10 PC1-MAC DYNAMIC G0/2

Packets will be directly sent to PC1 through G0/2, and other users won't be able

to receive these reply packets.

9.5.14 Configuration Steps

1. On SwitchA, configure G0/2 as a hybrid port (default VLAN is 2, and the
allowed UNTAG VLANSs include VLAN 2 and VLAN 10); configure G0/3 as a
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9.5.15

hybrid port (default VLAN is 3, and the allowed UNTAG VLANSs include VLAN 3
and VLAN 10); configure G0/1 as a hybrid port (default VLAN is 2, and the
allowed UNTAG VLANSs include all vlans).

DES-7200(config)#interface gigabitEthernet 0/2
DES-7200(config-GigabitEthernet 0/2)#switchport mode hybrid
DES-7200(config-GigabitEthernet 0/2)#switchport hybrid native vlan 2
DES-7200(config-GigabitEthernet 0/2)#switchport hybrid allowed vlan untagged
2,10

DES-7200(config)#interface gigabitEthernet 0/3
DES-7200(config-GigabitEthernet 0/3)#switchport mode hybrid
DES-7200(config-GigabitEthernet 0/3)#switchport hybrid native vlan 3
DES-7200(config-GigabitEthernet 0/2)#switchport hybrid al lowed vlan untagged
3,10

DES-7200(config-GigabitEthernet 0/1)#switchport mode hybrid
DES-7200(config-GigabitEthernet 0/1)#switchport hybrid native vlan 10
DES-7200(config-GigabitEthernet 0/1)#switchport hybrid al lowed vlan untagged
1-4094

2. On SwitchA, configure VLAN 10 as the SHARE VLAN,;

DES-7200(config)#vlan 10
DES-7200(config-vlan)#share

Verification

Step 1: PC1 (assuming that its IP address is 192.168.12.4) shall be able to ping
the server (assuming that its IP address is 192.168.12.6);

Step 2: View the information about SHARE VLAN on SwitchA;

DES-7200(config-vlan)#show vlan
VLAN Name Status Ports

1 VLANOOO1 STATIC Gi0/1, Gi0/2, Gi0/3, Gi0/4
Gi0/5, Gi0/6, Gi0/7, Gi0/8
Gi0/9, Gi0/10, GiO/11, Gi0/12
Gi0/13, Gi0/14, Gi0/15, Gi0/16
Gi0/17, Gio/18, Gi0/19, Gi0/20
Gi0/21, Gi0/22, Gi0/23, Gi0/24

2 VLANOOO2 STATIC Gi0/1, Gi0/2, Gi0/3

3 VLANOOO3 STATIC Gi0/1, Gi0/2, Gi0/3

10 VLANOO10 SHARE Gi0/1, Gi0/2, Gi0/3

Step 3: View MAC address status on SwitchA (only display the information of
port 2; other ports are omitted):

DES-7200(config)#show mac-address-table share
Vlan MAC Address Type Interface Status
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2
10

00d0.1864.6909 DYNAMIC GigabitEthernet 0/2 original
00d0.f864.6909 DYNAMIC GigabitEthernet 0/2 duplicated
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1 O MSTP Configuration

10.1 MSTP Overview

10.1.1 STPand RSTP

10.1.1.1 STP and RSTP Overview

DES-7200 series supports both the STP protocol and the RSTP protocol, as
well as complying with the IEEE 802.1D and IEEE 802.1w standards.

The STP protocol can prevent broadcast storm caused by link loops and
provide link redundancy and backup.

For the layer 2 Ethernet, there is only one active channel between two LANs to
avoid broadcast storm. However, it is necessary to set up redundant links to
improve the reliability of a LAN. Furthermore, some channels should be in the
backup status in order to take up its work when a link fails. It is obviously hard to
control this process by manual. The STP protocol can complete this work
automatically. It enables a device in a LAN to:

® Discover and activate an optimal tree-type topology of the LAN.

® Detect and fix failures and automatically update the network topology to
offer the possible optimal tree-type structure at any time.

The LAN topology is automatically calculated by a set of bridge parameters set
by the administrator. The proper configuration of these parameters is helpful to
offer an optimal solution.

The RSTP protocol is completely compatible with the 802.1D STP protocol
downward. As with traditional protocol, the RSTP protocol can prevent loop and
offer link redundency. The most critical feature of the RSTP protocol is
quickness. If the bridges in a LAN support the RSTP protocol and are
configured appropriately by administrators, it will take no more than 1 second to
re-span the topology tree once the network topology changes (it takes about 50
seconds for traditional STP protocol to re-span the topology tree).

For the switch buffer control, see the chapter Buffer Control in

] Configuring QOS.
Caution
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10.1.1.2 Bridge Protocol Data Units
(BPDU):

A stable tree-type topology depends on the following elements :

® The unique bridge ID of each bridge consists of the bridge priority and the
MAC address.
The root path cost refers to the cost from a bridge to the root bridge.

Each port ID consists of the port priority and port number.

By exchanging the Bridge Protocol Data Units (BPDU) frame destined to the
multicast address 01-80-C2-00-00-00 (in hex), bridges gets the information
necessary for building the optimal tree-type topology.

A BPDU is comprised of the following elements:

Root Bridge ID (root bridge ID that a bridge considers)
Root Path cost (Root Path cost of a bridge).

Bridge ID (ID of a bridge).

Message age (the live time of the message)

Port ID (port ID sending the message).

Forward-Delay Time, Hello Time and Max-Age: time parameters.

Other flag bits, such as network topology change and port status.

Once a port of a bridge receives a BPDU message whose priority is higher than
its priority (or smaller bridge ID and smaller root path cost), the bridge will store
this message on the port while updating and propagating them to all other ports.
If the BPDU with lower priority is received, the bridge will discard this message.

This mechanism propagates a BPDU message of higher priority in the whole
network. As a result:
® A bridge is elected to be the root bridge in the network.

® Each bridge other than the root bridge has a root port that offers a shortest
path to the root bridge.

Each bridge will calculate the shortest path to the root bridge.

Each LAN has a designated bridge that lies in the shortest path between
this LAN and the root bridge. The port for connecting the designated bridge
and the LAN is referred to as the designated port.

The root port and the designated port are in the forwarding status.

Other ports beyond the spanning tree are in the discarding status.

10.1.1.3 Bridge ID

As specified in IEEE 802.1W standard, each bridge has an unique bridge ID
based on which the root bridge is elected in spanning tree algorithm. The bridge
ID consists of eight bytes, in which the last six bytes are the MAC address of the
bridge, and the first two bytes are shown in the table below. Of which, the first
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four

bits denote the priority, while the last twelve bits denote the system ID for

extending the protocol in the future. This value is 0 in the RSTP, so the priority
of the bridge should be configured as the multiple of 4096.

Priority value System ID

Bit 16 15 14 |13 12 |11 10 |9 (8 |7 |65 (4|3 |2 |1
3276 | 1638 (819 204 102 |51 |25 (12 |6 |3 |1

Value 4096 814 12 |1
8 4 2 8 4 2 |6 |8 (4]2]6

10.1.1.4 Spanning-Tree Timers

The
tree.

following describes three timers impacting the performance of spanning

Hello timer: Interval to send the BUDU message.

Forward-Delay timer: Interval to change the port status, that is, the time
interval at which the port switches from the listening status to the learning
status and vice versa when the RSTP protocol runs in the compatible STP
protocol mode.

Max-Age timer: The longest time for the BPDU message. The system will
discard the message when the timer times out.

10.1.1.5 Port Roles and Status

A port plays a role to present its function in the network topology.

Root port: The port that provides the shortest path to the root bridge.
Designated port: The port through which each LAN is connected to the root
bridge.

Alternate port: The alternate port of the root port that will take up its work
when the root port fails.

Backup port: The backup port of the designated port. If two ports of a
bridge are connected to a LAN, the port with higher priority is the
designated port and the other one is the backup port.

Disable port: The port that is not in the active status, namely, the ports
whose operation status is down.

Figure 1, Figure 2 and Figure 3 below show the roles of various ports:

R =Root port D = Designated port A= Alternate port B = Backup port

Unless otherwise stated, the priorities of these ports are in the descending order

from left to right.
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Figure-1
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There are three port states for every port to indicate whether the data packet is
forwarded and control the topology of the whole spanning tree.

® Discarding: Neither forward the received frame nor learn about the source
Mac address.

® |earning: Do not forward the received frame, but learn about the source
Mac address, so it is a transitional status.

® Forwarding: Both forward the received frame and learn about the source
Mac address.

For the stable network topology, only the root port and designated port can be
the forwarding status, while other ports are only in the discarding status.
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10.1.1.6 Generating a Network
Topology Tree (Typical
Application Solution)

We now describe how the STP and RSTP protocols span a tree-type structure
by the mixed network topology. As shown in Figure 4, the bridge IDs of Switches
A, B and C are assumed in the ascending order. Namely, Switch A presents the
highest priority. There is the 1000M link between switch A and switch B, and the
100M link between switch A and switch C, while it is the 10M link between
switch B and switch C. Switch A acts as the backbone switch of this network
and implements the link redundancy for both Switch B and Switch C. Obviously,
broadcast storm would occur if all these links are active.

Figure-4

Switch A

Switch B Hwitch ©

If all of these three switches enable the Spanning Tree protocol, they will select
switch A as the root bridge by exchanging BPDU message. Once Switch B
detects that two ports are connected to Switch A, it will select the port with the
highest priority as the root port, while another one is selected as the alternate
port. Meanwhile, Switch C detects that it can reach Switch A through Switch B
or directly. However, Switch C discovers that the cost of the path from Switch B
to Switch A is lower than that directly (For the costs corresponding to various
paths, refer to table ***), so Switch C selects the port connected with Switch B
as the root port, while the one that connected with Switch A as the alternate port.
Various ports enter the corresponding status after their roles are determined. As
a result, the network topology is generated as shown in Figure 5.
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Figure-5
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If the active path between Switch A and Switch B fails, the backup path will work.
Consequently, the network topology is generated as shown in Figure 6.

Figure-6
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If the path between Switch B and Switch C fails, Switch C will automatically
switch the alternate port to the root port. Consequently, the network topology is
generated as shown in Figure 7.
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Figure-7

Switch A

i K

Tp——e— T/

Switch B Switch C

10.1.1.7 Rapid Convergence of RSTP

The following introduces the special function of RSTP: enabling rapid
forwarding on a port.

The STP protocol will forward packets after 30s since the port roles are selected,
which is twice as the Forward-Delay Time (you can set the Forward-Delay Time,
which is 15s by default). Furthermore, the root port and designated port of each
bridge will carry out the forwarding again after 30s, so it will take about 50s to
stabilize the tree-type structure of the whole network topology.

The forwarding procedure of the RSTP protocol is different from that of the STP
protocol. As shown in Figure 8, Switch A sends the specific proposal message
of the RSTP protocol. Switch B detects that the priority of Switch A is higher
than itself, takes the Switch A as the root bridge and the port that receives the
message as the root port and forwards the proposal message. Then it sends
the Agree message to Switch A through the root port. Upon the receipt of the
proposal message, Switch A will forward the message through its designated
port. After that, Switch sends the proposal message through the designated port
to extend the spanning tree in turn. In theory, the RSTP protocol can
immediately restore the tree-type network structure to implement rapid
convergence when the network topology changes.
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Figure-8
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“Point-to-point Connection” between ports is required for the
A above “handshaking” process. In order to make full use of you
device, do not use non-point-to-point connection between

Caution .
devices.

Other than Figure 9, other schematics in this chapter are the point-to-point
connection. The following lists the example figure of the non point-to-point
connection.

Example of Non Point-to-point Connection:
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Figure-9
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Figure-10
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In addition, the following figure is a point-to-point connection and should be
differentiated by users carefully.

Figure-11

Foot fbridge

==

Shared Medium

10-9



DES-7200 Configuration Guide Chapter 10 MSTP Configuration

10.1.1.8 Compatibility of RSTP and
STP

The RSTP protocol is completely compatible with the STP protocol. It will judge
whether the connected bridge supports the STP protocol or the RSTP protocol
by the version number of the received BPDU message automatically. Only the
forwarding process of the STP protocol is executed in the case of that the
bridge supports the STP protocol. This cannot maximize the performance of the
RSTP protocol.

Furthermore, using the RSTP protocol and the STP protocol will cause a
problem. As shown in Figure 17-12, Switch A supports the RSTP protocol, while
Switch B supports the STP protocol. Both switches are connected with each
other. Switch A will send the STP BPDU message to Switch B for compatibility.
However, if Switch A is connected with the RSTP-enabled Switch C, Switch A
still sends the STP BPDU message, and thus causing that Switch C considers
Switch A a STP-enabled bridge. As a result, two RSTP-supported switches run
the STP protocol, reducing their efficiency greatly.

For this reason, the RSTP protocol provides the protocol-migration function to
send the RSTP BPDU message forcibly in case that the peer bridge must
support RSTP. In this way, Switch C will detect the bridge connected with it
supports the RSTP protocol, so both two devices can run the RSTP protocol as
shown in Figure 13.

Figure-12 Protocol Migration
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10.1.2 MSTP
Overview

DES-7200 series supports the MSTP protocol, a new spanning-tree protocol
derived from the traditional STP and RSTP protocols that includes the rapid
forwarding mechanism of the RSTP protocol itself.
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Since traditional spanning tree protocols are not related to a VLAN, the
following problems may occur in a specific network topology.

As shown in Figure 14, Switches A and B are located in Vlan1, and switches C
and D in Vlan2. They form a loop.

Figure-14
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If the cost of the path from Switch A through Switch C, Switch D to Switch B is
smaller than that of the direct path from Switch A to Switch B, the latter path will
be torn down, as shown in Figure 15. Packets in Vlan1 can not be forwarded

because Switches C and D do not contain Vlan1. In this way, Vlan1 of Switch A
cannot communicate with Vlan1 of Switch B.

A C
B Ly

Figure-15
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The MSTP protocol is developed to address this problem. It partitions one or
more vlans of the switch into an instance, so the switches with the same

vianl

instance configuration form a region (MST region) to run a separated spanning
tree (this internal spanning-tree is referred to as the IST). The MST region is
equivalent to a large device, which executes the spanning tree algorithm with
other MST regions to obtain a whole spanning tree, referred to as the common
spanning tree (CST).

With this algorithm, the above mentioned network can form the topology shown
in Figure 16. Switches A and B are within the MSTP region 1 without a loop, so
no path is discarded. This is also the case in the MSTP region 2. Region 1 and
region 2 serve as two large devices respectively. There is a loop between them,
so one path is discarded according to related configuration.
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Figure-16

In this way, no loop occurs and the communication between the devices in a

VLAN works as well.

10.1.2.1 How to Partition MSTP

regions

According to above description, MSTP regions should be partitioned rationally
and the switches in a MSTP region should be configured similarly for the MSTP

protocol to work properly.

The MST configuration information contains:

MST region name (name): A string of up to 32 bytes identifying the MSTP
region.

MST revision number: A revision number of 16 bits identifying the MSTP
region.

MST instance-vlan table: Each device can create up to 64 instances with
IDs ranging from 1 to 64). Instance 0 always exists, so the system totally
supports 65 instances. You can allocate 1 to 4094 VLANSs for different
instances (0 to 64) as needed, and the unallocated VLANs belong to
instance 0 by default. In this way, each MSTI (MST instance) is a VLAN
group and executes the spanning tree algorithm within the MSTI according
to the MSTI information of the BPDU without the effect of the CIST and
other MSTls.

You can use the spanning-tree mst configuration command in the global
configuration mode to enter the MST configuration mode and configure above

information.
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The MSTP BPDU carries above information. If a device has received the same
MST configuration information of the BPDU as that of itself, it considers that the
device connecting to this port belong to the same MST region as itself.

You are recommended to configure the instance-vlan table while the STP
protocol is disable, and then enable the MSTP protocol to ensure the stability
and convergence of the network topology.

10.1.2.2 Spanning Tree within a MSTP
region (IST)

After MSTP regions are partitioned, a root bridge is elected for every instance
within a region and the port role is determined for every port on a switch. A port
is forwarded or discarded within an instance depneds on its role.

In this way, the IST (Internal Spanning Tree) is formed by exchanging the MSTP
BPDU message, and various instances have their own spanning trees (MSTI).
The spanning tree corresponding to the instance 0 is referred to as the CIST
(Common Instance Spanning Tree) in conjunection with CST. That is to say,
each instance provides each VLAN group with a single network topology
without loop.

As shown in the following figure, Switches A, B and C form a loop within the
region 1.

Switch A with the highest priority is selected as the region root in the CIST
(instance 0). Then, the path between Switches A and C is discarded according
to other parameters. Hence, for the VLAN group of instance 0, only the path
from switch A to B and switch B to switch C are available, which break the loop
of the VLAN group.

Figure-17

As shown in Figure 18, switch C with the highest priority is selected as the
region root in the MSTI 1 (instance 1). Then, the path between switch Aand B is
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discarded according to other parameters. Hence, for the VLAN group of
instance 1, only the path from switch A to switch B and switch A to switch C are
available, which break the loop of the VLAN group.

Figure-18

As shown in Figure 19, switch B with the highest priority is selected as the
region root in the MSTI 2 (instance 2). Then, the path between switch B and
switch C is discarded according to other parameters. Hence, for the VLAN
group of instance 2, only the path from switch A to switch B and switch B to
switch C are available, which break the loop of the VLAN group.

Figure-19

It should note that the MSTP protocol is not concerned on which VLAN a port
belongs to, so users should configure corresponding path costs and priorities
for ports according to actual VLAN configuration to prevent the MSTP protocol
from breaking the loop unnecessarily.
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10.1.2.3

Spanning Tree between MSTP
regions (CST)

10.1.2.4

For CST, each MSTP region is equivalent to a large-sized device, and different
MSTP regions also form a large-sized network topology tree, referred to as CST
(common spanning tree). As shown in Figure 20, for CST, switch A with the
smallest bridge ID is selected as the root of the entire CST (CST Root) and the
CIST Regional Root in this region. In Region 2, since the root path cost from
switch B to the CST root is the lowest one, switch B is selected as the CIST
Regional Root in this region. Similarly, switch C is selected as the CIST
Regional Root in Region 3.

Figure-20

The CIST Regional Root is not necessarily the device with the smallest bridge
ID in that region. It is the device in the region that has the lowest root path cost
to the CST root.

At the same time, the root port of the CIST regional root takes a new port role
for the MSTI, namely the Master port, as the outlet of all instances, which is
forwarded to all instances. In order to make the topology more stable, it is
recommended to configure the outlet of the regions to the CST root on one
device of this region as much as possible!

Hop Count

The IST and MSTI will not take the message age and Max age to calculate
whether the BPDU message is timeout. Instead, they use the mechanism
similar to the TTL of IP packets, namely hop count.

You can set it by using the spanning-tree max-hops command in the global
configuration mode. The hop count is reduced by 1 when the BPDU message
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psses through a device in a region starting from the region root bridge until it is
0, which means the BPDU message is timeout. A device will discard the BPDU
message whose hop count is 0.

In order to be compatible with the STP protocol and the RSTP protocol out a
region, the MSTP protocol still remains the Message age and Max age
mechanisms.

10.1.2.5 Compatibility of MSTP with
RSTP and STP

For the STP protocol, the MSTP protocol will send the STP BPDU to be
compatible with it like the RSTP protocol. For detailed information, refer to the
Compatibility of RSTP and STP section.

For the RSTP protocol, it will process the CIST part of the MSTP BPDU, so it is
not necessary for the MSTP to send the RSTP BPDU to be compatible with it.

Each device that runs the STP or RSTP protocol is an independent region, and

does not form the same region with any other device.

10.2 Overview of Optional
Features of MSTP

10.2.1  Understanding
Port Fast

If a port of a device is connected with the network terminal directly, this port can
be set as the Port Fast to forward packets directly. The port does not need to
wait 30 seconds before forwarding packets, which is the case when the port is
not set to Port Fast. The following figure indicates which ports of a device can
be set to Port Fast.
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Figure-21

Port fast enabled

If the BPDU message is received from the Port Fast enabled port, its Port Fast
operational state is disabled. At this time, this port will execute the forwarding by
normal STP algorithm.

10.2.2  Understanding
AutoEdge

If the specified port doesn’t receive the BPDU message sent by the downstream
port within a certain period of time (3 seconds), the port will be considered that it
connects a network device and set as an edge port to enter the Forwarding
status directly. An edge port will be automatically identified as a non-edge port
after receiving the BPDU message.

You can disable the automatic identification function of the edge port by the
spanning-tree autoedge disabled command.

This function is enabled by default.
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1)When the AutoEdge function conflicts with the
manually-configured Port Fast function, the latter shall prevail.

2) AutoEdge function can be used for rapid negotiation
forwarding between the designated port and the downstream
port, so the STP protocol doesn’t support AutoEdge. If the
designated port is in the forwarding status, Autoedge does not
take effect on the port. It will take effect during repaid
renegotiation such as pluging/unpluging network cables.

3) If a port enables the BPUD Filter, it forwards the BPDU
A message directly, but not be identified as the edge port

Caution automatically.

4) AutoEdge function is only applicable for the designated port.

5) AutoEdge complies with the standard definition of IEEE
802.1D (version 2004), in which the parameter range of Bridge
Hello Time has been modified as 1.0-2.0. Therefore, you shall
confirm that the Hello Time value is within the range when using
AutoEdge function, or the risk of temporary loop will occur. It is
recommended to disable AutoEdge function if it is neccesary to
exceed the range of Hello Time.

10.2.3  Understanding
BPDU Guard

The BPDU guard can be enabled globally or on individual interface. There are
some slightly difference between these two ways.

You can use the spanning-tree portfast bpduguard default command to open
the global BPDU guard enabled status in the global configuration mode. In this
status, if the BPDU message is received through a Port Fast-enabled port or a
AutoEdge port, this port will enter the error-disabled status, indicating the
configuration error. At the same time, the port will be closed to show that some
illegal users may add a network device to the network, which change the
network topology.

You can also use the spanning-tree bpduguard enable command to enable
BPDU guard on individual interface in the interface configuration mode (it is not
related to whether it is AutoEdge port or not ). Under this situation, it will enter
the error-disabled status if this interface receives the BPDU message.
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10.2.4 Understanding
BPDU Filter

The BPDU filter can be enabled globally or on individual interface. There are
some slightly difference between these two ways.

You can use the spanning-tree portfast bpdufilter default command to
enable the BPDU filter globally in the global configuration mode. In this status,
the BPDU messages can not be received or sent through a Port Fast-enabled
port or a AutoEdge port, leading to no BPDU messages received by the host
directly connecting the port. The BPDU filter will be disabled when the Port Fast
is disabled for the AutoEdge port receives the BPDU message.

You can also use the spanning-tree bpdufilter enable command to enable the
BPDU filter on individual interface in the interface configuration mode (it is not
related to whether it is AutoEdge port or not). In this situation, this interface will
not receive or transmit the BPDU message, but execute the forwarding directly.

10.2.5 Understanding
Tc-protection

TC-BPDU messages are BPDU messages carrying with TC flag. When the L2
switch receives these messages, the network topology will change and the
MAC address table will be deleted. And for L3 switch, the route table will be
deleted and the port state in the ARP entry will change. To prevent the switch
from processing abovementioned operations when pseudo TC-BPDU
messages attack maliciously, too-heavy burden and network turbulance, the
TC-protection function comes into being.

Tc-protection can only be enabled or disabled globally. It is enabled by default.

Once Tc-protection is enabled, the switch will delete the message within a
certain period of time (usually 4 seconds) after receiving the TC-BPDU
message while monitoring the TC-BPDU message. If it receives the TC-BPDU
message during this period, it will perform the delete operation again after this
period expires. This eliminates the need of frequently deleting MAC address
entries and ARP entries.

10.2.6  Understanding
TC Guard

The Tc-Protection function can reduce the removal of MAC address entries and
ARP entries when a lot number of TC messages are generated in a network.
However, you need to do more delete oeprations in case of TC message attack.
Furthermore, the TC message is propagated and will have an effect on the
whole network. The TC Guard function allows you to disable the propagation of
the TC message globally or on ports. When TC Guard function is configured
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globally or on a port, the port will shield the TC messages received or produced
to prevent from propagating them to other ports. In this way, this funciton can
manage TC message attack in the network and maintain the network stability.
Moreover, this function can prevent from interrupting core routes due to the
oscillation of the devices on the access layer.

Network communication will be broken off if you use tc-guard

function incorrectly.

You are recommended to enable this function when you ensure

that there is illegal tc message attack in the network.

If you enable global tc-guard, then all the ports will not spread tc
A message. It is applicable for those devices that are accessed on

Caution the desk to enable this function.

If you enable interface tc-guard, then the topology change and

tc message received on this port will not be spreaded to other

ports. It is applicable for up-link ports especially aggregated

ports to enable this function.

10.2.7 Understanding
BPDU Source
MAC Check

The gobal of the BPDU source MAC check funciton is to prevent malicious
attack on the switch by sending the BPDU message manually and thus cause
the MSTP protocol work abnormally. When the peer switch connected to a port
in the point-to-point mode is determined, enabling the BPDU source MAC check
function can receive only the BPDU message from the remote switch and
discard all other BPDU messages to protect against malicious attacks. You can
configure the corresponding MAC addresses for the BPDU source MAC check
fucntion on a specific port in the interface mode. Only one MAC address is
configured for one port. BPDU source MAC check can be disabled by using the
no bpdu src-mac-check command. In this case, any BPDU message is
received on the port.

10.2.8 Understanding
Invalid Length
Filtering for
BPDU

When the Ethernet length field of the BPDU message exceeds 1500 bits, this
BPDU message is discarded in order to avoid receiving invalid BPDU
messages.
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10.2.9 Understanding
ROOT Guard

In network design, root bridge and backup root bridge are always divided in the
same region. Due to error configuration of accendant and malicious attack in
the network, it is possible that root bridge receives configuration message of
higher priority and loses the current root bridge position, leading to error
turbulance of network topology, which Root Guard function can prevent from
occuring.

When enabling Root Guard, it enforces the port role of all the instances as
specified port. Once the port receives configuration message of higher priority,
Root Guard will set the interface as root-inconsistent (blocked). If there is no
configuration message of higher priority during the time long enough, the port
will be restored to be the original normal status.

You shall disable ROOT Guard function if this function results in the blocked
status for interfaces and it needs manual configuration to restore to the normal
status. You can use the command spanning-tree guard none in the interface
configuration mode to disable Root Guard function.

1.Incorrectly using ROOT Guard leads to network link
breakdown.
2.1f you enable ROOT Guard on non-designated port, the
non-designated port will be enforced as designated port and
show BKN status(blocking status).
A 3.If MSTO enters BKN status because it receives configuration
- message of higher priority on a port, ROOT Guard will enforce

Caution the port in all the other instances to enter BKN status.

4.ROOT Guard or LOOP Guard takes effect at the same time.
That is , they can not both take effect at the same time .

5.The AutoEdge function is disabled when enabling the ROOT
Guard-enabled port.

10.2.10 Understanding
LOOP Guard

Due to breakdown of one-way link, root port or backup port becomes
designated port, being ready to forward because they can not receive BPDU,
causing the loop in the network, which Loop Guard function can prevent.

For the ports configured loop guard, if they can not receive BPDU, the port roles
will be migrated. However, the port state is always set as discarding till the port
receive BPDU again and recalculate spanning tree.
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You can enable LOOP Guard based on global or interface.
ROOT Guard or LOOP Guard takes effect at the same time.

N

That is , they can not both take effect at the same time .

The AutoEdge function on all interfaces is ineffective when

enabling LOOP Guard function globally.

Caution

The AutoEdge function on the interface is ineffective when
enabling LOOP Guard function in the interface configuration

mode.

10.3 Configuring MSTP

Default
Spanning Tree
Configuration

10.3.1

The following table lists the default configuration of the Spanning Tree protocol.

Item Default value
Enable State Disable

STP MODE MSTP

STP Priority 32768

STP port Priority 128

STP port cost

Automatically determine according to port

rate.
Hello Time 2 seconds
Forward-delay Time 15 seconds
Max-age Time 20 seconds
Default calculation method of the Path

Long
Cost
Tx-Hold-Count 3

Link-type

Automatically determine by the duplex

status of the port.

Maximum hop count

20

Corresponding relationship between

vlan and instance

All VLANSs belong to instance 0

Only instance 0 exists

You can restore the STP parameters to its default configuration (except for

disabling STP) by using the spanning-tree reset command.
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10.3.2 Enabling and
Disabling the
Spanning Tree
Protocol

By default, DES-7200 series runs the MSTP protocol.
The spanning tree protocol is disabled on the device by default.

To enable the spanning tree protocol, execute the following command in the
privileged mode:

Command Function

DES-7200# configure terminal Enter the global configuration mode.

DES-7200(config)# spanning-tree Enable the spanning tree protocol.

DES-7200(config)# end Return to the privileged EXEC mode.

DES-7200# show spanning-tree Verify the configuration.

DES-7200# copy running-config
Save the configuration.
startup-config

To disable the spanning tree protocol, use the no spanning-tree command in
the global configuration mode.

10.3.3 Configuring the
Spanning Tree
Mode

According to the 802.1-related protocols, it is not necessary for administrators
to set much for three versions of the spanning tree protocols such as the STP,
RSTP and MSTP. These versions are compatible with one another naturally.
However, given that some manufacturers will not develop the spanning tree
protocol by standards, it may cause some compatibility problem. Hence, we
provide a command to facilitate administrators to switch to the lower version of
the spanning tree protocol for compatibility when they detect that this device is
not compatible with that of other manufacturers.

Note: When you switch to the RSTP or STP version from the MSTP version, all
information about MSTP Region will be cleared.

The default mode of the device is MSTP.

To enable the spanning tree protocol, execute the following command in the
privileged mode:

Command Function

DES-7200# configure terminal Enter the global configuration mode.
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Command Function

DES-7200(config)# spanning-tree
Switch the spanning tree version.

mode mstp/rstp/stp

DES-7200(config)# end Return to the privileged EXEC mode.

DES-7200# show spanning-tree Verify the configuration.

DES-7200# copy running-config
Save the configuration.

startup-config

To restore the spanning tree mode to the default value, use the no
spanning-tree mode command in the global configuration mode.

10.3.4 Configuring
Switch Priority

Switch priority allows you to select the root and draw the topology of a network.
It is recommended that administrators set the core device with higher priority (or
smaller value) to facilitate the stablization of the whole network. You can assign
different switch priorities for various instances so that various instances can run
separate spanning tree protocol.Only the priority of CIST (Instance 0) is related
to the devices between different regions.

As mentioned in Bridge ID, there are 16 values for the priority, and all of them
are multiples of 4096, which are 0, 4096, 8192, 12288, 16384, 20480, 24576,
28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344, and 61440. The
default value is 32768.

To configure switch priority, execute the following command in the global
configuration mode:

Command Function

DES-7200# configure terminal Enter the global configuration mode.

Configure different switch priorities for
different instances. This command
configures the switch priority for instance 0

without the instance-id parameter.
DES-7200(config)# spanning-tree
instance-id: ID of the instance in the range

mst instance-id] priority priorit

[ Ip yp y from 0 to 64.

priority: switch priority in the range from 0
to 61440 and is increased by the integral

multiple of 4096, 32768 by default.

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.
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Command Function

DES-7200# copy running-config
Save the configuration.
startup-config

To restore the switch priority to the default value, use the no spanning-tree mst
instance-id priority command in the global configuration mode.

10.3.5 Configuring
Port Priority

When two ports are connected to the shared media, the device will set the one
of the higher priority (or smaller value) to be the forwarding status and the one
of the lower priority (or larger value) to be the discarding status.If the two ports
are of the same priority, the device will set the one with the smaller port number
to the forwarding status. You can assign different port priorities to various
instances on one port, by which various instances can run the separated
spanning tree protocols.

Same as device priority, it has 16 values, all a multiple of 16. They are 0, 16, 32,
48, 64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, and 240 respectively.
The default value is 128.

To configure a port priority, execute the following commands in the privileged

mode:
Command Function
DES-7200# configure terminal Enter the global configuration mode.

Enter the interface configuration mode. A
DES-7200(config)# interface

) ) legal interface contains a physical port and
interface-id

an aggregate Link.

Configure different priorities for different
instances. The command without the
instance-id parameter will configure a port
priority for instance 0.
DES-7200(config-if)j# spanning-tree instance-id: Interface ID in the range of 0
[mst instance-id] port-priority priority to 64.
priority: Port priority of an instance in the
range 0 to 240. Furthermore, it is
increased by the integral multiple of 16,
128 by default.

DES-7200(config-if)# end Return to the privileged EXEC mode.

DES-7200# show spanning-tree [mst ) ) )
) o ] ) Verify the configuration.
instance-id] interface interface-id
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Command

Function

DES-7200# copy running-config

startup-config

Save the configuration.

To restore the port priority to the default value, execute the no spanning-tree

mst instance-id port-priority command in the interface configuration mode.

10.3.6  Configuring
Path Cost of a
Port

The switch determines a root port upon the total of the path costs along the path
from a port to the boot bridge. The port the total of paths costs from the port to
the root brdige is the smallest is elected the root port. Its default value is
calculated by the media speed of the port automatically. The higher the media
speed, the smaller the cost is. It is not necessary for administrators to change it
for the path cost calculated in this way is most scientific. You can assign

different cost paths for various instances on one port, by which various

instances can run the separated spanning tree protocols.

To configure the path cost of a port, execute the following commands in the

privileged mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# interface

interface-id

Enter the interface configuration mode. A
legal interface contains a physical port and

an aggregate Link.

DES-7200(config-ifj# spanning-tree

[mst instance-id] cost cost

Configure different priorities for different
instances. The command without the
instance-id parameter will configure a port

priority for instance 0.

instance-id: Interface ID in the range of O to
64.

cost: Path cost of the port in the range of 1 to
200,000,000. The default value is calculated

by the media rate of the port automatically.

DES-7200(config-if}# end

Return to the privileged EXEC mode.

DES-7200# show spanning-tree [mst
instance-id] interface interface-id

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.
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To restore the path cost of a port to the default value, execute the no

spanning-tree mst cost command in the interface configuration mode.

10.3.7 Configuring the
Default
Calculation
Method of Path
Cost (path cost
method)

If the path cost of a port is the default value, the device will calculate the path
cost of this port by port rate. However, IEEE 802.1d and IEEE 802.1t specify
different path cost values for a port rate respectively. The value range of the
802.1d is short (1 to 65535), while the value range of the 802.1t is long (1 to
200,000,000). Administrators should unify the path cost standard of the whole
network. The default mode is long (IEEE 802.1t Mode).

The following table lists the path costs set for different port rates in two

standards.
IEEE 802.1t
Port Rate Interface IEEE 802.1d (short)
(long)
Common Port 100 2000000
10M
Aggregate Link 95 1900000
Common Port 19 200000
100M
Aggregate Link 18 190000
Common Port 4 20000
1000M
Aggregate Link 3 19000

To configure the default calculation method of path cost, execute the following

commands in the privileged mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

pathcost method long/short

Configure the default calculation method of
the port path cost as long or short, with long
by default.

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.
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To restore the setting to the default value, execute the no spanning-tree
pathcost method command in the global configuration mode.

10.3.8 Configuring
Hello Time

Configure the interval of sending the BPDU message. The default value is 2s.

To configure the Hello Time, execute the following commands in the privileged

mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

hello-time seconds

Configure the hello time ranging from 1 to
10s, 2s by default.

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To restore the hello time to the default value, execute the no spanning-tree
hello-time command in the global configuration mode.

10.3.9 Configuring
Forward-Delay
Time

Configure the interval for changing port status. The default value is 15s.

To configure the forward-delay time, execute the following commands in the

global configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

forward-time seconds

Configure the forward delay time ranging
from 4 to 30s, 15s by default.

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To restore the forward-delay time to the default value, execute the no

spanning-tree forward-time command in the global configuration mode.
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10.3.10 Configuring
Max-Age Time

Configure the maximum period of time before the BPDU message is aged out.

The default value is 20s.

In the privilege mode, perform these steps to configure the Max-Age Time:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)#
spanning-tree

max-age seconds

Configure the max age time ranging from 6 to 40s,
20s by default.

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show

running-config

Verify the configuration.

DES-7200# copy

running-config

startup-config

Save the configuration.

To restore the max age time to the default value, execute the no spanning-tree

max-age command in the global configuration mode.

Hello Time, Forward-Delay Time and Max-Age Time have their

Meanwhile, the following condition must be

é own value ranges.
addressed: 2*(Hello Time + 1.0 seconds) <= Max-Age Time <=
Caution 2*(Forward-Delay — 1.0 second). Otherwise, it may cause the

topology instability

10.3.11 Configuring
Tx-Hold-Count

Configure the maximum number of the BPDU message sent per second, 3 by

default.

To configure the Tx-Hold-Count, execute the following commands in the global

configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

tx-hold-count numbers

Configure the maximum number of the
BPDU message sent per second in the

range of 1 to10, 3 by default.
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Command

Function

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To restore the Tx-Hold-Count to the default value, execute the no

spanning-tree tx-hold-count command in the global configuration mode.

10.3.12 Configuring
Link-type

Configure the link-type of a port. This is crucial for rapid RSTP convergence.

For details, refer to Rapid RSTP Convergence. Without configuration, the

device will set the link type of a port according to its duplex status automatically,

with point-to-point for the full duplex port and shared for the half duplex port.

To configure the link type of a port, execute the following commands in the

interface configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# interface
interface-id

Enter the interface configuration mode.

DES-7200(config-if)j# spanning-tree
link-type point-to-point/shared

Configure the link type of the interface, with
point-to-point for the full duplex port and
shared for the half duplex port. Point-to-point
indicates the rapid forwarding is enabled on
the port.

DES-7200(config-if}# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To restore the link type of a port to the default value, execute the no

spanning-tree link-type command in the interface configuration mode.
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10.3.13 Configuring
Protocol
Migration
Processing

This command is to check the version globally or on individual port. For related
information, refer to Compatibility of RSTP and STP.

Command Function

DES-7200# clear spanning-tree
Forcibly check the version on all ports.
detected-protocols

DES-7200# clear spanning-tree
detected-protocols interface Check the version forcibly on the port.

interface-id

10.3.14 Configuring a
MSTP Region

To deploy several devices in the same MSTP Region, you have to configure
these devices with the same name, the same revision number, and the same
Instance-VLAN table.

You can assign a VLAN to instances 0 to 64 respectively as required. The
remaining VLANs will be automatically assigned to instance 0. One vlan can
only be of an instance.

It is recommended to configure the Instance-VLAN table when the MSTP
protocol is disabled. After configuration, you should enable the MSTP protocol
again to ensure the stability and convergence of the network topology.

To configure a MSTP region, execute the following commands in the global
configuration mode:

Command Function

DES-7200# configure terminal Enter the global configuration mode.

DES-7200(config)# spanning-tree
Enter the MST configuration mode.
mst configuration

Add a VLAN group to a MST instance.
instance-id: Instance ID ranging from 0 to 64.

vlan-range: VLAN range in the range 1 to

DES-7200(config-mst)# instance
4094.

instance-id vlan vlan-range
For instance:

The instance 1 vlan 2-200 command is to
add VLAN 2-200 to instance 1.
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Command Function

The instance 1 vlan 2,20,200 command is to
add VLAN 2, VLAN 20 and VLAN 200 to
instance 1.

You can use the no option of this command to
delete a VLAN from an instance, and the
deleted VLAN will be added to instance 0

automatically.

Specify the MST configuration name, a string
DES-7200(config-mst)# name name
of up to 32 bytes.

DES-7200(config-mst)# revision Specify the MST revision number in the range

version 0 to 65535. The default value is 0.
DES-7200(config-mst)# show Verify the configuration.
DES-7200(config-mst)# end Return to the privileged EXEC mode.

DES-7200# copy running-config
Save the configuration.
startup-config

To restore the MST region configuration to the default value, execute the no
spanning-tree mst configuration command in the global configuration mode.
You can use the no instance instance-id command to delete an instance.
Similarly, the no name and no revision commands can be used to restore the
MST name and MST revision number settings to the default value, respectively.

The following is the example of configuration:

DES-7200(config)# spanning-tree mst configuration
DES-7200(config-mst)# instance 1 vlan 10-20
DES-7200(config-mst)# name regionl
DES-7200(config-mst)# revision 1
DES-7200(config-mst)# show

Multi spanning tree protocol : Enable Name [regionl]
Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

DES-7200(config-mst)# exit

DES-7200(config)#

Before configuring vlan and instance mapping relationship, please
A ensure that all configured VLANs have been created. Otherwise,
the association of vlan and instance on part of the products may

Caution - tiled.
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10.3.15 Configuring
Maximum-Hop
Count

Maximum-Hop Count means how many devices the BPDU message will pass
through in a MSTP region before being discarded. This parameter takes effect
for all instances.

To configure the Maximum-Hop Count, execute the following commands in the
global configuraiton mode:

Command Function
DES-7200# configure terminal Enter the global configuration mode.
DES-7200(config)# spanning-tree Configure the Maximum-Hop Count
max-hops hop-count ranging from 1 to 40, 20 by default.
DES-7200(config)# end Return to the privileged EXEC mode.
DES-7200# show running-config Verify the configuration.
DES-7200# copy running-config

Save the configuration.
startup-config

To restore the Maxium-Hop Count to the default value, execute the no
spanning-tree max-hops command in the global configuration mode.

10.3.16 Configuring
Intereface
Compatibility
Mode

In interface compatibility mode, when a port sends BPDU, it will carry different
MSTI information according to the current port attribute to realize
interconnection with other vendors.

To configure the interface compatibility mode, execute the following commands
in the privileged mode:

Command Function
DES-7200# configure terminal Enter the global configuration mode.
DES-7200(config)#interface interface-id Enter the Interface configuration mode.

DES-7200(config-if)# spanning-tree ) o
] Enable interface compatibility mode.
compatible enable
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DES-7200(config-if)# end

Return to the privileged mode.

DES-7200# show running-config

Check configuration items.

DES-7200# copy running-config

startup-config

Save the configuration.

To remove the settings, you can execute command no spanning-tree

compatible enable.

10.4 Configuring Optional
MSTP Features

10.4.1 Default Setting
of Optional
Spanning Tree
Features

All the optional features are disabled by default, except for AutoEdge function.

10.4.2 Enabling Port
Fast

Enabling Port Fast lets a port directly forward the BPDU message. When Port
Fast is disabled due to the receipt of the BPDU message, the port will
participate in the STP algorithm and forward the BPDU message normally.

To enable Port Fast, execute the following commands in the global

configuraiton mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# interface

interface-id

Enter the interface configuration mode. A
legal interface contains a physical port and

an Aggregate Link.

DES-7200(config-ifj# spanning-tree

Portfast

Enable Port Fast on the interface.

DES-7200(config-if)# end

Return to the privileged EXEC mode.
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Command Function

DES-7200# show spanning-tree
Verify the configuration.

interface interface-id portfast

DES-7200# copy running-config
Save the configuration.

startup-config

To disable Port Fast, execute the spanning-tree portfast disable command in
the interface configuration mode.

You can use the spanning-tree portfast default command in the global

configuration mode to enable Port Fast on all ports.

10.4.3 Disabling
AutoEdge

If the designated port does not receive any BPDU messages within 3 seconds,
it is identified as the edge port automatically. However, Port Fast Operational
State is disabled if the AutoEdge port receives BPDU messages. AutoEdge is
enabled by default.

To disable AutoEdge, execute the following commands in the global
configuraiton mode:

Command Function

DES-7200# configure terminal Enter the global configuration mode.

i . Enter the interface configuration mode. A
DES-7200(config)# interface
legal interface contains a physical port and

interface-id .
an Aggregate Link.

DES-7200(config-ifj# spanning-tree
Enable AutoEdge on the interface.
autoedge

DES-7200(config-if)# end Return to the privileged EXEC mode.

DES-7200# show spanning-tree
Verify the configuration.

interface interface-id portfast

DES-7200# copy running-config
Save the configuration.
startup-config

To disable AutoEdge, execute the spanning-tree autoedge disable command
in the interface configuration mode.
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10.4.4 Enabling
BPDU Guard

After BPDU Guard is enabled, a port will in the error-disabled status after

receiving the BPDU packet.

To configure the BPDU guard, execute the following commands in the global

configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

portfast

Bpduguard default

Enable the BPDU Guard globally.

DES-7200(config)# interface
interface-id

Enter the interface configuration mode. A
legal interface contains a physical port and

an aggregate link.

DES-7200(config-ifj# spanning-tree

portfast

Enable Port Fast on the interface before
the bpduguard configuration takes effect

globally.

DES-7200(config-if)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To disable BPDU Guard, execute the no spanning-tree portfast bpduguard
default command in the global configuration command.

To enable or disable BPDU Guard on an interface, execute the spanning-tree
bpduguard enable command or the spanning-tree bpduguard disable

command on the interface respectively.

10.4.5 Enabling

BPDU Filter

A port neither transmit nor receive the BPDU message after the BPDU filter is

enabled.

To configure the BPDU Filter, execute the following commands in the global

configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.
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Command

Function

DES-7200(config)# spanning-tree
portfast bpdufilter default

Enable BPDU filter globally.

DES-7200(config)# interface

Interface-id

Enter the interface configuration mode. A
legal interface contains a physical port and

an aggregate link.

DES-7200(config-ifj# spanning-tree

Portfast

Enable portfast on this interface before the
bpduguard configuration takes effect

globally.

DES-7200(config-if)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To disable BPDU Filter, execute the no spanning-tree portfast bpdufilter
default command in the global configuration mode.

To enable or disable BPDU Filter on an interface, execute the spanning-tree
bpdufilter enable command or the spanning-tree bpdufilter disable
command in the interface configuration mode.

10.4.6 Enabling

Tc_Protection

To configure Tc_Protection, execute the following commands in the global

configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

tc-protection

Enable Tc-Protection

DES-7200(config)# end

Return to the privileged EXEC mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To disable Tc_ Protection, execute the no spanning-tree tc-protection

command in the global configuration mode.
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10.4.7 Enabling TC
Guard

To enable TC Guard globally, execute the following commands in the global

configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# spanning-tree

tc-protection tc-guard

Enable TC Guard globally.

DES-7200(config)# end

Return to the privileged EXEC

mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To configure TC Guard on an interface, execute the following commands in the

interface configuration mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# interface

Interface-id

Enter the interface configuration
mode. A legal interface includes a

physical port and an aggregate link.

DES-7200(config-ifj# spanning-tree

tc-guard

Enable TC Guard on this interface.

DES-7200(config-if)# end

Return to the privileged mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

10.4.8 Enable BPDU
Source MAC
check

After the BPDU source MAC check is enabled, the switch accepts only the
BPDU message from the specified MAC address.

To configure the BPDU source MAC check, execute the following commands in

the interface configuration mode:

Command

Function
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Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# interface

interface-id

Enter the interface configuration
mode. A legal interface includes a

physical port and an aggregate link.

DES-7200(config-ifj#bpdu src-mac-check

H.H.H

Enable BPDU source MAC check.

DES-7200(config-if)# end

Return to the privileged mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To disable BPDU source MAC check, execute the no bpdu src-mac-check

command in the interface mode.

10.4.9 Enabing Root
Guard

To configure interface ROOT Guard, execute the following commands in the

privileged mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode,

DES-7200(config)#interface
interface-id

Enter the interface configuration mode.Valid
interface includes physical port and Aggregate
Link.

DES-7200(config-ifj#spanning-tre

e guard root

Enable interface ROOT Guard.

DES-7200(config-if)# end

Return to the privileged mode.

DES-7200#show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.
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10.4.10 Enabling Loop
Guard

To configure global LOOP Guard, execute the following commands in the

privileged mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode,

DES-7200(configy#spanning-tree

loopguard default

Enable global LOOP Guard.

DES-7200(config)# end

Return to the privileged mode.

DES-7200#show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.

To configure interface LOOP Guard, execute the following commands in the

privileged mode:

Command

Function

DES-7200# configure terminal

Enter the global configuration mode.

DES-7200(config)# interface

Interface-id

Enter the interface configuration mode. Valid
interface includes physical port and Aggregate
Link.

DES-7200(config-ifj#spanning-tre

e guard loop

Enable interface Loop Guard.

DES-7200(config-if)# end

Return to the privileged mode.

DES-7200# show running-config

Verify the configuration.

DES-7200# copy running-config

startup-config

Save the configuration.
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10.4.11 Disabling
Interface
Guard

To disable interface ROOT or LOOP Guard, execute the following commands in
the privileged mode:

Command Function
DES-7200# configure terminal Enter the global configuration mode,
DES-7200(config)# interface Enter the interface configuration mode.Valid

interface includes physical port and

Interface-id Aggregate Link.

DES-7200(config-ifj#spanning-tree
Disable interface Loop Guard.
guard none

DES-7200(config-if)# end Return to the privileged mode.

DES-7200# show running-config Verify the configuration.

DES-7200# copy running-config
Save the configuration.
startup-config

10.5 Showing MSTP
Configuration and Status

You can use the following show commands to view the configuration of MSTP:

Command Meaning

Show the information on the parameters
DES-7200# show spanning-tree

and topology of MSTP.
DES-7200# show spanning-tree Show the information on various instances
summary and port forwarding status of MSTP.
DES-7200# show spanning-tree Show the block port due to root guard or
inconsistentports loop guard.

DES-7200# show spanning-tree mst | Show the configuration information of the

Configuration MST region.

DES-7200# show spanning-tree mst | Show the MSTP information of an

instance-id instance.
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Command

Meaning

DES-7200# show spanning-tree mst

instance-id interface interface-id

Show the MSTP information of the
specified instance of the interface.

DES-7200# show spanning-tree

interface

interface-id

Show the MSTP information of all the

instances of the interface.

DES-7200# show spanning-tree

forward-time

Show forward-time.

DES-7200# show spanning-tree
Hello

Time

Show Hello time.

DES-7200# show spanning-tree

max-hops

Show max-hops.

DES-7200# show spanning-tree

tx-hold-count

Show tx-hold-count.

DES-7200# show spanning-tree
pathcost

Method

Show pathcost method.
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10.6 MSTP Configuration
Example

10.6.1 Configuration
Purpose

1. Interconnect three switches to construct a triangle ring network and MSTP
configuration mode.

2. Set the corresponding VLAN-INSTANCE mapping, MST configuration name, MST
Revision Number and the instance priority on the switches.

3. View the MSTP configurations.
4. Enable BPDU Guard function globally and set PortFast function on the port

connecting to the PC directly.

10.6.2 Topology

i 041

o o

Switch B @
Gi 0/2

10.6.3 Configuration
Steps

1) Configuring Switch A

# Set interface Gi0/1 and Gi 0/2 as Trunk port and create VLAN 2 and VLAN 3
DES-7200# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitEthernet 0/1

DES-7200(config-if)# switchport mode trunk
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DES-7200(config-if)# exit

DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# exit

DES-7200(config)# vlan 2

DES-7200(config-vlan)# exit

DES-7200(config)# vlan 3

DES-7200(config-vlan)# exit

# Set the spanning tree to MSTP mode, VLAN 2-Instance 1 and VLAN 3-Instance 2
mapping, and set the MST configuration name to DES-7200, MST Revision Number
to 1. View the MST configurations and enable the spanning tree protocol.

DES-7200(config)# spanning-tree mode mstp

DES-7200(config)# spanning-tree mst configuration

DES-7200(config-mst)# instance 1 vlan 2

%Warning:you must create vlans before configuring instance-vlan relationship
DES-7200(config-mst)# instance 2 vlan 3

%Warning:you must create vlans before configuring instance-vlan relationship
DES-7200(config-mst)# name DES-7200

DES-7200(config-mst)# revision 1

DES-7200(config-mst)# show

Multi spanning tree protocol : Enable

Name : DES-7200

Revision : 1

Instance VIlans Mapped

0 1, 4-4094
1 -2
2 - 3

DES-7200(config-mst)# exit
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DES-7200(config)# spanning-tree

Enable spanning-tree.

# Set the priority for Instance 0 to 4096
DES-7200(config)# spanning-tree mst O priority 4096
2) Configuring Switch B

# Set interface Gi0/1 and Gi 0/2 as Trunk port and create VLAN 2 and VLAN 3
DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# exit

DES-7200(config)# interface gigabitEthernet 0/2
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# exit

DES-7200(config)# vlan 2

DES-7200(config-vlan)# exit

DES-7200(config)# vlan 3

DES-7200(config-vlan)# exit

# Set the spanning tree to MSTP mode, VLAN 2-Instance 1 and VLAN 3-Instance 2
mapping, and set the MST configuration name to DES-7200, MST Revision Number
to 1. View the MST configurations and enable the spanning tree protocol.

DES-7200(config)# spanning-tree mode mstp

DES-7200(config)# spanning-tree mst configuration

DES-7200(config-mst)# instance 1 vlan 2

%Warning:you must create vlans before configuring instance-vlan relationship
DES-7200(config-mst)# instance 2 vlan 3

%Warning:you must create vlans before configuring instance-vlan relationship
DES-7200(config-mst)# name DES-7200

DES-7200(config-mst)# revision 1

DES-7200(config-mst)# exit

DES-7200(config)# spanning-tree

Enable spanning-tree.
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# Set the priority for Instance 0 to 4096
DES-7200(config)# spanning-tree mst 1 priority 4096
3) Configuring Switch C

# Set interface Gi0/1 and Gi 0/2 as Trunk port and create VLAN 2 and VLAN 3
DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# exit

DES-7200(config)# interface fastEthernet 0/2
DES-7200(config-if)# switchport mode trunk
DES-7200(config-if)# exit

DES-7200(config)# vlan 2

DES-7200(config-vlan)# exit

DES-7200(config)# vlan 3

DES-7200(config-vlan)# exit

# Set the spanning tree to MSTP mode, VLAN 2-Instance 1 and VLAN 3-Instance 2
mapping, and set the MST configuration name to DES-7200, MST Revision Number
to 1. View the MST configurations and enable the spanning tree protocol.

DES-7200(config)# spanning-tree mode mstp

DES-7200(config)# spanning-tree mst configuration

DES-7200(config-mst)# instance 1 vlan 2

%Warning:you must create vlans before configuring instance-vlan relationship
DES-7200(config-mst)# instance 2 vlan 3

%Warning:you must create vlans before configuring instance-vlan relationship
DES-7200(config-mst)# name DES-7200

DES-7200(config-mst)# revision 1

DES-7200(config-mst)# exit

DES-7200(config)# spanning-tree

Enable spanning-tree.

# Set the highest priority for Instance 2

DES-7200(config)# spanning-tree mst 2 priority 4096
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# Enable BPDU Guard function globally and set the interface Fa 0/3 to Port
Fast-enabled port.

DES-7200(config)# spanning-tree portfast bpduguard default
DES-7200(config)# interface fastEthernet 0/3
DES-7200(config-if)#spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a single host.
Connecting hubs, DES-7200es, bridges to this interface when portfast is enabled,can

cause temporary loops.
DES-7200(config-if)# end

# View the spanning tree configurations
DES-7200# show spanning-tree
StpVersion : MSTP

SysStpStatus : ENABLED

MaxAge : 20

HelloTime : 2

ForwardDelay : 15

BridgeMaxAge : 20

BridgeHelloTime : 2
BridgeForwardDelay : 15

MaxHops: 20

TxHoldCount : 3

PathCostMethod : Long

BPDUGuard : enabled

BPDUFilter : Disabled

LoopGuardDef : Disabled

#HH###E mst 0 vlans map :© 1, 4-4094
BridgeAddr : 00dO.f82a.aa8e
Priority: 32768
TimeSinceTopologyChange : 0d:0h:19m:44s
TopologyChanges : 1

DesignatedRoot : 1000.00d0.f822.33aa
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RootCost : O

RootPort : 1

CistRegionRoot : 1000.00d0.¥822.33aa

CistPathCost : 200000

#HH##HE mst 1 vlans map : 2

BridgeAddr : 00dO.f82a.aa8e

Priority: 32768

TimeSinceTopologyChange : 0d:Oh:1m:46s

TopologyChanges : 7

DesignatedRoot : 1001.00d0.¥834.56f0

RootCost : 200000

RootPort : 2

#HH#H#HE mst 2 vlans map : 3

BridgeAddr : 00dO.f82a.aa8e

Priority: 4096

TimeSinceTopologyChange : 0d:Oh:1m:44s

TopologyChanges : 5

DesignatedRoot : 1002.00d0.f82a.aa8e

RootCost : O

RootPort : O

# View the spanning tree configurations on the interface Fa 0/1

DES-7200# show spanning-tree interface fastEthernet 0/1

PortAdminPortFast : Disabled

PortOperPortFast : Disabled

PortAdminAutoEdge : Enabled

PortOperAutoEdge : Disabled

PortAdminLinkType : auto

PortOperLinkType : point-to-point

PortBPDUGuard : Disabled

PortBPDUFilter : Disabled
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PortGuardmode : None

##H#H## MST O vlans mapped :1, 4-4094

PortState : forwarding

PortPriority : 128

PortDesignatedRoot : 1000.00d0.f822.33aa

PortDesignatedCost : O

PortDesignatedBridge :1000.00d0.f822.33aa

PortDesignatedPort : 8002

PortForwardTransitions : 1

PortAdminPathCost : 200000

PortOperPathCost : 200000

Inconsistent states : normal

PortRole : rootPort

#HH###E MST 1 vlans mapped :2

PortState : discarding

PortPriority : 128

PortDesignatedRoot : 1001.00d0.f834.56T0

PortDesignatedCost : O

PortDesignatedBridge :8001.00d0.f822.33aa

PortDesignatedPort : 8002

PortForwardTransitions : 5

PortAdminPathCost : 200000

PortOperPathCost : 200000

Inconsistent states : normal

PortRole : alternatePort

#HH###E MST 2 vlans mapped :3

PortState : forwarding

PortPriority : 128

PortDesignatedRoot : 1002.00d0.f82a.aa8e

PortDesignatedCost : 0O
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PortDesignatedBridge :1002.00d0.f82a.aa8e

PortDesignatedPort : 8001

PortForwardTransitions : 1

PortAdminPathCost : 200000

PortOperPathCost : 200000

Inconsistent states : normal

PortRole : designatedPort
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1 1 GVRP Configuration

11.1 Overview

GVRP (GARP VLAN Registration Protocol) is a GARP (Generic Attribute Registration
Protocol) application that dynamically configures and propagates VLAN membership.

Through GVRP protocol, the device can:

B Listen to GVRP PDUs on each port, learn the VLAN information registered on
GVRP-aware devices connected according to such GVRP PDUs, and then configure
VLAN members on the port receiving GVRP PDUs.

B Propagate VLAN information on each port by sending GVRP PDUs. The VLAN
information propagated includes the statically configured VLANs and those learned
from other devices via GVRP.

Through GVRP, devices on the switching network can dynamically create VLAN and
maintain the consistency of VLAN configurations in a real-time manner. Through
automatic declaration of VLAN ID within the network, GVRP well reduces the possibility of
faults caused by inconsistent configurations. In case of any change in the VLAN
configurations on a device, GVRP can automatically change the VLAN configurations on
the connected devices, thus reducing manual configuration works to be done by the user.

GARP and GVRP are defined in the following standards:
B |EEE standard 802.1D
B |EEE standard 802.1Q

11.2 Configure GVRP

11.2.1 Default
Configurations

The following table shows the default configurations of GVRP:

Function Default setting
GVRP global enable state Disabled
GVRP dynamic creation of VLANs Disabled
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VLAN 1 (only effective under MSTP

GVRP base vlan id .
environment)

GVRP registration mode Enable

_ Normal, (Ports do not declare VLANs
GVRP applicant state . .
when in STP blocking state)

Join Time: 200 ms
GVRP timers Leave Time: 600 ms
Leaveall Time: 10,000 ms

11.2.2 GVRP Configuration
Guidelines

B GVRP must be enabled on two interconnected devices. GVRP information will only
be propagated on Trunk Links, and the information propagated includes all VLANs
on the current device, no matter they are dynamically learned or manually
configured.

B When running STP (Spanning-tree Protocol), only ports in "Forwarding" state will be
GVRP participants (receiving and sending GVRP PDUs); only ports in "Forwarding"
state will have their VLAN information propagated by GVRP.

B All VLAN Ports added by GVRP are Tagged Ports.

B All VLAN information dynamically learned by GVRP will not be saved in the system.
It means that such information will be lost after the device resets. The user cannot
save such dynamically learned VLAN information.

B The user cannot change the parameters of dynamic VLANs created by GVRP.

B All devices requiring exchanging GVRP information must have consistent GVRP
Timers (Join, Leave, Leaveall).

11.2.3 Enable GVRP

You must enable GVRP globally before running GVRP.

When GVRP is not enabled globally, you can configure other GVRP parameters, but
these GVRP configurations will only take effect after running GVRP.

Enable GVRP globally:

Command Function

DES-7200(config)# [no] gvrp enable Enable GVRP (if it is disabled)

Configuration example:

DES-7200# configure

Enter configuration commands, one per line. End with CNTL/Z.
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DES-7200(config)# gvrp enable
DES-7200(config)# end

11.2.4 Enable Dynamic
VLAN Creation

When a port receives messages (limited only to Joinin Joinempty) indicating a VLAN
which doesn't exist on the local device, GVRP may create this VLAN. The user can
control whether or not to create VLAN dynamically.

Enable dynamic VLAN creation:

Command Function
DES-7200(config)# [no] gvrp Enable GVRP to create VLAN dynamically
dymanic-vlan-creation enable (if it is disabled)

The user cannot change the parameters of dynamic VLANSs created by GVRP.
Configuration example:

DES-7200# configure

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# gvrp dymanic-vlan-creation enable
DES-7200(config)# end

11.25 Configure the GVRP
VLAN

In the context without STP (Spanning-tree protocol), all available ports can be GVRP
participants.

In the context with SST (Single Spanning-tree), only ports showing "Forwarding" state in
the current SST Context can be GVRP participants. In the context with MST (Multiple
Spanning-tree), GVRP can run in the Spanning-tree Context which VLAN 1 is affiliated
with, and the user cannot specify other Spanning-tree Contexts.

11.2.6  Configure Port
Registration Mode

There are two port registration modes:
B GVRP Registration Normal
B GVRP Registration Disabled

Configuring a port in normal registration mode allows dynamic creation (if dynamic
VLAN creation is enabled), registration, and deregistration of VLANs on the port.
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When a port is configured to "disabled registration" mode, no dynamic VLAN registration
or deregistration will be allowed.

Configure GVRP Registration Mode of port:

Command Function

DES-7200(config-if}# [no] gvrp Configure GVRP registration mode of the
registration mode {normal | disabled} port

These two registration modes will not affect static VLANs on the port. The static VLANs
created by the user are always "Fixed Registrar".

Example of enabling Registration Mode on port 1:

DES-7200# configure

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# gvrp registration mode enable normal
DES-7200(config-if)# end

11.2.7 Configure Port
Declaration Mode

There are two declaration modes to control whether the port will send GVRP declarations.
B GVRP Normal Applicant

Allowing the declaration of VLANs on the port, including all dynamic and static VLANSs.

B GVRP Non-Applicant

Prohibiting the declaration of VLANSs on the port.

Configure declaration mode of the port:

Command Function

DES-7200(config-if)# [no] gvrp applicant | Configure GVRP declaration mode of the
state {normal | non-applicant} port

Example of configuring Applicant Mode on port 1:

DES-7200# configure

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# interface gigabitethernet 1/1
DES-7200(config-if)# gvrp applicant state normal
DES-7200(config-if)# end
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11.2.8 Configure GVRP
Timers

GVRP uses three timers:
1. Join Timer

Join timer controls the maximum latency before the port sends declaration, and the actual
sending interval will range between 0 and this maximum latency. The default value is
200ms.

2. Leave Timer

Leave Timer controls the time required to delete port from VLAN after receiving the Leave
Message. If the port receives Join Message again during this period, then the port will
maintain VLAN membership, and the timer become void. If the port doesn't receive Join
Message before the timer runs out, then the port will be deleted from the VLAN
membership table. The default value is 600ms.

3. LeaveAll Timer

LeaveAll Timer controls the minimum interval to send LeaveAll Message on the port. If the
port receives LeaveAll Message before the timer runs out, then the timer will start timing
again; if the timer runs out, it will send LeaveAll Message on the port and to the port as
well, thus triggering the Leave Timer. The default value is 10,000ms. The actual sending
interval ranges between Leaveall and Leaveall+Join.

When configuring the timer, make sure Leave Value is greater than or
equal to three times the Join Value (Leave >= Join *3). Meanwhile,

Leaveall must be greater than Leave (Leaveall > Leave). If the
A aforementioned conditions cannot be met, the timer configuration may

] fail. For example, after setting Leave Timer to 600ms, the system may
Caution . . A .

prompt an error if you configure Join Timer to 320ms. To achieve

successful configuration, when Join Timer is set to 350ms, the Leave

Timer must be greater than 1050ms.

The effective size for timer configuration is 10ms.

Make sure all interconnected GVRP devices use the same GVRP Timer configurations, or
else the GVRP may not function well.

Adjust the value of GVRP Timer:

Command Function

DES-7200(config)# [no] gvrp timer {join |

] Set the timer value of port
leave | leaveall} timer-value

Example of setting GVRP Join Timer:

DES-7200# configure

Enter configuration commands, one per line. End with CNTL/Z.
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DES-7200(config)# gvrp timer join 1000
DES-7200(config)# end

11.3 Display the GVRP
Configurations

11.3.1 Display GVRP
Statistics

GVRP statistics are calculated by port. For details about how to use the command to
display statistics and the meaning of each statistical value, please refer to the command
of "show gvrp statistics".

Display the GVRP statistics for the port:

Command Function

DES-7200# show gvrp statistics

i . Display statistics for the port
{interface-id | all}

Example of displaying GVRP statistics:

DES-7200# show gvrp statistics gigabitethernet 1/1
Interface GigabitEthernet 3/1

RecVal idGvrpPdu 0

ReclnvalidGvrpPdu O

RecJoinEmpty 0

RecJoinln 0

RecEmpty 0

RecLeaveEmpty

RecLeaveln

RecLeaveAll

0

0

0
SentGvrpPdu 0
SentJoinEmpty O
SentJoinln 0
SentEmpty 0
SentLeaveEmpty O
SentLeaveln 0
SentLeaveAll 0
JoinIndicated O
Leavelndicated O

JoinPropagated O

LeavePropagated O

To clear all GVRP statistics so that it will restart calculation:
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Command

Function

DES-7200# clear gvrp statistics {interface-id |

all}

Clear all statistics for the port

Example of clearing GVRP statistics for port 1:

DES-7200# clear gvrp statistics gigabitethernet 1/1

11.3.2 Display GVRP status

Execute "show gvrp status" command to display the current GVRP status. This
command can be used to display the dynamic ports of dynamically created VLANs and

static VLANS.

Command

Function

DES-7200# show gvrp status

Display current GVRP status

Configuration example:

DES-7200# show gvrp status
VLAN 1

Dynamic Ports:

DVLAN 5

Dynamic Ports:

Port:GigabitEthernet 3/1

11.3.3 Display Current
GVRP
Configurations

Execute "show gvrp configuration"” command to display the current GVRP status. This
command can be used to display the dynamic ports of dynamically created VLANs and

static VLANS.

Command

Function

DES-7200# show gvrp configuration

Display current GVRP
configurations

Configuration example:

DES-7200# show gvrp configuration

Global GVRP Configuration:
GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200
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Join
Join

Port

Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:

Timers(ms):600
Timers(ms):10000

based GVRP Configuration:

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

3/1
3/2
3/3
3/4
3/5
3/6
3/7
3/8
379

3/10 app mode:normal reg mode:normal
3/11 app mode:normal reg mode:normal

3/12 app mode:normal reg mode:normal

app
app
app
app
app
app
app
app
app

mode:
mode:
mode:
mode:
mode:
mode:
mode:
mode:

mode:

normal
normal
normal
normal
normal
normal
normal
normal

normal

reg
reg
reg
reg
reg
reg
reg
reg

reg

mode:
mode:
mode:
mode:
mode:
mode:
mode:

mode:

mode

normal
normal
normal
normal
normal
normal
normal
normal

:normal
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1 2 QiInQ Configuration

12.1

Introduction to QinQ

For QinQ, as specified in IEEE 802.1ad, there are so many names in the
industry, for instance, dot1g-tunneling, Tag in Tag, VLAN VPN and Stack VLAN.
Since the VLAN Tag domain defined in IEEE 802.1Q has only 12 bits for VLAN
ID, the device supports up to 4094 VLANS. In real applicatioin environments, for
example, especially in MAN, a lot number of VLANs are necessary for
separation of users. 4094 VLANs is not enough to address this requirement.
The principle of QinQ is that a packet is encapsulated with the VLAN tag of the
network of an ISP before arriving the network and the original VLAN tag iin the
packet serves as data, so that the packet travels the network with two tags. The
packet is propagated in the ISP’s network by outer VLAN tag (or the VLAN tag
of ISP’s network), which is stripped when the packet leaves. Then the packet is
propagated in the private network by the VLAN tag of the private network.

As shown in Figure 1, the packets from Network A's VLAN 1001 are added with
the outer VLAN tag 1005 before entering the ISP’s network. Hence, the packets
carry with two tags and be propagated in the ISP’s network by the outer VLAN
tag 1005. The outer VLAN tag 1005 will be stripped when the pakcets leave the
ISP’s network. In Network B, the packets are propagated by VLAN tag 1001.

Edge switch &

Edge switch B

[EF network

Tag:1005 1001
Aa— Tg—
v Tag:1001 v

Hetwork A Hetwork B

Figure 1 QinQ sketch map
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The following figure illustrates the course of adding two tags. The ingress of
edge device is dot1g-tunnle port (or abbreviated as tunnel port). All frames
entering the edge device are considered to be untagged, no matter wheter are
really untagged or tagged with 802.1Q tag, and then are encapsulated with the
tag of ISP. VLAN ID is the default VLAN of tunnle port.

Source
address
Destination Length/ Frame Check
address EtherType Sequence
DA | SA Len/Etype Data FCS Original Ethernet frame
- Tl Tl
1 1 i - Tl Tl N - .
i i : s . T —_
F |IEE 802.1Q frame from
DA | SA Etype Tag Len/Etype Data FCS customer network
i R T e . s . T
I I 1 = b LI - =
i ! Tl Tl T T e
DA | SA Etype Tag Etype Tag Len/Etype Data FCS

Double-tagged
frame in service
provider
infrastructure

Fiugre 2 Packet structure with two tags

12.1.1 Basic QinQ

Basic QinQ is enabled based on port. When tunnel port is configured, the
device will add the VLAN tag of the default VLAN of the tunnel port to the packet
arriving the tunnel port. If the packet is already of a VLAN tag, this means it has
two tags. Basic QinQ is simple, but the encapsulation of outer VLAN tag is not
flexible enough.

12.1.2 Flexible QinQ

Flexible QinQ can flexibly encapsulate different outer VLAN tags for different
flows by flow classification method like user VLAN tag, MAC address, IP
protocol, source address, destination address, priority or port number of
application program.

You can:

4 Add outer VLAN tag by inner VLAN tag
Modify inner VLAN tag by outer VLAN tag
Modify outer VLAN tag by inner VLAN tag

Add outer VLAN tag by ACL

* & o o

Modify outer VLAN tag by ACL
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€ Modify inner VLAN tag by ACL

12.1.3 Other functions

¢ TPID setting and priority duplication and mapping
€ MAC address duplication

€ Layer 2 protocol transparent transmission

€ Uplink port

12.1.3.1 TPID setting and priority
duplication and mapping

The Ethernet frame tag includes four fields-TPID (Tag Protocol Identifier), User
Priority, CFl and VLAN ID. By default, TPID uses 0x8100 specified in IEEE
802.1Q. Some vendors’ devices, however, set the TPID of the outer tag of
packes to 0x9100 or other values. To compatible with these devices, QinQ
offers the function to configure the TPID of packets based on port. In the course
of packet transmission, the TPID of the outer VLAN tag of packets are replaced
with the set value.

Priority duplication refers to duplicating the priority of inner tag (user tag) to
outer tag (ISP tag) when adding outer tag.

Priority mapping refers to setting the priority of outer tag (ISP tag) by inner tag
(user tag) when adding outer tag.

12.1.3.2 MAC address duplication

For flow-based flexible QinQ, the switch learns VID of native VLAN. Hence, in
case of flow-based VLAN translation, when the peer sends back packets,
flooding may occur for the MAC address cannot be obtained.
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I3F fetwroti
WiD=5 VID=5&
Diestination MAC=RAC-4 Sonrce MAT=MAC- 4

WID=3
Source MAC=BIAC-4

|
o

Tser network

Figure 3 Learn MAC address of flexible QinQ packet

As shown in the above figure, the switch connects to user network through
dot1qg-tunnel port, on which VLAN 4 is set to be native VLAN. The packets of
VLAN 3 are encapsualted with VLAN 5 tag as outer tag. When the switch
receives a parcket from VLAN 3, it adds VLAN 5 tag as outer tag to the packet.
Meanwhile, VLAN 4 learns MAC-A for the native VLAN of the receiving port is
VLAN 4. Howover, VLAN 5 has not learned MAC-A and the packet is flooded.

To solve the problem on flooding the packets back from the public network,
duplicate the MAC address of native VLAN to the VLAN whether outer tag
locates. Similarly, you can execute reverse MAC address duplication to solve
the problem on flooding the packets to the public network.

12.1.3.3 Layer 2 protocol transparent
transmission

Layer 2 packet transparent transmission enables transmitting Layer 2 packets
between networks without influencing ISP networks. When Layer 2 protocol
packets arrive at the edge device on one side, the destination MAC address is
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changed as private address for forwarding in ISP networks. Then when the

packets arrive the edge device on other side,the destination MAC address is

changed back to public address. This ensures transparent transmission of

Layer 2 protocol packets in ISP networks.

12.1.3.4 Uplink port

Uplink port essentially is a special trunk port. The difference is that the packets

outputted from the uplink port are tagged, but the packets outputted from the

trunk port (when they are forwarded from native VLAN) are untagged. A typical

example is the port of a user network connecting to an ISP network.

12.2 Configuring QinQ

This chapter includes:

1221

Default QinQ Configurations
Restriction of QinQ Configuration
Configuring Basic QinQ
Configuring Flexible QinQ
Configuring Other QinQ Functions

Default QinQ

Configurations

By default, basic QinQ, flexible QinQ and other QinQ functions are disabled.

Restriction of QinQ
Configuration

The following restrictions apply to QinQ configuration:

The routed ports cannot be configured as tunnel ports.

The 802.1x function cannot be enabled on the port configured as a tunnel
port.

Port security cannot be enabled on the port configured as a tunnel port.
For the ACL applied on the tunnel port, the inner keyword is necessary to
match the VID of user tag.

It is recommended to configure the egress of user network connecting the
ISP network as uplink port as well. If the TPID of ISP tag is set on the
QinQ-enabled port of the user network, the TPID of ISP tag of uplink port
should be set with the same value.

QinQ does not support hot backup.

The MTU of a port is 1500 bytes by default. A packet will be increased by 4
bytes when it is added with outer VLAN tag. It is recommended to increase
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the MTU value of ports in ISP network at an appropriate extent, or at least

1504 bytes.

® Once QinQ is enabled on a port, to enable IGMP Snooping, you need set
SVGL sharing mode or otherwise IGMP Snooping does not function on the

port with QinQ enabled.

12.2.3  Configuring Basic

QinQ

In the global configuration mode, input the interface command to enter the

interface configuration mode. Follow these steps to configure a tunnel port:
Command Function
configure terminal Enter the global configuration mode.
interface <interface> Enter the interface configuration mode.
switchport mode dotlg-tunnel Set the port as a dot1g-tunnel port.

Add the allowed VLAN for dot1g-tunnel
switchport dotlg-tunnel allowed vlan | port and specify that whether the VLAN is
[add] {tagged |untagged} v_list tagged or not when outputting the packets

of allowed VLAN.
switchport dotlg-tunnel allowed vlan | Delete the allowed VLAN on the
remove v_list dot1g-tunnel port.
switchport dotlg-tunnel native vlan | Setthe default VLAN for the dot1g-tunnel
VID port.

End Exit the interface mode.
show running-config Show the configuration.
N It is not recommended to set the native VLAN of trunk port in the
ISP network as the default VLAN of tunnel port, because the tag
Note with native VID will be stripped off on trunk port.
The following example demonstrates how to configure a QinQ port:
DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# switchport mode dotlg-tunnel
DES-7200(config-if)# switchport dotlg-tunnel nativ vlan 20
DES-7200(config-if)# switchport dotlg-tunnel allowed vlan tagged 100-200
DES-7200(config)# end
12.2.4  Configuring Flexible

QinQ

The section includes:
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€ Configure protocol-based VID change policy table

€ Configure flow-based VID change policy table

12.2.4.1 Configure protocol-based VID
change policy table

€ Configure VID add policy table

€ Configure outer tag-based VID change policy table

€ Configure inner tag-based VID change policy table

€ Configure inner tag-based+outer tag-based VID change policy table
Configure VID add policy table

For an incoming packet on dot1qg-tunnel port, in some case, it is necessary to
specify the VID of outer tag for the packet during forwarding according to the
VID of the tags of the packet. Run the dotlq outer-vid command to specify the
outer VID when adding outer tag to inner VID list. With this command, you can
specify an internal VLAN and add the same outer VID as the inner VID, and add
the egress to the untagged port set of the VLAN. In addtion, the packets with
original inner tag can be outputted via egress.

Command Function

configure terminal Enter the global configuration mode.
interface intf-id Enter the interface configuration mode.
switchport mode dotlg-tunnel Set the port as a dot1g-tunnel port.

dotlq outer-vid VID register inner-vid | Configure the protocol-based policy to add
v_list the VID of outer tag.

no dotlg outer-vid VID register i )
: ) . Remove the configuration
inner-vid v_list

end Exit the interface mode.

show running-config Show the configuration.

The following example adds the VID 3 of outer tag when the VID of the tag of
incoming packet is 4-22:

DES-7200# configure

DES-7200(config)# interface gigabitEthernet 0/1

DES-7200(config-if)# switchport mode dotlg-tunnel

DES-7200(config-if)# switchport dotlg-tunnel allowed vlan add tagged 3
DES-7200(config-if)# dotlg outer-vid 3 register inner-vid 4-22
DES-7200(config-if)# end
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N DES-7200 series support mapping 4K consecutive inner VIDs

to one outer VID.
Note

Configure outer tag-based VID change policy table

For the packets incoming from Access port, Trunk port, Hybrid port and Uplink
port, sometimes you need to change the VIDs of outer tags according to the
VIDs of outer tags of incoming packets. Run the dotlq relay-vid VID translate
local-vid v_list command to change the local VID (VID of outer tag before

change) list.
Command Function
configure terminal Enter the global configuration mode.
interface intf-id Enter the interface configuration mode.

) Set the port as Access port, Trunk port,
switchport mode port-type ) .
Uplink port or Hybrid port.

) Configure the policy to change the VID of
dotlg relay-vid VID translate ) o
) ) outer tag according to original VID of outer
local-vid v_list ;
ag.

no dotlq relay-vid VID translate ] )
) ] Remove the configuration
local-vid v_list

end Exit the interface mode.

show running-config Show the configuration.

N This function is supported on the 7200-24, 7200-24G, 7200-48,
7200-48P, 7200-2XG, 7200-4XG, 7200-24GE  and
Note 7200-24G2XG line cards of DES-7200 series.

The following example changes the VID of outer tag as 100 when the VID of
outer tag of incoming packets is 10-20.

DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode trunk

DES-7200(config-if)# dotlg relay-vid 100 translate local-vid 10-20
DES-7200(config-if)# end

Configure inner tag-based VID change policy table

For the packets incoming from Access port, Trunk port, Hybrid port and Uplink
port, sometimes you need to change the VIDs of outer tags according to the
VIDs of inner tags of incoming packets. Run the dotlq relay-vid VID translate
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inner-vid v_list command to change

change) list.

the local VID (VID of outer tag before

Command

Function

configure terminal

Enter the global configuration mode.

interface intf-id

Enter the interface configuration mode.

) Set the port as Access port, Trunk port,
switchport mode port-type ) .
Uplink port or Hybrid port.

dotlg relay-vid VID translate | Configure the policy to change the VID of

inner-vid v_list outer tag according to the inner tag.

no dotlq relay-vid VID translate ] )
. . . Remove the configuration
inner-vid v_list

end Exit the interface mode.

show running-config Show the configuration.

N DES-7200 series support up to 2K policies.
Note

The following example changes the VID of outer tag as 100 when the VID of
inner tag of incoming packets is 10-20.

DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode trunk

DES-7200(config-if)# dotlg relay-vid 100 translate inner-vid 10-20
DES-7200(config-if)# end

Configure inner tag+outer tag based VID change policy table

For ingress packets on Access, Trunk, Hybrid and Uplink ports, sometimes we
need to change the VID of outer Tag to different values. Use "dotlq
new-outer-vlan VID translate old-outer-vlan vid inner-vlan v_list" command
to specify the new outer VID, old outer VID and inner Tag list, and use "no
dotlg new-outer-vlan VID translate old-outer-vlan vid inner-vlan v_list"
command to remove the configuration. Please refer to command reference for
detailed commands.

The configuration steps are shown below:

Command Function

configure terminal Enter the global configuration mode.

interface intf-id Enter the interface configuration mode.
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Command

Function

switchport mode port-type

Configure to Access, Trunk, Uplink or
Hybrid port.

dotlg new-outer-vlan VID translate

old-outer-vlan vid inner-vlian v_list

Configure outer Tag + inner Tag based
outer Tag VID mapping rule.

VID

translate old-outer-vlan vid inner-vlan

no dotlg new-outer-vlan

v_list

Remove the outer Tag + inner Tag based
outer Tag VID mapping rule.

end

Exit the interface mode.

show translation-table

Show the configuration.

The following example shows how to map the vid to 3888 when inner Tag VID
and outer Tag VID of ingress packets are 2001-3000 and 1888 respectively.

DES-7200(config)# vlan 1888, 3888

DES-7200(config)# interface gigabitEthernet 0/1

DES-7200(config-if)# switchport mode trunk

DES-7200(config-if)# dotlg new-outer-vlan 3888 translate old-outer-vlan 1888

inner-vlan 2001-3000
DES-7200(config-if)# end

12.2.4.2 Configure flow-based VID

change policy table

€ Configure VID add policy table

€ Configure outer VID change policy table

€ Configure inner VID change policy table

Configure VID add policy table

For an incoming packet on dot1qg-tunnel port, in some case, it is necessary to

specify the VID of outer tag for the packet according to its content. Run
thetraffic-redirect access-group acl nested-vlan VID in comamnd to specify
the VID of outer tag when the packet incoming from the dot1g-tunnel port

matches ACL.

Command

Function

configure terminal

Enter the global configuration mode.

interface intf-id

Enter the interface configuration mode.

switchport mode dotlg-tunnel

Set the port as a dot1g-tunnel port.
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Command Function

traffic-redirect access-group acl | Configure the flow-based policy to add the

nested-vlan VID in VID of outer tag.

no traffic-redirect access-group acl ] )
) Remove the configuration
nested-vlan VID in

end Exit the interface mode.

show running-config Show the configuration.

€ When this function is enabled on the 7200-24P, 7200-24G,
7200-48P, 7200-2XG, 7200-4XG, and 7200-48 line cards
of DES-7200 series, the egress should reside on the
chipset different from dot1g-tunnel port (for DES-7200
series, number of chipsets on line cards is computed on
the basis of one chipset per 24 gigabit ports or one chipset
per 2 10G ports). Flow separation is enabled on the
dot11-tunnle port to prevent broadcast, multicast or
unknown unicast communications with any other
interfaces of the chipset.

€ Flow-based VID change policy table takes precedence
over protocol-based VID change policy table.
N € When you configure member port on AP, the configured
Note VID add policy or VID change policy will be deleted.
Reconfiguration of VID add policy or VID change policy is
necessary. It is recommended to configure VID policy on
AP after configuring member port.
€ Once ACL is deleted, the ACL related policies will be
deleted as well.

€ When the packets with the tag larger than or equal to
Layer 2 are received on the dot1g-tunnel port, you can add
tag by flow-based match rule.

€ If a packet matches two or more flow policies without
priority specified simultaneously, the early configured
policy takes effect.

The following example adds the VID 9 to the packets from 1.1.1.3:

DES-7200# configure

DES-7200(config)# ip access-list standard 20
DES-7200(config-acl-std)# permit host 1.1.1.3
DES-7200(config-acl-std)# exit

DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode dotlg-tunnel

DES-7200(config-if)# traffic-redirect access-group 20 nested-vlan 10 in
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DES-7200(config-if)# end

Configure outer VID change policy table

For the packets incoming from Access port, Trunk port, Hybrid port and Uplink
port, sometimes you need to change the VIDs of outer tags according to the
contents of incoming packets. Run the traffic-redirect access-group acl
outer-vlan VID in command to change the VID of outer tag of the packets

matching ACL.

Command

Function

configure terminal

Enter the global configuration mode.

interface intf-id

Enter the interface configuration mode.

switchport mode port-type

Set the port as Access port, Trunk port,
Uplink port or Hybrid port.

traffic-redirect access-group  acl

outer-vlan VID in

Change the VID of outer tag according to
the flow.

no traffic-redirect access-group acl

outer-vlan

Remove the configuration

end

Exit the interface mode.

show running-config

Show the configuration.

Note

Flow-based outer VID change policy table takes
precedence over protocol-based outer VID change policy

table.

When you configure member port on AP, the configured
VID add policy or VID change policy will be deleted.
Reconfiguration of VID add policy or VID change policy is
necessary. It is recommended to configure VID policy on
AP after configuring member port.

Once ACL is deleted, the ACL related policies will be
deleted as well.

If a packet matches two or more flow policies without
priority specified simultaneously, the early configured
policy takes effect.

Note

This function is supported on the 7200-24, 7200-24G, 7200-48,
7200-48P,
7200-24G2XG line cards of DES-7200 series.

7200-2XG,  7200-4XG, 7200-24GE  and
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The following example changes the VID of outer tag as 3 for the packets from
1.1.1.1:

DES-7200# configure

DES-7200(config)# ip access-list standard 2
DES-7200(config-acl-std)# permit host 1.1.1.1
DES-7200(config-acl-std)# exit

DES-7200(config)# interface gigabitEthernet 0/1

DES-7200(config-if)# switchport mode trunk

DES-7200(config-if)# traffic-redirect access-group 2 outer-vlan 3 in
DES-7200(config-if)# end

Configure inner VID change policy table

For the packets outgoing from Access port, Trunk port, Hybrid port and Uplink
port, sometimes you need to change the VIDs of inner tags according to the
contents of outgoing packets. Run the traffic-redirect access-group acl
inner-vlan VID out command to change the VID of inner tag of the packets
matching ACL.

Command Function
configure terminal Enter the global configuration mode.
interface intf-id Enter the interface configuration mode.

) Set the port as Access port, Trunk port,
switchport mode port-type ) .
Uplink port or Hybrid port.

traffic-redirect access-group  acl | Change the VID of inner tag according to

inner-vlan VID out the flow.

no traffic-redirect access-group acl i )
Remove the configuration

inner-vlan
end Exit the interface mode.
show running-config Show the configuration.
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Note

€ Flow-based outer VID change policy table takes
precedence over protocol-based outer VID change policy
table.

€ When you configure member port on AP, the configured
VID add policy or VID change policy will be deleted.
Reconfiguration of VID add policy or VID change policy is
necessary. It is recommended to configure VID policy on
AP after configuring member port.

€ Once ACL is deleted, the ACL related policies will be
deleted as well.

€ If a packet matches two or more flow policies without
priority specified simultaneously, the early configured
policy takes effect.

AN

Note

This function is supported on the 7200-24, 7200-24G, 7200-48,
7200-48P, 7200-2XG, 7200-4XG, 7200-24GE  and
7200-24G2XG line cards of DES-7200 series.

The following example changes the VID of inner tag as 6 for the packets to

1.1.1.2:

DES-7200# configure

DES-7200(config)# ip access-list standard to_6

DES-7200(config-acl-std)# permit host 1.1.1.2

DES-7200(config-acl-std)# exit

DES-7200(config)# interface gigabitEthernet 0/1

DES-7200(config-if)# switchport mode trunk

DES-7200(config-if)# traffic-redirect access-group to 6 inner-vlan 6 out
DES-7200(config-if)# end

N

Caution

When you configure flow-based policy table, inner VID is
necessary to match user VID, or otherwise outer VID is
matched.

12.2.5 Configuring Other QinQ

Functions

* 6 6 o o

Configure an uplike port
Configure the TPID of the ISP tag
Configure priority duplication
Configure priority mapping

Configure address duplication
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€ Configure transparent transmission of Layer 2 protocol

12.25.1 Configuring an Uplink Port

In the global configuration mode, input the interface command to enter the
interface configuration mode. Follow these steps to configure an uplink port:

Command Description

configure terminal Enter the global configuration mode.
interface <interface> Enter the interface configuration mode.
switchport mode uplink Configure the port as an uplink port.
end Exit the interface mode.

show running-config Show the configuration.

The following example demonstrates how to configure an uplink port:
DES-7200(config)# interface gigabitEthernet 0/1
DES-7200(config-if)# switchport mode up-link

DES-7200(config)# end

12.2.5.2 Configuring the TPID Value of
ISP Tag

In the global configuration mode, input the interface command to enter the
interface configuration mode. Follow these steps to configure the TPID value of

ISP tag:
Command Description
configure terminal Enter the global configuration mode.
interface <interface> Enter the interface configuration mode.

Set the TPID value of ISP tag. If you want to set it as
] ] 0x9100, directly enter frame-tag tpid 9100. Note that
frame-tag tpid <tpid> ] ] ]
the hexadecimal system is used by default. This

function takes effect on egress.

end Exit the interface mode.

show frame-tag tpid View the TPID value list on the port.

The following example demonstrates how to configure TPID:

DES-7200(config)# interface gigabitethernet 0/1
DES-7200(config-if)# frame-tag tpid 9100

DES-7200(config)# end

DES-7200# show frame-tag tpid interface gigabitethernet 0/1
Port tpid

12-15



DES-7200 Configuration Guide

Chapter 12 QinQ Configuration

Gi0/1 0x9100

N

Note

& Do not set TPID to be Ox0806(ARP), 0x0200(PUP),

0x8035(RARP), 0x0800(IP), 0x86DD(IPv6),
0x8863/0x8864(PPPoE), 0x8847/0x8848(MPLS),
0x8137(IPX/SPX), 0x8000(1S-1S), 0x8809(LACP),
0x888E(802.1x), 0x88A7(cluster), and 0x0789(reserved).

12.2.5.3 Configuring Priority

Duplication

Follow these steps to duplicate the priority of inner tag to outer tag:

Command

Description

configure terminal

Enter the global configuration mode.

interface <interface> Enter the interface configuration mode.

mls gos trust cos

Configure the interface to be trust CoS mode.

Copy the priority value of the inner tag (user

inner-priority-trust enable tag) to the priority value of the outer tag (ISP
tag).
End Exit the interface mode.

show inner-priority-trust

View the priority duplication configuration of

the user tag.

Note

€ You can configure priority duplication of the user tag only on

N

the dot1g-tunnel port, whose priority is higher than QoS in
the trusted mode but lower than flow-based QOS.

Priority duplication and priority mapping cannot be enabled
on one interface at the same time.

For DES-7200 series, priority duplication takes effect only
after this trust mode is enabled.

The following example shows how to configure the priority duplication of the

user tag:

DES-7200(config)# interface gigabitethernet 0/1
DES-7200(config-if)# mls qos trust cos

DES-7200(config-if)# inner-priority-trust enable
DES-7200(config)# end

DES-7200# show inner-priority-trust interface gigabitethernet 0/1

Port inner-priority-trust
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Gio/1 enable

12.2.5.4 Configuring Priority Mapping

Follow these steps to set the priority of outer tag by the priority of inner tag:

Command Description
configure terminal Enter the global configuration mode.
interface <interface> Enter the interface configuration mode.

dotlg-Tunnel cos inner-cos-value | Set the priority of outer tag (ISP tag) by the

remark-cos outer-cos-value priority value of the inner tag (user tag).

end Exit the interface mode.

) ) View the priority mapping configuration of the
show interface intf-name remark
user tag.

€ You can configure priority duplication of the user tag only on
the dot1g-tunnel port, whose priority is higher than QoS.
N € Priority duplication and priority mapping cannot be enabled

on one interface at the same time.

Note
€ Priority mapping takes effect only when trust none is

configured.

The following example shows how to configure the priority mapping of the user
tag:

DES-7200(config)# interface gigabitethernet 0/1
DES-7200(config-if)#dotlg-Tunnel cos 3 remark-cos 5

DES-7200(config)# end

DES-7200# show interface gigabitethernet 0/1 remark

Ports Type From value To value

12.25.5 Configuring Address
Duplication

Follow these steps to duplicate the learned dynamic address form one VLAN to
another VLAN:

Command Description
configure terminal Enter the global configuration mode.
interface <interface> Enter the interface configuration mode.
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Command Description
mac-address-mapping X i .

) Configure the learned dynamic address from
source-vlan src-vlan-list

destination-vlan dst-vlan-id

the source VLAN to the destination VLAN.

end

Exit the interface mode.

show interface intf-name

mac-address-mapping x

View the address duplication configuration.
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€ Disabling inter-VLAN MAC address duplication will remove
all learned MAC address entries of other VLANs from the
destination VLAN.

€ Inter-VLAN MAC address duplication can be set only once
for a VLAN on a port. To modify the configuration, delete it
first.

€ This function cannot be used in conjunction with share
VLAN. MAC address cannot be duplicated into dynamic
VLAN.

€ Up to 8 destination VLANs can be configured on a port.
Address duplication takes effect even though the port is not
in the specific destination VLAN.

¢ Address duplication cannot be enabled on
host/promiscuous port, mirroring destination port or the port
with port security and 802.1x enabled.

€ The priority of duplicated address is higher than dynamic

N address but lower than other types of address.

€ When the source MAC address is aging, the duplicated
address is aging as well. This also applies to deleting MAC
address.

Note

€ Hot backup is not supported. When master-slave handover
occurs, it is recommended users to disable and then enable
address duplication.

€ The MAC address entries obtained by inter-VLAN MAC
address duplication cannot be deleted by hand. To delete
these entries, disable inter-VLAN MAC address duplication.
€ For the dot1g-tunnel port of the 7200-24, 7200-24G,
7200-48, 7200-48P, 7200-2XG, 7200-4XG, 7200-24GE and
7200-24G2XG line cards of DES-7200 series, MAC address
is learned to flow-based outer tag. Hence, MAC address
duplication is not mandatory. For other types of line cards,
MAC address is learned to the default VLAN of the
dot1g-tunnel ort. Hence, MAC address duplication is

necessary.

The following example shows how to configure address duplication of the user
tag:

DES-7200(config)# interface gigabitethernet 0/1

DES-7200(config)# switchport mode trunk
DES-7200(config-if)#mac-address-mapping destination-vlan5 source-vlan 1-3
DES-7200(config)# end

DES-7200# show interface mac-address-mapping

Ports destination-VID Source-VID-list
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12.2.6

Configuring Transparent
Transmission of L2
Protocol Packets

12.26.1

€ Configure transparent transmission of STP protocol packets
€ Configure transparent transmission of GVRP protocol packets

€ Configure transparent transmission address

Configuring Transparent
Transmission of STP Protocol
Packets

In the privileged mode, you can configure transparent transmission of STP protocol
packets by the following steps:

Command Description

configure terminal Enter the global configuration mode.

Configure to enable transparent transmission of
I2protocol-tunnel stp

STP protocol packets globally.

interface interface-id Enter the interface configuration mode.

Enable transparent transmission of STP protocol
I2protocol-tunnel stp enable

packets on the interface.

show I2protocol-tunnel stp View the configuration.

An example below shows how to enable transparent transmission of STP protocol
packets:

DES-7200# configure

DES-7200(config)# 12protocol-tunnel stp
DES-7200(config)# interface fa 0/1
DES-7200(config-if)# I2protocol-tunnel stp enable
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12.2.6.2 Configuring Transparent
Transmission of GVRP
Protocol Packets

In the privileged mode, you can configure transparent transmission of GRVP protocol

packets by the following steps:

Command

Description

configure terminal

Enter the global configuration mode.

I2protocol-tunnel gvrp

Configure to enable transparent
transmission of GRVP protocol packets

globally.

interface interface-id

Enter the interface configuration mode.

I2protocol-tunnel gvrp enable

Enable transparent transmission of GRVP

protocol packets on the interface.

show I2protocol-tunnel gvrp

View the configuration.

An example below shows how to enable transparent transmission of GVRP protocol

packets:

DES-7200# configure

DES-7200(config)# 12protocol-tunnel gvrp
DES-7200(config)# interface fa 0/1

DES-7200(config-if)# I2protocol-tunnel gvrp enable

Note

dropped.

Enabling transparent transmission on the interface takes effect only
after this function is enabled globally. Once enabled, the interface
\ does not join the protocol computation. If the packets received are
destined to special multicast address, this implies that there is
something wrong in the network and thus the packets are directly

12.2.6.3 Configuring Transparent
Transmission Address

In the privileged mode, you can configure transparent transmission address by the

following steps:

Command Description

configure terminal Enter the global configuration mode.
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I2protocol-tunnel  {stp |

tunnel-dmac mac-address

GVRP} | Configure the transparent transmission address

of corresponding protocl.

show I2protocol-tunnel stp

View the configuration.

An example below shows how to configure the transparent transmission address of

STP protocol:

DES-7200# configure

DES-7200(config)#12protocol-tunnel stp tunnel-dmac 011AA9 000005

N

The addresses available for STP protocol are 01d0f8 000005,
011AA9 000005, 010FE2 000003, 01000C CDCDDO, 01000C
CDCDD1, 01000C CDCDD2, and the addresses available for GVRP
protocol are 01d0f8 000006 and 011AA9 000006.

Without transparent transmission address configured, by default, the
last bit of the first byte of the OUI of the local device is set to 1 plus

Note the next three bytes (stp:000005; gvrp:000006) as multicast address.
For instance, the local device’s MAC address is 00d0f8000001, then
the transparent transmission address for STP protocol is
01d0f8000005.
12.2.7 Show QinQ
Informaiton

In the privileged mode, use the following command to show QinQ configuration.

Command

Description

DES-7200# show dotlg-tunnel

Show the enablement state of dot1g-tunnel port.

DES-7200#show
interface[ intf-id Jdotlqg-tunnel

Show the configuration of dot1g-tunnel port.

DES-7200# show
registration-table [ interface
intf-id ]

Show the protocol-based VID change policy
table on the dot1g-tunnle port.

DES-7200# show translation-table
[ interface intf-id ]

Show the protocol-based VID change policy
table on the Access, Trunk and Hybird ports.

DES-7200# show traffic-redirect
[ interface intf-id ]

Show the flow-based VID change policy table.
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DES-7200# show frame-tag tpid
interface [ intf-id ]

Show the TPID value on the interface.

DES-7200# show

] o Show the priority duplication configuration.
Inner-priority-trust

DES-7200# show interface

] Show the priority mapping configuration.
intf-name remark

DES-7200# show

. Show the address duplication configuration.
mac-address-mapping

DES-7200# show | Show the transparent transmisison configuration

I2protocol-tunnel { gvrp | stp } of Layer 2 protocols.

12.3 Typical QinQ
configuration example

12.3.1 Using basic QinQ to
realize layer-2 VPN
service

12.3.1.1 Topological diagram

Company A and B have their respective offices, and each office has its
respective network. As shown below, Customer A1, Customer A2, Customer B1
and Customer B2 are all edge devices of Company A and Company B.
Customer A1 and Customer B1 access the public network through the provider
edge device of Provider A, while Customer A2 and Customer B2 access the
public network through the provider edge device of Provider B.

The VLAN range of the office network used by Customer A1-A2 is VLAN1-100,
and that used by Customer B1-B2 is VLAN1-200.

Provider A and Provider B are devices of another manufacturer, with TPID being
0x9100.
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Figure 8 Topology for using basic QinQ to realize layer-2 VPN service

12.3.1.2 Application requirements

The service provider provides VPN service for Company A and Company B, and
the specific requirements are shown below:

1. The data of both companies can preserve the original VLAN information
when being sent to the peer side.

2. Data with same VLAN ID won't cause conflict during transmission over ISP
network.

12.3.1.3 Configuration tips

1. You don't need to distinguish the traffic of downlink users. Enabling basic
QinQ on the provider edge devices (Provider A and Provider B) will meet the
needs.

2. The TPID of DES-7200 switches is different from the TPID used by other
manufacturers. You need to configure on the Uplink interface of provider edge
devices (Provider A and Provider B) and set TPID to the same value with
third-party devices.
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1. In QinQ configuration model, when the
service-network-connecting uplink port of edge device or the
interconnecting ports of service provider devices are Trunk
ports or Hybrid ports, please don't set the native vlan of trunk

\ ports or hybrid ports to the default vlan of tunnel port,
because packets leaving the trunk port or hybrid port will be
Note stripped off the Tag with VID being its native vian.

2. QinQ-enabled device will encapsulate the outer Tag of other
VLAN for user packets and won't forward packets as per the
original VLAN in the packets. Therefore, there is no need to
create user's VLAN on the device.

12.3.1.4 Configuration Steps

1) Configure Provider A

Step 1: Create provider VLAN 10 and VLAN 20 to distinguish the traffic of two
users

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan 10

DES-7200(config-vlan)#exit

DES-7200(config)#vlan 20

DES-7200(config-vlan)#exit

Step 2: Enable basic QinQ on the interface connecting to the network of
Company A, and use VLAN 10 to transmit the traffic of Company A through
tunnel.

DES-7200(config)#interface gigabitEthernet 0/1
DES-7200(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
DES-7200(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
10

DES-7200(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed

vlan add untagged 10

Step 3: Enable basic QinQ on the interface connecting to the network of
Company B, and use VLAN 20 to transmit the traffic of Company B through
tunnel.

DES-7200(config)#interface gigabitEthernet 0/2
DES-7200(config-if-GigabitEthernet 0/2)#switchport mode dotlg-tunnel
DES-7200(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel native vlan
20
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DES-7200(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel allowed
vlan add untagged 20

Step 4: Configure Uplink port

DES-7200(config)# interface gigabitEthernet 0/5
DES-7200(config-if-GigabitEthernet 0/5)#switchport mode uplink

Step 5: On the Uplink port, set the TPID value of egress packets to 0x9100,
which can be recognized by third-party devices.

DES-7200(config-if-GigabitEthernet 0/5)#frame-tag tpid 9100

2) Configure Provider B

Configurations on Provider B are the same as those on Provider A. Please refer
to the configurations on Provider A given above.

12.3.1.5 Verification

Step 1: Verify whether the tunnel ports have been properly configured. Key
points: whether port type is dot1g-tunnel, whether the outer Tag VLAN is Native
VLAN and is included in the allowed VLAN list of the port, and whether the
uplink port on provider edge device is Uplink, Trunk or Hybrid port.

DES-7200#show running-config

interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 10
switchport dotlg-tunnel native vlan 10

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/2

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 20
switchport dotlg-tunnel native vlan 20

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/5

switchport mode uplink

frame-tag tpid 0x9100
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Step 2: Verify the QinQ configuration of respective ports again. Key points are
the same as Step 1.

DES-7200#show interfaces dotlqg-tunnel

Native vlan: 10
Allowed vlan list:1,10,

Tagged vlan list:

Native vlan: 20
Allowed vlan list:1,20,

Tagged vlan list:

Step 3: Verify the TPID configuration. Key point: whether the interface is Uplink
port, TPID value.

DES-7200#show frame-tag tpid

Ports Tpid

Gi0/5 0x9100

Steps to verify configurations on Provider B are the same as those on Provider
A. Please refer to the verification steps on Provider A given above.

12.3.2 C-Tag based flexible
QinQ to distinguish
traffic

12.3.2.1 Topological diagram

The following figure shows the networking diagram of metropolitan area
network for C-Tag based flexible QinQ to classify the traffic. Broadband Internet
and IPTV are all important services carried on the metropolitan area network.
As shown below, client devices converge at the corridor switch, and broadband
Internet and IPTV ftraffic will be classified by assigning different VLANS.
Broadband Internet users fall within VLAN 101-200, while IPTV users fall within
VLAN 201-300.
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Figure 9 C-Tag based flexible QinQ to realize Internet access service

12.3.2.2 Application requirements

Broadband Internet and IPTV traffic shall be identified by VLAN ID, so as to
apply different QoS service policies to different traffic.

12.3.2.3 Configuration tips

Configure C-Tag based flexible QinQ on MAN access layer switch's two
interfaces (G0/1 and GO0/2 of Switch A) connecting with the corridor
convergence switches. The application requirements can be met by classifying
service traffic as per inner VLAN Tag.

Flexible QinQ VLAN label planning for adding S-Tag on the basis of C-Tag traffic

classification
Traffic
. . Inner VLAN Outer VLAN .
Device Service classificati
Tag Tag
on rule
, Broadband C-Tag
Switch A 101-200 101
Internet VLAN range
) C-Tag
Switch A IPTV 201-300 201
VLAN range

AN

Note

QinQ-enabled device will encapsulate the outer Tag of other
VLAN for user packets and won't forward packets as per the
original VLAN in the packets. Therefore, there is no need to
create user's VLAN on the device.
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12.3.2.4 Configuration Steps

® Configure Switch A

Step 1: Create provider VLAN 101 and VLAN 201 to distinguish the traffic of
different services

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan 101

DES-7200(config-vlan)#exit

DES-7200(config)#vlan 201

DES-7200(config-vlan)#exit

Step 2: On the downlink port of access switch, configure flexible QinQ for
adding outer VLAN Tag on the basis of C-Tag

DES-7200(config)#interface range gigabitEthernet 0/1-2
DES-7200(config-if-range)# switchport mode dotlg-tunnel

! Configure Gi 0/1 and Gi 0/2 as Tunnel ports

DES-7200(config-if-range)# switchport dotlg-tunnel allowed vlan add untagged
101,201

! Add provider VLAN 101 and VLAN 201 into the allowed VLAN list of Tunnel
port, and configure to strip the provider Tag when the peer packets return to the
Tunnel port.

DES-7200(config-if-range)# dotlg outer-vid 101 register inner-vid 101-200

I Configure to add the tag of vlan 101 (S-tag) to vlan 101-200 (C-tag) data
frames entering Tunnel port for transmission over the provider network

DES-7200(config-if-range)# dotlg outer-vid 201 register inner-vid 201-300

I Configure to add the tag of vlan 201 (S-tag) to vlan 201-300 (C-tag) data
frames entering Tunnel port for transmission over the provider network.

Step 3: Configure Uplink port

DES-7200(config)# interface gigabitEthernet 0/3
DES-7200(config-if-GigabitEthernet 0/3)#switchport mode uplink

Outer Tag VLAN (including Native VLAN) shall be allowed on
% Tunnel port, and packets of such VLAN shall be allowed to
pass the Internet-accessing interface. In this example, the
Note Native VLAN of Tunnel port is the default VLAN1, which is
allowed by default.
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12.3.2.,5 Verification

Step 1: Verify whether the configurations are correct. Key points: whether the
type of downlink interface is dot1g-tunnel, whether the outer Tag VLAN is
included in the allowed VLAN list of the interface, whether the mapping policy
on the interface is correct, and whether the uplink port has been properly
configured.

DES-7200#show running-config interface gigabitEthernet 0/1

interface GigabitEthernet 0/1

switchport mode dotlqg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 101,201
dotlg outer-vid 101 register inner-vid 101-200

dotlg outer-vid 201 register inner-vid 201-300

spanning-tree bpdufilter enable
!

interface GigabitEthernet 0/2

switchport mode dotlqg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 101,201
dotlg outer-vid 101 register inner-vid 101-200

dotlg outer-vid 201 register inner-vid 201-300
spanning-tree bpdufilter enable

1

interface GigabitEthernet 0/3

switchport mode uplink

Step 2: Verify the QinQ configuration of respective ports again. Key points are
the same as Step 1.

DES-7200#show interfaces dotlg-tunnel

Native vlan: 1
Allowed vlan list:1,101,201

Tagged vlan list:

Native vlan: 1
Allowed vlan list:1, 101,201

Tagged vlan list:
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Step 3: Verify the mapping rule for adding Tag on the basis of C-Tag. Key points:
whether the mapping between inner VLAN tag and outer VLAN tag is correct.

DES-7200#show registration-table

Ports Outer-VID Inner-VID-list
Gi0/1 101 101-200
Gi0/1 201 201-300
Gi0/2 101 101-200
Gi0/2 201 201-300

12.3.3 ACL-based flexible
QinQ to distinguish
traffic

12.3.3.1 Topological diagram

The following figure shows the networking diagram for ACL-based flexible QinQ
deployed on the metropolitan area network. The service provider provides
broadband access and IPTV services to users. There are many out-of-date and
low-end network access devices on user's network, making it impossible to
effectively distinguish traffic according to VLAN ID. All types of services are
carried in the same VLAN.
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Figure 10 ACL-based flexible QinQ to realize Internet access service

12.3.3.2 Application requirements

Broadband Internet and IPTV traffic of downstream users shall be identified by
protocol, so as to apply different QoS service policies to different traffic.
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12.3.3.3 Configuration tips

Configure the ACL based flexible QinQ on MAN access layer switch's two
interfaces (G0/1 and GO0/2 of Switch A) connecting with the corridor
convergence switches, so as to distinguish user traffic and meet the application
requirements.

Generally, PPPOE dialing is used in broadband Internet service, with protocol
number being 0x8863/0x8864 typically; IPoE is used in IPTV service, with
protocol number being 0x0800 typically.

Flexible QinQ VLAN label planning for adding S-Tag on the basis of ACL
traffic classification

Traffic
. . Inner VLAN .
Device Service Ta Outer VLAN Tag | classification
. rule
Protocol
. Broadband
Switch A 1-4094 101 number:
(PPPoE)
0x8863/0x8864
Protocol
, IPTV
Switch A 1-4094 201 number:
(IPoE)
0x0800

12.3.3.4 Configuration Steps

® Configure Switch A

Step 1: Create ACL for distinguishing traffic

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)# expert access-list extended acll

! Matching protocol type 0x8863/0x8864 of PPPOE
DES-7200(config-exp-nacl)# permit 0x8863 any any
DES-7200(config-exp-nacl)# permit 0x8864 any any
DES-7200(config-exp-nacl)#exit

DES-7200(config)# expert access-list extended acl2

! Matching protocol type 0x0800 of IPOE

DES-7200(config-exp-nacl)#permit 0x0800 any any
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Step 2: Create provider VLAN 101 and VLAN 201 to distinguish the traffic
of different users.

DES-7200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DES-7200(config)#vlan 101

DES-7200(config-vlan)#exit

DES-7200(config)#vlan 201

DES-7200(config-vlan)#exit

QinQ-enabled device will encapsulate the outer Tag of other
\ VLAN for user packets and won't forward packets as per the
original VLAN in the packets. Therefore, there is no need to

Note create user's VLAN on the device.

Step 3: On the downlink port of access switch, configure flexible QinQ for
adding outer VLAN Tag on the basis of ACL

DES-7200(config)#interface range gigabitEthernet 0/1-2

DES-7200(config-if-range)# switchport mode dotlg-tunnel

Configure Gi 0/1 and Gi 0/2 as Tunnel ports

DES-7200(config-if-range)#switchport dotlg-tunnel allowed vlan add untagged
101,201

I Add provider VLAN 101 and VLAN 201 into the allowed VLAN list of Tunnel port, and configure to

strip the provider Tag when the peer packets return to the Tunnel port.

DES-7200(config-if-range)#traffic-redirect access-group acll nested-vlan

101 in

! Configure to add the tag of vlan 101 (S-tag) to data frames matching ACL1 and entering Tunnel

port for transmission over the provider network

DES-7200(config-if-range)#traffic-redirect access-group acl2 nested-vlan

201 in

! Configure to add the tag of vlan 201 (S-tag) to data frames matching ACL2 and entering Tunnel

port for transmission over the provider network

Step 4: Configure GigabitEthernet 0/3 as an Uplink port
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