xStack DGS-3200 Series

Security Switch For Enterprise & ~ xStack L2 Security Gigabit Switches
Remote Branch Offices

= 8, 14 or 20 10/100/1000BASE-T Gigabit
ports

= 2 or 4 combo 10/100/1000BASE-T/SFP

= Integrated Malicious Traffic and
Performance Degradation Prevention
functions

= Silent Fanless ventilation suitable for
desktops®

L2 Features
= 4K VLAN

= Jumbo Frames up to 10,240 bytes
= MLD v1/v2 Snooping

= Loopback Detection

= |SM VLAN

= Private VLAN

Security
= 802.1X Authentication

= Web-based Access Control (WAC)
= MAC-based Access Control (MAC)
= |P-MAC-Port Binding

= Multiple Authentication

= D-Link Safeguard Engine

= SSH/SSL

= Supports Microsoft NAP (IPv4/v6)

= D-Link ZoneDefense

IPv6 Technology

= DHCP Server Screening End-to-End Security (E2ES)
= ARP Spoofing Prevention

Quality of Service
= 802.1p Priority Queues

= Multi-layer CoS

Traffic Monitoring & Bandwidth
Control

= Traffic Segmentation

= Bandwidth Control

= Broadcast Storm Control

= Port Mirroring

* For DGS-3200-10 model only
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D-Link Green Technology Traffic Control

. . Manageability
Configuration/Management

= Web-Based GUI (supports IPv4/v6)
* Command Line Interface (CLI) Resilience/Performance Enhancement
= Telnet (supports IPv4/v6)

= SNMP v1/v2c/v3

= RADIUS/TACACS+ Authentication for
Management Access

= D-Link Single IP Management (SIM)
= Dual Image/Configuration

= Combo Console*

= SD Card Reader*

* For DGS-3200-24 model only



Technical Specifications

DGS-3200-10

xStack DGS-3200 Series

DGS-3200-16

DGS-3200-24

Device Interfaces

810/100/1000BASE-T Gigabit Ports
2 Combo 10/100/1000BASE-T/SFP Ports
RS-232 DB-9 Console Port

14 10/100/1000BASE-T Gigabit Ports
2 Combo 10/100/1000BASE-T/SFP Ports
RS-232 DB-9 Console Port

20 10/100/1000BASE-T Gigabit Ports
4 Combo 10/100/1000BASE-T/SFP Ports
Combo Console Port: RS-232 DB-9 and RJ-45
SD Card Reader

Power Consumption

20.9Watts (Max.)

28.9Watts (Max.)

‘ 41.9Watts (Max.)

Heat Dissipation

71.3 BTU per hour

98.6 BTU per hour

‘ 142.9 BTU per hour

EMI

FCC, CE, VCCI Class A, C-Tick

Safety

UL, CB Report

MAC Address Table Size 8K 16K
Switch Capacity 20Gbps 32Gbps 48Gbps
64Bytes Maximum Packet
Performance Forwarding Rate 14.88Mpps 23.81Mpps 35.Mpps
Switching Method Store and Forward
P_acket Buffer Memory 128Kbytes 768Kbytes
Size
802.3x Standard in Full ; ;
N N v
Duplex Mode
Flow Control
Back Pressure in Half J J J
Duplex Mode
Power (Per Device) V V y
Console (Per Device) V \ N
SD Card Reader (Per J
Device)
Diagnostic LEDs | RpsS (Per Device) N
Link/Activity/Speed (Per N N J
10/100/1000BASE-T Port)
Link/Activity/Speed (Per J N N
SFP Slot)
‘ Power ‘ AC Input Power: 100-240 VAC, 50-60 Hz ‘
‘ Redundant Power Supply ‘ ‘ ‘ Supports DPS-200 model ‘
‘ Dimensions ‘ 280 (W) x 180 (D) x 43 (H) mm ‘ 440 (W) x 210 (D) x 44 (H) mm ‘
‘ Ventilation ‘ Fanless ‘ One Smart Fan (Default off) ‘ Two Smart Fans (Default low speed) ‘
Temperature Operating Temperature: 0° ~ 40°C Operating Temperature: 0° ~ 50°C
Storage Temperature: -40°~ 70°C Storage Temperature: -40° ~ 70°C
‘ Humidity 5%-95% Non-condensing
| mTBF 726,077 Hours | 258,724 Hours | 502,576 Hours
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Optional Management Software

DV-600S D-View 6.0 Network Management System
(Standard Edition)
DV-600P D-View 6.0 Network Management System

(Professional Edition)
*Also supports D-View 5.1

Optional Redundant Power Supply
DPS-200 60Watts Redundant Power Supply

Stackability
= Virtual Stacking

= D-Link Single IP Management (SIM)
= Up to 32 devices per Virtual Stack

L2 Features
= MAC Address Table

= DGS-3200-10: 8K
= DGS-3200-16: 16K
= DGS-3200-24: 16K
= Flow Control
= 802.3x Flow Control
= HOL Blocking Prevention
= Jumbo Frames up to 10,240 Bytes
= |GMP Snooping
= |GMP v1/v2/v3 Snooping
= Support 256 groups
= Host-based IGMP Snooping Fast Leave
= Data Driven Multicast
IGMP Authentication
= MLD Snooping
= MLD v1/v2 Snooping
= Support 256 groups

= Spanning Tree Protocol
= 802.1D- 2004 Edition STP
= 802.1w RSTP
= 802.1s MSTP
= BPDU Filtering
= Root Restriction
= Loopback Detection
= 802.3ad Link Aggregation

= DGS-3200-10:
Max. 5 groups per device/8 ports per group

= DGS-3200-16:
Max. 8 groups per device/8 ports per group

Optional Products

Optional SFP Transceivers

DEM-310GT 1000BASE-LX, Single-mode, 10km
DEM-311GT 1000BASE-SX, Multi-mode, 500m
DEM-312GT2 1000BASE-SX, Multi-mode, 2km
DEM-314GT 1000BASE-LX, Single-mode, 50km
DEM-315GT 1000BASE-LX, Single-mode, 80km
DEM-210 100BASE-FX, Single-mode, 15km
DEM-211 100BASE-FX, Multi-mode, 2km

Software Features

= DGS-3200-24:
Max. 12 groups per device/8 ports per group

= Port Mirroring
= One-to-One
= Many-to-one

= Flow-based Mirroring

VLAN
= 802.1Q Tagged VLAN

= VLAN Group
= Max. 4094 VLAN
= GVRP
= Max. 255 Dynamic VLAN
= 802.1v protocol VLAN
= |SM VLAN
= MAC-based VLAN
= VLAN Trunking
= Private VLAN

QoS (Quality of Service)
= 802.1p Quality of Service

= 8§ queues per port
= Queue Handling
= Strict
= Weighted Round Robin (WRR)
= CoS based on
Switch Port
VLAN ID
802.1p Priority Queues
MAC Address
IPv4/IPv6 address
= DSCP
TCP/UDP port number
Protocol Type
IPv6 Traffic ClassIPv6 Flow Label

Optional WDM SFP Transceivers

DEM-330T 1000BASE-LX, Wavelength Tx:1550nm
Rx:1310nm, Single-mode, 10km
DEM-330R 1000BASE-LX, Wavelength Tx:1310nm
Rx:1550nm, Single-mode, 10km
DEM-331T 1000BASE-LX, Wavelength Tx:1550nm
Rx:1310nm, Single-mode, 40km
DEM-331R 1000BASE-LX, Wavelength Tx:1310nm
Rx:1550nm, Single-mode, 40km
DEM-220T 100BASE-BX, Wavelength Tx:1550nm
Rx:1310nm, Single-mode, 20km
DEM-220R 100BASE-BX, Wavelength Tx:1310nm

Rx:1550nm, Single-mode, 20km

= User-defined Packet Content
= Bandwidth Control

= Port-based (Ingress/Egress, min. granularity
64Kb/s)

= Flow-based (Ingress, min. granularity 64Kb/s)

Access Control List (ACL)
= Up to 200 Access Rules

= ACL based on
= 802.1p Priority
= VLAN ID
= MAC Address
= |Pv4/IPv6 Address
= DSCP
= Protocol Type
= TCP/UDP Port Number
= |Pv6 Traffic Class
= |Pv6 Flow Label
= User-defined Packet Content
= Time-based ACL
= CPU Interface Filtering
= ACL Statistics

Security
= SSHv2

= SSLv1/v2/v3
= Port Security up to 64 MAC address per port
= Broadcast/Multicast/Unicast Storm Control
= Traffic Segmentation
IP-MAC-Port Binding

= ARP Packet Inspection

= |P Packet Inspection

= DHCP Snooping

= Supports 512 address binding entries per device
= D-Link Safeguard Engine



xStack DGS-3200 Series

= Microsoft® NAP
= Supports 802.1X NAP (IPv4/IPv6)
= Supports DHCP NAP (IPv4)

= DHCP Server Screening

= DHCP Client Filtering

= ARP Spoofing Prevention

AAA
= 802.1X

= Port-based Access Control
= Host-based Access Control
= Dynamic VLAN Assignment
= Web-based Access Control (WAC)
= Port-based Access Control
= Host-based Access Control
= Dynamic VLAN Assignment
= MAC-based Access Control (MAC)
= Port-based Access Control
= Host-based Access Control
= Dynamic VLAN Assignment
= Multiple Authentication
= Guest VLAN
= Authentication for Management Access
= Supports RADIUS/TACACS+
= RADIUS Accounting

Management
= Web-based GUI (Supports IPv4/IPv6)

= Command Line Interface (CLI)
= Telnet (Supports IPv4/IPv6)
= TFTP Client (Supports [Pv4/IPv6)
= XModem
= ZModem
= SNMP v1/v2c/v3 (Supports IPv4/IPv6)
= SNMP Trap
= System Log
= RMON v1
= Supports 1,2,3,9 groups
= RMON v2
= Supports ProbeConfig group
= BootP/DHCP Client
= DHCP Auto-Configuration
= DHCP Relay
= DHCP Relay Option 82

Dual Image

Dual Configuration

CPU Monitoring

SNTP

ICMPv6

IPv6 Neighbor Discovery

D-Link Green

Power Saving Mode

= Link Down Status

= Cable Length Detection
Compliant with RoHS 6

0AM

Cable Diagnostics

MIB/IETF® Standard

RFC1213 MIB-II

RFC4188 Bridge MIB

RFC1907 SNMPv2 MIB

RFC1757, 2819 RMION MIB
RFC2021,RMONv2 MIB
RFC1643,2358,2665 Ether-like MIB
RFC2674 802.1p MIB

RFC2233, 2863 IF MIB

RFC2618 RADIUS Authentication Client MIB
RFC2925 Ping & Traceroute MIB
RFC2620, RADIUS Accounting Client
D-Link Private MIB

RFC768 UDP

RFC783 TFTP

RFC791 IP

RFC792 ICMP

RFC793 TCP

RFC826 ARP

RFC854 Telnet

RFC951, 1542 BootP

RFC2068 HTTP

RFC2138 RADIUS

RFC2139, 2866 RADIUS Accounting
RFC1492 TACACS

RFC1157 SNMPv1

RFC1901, 1908 SNMPv2c

RFC2570, 2575 SNMPv3

RFC3021 31-Bit Prefixes

RFC2460 IPv6

RFC4861 IPv6 Neighbor Discovery

RFC4862 IPv6 Stateless Address Autoconfiguration
RFC4443 ICMPv6

RFC1981 IPv6 Path MTU Discovery

RFC5095 Deprecation of Type 0 Routing Headers in
IPv6
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