Como configurar Active Directory con NPS (Radius) D:{Link
en SW|tCheS D-L|nk Building Networks for Paople

Descripcion — Configuracion de servidor de autenticacion Radius utilizando Windows
Server con Active Directory en switches administrables de D-Link (Utilizaremos como
ejemplo el DGS-3426)

Configuracion en Windows Server

Paso 1 — Crear usuario

B Active Directory Users and Computers

s (2El0bc: Bm|(3 a5 T72%
] Active Directory Users and Comput | Name | Type | Desaription |
] Saved Queries Edminish’ahor User Builtin account for admini...
=] 313 t;e'stzooa.com %Aﬂowed RODCP... Security Group ... Members in this group can...
=l Builtin 82, Cert Publishers Security Group ... Members of this group are...
| Computers 2 Denied RODC Pa... Security Group ... Members in this group can...

[5] Domain Controllers
[ ForeignSecurityPrincipals
[ Users

%DnsAdmins Security Group ... DNS Administrators Group
%DnsUpdateProxy Security Group ...  DNS clients who are permi...
%Domain Admins Security Group ... Designated administrators...
%Domain Computers Security Group ...  All workstations and serve...
%Domain Controllers  Security Group ... All domain controllers in th...
%Domain Guests Security Group ...  All domain guests
%Domain Users Security Group ...  All domain users
%Enherprise Admins  Security Group .., Designated administrators...
%Ent:erprise Read-... Security Group ... Members of this group are...
&Group Policy Cre... Security Group ... Members in this group can...
&. Guest User Built-in account for guest ...
%operaﬁor Security Group ...

82 RAS and IAS Ser... Security Group ...  Servers in this group can ...
%Read-only Domai... Security Group ... Members of this group are...

2, Schema Admins Security Group ...  Designated administrators...
test2 User




Como configurar Active Directory con NPS (Radius) D-Link

en switches D-Link

Paso 2 — Abrir la consola NPS y seleccionar RADIUS for 802.1x wireless or weird
connections y luego haga click en Configure 802.1X

95 Network Policy Server 3

File Acton View Help

&= H=

i
[= || RADIUS Clients and Servers Getting Started

& RADIUS Clients Network Policy Server (NPS) allows you to create and enforce organization-wide network access
i3 Remote RADIUS Server G client health, connection request authentication, and connection request authorization.
= [=] polides
| Connection Request Polici
- Standard Configuration
|| Health Policies
& % Network Access Protection Select a configuration scenario from the list and then click the link below to open the scenario wizard.
B, Accounting

RADIUS server for 802.1X Wireless or Wired Connections

When you configure NPS as a RADIUS server for 802.1X connections, you create network policies tha
to authenticate and authorize connections from wireless access points and authenticating switches (als:
RADIUS clients).

EJ Configure 802.1X B Leammore

Advanced Configuration

Paso 3 — Seleccione la opcion Secured Wired (Ethernet) Connections

Configure 802.1X Fa

! Select 802.1X Connections Type

Type of 802.1X connections:
" Secure Wireless Connections

When you deploy 802.1X wireless access points on your network, NPS can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

' Secure Wired (Ethemet) Connections
When you deploy 802.1X authenticating switches on your network, NPS can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it .

|Secure Wired (Ethemet) Connections

Building Networks for Pa
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Como configurar Active Directory con NPS (Radius) D-Link
en SW|tCheS D-Llnk Building Networks for Paople

Paso 4 — Agregue el Cliente Radius configurando un nombre, La IP del Switch y una
contrasefa (en el ejemplo la contrasefia sera 123456)

r~ Name and Address

i Friendly name: L
! _
Address (IP or DNS): |
110.90.50.90 Verfy... |

RADIUS [~ Shared Secret
client cc | To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
TOSPEC | secret entered here. Shared secrets are case-senstive.

RADIUS
TS

g

' Manual " Generste
Shared secret:

l.oo.oo

Confirm shared secret:

LL

ove

ok | Cancel |

Paso 5 — Seleccione el metodo de autenticacion EAP-MSCHAP v2

Configure 802.1X X1

; l Configure an Authentication Method

Select the EAP type for this policy.
Type (based on method of access and network configuration):

[Microsoft: Secured password (EAP-MSCHAP v2) =

Paso 6 — Agregue grupo de usuarios como Domain User

Configure 802.1X il x|

\ Specify User Groups
| Users that are members of the selected group or groups will be allowed or denied access

based on the network policy Access Permission setting.

To select User Groups, click Add. If no groups are selected, this policy applies to all users.

TEST2008\Domain Users
Remove

[ A |
IGEE




Como configurar Active Directory con NPS (Radius) D-Link
en switches D-Link

Buildin g Networks for People

Paso 7 — Una vez creada la politica se deben editar algunas opciones

%k Network Policy Server

E =lol x|
Fle Acion View Hep

e A [l
®N?S(Lml) Network policies allow todemmdewhonsatﬂwmedtowmdtomenetwmkmdﬁ\eawnstames
B &= R_ADIUS Clients and Servers = ] under which they can o::ou e

| RADIUS Clients

35 Remote RADIUS Server G
= E—J‘ Policies

[~ Connection Request Polici

I3 Network Policies

[ ] Health Policies
W, Network Access Protection

8. Accounting

SRR T
,LﬂConnectvons to chrosoﬂ Routing and Remote Access server Enabled 2
gﬂConnednons to other access servers Enabled 3

Paso 8 — ingrese a la pestafia Settings para afadir atributos adicionales a Radius

Secure Wired (Ethernet) Connections Properties

Overview | Condttions | Constraints
Configure the seftings for this network policy.
If conditions and constraints match the connection request and the policy grants access. settings are applied.
Settings:

RADIUS Atiributes

To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and
@ Standard then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

ndor Specific

Network Access Protection
W, NAP Enforcement

1% Extended State

Attributes:
Name, | Vendor [ Value

Routing and Remote Access

% Multilink and Bandwidth
Allocation Protocol (BAP)




Como configurar Active Directory con NPS (Radius)

en switches D-Link

D-Link

Building Networks for Pa

Paso 9 — Seleccione Custom luego ingrese el D-Link vendor Code con el valor de
171. Mas abajo marque la opcion Yes. It conforms y luego haga click en Configure

Attributes

Add Vendor Specific Attribute N

To add an attribute to the settings. select the attribute, and then click Add.
To add a Vendor Specffic attribute that is not fisted, select Custom, and then click Add.

Vendor:

|Cus!om

Adtributes:

H

Vendor-Specific

RADIUS Standard

Vendor-Specific Attribute Information ] x|
Vendor Spochc
Specify network access server vendor.
" Select from list: |RADIUS Standard |
{* Enter Vendor Code: 171 =

Specify whether the attribute conforms to the RADIUS RFC specffication for
vendor specific attributes.

% Yes. It conforms
" No.  does not conform

Configure Aftribute...

opl



Como configurar Active Directory con NPS (Radius)

en switches D-Link

D-Link

Building Networks for People

Paso 10 — En la siguiente ventana configure Vendor-assigned attribute number
con el valor 1 para autorizacién de la cuenta de usuario

Attribute Value:
3 = Nivel de usuario

4 = Nivel de operador

5 = Nivel de administrador

En el ejemplo utilizaremos el 4 (operador)

Configure VSA (RFC Compliant) N L(j

Vendor-assigned attribute number:

|1

=]

Attribute format:

I Decimal

Adtribute value:

4

0K Cancel

Paso 11 — Ingrese a la pestafia Constraints, configure Authentication Method como

acontinuacion

Secure Wired (Ethernet) Connections Properties ]

Overview | Condtions  Constraints | Settings |

Configure the constraints for this network policy.
if all constraints are not matched by the connection request, network access is denied.

Constraints:

Constrainis

& Authentication Methods

% Idle Timeout

% Session Timeout

[[] Called Station ID

5 Day and time restrictions

% NASPort Type

Allow access only to those clients that authenticate with the specified methods.

EAP types are negotiated between NPS and the client in the order in which they are
listed.

EAP Types:
Microsoft: Secured password (EAP-MSCHAP v2) tMave Ug |
Move Down |
< | >
Add.. | [ Ed Femave ||

Less secure authentication methods:
¥ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
¥ User can change password after it has expired
¥ Microsoft Encrypted Authentication (MS-CHAP)
¥ User can change password after it has expired
[V Encrypted authentication (CHAP)
[V Unencrypted authentication (PAP, SPAP)
[V Allow clients to connect without negotiating an authentication method
™ Perform machine health check only




Configuracidn en el Switch

Paso 12 — En el Switch aplique los siguientes comandos

enable authen_policy

create authen server_host 10.90.90.201 protocol radius key 123456
config authen application telnet login method_list_name radius
create authen_login method_list_name radius

config authen_login method_list_name radius method radius

Paso 13 — Ingresar al switch por telnet con el usuario creado anteriormente test2

Bl Telnet 10.90.90.90

DGS—3426 Gigahit Ethernet Switch
Command Line Interface

Firmuware: Build 3.80.B19
Copyright<{C» 2812 D-Link Corporation. All rights reserved.
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