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28 FDB COMMAND LIST ..ttuteteeueesueeseesseeseesseesesseessesseessesseessesseesesssesseasessseessessesssssseassesseensesseensessesnsesneenes 228
2 0 7oL 0 | o TSP 228
P2 o 1oL 0| R - o o TR 229
28-3 create MUIICAS FAD ... et naes 230
28-4 CONTIG MUITICASE_TUD ...ttt ee et nnes 230

p2 s R ot a1 {0 I o] oJF=To 1 o N (] 0 7= TR 231
28-6 config multicast VIan_filtering_mMOOE ..........coirrirrr e 232
28-T TRIBLE TUD ...t bttt R e E bbbt e e 233
28-8 ClEATN FUD ...ttt 233
28-9 SNOW MUIICAST FUD ..o bbb bbb bbbt s s e 234
28-10 SNOW FAD ...t 235
28-11 show multicast VIan_filtering_MOGE.........ccovcicicieeccecce et 236
29 MAC NOTIFICATION COMMAND LEIST ..utttieueesueeeesueesesseessesseessesseesseeseesseaseesseensesseensesseessesseensssseensesneenes 238
29-1 enable MAC_NOLIFICATION. ........c.oiiieerereeir ettt ettt s et s e 238
29-2 disable MaC_NOLTICALION...........c.irieeeereeirrr ettt sttt s e enes 238
29-3 €ONFiIg MAC_NOLITICALION .......cvviieicececeer sttt sttt ee et s nnes 239
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29-4 config MaC_NOLITICALION POIES........cciuiueerirrereeieieie ettt es et s s e nnes 240
pAS oI 00V Vo o] o (o] o T 240
29-6 SHOW MaC_NOLITICALION POITS .......oooeueeeeeiririrer ettt ee et 241
30 MIRROR COMMAND LIST ..uttiuteteeseesteeseesteaseesseensesseensesseessesseesseaseesseassesseensssseensesseensesseessesneessesesssesneens 243
30-1 CONFIG MUITOE POIT......eetevieie ettt b ks bbbt 243
0T gt o) (=N o 0T o) TR S 244
L0 017 ] = T o] TP 245
0 R 10V 1T o] TP 245
3L VLAN COMMAND LEST ..tuteteeueesteeneesteeseesseesesseensesseenseaseessesseesseassesseassesseensesseensssseensssseessesssessenneessenneens 247
I ot =71 (Y - o TP 247
1] 1< Y - o TP 248
e o010 IR = - To o o0 £ 249
31-4 CONTiQ VIAN EIBLE POITS. ...ttt ettt en et 250
31-5 €oNTig VIAN Q0VEIISEMENL........c.cuieeieireieeeeie sttt st es ettt s e e snenseens 251
3 G o 0110 [ 1Y/ TP 251
o =T 0T o) (=0 o TSP 252
L8 ISADIE GUIP ettt e bbb bbb bbb e b bbb e e R bbbt s aet et bnas 253
319 SNOW VIAN.....ceei st et 254
N O I 10TV o Y TR 255
31-11 €NaADIE PVIA QULD BSSIN......cciiireieiriieiccie ettt bbbt sttt a bbb b s s bbb s s 256
31-12 disable PVId QUL ASSIGN .......cccuiveiririieiecee sttt et bbbttt bbbt b s a et b s s 257
31-13 SNOW PVIA QULD_BSSIGN.....cucuivireriiiiiiscectete st sssetste bt sesese st ssse bbb b s bbbt s s s s bbb s s s e ne b et s n s e 258
31-14 CONFiG PrIVALE VIAN ..ottt s bbbt n s 258
31-15 SNOW PIIVAIE VIAN .....oiiieceiiciesisce ettt bbbt bbb bbb s ettt n s 260
32 VOICE VLAN COMMAND LEST . .eeutteueesueeueesueaseesueesssseessesseessesseesseaseessesssessesssssseensesseensesseessesssessesnssssennsens 262
32-1 €NADIE VOICE _VIAN.......ceiiieceteie sttt bttt se ettt e sttt ens 262
A o 1157 o] I o ot - o SRR 263
32-3 CONTiIQ VOICE_VIAN PIIOMILY......ceieeeeeeteieieiee ettt sttt nn e 264
32-4 CONTIG VOICE_VIAN OUIL....veviiiciciciets sttt sttt ee et 264
32-5 CONTIQ VOICE_VIAN PONS. ...ttt ettt sttt ettt s s eseas 265
32-6 CONTig VOICE_VIAN 10g STALE ........ceeeeeeeeeie ettt 267
32-7 config VOICE _VIaN a0ING_ TIME ...c.vivvieeee e se sttt e se e e b pepnperns 268
32-8 SNOW VOICE VIAN........cuiiitiiiiiicctctete sttt ettt bbb bbb st s s bbbt et s e st et nas 268
32-9 SNOW VOICE VIAN OUI ....vcvviiiccectcte ettt ettt bbb bbb bbbttt s s nebnas 269
32-10 SNOW VOICE VIAN POMTS ...o.vuviiececviteieiii sttt bbb bbb bbb bbbt bbb bbb b s s ne b e 270
32-11 ShOW VOICE_VIAN VOICE BVICE. ...ttt ettt et bbb bbbt b e 271
32-12 show voice_vian lldp_med VOICE JEVICE ...ttt 271
33 PROTOCOL VLAN COMMAND LEST ....titteutesueeneesueeseesseeseeseessesseesseaseesseasessseessssssensesseensesseessesseensessesssesnsens 274
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33-1 create dOtIV_PrOtOCOI_GIOUPD.....ccueueeririereeeeeieerereseseseestetsesesesessesssesaseseseses et sessesesesesesesessssssesesssesesesessesesssnsssens 274
33-2 config dotlv_protocol_group add ProtOCOL ...........cceeueriiririerrrereece s 275
33-3 config dotlv_protocol_group delete ProtOCol ............co e 276
I IC v a [=] (<7t [o] RV T o] (o o{o] o 011 o TR 277
I RO 1oLV 1Yo (o AV A o (o (oo o] o (0T o ST 277
IR0 L o010 0 0] A (o) I TP 278
337 SNOW PO AOLLV ..ottt ettt bbb bbbt bbb bbbt es bbb bbb s bbbt nas 279
34 VLAN TRUNKING COMMAND LIST ....uiutitiitiitestesteste st sttt sttt sttt sn e bbb bbb saesaesne b nne s snennennens 281
34-1 €NADIE VIAN_TIUNK......eeee ettt st ettt sttt 281
34-2 diSADIE VIAN_TIUNK ...ttt sttt sttt 281
34-3 CONTIG VIAN_TIUNK ..ottt st sttt n et 282
07 001V Y = o 0 ] R 284
35 LINK AGGREGATION COMMAND LEST ....vutttitistestenteste sttt st st st st s sae s s saesae b b s b saesaesnesnesnesnennennennens 286
35-1 create link_aggregation GrOUDP_T0..........cceerriuerretieeriseisiei e 286
35-2 delete link_aggregation GroUP_I0..........ccerreieie st 287
35-3 config link_aggregation GroUP_10 ... ...ttt 287
35-4 config link_aggregation algorithim ...t 288
Lo 10TV 1101 Q=T o (=T = Lo TR 289
36 LACP CONFIGURATION COMMAND LIST ..utiutitetesteste sttt sttt st sse st b saesaesae bbb snesnesnesnesnennennennens 292
36-1 CONTIQ TACP_IDONS ..ottt 292
LR 10TV oo 0 ] 3PP 292
37 TRAFFIC SEGMENTATION COMMAND LEST ..tiuvitititestestesie sttt sttt i s s s s snesaesae b s sne b nne s s nnenne s 294
37-1 config traffic_SEOMENTALION............ceiricieeieeerice bbb 294
37-2 SNOW traffic_SEGMENTALION.........cueueueirieieecieietei sttt sttt ne et e 295
38 PORT SECURITY COMMAND LIST ...ttuttutetestestestesteste st st st ssesaesaessessessesaessesbesbe s sbesaesbesbesaesnesnenaeeneenennennens 296
38-1 CONTIQ POIT_SECUILY ...ttt 296
38-2 delete POMT_SECUITLY BINEIY ...ttt sttt b et b e ne et e 297
38-3 Clear POIt_SECUIEY BINEIY .....oeeceeereeteerieiei ettt sttt es e e e s st se e s bbbt se e nesnsntens 298
o 10TV 0T T TP 298
38-5 enable POrt_SECUNLY TrAP_10Q ... ..cueueerrieeeeeeerr sttt sttt nn e 299
38-6 disable port_SECUNLY AP 100 .....c.eueurreieecierrre ettt en e 300
39 STATIC MAC-BASED VLAN COMMAND LIST.c..cuvetitetestestestestestessessessessessessessessessesnessessesnesaessessessesnesnesnens 302
39-1 create MAC _DASEA_VIAN ..ottt sttt ns et 302
39-2 delete MAC _DASEA VIAN ..ottt bbbt e e 303
39-3 SHOW MAC_DASEA VBN .....c.cuiiiiiics et bbbt b e e e e 303
40 PORT EGRESS FILTER COMMAND LIST ....ttutititestestesteste sttt sie st st ssessesse s snesae s b sae b s snesnesnesaennesnennenneas 305
40-1 CONTIQY EGIESS_TIIET POIS ...t 305
40-2 SNOW EQFESS_TITEI POMLS ... vttt sttt nsetens 306
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41 BPDU ATTACK PROTECTION COMMAND LIST ...tiiitiitieteeieete sttt sne e sie e sne e nnenanen 307
41-1 config DPAU_PrOTECHION POITS.........cviuieeeriscieiiieiseei et 307
41-2 config bpdu_proteCtion FECOVEIY TIMEY.........ccueuirrireeieieteeseeeesee ettt ettt eneeens 308
T RN ola) o1 o o) oo I o0} (=Tox 1 ] o TSP 309
=T g o] (=3 oo LU o]0 0! [0 o TR 310
T SN [LSt=ta] (=2 o] oo LU I ol (0] <X £ [0 o PP TTRT 310
L G 1o VLV o oo LU I ] (ot [0 o TR 311

42 LAYER 2 PROTOCOL TUNNELING (L2PT) COMMAND LIST ...uciutiiieiinirenteeieesre et sne e 313
42-1 config 12ProtOCOI_tUNNEL. ..o 313
42-2 SNOW 12PIOtOCOI_TUNNEI ...ttt ne et 314
42-3 enable 12protOCOI_TUNNEN ... nn e 316
42-4 disable 12ProtOCOI_TUNNEN ...ttt 316

A3 LLDP COMMAND LIST ...ttttiatteitesteeete st ettt et sse et see et ese e et e s e st es e b e eae e e bt e e e ebeese e ebe e s e nae e st naeennenanennenanen 318
A3-1 ENADIE TIAD ..ot 319
G Ao [ LS¥= o] T |0 TP 319
e o] 010 | (o TP 320
43-4 config 1ldp NOLIFICAtION_INTEIVAL ...t 322
oot 0110 1[0 08 0] TSR 322
43-6 CONTig 110D TONWAIT_MESSAGE ... ceeeeerererereieeeerirere ettt sesese s et sesesese et se s s bbb s e ses et et e s s e e e nenneens 329
] 101V | o o TP 330
43-8 SNOW HIAP ML AAAT ..ottt bbb bbb bbb bbbttt s s bt eas 331
43-9 SNOW HID POMES ...ttt bbb bbb s b bbb s bbbt s e s bbbt s s e a et bnas 331
43-10 SNOW AP 1OCAI_POMS......oviiececicteisiriee ettt bbbt bbb bbb bbbt b bt s s 333
43-11 SNOW 11D FEMOLE OIS ...ttt b e bbb bbbt bbb bbbttt e bbb s s 334
G IS 0LV | [0 R 2 L] 0T 335
43-13 SNOW 110D SALISTICS POMS ....v.vvereeeeeeeeeieiresescieeeeeese st sese ettt es st e e sea et s sttt b s eseneseseeens 336
43-14 config lldp_med fast_sStart rePEAt_COUNL..........c.cuirrirerieeeie ettt 336
43-15 config lldp_med notification tOPO_ChANGE ..........cou et 337
43-16 CONFIG AP MU POES ...ttt es e st s ettt e e s e s e 338
43-17 config HAP_MEA 1OG STALE ......c.cvevireieiieeecccce sttt b bbb b bbbttt s s a et e 339
43-18 SNOW HIAP _MEU ...ttt et bbb bbb bbb bt es st ettt s bbb nas 340
43-19 SNOW 1A _MEU POMS.....cveviiiecietiteieiri ettt et b bbbttt b bbbt bbbttt b s s s bnas 341
43-20 ShOW AP _MEA 10CAI _POIES......cuiveiiiiieccie ettt bbb bbb bbbt n s 342
43-21 ShOW AP _MEd rEMOLE OIS ....cvcviiiieiececie ettt et bbbttt bbbt bbb b 343

44 NETWORK LOAD BALANCING (NLB) COMMAND LIST...ciiiiituuiieeieeeeeeeeniiseeeeeeeeeenaaseeseeseesesnsnnseeseeeeesnnnnnnes 346
44-1 create NID MUITICAST TAD........ovoeccce ettt 346
44-2 delete NIb MUIEICAST FAD........coovececc e bbb e 347
44-3 config NI MUITICASE_FUD ...ttt 348

Xl
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A4-2 SNOW NID FUD ... 348
T2 T 1 PP 350
45 BASIC 1P COMMAND LIST ...ttt st sttt sttt sttt bt et e et b bbbt b bbb eb e sbenb e nb e bbb e nbenbeenenaenne s 350
A5-1 CONTIG IPIT ..ottt 350
o3 =Y. (= N o] | TP 351
N0 (=] 1= TN o] | TS 352
T aT o) (=N | o] | TP 353
A5-5 ISADIE IPIT ...ttt r et 354
LG I 11011V TP 354
45-7 enable ipif_ipV6_lINK_10CAI_QULO ..ot 355
45-8 disable ipif_ipvB HNK 10CAl AULO..........ccoiuiieiiiriciceccte ettt bbb bbb 356
45-9 Show ipif _IPVB _HINK _10CAI AULO........cocvecececictsicieecece ettt bbbttt 357
46 AUTO CONFIG COMMAND LEST ..tutitititestestesteste st sttt sttt sbe s b b e bbb nh e s bbb e sbesae bbb nbeenennenne s 358
46-1 SNOW QUIOCONTIG ...ttt 358
46-2 ENADIE AUIOCONTIG ... vttt 358
46-3 AiSADIE AULOCONTIG ..ottt e bbbttt ee s st et ens 359
47 ROUTING TABLE COMMAND LEST 1..tutiutetetetestestestestestessesaesaesae st ssessesaesbesbesaesaesbesaesnesaesaesaesbesnesnesnennennens 360
AT7-1 CIEALE IPIOULE ...ttt 360
47-2 delete IProute AETAUIT.............c.occeee ettt nn et 361
e ] 10V ] (01U ST 361
A7-A CTEATE IPVBIOUL.........ceeeeeeceeceetete ettt ses et s e s st bt e s s ee b e e e sese s E et e s eese e s e b et et s e e renesesnteens 362
S (=] [ Cc T 01V (U TP 363
G 10TV 1 01011 =TT 364
48 ARP COMMAND LIST ....titititettsteste sttt sttt sttt sa b a e sa e sa bbb bt bt eb e eb e e bt e b e bt nb e ebeeb e e bt ebenbenbennennenne s 365
A8-1 CrEALE AIPENIY .. .vreceseeerereere s s s e et E s s s s R R E et R R e st R n et r e 365
a0 (=] [ ToIR g o=l 1Y TP 366
Tl ola) 1[0 - g 0T (YT 366
o) g o g TR o [ T4 TSR 367
ST 11TV T 0= 1 YT PSTT 368
A8-6 ClEAr AIPLADIE ..ottt et 369
49 LOOPBACK DETECTION COMMAND LEST ..vutiutitetentestestestestesaessessessessessessesaesaessessessessessesnesnesnesaesnesnesnennens 370
49-1 CONTIG IOOPABLECT.......evreeeciceeie s 370
Ze o) o1 [0 [0T0] o0 (=)ot i o] o £ TR 371
ZEe =T g o] (= [0 o 1 =T TP 372
e o [ LSt= 0] (T[0T o [ (=T TSP 372
o] 10TV (010 0 7 =T TP 373
e ] 10TV [0 T0] 0o = =T TR 374
e ol a1 [0 0T ] oo [ (=Tt B - o TR 376
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49-8 CONTIQY |0OPAELECE 10G STALE .........vucvreeceeeci et 376
RV LI\ U] A o= PP PPPPPPPPPPPPPPP 378
50 IGMP SNOOPING COMMAND LEST ....uvteutestteneesueeeesueessesseessesseessesseesseaseessessessseensssseessesseesssseensesseessesneenes 378
50-1 CONFIQ IGMP_SNOOPING -...vrreeresereseieeseseieees e es e bbb bbb 379
50-2 config IgMP_SNOOPING QUETTET .......evrereerisieseeaesseseseesesessssss s ses s es s s bbb s nsenes 380
LT ol a1 o [ o]0 (=T g o] TP 381
50-4 config router_PortS_TOrDIAAEN. ........c.o vttt 382
50-5 €NaADIE IGMP_SNOOPING ... trtreieerrerteieeririseeieesieeseresesesees e sesesesessee bt esese s esesesssseseseseseae st sssesesesetetesesreennsnsssens 383
LT Ol o =l ] 3 o o T IS0 o] o o TR 384
50-7 SNOW IGMP_SNOOPING ....tteerirereereetetreresesesseseeeseseseseseeseessesesesesssssesesessesesssssssessssssesesesesessssssssssesesesessessnssesesesns 384
50-8 SHOW igMP_SNOOPING GIOUD v.vvvrieircieteteisise ettt tss e sese s s s s sesessse b s s s s sebe bbb s s e seseb et s s e s sesebebess s snses 386
50-9 config igmp_SNooPING rate lIMIL.........ccccceiiiiiccce et bbbt 388
50-10 show igmp_SNOOPING Fate [IMIL..........cccceiiiiiccce ettt 388
50-11 create igmp_SNOOPING STALIC GrOUPD ...c.cuevereiriiieeicreieisi et se ettt be bbb s s s bbb ss s e st s ssanns 389
50-12 config igmp_SNOOPING StALIC_GIOUPD.....ccueririiiiiircteietri st se ettt b bbb s b b s s st bt s 390
50-13 delete igmp_SNOOPING STALIC GrOUP .....cvcvereriiiiiecececiesi e se ettt s bbb st beb s s bbb b b 391
50-14 show igmp_SNOOPING SLALIC GIOUP ....cucvevereriiiiieeicieiessi e sesssesete st ss bbb s s ss s bbb s s s sssesesesasanns 392
50-15 show igmp_SNOOPING StALISEIC COUNTET .......c.cviiiiireieiie ittt s bbb 393
50-16 config igmp_snooping data_driven _I€arning..........ccccvvceeieinnnensee st 394
50-17 config igmp_snooping data_driven_learning max_learned_entry..........cccccovvvevceennnensceeee e, 396
50-18 clear igmp_snooping data_ driVEN grOUD .......ccceeeueeiriresiceie ettt senns 396
50-19 show igmp_SNoopiNg FOPWArTING .........cccceriiiiiceirs e 397
50-20 SNOW FOULET OIS ....vveviieiecectetsisisesesesete et ssssssssssss s ss s s s st ssss e st et et s s s se bbb e b s s s e s st e bt ss s e s s ettt s e 398
50-21 ShOW igMP_SNOOPING NOSE.......cucviiiiiicicicte ettt bbbt s bbb 399
50-22 clear igmp_Sn00pPiNg StatiStICS COUNTET ......cucviiiiiierierriririseciere sttt resenns 400
51 IGMP AUTHENTICATION COMMAND LEIST ...uteutiuieiesuieiesseessesseesseeseesseeseesseeneesseesessseensesseesesseensesseensesseenes 402
51-1 config igmp access_authentiCatION POIS ..........c.ceuiererrirerreriee e 402
51-2 show igmp access_authentiCAtION POFLS...........oovrrerueurreriereeeee sttt ss e 403
52 MLD SNOOPING COMMAND LEST ...uvttteueesteeseesueeneesseessesseessesseessesseesssassessesssessesssssseensesseensesseensssseessesneenes 404
52-1 CONFIG MIO_SNOOPING ..ottt 405
52-2 coNfig MIA_SNOOPING QUETTE ......c.vueriieeeieeeieisireseseseeeteetsesesessss s et esesesesess et sesese e seae s s s e sesesesesesessesesnsnsssnens 406
52-3 config MId_SNOOPING MIOULEE _POITS........ceuiueerirerereeieieieieisereseeseee e s sesese e s sessse st sesssssssessesesesnsssens 407
52-4 config mld_snooping mrouter_ports_fOrDIddEN...........c.ovirrrrreee e 408
Loy =l gt o) (=3 (o ST o] o] T o TR 409
Loy o =l 3 ][0 T aT0Ta) o] o TR 410
LGy 8 1oV (o ST g TaTo] o] o TSR 410
52-8 ShOW MIA_SNOOPING GIOUP ....cuceveveieiieieecicie ettt se et ettt bbb bbb bbbt bbb s st ettt s s e s b bnas 412
52-9 show mld_sSnooping FOMWAITING ...........cccccieiiiriicee bbb a b 413
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52-10 show mId_SNOOPING MIOULET _POTS .......ceeeueeririrerescereeeeteeseseesesseeesesesesesssessssssesesesesssesessssesesssssssssessssessssssens 414
52-11 create mld_SNOOPING SLALIC_GIOUD ....vveueeeeeerirererereereeieteisesessesses e se s s sesessse bt sesssssesessesesesesssnens 416
52-12 config MId_SNO0OPING SLALIC_GIOUPD.....c.cueueueererireeererieieireseeseesee s es s sesses et sesesss s s se et s essssens 416
52-13 delete mId_SNOOPING STALIC_GIOUP .....veueereeeererecireeieieiseseeseesee et seseseesee e sessss et s sesesesssssssssseseesssesessens 417
52-14 show MId_SNOOPING SLALIC_GIOUP ....voveeeeeeeererereeecerieteiseseesessee st s sesesess et sessss st s e sesessssses s sesesssesssssens 418
52-15 config mld_snooping data_driven _EarmiNg ..........cccevrrrrrrreceee e 419
52-16 config mld_snooping data_driven_learning max_learned _entry ........cccocevveveceeissseseceeee e sesesenenns 420
52-17 clear mld_snooping data_driVEN rOUD .....c.ccccueurieirineieiccete ettt ssre bbbt bbb s 421
52-18 show mld_SNo0opPINg SLALISTIC COUNET .......c.ceviiiecieierice et b bbb bbb 422
52-19 clear mld_snooping SLAtIStICS COUNTET ..........c.cviiuieeieiiie ettt se bbb bbb 423
52-20 ShOW MIA_SNOOPING NOSE ..ottt bbbt s 424
52-21 config mId_sSnooPING rate lIMIt..........cccceiiiiiiciee bbbt 426
52-22 show mId_sSnooPINg rate lMIL...........cccoeeiiiiiicceie e bbbt 427
53 LIMITED MULTICAST IP ADDRESS COMMAND LIST ..cuuteiueeeuieesteesueeaeeesteesseeesseesseesseesnseenseesseesnsessseesnessnseens 428
53-1 create MCast_Tilter_Profile....... ..o 428
53-2 config MCast_filter_Profile ..o 429
53-3 delete MCast_filter_Profile ... 430
53-4 ShOW MCASE_FIEEr_PrOTIIE ...ttt 431
53-5 config limited_MUIICAST AAAI.........c.ooieeeecrs et 432
53-6 CONTIG MAX_MCASE_GIOUP ....vveeeeeereeteerireneseeeeeteeseseseseseeseeesesesesessseseeessesesesesesesessssesesesesesessssssesesssesesessenenssnsnsens 433
53-7 SNOW MEX_MCASE_GIOUD ..vuvrvrireererereeerireneseseesteeseseseseseeseeesesesesessseseseseesesesesesesessssesesesesesssssssesesssesesassenensseseseens 433
53-8 Show limited_MUILICAST AN ......c.ceviiiieiiecerr ettt ne b 434
54 1IGMP SNOOPING MULTICAST VLAN (ISM) COMMAND LIST ...uiiiiiiieieuueseeeeeeeeennaseeeeeeeeennnaneeeseseeesnnnnnees 436
54-1 create igmp_sSNOOPING MUITICAS_VIAN .........cvviuiiiiiieiriccesc e 436
54-2 config igmp_snooping MUITICASE_VIAN...........cooriirrerrrcecee et 437
54-3 create igmp_snooping multicast_vlan_group_profile.............ccooeenrncrce e 438
54-4 config igmp_snooping multicast_vlan_group_Profile.........ccereinnreeceerseseeee e 439
54-5 delete igmp_snooping multicast_vlan_group_profile............ccoreernncceerr e 440
54-6 show igmp_snooping multicast_vian_group_Profile...........ernenrcceee e 441
54-7 config igmp_snooping MUIICASt VIAN GrOUP ........ccceueiiiiccce ettt bbb 441
54-8 show igmp_snooping MUItICASt VIAN_ grOUD.........ccccueirrinieice ettt 442
54-9 delete igmp_SNOOPING MUILICASE VIAN .......c.cueviiiicicce et 443
54-10 enable igmp_snooping MUILICASE VIAN ...ttt 444
54-11 disable igmp_snooping MUILICASE VIAN..........c.ccciiiiiicces et 445
54-12 show igmp_snooping MUILICASE VIAN ..ot 445
54-13 config igmp_snooping multicast_vlan forward unmatched ..o, 446
RV L Y= T o U | o 1 Y/ 448
55 802.1X COMMAND LEST ...utteuteesteeeiteeieesteesteeseesueesseeaseesseesseeanseeaseeaseeanseanseessesanseanseesneeanseenseesneesnseans 448
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55-1 ENADIE BO2.1X ...ttt E bRt ettt s e e s st et e 449
55-2 QISADIE BO2.1X ....vuvevrrerseisiiesseeeessseessesssesssssssesssssssesssssssessssssesssssssesssssssessessssessssassassnsassessnsassessssassessesansessesasees 450
55-3 CrEALE B02.1X USET .....eeeetteeeieieseeresesesisesie bbbt se e e e b bbbttt e s e e b bbb bbb e Rttt et s e e bbb bbb et e bt e 450
55-2 JEIETE BOZ2.1X USEI .....eeviieisceeeetetetresesesesees et sesese s et sesesse b be s e e s s e b e s s sese e s e s e st s sssesesns et et et s e ennsesnsens 451
55-5 SNOW B02.1X USE .....eetteerireeeeeeeteeseseseseseesteesesesesesesssessssesesesssesesesssesesssssssessssssesesesesessnssesssssesesesessesnssesesesns 452
55-6 config 802.1X aUth_ProtOCOL..........ccovierieerere ettt 452
55-7 config 802.1X FWH_PAU POIS .....vviicecicte ettt bbb bbbt bbb s 453
55-8 coNfig 802.1X FWH_PAU SYSIEM ..ottt bbb bbb bbbt n s 454
55-9 config 802.1X aUthOriZation GIIDULES..........ccvciiiicicer ettt 455
55-10 SNOW B02.1X .v.vuvrrerrerrieeseessessessssesssssssesssssssesssssssessessssessssssessessssesssssssesssssssessesssessssassessnsssessnsassessesassessnssses 455
55-11 config 802.1X CAPADIIILY POMS.....c.cviuieceereririicietcie ettt sttt b 458
55-12 CONFiQ BO2.LX MAX_USEIS...cucueverriririisetetetetsssesssssesesesesssssssssesessssssssssesesesessssssssesasesesassssssssssssessssssssssssesesasssnns 459
55-13 config 802.1X aUth_Parameter POIS ......ccueueiicireeeerire et b bbbt sttt b s 460
55-14 CONFIG BOZ.LX MMMt ....vviicecicie ittt b bbb bbb bbb bbb s ettt b s s e 461
55-15 €CONFig B2 LX FEAULN ........cucuiviveisiciie ettt bbb s e bbb st bes s 462
55-16 create 802.1X QUESE VIAN .....c.cuiuiiiiiccte ettt st bbbt n s 463
55-17 delete 802.1X QUESE VIAN .....c.cvoviiiiicecte ettt bbb bbb 463
55-18 cONfig B02.LX QUESE VIAN.........cuiviiiiiiecicte ettt bbbttt 464
55-19 SNOW 802.1X QUESE VIAN ..ottt bbbttt 465
55-20 CONFiQ FAQIUS AAU........cocviieiceciciersic ettt bbbt st b s s 466
55-21 CONFiQ FAQIUS TEIELE .......oeecececeee ettt bbb b s 467
55-22 CONTIG FAAIUS......cueviveieiiiiiiicicictets sttt ettt bbbttt s R s bbb s e e st b n s 468
55-23 SNOW FAUIUS. .......cvviiiisieiiis et bbbttt 469
55-24 SNOW QUEN_STALISLICS ......vvecececretsisirisecieie ettt es bbbt st a st st s 470
55-25 SNOW QUEN_JIAGNOSHICS .......cvcvcveteiiisicicie ettt bbbttt ettt 471
55-26 SNOW QUN_SESSTION_SEALISTICS ....vevevvicececieieieisisi ettt ettt b 472
LA 1oV TN ot =T | R 473
LT 10TV Voot o 1 o R 474
55-29 CONFIQG ACCOUNLING SEIVICE ......eevreterireseeeeeeieeseseseses ittt sesessse st b e s sees s st s e sesesesete b s s seses et esetes e e nnsnsnsens 476
55-30 SNOW QCCOUNTING SEIVICE.........cueereeeeeririreeneeeieirisese ettt seseses et et e e seseses et e s sese sttt e e seses et et et s e e nesnsesens 476
56 ACCESS AUTHENTICATION CONTROL COMMAND LEST....uttiueetesueesuesseessesseesseeneesseeseesseessesseensesseessesseensesneenes 478
56-1 enable aUtNEN_POLICY .......o.cuiiicircc s 479
56-2 diSabIe QUINEN_POLICY .....veiiceciriete ettt ettt 479
56-3 SNOW QUENEN_POLICY ..ottt sttt et 480
56-4 create authen_10gin MEthO_TISE_NAME .......c.ouiiirree et 481
56-5 CONTIG AUENEN_TOGIN ...ttt ettt nn e 481
56-6 delete authen_1ogin MEthod_TISE_NAME .........coiiireer et 483
Lo S 0T U011 =T o T oo 483
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56-8 create authen_enable Method_liSt_ NAME ..ot 484
56-9 CONTiQ AUINEN_ENADIE ..ottt ettt ne e 485
56-10 delete authen_enable MEthod_ ISt NAME ..o e 486
56-11 SNOW QUENEN_BNADIE.........cociiiiie e bbb e et r e e e e 487
56-12 config aULNen @PPIICALION. ........c.eueuer ettt ettt 488
56-13 SNOW QUENEN GPPHCALION ..ottt en e 489
56-14 Create aUthEN SEIVET GIOUP......cccueuriiiriierctetsistse et et se bbb s b bbbt ss e e bbb bt s s bt eb et b s s e senebnas 490
56-15 CONFiQ AULNEN SEIVET _GIOUPD .....cueviveteiiieeieicte sttt se bbb bbb bbbttt s bbbt b s s nebnas 491
56-16 delete aUthEN SEIVET GrOUP......cciueuriieieieicte st sttt s bbbt s b bbb sttt b st ettt b s s aetnas 492
56-17 SNOW QUENEN SEMVEL _GIOUP.....cueuetiteteiiiiecsetetetstsssssesesete et ssssssssesesesesssss e sssesesessssssssesebebesasssssssesasasessssssssssnns 492
56-18 Create aUthEN SEBIVEN NOSL.........cciieiriiiiiiccce sttt bbb bbbttt s n et ees 493
56-19 CONFIQ AULNEN SEIVET _NOSL........coiuiieiiiiciiccce et bbb bbbttt st 495
56-20 delete aULNEN SEIVEL _NOSL.........coiciccecieirssce e r ettt bbb s s s 496
56-21 SNOW QULNEN SEIVEE NOST......c.cviiiiiiicicteis ettt s et bbbt bbbt s s 497
56-22 config authen parameter reSPONSE_TIMEOUL .........cceiiririiceresrese e 498
56-23 config authen parameter AEMPL..........cccviiiiccce e b e bbbt n s 498
56-24 SNOW QUENEN PAIAMELET ......cvveviirieececeete sttt s bbbt bbbttt s s s st s s s s 499
56-25 ENADIE BUMIN ..o bbbt 500
56-26 config admin 10Cal_ENADIE...........c.coiiucreeccc et 501
57 SSL COMMAND LEST 1.utteuteteeueesueeseesteeseesseesesseessesseessesseensesseenseaseesseansesseessesseensssseensesseensesseensesseensesneenes 502
57-1 dOWNI0Ad SSI CEIITICALE .........eeceeeeeeeere ettt ettt ee e 502
57-2 coNfig SSI CErtIfiCALE CNAIN .........cueiiueirieieeccce ettt ettt ne e 503
57-3 eIt SSI CEMITICALE ......vveeeeeceeeetete sttt sttt ettt 504
B7-A @NADIE SSI ...ttt ettt n ettt 504
B7-5 0ISADIE SSL.....eeee ettt ettt ettt 506
Lo SR 10 St TP 507
57-7 SNOW SSI CEITITICALE CAIN ...ttt ettt es et 508
57-8 SNOW SSI CACNELIMEOUL ...ttt sttt es et e 509
57-9 CONTiQ SSI CACNEBLIMEOUL..........oeeeeereeiere ettt sttt ns e 510
58 SSH COMMAND LIST ..teuteteeueesueeseesseeseesseessesseessesseessesseesesseessesssesseasessseessesseessssseessesseensesseensesseensesneenes 511
58-1 CONFIG SSN AIGOITENML ... 511
58-2 SNOW SSN AIGOTTENM ...ttt ne et 512
58-3 CONTiQ SSN AUINMOTE ...ttt 513
58-4 SNOW SSH AULNMOTE ...ttt 514
58-5 CONTIY SSN USET ...ttt bbbttt sttt s et nb et e 515
58-6 SNOW SSH USEI QULNIMOUE ...ttt ettt en e 516
Lo A oTo 1 {0 RSSO 517
58-8 BNADIE SSH ...t en s 517
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589 TISADIE SNttt n ettt 518
58-10 SNOW SSN SEIVET ...ttt sttt s et s bbb s et se st s e eese ettt s e snsn s et eteens 519
59 IP-MAC-PORT BINDING (IMPB) COMMAND LIST ..uuiiiiiieitiiieeieeeeeeeeainaeeeeeeeeeeenaaaseeeeeeeeessnnneeeseseeesnnnnnnees 520
59-1 create address_binding iP_MAC IPAAUIESS...........crvieerrierrriieireeier e 521
59-2 create address_binding ip_Mac IPVBAAAIESS...........cceuriririirerierrrereeee et 521
59-3 config address_biNdiNgG IP_IMAC POITS ......c.vueueurirrireeieieeiesereeeeee ettt eseeens 522
59-4 config address_binding ip_Mac IPAAAIESS .........cvvrerueirririeeeree sttt st 525
59-5 config address_binding ip_Mac IPVBAAAIESS..........ccueururriieereerrre ettt 526
59-6 delete address_DINAING DIOCKEA ... 527
59-7 delete address_DINAING IP_MAC .....cuourreeeceer ettt 528
59-8 SNOW AdAreSS DINGING.......c.cvicicieieiereeccece ettt bbb bbbt et 529
59-9 show address_binding DIOCKEM ...ttt 530
59-10 show address_DiNdING IP_MAC ......c.cviviicieiri ettt bbbttt ne e 531
59-11 enable address bindiNg trap_100........ccoveieiiriecce ettt 532
59-12 disable address_binding trap_100.........ccoeeiiiiiiicicee et 533
59-13 enable address_binding dNCP_SNOOP .......ccvuiiiicicice bbb 534
59-14 disable address _binding dNCP_SNOOP.......c.ccuiiieicierirecee et 535
59-15 enable address_binding NA_SNOOP .......cccoeiiiicicieseeee e bbbt 536
59-16 disable address binding NA_SNOOP ......ccceuiiiicceer bbbt 536
59-17 config address_bindiNg NA_SNOOP POILS ........veiuiieeriieseeee e re et 537
59-18 show address binding NA_SNOOP .......ccceueuiiiiciecie et b b 538
59-19 show address_binding nd_snoop bINAING_ENEIY ..o 539
59-20 clear address_binding dNCP_SNOOP ......cceuiriiiiiicicieer bbb 540
59-21 clear address_binding nd_snoop biNAING_ENENY ..o 541
59-22 show address_binding ANCP_SNOOP .....c.ceueuviiiiricieerie et 541
59-23 config address_binding dhcp_SN00P MaX_ENIIY ......cueuiriiieeeerrrereeeie et 542
59-24 show address_binding dhcp_Snoop DINAING_BNENY ...t 543
59-25 config address_binding recover_learning POITS..........cov e 544
60 WEB-BASED ACCESS CONTROL COMMAND LEIST ...utieuieiuieeieenteesueeanseesseesneeenseesseesneesnseasessneesnseenseesnessnseens 546
B0-1 BNADIE WAC .......ceeeeeree ettt ettt s Rt e AR b et e AR b bt s e s et 546
B0-2 TISADIE WAC ...ttt ettt s e e s bbb s s e s bbbt s e et 547
60-3 config wac authorization ArTOULES ............oreieieierrrceccee et 548
B0-4 CONTIQ WAC POITS .....veeeeeeeeeteteiriseesee ettt s s st se st esee e et e e sese e s s e e s s e s e seseb et et s e e sesee et et esseseennnes 548
LG0T o101 I o TT R 550
60-6 config Wac default_redirPath..........c.cc et 550
60-7 config wac clear_default_redirPath...........oocrerr s 551
60-8 CONTIG WAC VIFTUAL TP ..vuevcvceiteieiiiiecctcte sttt sttt bbb bbb bbb s ettt b s s s aes 552
60-9 config WaC SWILCh NP PO ..ottt bbb 553
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B0-10 CIEALE WWAC USET .......vueueuereesesiststetetetetete et st st se e et b et e b et ebebe st sese 4 e se s b bbb ek e b e b e se e sesE e e e e b bbbk eb e b e b e ne e e se s e e 553
BO0-11 EIELE WAC USEY .....vueeeeeeeeeeeteteirenesee ettt se et se et s s e e e se e st s s e e s nb ettt e e nesesee et es e e nennses 554
B0-12 CONTIQ WAC USEY ...vuvueeeeeeeeeteteiseseseseeseeeseseseseseas e sseseseseeesesesseseseseseseeesssesesesese s sssssesnsesesesesssesnsesnsnsessesnnesnes 555
G0 R R 10 TP 556
B0-14 SNOW WAC POTTS.....vueueereeeeeeeeeerireseseseeseeesesesesesessesesssesesesesesesessssesesesssesesesesesesssesssssssesssssesesssnssesesnsesesssnessnssees 556
B0-15 SNOW WAC USET ......voveereeeieeeeeteeseseseseeseeeseseseseseasaeesesesesesesssesessesesesesesesessssesesesssessnsnssesssnsesessesnenssnsesesesnsnssennsees 557
B0-16 SNOW WAC QULN STALE ......cucuiveieiiiceicicte sttt et bbb bbbttt bbbt b s s s nnes 558
B0-17 ClEAr WAC QULN SALE ......ccuiueueiiiiecccicte sttt bbb bbbttt bbbttt s s s nes 559
60-18 config wac authentication_page ElEMENL............cccceriiricer et 560
60-19 SNOW WaC QULNENTICAIE PAGE ......veveeeceeteteiiirecscte ettt ettt bbb bbbt es s s bbb s s s b bt n s 561
61 MAC-BASED ACCESS CONTROL COMMAND LISTS ....vtveeutesueeeesseeseesseesseeeesseeneessesssesseessesseensesseessesseessesneenes 563
61-1 enable mac_based ACCESS_CONLIOL...........ov et 563
61-2 disable mac_based aCCESS CONIIOL........cciiiirircecccce st 564
61-3 config mac_based_access_CONrOl PASSWOIT .........c.curririerereeerrerereeieie e sesssses st eeseens 565
61-4 config mac_based_access_control MELhOd...........ccurriiirerrr e 565
61-5 config mac based_access_CONtrol QUESE VIAN .......c.c.oroiiierrrrrreceee et 566
61-6 config mac_based_acCeSS_CONIOI POITS.........ccrurururrrirece ettt 567
61-7 create mac_based_access _CONIOl QUESE V1N ........cccirirrirceecccre st 568
61-8 delete mac_based_access CONIOl QUESE VIAN............ccoiiiceiiei ettt 569
61-9 clear mac_based access CONtrol QUL STALE...........cccoieiiiccier et b 570
61-10 create mac_based_access CONLIOL_LOCAL.............ccceeririiiccer ettt 570
61-11 config mac_based_access CONIOI MAX _USETS .....c.ccurrreeerererersirsseesesesetetessssssssssesessssssssssesssessssssssssesesesasnns 571
61-12 config mac_based_access_control authorization attribULES ............cccccecein e 572
61-13 config mac_based_access CONIOL_IOCAL............ccreiiirenicee ettt 573
61-14 delete mac_based_access _CONIOl IOCAL...........ccccvininnss e e 574
61-15 show mac_based _access_control auth_State POITS..........coceerrrrircrree e 575
61-16 show mac_based aCCESS COMLIOL.........ciiiiririeeecerree s e et ppees 576
61-17 show mac_based access CONIOl_10CAL..........cccciiiiiiiss e 577
61-18 config mac_based_access _CONIOl 10g STALE ... e 579
61-19 config mac_based_access CONrOl trap StALE ........ccccviieeiecerr ettt 579
61-20 config mac_based_access control PaSSWOIA tYPE ........ccccererriririciciete st ebe bbb 580
B2 JVWAC COMMAND LIST ..ueeuteeueesueeseesseeseesseesesseeseaseesesseessesseenseansesseansesseensesseessssseessesseensesseensesseensesneenes 582
B2-1 ENADIE JWAC ...t 583
B2-2 QISADIE JWAC ... 583
62-3 ENADIE JWAC FEAITECT ...ttt ettt s et s e s 584
B2-4 diSADIE JWAC FEAIFECT ..ottt e bt nnnes 585
62-5 enable JWac FOrCIBIE_TOQOUL ..........coriuerer ettt 585
62-6 disable JWac FOrCIDIE_IOQOUL...........cviueiireeecce et 586
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62-7 enable JWAC UDP_FITEIING ..o 587
62-8 disable JWaC ULP_FIHTEIING ...c.ovvriieececer ettt 587
62-9 enable jwac quarantine_SErVEr MONITOT ...........ccceururrierererierere st sesesessee s sesesesese s ssseseseses 588
62-10 disable jwac quaranting_SErver_MONITON ..........ccceurriererereeerere e esese st sesesssssssessesesesesssessssssesesees 589
62-11 config jwac quaranting_Server_error_tIMEOUL...........coowrerueerrrereeeeeeesesseseserses e essesesssesesesesesesessseens 589
62-12 CONTIQ JWAC FEUITECT ......c.eeeee ettt ettt b b e e e e e et bbb s e R e e e e e e e e eaen 590
62-13 CONFiQ JWAC VITTUAL TP ..ucvcvevereiiiiiccicte ettt bbb bbbt bbbt b s s s s 591
62-14 config Jwac qUArANTINE_SEIVEL UIl.........cccuiiiiieceeeeece ettt st 592
62-15 config jwac clear_quaranting_SEIVEL _Url..........ccccriiiiiccerr et 593
62-16 CONFiQ JWAC UPUALE SEIVE ......viviecectctetsisise ettt bbb bbb bbbttt b s sttt n s s e e 593
62-17 config JWac SWItCh NP PO ..ot et st 594
62-18 CONTIQ JWAC POITS....vviiircecicie ittt ettt bbb bbb bbb s bbbt b st et s s s s nes 595
62-19 config JWac radius_PrOtOCOL ........c.cviucucieteiiiriiccie ettt bbb bbbt s s st n s 596
B2-20 CTEALE JWAC USET ....vuvevevereceereteresiesesessetetetsssssesesesesesessssssesssesesessssesssasesesesssssssesetesessssssesatetesesssssssesesesasnsssnses 597
B2-21 EIELE JWAC USET ....vevevieeececectete sttt ettt bbbt sttt sttt bbbttt b s b bt s s s nes 598
B2-22 SNOW JWAC USEF .....vvvirreceeeeeetesstseseesetetetssssssssssesesessssssssesesesessssssssssesessssssssssssesesesssssssesesesesasssssssssesesassssnsees 598
B2-23 SNOW JWAC......c.cuevereteiiiiesesetete st ss sttt s s ss ettt s e bbb s s s e bbb s e e e bt bbb s e st be bbb s e Rt et e s s s e nee 599
62-24 SNOW JWAC AULN_SEALE POMS.......cviviiieiecectete sttt bbb bbb b st n s 600
62-25 SNOW JWAC UPAAIE SEIVEN.......cueviiiiiiecictete st sssseese st ssssss s ss bbbt s sttt b s s s bbb s s e st ba b s 601
B2-26 SNOW JWAC POIES.....cvvriiieeeeeetessisesesssete st ssssssssese bbb s s s sesese s s ssss e s b et bbb s e s et et e bbb s s e s e bbbt es e e st et s s s 602
62-27 ClEAr JWAC QULN SEALE..........ccueverriieiiiccete ettt sttt s s bbbt b b s 603
62-28 config JWac QULNENTICAIE PAGE .....vovveecverereriie ettt b bbbt s ettt 604
62-29 config jwac authentication_page lEMENT.............ccceiiiriieeienre e 604
62-30 SNOW JWAC QUtNENTICAIE _PAJE .....vereeeeeeeererericieieie ettt se sttt ses ettt es et s s e senes 605
62-31 config jwac authorization AttrULES ..o 606
63 COMPOUND AUTHENTICATION COMMAND LEST ...vteuveiueeneesueetesseessesseesseeneesseeseessesssessesnsesseensesseessesseensesneenes 608
63-1 create aUthentiCatioN GUESE VIAN ..ot 608
63-2 delete QUtheNtiCatioN QUESE VAN ........c.cuouiiiieicieee et 609
63-3 config authentication QUESE VIAN POITS ..........ocvrrirerrrreeceeee st 610
63-4 config authentiCation MAC_TOMMAL...........ovririreerrere ettt 610
63-5 CONTig AUENENTICATION POITS ......verieeeeceeieir sttt st 611
63-6 Show authentiCation QUEST VIAN ..o 613
63-7 SNOW QUtNENTICALION POITS ...ttt es et 613
63-8 enable authOriZatioN ALIIDULES...........ccueierieiece e 614
63-9 disable authOriZatioN AMDULES...........cereeerieirrre ettt 615
B3-10 SNOW QUENOTIZATION. ... ettt 616
63-11 config authentication SEIVEE FAHOVET ...ttt 616
63-12 SNOW QUENENTICALION ......cvveieiiiicte st 617
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63-13 show authentication MAC_TOIMAL ..........ccco et 618
B4 FILTER COMMAND LEST ...ttttteitestestestestesse sttt sie st ssesaesae bt sae b sh e bbbt bt she e h e sh e sb e b bt e b nb bbb e b e naenne e 620
64-1 CONTIQ FIEN ANCP_SEIVET ... 620
B4-2 SNOW TIIEEE ANCP_SEIVET ...ttt ettt bbb s e 621
65 ARP SPOOFING PREVENTION COMMAND LIST ...cuvtvetitestertestestessesie st sie s sae s ssessesse s s s s snesnesnesaesnesne e 623
65-1 config arp_SPOOTING_PIEVENTION .........c.viveeieerreieeireete ettt 623
65-2 ShOW arp_SPOOTING_PrEVENTION ......c.cuiuieiririr ettt ettt es et s e s 624
66 CPU FILTER COMMAND LIST ....ttitiitiitiitestesse sttt it sse st bt sae st sae s bbbt bbbt bbbt bbbt b e b b nnennenne e 625
66-1 config CPU_TIlter I3_CONIOI_DKL..........covieceiciecc e 625
66-2 show cpu_filter I3_CONtrol_PKE POITS .......cuoviicceeeie et 626
O 0 1 L PP 628
67 QOS COMMAND LEST ..etitiiteiteste st st sttt sttt se st bbbt bt bbb e bbbt bbbt e bt eb e a e b e bt e bt bbb b nae b nne e 628
67-1 config banNAWITtN_CONEIOL...........cceiicic e 628
67-2 ShOW DanAWITth _CONLIOL ...........cccceiiis ettt paee 630
67-3 config per_queue bandwidth_CONLIO ..o 631
67-4 show per_queue bandWidth_CONTIOL ..o 632
67-5 CONTIQ SCNEAUIING ... s bbbt s st s e e 633
67-6 config SCheduling_MECNANISIM.........cviuririrrre ettt st 634
O S 410 YA Tod =T 11 T3 635
67-8 ShoW SChedUIING_MECNANISM........coooiccee ettt st 635
67-9 CONFiQ B02.1P USEI_PFIOITLY ...vcveviieieecicte ettt et s bbbt bbbt bbb sttt b s sttt n s 636
67-10 SNOW 802.10 USEI_FIOILY ...cvcveviiieiececte e tsisesesese ettt sse s bt ssss ettt ss s bbbt b s s s bbb s s s bbb s s 637
67-11 config 802.1p AefaUIt_PriOFILY.......cccvcuceereiicccccte ettt st 638
67-12 ShOW 802.1D AefaUlt_PrIOITLY ...cvcveeececieie ettt bbbt 639
X. 1P AQAIESSING SEIVICE ooviiuiiiiiieiieiieeiie e e e e et e e e e e e e e e e e et e e e e e e e e aeeeaannaaaaeeeeeees 641
68 DHCP SERVER COMMAND LIST ....uttititistestestesse st sttt sttt it sie st st bt saesae bbbt bbb ebe b eaenbeebennennesnenne e 641
68-1 create dNCP EXCIUAEA_BUUIESS ..........cueriierericrrei et 642
68-2 delete dNCP EXCIUAEA _AAAIESS ........ccerererrr ettt 642
68-3 SHOW dNCP EXCIUARA_AUUIESS .......eeeececeeeree ettt 643
B8-4 Create ANCP POO ...ttt b ettt s et s e e nnnee 644
B8-5 dElEte ANCP POOL ...ttt e 645
68-6 config dhcp POOI NEIWOTK A ... 645
68-7 config dhcp POOI AOMAIN_NAME ..ottt 646
68-8 CONfig ANCP POOI ANS_SEIVE .......oiecectcter ettt bbbt bbbt s 647
68-9 config dhcp pool NEDIOS NAME _SEIVET .....c.cvviececicicieeeeeeie ettt bbbt 648
68-10 config dncp pool NEDIOS NOGE TYPE ...cvcveviiiecectcte ettt b bbbt 649
68-11 config dNCP POOI AETAUIL FOULET .........cucveieicccce et 649
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68-12 CONTiQG ANCP POOI TBASE ...ttt e 650
68-13 config dhcp POOI DOOL_TIlE.........coieeeee e 651
68-14 cONfig ANCP POOI NEXL_SEIVET ...ttt sttt st s s 652
68-15 cONfig ANCP PING_PACKELS..... ...ttt 653
68-16 CONfig ANCP PING_TIMEOUL........cooioiieceeeeire ettt 653
68-17 create dncp Pool MaNUAL_DINAING ........courircece ettt 654
68-18 delete dhcp pool Mmanual_bDiNING ........ccccecccecece bbb st 655
68-19 Clear ANCP DINAING..........ceucieieiceecce e bbbt bbbt b s s s aes 656
68-20 SNOW ANCP DINAING .......cucecvciciesecccce bbb bbbt bbbt b s e 657
68-21 SNOW UNCP POON ...ttt bbb bbb bbb b s bbb b s s et 657
68-22 show dhcp pool manual_DINAING ... 658
68-23 ENADIE UNCP_SEIVEN ...ttt bbb s bbbt s ettt s s e aes 659
68-24 dISADIE ANCP._SEIVEN ...ttt bbbttt b st et b s s e s 660
68-25 SNOW UNCP._SEIVEL ...ttt bbbt bbb bbbttt bbb b s s s nes 660
68-26 Clear ANCP CONTHCT IP.....cciicieiiceecce st 661
68-27 SNOW ANCP CONTHCE IP..uiuieiviieiiiri ettt 662
69 DHCP RELAY COMMAND LIST ....ctiititiitestesteste sttt sie sttt bt s st s sae bt bbbt sh bbbt b sbenae b bbb naenaenne e 664
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I. Introduction

The Introduction section includes the following chapter: Using Command Line Interface.

1 Using Command Line Interface

The Switch can be managed through the Switch’s serial port, Telnet, or the Web-based management agent. The

Command Line Interface (CLI) can be used to configure and manage the Switch via the serial port or Telnet interfaces.

This manual provides a reference for all of the commands contained in the CLI. Every command will be introduced in
terms of purpose, format, description, parameters, and examples. Configuration and management of the Switch via
the Web-based management agent are discussed in the User Manual. For detailed information on installing hardware

please also refer to the User Manual.
1-1 Accessing the Switch via the Serial Port

The Switch'’s serial port's default settings are as follows:
e 115200 baud

e No parity
e 8data bits
e 1 stop bit

A computer running a terminal emulation program capable of emulating a VT-100 terminal and a serial port configured
as above is then connected to the Switch’s serial port via an RS-232 DB-9 cable.

With the serial port properly connected to a management computer, the following screen should be visible.

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

UserName:

There is no initial username or password. Just press the Enter key twice to display the CLI input cursor —

DGS-3200-10:44#. This is the command line where all commands are input.
1-2 Setting the Switch’s IP Address
Each Switch must be assigned its own IP Address, which is used for communication with an SNMP network manager

or other TCP/IP application (for example BOOTP, TFTP). The Switch’s default IP address is 10.90.90.90. You can

change the default Switch IP address to meet the specification of your networking address scheme.
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The Switch is also assigned a unique MAC address by the factory. This MAC address cannot be changed, and can be

found on the initial boot console screen — shown below.

Boot Procedure V1.00.016

Power On Self Test . . ... . e e i iee e e e 100%
MAC Address : 00-24-01-15-1C-96

H/W Version : Bl

Please Wait, Loading V2.00.012 Runtime Image ............. 100%

Device Discovery

The Switch’'s MAC address can also be found in the Web management program on the Switch Information (Basic
Settings) window on the Configuration menu.

The IP address for the Switch must be set before it can be managed with the Web-based manager. The Switch IP
address can be automatically set using BOOTP or DHCP protocols, in which case the actual address assigned to the

Switch must be known.

The IP address may be set using the Command Line Interface (CLI) over the console serial port as follows:

1. Starting at the command line prompt, enter the commands config ipif System ipaddress
XXX XXX XXX XXXIYYY.YYY.yyYy.yyy. Where the x’s represent the IP address to be assigned to the IP
interface named System and the y’s represent the corresponding subnet mask.

2. Alternatively, you can enter config ipif System ipaddress xxx.xxx.xxx.xxx/z. Where the x’s represent
the IP address to be assigned to the IP interface named System and the z represents the corresponding
number of subnets in CIDR notation.

The IP interface named System on the Switch can be assigned an IP address and subnet mask which can then be

used to connect a management station to the Switch’s Telnet or Web-based management agent

DGS-3200-10:4#config ipif System ipaddress 10.24.22.100/255.0.0.0
Command: config ipif System ipaddress 10.24.22.100/8

Success.

DGS-3200-10:4#

In the above example, the Switch was assigned an IP address of 10.24.22.100 with a subnet mask of 255.0.0.0. The

2
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system message Success indicates that the command was executed successfully. The Switch can now be
configured and managed via Telnet, SNMP MIB browser and the CLI or via the Web-based management agent using

the above IP address to connect to the Switch

There are a number of helpful features included in the CLI. Entering the ? command will display a list of all of the

top-level commands.

?

cable_diag ports

clear

clear address_binding dhcp_snoop binding_entry ports
clear address_binding nd_snoop binding_entry ports
clear arptable

clear attack_log

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear ethernet_oam ports

clear fdb

clear igmp_snooping data_driven_group

clear igmp_snooping statistics counter

clear jwac auth_state

clear log

clear mac_based_access_control auth_state

clear mld_snooping data_driven_group

clear mld_snooping statistics counter

clear port_security_entry port

clear wac auth_state

M Quit Next Page Next Entry a All

When entering a command without its required parameters, the CLI will prompt you with a Next possible

completions: message.
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DGS-3200-10:4#config account
Command: config account
Next possible completions:

<username 15>

DGS-3200-10:4#

In this case, the command config account was entered without the parameter <username>. The CLI will then
prompt to enter the <username> with the message, Next possible completions:. Every command in the CLI has
this feature, and complex commands have several layers of parameter prompting.

In addition, after typing any given command plus one space, users can see all of the next possible sub-commands, in
sequential order, by repeatedly pressing the Tab key.

To re-enter the previous command at the command prompt, press the up arrow cursor key. The previous command

will appear at the command prompt.

DGS-3200-10:4#config account
Command: config account
Next possible completions:

<username 15>

DGS-3200-10:4#config account

In the above example, the command config account was entered without the required parameter <username>, the
CLlI returned the Next possible completions: <username> prompt. The up arrow cursor control key was pressed to
re-enter the previous command (config account) at the command prompt. Now the appropriate username can be
entered and the config account command re-executed.

All commands in the CLI function in this way. In addition, the syntax of the help prompts are the same as presented in
this manual — angle brackets < > indicate a numerical value or character string, braces { } indicate optional parameters
or a choice of parameters, and brackets [ ] indicate required parameters.

If a command is entered that is unrecognized by the CLlI, the top-level commands will be displayed under the

Available commands: prompt
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DGS-3200-10:4#the

Available commands:

? cable_diag clear
config create debug delete
disable download enable login
logout no ping ping6
reboot reconfig reset save
show smtp telnet traceroute

upload

DGS-3200-10:4#

The top-level commands consist of commands such as show or config. Most of these commands require one or
more parameters to narrow the top-level command. This is equivalent to show what? or config what? Where the
what? is the next parameter.

For example, entering the show command with no additional parameters, the CLI will then display all of the possible

next parameters.

ipv6 ipvb6route jumbo_frame Jjwac
12protocol_tunnel lacp_port led

limited _multicast_addr link_aggregation 11dp
I1dp_med log log_save_timing loopdetect
mac_based_access_control mac_based_access_control_local
mac_based_vlan mac_notification max_mcast_group
mcast_Tfilter_profile mirror mld_snooping
multicast multicast_fdb name_server nlb

packet password_recovery per_queue port
port_security ports power_saving pppoe
private_vlan pvid radius router_ports
safeguard_engine scheduling scheduling_mechanism

serial_port session sim smtp

snmp sntp ssh ssl

stp switch syslog system_severity
tech_support terminal tftp time
time_range traffic traffic_segmentation
trusted_host utilization vlan vlan_trunk
voice_vlan wac

DGS-3200-10:4#
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In the above example, all of the possible next parameters for the show command are displayed. At the next command
prompt, the up arrow was used to re-enter the show command, followed by the account parameter. The CLI then

displays the user accounts configured on the Switch.

1-3 Command Syntax Symbols

angle brackets <> Enclose a variable or value. Specify the variable or value. For example, in the
syntax:

show packet ports <portlist>

a port list must be supplied for <portlist> when entering the command. Do not

type the angle brackets.

square brackets [ ] Enclose a required value or list of required arguments. One or more values or
arguments must be specified. For example, in the syntax:

show utilization [ports | cpu]

either ports or cpu must be specified when entering the command. Do not type

the square brackets.

vertical bar | Separates mutually exclusive items in a list, one of which must be entered. For
example, in the syntax:

config snmp warmstart_traps [enable | disable]

either enable or disable must be specified when entering the command. Do not

type the vertical bar.

braces {} Enclose an optional value or a list of optional arguments. One or more values or
arguments can be specified. For example, in the syntax:

show stp ports {<portlist>}

a range or list of ports can be selected if desired. Otherwise, the switch will simply

assume every STP-enabled port should be displayed. Do not type the braces.

ipif <ipif_name 12> 12 means the maximum length of IP interface name.

metric <value 1-31> 1-31 means the legal range of metric value.

1-4 Line-Editing Keys

Keys Description
Delete Delete character under cursor and shift remainder of line to left.
Backspace Delete character to left of cursor and shift remainder of line to left.
CTRL+R Toggle on and off. When toggled on, inserts text and shifts previous

text to right.

Left Arrow Move cursor to left.

Right Arrow Move cursor to right
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Tab Help user to select appropriate token.

Porp Display the previous page.

N, n or Space Display the next page.

CTRL+C Escape from displayed pages.

ESC Escape from displayed pages.

Qorq Escape from displayed pages.

Rorr Refresh the displayed pages

Aora Display the remaining pages. (The screen display will not pause again.)
Enter Display the next line.

The screen display pauses when the show command output reaches the end of the page.
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Il. Interface and Hardware

The Interface and Hardware section includes the following chapters: Switch Port, Cable Diagnostics, and File System.

2 Switch Port Command List

config ports [ <portlist> | all ] {medium_type [fiber | copper]} {speed [auto {capability advertised
{10_half | 10_full | 100_half | 100_full | 1000_full}} |20_half | 10_full | 100_half | 100_full | 1000_full
{[master | slave]} ] | auto_negotiation [restart_an | remote_fault_advertised [disable | offline | link_fault |
auto_negotiation_error]] | flow_control [enable | disable] | learning [enable | disable ] | state [enable |

disable] | [description <desc 1-32> | clear_description]}

show ports {<portlist>} {[description | err_disabled | auto_negotiation | details | media_type]}

2-1 config ports
Purpose
To configure the switch port settings.

Format

config ports [ <portlist> | all ] {medium_type [fiber | copper]} {speed [auto {capability advertised
{10_half | 10_full | 100_half | 200_full | 2000_full}} |[10_half | 10_full | 100_half | 100_full | 2000_full
{[master | slave]}] | auto_negotiation [restart_an | remote_fault_advertised [disable | offline |

link_fault | auto_negotiation_error]] | flow_control [enable | disable] | learning [enable | disable] |

state [enable | disable] | [description <desc 1-32> | clear_description]}

Description

This command is used to change switch port settings.

Parameters
Parameters Description

<portlist> Specify a range of ports to be configured.

all To set all ports in the system, use the all parameter.

medium_type Specify the medium type when configuring ports that are combo ports.
This is an optional parameter for configuring the medium type of a combo port; If
there are no combo ports, a user need not specify medium_type in the
command.

speed Set port speed for the specified ports.




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

auto

Set port speed to auto negotiation.

capability_advertised

Specify that the capability will be advertised.

10_half |Set port auto negotiation capability 10_half

to be advertised.

10_full  |Set port auto negotiation capability 10_full

to be advertised.

100 _half |Set port auto negotiation capability
100_half to be advertised.

100 full |Set port auto negotiation capability
100 _full to be advertised.

1000 _full |Set port auto negotiation capability
1000_full to be advertised.

10 half Set port speed to 10 _half.

10 full Set port speed to 10_full.

100 _half Set port speed to 100_half.

100 _full Set port speed to 100_full._

1000 _full 1000 _full sets port speed to 1000_full. When setting
port speed to 1000 _full, a user should specify master
or slave mode for 1000 base TX interface, and leave
the 1000 _full without any master or slave setting for
other interface.

master Set to master.

slave Set to slave.

auto_negotiation restart_an Specify to restart the auto-negotiation process.
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remote_fault_advertised

Specify that the remote fault advertisement option will
be configured.

disable - Specify to disable remote fault
advertisement.

offline - Specify that a local device may indicate
Offline prior to powering off, running transmitter tests,
or removing the local device from the active
configuration. If it is set and detected offline, it will
advertise at the next auto-negotiation. It interacted for
1000Mbps MAUS.

link_fault- Specify that if set and local device was
detected, a Link_Failure condition indicated by the
loss of synchronization, will advertise at the next
auto-negotiation. It interacted for 1000Mbps MAUSs.
auto_negotiation_error - Specify the resolution
which precludes operation between a local device and
link partner advertised at the next auto-negotiation. It

interacted for 1000Mbps MAUS.

enable or disable.

flow_control Turn on or turn off flow control on one or more ports by setting flow_control to

learning Turn on or turn off MAC ad

dress learning on one or more ports.

to an enabled state.

state Enable or disable the specified port. If the specified ports are in error-disabled

status, configuring their state to enable will recover these ports from a disabled

description Describe the port interface.

clear_description Delete the present description of the port interface

Note: Fiber ports only support 200M_Full and 1000M_Full.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the speed of ports 1 to 3 to be 10 Mbps, with full duplex, learning enabled, state enabled, and

flow control enabled:

flow_control enable

DGS-3200-10:4# config ports 1-3 speed 10_full state enable learning enable

Command: config ports 1-3 speed 10_full state enable learning enable flow_control

10
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enable

Success.

DGS-3200-10:4#

2-2 show ports
Purpose

To display the current configurations of a range of ports.

Format

show ports {<portlist>} {[description | err_disabled | auto_negotiation | details | media_type]}
Description

This command is used to display the current configurations of a range of ports. If no parameter is specified,

all ports will be displayed.
Parameters

Parameters Description

<portlist> Specify a range of ports to be displayed.

description Indicate if port description will be included in the display .

err_disabled Indicate if ports are disabled by some reasons will be displayed.

auto_negotiation Specify to display detailed auto-negotiation information.

details Specify to indicate if port detail information will be included in the

display.
media_type Specify to display the current port media type.

Restrictions

None.

Example

To display the configuration of ports 1 to 4:
DGS-3200-10:4#show ports 1-4

Command: show ports 1-4

Port Port Settings Connection Address
State Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled Auto/Disabled 100M/Full/None Enabled

11
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2 Enabled Auto/Disabled Link Down Enabled
3 Enabled Auto/Disabled Link Down Enabled
4 Enabled Auto/Disabled Link Down Enabled

O Y 6] Quit XY @ Next Page [J Previous Page [§ Refresh

To display the description information of ports 1 to 4:

DGS-3200-10:4#show ports 1-4 description

Command: show ports 1-4 description

Port Port Settings Connection Address
State Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled Auto/Disabled 100/Full/None Enabled

Description:

2 Enabled Auto/Disabled Link Down Enabled
Description:

3 Enabled Auto/Disabled Link Down Enabled
Description:

4 Enabled Auto/Disabled Link Down Enabled

Description:

O 9 6] Quit XY @ Next Page [J Previous Page [§ Refresh

Note: Connection status has the following situations: Link Down, Speed/Duplex/FlowCtrl (link up), and Err-Disabled.

To display port error-disabled information:
DGS-3200-10:4#show ports err-disabled

Command: show ports err-disabled

Port Port Connection Status Reason
State
1 Enabled Err-Disabled Storm control

Description: portl.
8 Enabled Err-Disabled Storm control

Description: port8.

12
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DGS-3200-10:4#

13




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

3 Cable Diagnostics Command List

cable_diag ports [<portlist>| all]

3-1 cable_diag ports
Purpose

To test copper cables. If there is an error on the cable, the type of error can be determined and the position

where the error occurred.

Format

cable_diag ports <portlist>

Description

This command is used to test copper cabling. For 10/100Based-TX link speed RJ45 cable, two pairs of
cable will be diagnosed. For 1000Base-T link speed RJ45 cable, four pairs of cable will be diagnosed. The
type of cable errors can be open, short, or crosstalk. Open means that the cable in the error pair does not
have a connection at the specified position, short means that the cables in the error pair has a short
problem at the specified position, and crosstalk means that the cable in the error pair has a crosstalk

problem at the specified position.

When a port is in link-up status, the test will obtain the distance of the cable. Since the status is link-up, the
cable will not have the short or open problem. The test may still detect the crosstalk problem, however.

When a port is in link-down status, the link-down may be caused by many factors.

When the port has a normal cable connection, but the remote partner is powered off, the cable diagnosis
can still diagnose the health of the cable as if the remote partner is powered on. When the port does not
have any cable connection, the result of the test will indicate no cable. The test will detect the type of error

and the position where the error occurs.

Note that this test will consume a low number of packets. Since this test is for copper cable, the port with

fiber cable will be skipped from the test.

Parameters
Parameters Description
portlist Specify a range of ports to be tested.

Restrictions

None.
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Example

To test the cable on ports 1 to 4, and 8:

DGS-3200-10:4# cable_diag ports 1-4, 8
Command: cable_diag ports 1-4, 8

Perform Cable Diagnostics

Port Type Link Status Test Result Cable Length(M)
1 1000Base_T Link Up 0K 4
2 1000Base_T Link Down No Cable -
3 1000Base_T Link Down No Cable -
4 1000Base_T Link Down No Cable -
8 1000Base_T Link Down No Cable -

DGS-3200-10:4#

15
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4 File System Command List [DGS-3200-24 Only]

show storage_media_info

md {<drive_id>} <pathname 255>

rd {<drive_id>} <pathname 255>

cd {<pathname 255>}

dir {<drive_id>} {< pathname 255>}

rename {<drive_id>} <pathname 255> < filename 255>

erase { <drive_id>} <pathname 255>

del {<drive_id>} <pathname 255>

move {<drive_id>} <pathname 255> {<drive_id>}<pathname 255>

copy {<drive_id>} < pathname 255> [{<drive_id>}< pathname 255> | image_id <int 1-n> | config_id

<int 1-n> | prom]

copy [image_id <int 1-n>| config_id <int 1-n>| prom | log] {<drive_id>} < pathname 255>

format <drive> [ fatl6 | fat32 ] {<label_name 8>}

NOTE:
This command set only applies to DGS-3200-24, which has an SD flash card slot at the front of the Switch
(DGS-3200-10 and DGS-3200-16 do not support this feature). Users can plug an SD flash card into the SD flash

card slot on the DGS-3200-24 to carry out file management and other administrative tasks.

The design of the file system command is based on the following rules: Each storage media on a unit will be
mapped to a drive. Therefore, the size of a drive will be the size of the storage media. C: is the default drive that

the file system starts with. The storage media of system Flash has higher priority to be mapped to C:

4-1 show storage_media_info
Purpose

To display the storage media’s information.
Format

show storage_media_info
Description

This command is used to display information regarding storage media. There can be one or multiple media
on the system. The information for media includes drive number and media identification. Please note that

for a standalone device, it is not necessary to specify a unit argument.

16



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Parameters
Parameters Description
drive_id Specifiy the drive ID. The format of the drive ID is C:

Restrictions

None.

Example

To display storage media information:

DGS-3200-24:44# show storage_media_info
Command: show storage_media_info

Drive Media Type Size Label FS_Type

C:\ SD Card 438MB TLD3 MICSD FAT16

DGS-3200-24:4#

4-2 md
Purpose

To make a directory.
Format

md {<drive_id>} <pathname 255>
Description

This command is used to create a directory.

Parameters
Parameters Description
drive_id Specify the drive ID. The format of the drive ID is C:
pathname The name of the directory to be created. The path name can be
specified as a full path name.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To make a directory:

DGS-3200-24:4# md c:\abc

Command: md c:\abc
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Processing...... Done.

Success.

DGS-3200-24:4#

4-3 rd
Purpose

To remove a directory.
Format

rd {<drive_id>} <pathname 255>
Description

This command is used to remove a directory. If there are files still in the directory, the command will fail and

return an error message.

Parameters
Parameters Description
drive_id Specify the drive ID. The format of the drive ID is C:
pathname The name of the directory to be removed. The path name can be
specified as a full path name.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To remove a directory:
DGS-3200-24:4# rd c:\abc

Command: rd c:\abc

Processing...... Done.

Success.

DGS-3200-24:4#

4-4 cd
Purpose

To change a directory to another directory or display the current directory path.
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Format

cd {<pathname 255>}

Description

This command is used to change the current directory. The current directory is changed under the current
drive. If you want to change the working directory to the directory on another drive, then you need to
change the current drive to the desired drive, and then change the current directory. The current drive and

current directory will be displayed if the <pathname> is not specified.

Parameters
Parameters Description
pathname Change the current directory to this directory. The path name can be
specified as a full path name.

Restrictions

None.

Example

To change a directory to another directory:
DGS-3200-24:4# cd

Command: cd

unit 2 c:\

Success.

DGS-3200-24:4#

4-5 dir
Purpose

To list all of the files located in a directory of a drive.
Format

dir {<drive_id>} {<pathname 255>}
Description

This command is used to list all of the files located in a directory of a drive. If a path name is not specified,
then all of the files in the specified drive will be displayed. If none of the parameters are specified, the files in

the current drive will be displayed.
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Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify a directory name (in path form).

Restrictions

None.

Example

To list all of the files located in a directory of a drive:

DGS-3200-24:4# dir C:

Command: dir C:

unit 1 - C:\

2006/05/10 14:00 run.had 229,8112
2006/04/10 14:00 startup.cfg 2,261
2006/03/10 14:00 log.txt 46,384

2006/03/10 14:00 <dir> log.txt

total files 3

total directories 1

DGS-3200-24:4#

4-6 rename
Purpose
To rename a file.
Format
rename {<drive_id>} <pathname 255> <filename 255>
Description

This command is used to rename a file in the file system. The path name specifies the file (in path form) to
be renamed and the file name specifies the new file name. The renamed file will stay in the same directory.

Please note that the unit argument is not needed for standalone devices.
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Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify file (in path form) to be renamed.
filename Specify the new name of the file.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To rename a file:

Success.

DGS-3200-24:4#

Processing...... Done.

DGS-3200-24:44# rename c:\run.had runl.had

Command: rename c:\run.had runl.had

4-7 erase, del

Purpose

To remove a file from the system.

Format

erase {<drive_id>} <pathname 255>

del {<drive_id>} <pathname 255>

Description

This command is used to delete a file stored in the file system.

Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify file (in path form) to be deleted.

Restrictions

Only Administrator and Operator-level users can issue this command.
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Example

To erase afile:

DGS-3200-24:4# erase c:\run.had
Command: erase c:\run.had
Processing...... Done.

Success.

DGS-3200-24:4#

4-8 move
Purpose
To move a file from one location to another location.
Format
move {<drive_id>} <pathname 255> {drive_id} <pathname 255>
Description

This command is used to move a file around the file system. Files in a drive located in a unit can be moved
to another drive located in another unit. Note that when a file is moved, it can be specified whether to be

renamed at the same time.

Parameters

Parameters Description

drive_id Specify the drive ID. If not specified, it refers to the current drive.

pathname Specify the path, where the file will be moved to.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To move afile:

DGS-3200-24:4# move c:\log.txt c:\logl.txt
Command: move c:\log.-txt c:\logl.txt
Processing...... Done.

Success.

DGS-3200-24:4#
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4-9 copy
Purpose

To copy a file.

Format

copy {<drive_id>} < pathname 255> [{<drive_id>}< pathname 255> | image_id <int 1-n> | config_id
<int 1-n>| prom]
copy [image_id <int 1-n> | config_id <int 1-n>| prom | log] {<drive_id>} < pathname 255>

Description

This command is used to copy a file to another file in the file system. For a project that does not support file
system on the Flash, the system file such as runtime image, configuration, prom, and log can still be
copied to media or from media that support a file system via this command using the reserved keyword.

The keyword here refers to image _id, config_id, prom, or log.

Parameters
Parameters Description
drive_id Specify the drive ID. If not specified, it refers to the current drive.
pathname Specify the file to be copied (in path form).
pathname Specify the destination where the file will be copied to (in path form).
image_id Specify the firmware image to be copied.
config_id Specify the configuration to be copied.
prom Specify to copy the prom code.
log Specify to copy the saved log.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To make a copy of a file:
DGS-3200-24:4# copy c:\log.txt c:\logl.txt

Command: copy c:\log.txt c:\logl.txt
Processing...... Done.

Success.

DGS-3200-24:4#
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To make a copy of an image ID:

DGS-3200-24:4# copy c:\runtime.had image_id 1
Command: copy c:\runtime.had image_id 1
Processing...... Done.

Success.

DGS-3200-24:4#

4-10 format
Purpose

To format a drive.

Format

format {<drive>} [ fat16 | fat32 ] {<label_name 8>}

Description

This command is used to format a specific drive.

Parameters
Parameters Description
drive_id Specify the drive, for example: C:
fat1l6 Specify the FAT16 file system.
fat32 Specify the FAT32 file system.
label_name8 Specify the label for the drive.

Restrictions

Only Administrator and Operator-level users can issue this command.
Example

To format media:

DGS-3200-24:44# format c:\ FAT16
Command: format c:\ FAT16

Process. ... . ... Done.

Success.

DGS-3200-24:4#
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5 Gratuitous ARP Command List

enable gratuitous_arp {ipif <ipif_name 12 >} {trap | log}

disable gratuitous_arp {ipif <ipif_name 12>} {trap | log}

config gratuitous_arp learning [enable | disable]

config gratuitous_arp send dup_ip_detected [enable | disable]

config gratuitous_arp send ipif_status_up [enable | disable]

config gratuitous_arp send periodically ipif <ipif name 12> interval <value 0 -65535>

show gratuitous_arp {ipif <ipif_name 12>}

5-1 enable gratuitous_arp
Purpose
To enable the gratuitous ARP trap and log state.
Format

enable gratuitous_arp {ipif <ipif_name 12 >} {trap | log}

Description

This command is used to enable the gratuitous ARP trap and log state. The Switch can trap and log the IP

conflict event to inform the administrator.

Parameters
Parameters Description
<ipif_namel2> Specify the interface name of L3 interface.
trap Specify trap. The trap is disabled by default.
log Specify log. The even log is enabled by default.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable gratuitous ARP:

DGS-3200-24:4# enable gratuitous_arp ipif System trap log

Command: enable gratuitous_arp ipif System trap log

Success.

DGS-3200-24:4#
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5-2 disable gratuitous_arp
Purpose

To disable the gratuitous ARP trap and log state.

Format

disable gratuitous_arp {ipif <ipif_name 12>} {trap | log}
Description

This command is used to disable the gratuitous ARP trap and log state.

Parameters
Parameters Description
<ipif_namel2> Specify the interface name of L3 interface.
trap Specify trap. The trap is disabled by default.
log Specify log. The even log is enabled by default.

Restrictions

Only Administrator and Operator-level users can issue this command.
Example

To disable gratuitous ARP, the trap, and the log state:

DGS-3200-24:4# disable gratuitous_arp ipif System trap log

Command: disable gratuitous_arp ipif System trap log

Success.

DGS-3200-24:4#

5-3 config gratuitous_arp learning
Purpose

To enable or disable learning of ARP entries in the ARP cache based on the received gratuitous ARP

packets.

Format

config gratuitous_arp learning [enable | disable]

Description

This command is used to enable or disable learning of ARP entries in the ARP cache based on the

received gratuitous ARP packets.
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Parameters
Parameters Description
enable Enable learning of ARP entries based on the received gratuitous ARP
packets.
disable Disable learning of ARP entries based on the received gratuitous ARP
packets.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable learning of ARP entries in the ARP cache based on the received gratuitous ARP packets:

DGS-3200-24:4# config gratuitous_arp learning enable

Command: config gratuitous_arp learning enable

Success.

DGS-3200-24:4#

5-4 config gratuitous_arp send dup_ip_detected
Purpose

To enable or disable the sending of gratuitous ARP requests when a duplicate IP address is detected.

Format

config gratuitous_arp send dup_ip_detected [enable | disable]

Description

This command is used to enable or disable the sending of gratuitous ARP requests when a duplicate IP
address is detected. By default, the state is disabled. For this command, duplicate IP detected means that
the system received an ARP request packet that is sent by an IP address that matches the system’s own
IP address. In this case, the system knows that somebody out there is using an IP address that conflicts
with that of the system. In order to reclaim the correct host of this IP address, the system can send out the

gratuitous ARP request packet for this duplicate IP address.

Parameters
Parameters Description
enable Enable the sending of gratuitous ARP requests when a duplicate IP is
detected.
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disable Disable the sending of gratuitous ARP requests when a duplicate IP is

detected.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable the sending of gratuitous ARP requests when a duplicate IP address is detected:

DGS-3200-24:4# config gratuitous_arp send dup_ip_detected enable

Command: config gratuitous_arp send dup_ip_detected enable

Success.

DGS-3200-24:4#

5-5 config gratuitous_arp send ipif_status_up
Purpose

To enable or disable the sending of gratuitous ARP requests when the IP interface status becomes up.

Format

config gratuitous_arp send ipif_status_up [enable | disable]

Description

This command is used to enable or disable the sending of gratuitous ARP requests when the IP interface
status becomes up. This is used to automatically announce the interface’s IP address to other nodes. By
default, the state is disabled. When the state is enabled and IP interface is linked up, one gratuitous ARP

packet will be broadcast.

Parameters
Parameters Description
enable Enable the sending of gratuitous ARP requests when the IPIF status
becomes up.
disable Disable the sending of gratuitous ARP requests when the IPIF status
becomes up.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable the sending of gratuitous ARP requests when the IP interface status becomes up:

DGS-3200-24:4#config gratuitous_arp send ipif_status _up enable
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Command: config gratuitous_arp send ipif_status_up enable

Success.

DGS-3200-24:4#

5-6 config gratuitous_arp send periodically ipif
Purpose

To configure the interval for the periodical sending of gratuitous ARP request packets.

Format

config gratuitous_arp send periodically ipif <ipif name 12> interval <value 0 -65535>

Description

This command is used to configure the interval for the periodical sending of gratuitous ARP request

packets.
Parameters
Parameters Description
<ipif_namel2> Specify the interface name of the L3 interface. The maximum length is
12 characters.
<value 0-66635> Specify the periodically send gratuitous ARP interval time, in seconds.

Restrictions

Only Administrator and Operator-level users can issue this command.
Example

To configure the gratuitous ARP interval to 5 for the IPIF System:

DGS-3200-24:4# config gratuitous_arp send periodically ipif System interval 5

Command: config gratuitous_arp send periodically ipif System interval 5

Success.

DGS-3200-24:4#

5-7 show gratuitous_arp
Purpose

To display gratuitous ARP configuration.
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Format
show gratuitous_arp {ipif <ipif_name 12>}
Description
This command is used to display gratuitous ARP configuration.
Parameters
Parameters Description
<ipif_namel2> Specify the interface name of the L3 interface.

Restrictions

None.

Example

To display the gratuitous ARP log and trap state:

DGS-3200-24:4# show gratuitous_arp

Command: show gratuitous_arp

Send on IPIF Status Up : Disabled
Send on Duplicate IP Detected : Disabled

Gratuitous ARP Learning : Disabled

IP Interface Name : System
Gratuitous ARP Trap : Disabled
Gratuitous ARP Log : Enabled

Gratuitous ARP Periodical Send Interval : 0

Total Entries: 1

DGS-3200-24:4#
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I1l. Fundamentals

The Fundamentals section includes the following chapters: Basic Management, Utility, and Power Saving.

6 Basic Management Command List

create account [admin | user] <username 15>

enable password encryption

disable password encryption

config account <username 15>{encrypt [plain_text| sha_1] <password>}

show account

delete account <username 15>

show session

show switch

show environment

show serial_port

config serial_port { baud_rate [ 9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |

5 minutes | 10_minutes | 15 _minutes]}

enable clipaging

disable clipaging

enable telnet {<tcp_port_number 1-65535>}

disable telnet

enable web {<tcp_port_number 1-65535>}

disable web

save {[config {[config_id <config_id 1-2> | config_name <filename 32> | log | all]}

save {[config {[config_id <config_id 1-2> | config_name <filename 32> | pathname <pathname 255>]} |

log {<pathname 255>} | all]} (DGS-3200-24 only)

config cfg_name config_id <value 1-2> config_name <filename 32>

reboot {force_agree}

reset {[config |system]} {force_agree}

login

logout

config terminal { width [default | <value 80-200>] | type [VT100 | VT220 | Xterm]}

show terminal {[width | type]}
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6-1 create account
Purpose

To create user accounts.
Format

create account [admin | user] <username 15>
Description

This command creates user accounts. The username is between 1 and 15 characters, the password is

between 0 and 15 characters. The number of account (include admin and user) is up to 8.

Parameters

Parameters Description

admin <username 15> |The name of the admin account.

user <username 15> The name of the user account.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create the admin-level user “dlink™:

DGS-3200-10:4#create account admin dlink

Command: create account admin dlink
Enter a case-sensitive new password:****x*
Enter the new password again for confirmation:z*****

Success.

DGS-3200-10:4#

To create the user-level user “System”:

DGS-3200-10:4##create account user System

Command: create account user System

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3200-10:4#
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6-2 enable password encryption
Purpose

To create user accounts.

Format

enable password encryption

Description
The user account configuration information will be stored in the configuration file, and can be applied to the
system later. If the password encryption is enabled, the password will be in encrypted form when it is
stored in the configuration file. When password encryption is disabled, the password will be in plain text

form when it is stored in the configuration file. However, if the created user account directly uses the

encrypted password, the password will still be in the encrypted form.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable password encryption

DGS-3200-10:4#enable password encryption

Command: enable password encryption

Success.

DGS-3200-10:4#

6-3 disable password encryption
Purpose

To create user accounts.

Format

disable password encryption

Description

The user account configuration information will be stored in the configuration file, and can be applied to the

system later. If the password encryption is enabled, the password will be in encrypted form when it is
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stored in the configuration file. When password encryption is disabled, the password will be in plain text
form when it is stored in the configuration file. However, if the created user account directly uses the

encrypted password, the password will still be in the encrypted form.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable password encryption

DGS-3200-10:4#disable password encryption

Command: disable password encryption

Success.

DGS-3200-10:4#

6-4 config account
Purpose
To configure user accounts.
Format

config account <username 15>{encrypt [plain_text| sha_1] <password>}

Description

When the password information is not specified in the command, the system will prompt the user to input
the password interactively. For this case, the user can only input the plain text password.
If the password is present in the command, the user can select to input the password in the plain text form

or in the encrypted form. The encryption algorithm is based on SHA-I.

Parameters
Parameters Description

<username 15> The name of the account. The account must already be defined.

plain_text Select to specify the password in plain text form.

sha_1 Select to specify the password in the SHA-1 encrypted form.

<password> The password for the user account.
The lengths of a password in plain-text form and in encrypted form are
different. For the plain-text form, passwords must have a minimum of 0
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character and can have a maximum of 32 characters. For the

encrypted form password, the length is fixed to 35 bytes long. The

password is case-sensitive.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the user password of “dlink” account :

DGS-3200-10:4#config account dlink

Command: config account dlink

Enter a old password:****
Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3200-10:4#

To configure the user password of the “administrator” account :

DGS-3200-10:4#config account administrator encrypt sha_1
*@&cRDtpNCeBigl5K0QsKVyrAOsAiCIlZQwq

Command: config account administrator encrypt sha_1
*@&cRDtpNCeBigl5K0QsKVyrAOsAiICIlZQwq

Success.

DGS-3200-10:4#

6-5 show account
Purpose

To display user accounts.

Format

show account

Description

This command is used to display user accounts that have been created.

Parameters

None.
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Restrictions

None.

Example

To display the accounts that have been created:

DGS-3200-10:4#show account

Command: show account

Current Accounts:

Username Access Level
admin Admin
user User

Total Entries : 2

DGS-3200-10:4#

6-6 delete account
Purpose

To delete an existing account.

Format

delete account <username 15>

Description

This command is used to delete an existing account.

Parameters
Parameters Description
<username 15> The name of the user who will be deleted.

Restrictions

Only Administrator-level users can issue this command. One active admin user must exist.
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Example

To delete the user account “System™:

DGS-3200-10:4#delete account System

Command: delete account System

Success.

DGS-3200-10:4#

6-7 show session
Purpose

To display a list of currently logged-in users.

Format

show session

Description

This command is used to display a list of current users which are logged in to CLI sessions.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display a list of currently logged-in users:

DGS-3200-10:4# show session

Command: show session

ID Live Time From Level Name

8 23:37:42.270 Serial Port 4 Anonymous

Total Entries: 1

O Y 6] Quit XY @ Next Page [J Previous Page [§ Refresh
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6-8 show switch

Purpose

Used to display the switch information.

Format

show switch

Description

This command is used to display the switch information.

Parameters
None.

Restrictions
None.

Example

To display the switch information:

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial Number
System Name
System Location
System Contact
Device Uptime
Spanning Tree
GVRP

IGMP Snooping
MLD Snooping
VLAN Trunk

Command: show switch

DGS-3200-10:4#show switch

DGS-3200-10 Gigabit Ethernet Switch
00-24-01-15-1C-96

10.90.90.90 (Manual)

default

255.0.0.0

0.0.0.0

Build 1.00.016

Build 2.00.012

B1

P1R2397000010

0 days, 0 hours, 2 minutes, 25 seconds
Disabled
Disabled
Disabled
Disabled
Disabled
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Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

RMON : Disabled
Safeguard Engine : Disabled

SSL Status : Disabled

SSH Status : Disabled

802.1x : Disabled

Jumbo Frame : OffF

CLI Paging : Enabled

MAC Notification : Disabled

Port Mirror : Disabled

SNTP : Disabled

DHCP Local Relay : Disabled

Syslog Global State : Disabled
Single IP Management : Disabled

Dual Image : Supported
Password Encryption Status : Disabled
DNS Resolver : Disabled
DGS-3200-10:4#

6-9 show environment
Purpose
To display the device internal temperature.
Format
show environment
Description

This command is used to display the device internal temperature and fan status on the DGS-3200-16, in
addition to the internal and external power status on the DGS-3200-24. This command is not supported on
the DGS-3200-10.

Parameters

None.

Restrictions

Only the DGS-3200-16 and DGS-3200-24 support this command.
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Example

To display the switch internal temperature status (DGS-3200-16):

DGS-3200-16:4# show environment

Command: show environment

Side Fan Temperature
(Celsius)
OK 47

Note: The warning temperature is above 83 degrees.

SR 9 6] Quit XY @ Next Page [J Previous Page [§ Refresh

To display the switch internal temperature, fan, and internal and external power status (DGS-3200-24):

DGS-3200-24:4# show environment

Command: show environment

Internal Power External Power Left Fan Temperature

(Celsius)

Note: The warning temperature is above 80 degrees.

SR Y 6] Quit XY @ Next Page [J Previous Page [§ Refresh

6-10 show serial_port
Purpose

To display the current serial port setting.

Format

show serial_port

Description

This command is used to display the current serial port setting.
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Parameters

None.

Restrictions

None.

Example

To display the serial port setting:

DGS-3200-10:4#show serial_port

Command: show serial_port

Baud Rate : 115200
Data Bits : 8
Parity Bits : None
Stop Bits S
Auto-Logout : 10 mins

DGS-3200-10:4#

6-11 config serial_port
Purpose

To configure the serial bit rate that will be used to communicate with the management host and the auto
logout time for idle connections.

Format
config serial_port { baud_rate[9600]19200|38400|115200] | auto_logout
[never|2_minutes|5_minutes|10_minutes|15 minutes] }

Description

This command is used to configure the serial bit rate that will be used to communicate with the

management host and the auto logout time for idle connections.

Parameters
Parameters Description
baud_rate The serial bit rate that will be used to communicate with the management
host. There are four options: 9600, 19200, 38400, and 115200. The default
baud rate is 115,200.
auto_logout The auto logout time out setting:
never Never timeout.
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2_minutes |When you idle over 2 minutes, the device will auto logout.

5 _minutes  |When you idle over 5 minutes, the device will auto logout.

10_minutes [When you idle over 10 minutes, the device will auto logout.

15_minutes [When you idle over 15 minutes, the device will auto logout.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the baud rate:

DGS-3200-10:4# config serial_port baud_rate 9600

Command: config serial_port baud_rate 9600

Success.

DGS-3200-10:4#

6-12 enable clipaging
Purpose

To pause the scrolling of the console screen when the show command displays more than one page.

Format

enable clipaging

Description

This command is used to enable pausing of the screen display when show command output reaches the

end of the page. The default setting is enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable pausing of the screen display when show command output reaches the end of the page:
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DGS-3200-10:4#enable clipaging

Command: enable clipaging

Success.

DGS-3200-10:4#

6-13 disable clipaging
Purpose

To disable pause the scrolling of the console screen when the show command displays more than one
page.

Format
disable clipaging

Description
This command is used to disable pausing of the screen display when show command output reaches the
end of the page. The default setting is enabled.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable pausing of the screen display when show command output reaches the end of the page:
DGS-3200-10:4#disable clipaging

Command: disable clipaging

Success.

DGS-3200-10:4#

6-14 enable telnet
Purpose

To manage the switch via Telnet-based management software.

Format
enable telnet {<tcp_port_number 1-65535>}
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Description

This command is used to enable Telnet and configure the port number.

Parameters
Parameters Description
tcp_port_number The TCP port number. TCP ports are numbered between 1 and

65535. The “well-known” TCP port for the Telnet protocol is 23. By
default, Telnet is enabled with TCP port number 23.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable Telnet and configure a port number:

DGS-3200-10:4#enable telnet 23

Command: enable telnet 23

Success.

DGS-3200-10:4#

6-15 disable telnet
Purpose

To disable Telnet.

Format

disable telnet

Description

This command is used to disable Telnet.

Parameter

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable Telnet:
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DGS-3200-10:4#disable telnet

Command: disable telnet

Success.

DGS-3200-10:4#

6-16 enable web
Purpose

The switch can be managed via HTTP-based management software.

Format

enable web {<tcp_port_number 1-65535>}

Description

This command is used to enable HTTP and configure the port number.

Parameters
Parameters Description
tcp_port_number The TCP port number. TCP ports are numbered between 1 and

65535. The “well-known” TCP port for the Web protocol is 80. By
default, Web is enabled with TCP port number 80.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable HTTP and configure port number:

DGS-3200-10:4#enable web 80

Command: enable web 80

Note: SSL will be disabled if web is enabled.

Success.

DGS-3200-10:4#

6-17 disable web
Purpose

To disable HTTP.
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Format
disable web
Description
This command is used to disable HTTP.
Parameter
None.
Restrictions
Only Administrator-level users can issue this command.
Example

To disable HTTP:
DGS-3200-10:4#disable web

Command: disable web

Success.

DGS-3200-10:4#

6-18 save
Purpose

To save changes in hon-volatile RAM.

Format

save {[config {[config_id <config_id 1-2> | config_name <filename 32> log | all] }

save {[config {[config_id <config_id 1-2> | config_name <filename 32> | pathname <pathname
255>]} | log {<pathname 255>} | all]} (DGS-3200-24 only)

Description

The save command saves changes in non-volatile RAM. If no keyword is specified, save changes will go

to the currently active configuration file.

Parameters
Parameters Description
config_id Specify the configuration identify number of the indicated configuration.
config_name Specify the configuration name of the indicated configuration.
log Save log.
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all Save changes to currently active configuration and save log

pathname Specifies a pathname on the device file system. This parameter is only

supported by DGS-3200-24.

Restrictions

Only Administrator-level users can issue this command.

Example

To save changes to non-volatile RAM

DGS-3200-10:4#save

Command: save

Saving all configurations to NV-RAM.......... Done.

DGS-3200-10:4#

To save configuration 1 to NV-RAM:

DGS-3200-10:4#save config config_id 1

Command: save config config_id 1

Saving configuration 1 to NV-RAM

DGS-3200-10:4#

To save a log to NV-RAM:

DGS-3200-10:4#save log

Command: save log

Saving all system logs to NV-RAM

DGS-3200-10:4#

To save all the configurations and logs to NV-RAM:
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DGS-3200-10:4#save all

Command: save all

Saving configuration and logs to NV-RAM...... Done.

DGS-3200-10:4#

6-19 config cfg_name
Purpose

To name a configuration file in the system.

Format
config cfg_name config_id <value 1-2> config_name <filename 32>
Description
This command is used to give an alias for a configuration ID, so other configuration commands can use the
configuration name after the alias was created.
Parameters
Parameters Description
config_id Specify the configuration file ID.
config_name Specify the configuration file name.

Restrictions
Only Administrator-level users can issue this command.
Examples

To name a configuration file with the configuration ID of "1" to "cfg_1":

DGS-3200-24:4# config cfg_name config_id 1 config_name cfg_1.txt

Command: config cfg_name config_id 1 config_name cfg_1.txt

Success.

DGS-3200-24:4#

6-20 reboot
Purpose

To restart the switch.
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Format
reboot {force_agree}
Description
This command is used to restart the switch.
Parameters
Parameters Description
force_agree Specify to immediately execute the reboot command without

further confirmation.

Restrictions
Only Administrator-level users can issue this command.

Example

To restart the switch:

DGS-3200-10:4#reboot

Command: reboot

Are you sure you want to proceed with the system reboot?(y/n) y

Please wait, the switch is rebooting...

6-21 reset
Purpose

To reset all switch parameters.
Format

reset {[config |system]} {force_agree}
Description

This command is used to reset all switch parameters to the factory defaults. If no keyword is specified, all
parameters will be reset to default settings except IP address, history log, user account, and greeting

banner but the switch will neither save nor reboot.

Parameter
Parameters Description
config If you specify the config keyword , all parameters are reset to default
settings. But device will neither save nor reboot.
system If you specify the system keyword, all parameters are reset to default
settings. Then the switch will do factory reset, save, and reboot.
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force_agree Specify and the reset command will be executed immediately without

further confirmation.

Restrictions

Only Administrator-level users can issue this command.

Example

To reset all the switch parameters except the IP address, history log, user account, and greeting banner:

DGS-3200-10:4#reset

Command: reset
Are you sure you want to proceed with system reset
except IP address, log, user account and banner?(y/n) y

Success.

DGS-3200-10:4#

To reset the system configuration settings:

DGS-3200-10:4#reset config

Command: reset config

Are you sure you want to proceed with system reset?(y/n) y

Success.

DGS-3200-10:4#

To reset all system parameters, save, and restart the switch:
DGS-3200-10:4#reset systenm

Command: reset system

Are you sure you want to proceed with system reset?(y/n)
y-(reset all include configuration, save, reboot )
n-(cancel command) vy

Reboot & Load Factory Default Configuration...

Saving configurations and logs to NV-RAM...... Done.

Please wait, the switch is rebooting...

50



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

6-22 login
Purpose

To login to the switch.
Format

login
Description

This command is used to log in to the switch.

Parameter

None.

Restrictions

None.

Example

To login to the switch:

DGS-3200-10:4#login

Command: login

UserName:

6-23 logout
Purpose

Used to log out of the switch.

Format

logout

Description

This command is used to logout.

Parameter

None.

Restrictions

None.

Example

To logout of the switch:
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DGS-3200-10:4#logout

Command: logout

ECR SRR S o o o o

* Logout *

ECR SRR S o o o

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

UserName:

6-24 config terminal width
Purpose

To configure the CLI terminal.

Format

config terminal { width [default | <value 80-200>] | type [VT100 | VT220 | Xterm]}

Description

This command is used to configure the CLI terminal.

Parameters
Parameters Description
width Specify as the default terminal width, or a terminal width value
between 80 and 200 characters. The default value is 80.
type Specify for the terminal emulator type. The default value is
VT_100.

Restrictions

None.

Examples

To configure the CLI terminal:

DGS-3200-10:4#config terminal width default type VT100
Command: config terminal width default type VT100

Success.
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DGS-3200-10:4#

6-25 show terminal
Purpose

To display the onfiguration of the CLI terminal.

Format

show terminal {[width | type]}

Description

This command is used to display the onfiguration of the CLI terminal.

Parameters
Parameters Description
width Specify to display the CLI terminal width.
type Specify to display the CLI terminal type.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display the CLI terminal:

DGS-3200-10:4#show terminal

Command: show terminal

Terminal Configuration

Global terminal width : 80
Current terminal width : 80
Glocal terminal type : VT_100
Current terminal type : VT_100

DGS-3200-10:4#
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7 Utility Command List

download [firmware_fromTFTP {[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename 64>}
{image_id <int 1-2>} | cfg_fromTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename

64>} {[config_id <config_id 1-2> | config_name <filename 32> | increment]}]

download [ firmware_fromTFTP{ [<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename
64>} {[image_id <int 1-2> | <pathname 255>]} | cfg_fromTFTP{ [<ipaddr> | <ipv6addr> |
<domain_name 255>] <path_filename 64>} {[config_id <config_id 1-2>| config_name <filename 32>
| increment | <pathname 255>} | (DGS-3200-24 only)

upload [cfg_toTFTP {[<ipaddr> | <ipv6addr>| <domain_name 255>] <path_filename 64>} {[config_id
<config_id 1-2>| config_name <filename 32>]} { [include | exclude | begin] <filter_string 80>
{<filter_string 80> {<filter_string 80>} } {[include | exclude | begin] <filter_string 80> {<filter_string
80> {<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80>
{<filter_string 80>}}}}} | log_toTFTP{ [<ipaddr> | <ipv6addr> | <domain_name255>] <path_filename
64>} | attack _log toTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename 64>}]

config firmware image_id <1-2>[delete | boot_up]

config firmware <pathname 255> [boot_up] (DGS-3200-24 only)

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete | active]

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete |

active]|pathname <pathname 255> [boot_up | active]] (DGS-3200-24 only)

show firmware information

show config [[effective | modified | current_config | config_in_nvram [config_id <config_id 1-2> |
config_name <filename 32>]] { [include | exclude| begin] <filter_string 80> {<filter_string 80>
{<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string
80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}}}}} |

information]

ping [<ipaddr> | <domain_name 255>] {times <value 1-255> | timeout <sec 1-99>}

ping6 <ipv6addr> {times <value 1-255>| size <value 1-6000> | timeout <value 1-10>}

traceroute [<ipaddr> | <domain_name 255>] {ttl <value 1-60> | port <value 30000-64900> | timeout

<sec 1-65535> | probe <value 1-9>}

telnet [<ipaddr> | <domain_name 255>] {tcp_port <value 1-65535>}

config tftp {server [<ipaddr>| <domain_name 255>] | firmware_file <path_filename 64> | cfg_file
<path_filename 64> | log_file <path_filename 64> | attack_log_file <path_filename 64> |
certificate_file <path_filename 64> | key_file <path_filename 64> | tech_support_file <path_filename
64> | debug_error_log_file <path_filename 64> | sim_firmware_file <path_filename 64> |
sim_cfg_file <path_filename 64> | sim_log_file <path_filename 64>}
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show tftp

Note: The Interface field is used for addresses on the link-local network. It is recommended that the user enter the

specific interface for a link-local IPv6 address. The field may be omitted for global IPv6 addresses. For example,

DGS-3200-10:4#upload cfg_toTFTP fe80::20d:88ff:fel11:7b6c%System DGS-3200.cfg

7-1 download
Purpose

To download and install new firmware or a switch configuration file from a TFTP server.
Format
download [firmware_fromTFTP {[<ipaddr> | <ipv6addr>| <domain_name 255>] <path_filename 64>}

{image_id <int 1-2>} | cfg_fromTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename

64>} {[config_id <config_id 1-2> | config_name <filename 32> | increment]}]

download [ firmware_fromTFTP{[<ipaddr> | <ipv6addr>| <domain_name 255>] <path_filename 64>}
{[image_id <int 1-2> | <pathname 255>]} | cfg_fromTFTP{ [<ipaddr> | <ipv6addr> | <domain_name
255>] <path_filename 64>} {[config_id <config_id 1-2> | config_name <filename 32> | increment |

<pathname 255>} ] (DGS-3200-24 only)

Description

This command is used to download a new firmware or a switch configuration file from a TFTP server. The

file can be loaded to different section according to the image_id or the config_id.

Parameters

Parameters Description

firmware fromTFTP  |Download and install new firmware on the switch from a TFTP server.

cfg_fromTFTP Download a switch configuration file from a TFTP server.
<ipaddr> The IP address of the TFTP server.
<ipv6addr> The IPv6 address of the TFTP server.

<domain_name 255> |Specify the domain name of the TFTP server. This name can be up to

255 characters long.

<path_filename 64> The DOS path and filename of the firmware or switch configuration file

on the TFTP server. The maximum length is 64.

image_id Specify the image identify number of the indicated firmware.

If no keyword is specified, the Switch will download firmware to the
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boot-up image.

config_id Specify the configuration identify number of the indicated
configuration.
If no keyword is specified, the Switch will download and make this

configuration file active.

<config_name> Specify the configuration identify name of the indicated configuration.

increment Allow the download of a partial switch configuration file. This allows a
file to be downloaded that will change only the switch parameters
explicitly stated in the configuration file. All other switch parameters will

remain unchanged.

<pathname 255> Specify a file on an SD card file system. This is not necessary when a

file system is not supported. [DGS-3200-24 only]

Restrictions

Only Administrator-level users can issue this command.

Examples

Download firmware:

DGS-3200-10:4#download firmware_fromTFTP 10.90.90.90 c:/dgs3200_Run_1 5 B019.had
Command: download firmware_fromTFTP 10.90.90.90 c:/dgs3200_Run_1_5 B019.had

Connecting to server... ... ... ... _..... Done.

Download firmware.... .. ... .. ... .. ..... Done. Do not power off 1!
Please wait, programming flash.._.__...__. Done.

Success

DGS-3200-10:4#

Download firmware for the DGS-3200-24:

DGS-3200-24:4#download firmware_fromTFTP 10.90.90.1 dgs3200.had c:\image.had
Command: download firmware_fromTFTP 10.90.90.1 dgs3200.had c:\image.had

Connecting to Sserver.............ouo-.. Done.
Download firmware...... ... . .c.cooooenan-. Done. Do not power off 1!
Success

DGS-3200-24:4#
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7-2 upload
Purpose

To upload a configuration file or the switch history log to a TFTP server.

Format

upload [cfg_toTFTP {[<ipaddr> | <ipv6addr> | <domain_name 255>] <path_filename 64>}
{[config_id <config_id 1-2> | config_name <filename 32>]} { [include | exclude | begin] <filter_string
80> {<filter_string 80> {<filter_string 80>} } {[include | exclude | begin] <filter_string 80>
{<filter_string 80> {<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string
80> {<filter_string 80>}}}}} | log_toTFTP{ [<ipaddr> | <ipvb6addr> | <domain_name255>]
<path_filename 64>} | attack_log_toTFTP{[<ipaddr> | <ipv6addr> | <domain_name 255>]

<path_filename 64>}]

Description

This command is used to upload either the switch’s configuration or the switch’s history log to a TFTP

server.
Parameters
Parameters Description
cfg_toTFTP Specify the switch configuration to be uploaded to the TFTP server.
log_toTFTP Specify the switch history log to be uploaded to the TFTP server.
attack_log_toTFTP Specify the switch attack log to be uploaded to the TFTP server.
<ipaddr> The IP address of the TFTP server.
<ipv6addr> The IPv6 address of the TFTP server.

<domain_name 255> |Enter the domain name of the TFTP server here. This name can be up

to 255 characters long.

<path_filename 64> Specify the location of the switch configuration file or log on the TFTP
server. This file will be replaced by the uploaded file from the switch.

The maximum length is 64.

config_id Specify the configuration identify number of the indicated
configuration.

config_name Specify the configuration identify name of the indicated configuration.

include Specify to include lines that contain the specified filter string.

exclude Specify to exclude lines that contain the specified filter string.

begin The first line that contains the specified filter string will be the first line
of the output.

<filter_string 80> Specify a filter string enclosed by the quotation mark symbol. Thus, the

filter string itself cannot contain the quotation mark character. The filter

string is case sensitive.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To upload configuration file to a TFTP server:

DGS-3200-10:4#upload cfg_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\cfg config_id 1
Command: upload cfg_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\cfg config_id 1

Connecting to server... Done.

Upload configuration... Done.

DGS-3200-10:4#

To upload a system log to a TFTP server:

DGS-3200-10:4#upload log_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\1log
Command: upload log_toTFTP 10.48.74.121 c:\cfg\DGS-3200-10\1log

Connecting to server... Done.

Upload configuration... Done.

DGS-3200-10:4#

7-3 config firmware
Purpose

To configure the specific firmware as a boot up image or to delete the specific firmware.

Format

config firmware image_id <1-2>[delete | boot_up]

config firmware <pathname 255> [boot_up] (DGS-3200-24 only)

Description

This command is used to configure firmware as a boot-up image or to delete the firmware.

Parameters
Parameters Description
image_id <1-2> Specify the serial number of the indicated firmware.
pathname Specify a firmware file on an SD card file system. This is not necessary
when the file system is not supported. (DGS-3200-24 only)
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Restrictions

Example

Only Administrator-level users can issue this command.

To delete a specific firmware:

DGS-3200-10:4#config firmware image_id 2 delete

Command: config firmware image_id 2 delete

Are you sure you want to delete firmware image_id 2?(y/n) y

Success.

DGS-3200-10:4#

To configure a specific firmware as a boot-up image:

DGS-3200-24:4#config firmware image_id 1 boot_up

Command: config firmware image_id 1 boot_up

Success.

DGS-3200-24:4#

7-

Purpose

Format

4 config configuration

To configure the specific configuration, boot up or active, or to delete it.

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete |

active]

config configuration [[config_id <value 1-2> | config_name <filename 32>] [boot_up | delete |

active]|pathname <pathname 255> [boot_up | active]] (DGS-3200-24 only)

Description

This command is used to configure the specific configuration, boot up or active, or to delete it.

Parameters
Parameters Description
config_id <1-2> Specify the serial number of the indicated configuration.
config_name Specify the configuration file name which exists.
boot_up Specify it as a boot up file.
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delete Specify to delete the configuration.

active Specify to apply the configuration.

pathname Specify a configuration file on an SD card file system. This is not
necessary when the file system is not supported. (DGS-3200-24 only)

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a specific configuration file:

DGS-3200-10:4#config configuration config_id 2 delete

Command: config configuration config_id 2 delete

Success.

DGS-3200-10:4#

7-5 show firmware information
Purpose

To display firmware information.

Format

show firmware information

Description

This command is used to display firmware information.

Parameters

None

Restrictions

None.

Example

To display firmware information:
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DGS-3200-24:4# show firmware information

Command: show firmware information

Image ID : 1(Boot up firmware)
Version : 1.50.B012
Size : 3713664 Bytes

Update Time: 2000/01/01 00:57:40

From : 10.5.2.5(Console)
User : Anonymous
Image ID : 2
Version : (Empty)
Size

Update Time:

From

DGS-3200-24:4#

7-6 show config
Purpose

To display the configuration or configuration information.

Format
show config [[effective | modified | current_config | config_in_nvram [config_id <config_id 1-2> |
config_name <filename 32>]] { [include | exclude| begin] <filter_string 80> {<filter_string 80>
{<filter_string 80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string

80>}} {[include | exclude | begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}}}}} |

information]

Description

This command is used to display the configuration or configuration information.

Parameters
Parameters Description
effective Specify to display only commands which affect the behavior of the
device.
modified Specify to display only the commands which are not from the ‘reset’
default setting.
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current_config

Specify the current configuration.

config_in_nvram

??7?

config_id

Specify the configuration file ID.

config_name

Specify the configuration file name which exists.

include Specify to include lines that contain the specified filter string.
exclude Specify to exclude lines that contain the specified filter string.
begin The first line that contains the specified filter string will be the first line

of the output.

<filter_string 80>

Specify a filter string enclosed by the quotation mark symbol.

information

Specify to display the detailed information of a specified configuration.

Restrictions

None.

Example

To display configuration information:
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DGS-3200-10:4#show config information

Command: show config information

Save Configuration Trap : Disabled
Upload Configuration Trap : Disabled
Download Configuration Trap : Disabled
ID : 1(Boot up configuration)
FileName
Version : 2.00.012
Size : 21461 Bytes

Updata Time: 2000/01/01 00:10:49

From Server: Local save(Console)

By User > Anonymous
1D -2

FileName

Version : 2.00.012
Size : 21461 Bytes

Updata Time: 2000/01/01 00:11:04
From Server: Local save(Console)

By User : admin

DGS-3200-10:4#

7-7 ping
Purpose
To test the connectivity between network devices.
Format
ping [<ipaddr> | <domain_name 255>] {times <value 1-255> | timeout <sec 1-99>}
Description

This command sends Internet Control Message Protocol (ICMP) echo messages to a remote IP address.
The remote IP address will then “echo” or return the message. This is used to confirm connectivity

between the switch and the remote device.
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Parameters
Parameters Description
<ipaddr> Specify the IP address of the host.

<domain_name 255> |Specify the domain name of the host. This nhame can be up to 255

characters long.

times The number of individual ICMP echo messages to be sent. If no
keyword is specified, an infinite number of ICMP echo messages will

be sent. The maximum specified value is 255.

timeout Define the time-out period while waiting for a response from the
remote device. A value of 1 to 99 seconds can be specified. The

default is 1 second.

Restrictions
None.
Example

To send ICMP echo message to “10.51.17.1" for 4 times:
DGS-3200-10:4#ping 10.51.17.1 times 4

Command: ping 10.51.17.1 times 4
Reply from 10.51.17.1, time<10Oms
Reply from 10.51.17.1, time<10Oms
Reply from 10.51.17.1, time<10Oms
Reply from 10.51.17.1, time<10Oms
Ping Statistics for 10.51.17.1

Packets: Sent =4, Received =4, Lost =0

DGS-3200-10:4#

7-8 ping6
Purpose

To diagnose the connectivity between network devices using IPv6.

Format

ping6 <ipbaddr> {times <value 1-255> | size <value 1-6000> | timeout <value 1-10>}

Description

This command is used to send Internet Control Message Protocol (ICMP) echo messages to a remote IP

address. The remote IP address will then “echo” or return the message. This is used to confirm
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connectivity between the switch and the remote device.

Parameters
Parameters Description

ip6addr Specify the IPv6 address of the host.

times The number of individual ICMP echo messages to be sent.
A value of 0 will send an infinite ICMP echo messages. The maximum
value is 255.

size Define the size. A value of 1 to 6000 can be specified.

timeout Define the time-out period while waiting for a response from the
remote device. A value of 1 to 10 can be specified.

Restrictions

Only Administrator-level users can issue this command.

Example

To send ICMP echo message to “3FFE:2::D04D:7878:66D:E5BC” for 10 times:

DGS-3200-10:4#ping6 3FFE:2::D04D:7878:66D:E5BC times 10 size 6000 timeout 10
Command: ping6 3FFE:2::D04D:7878:66D:E5BC times 10 size 6000 timeout 10

Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms

Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms

N N N N N N N N NN DN

Reply from 3FFE:2::D04D:7878:66D:E5BC, bytes=6000 time<l1l0 ms
Ping Statistics for 3FFE:2::D04D:7878:66D:E5BC

Packets: Sent =10, Received =10, Lost =0

DGS-3200-10:4#

7-9 traceroute
Purpose

To trace the routed path between the switch and a destination endstation.
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Format

traceroute <ipaddr> {ttl <value 1-60>} {port <value 30000-64900>} {timeout <sec 1-65535>} {probe
<value 1-9>}
traceroute [<ipaddr> | <domain_name 255>] {ttl <value 1-60> | port <value 30000-64900> | timeout

<sec 1-65535> | probe <value 1-9>}

Description

This command is used to trace a route between the switch and a give host on the network.

Parameters
Parameters Description
<ipaddr> Specify the IP address of the destination end station.

<domain_name 255> |Specify the domain name of the destination end station.

ttl The time to live value of the trace route request. This is the maximum
number of routers The traceroute command will cross while seeking

the network path between two devices.

port The port number. Must be above 1024. The value range is from 30000
to 64900.
timeout Specify the timeout period while waiting for a response from the

remote device. A value of 1 to 65535 seconds can be specified. The

default is 5 seconds.

probe The number of probes. The range is from 1 to 9.

Restrictions

Only Administrator-level users can issue this command.

Example

To trace the routed path between the switch and 10.48.74.121.
DGS-3200-10:4#traceroute 10.48.74.121 probe 3

Command: traceroute 10.48.74.121 probe 3

1 <10 ms. 10.48.74.121
1 <10 ms. 10.48.74.121
1 <10 ms. 10.48.74.121

DGS-3200-10:4#
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7-10 telnet
Purpose

To login a host that supports Telnet.

Format

telnet [<ipaddr> | <domain_name 255>] {tcp_port <value 1-65535>}

Description

This command is used to login a host that supports Telnet.

Parameters
Parameters Description
<ipaddr> Specify the IP address of the Telnet server.

<domain_name 255> |Specify the domain name of the telnet server.

tcp_port Specify the Telnet server port number to be connected to. If not

specified, the default port is 23.

Restrictions

Only Administrator-level users can issue this command.

Example

To Telnet to a host, enter the IP address of the switch:

DGS-3200-10:4#telnet 10.90.90.90
Command: telnet 10.90.90.90

The following screen will appear:

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

UserName:

Now proceed as if directly connected from a PC via a serial port.
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7-11 config tftp
Purpose

To pre-configure TFTP server and file pathname on the TFTP server.

Format

config tftp {server [<ipaddr>| <domain_name 255>] | firmware_file <path_filename 64> | cfg_file
<path_filename 64> | log_file <path_filename 64> | attack_log_file <path_filename 64> |
certificate_file <path_filename 64> | key_file <path_filename 64> | tech_support_file
<path_filename 64> | debug_error_log_file <path_filename 64> | sim_firmware_file <path_filename

64> | sim_cfg_file <path_filename 64> | sim_log_file <path_filename 64>}
Description

This command is used to pre-configure TFTP server and file pathname on the TFTP server.

Parameters
Parameters Description

server Specify the IP address or domain name of the TFTP server.

firmware_file Specify the path name that supports “download/upload
firmware_fromTFTP” function.

cfg_file Specify the path name that supports “download/upload
cfg_fromTFTP” function.

log_file Specify the path name that supports “upload log_toTFTP”
function.

attah_log_file Specify the path name that supports “upload attack_log_toTFTP”
function.

certificate_file Specify the path name that supports “download ssl certificate”
function.

key_file Specify the path name that supports “download key_file” function.

tech_support_file Specify the path name that supports “upload
tech_support_toTFTP” function.

debug_error_log_file |Specify the path name that supports “debug error_log” function.

sim_firmware_file Specify the path name that supports “download/upload sim_ms
firmware_fromTFTP” function.

sim_cfg_file Specify the path name that supports “downloa/upload sim_ms
configuration_fromTFTP” function.

sim_log_file Specify the path name that supports “upload sim_ms log_toTFTP”
function.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure TFTP server:

DGS-3200-10:4# config tftp server 10.90.90.1
Command: config tftp server 10.90.90.1

Success.

DGS-3200-10:4#

7-12 show tftp
Purpose

To show TFTP settings.

Format

show tftp

Description

This command is used to show the TFTP server and the file path pre-configured by administer.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To show TFTP settings, if pre-configure server IPv4 address, firmware_file and log_file only:

DGS-3200-10:4# show tftp

Command: show tftp

TFTP Server Settings
IPv4 Address : 10.90.90.1

Domain Name

File Type Path_filename

firmware_file DGS3200.had
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cfg_file

log_file log_tmp
attack _log_file
certificate_file

key file

tech_support_file
debug_error_log_file
sim_firmware_file

sim_cfg_file

sim_log_file

DGS-3200-10:4#
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8 Power Saving Command List

config power_saving mode { length_detection | link_detection | led |port |hibernation} [enable |
disable]

show power_saving {length_detection | link_detection | led | port | hibernation}

config power_saving led [ [add |delete] time_range <range_name 32> | clear_time_range]

config power_saving port [<portlist>| all ] [ [add|delete] time_range <range_name 32> |

clear_time_range]

config power_saving hibernation [ [add | delete] time_range <range_name 32> | clear_time_range]

config led state [enable | disable]

show led

8-1 config power_saving mode
Purpose

To set the power saving state.

Format

config power_saving mode { length_detection | link_detection | led |port |hibernation} [enable |
disable]

Description

This command is used to set the power saving state.
For link detection and length detection function, they apply to the ports with copper media. If the power
saving link detection state is enabled, the power is saved by following mechanisms:

1. When no links are detected on the port, the port will automatically turn off and will only wake up the
second a single link pulse is sent. While the port is turned off, a simple energy-detect circuit will
continuously monitor energy on the cable. The moment energy is detected; the port will turn on fully
as to the IEEE specification’s requirements. The power saving function is performed while no link is
detected and it will not affect the port capabilities while the link is up.

2. When alink is detected on the port, for a shorter cable, the power consumption will be reduced by
lowering the signal amplitude, since the signal attenuation is proportional to the cable length. The port
will adjust the power based on the cable length and still maintain error free applications from both
sides of the link. This mechanism is only available using the hardware support cable diagnostics
function.

If the power saving state of port is disabled, all power saving schedules of port will not take effect.
If the power saving state of port LED is disabled, all power saving schedules of port LED will not take

effect.
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If the power saving state of system hibernation is disabled, all power saving schedules of system

hibernation will not take effect.

Parameters
Parameters Description
link_detection Specify the power saving link detection state.
length_detection Specify the length detection used.
led Specify to configure the power saving state of port LED.
port Specify to configure the power saving state of port.
hibernation Specify to configure the power saving state of system hibernation.
enable Specify to enable power saving state.
disable Specify to disable power saving state.

Restrictions
Only Administrator-level users can issue this command.
Examples

To enable the power saving state of port, hibernation:

DGS-3200-10:4#config power_saving mode port hibernation enable

Command: config power_saving mode port hibernation enable

Success.

DGS-3200-10:4#

8-2 show power_saving
Purpose

To show power saving information.

Format

show power_saving

show power_saving {length_detection | link_detection | led | port | hibernation}
Description

This command is used to display power saving information.

Parameters
Parameters Description
length_detection Specify to display the power saving link detection state.
link_detection Specify to display the length detection used.
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led Specify to display the power saving state of port LED.
port Specify to display the power saving state of port.
hibernation Specify to display the power saving state of system hibernation.

Restrictions

None.

Examples

To display power saving information:

DGS-3200-10:4#show power_saving

Command: show power_saving

Link Detection State: Enabled

Length Detection State: Enabled

Power Saving Configuration On System Hibernation

State: Enabled

Power Saving Configuration On Port LED

State: Disabled
Power Saving Configuration On Port

State: Enabled

DGS-3200-10:4#

8-3 config power_saving led
Purpose

To add or delete the power saving schedule on the port LED.

Format

config power_saving led [ [add |delete] time_range <range_name 32> | clear_time_range]

Description

This command is used to add or delete the power saving schedule on the LED of all ports. When any

schedule is up, all port's LED will be turned off even device’s LED working on POE mode.
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Note: The port LED admin state (configured using the command ‘config led state’) gets high priority. If the
port LED admin state is disabled, all ports’ LED will always be turned off. Currently only three time ranges

are supported.

Parameters
Parameters Description
add Specify to add a time range.
delete Specify to delete a time range
time_range Specify the name of the time range.
clear_time_range Specify to clear all the time range of port LED.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a time range named “range_1" on port LED:

DGS-3200-10:4#config power_saving led add time_range range_1

Command: config power_saving led add time_range range_ 1

Success.

DGS-3200-10:4#

To delete a time range named “range_2" on LED:

DGS-3200-10:4#config power_saving led delete time_range range 2

Command: config power_saving led delete time_range range 2

Success.

DGS-3200-10:4#

8-4 config power_saving port
Purpose

To add or delete the power saving schedule on the port.

Format

config power_saving port [<portlist>| all ] [ [add|delete] time_range <range_name 32> |

clear_time_range]
Description

This command is used to add or delete the power saving schedule on the port. When any schedule is up,
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the specific port will be shut down (disabled).
Note: The port's admin state has high priority. If the port’s admin state is disabled, the specific port will

always be shut down (disabled). Currently only three time ranges are supported.

Parameters
Parameters Description
<portlist> Specify a range of ports.
all Specify all ports.
add Specify to add a time range.
delete Specify to delete a time range
time_range Specify the name of the time range.
clear_time_range Specify to clear all the time range of port.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a time range named “range_1" on port 1:

DGS-3200-10:4#config power_saving port 1 add time_range range_ 1

Command: config power_saving port 1 add time_range range_1

Success.

DGS-3200-10:4#

To delete a time range nhamed “range_2" on port 1:

DGS-3200-10:4# config power_saving port 1 delete time_range range_ 2

Command: config power_saving port 1 delete time_range range 2

Success.

DGS-3200-10:4#

8-5 config power_saving hibernation
Purpose

To add or delete the power saving schedule on system hibernation.

Format

config power_saving hibernation [ [add | delete] time_range <range_name 32> | clear_time_range]
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Description

This command is used to add or delete the power saving schedule on system hibernation. When the
system enters hibernation mode, the Switch changes to a low power state and is idle. It shuts down all the

ports, and all network function does not work. Only the console connection will work via the RS232 port.

Parameters
Parameters Description
add Specify to add a time range.
delete Specify to delete a time range
time_range Specify the name of the time range.
clear_time_range Specify to clear all the time range of system hibernation.

Restrictions
Only Administrator-level users can issue this command.
Examples

To add a time range named “range_1" on system hibernation:

DGS-3200-10:4# config power_saving hibernation add time_range range_ 1

Command: config power_saving hibernation add time_range range_1

Success.

DGS-3200-10:4#

To delete a time range named “range_2" on system hibernation:

DGS-3200-10:4#config power_saving hibernation delete time_range range 2

Command: config power_saving hibernation delete time_range range_ 2

Success.

DGS-3200-10:4#

8-6 config led state
Purpose

To configure the LED admin state of all ports.

Format

config led state [enable | disable]
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Description

This command is used to configure the LED admin state of all ports. When the port LED admin state is
disabled, the LEDs of all ports are turned off. If the port LED admin state is enabled, the port LEDs are

controlled by the ports' link status.

Parameters
Parameters Description
enable Specify to enable the LED admin state of all ports.
disable Specify to disable the LED admin state of all ports.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the LED admin state:

DGS-3200-10:4#config led state disable

Command: config led state disable

Success.

DGS-3200-10:4#

8-7 show led
Purpose

To display the setting of all port's LED admin state.

Format

show led

Description

This command is used to display the setting of all port's LED admin state.

Parameters

None.

Restrictions

None.

Examples

To display the setting of all port's LED admin state:
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DGS-3200-10:4#show led

Command: show led

Port LED state: Enabled

DGS-3200-10:4#
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9 Configuration Trap Command List

config configuration trap {save [enable | disable] | upload [enable | disable] | download [ enable |
disable]}

9-1 config configuration trap

Purpose
To configure the trap status of configuration saving completed, configuration uploading completed and
configuration downloading completed.

Format
config configuration trap {save [enable | disable] | upload [enable | disable] | download [ enable |
disable]}

Description
This command is used to configure the trap status of configuration saving completed, configuration

uploading completed and configuration downloading completed. When set to enabled, the SNMP Agent

will send a trap while the related operation (save/upload/download the configuration) is successfully

completed.
Parameters
Parameters Description

save When set to enable, the SNMP agent will send trap while successfully
save the configuration to NVRAM.

upload When set to enable, the SNMP agent will send trap while successfully
complete uploading configuration.

download When set to enable, the SNMP agent will send trap while successfully
complete downloading configuration.

Restrictions

Only Administrator-level users can issue this command.
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Example

To enable the trap of a configuration saving completed:

DGS-3200-24:4+# config configuration trap save enable

Command: config configuration trap save enable

Success.

DGS-3200-24:4#
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10 SD Card Management Command List [DGS-3200-24 Only]

create backup [config | log] time_range <range_name 32> filename<pathname> {state [enable | disable]}

config backup [config | log] time_range <range_name 32> filename <pathname> state [enable | disable]

delete backup [config | log] [all | time_range <range_name 32> {filename <pathname>}]

show backup {config | log}

create execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |

[increment | reset]}

config execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |

[increment | reset]}

delete execute_config [all | time_range <range_name 32> {config <pathname>}]

show execute_config

execute config <pathname> {increment}

NOTE:
This command set only applies to DGS-3200-24, which has an SD flash card slot at the front of the Switch
(DGS-3200-10 and DGS-3200-16 do not support this feature). Users can plug an SD flash card into the SD flash

card slot on the DGS-3200-24 to carry out file management and other administrative tasks.

The design of the file system command is based on the following rules: Each storage media on a unit will be
mapped to a drive. Therefore, the size of a drive will be the size of the storage media. C: is the default drive that

the file system starts with. The storage media of system Flash has higher priority to be mapped to C:
10-1 create backup

Purpose

To create a schedule to backup the configuration or log.
Format
create backup [config | log] time_range <range_name 32> filename<pathname> {state [enable |
disable]}
Description
This command is used to create a schedule to backup the configuration or log to file system.
If the time range does not exist, the schedule will still be created without prompt. But the schedule will not

take effective until the time range is created. To create an existed entry, the device will feedback a success

message and does no change for the existed schedule. The maximum of schedules backup is 15.
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Parameters
Parameters Description
config Schedule to back up configuration.
log Schedule to back up log.
time_range The schedule to back up the configuration or log.
filename The backup filename of the configuration or log.
state Enable or disable the backup schedule when the schedule is created.
If not specified, the schedule will be disabled.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a backup schedule on time range "range_1":

DGS-3200-24:4# create backup config time_range range_1 filename bk-config-1

Command: create backup config time_range range_1 filename bk-config-1

Success.

DGS-3200-24:4#

10-2 config backup
Purpose

To enable or disable a schedule backup.

Format

config backup [config | log] time_range <range_name 32> filename <pathname> state [enable |
disable]

Description

This command is used to enable or disable a schedule backup.

Parameters
Parameters Description
config Schedule to back up configuration.
log Schedule to back up log.
time_range The schedule to back up the configuration or log.
filename The backup filename of the configuration or log.
state Enable or disable the backup schedule.
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Restrictions

Only Administrator-level users can issue this command.
Example

To enable a backup schedule on time range "range_1":

DGS-3200-24:4# config backup log time_range range_1 filename bk-des-log state enable

Command: config backup log time_range range_1 filename bk-des-log state enable

Success.

DGS-3200-24:4#

10-3 delete backup
Purpose

To delete schedule backup.

Format

delete backup [config | log] [all | time_range <range_name 32> {filename <pathname>}]

Description

This command is used to delete schedule backup.

Parameters
Parameters Description
config Schedule to back up configuration.
log Schedule to back up log.
all Delete all the schedules.
time_range The time range of schedule backup that wants to be deleted.
filename The backup filename of the configuration or log that wants to be
deleted.

Restrictions

Only Administrator and Operator-level users can issue this command.
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Example

To delete all the schedules:

DGS-3200-24:4# delete backup config all

Command: delete backup config all

Success.

DGS-3200-24:4#

10-4 show backup

Purpose
This command is used to show schedule backup.
Format
show backup {config | log}
Description
This command is used to show schedule backup.
Parameters
Parameters Description
config Display the backup schedules for configuration.
log Display the backup schedules for log.

Restrictions

None.
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Example

To show all backup schedules:
DGS-3200-24:4# show backup

Command: show backup

Backup Schedule Entry 1

Time Range : range_1

Type - log
Filename : log-1
State : Enabled

Backup Schedule Entry 2

Time Range : range_2

Type - configuration
Filename : config-1
State : Disabled

Total Entries:2

DGS-3200-24:4#

10-5 create execute_config
Purpose

To create a schedule to execute the configuration on file system.

Format
create execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |
[increment | reset]}

Description
This command is used to create a schedule to execute the configuration on file system. If the time range
does not exist, the schedule will still be created without prompt. But the schedule will not take effective until

the time range is created. To create an existed entry, the device will feedback a success message and

does no change for the existed schedule. The maximum of schedules execute is 15.

Parameters

Parameters Description

time_range The time range when the configuration will be executed.
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config The filename of the configuration on file system.

state Enable or disable the executive schedules when the schedule is created.

If not specified, the schedule will be disabled.

increment The current configuration will not be reset before executing the
configuration.
reset The current configuration will be reset before executing the configuration.
Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To create a schedule to execute the configuration on file system:

DGS-3200-24:4# create execute_config time_range range-1 config vlan-config state enable increment

Command: create execute_config time_range range-1 config vlan-config state enable Increment

Success.

DGS-3200-24:4#

10-6 config execute_config
Purpose

To configure a executive schedule.

Format

config execute_config time_range <range_name 32> config <pathname> {state [enable | disable] |

[increment | reset]}

Description

This command is used to configure configuration state or execute method of a executive schedule.

Parameters
Parameters Description

time_range The time range for schedule to execute the configuration.

config The filename of the configuration on file system.

state Enable or disable the executive schedules.

increment If this option is specified, the current configuration will not be reset before
executing the configuration.

reset If this option is specified, the current configuration will be reset before
executing the configuration.
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Restrictions
Only Administrator and Operator-level users can issue this command.
Example

To configure a executive schedule:

DGS-3200-24:4 config execute_config time_range range_1 config system-config state enable increment

Command: config execute_config time_range range_1 config system-config state enable increment

Success.

DGS-3200-24:4#

10-7 delete execute_config
Purpose
To delete the schedule of executing configuration.
Format
delete execute_config [all | time_range <range_name 32> {config <pathname>}]
Description

This command is used to delete the schedule of executing configuration.

Parameters
Parameters Description
all Delete all the schedules of executing configuration.
time_range The time range of the schedules that execute configuration to be
deleted.
config The configuration file name on file system.

Restrictions
Only Administrator and Operator-level users can issue this command.
Example

To delete all the schedule of executing configuration:

DGS-3200-24:4+# delete execute_config all

Command: delete execute_config all

Success.

DGS-3200-24:4#
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10-8 show execute_config
Purpose

To display all the executive schedules.

Format

show execute_config

Description

This command is used t o display all the executive schedules.

Parameters

None.
Restrictions

None.

Example

To display all the executive schedules:

DGS-3200-24:4# show execute_config

Command: show execute_config

Execute Schedule entry 1

Time Range : execute_ 1

filename : configuration_1
Method > Increment
State : Enabled

Execute Schedule entry 2

Time Range : execute 2

Filename : configuration_2
Method . Reset
State : Disabled

Total Entries: 2

DGS-3200-24:4#
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10-9 execute config
Purpose

To execute configuration on file system.

Format

execute config <pathname> {increment}

Description

This command is used to execute configuration on file system.

Parameters
Parameters Description
<pathname> The configuration filename on file system.
increment If not specified, the current configuration will be reset before executing

the configuration.

If specified, the current configuration will not be reset before executing

the configuration.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To load and execute a configuration:

DGS-3200-24:4# execute config config-vlan-0

Command: execute config config-vlan-0

Read configuration config-vlan-0 failure.

DGS-3200-24:4#
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11 Password Recovery Command List

enable password_recovery

disable password_recovery

show password_recovery

11-1 enable password_recovery

Purpose

To enable the password recovery mode.

Format

enable password_recovery

Description

This command is used to enable the password recovery mode.

Note: The configuration does not take effect until being saved.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the password recovery mode:

DGS-3200-10:4# enable password_recovery

Command: enable password_recovery

Success.

DGS-3200-10:4#

11-2 disable password_recovery

Purpose

To disable the password recovery mode.

Format

disable password_recovery
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Description

This command is used to disable the password recovery mode.

Note: The configuration does not take effect until being saved.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the password recovery mode:

DGS-3200-10:4# disable password_recovery

Command: disable password_recovery

Success.

DGS-3200-10:4#

11-3 show password_recovery
Purpose

To display the password recovery state.

Format

show password_recovery

Description

The command is used to display the password recovery state. The displayed content includes both the
running configuration and the NV-RAM configuration.

When the password recovery state is enabled a user can reboot the switch and enter into the Password
Recovery mode. Otherwise, if the Password Recovery state is disabled a user will not be able to enter into
the special recovery mode.

Note: Only the NV-RAM configuration will take effect when the switch restarts next time, the running
configuration does not take effect until saved. That means the password recovery is determined by the
state stored in the NV-RAM and take effect at the next time switch start up. The Running Configuration is
the current configured state of the password recovery, it will lost without save, or become the NV-RAM

configuration if save the configurations.

Parameters

None.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To display the password recovery state:

DGS-3200-10:4# show password_recovery

Command: show password_recovery

Running Configuration : Disabled

NV-RAM Configuration : Enabled

DGS-3200-10:4#
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12 Tech Support Command List

show tech_support

upload tech_support_toTFTP {<ipaddr> <path_filename 64>}

12-1 show tech_support
Purpose
To display technical support information.
Format
show tech_support
Description

This command is used to display technical support information. It is especially useful for technical support

personnel that need to view the overall device operation information.

Parameters

None

Restrictions

Only Administrator-level users can issue this command.

Examples

To display technical support information:

DGS-3200-10:4# show tech_support

Command: show tech_support

H——————
# DGS-3200-10 Gigabit Ethernet Switch

# Technical Support Information

#

# Firmware: Build 2.00.006

# Copyright(C) 2011 D-Link Corporation. All rights reserved.

H—————

* Basic System Information *

[SYS 2000-1-1 00:53:38]
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Boot Time : 1 Jan 2000 00:00:00
RTC Time - 2000/1/1 00:53:38
Boot PROM Version : Build 1.00.016

Firmware Version : Build 2.00.006
Hardware Version : Bl

Serial number = P1R2397000010
MAC Address : 00-24-01-15-1C-96

[ERROR_LOG 2000-1-1 00:53:38]

Error log is empty.

* ****x  System Log

[SYS_LOG 2000-1-1 00:53:38]

Index Date Time Log Text

DGS-3200-10:4#

12-2 upload tech_support_toTFTP
Purpose
To upload technical support information to a TFTP server.
Format
upload tech_support_toTFTP {<ipaddr> <path_filename 64>}
Description

This command is used to upload technical support information to a TFTP server. This command can be

interrupted by Ctrl — C or ESC when it is executing.

Parameters
Parameters Description
<ipaddr> Specify the IPv4 address of the TFTP server.

<path_filename 64> Specify the file name of the technical support information file sent
to the TFTP server. The maximum size of the file name is 64

characters.

94



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Restrictions

Only Administrator-level users can issue this command.
Examples

To upload technical support information:

DGS-3200-10:4# upload tech_support_toTFTP 10.0.0.66 tech_suppport.txt

Command: upload tech_support_toTFTP 10.0.0.66 tech_suppport.txt

Connecting to server. ... .. ...... Done.
Upload techsupport file. ... _.__.._....... Done.
Success.

DGS-3200-10:4#
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IV. Network Management

The Fundamentals section includes the following chapters: SNMPv1/v2, SNMPv3, Network Management, Network
Monitoring, System Severity, Command List History, Modify Banner and Prompt, Time and SNTP, Jumbo Frame,

Single IP Management, and Safeguard Engine.

13 SNMPv1/iN2 Command List

create snmp community <community_string 32> view <view_name 32> [read_only | read_write]

delete snmp community <community_string 32>

show snmp community <community_string 32>

Note: If SNMPv3 commands are used, the SNMPv1/v2 commands are not necessary.

13-1 create snmp community
Purpose

To create an SNMP community string.

Format

create snmp community <community_string 32> view <view_name 32> [read_only | read_write]

Description

This command is used to create an SNMP community string and to specify the string as enabling read only

or read-write privileges for the SNMP management host.

Parameters
Parameters Description

community_string An alphanumeric string of up to 32 characters used in the
authentication of users wanting access to the switch’s SNMP agent.

view An alphanumeric string of up to 32 characters.

read_only Allow the above community string user to have read-only access to the
switch’s SNMP agent. The default read-only community string is
public.

read_write Allow the above community string user to have read and write access
to the switch’s SNMP agent. The default read-write community string
is private.
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Restrictions

Only Administrator-level users can issue this command. A maximum of four community strings can be

specified.
Example

To create a read-only level SNMP community “System”:

DGS-3200-10:4# create snmp community System view CommunityView read_write

Command: create snmp community System view CommunityView read_write

Success.

DGS-3200-10:4#

13-2 delete snmp community
Purpose

To delete an SNMP community string previously entered on the switch.
Format

delete snmp community <community_string 32>
Description

This command is used to delete an SNMP community string entered on the switch using the create snmp

community command above.

Parameters

Parameters Description

community_string An alphanumeric string of up to 32 characters used in the

authentication of users wanting access to the switch’s SNMP agent.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a read-only level SNMP community “System”:

DGS-3200-10:4#delete snmp community System

Command: delete snmp community System

Success.

DGS-3200-10:4#
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13-3 show snmp community
Purpose
To display the SNMP community configurations on the switch.
Format
show snmp community <community_string 32>
Description

This command is used to display the following information: SNMP community strings,

View Name, and Access Rights.

Parameter
Parameters Description
community_string An alphanumeric string of up to 32 characters used in the
authentication of users wanting access to the switch’s SNMP agent.

Restrictions

None.
Example

To display SNMP community information:

DGS-3200-10:4#show snmp community

Command: show snmp community

SNMP Community Table

Community Name View Name Access Right
Private CommunityView read_write
Public CommunityView read_only

Total Entries: 2

DGS-3200-10:4#
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14 SNMPv3 Command List

create snmp user <user_name 32> <groupname 32> {encrypted [by_password auth [md5
<auth_password 8-16 > | sha <auth_password 8-20 >] priv [none | des <priv_password 8-16> ]|

by key auth [md5 <auth_key 32-32>| sha <auth_key 40-40>] priv [none | des) <priv_key 32-32> ]}

delete snmp user <user_name 32>

show snmp user

show snmp groups

create snmp view <view_name 32> <oid> view_type [included | excluded]

delete snmp view <view_name 32> [all | <oid>]

show snmp view {<view_name 32>}

create snmp community <community_string 32> view <view_name 32> [read_only|read_write]

delete snmp community <community_string 32>

show snmp community { <community_string 32>}

config snmp enginelD <snmp_enginelD 10-64>

show snmp enginelD

create snmp group <groupname 32> [v1 | v2c | v3 [noauth_nopriv | auth_nopriv | auth_priv]]

{read_view <view_name 32> | write_view <view_name 32> | notify_view <view_name 32>}

delete snmp group <groupname 32>

create snmp [host <ipaddr> | v6host <ipv6addr>] [v1]|v2c | v3 [noauth_nopriv | auth_nopriv |

auth_priv] ] <auth_string 32>

delete snmp [host <ipaddr> | v6host <ipv6addr>]

show snmp v6host { <ipv6addr>}

show snmp host { <ipaddr>}

show snmp traps

Note: If SNMPv3 commands are used, SNMPv1/v2 commands are not necessary.
14-1 create snmp user
Purpose
To create a new user to an SNMP group originated by this command.

Format

create snmp user <user_name 32> <groupname 32> {encrypted [by_password auth [md5
<auth_password 8-16 > | sha <auth_password 8-20 >] priv [none | des <priv_password 8-16>] |

by_key auth [md5 <auth_key 32-32>| sha <auth_key 40-40>] priv [none | des <priv_key 32-32>1]}
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Description

This command is used to create a new user to an SNMP group originated by this command. Users can

choose to input authentication and privacy by using a password or key.

Parameters
Parameters Description
user_name The name of the user on the host that connects to the agent.
Therange is 1 to 32.
groupname The name of the group to which the user is associated.
Therange is 1 to 32.
encrypted Specify whether the password appears in encrypted format.
by_password indicate input password for authentication and privacy
by key Indicate an input key for authentication and privacy
auth Indicate an authentication level setting session.
The options are MD5 and SHA .
md5 The HMAC-MD5-96 authentication level.
sha The HMAC-SHA-96 authentication level.
auth_password An authentication string used by MD5 or SHAL.
priv_password A privacy string used by DES.
auth_key An authentication key used by MD5 or SHAL. It is a hex string type.
priv_key A privacy key used by DES. It is a hex string type.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a new user to an SNMP group originated by this command:

DGS-3200-10:4#create snmp user dlink D-Link_group encrypted by_password auth md5
12345678 priv des 12345678
Command: create snmp user dlink D-Link_group encrypted by_password auth md5 1234

5678 priv des 12345678

Success.

DGS-3200-10:4#
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14-2 delete snmp user
Purpose

To remove a user from an SNMP group and delete the associated group in SNMP group.

Format

delete snmp user <user_name 32>

Description

This command is used to remove a user from an SNMP group and deletes the associated group in the

SNMP group.
Parameters
Parameters Description
username The name of the user on the host that connects to the agent.
Therange is 1 to 32.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete an SNMP user:

DGS-3200-10:4#delete snmp user dlink

Command: delete snmp user dlink

Success.

DGS-3200-10:4#

14-3 show snmp user
Purpose

To display information on each SNMP username in the group username table.

Format

show snmp user

Description

This command is used to display information on each SNMP username in the group username table.

Parameter

None.
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Restrictions

Only Administrator-level users can issue this command.

Example

To display SNMP user information:
DGS-3200-10:4#show snmp user

Command: show snmp user

Username Group Name VerAuthPriv

initial initial V3 NoneNone

Total Entries : 1

DGS-3200-10:4#

14-4 show snmp groups
Purpose

To display the names of groups on the switch, and the security model, level, and the status of the different

Views.

Format

show snmp groups

Description

This command is used to display the names of groups on the switch, and the security model, level, and the

status of the different views.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the names of the SNMP groups on the switch:

102



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-10:4#show snmp groups

Command: show snmp groups

Vacm Access Table Settings

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name

Security Model

public

CommunityView

CommunityView
SNMPv1
NoAuthNoPriv

public

CommunityView

CommunityView
SNMPv2
NoAuthNoPriv

initial

restricted

restricted
SNMPv3
NoAuthNoPriv

private
CommunityView
CommunityView
CommunityView
SNMPv1
NoAuthNoPriv

private

CommunityView
CommunityView
CommunityView

SNMPv2
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Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name

NoAuthNoPriv

ReadGroup

CommunityView

CommunityView
SNMPv1
NoAuthNoPriv

ReadGroup

CommunityView

CommunityView
SNMPv1
NoAuthNoPriv

ReadGroup

CommunityView

CommunityView
SNMPv2
NoAuthNoPriv

WriteGroup
CommunityView
CommunityView
CommunityView
SNMPv1
NoAuthNoPriv

WriteGroup
CommunityView
CommunityView
CommunityView
SNMPv1
NoAuthNoPriv

WriteGroup
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ReadView Name : CommunityView
WriteView Name : CommunityView

Notify View Name : CommunityView

Security Model : SNMPv2

Security Level : NoAuthNoPriv
Group Name : D-Link_group
ReadView Name : CommunityView
WriteView Name : CommunityView

Notify View Name : CommunityView
Security Model : SNMPv3
Security Level : authPriv

Total Entries: 10

DGS-3200-10:4

14-5 create snmp view
Purpose

To assign views to community strings to limit which MIB objects an SNMP manager can access.

Format
create snmp view <view_name 32> <oid> view_type [included | excluded]
Description
This command is used to assign views to community strings to limit which MIB objects an SNMP manager
can access.
Parameters
Parameters Description
view_name View name to be created.
oid Object-Identified tree, MIB tree.
view_type Specify the access type of the MIB tree in this view.
included Includes this view.
excluded Excludes this view.

Restrictions

Only Administrator-level users can issue this command.
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Example

To assign views to community strings to limit which MIB objects an SNMP manager can access:

DGS-3200-10:4#create snmp view dlinkview 1.3.6 view_type included

Command: create snmp view dlinkview 1.3.6 view_type included

Success.

DGS-3200-10:4#

14-6 delete snmp view
Purpose

To remove a view record.

Format
delete snmp view <view_name 32> [all | <oid>]
Description
This command is used to remove a view record.
Parameters
Parameters Description
<view_name 32> View name of the user who will be deleted.
all All view records.
oid Object-ldentified tree, MIB tree.

Restrictions

Only Administrator-level users can issue this command.

Example

To remove a view record:

DGS-3200-10:4#delete snmp view dlinkview all

Command: delete snmp view dlinkview all

Success.

DGS-3200-10:4#
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14-7 show snmp view
Purpose

To display SNMP view records.

Format

show snmp view {<view_name 32>}
Description

This command is used to display SNMP view records.
Parameters

Parameters Description

<view_name 32> View name of the user who likes to show.
Restrictions

Only Administrator-level users can issue this command.
Example

To display SNMP view records:

DGS-3200-10:4#show snmp view

Command: show snmp view

Vacm View Table Settings

View Name Subtree View Type

restricted 1.3.6.1.2.1.1 Included
restricted 1.3.6.1.2.1.11 Included
restricted 1.3.6.1.6.3.10.2.1 Included
restricted 1.3.6.1.6.3.11.2.1 Included
restricted 1.3.6.1.6.3.15.1.1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included

Total Entries: 8

DGS-3200-10:4#
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14-8 create snmp community
Purpose

Use an SNMP community string to define the relationship between the SNMP manager and the agent.
The community string acts like a password to permit access to the agent on the switch. You can specify

one or more of the following characteristics associated with the string:

An access list of IP addresses of the SNMP managers that are permitted to use the community string to

gain access to the agent.

A MIB view, which defines the subset of all MIB objects accessible to the given community.

Read and write or read-only permission for the MIB objects accessible to the community.
Format

create snmp community <community_string 32> view <view_name 32> [read_only|read_write]
Description

This command is used to create an SNMP community string.

Parameters

Parameters Description

<community_string 32> |Community string. Max string length is 32.

view_name View name. A MIB view. Max length is 32
read_only Read-only permission.
read_write Read and write permission.

Restrictions
Only Administrator-level users can issue this command.

Example

To create an SNMP community string:

DGS-3200-10:4#create snmp community dlink view CommunityView read_write

Command: create snmp community dlink view CommunityView read_write

Success.

DGS-3200-10:4#
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14-9 delete snmp community
Purpose
To remove a specific community string
Format
delete snmp community <community_string 32>
Description
This command is used to remove a specific community string.

Parameters

Parameters Description

<community_string 32> |The community string that will be deleted.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete an SNMP community:
DGS-3200-10:4#delete snmp community dlink

Command: delete snmp community dlink

Success.

DGS-3200-10:4#

14-10 show snmp community
Purpose

To display community string configurations

Format
show snmp community { <community_string 32>}
Description

This command is used to display community string configurations. If a community string is not specified, all

community string information will be displayed.

Parameters

Parameters Description

<community_string 32> |The community string to be displayed.
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Restrictions

Only Administrator-level users can issue this command.
Example

To display the current community string configurations:

DGS-3200-10:4#show snmp community

Command: show snmp community

SNMP Community Table

Community Name View Name Access Right
private CommunityView read_write
public CommunityView read_only

Total Entries : 2

DGS-3200-10:4#

14-11 config snmp enginelD
Purpose
To configure an identifier for the SNMP engine on the switch.
Format
config snmp enginelD <snmp_enginelD 10-64>
Description

This command is used to configure an identifier for the SNMP engine on the switch. Associated with each

SNMP entity is a unique enginelD.

Parameters

Parameters Description

<snmp_enginelD 10-64>|ldentify for the SNMP engine on the switch. It is an octet string type.

Restrictions

Only Administrator-level users can issue this command.

110



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Example

To configure an identifier for the SNMP engine on the switch:

DGS-3200-10:4#config snmp enginelD 1023457890
Command: config snmp enginelD 1023457890

Success.

DGS-3200-10:4#

14-12 show snmp enginelD
Purpose

To display the identification of the SNMP engine on the switch.

Format

show snmp enginelD

Description

This command is used to display the identification of the SNMP engine on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the identification of an SNMP engine:

DGS-3200-10:4#show snmp enginelD

Command: show snmp enginelD

SNMP Engine ID : 1023457890

DGS-3200-10:4#

14-13 create snmp group
Purpose

To create a new SNMP group, or a table that maps SNMP users to SNMP views
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Format

create snmp group <groupname 32> [v1 | v2c | v3 [noauth_nopriv | auth_nopriv | auth_priv]]

{read_view <view_name 32> | write_view <view_name 32> | notify_view <view_name 32>}
Description

This command is used to create a new SNMP group.
Parameters

Parameters Description

groupname The name of the group.

vl The least secure of the possible security models.

v2c The second least secure of the possible security models.

v3 The most secure of the possible security models. Specifies

authentication of a packet.

noauth_nopriv|neither support packet authentication nor encrypting.

auth_nopriv  |Support packet authentication .

auth_priv Support packet authentication and encrypting.

view_name View name. A MIB view.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a new SNMP group:

DGS-3200-10:4#create snmp group D-Link_group v3 auth_priv read_view CommunityView
write_view CommunityView notify_view CommunityView
Command: create snmp group D-Link_group v3 auth_priv read_view CommunityView wri

te_view CommunityView notify_view CommunityView

Success.

DGS-3200-10:4#

14-14 delete snmp group
Purpose

To remove an SNMP group.
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Format

delete snmp group <groupname 32>

Description

This command is used to remove an SNMP group.

Parameters
Parameters Description
groupname The name of the group will be deleted.

Restrictions

Only Administrator-level users can issue this command.

Example

To remove an SNMP group:

DGS-3200-10:4#delete snmp group D_Link_group

Command: delete snmp group D_Link_group

Success.

DGS-3200-10:4#

14-15 create snmp host
Purpose

To create a recipient of an SNMP trap operation.

Format

create snmp [ host <ipaddr> | v6host <ipv6addr>] [v1l | v2c | v3 [noauth_nopriv | auth_nopriv |

auth_priv] ] <auth_string 32>
Description

This command is used to create a recipient of an SNMP operation.

Parameters
Parameters Description
ipaddr The IP address of the recipient for which the traps are targeted.
v6host Specify the v6host IP address to which the trap packet will be sent.
vl The least secure of the possible security models.
v2C The second least secure of the possible security models.
v3 The most secure of the possible.

113



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

noauth_nopriv |neither support packet authentication nor encrypting.

auth_nopriv  |Support packet authentication .

auth_priv Support packet authentication and encrypting.

auth_string The authentication string.

Restrictions

Only Administrator-level users can issue this command.
Example

To create a recipient of an SNMP operation;

DGS-3200-10:4#create snmp host 10.48.74.100 v3 noauth_nopriv initial

Command: create snmp host 10.48.74.100 v3 noauth_nopriv initial

Success.

DGS-3200-10:4#

14-16 delete snmp host
Purpose

To delete a recipient of an SNMP trap operation.

Format

delete snmp [host <ipaddr> | v6host <ipv6addr>]

Description

This command is used to delete a recipient of an SNMP trap operation.

Parameters
Parameters Description
ipaddr The IP address of the recipient for which the traps are targeted.
v6host Specify the v6host IP address.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a recipient of an SNMP trap operation:

DGS-3200-10:4#delete snmp host 10.48.74.100
Command: delete snmp host 10.48.74.100
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Success.

DGS-3200-10:4#

14-17 show snmp host
Purpose

To display the recipient for which the traps are targeted.

Format
show snmp host {<ipaddr>}
Description

This command is used to display the recipient for which the traps are targeted. If no parameter specified,
all SNMP hosts will be displayed.

Parameters

Parameters Description

<ipaddr> The IP address of the recipient for which the traps are targeted.

Restrictions

None.

Example

To display the recipient for which the traps are targeted:
DGS-3200-10:4# show snmp host

Command: show snmp host

SNMP Host Table

Host 1P Address SNMP Version Community Name / SNMPv3 User Name
10.48.76.100 V3 noauthnopriv initial
10.51.17.1 V2c public

Total Entries : 2

DGS-3200-10:4#
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14-18 show snmp v6host
Purpose

To display the recipient for which the traps are targeted.

Format

show snmp v6host { <ipv6addr>}
Description

This command is used to display the recipient for which the traps are targeted. If no parameters are

specified, all SNMP hosts will be displayed.
Parameters

Parameters Description

<ipv6addr> Specify the v6host IP address.
Restrictions

None.
Example

To display the recipient for which the traps are targeted:

DGS-3200-10:4# show snmp v6host

Command: show snmp v6host

SNMP Host Table

Host IPv6 Address: FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
SNMP Version : V3 na/np
Community Name/SNMPv3 User Name: 123456789101234567890

Host IPv6 Address: FECO0:1A49:2AA:FF:FE34:CA8F

SNMP Version : V3 a/np

Community Name/SNMPv3 User Name: abcdefghijk

Total Entries : 2

DGS-3200-10:4#
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14-19 show snmp traps

Purpose

To display the status of SNMP trap and authentication traps.
Format

show snmp traps
Description

This command is used to show the trap state.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To display the SNMP trap and authentication trap status:

DGS-3200-10:4#show snmp traps

Command: show snmp traps

SNMP Traps : Enabled
Authenticate Trap : Enabled
Linkchange Traps : Enabled
Coldstart Traps : Enabled
Warmstart Traps : Enabled

DGS-3200-10:4#
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15 Network Management Command List

enable snmp

disable snmp

create trusted_host [<ipaddr> | <ipv6addr> | network <network_address> | ipv6_prefix

<ipvénetworkaddr>] {snmp | telnet | ssh | http | https | ping}

config trusted_host [<ipaddr> | <ipv6addr> | network <network_address> | ipv6_prefix

<ipvénetworkaddr>] [add | delete] [{snmp | telnet | ssh | http | https | ping} | all]

delete trusted_host [ipaddr <ipaddr> | ipv6address <ipv6addr> | network <network_address>

ipv6_prefix <ipvénetworkaddr> | all]

show trusted_host

config snmp system_name {<sw_name>}

config snmp system_location {<sw_location>}

config snmp system_contact {<sw_contact>}

enable rmon

disable rmon

enable snmp traps

disable snmp traps

enable snmp authenticate_traps

disable snmp authenticate_traps

enable snmp linkchange_traps

disable snmp linkchange_traps

config snmp coldstart_traps [enable | disable]

config snmp warmstart_traps [enable | disable]

config snmp linkchange_traps ports [all | <portlist>] [enable | disable]

show snmp traps {linkchange_traps {ports <portlist>} }

15-1 enable snmp
Purpose

To enable the SNMP interface access function.

Format

enable snmp

Description

This command is used to enable the SNMP function. When SNMP function is disabled, the network
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manager will not be able the access SNMP MIB objects. The device will not send traps or notification to

network manager either.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To enable SNMP:

DGS-3200-10:4#enable snmp

Command: enable snmp

Success.

DGS-3200-10:4#

15-2 disable snmp
Purpose
To disable the SNMP interface access function.
Format
disable snmp
Description

This command is used to disable the SNMP function. When SNMP function is disabled, the network
manager will not be able the access SNMP MIB objects. The device will not send traps or notification to

network manager either.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable SNMP:
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DGS-3200-10:4#disable snmp

Command: disable snmp

Success.

DGS-3200-10:4#

15-3 create trusted_host

Purpose
To create the trusted host.
Format
create trusted_host [<ipaddr> | <ipv6addr> | network <network_address> | ipv6_prefix
<ipvénetworkaddr>] {snmp | telnet | ssh | http | https | ping}
Description
This command is used to create the trusted host. The switch allows you to specify up to thirty IP addresses
that are allowed to manage the switch via in-band SNMP or Telnet based management software. These IP
addresses must be members of the Management VLAN. If no IP addresses are specified, then there is
nothing to prevent any IP address from accessing the switch, provided the user knows the Username and
Password.
Parameters
Parameters Description
<ipaddr> Specify the IP address of the trusted host.
<ipv6addr> Specify the IPv6 address of the trusted host.
network Specify the network address of the trusted network. The form of
network address is XXX.XXX. XXX.XXX/Y.
ipv6_prefix Specify the IPv6 network address of the trusted network.
snmp Specify the trusted host for SNMP.
telnet Specify the trusted host for Telnet.
ssh Specify the trusted host for SSH.
http Specify the trusted host for HTTP.
https Specify the trusted host for HTTPS.
ping Specify the trusted host for Ping.

Restrictions

Only Administrator-level users can issue this command.
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Example

To create a trusted host:

DGS-3200-10:4#create trusted_host 10.48.74.121

Command: create trusted_host 10.48.74.121

Success.

DGS-3200-10:4#

15-4 config trusted_host

Purpose

To configure the access interfaces for the trusted host.
Format

config trusted_host [<ipaddr> | <ipv6addr> | network <network_address> | ipv6_prefix

<ipvénetworkaddr>] [add | delete] [{snmp | telnet | ssh | http | https | ping} | all]
Description

This command is used to configure the access interfaces for the trusted host.
Parameters

Parameters Description

<ipaddr> Specify the IP address of the trusted host.

<ipv6addr> Specify the IPv6 address of the trusted host.

network Specify the network address of the trusted network. The form of

network address is XXX.XXX. XXX.XXX/Y.

ipv6_prefix Specify the IPv6 network address of the trusted network.

add Allow to manage applications for a trusted host.

delete Prevent from managing applications for a trusted host.

snmp Specify the trusted host for SNMP.

telnet Specify the trusted host for Telnet.

ssh Specify the trusted host for SSH.

http Specify the trusted host for HTTP.

https Specify the trusted host for HTTPs.

ping Specify the trusted host for Ping.

all Specify the trusted host for all applications.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To configure the trusted host:

DGS-3200-10:4# config trusted _host 10.48.74.121 add ssh telnet
Command: config trusted_host 10.48.74.121 add ssh telnet

Success.

DGS-3200-10:4#

15-5 delete trusted_host
Purpose

To delete a trusted host entry made using the create trusted_host command above.

Format

delete trusted_host [ipaddr <ipaddr> | ipv6address <ipv6addr> | network <network_address> |

ipv6_prefix <ipvenetworkaddr> | all]

Description

This command is used to delete a trusted host entry made using the create trusted_host command

above.
Parameters
Parameters Description
ipaddr The IP address of the trusted host
ipvb6address Specify the IPv6 address of the trusted host.
network The network address of the trusted network.
ipv6_prefix Specify the IPv6 network address of the trusted network.
all Specify all to delete all trusted host entries.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete the trusted host with an IP address of 10.48.74.121.
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DGS-3200-10:4#delete trusted_host ipaddr 10.48.74.121
Command: delete trusted_host ipaddr 10.48.74.121

Success.

DGS-3200-10:4#

15-6 show trusted_host
Purpose

To display a list of trusted hosts entered on the switch using the create trusted_host command above.

Format

show trusted_host

Description

This command is used to display the trusted hosts.

Parameters

None.

Restrictions

None.

Example

To display a trusted host:
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IP Address

10.48.74.121

DGS-3200-10:4#

Management Stations

Total Entries: 1

DGS-3200-10:4#show trusted_host

Command: show trusted_host

Access Interface

SNMP Telnet SSH HTTP HTTPs Ping

15-7 config shnmp system_name

Purpose

To configure the name for the switch.

Format

config snmp system_name {<sw_name>}

Description

This command is used to configure the name of the switch.

Parameter

Parameters

Description

SW_name

A maximum of 255 characters is allowed. A null string is also

accepted.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the switch name for “DGS-3200-10 Gigabit Ethernet Switch”:

Success.

DGS-3200-10:4# config snmp system_name DGS-3200-10 Gigabit Ethernet Switch

Command: config snmp system_name DGS-3200-10 Gigabit Ethernet Switch
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DGS-3200-10:4#

15-8 config snmp system_location
Purpose

To enter a description of the location of the switch.

Format
config snmp system_location {<sw_location>}
Description
This command is used to enter a description of the location of the switch. A maximum of 255 characters
can be used.
Parameter
Parameters Description
sw_location A maximum of 255 characters is allowed. A null string is also
accepted.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the switch location for “HQ 5F”;

DGS-3200-10:4# config snmp system_location HQ 5F

Command: config snmp system_location HQ 5F

Success.

DGS-3200-10:4#

15-9 config snmp system_contact
Purpose

To enter the name of a contact person who is responsible for the switch.

Format

config snmp system_contact {<sw_contact>}

Description

This command is used to enter the name and/or other information to identify a contact person who is
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responsible for the switch. A maximum of 255 characters can be used.

Parameters
Parameters Description
sw_contact A maximum of 255 characters is allowed. A null string is also
accepted.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the switch contact to “MIS Department V"

DGS-3200-10:4#config snmp system_contact "MIS Department IV"

Command: config snmp system_contact "MIS Department IV"

Success.

DGS-3200-10:4#

15-10 enable rmon

Purpose

To enable RMON on the switch.
Format

enable rmon
Description

This command is used to enable RMON on the switch.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To enable RMON on the switch:

DGS-3200-10:4#enable rmon

Command: enable rmon
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Success.

DGS-3200-10:4#

15-11 disable rmon

Purpose

To disable RMON on the switch.
Format

disable rmon
Description

This command is used to disable RMON on the switch.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable RMON on the switch:

DGS-3200-10:4#disable rmon

Command: disable rmon

Success.

DGS-3200-10:4#

15-12 enable snmp traps
Purpose

To enable SNMP trap support.

Format

enable snmp traps

Description

This command is used to enable SNMP trap support on the switch.
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Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Example

To enable SNMP trap support:

DGS-3200-10:4#enable snmp traps

Command: enable snmp traps

Success.

DGS-3200-10:4#

15-13 disable snmp traps
Purpose

To disable SNMP trap support on the switch.

Format

disable snmp traps

Description

This command is used to disable SNMP trap support on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To prevent SNMP traps from being sent from the switch:

DGS-3200-10:4#disable snmp traps

Command: disable snmp traps

Success.

DGS-3200-10:4#

15-14 enable snmp authenticate_traps
Purpose

To enable SNMP authentication failure trap support.
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Format

enable snmp authenticate_traps

Description

This command is used to enable SNMP authentication failure trap support.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable SNMP authentication trap support:

DGS-3200-10:4#enable snmp authenticate_traps

Command: enable snmp authenticate_traps

Success.

DGS-3200-10:4#

15-15 disable snmp authenticate_traps
Purpose

To disable SNMP authentication failure trap support.

Format

disable snmp authenticate_traps

Description

This command is used to disable SNMP authentication failure trap support.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable SNMP authentication trap support:
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DGS-3200-10:4#disable snmp authenticate_traps

Command: disable snmp authenticate_traps

Success.

DGS-3200-10:4#

15-16 enable snmp linkchange_traps
Purpose

To configure the sending of linkchange traps.

Format

enable snmp linkchange_traps

Description

This command is used to enable SNMP linkchange traps.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable SNMP linkchange traps:

DGS-3200-10:4#enable snmp linkchange_traps

Command: enable snmp linkchange_traps

Success.

DGS-3200-10:4#

15-17 disable snmp linkchange_traps
Purpose

To disable SNMP linkchange traps.

Format

disable snmp linkchange_traps
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Description

This command is used to disable SNMP linkchange traps.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable SNMP linkchange traps:

DGS-3200-10:4#disable snmp linkchange_traps

Command: disable snmp linkchange_traps

Success.

DGS-3200-10:4#

15-18 config snmp coldstart_traps
Purpose

To configure a trap for a coldstart event.

Format

config snmp coldstart_traps [enable | disable]

Description

This command is used to configure the trap state for a coldstart event.

Parameters
Parameters Description
enable Enable a trap of a coldstart event. The default state is enabled.
disable Disable a trap of a coldstart event.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the trap state for a coldstart event:
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DGS-3200-10:4#config snmp coldstart_traps enable

Command: config snmp coldstart_traps enable

Success.

DGS-3200-10:4#

15-19 config snmp warmstart_traps
Purpose

To configure the trap state for a warmstart event.

Format
config snmp warmstart_traps [enable | disable]
Description
This command is used to configure the trap state for a warmstart event.
Parameters
Parameters Description
enable Enable a trap of a warmstart event. The default state is enabled.
disable Disable a trap of a warmstart event.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the trap state for a warmstart event:

DGS-3200-10:4#config snmp warmstart_traps enable

Command: config snmp warmstart_traps enable

Success.

DGS-3200-10:4#

15-20 config snmp linkchange_traps ports
Purpose

To configure the sending of linkchange traps and per port control for the sending of change traps.
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Format

config snmp linkchange_traps ports [all] <portlist>] [enable | disable]

Description

This command is used to configure the sending of linkchange traps and per port control for the sending of

change traps.

Parameters
Parameters Description
all Specify all ports.
<portlist> Specify a port range.
enable Enable sending a linkchange trap for this port.
disable Disable sending a linkchange trap for this port.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the sending of linkchange traps and per port control for the sending of change traps:

DGS-3200-10:4#config snmp linkchange_traps ports 1-4 enable

Command: config snmp linkchange_traps ports 1-4 enable

Success.

DGS-3200-10:4#

15-21 show snmp traps
Purpose

To display the status of SNMP traps and authentication traps.

Format

show snmp traps

Description

This command is used to display trap states.

Parameters
Parameters Description
linkchange_traps Specify to include linkchange traps on this list.
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ports Specify to include ports on this list.

<portlist> To specify a port range.

Restrictions
Only Administrator-level users can issue this command.
Example

To display the status of SNMP traps and authentication traps:

DGS-3200-10:4#show snmp traps

Command: show snmp traps

SNMP Traps : Enabled
Authenticate Trap : Enabled
Linkchange Traps : Enabled
Coldstart Traps : Enabled
Warmstart Traps : Enabled

DGS-3200-10:4#

To display the status of linkchange traps:

DGS-3200-10:4#show snmp traps linkchange_traps
Command: show snmp traps linkchange_traps
Linkchange Traps : Enabled

Port 1 Enabled

Port 2 Enabled

Port 3 Enabled

Port 4 Enabled

Port 5 Enabled

Port 6 Enabled

Port 7 Enabled

Port 8 Enabled

Port 9 Enabled

Port 10: Enabled
DGS-3200-10:4#
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16 Network Monitoring Command List

show packet ports <portlist>

show error ports <portlist>

show utilization [ports | cpu]

show utilization dram

show utilization flash

clear counters {ports <portlist>}

clear log

show log {index <value_list>}

enable syslog

disable syslog

show syslog

config syslog host [all|<index 1-4>] { severity [informational [warning |all ] |
facility [localQ|locall|local2|local3|local4|local5|local6|local 7] |

udp_port <udp_port_numer> |

ipaddress <ipaddr> |

state [enable|disable]}

create syslog host <index 1-4>ipaddress <ipaddr> {severity [informational|warning|all] |
facility[localO|locall|local?|local3|local4|local5|local6|local 7] [udp_port <udp_port_number> | state
[enable|disable]}

delete syslog host [<index 1-4> | all]

show syslog host {<index 1-4>}

config log_save_timing [time_interval <min 1-65535> | on_demand | log_trigger]

show log_save_timing

16-1 show packet ports
Purpose

To display statistics about the packets sent and received by the switch.

Format

show packet ports <portlist>

Description

This command is used to display statistics about the packets sent and received by the switch.
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Parameters
Parameters Description
portlist Specify a range of ports to be displayed.
Restrictions
None.
Example

To display the packets analysis for port 7:

DGS-3200-10:4#show packet ports 7

Command: show packet ports 7

Port number : 7

Frame Size/Type Frame Counts Frames/sec
64 572 27

65-127 151 5

128-255 39 0

256-511 65 0
512-1023 7 0
1024-1518 0 0

Unicast RX 4 0
Multicast RX 162 1
Broadcast RX 568 31

Frame Type Total Total/sec
RX Bytes 81207 2237

RX Frames 734 32

TX Bytes 8432 0

TX Frames 100 0
DGS-3200-10

16-2 show error ports
Purpose

To display the error statistics for a range of ports.
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Format
show errors ports <portlist>
Description
This command is used to display error statistics for a range of ports.
Parameters
Parameters Description
portlist Specify a range of ports to be displayed.

Restrictions

None.

Example

To display the errors of port 3:

DGS-3200-10:4#show error ports 3

Command: show error ports 3

Port number : 3

RX Frames TX Frames
CRC Error 0 Excessive Deferral 0
Undersize 0 CRC Error 0
Oversize 0 Late Collision 0
Fragment 0 Excessive Collision 0
Jabber 0 Single Collision 0
Drop Pkts 0 Collision 0
Symbol Error 0

O 9 6] Quit JFXYE @ Next Page [J Previous Page [§ Refresh

16-3 showv utilization
Purpose

To display real-time port or CPU utilization statistics.

Format

show utilization [ports | cpu]
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Description

This command is used to display real-time port or CPU utilization statistics.

Parameters

None.

Restrictions

None.

Example

To display port utilization:

DGS-3200-10:4# show utilization ports
Command: show utilization ports

Port TX/sec RX/sec util
1 0 0 0

2 0 0 0

3 0 0 0

4 0 0 0

5 0 0 0

6 0 0 0

7 0 0 0

8 0 0 0

To display CPU utilization:

DGS-3200-10:4# show utilization cpu

Command: show utilization cpu

CPU utilization

Five seconds - 20% One minute — 10% Five minutes — 70%

M Quit Next Page E Previous Page Refresh
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16-4 show utilization dram
Purpose

To display real-time DRAM utilization statistics.

Format

show utilization dram

Description

This command is used to display real-time DRAM utilization statistics.

Parameters

None.

Restrictions

None.

Examples

To display DRAM utilization:

DGS-3200-10:4#show utilization dram

Command: show utilization dram

DRAM utilization :

Total DRAM : 131072 KB
Used DRAM : 116519 KB
Utilization - 88%

& Quit Next Page E Previous Page E Refresh

16-5 showv utilization flash
Purpose

To display real-time Flash utilization statistics.

Format

show utilization flash

Description

This command is used to display real-time Flash utilization statistics.

Parameters

None.
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Restrictions

None.

Examples

To display Flash utilization:

DGS-3200-10:4# show utilization flash

Command: show utilization flash

FLASH Memory Utilization :

Total FLASH : 16384 KB
Used FLASH : 7798 KB
Utilization I 47%

& Quit Next Page E Previous Page E Refresh

16-6 clear counters
Purpose
To clear the switch’s statistics counters.
Format
clear counters {ports <portlist>}
Description

This command is used to clear the switch’s statistics counters. If no parameter is specified, the system will

count all of the ports.

Parameters
Parameters Description
portlist Specify a range of ports to be configured. The beginning and end of
the port list range are separated by a dash.

Restrictions

Only Administrator-level users can issue this command.

Example

To clear the switch’s statistics counters for ports 7 to 9:

DGS-3200-10:4#clear counters ports 7-9

Command: clear counters ports 7-9

Success.
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DGS-3200-10:4#

16-7 clear log

Purpose

To clear the switch’s history log.
Format

clear log
Description

This command is used to clear the switch'’s history log.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To clear the switch’s history log:
DGS-3200-10:4#clear log

Command: clear log

Success

DGS-3200-10:4#

16-8 show log
Purpose

To display the switch history log.

Format

show log {index <value_list>}

Description

This command is used to display the switch history log. If no parameter is specified, all history log entries

will be displayed.
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Parameters
Parameters Description
value_list Display the history log between two values. For example, show log
index 1-5 will display the history log from 1 to 5.

Restrictions

None.

Examples

To display the switch history log:

2000-01-01 00:00:41
2000-01-01 00:00:31

5
4
3 2000-01-01 00:00:31
2 2000-01-01 00:00:31
1

2000-01-01 00:00:31

DGS-3200-10:4#

Command: show log index 1-5

DGS-3200-10:4#show log index 1-5

Log Text

Port 5 link down

Port 3 link up, 100Mbps FULL duplex

Successful login through Console (Username:Anonymous)
Console session timed out (Username: dlink)

Spanning Tree Protocol is disabled

16-9 enable syslog

Purpose

To enable syslog to send a message.

Format

enable syslog

Description

This command is used to enable syslog to send a message.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable syslog to send a message:
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DGS-3200-10:4#enable syslog

Command: enable syslog

Success

DGS-3200-10:4#

16-10 disable syslog
Purpose

To disable syslog from sending a message.

Format

disable syslog

Description

This command is used to disable syslog from sending a message.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable syslog sending a message:

DGS-3200-10:4#disable syslog

Command: disable syslog

Success

DGS-3200-10:4#

16-11 show syslog
Purpose

To display the syslog protocol global state.

Format

show syslog

Description

This command is used to display the syslog protocol global state.
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Parameters
None.

Restrictions
None.

Examples

To display the syslog protocol global state:
DGS-3200-10:4#show syslog

Command: show syslog

Syslog Global State: Enabled

DGS-3200-10:4#

16-12 config syslog host
Purpose

To configure the syslog host configuration.
Format
config syslog host [ all |[<index 1-4>] { severity [informational |warning | all ] | facility [ localO | locall

| local2 | local3 | local4 | local5 | local6 | local7 ] | udp_port <udp_port_number> | ipaddress

<ipaddr> | state [enable |disable ]}

Description

This command is used to configure the syslog host configuration

Parameters
Parameters Description
all Specify all hosts.
<index 1-4> Specify the host index.
severity Three levels of support:

informational |informational messages

warning warning conditions

all any condition
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facility

Some of the operating system daemons and processes have been
assigned Facility values. Processes and daemons that have not been
explicitly assigned a Facility may use any of the "local use" facilities or
they may use the "user-level" Facility. Those Facilities that have been
designated are shown in the following: Bold font means the facility

values the switch supports now.

local0 user-defined Facility

locall user-defined Facility

local2 user-defined Facility

local3 user-defined Facility

local4 user-defined Facility

local5 user-defined Facility

local6 user-defined Facility

local7 user-defined Facility

udp_port

The UDP port number.

ipaddr

The IP address of the host.

state

The syslog protocol has been used for the transmission of event
notification messages across networks to host. This option enables or

disables the host to receive such messages.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the syslog host configuration:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config syslog host all severity all facility local0

Command: config syslog host all severity all facility local0

16-13 create syslog host

Purpose

To add a new syslog host.

Format

create syslog host <index 1-4>ipaddress <ipaddr> {severity [informational|warning]all] |
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facility[localO|locall|local2|local3|local4|local5|local6|local 7] [udp_port <udp_port_number> | state

[enable|disable]}

Description

This command is used to add a new syslog host.

Parameters

Parameters Description

<index 1-4> The host index.

severity Three levels are supported:

informational |Informational messages.

warning Warning conditions.

all Any condition.

facility Some of the operating system daemons and processes have been
assigned Facility values. Processes and daemons that have not been
explicitly assigned a Facility may use any of the "local use" facilities or
they may use the "user-level" Facility. Those Facilities that have been
designated are shown in the following: Bold font means the facility

values the switch supports now.

local0 user-defined Facility

locall user-defined Facility

local2 user-defined Facility

local3 user-defined Facility

local4 user-defined Facility

local5 user-defined Facility

local6 user-defined Facility

local7 user-defined Facility

udp_port The UDP port number.

ipaddr The IP address of the host.

state The syslog protocol has been used for the transmission of event
notification messages across networks to host. The option enables or

disables the host to receive such messages.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a new syslog host:
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DGS-3200-10:4#create syslog host 1 severity all facility local0

Command: create syslog host 1 severity all facility local0

Success.

DGS-3200-10:4#

16-14 delete syslog host
Purpose

To delete syslog host(s).

Format

delete syslog host [<index 1-4> | all]

Description

This command is used to delete syslog host(s).

Parameters
Parameters Description
<index 1-4> Specify the host index.
all Specify all hosts.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a syslog host:

DGS-3200-10:4#delete syslog host 4

Command: delete syslog host 4

Success

DGS-3200-10:4#

16-15 show syslog host
Purpose

To display syslog host configurations.

Format

show syslog host {<index 1-4>}
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Description

This command is used to display syslog host configurations. If no parameter is specified, all hosts will be

displayed.
Parameters
Parameters Description
index The host index.

Restrictions

None.

Example

To display syslog host configurations:
DGS-3200-10:4#show syslog host

Command: show syslog host

Syslog Global State: Disabled

Host Id Host IP Address Severity Facility UDP port Status

1 10.1.1.2 All LocaloO 514 Disabled
2 10.40.2.3 All LocaloO 514 Disabled
3 10.21.13.1 All LocaloO 514 Disabled

Total Entries : 3

DGS-3200-10:4#

16-16 config log_save_timing
Purpose

To configure the method to save log.

Format
config log_save_timing [time_interval <min 1-65535> | on_demand | log_trigger]
Description
This command is used to set the method to save log.
Parameters
Parameters Description
time_interval Save log to flash every xxx minutes. (if no log happen in this
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period, don't save)

on_demand Save log to flash whenever a user types save log or save all.

log_trigger Save log to flash whenever log arrives.

Restrictions

Only Administrator-level users can issue this command.

Notes

The default method is on_demand.

Examples

To configure method to save log as on demand:

DGS-3200-10:4# config log_save_timing on_demand

Command: config log_save_timing on_demand

Success.

DGS-3200-10:4#

16-17 show log_save_timing
Purpose

To show the method to save log.

Format

show log_save_timing

Description

This command is used to display the method to save log.

Parameters

None.

Restrictions

None.

Example

To show the timing method of the log save:

DGS-3200-10:4#show log_save_timing

Command: show log_save_timing

Saving log method: on_demand
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DGS-3200-10:4#
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17 System Severity Command List

config system_severity [trap | log | all] [critical | warning | information ]

show system_severity

17-1 config system_severity
Purpose

To configure severity level control for the system.

Format

config system_severity [trap | log | all] [critical | warning | information ]

Description

This command is used to configure severity level control for the system.

Parameters
Parameters Description
trap Configure severity level control for a trap.
log Configure severity level control for a log.
all Configure severity level control for a trap and a log.
critical Severity level = critical.
warning Severity level = warning.
information Severity level = information.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure severity level control for information level for a trap:

DGS-3200-10:4#config system_severity trap information

Command: config system_severity trap information

Success.

DGS-3200-10:4#
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17-2 show system_severity
Purpose

To show the severity level control for a system.

Format

show system_severity

Description

This command is used to show the severity level control for a system.

Parameters

None.

Restrictions

None.

Examples

To show the severity level control for a system:

DGS-3200-10:4#show system_severity

Command: show system_severity

System Severity Trap : warning

System Severity Log : information

DGS-3200-10:4#
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18 Command List History Command List

?

show command_history

config command_history <value 1-40>

18-17?
Purpose

To display all the commands in the Command Line Interface (CLI) or specific syntax and description

information for an individual command.

Format

? {command}
Description
This command is used to display all of the commands available through the Command Line Interface (CLI)

or to specific syntax and description information for an individual command. If no command is specified,

the system will display all commands.

Parameters
Parameters Description
command Specify the command to display.

Restrictions

None.

Example

To display all commands:
DGS-3200-10:4#?

Command: ?

?

cable_diag ports

clear

clear address_binding dhcp_snoop binding_entry ports

clear address_binding nd_snoop binding_entry ports

clear arptable
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clear attack_log

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear ethernet_oam ports

clear fdb

clear igmp_snooping data_driven_group
clear igmp_snooping statistics counter
clear jwac auth_state

clear log

clear mac_based_access_control auth_state
clear mld_snooping data_driven_group
clear mld_snooping statistics counter
clear port_security_entry port

clear wac auth_state

SR 39 6] Quit SFXYS @ Next Page HWEY Next Entry B All

18-2 show command_history
Purpose

To display the command history.

Format

show command_history

Description

This command is used to display the command history.

Parameters

None.

Restrictions

None.

Example

To display the command history:
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DGS-3200-10:4# show command_history

Command: show command_history

?

?

show traffic_segmentation 1-6

config traffic_segmentation 1-6 forward_list 7-8
config radius delete 1

config radius add 1 10.48.74.121 key dlink default
config 802.1x reauth port_based ports all

config 802.1x init port_based ports all

config 802.1x auth_parameter ports 1-50 direction both
config 802.1x capability ports 1-5 authenticator
show 802.1x auth_configuration ports 1

show 802.1x auth_state ports 1-5

enable 802.1x

show 802.1x auth_state ports 1-5

show igmp_snooping

enable igmp_snooping

DGS-3200-10:4#

18-3 config command_history
Purpose

The switch “remembers” the last 40 (maximum) commands you entered. This command lets

you configure the number of commands that the switch can recall.

Format
config command_history <value 1-40>
Description
This command is used to configure the number of commands that the switch can recall.
Parameters
Parameters Description
value The number of commands (1-40) that the switch can recall.
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Restrictions

None.

Example

To configure the number of commands the switch can recall to the last 20 commands:

DGS-3200-10:4#config command_history 20

Command: config command_history 20

Success.

DGS-3200-10:4#
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19 Command Logging Command List

enable command logging

disable command logging

show command logging

19-1 enable command logging

Purpose

To enable the command logging function.

Format

enable command logging

Description

This command is used to enable the command logging function.

Note: When the Switch is under the booting procedure and the procedure of downloading the configuration
to execute immediately, all configuration commands should not be logged. When the user is under AAA

authentication, the user name should not changed if user uses “enable admin” command to replace its
privilege.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the command logging function:

DGS-3200-10:4# enable command logging

Command: enable command logging

Success.

DGS-3200-10:4#

19-2 disable command logging

Purpose

To disable the command logging function.
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Format

disable command logging

Description

This command is used to disable the command logging function.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the command logging:

DGS-3200-10:4# disable command logging

Command: disable command logging

Success.

DGS-3200-10:4#

19-3 show command logging
Purpose

To display the Switch’s general command logging configuration status.

Format

show command logging

Description

This command is used to display the Switch’s general command logging configuration status.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To show the command logging configuration status:
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DGS-3200-10:4# show command logging

Command: show command logging

Command Logging State : Disabled

DGS-3200-10:4#
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20 Modify Banner and Prompt Command List

config greeting_message {default}

config command_prompt [<string 16> | username | default]

20-1 config greeting_message
Purpose

To configure the greeting message(or banner).

Format

config greeting_message {default}

Description

This command is used to modify the login banner.

Parameters
Parameters Description
default Adding this parameter to the config greeting_message command

will return the greeting message (banner) to its original factory default

entry.

Restrictions

1. When users issue the “reset” command, the modified banner will remain in tact. Yet, issuing the “reset
system” will return the banner to its original default value.

2. The maximum character capacity for the banner is 24*80. (24 Lines and 80 characters per line)

3. In the following example, Ctrl+W will save the modified banner only to the DRAM. Users must enter the
“save” command to save this entry to the FLASH memory.

4. Only Administrator-level users can issue this command.

Example

To edit the banner:
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DGS-3200-10:4#config greeting_message

Command: config greeting_message

Greeting Messages Editor

DGS-3200-10 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 2.00.012
Copyright(C) 2011 D-Link Corporation. All rights reserved.

<Function Key> <Control Key>
Ctri+C Quit without save left/right/
Ctri+Ww Save and quit up/down Move cursor
Ctri+D Delete line
Ctri+X Erase all setting
Ctri+L Reload original setting
Success.

DGS-3200-10:4#

20-2 config command_prompt
Purpose

To configure the command prompt.

Format
config command_prompt [<string 16> | username | default]
Description

This command is used to modify the command prompt.
The current command prompt consists of four parts: “product name” +“;” + "user level” + "#” (e.g.
“DGS-3200-10:4#"). This command is used to modify the first part (1. “product name”) with a string

consisting of a maximum of 16 characters, or to be replaced with the users’ login user name.
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Parameters
Parameters Description
string Enter the new command prompt string of no more than 16 characters.
username Enter this command to set the login username as the command prompt.
default Enter this command to return the command prompt to its original factory
default value.

Restrictions

1. When users issue the “reset” command, the current command prompt will remain in tact. Yet, issuing the
“reset system” will return the command prompt to its original factory default value.

2. Only Administrator-level users can issue this command.

Example

To edit the command prompt:
DGS-3200-10:4#config command_prompt DGS-3200-10

Command: config command_prompt DGS-3200-10

Success.

DGS-3200-10:4#
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21 SMTP Command List

enable smtp

disable smtp

config smtp {server <ipaddr> | server_port <tcp_port_number 1-65535> | self_mail_addr <mail_addr

64> | [add mail_receiver <mail_addr 64> | delete mail_receiver <index 1-8>]}

show smtp

smtp send_testmsg

21-1 enable smtp
Purpose

To enable SMTP status.

Format

enable smtp

Description

This command is used to enable the SMTP status.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable SMTP status:

DES-3200-10:4#enable smtp

Command: enable smtp

Success.

DES-3200-10:4#

21-2 disable smtp
Purpose

To disable SMTP status.
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Format

disable smtp
Description

This command is used to disable SMTP status.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable SMTP status:

DES-3200-10:4#disable smtp

Command: disable smtp

Success.

DES-3200-10:4#

21-3 config smtp
Purpose

To configure SMTP settings.

Format

config smtp {server <ipaddr> | server_port <tcp_port_number 1-65535> | self_mail_addr

<mail_addr 64> | [add mail_receiver <mail_addr 64> | delete mail_receiver <index 1-8>]}

Description

This command is used to configure SMTP settings.

Parameters
Parameters Description
server Specifies the SMTP server IP address.
server_port Specifies the SMTP server port.
self_mail_addr Specifiles the sender’s mail address.
add mail_receiver Add mail receiver’s address.
delete mail_receiver |Delete mail receiver's address.
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Restrictions

Only Administrator-level users can issue this command.

Example

To configure a SMTP server IP address:

DES-3200-10:4#config smtp server 172.18.208.9

Command: config smtp server 172.18.208.9

Success.

DES-3200-10:4#

To configure an SMTP server port:

DES-3200-10:4#config smtp server_port 25

Command: config smtp server_port 25

Success.

DES-3200-10:4##

To configure a mail source address:

DES-3200-10:4#config smtp self_mail_addr mail@dlink.com

Command: config smtp self_mail_addr mail@dlink.com

Success.

DES-3200-10:4#

To add a mail destination address:

DES-3200-10:4#config smtp add mail_receiver receiver@dlink.com

Command: config smtp add mail_receiver receiver@dlink.com

Success.

DES-3200-10:4#

To delete a mail destination address:
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DES-3200-10:4#config smtp delete mail_receiver 1

Command: config smtp delete mail_receiver 1

Success.

DES-3200-10:4#

21-4 show smtp
Purpose

To display the current SMTP information.

Format

show smtp

Description

This command is display the current SMTP information.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the current SMTP information:
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DES-3200-10:4#show smtp

Command: show smtp

SMTP Status : Enabled

SMTP Server Address : 172.18.208.9
SMTP Server Port : 25

Self Mail Address : mail@dlink.com
Index Mail Receiver Address

1 receiver@dlink.com

2

3

4

5

6

7

8

DES-3200-10:4#6

21-5 smtp send_testmsg
Purpose

To test whether the SMTP server can be reached.

Format

smtp send_testmsg

Description

This command is used to test whether the SMTP server can be reached.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To test whether the SMTP server can be reached:
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Note: The sentences following “Subject:” and “Content:” are user inputs.

DES-3200-10:4#smtp send_testmsg

Command: smtp send_testmsg

Subject:Here the user can enter the subject

Content:Here the user can enter the content

Sending mail,please wait...

Success.

DES-3200-10:4#
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22 Time and SNTP Command List

config sntp {primary <ipaddr> | secondary <ipaddr> | poll-interval <int 30-99999>}

show sntp

enable sntp

disable sntp

config time <date ddmmmyyyy > <time hh:mm:ss >

config time_zone {operator [+ | -] | hour <gmt_hour 0-13> | min <minute 0-59>}

config dst [disable

| repeating {s_week <start_week 1-4,last>
| s_wday <start_day sun-sat>
| s_mth <start_mth 1-12>
| s_time <start_time hh:mm>
| e_week <end_week 1-4,|last>
| e_wday <end_day sun-sat>
| e_mth <end_mth 1-12>
| e_time <end_time hh:mm>
| offset [30 | 60|90|120]}

| annual {s_date <start_date 1-31>
| s_mth <start_mth 1-12>
| s_time <start_time hh:mm>
| e_date <end_date 1-31>
| e_mth <end_mth 1-12>
| e_time <end_time hh:mm>
| offset [30| 60| 90 | 120]}]

show time

22-1 config sntp
Purpose

To configure SNTP.

Format

config sntp {primary <ipaddr> | secondary <ipaddr> | poll-interval <int 30-99999>}

Description

This command is used to change SNTP configurations.
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Parameters
Parameters Description
primary The SNTP primary server IP address.
secondary The SNTP secondary server IP address.
poll-interval The polling interval range is between 30 and 99999 seconds.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure SNTP:

DGS-3200-10:4#config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Command: config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Success.

DGS-3200-10:4#

22-2 show sntp
Purpose

To display SNTP configuration.

Format

show sntp

Description

This command is used to display the current SNTP time source and configuration.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To show SNTP:
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DGS-3200-10:4#show sntp

Command: show sntp

Current Time Source : System Clock
SNTP : Disabled
SNTP Primary Server :10.1.1.1

SNTP Secondary Server : 10.1.1.2
SNTP Poll Interval : 30 sec

DGS-3200-10:4#

22-3 enable sntp

Purpose

To turn on SNTP support.
Format

enable sntp
Description

This command is used to turn on SNTP support.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To enable SNTP:

DGS-3200-10:4#enable sntp

Command: enable sntp

Success.

DGS-3200-10:4#

22-4 disable sntp
Purpose

To turn off SNTP support.
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Format

disable sntp
Description

This command is used to turn off SNTP support.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable SNTP:

DGS-3200-10:4#disable sntp

Command: disable sntp

Success.

DGS-3200-10:4#

22-5 config time
Purpose

To configure the time and date settings of the device.

Format

config time <date ddmthyyyy> <time hh:mm:ss>

Description

This command is used to change the time settings.

Parameters
Parameters Description
date The system clock date.
time The system clock time.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the time;
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DGS-3200-10:4# config time 30jun2003 16:30:30
Command: config time 30jun2003 16:30:30

Success.

DGS-3200-10:4#

22-6 config time_zone
Purpose

To configure the time zone of the device.

Format
config time_zone {operator [+ | -] | hour <gmt_hour 0-13> | min <minute 0-59>}
Description
This command is used to change time zone settings.
Parameters
Parameters Description
operator The operator of the time zone.
+ : positive
- I negative.
hour The hour setting of the time zone.
min The minute setting of the time zone.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the time zone:

DGS-3200-10:4#config time_zone operator + hour 2 min 30

Command: config time_zone operator + hour 2 min 30

Success.

DGS-3200-10:4#
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22-7 config dst
Purpose

To configure Daylight Saving Time on the device.

Format

config dst [disable | repeating {s-week <start_week 1-4last> | s-day <start_weekday sun-sat> |
s-mth <start_mth 1-12> | s-time <start_time hh:mm> | e-week <end_week 1-4 last> | e-day
<end_weekday sun-sat> | e-mth <end_mth 1-12> | e-time <end_time hh:mm> | offset [30 | 60 | 90 |
120]} | annual {s-date <start_date 1-31> | s-mth <start_mth 1-12> | s-time <start_time hh:mm> |
e-date <end_date 1-31> | e-mth <end_mth 1-12> | e-time <end_time hh:mm> | offset [30 | 60 | 90 |
1201}

Description

This command is used to configure Daylight Saving Time settings.

Parameters
Parameters Description

disable Disable the DST of the switch .

repeating Set the DST to repeating mode .

annual Set the DST to annual mode.

s_week, e_week Configure the start/end week number of DST.

s_day, e_day Configure the start/end day number of DST.

s_mth, e_mth Configure the start/end month number of DST.

s_time, e_time Configure the start/end time of DST.

s_date, e_date Configure the start/end date of DST

offset Indicate the number of minutes to add or to subtract during
summertime. The range of offsets are 30, 60, 90, and 120. The default
value is 60.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure daylight saving time to start on the second week, on Tuesday, in April, at 15:00 and end on

the second week, on Wednesday, in October, at 15:30:

DGS-3200-10:4#config dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week
2 e_day wed e_mth 10 e_time 15:30 offset 30
Command: config dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e

_day wed e_mth 10 e_time 15:30 offset 30
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Success.

DGS-3200-10:4#

22-8 show time
Purpose

To display time states.

Format

show time

Description

This command is used to display current time states.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To show the current time settings:

DGS-3200-10:4#show time

Command: show time

Current Time Source : System Clock

Boot Time : 1 Jan 2000 00:00:00

Current Time : 1 Jan 2000 07:26:28

Time Zone : GMT +00:00

Daylight Saving Time : Disabled
Offset in Minutes: 60

Repeating From : Apr 2nd Tue 15:00
To : Oct last Sun 00:00
Annual From : 29 Apr 00:00
To : 12 Oct 00:00

DGS-3200-10:4#
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23 Jumbo Frame Command List

enable jumbo_frame

disable jumbo_frame

show jumbo_frame

23-1 enable jumbo_frame

Purpose

To enable support of Jumbo Frames.

Format

enable jumbo_frame

Description

This command is used to enable support of Jumbo Frames.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable Jumbo Frames:

DGS-3200-10:4#enable jumbo_frame

Command: enable jumbo_frame

The maximum size of Jumbo Frame is 10240 Bytes.

Success.

DGS-3200-10:4#

23-2 disable jumbo_frame

Purpose

To disable support of Jumbo Frames.

Format

disable jumbo_frame
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Description

This command is used to disable support of Jumbo Frames.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable Jumbo Frames:

DGS-3200-10:4#disable jumbo_frame

Command: disable jumbo_frame

Success.

DGS-3200-10:4#

23-3 show jumbo_frame
Purpose

To display the Jumbo Frames configuration.

Format

show jumbo_frame

Description

This command is used to display the Jumbo Frames configuration.

Parameters

None.

Restrictions

None.

Example

To display the Jumbo Frames configuration:
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DGS-3200-10:4#show jumbo_frame

Command: show jumbo_frame

Jumbo Frame State : Disabled

Maximum Frame Size : 1536 Bytes

DGS-3200-10:4#
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24 Single IP Management Command List

enable sim

disable sim

show sim { [ candidates { <candidate_id 1-100>} | members { <member_id 1-32>} | group {commander_mac

<macaddr>} | neighbor ]}

reconfig { member_id <value 1-32> | exit }

config sim_group [ add <candidate_id 1-100> { <password>} | delete <member_id 1-32>]

config sim[ [commander { group_name <groupname 64>} | candidate] |

dp_interval <sec 30-90> | hold_time <sec 100-255> ]

download sim_ms [firmware_from_tftp | configuration_from_tftp] {<ipaddr> <path_filename> {[ members
<mslist 1-32> | all]}}

upload sim_ms [configuration_to_tftp | log_to_tftp] {<ipaddr> <path_filename> {members <mslist> | all}}

config sim trap [enable | disable]

24-1 enable sim
Purpose

To enable single IP management.

Format

enable sim

Description

This command is used to configure the single IP management on the switch as enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To enable single IP management:

DGS-3200-10:4#enable sim

Command: enable sim

Success.

DGS-3200-10:4#

24-2 disable sim
Purpose

To disable single IP management on the switch.

Format

disable sim

Description

This command is used to configure the single IP management on the switch as disabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable single IP management:

DGS-3200-10:4#disable

Command: disable sim

Success.

DGS-3200-10:4#

24-3 show sim
Purpose

To display the current information of the specific sorts of devices.
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Format
show sim { [ candidates { <candidate_id 1-100>} | members { <member _id 1-32>} | group
{commander_mac <macaddr>} | neighbor ]}
Description
This command is used to display the information of the specific sorts of devices including of self, candidate,
member, group, and neighbor.
Parameters
Parameters Description
candidates Specify the candidate devices.
members Specify the member devices.
group Specify other group devices.
neighbor Specify other neighbor devices.

Restrictions

Only Administrator-level users can issue this command.

Examples

To show the self information in detail:

DGS-3200-10:4#show sim

Command: show sim

SIM Version : VER-1.61
Firmware Version : Build 1.50.B008

Device Name

MAC Address : 00-35-26-11-11-00
Capabilities L2

Platform : DGS-3200-10 L2 Switch
SIM State : Disabled

Role State : Candidate

Discovery Interval : 30 sec

Hold Time : 100 sec

Trap : Enabled

DGS-3200-10:4#
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To show the candidate information in summary:

DGS-3200-10:4#show sim candidate

Command: show sim candidate

ID MAC Address Platform / Hold Firmware Device Name
Capability Time Version
1 00-01-02-03-04-00DGS-3200-10 L2 Switch 40 1.50-B008 aaaaaaaaaaaaaaaa
bbbbbbbbbbbbbbb
2 00-55-55-00-55-00 DES-3326SR L3 Switch 140 4.00-B15 default master

Total Entries: 2

DGS-3200-10:4#

To show the member information in summary:

DGS-3200-10:4#show sim member

Command: show sim member

ID MAC Address Platform / Hold Firmware Device Name
Capability Time Version
1 00-01-02-03-04-00 DGS-3200-10 L2 Switch 40 1.50-B008 aaaaaaaaaaaaaaaa
bbbbbbbbbbbbbbb
2 00-55-55-00-55-00 DES-3326SR L3 Switch 140 4.00-B15 default master

Total Entries: 2

DGS-3200-10:4#
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To show other groups information in summary:

DGS-3200-10:4#show sim group

Command: show sim group

SIM Group Name : default

ID MAC Address Platform / Hold Firmware Device Name

Capability Time Version

*1 00-01-02-03-04-00 DGS-3200-10 L2 Switch 40 1.50-B008 aaaaaaaaaaaaaaaa
bbbbbbbbbbbbbbb

2 00-55-55-00-55-00

SIM Group Name : SIM2

ID MAC Address Platform / Hold Firmware Device Name

Capability Time Version

*1 00-01-02-03-04-00 DGS-3200-10 L2 Switch 40 1.50-B008 aaaaaaaaaaaaaaaa
bbbbbbbbbbbbbbb

2 00-55-55-00-55-00

“*” means commander switch.

DGS-3200-10:4#
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To show an SIM neighbor table:

DGS-3200-10:4# show sim neighbor

Command: show sim neighbor

Neighbor Table

Port MAC Address Role

23 00-35-26-00-11-99 Commander
23 00-35-26-00-11-91 Member

24 00-35-26-00-11-90 Candidate

Total Entries: 3

DGS-3200-10:4#

24-4 reconfig
Purpose

To re-Telnet to a member.

Format
reconfig { member_id <value 1-32> | exit }
Description
This command is used to re-Telnet to a member.
Parameters
Parameters Description
member_id Specify the serial number of a member.

Restrictions

Only Administrator-level users can issue this command.

Examples

To re-Telnet to a member:

DGS-3200-10:4#reconfig member_id 1

Command: reconfig member_id 1

DGS-3200-10:4#

Login:
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24-5 config sim_group

Purpose

To configure group information.

Format

config sim_group [ add <candidate_id 1-100> { <password>}

Description

This command is used to configure group information on the switch.

Parameters

| delete <member_id 1-32>]

Parameters

Description

candidate_id

Add a specific candidate to group.

password

The password of candidate if necessary.

member_id

Remove a specific member from group.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a member:

Please wait for ACK 111

SIM Config Success !I1!!1

Success.

DGS-3200-10:4#

DGS-3200-10:4# config sim_group add 2

Command: config sim_group add 2

To delete a member:
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DGS-3200-10:4# config sim_group delete 1

Command: config sim_group delete 1

Please wait for ACK I}

SIM Config Success !1!!

Success.

DGS-3200-10:4#

24-6 config sim
Purpose

To configure the role state and parameters of discovery protocol on the switch.

Format

config sim [ [ commander { group_name <groupname 64>} | candidate ] |dp_interval <sec 30-90> |

hold_time <sec 100-255> ]
Description

This command is used to configure the role state and parameters of discovery protocol on the switch.
Parameters

Parameters Description

commander Transfer role to commander.

group_name If commander, a user can update the name of a group.

candidate Transfer role to candidate.

dp_interval The time in seconds between discovery.

hold_time The time in seconds the device holds the discovery resullt.

Restrictions

Only Administrator-level users can issue this command.

Examples

To transfer to commander:

DGS-3200-10:4# config sim commander

Command: config sim commander

Success.

DGS-3200-10:4#
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To transfer to candidate:

DGS-3200-10:4# config sim candidate

Command: config sim candidate

Success.

DGS-3200-10:4#

To update name of group:

DGS-3200-10:4#config sim commander group_name mygroup

Command: config sim commander group_name mygroup

Success.

DGS-3200-10:4#

To change the time interval of discovery protocol:

DGS-3200-10:4# config sim dp_interval 30

Command: config sim dp_interval 30

Success.

DGS-3200-10:4#

To change the hold time of discovery protocol:

DGS-3200-10:4# config sim hold_time 200

Command: config sim hold_time 200

Success.

DGS-3200-10:4#

24-7 download sim_ms
Purpose

To download firmware or configuration to indicated device.

Format

download sim_ms [firmware_from_tftp | configuration_from_tftp] {<ipaddr> <path_filename>
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{[members <mslist 1-32> | all]}}

Description

This command is used to download firmware or configuration from a TFTP server to indicated devices.

Parameters
Parameters Description

firmware_from_tftp Specify to download firmware from a TFTP server.

configuration_from_tftp |Specify to download configuration from a TFTP server.

<ipaddr> Specify the IP address of a TFTP server.

<path_filename> Specify the file path of firmware or configuration to be sentto a TFTP
server.

members Specify a range of members which can download this firmware or
configuration.

all Specify all members which download this firmware or configuration.

Restrictions

Only Administrator-level users can issue this command.

Examples

To download firmware:

DGS-3200-10:4# download sim_ms configuration_from_tftp 10.55.47.1 D:\dwl600x.tfp

members 1

Commands: download sim_ms configuration_from_tftp 10.55.47.1 D:\dwl600x.tfp

members 1

This device is updating firmware. Please wait...

Download Status

ID MAC Address Result

1 00-01-02-03-04-00 Success
2 00-07-06-05-04-03 Fail
3 00-07-06-05-04-04 Fail

DGS-3200-10:4#

189




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

To download configuration:
DGS-3200-10:4# download sim_ms configuratin_from_tftp 10.55.47.1 D:\test.txt 1

Commands: download sim_ms configuratin_from_tftp 10.55.47.1 D:\test.txt 1

<new page>

This device is updating configuration. Please wait...

Download Status

ID MAC Address Result

1 00-01-02-03-04-00 Success

2 00-07-06-05-04-03 Fail
3 00-07-06-05-04-03 Fail

DGS-3200-10:4#

24-8 upload sim_ms
Purpose

To upload a configuration file to a TFTP server.

Format

upload sim_ms [configuration_to_tftp | log_to_tftp] {<ipaddr> <path_filename> {members <mslist>
| all}}

Description

This command is used to upload a configuration file from indicated devices to a TFTP server.

Parameters
Parameters Description
configuration_to_ftp |Specify to upload configuration to a TFTP server.
log_to_tftp Specify to upload a log to a TFTP server.
<ipaddr> Specify the IP address of a TFTP server.
<path_filename> Specify the file path to store a configuration file to be sentto a TFTP
server.
members Specify the member which can upload its configuration file.
all Specify all members which upload its configuration.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To upload a configuration file:

DGS-3200-10:4#upload sim_ms configuration_to_tftp 10.55.47.1
D:\configuration.txt members 1
Command: upload sim_ms configuration_to_tftp 10.55.47.1 D:\configuration.txt

members 1

Done.

DGS-3200-10:4#

24-9 config sim trap
Purpose

To control sending of traps issued from the member switch.

Format

config sim trap [ enable | disable ]

Description

This command is used to control the sending of traps issued from a member switch.

Parameters
Parameters Description
trap Enable or disable the trap state. The default state is enable.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable a SIM trap:

DGS-3200-10:4#config sim trap disable

Command: config sim trap disable

Success.

DGS-3200-10:4#
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25 Safeguard Engine Command List

config safeguard_engine { state [enable | disable] | utilization{rising <value 20-100> | falling <value

20-100>}| trap_log [enable | disable] | mode [ strict | fuzzy]}

show safeguard_engine

25-1 config safeguard_engine
Purpose

To configure the safeguard engine.

Format

config safeguard_engine { state [enable | disable] | utilization{rising <value 20-100> | falling <value

20-100>}| trap_log [enable | disable] | mode [ strict | fuzzy]}
Description
Use this command to configure the safeguard engine for the system.

Parameters

Parameters Description

state Configure the safeguard engine state to enable or disable.

trap_log Configure the state of safeguard engine related trap/log
mechanism to enable or disable. If set to enable, trap and log will
be active while the safeguard engine current mode is changed. If
set to disable, current mode change will not trigger trap and log

events.

mode Determine the controlling method of broadcast traffic.

Here are two modes (strict and fuzzy). In strict, the Switch will
stop receiving all ‘ARP not to me’ packets (the protocol address of
target in ARP packet is the Switch itself). That means no matter
what reasons cause the high CPU utilization (may not caused by
ARP storm), the Switch reluctantly processes any 'ARP not to me’
packets in exhausted mode. In fuzzy mode, the Switch will adjust

the bandwidth dynamically depend on some reasonable algorithm.

utilization Configure the safeguard engine threshold.
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rising Configure the utilization rising threshold. The
range is between 20%-100%. If the CPU
utilization is over the rising threshold, the

switch enters exhausted mode.

falling Configure the utilization falling threshold. The
range is between 20%-100%. If the CPU

utilization is lower than the falling threshold,

the switch enters normal mode.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the safeguard engine:

DGS-3200-10:4#config safeguard_engine state enable utilization rising 50 falling
30 trap_log enable
Command: config safeguard_engine state enable utilization rising 50 falling 30

trap_log enable

Success.

DGS-3200-10:4#

25-2 show safeguard_engine
Purpose

To show safeguard engine information.

Format

show safeguard_engine

Description

Use this command to display safeguard engine information.

Parameters

None.

Restrictions

None.
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Examples

To display safeguard engine information:

DGS-3200-10:4#show safeguard_engine

Command: show safeguard_engine

Safeguard Engine State : Disabled

Safeguard Engine Current Status : Normal Mode

CPU Utilization Information:
Rising Threshold : 30%
Falling Threshold : 20%
Trap/Log State : Disabled

Mode : Fuzzy

DGS-3200-10:4#

Note: The safeguard engine current status has two modes: exhausted and normal mode.
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26 Debug Software Command List

debug address_binding [event |dhcp |all] state [enable|disable]

no debug address_binding

debug show address_binding binding_state table [nd_snooping | dhcpv6_snooping]

debug error_log [dump | clear | upload_toTFTP {<ipaddr> <path_filename 64>}]

debug buffer [utilization | dump | clear | upload_toTFTP <ipaddr> <path_filename 64>]

debug output [module <module_list> | all] [buffer | console]

debug config error_reboot [enable | disable]

debug show status {module <module_list>}

debug config state [enable | disable]

debug show error_reboot state

debug dhcpv6_client state enable

debug dhcpv6_client state disable

debug dhcpv6_client output [buffer | console]

debug dhcpv6_client packet [all | receiving | sending] state [enable | disable]

debug dhcpv6_relay state enable

debug dhcpv6_relay state disable

debug dhcpv6_relay output [buffer | console]

debug dhcpv6_relay packet [all | receiving | sending] state [enable | disable]

debug dhcpv6_relay hop_count state [enable | disable]

26-1 debug address_binding
Purpose

To start the IMPB debug when the IMPB module receives an ARP/IP packet or a DHCP packet.

Format

debug address_binding [event |[dhcp |all] state [enable|disable]

Description

This command is used to start the IMPB debug when the IMPB module receives an ARP/IP packet or a

DHCP packet.
Parameters
Parameters Description
event Specify to display the debug messages when the IMPB module
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receives ARP/IP packets.

dhcp Specify to display the debug messages when the IMPB module
receives DHCP packets.

all Specify to display all debug messages.

state Enable or disable the IMPB debug state.

Restrictions

Only Administrator-level users can issue this command.
Examples

To print out all debug IMPB messages:

DGS-3200-10:4# debug address_binding all state enable

Command: debug address_binding all state enable

Success.

DGS-3200-10:4#

26-2 no debug address_binding
Purpose
To stop the IMPB debug starting when the IMPB module receives an ARP/IP packet or a DHCP packet.
Format
no debug address_binding
Description

This command is used to stop the IMPB debug starting when the IMPB module receives an ARP/IP packet
or a DHCP packet.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To stop IMPB debug: starting when the IMPB module receives an ARP/IP or DHCP packet:

DGS-3200-10:4# no debug address_binding

Command: no debug address_binding

Success.
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DGS-3200-10:4#

26-3 debug show address_binding binding_state_table
Purpose
To show the binding state of the entries in the BST.
Format
debug show address_binding binding_state table [nd_snooping | dhcpv6_snooping]
Description

The command is used to show the ND snooping and DHCPv6 BST (Binding State Table).

Parameters
Parameters Description
nd_snooping Specify to display the ND snooping BST.
dhcpv6_snooping Specify to display the DHCPV6 snooping BST.

Restrictions

Only Administrator-level users can issue this command.
Examples

To show the DHCPV6 snooping binding state of entries in BST:

DGS-3200-10:4# debug show address_binding binding_state table dhcpv6_snooping
Command:debug show address_binding binding_state_table dhcpv6_snooping
S (State) — S: Start, L: Live, D :Detection, R: Renew, B: Bound

Time — Expiry Time (sec)

IP Address MAC Address S Time Port
2001:2222:1111:7777:5555:6666:7777-:8888 00-00-00-00-00-02 S 50 5
2001::1 00-00-00-00-03-02 B 100 6

Total entries : 2

DGS-3200-10:4#

197



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

26-4 debug error_log
Purpose

To dump, clear or upload the software error log to a TFTP server.

Format

debug error_log [dump | clear | upload_toTFTP {<ipaddr> <path_filename 64>}]

Description

This command is used to dump, clear or upload the software error log to a TFTP server.

Parameters
Parameters Description

dump Display the debug message of the debug log.

clear Clear the debug log.

upload_toTFTP pload the debug log to a TFTP server specified by IP address.

<ipaddr> Specify the IPv4 address of the TFTP server.

<path_filename 64> The pathname specifies the DOS pathname on the TFTP server. It
can be a relative pathname or an absolute pathname. This value
can be up to 64 characters long.

Restrictions

Only Administrator-level users can issue this command.

Examples

To dump the error log:

DGS-3200-10:4#debug error_log dump

Command: debug error_log dump

# debug log: 1

# firmware version: 1.00.011
# level: CPU exception

# clock: 437453880 ms

# time : 2000-01-08 05:55:40

CPU EXCEPTION

Current Task = IP-Tic Stack Pointer = 4CFEA7AQ

Status : 1000FCO1 Interrupt enable Normal level

Cause : 00000008 TLB exception (load or instruction fetch)
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EPC : 80A0297C Addr : 00000008
Stack : 4CFEA7A0 Return : 80A02938

$0( $0) : 00000000 at( $1) : FFFFFFFE vO( $2) : 00000000 v1( $3) : 00000001
a0( $4) : 00000000 al( $5) : 4825B4A8 a2( $6) : 00000001 a3( $7) : 00000001
t0( $8) : 814D7FCC t1( $9) : 0000FCOO t2($10) : 828100C4 t3($11) : 00000017
t4($12) : 828100BC t5($13) : ACFEA430 t6($14) : 82810048 t7($15) : 00000000
SO($16) : 4825D94A s1($17) : 4825D890 s2($18) : 4825D949 s3($19) : 48250946
s4($20) : 00000000 s5($21) : 00000008 s6($22) : 81800000 s7($23) : 00090000
t8($24) : 00000000 t9($25) : FFFFFFCO kO($26) : 00000000 k1($27) : 00000000
op($28) : 8180ADAD sp($29) : ACFEA7AO Fp($30) : 00000001 ra($31) : 80A02938

->81150A58
->809B346C
->809E1DEC
->809D7E6GC
->80A038CC
->80A033B0
->80A0297C

DGS-3200-10:4#

To clear the error log:

DGS-3200-10:4# debug error_log clear

Command: debug error_log clear

Success.

DGS-3200-10:4#
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To upload the error log to TFTP server:

DGS-3200-10:4# debug error_log upload_toTFTP 10.0.0.90 debug-log.txt
Command: debug error_log upload_toTFTP 10.0.0.90 debug-log.txt

Connecting to server................... Done.

Upload configuration................... Done.

DGS-3200-10:4#

26-5 debug buffer
Purpose

To show the debug buffer's state, or dump, clear, or upload the debug buffer to a TFTP server.

Format

debug buffer [utilization | dump | clear | upload_toTFTP <ipaddr> <path_filename 64>]

Description

This command is used to show the debug buffer’s state, or dump, clear, or upload the debug buffer to a
TFTP server.

Note: When selecting to output to the debug buffer and there are debug messages being outputted, the
system memory pool will be used as the debug buffer. The functions which will use the system memory
pool resource may fail to execute command such as download and upload firmware, or save configuration.
If you want to execute these commands successfully, use the command debug buffer clear to release the

system’s memory pool resources manually first.

Parameters
Parameters Description

utilization Display the debug buffer’s state.

dump Display the debug message in the debug buffer.

clear Clear the debug buffer.

upload_toTFTP Upload the debug buffer to a TFTP server specified by IP address.

<ipaddr> Specify the IPv4 address of the TFTP server.

<path_filename 64> |The pathname specifies the DOS pathname on the TFTP server. It
can be a relative pathname or an absolute pathname. This value
can be up to 64 characters long.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To show the debug buffer’s state:

DGS-3200-10:4# debug buffer utilization

Command: debug buffer utilization

Allocate from: System memory
Total size : 2 MB
Utilization rate : 30%

DGS-3200-10:4#

To clear the debug buffer:

DGS-3200-10:4# debug buffer clear

Command: debug buffer clear

Success.

DGS-3200-10:4#

To upload the messages stored in debug buffer to TFTP server:

DGS-3200-10:4# debug buffer upload_toTFTP 10.0.0.90 debugcontent.txt
Command: debug buffer upload_toTFTP 10.0.0.90 debugcontent.txt

Connecting to server. ... .. _._.._..... Done.

Upload configuration...._._______._._._._..... Done.

DGS-3200-10:4#

26-6 debug output

Purpose

Format

To set a specified module’s debug message output to debug buffer or local console. If the user uses the

command in a Telnet session, the error message also is output to the local console.

debug output [module <module_list> | all] [buffer | console]

Description

This command is used to set a specified module’s debug message output to debug buffer or local console.
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If the user uses the command in a Telnet session, the error message also is output to the local console.
Note: When selecting to output to the debug buffer and there are debug messages being outputted, the
system memory pool will be used as the debug buffer. The functions which will use the system memory
pool resource may fail to execute command such as download and upload firmware, or save configuration.
If you want to execute these commands successfully, please use the command “debug buffer clear” to

release the system’s memory pool resources manually first.

Parameters
Parameters Description
<module_list> Specify the module list.
all Control output method of all modules.
buffer Direct the debug message of the module output to debug
buffer(default).
console Direct the debug message of the module output to local console.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set all module debug message outputs to local console:

DGS-3200-10:4# debug output all console

Command: debug output all console

Success.

DGS-3200-10:4#

26-7 debug config error_reboot
Purpose

To set if the switch needs to be rebooted when a fatal error occurs.

Format
debug config error_reboot [enable | disable]
Description

This command is used to set if the switch needs to be rebooted when a fatal error occurs. When the error
occurs, the watchdog timer will be disabled by the system first, and then all debug information will be saved
in NVRAM. If the error_reboot is enabled, the watchdog shall be enabled after all information is stored into
NVRAM.
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Parameters
Parameters Description
enable Need to reboot the Switch when fatal error happens.
disable Do not need to reboot the Switch when fatal error happens. The

system will hang-up for debug and enter the debug shell mode for

debug.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set the switch to not need a reboot when a fatal error occurs:

DGS-3200-10:4#debug config error_reboot disable

Command: debug config error_reboot disable

Success.

DGS-3200-10:4#

26-8 debug show status
Purpose
To show the specified module’s debug status.
Format
debug show status {module <module_list>}
Description

This command is used to show the debug handler state and the specified module’s debug status.

If the input module list is empty, the states of all registered modules which support debug module will be

shown.
Parameters
Parameters Description
<module_list> Specify the module lilst.

Restrictions

Only Administrator-level users can issue this command.

Examples

To show the specified module’s debug state:
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DGS-3200-10:4#debug show status module MSTP

Command: debug show status module MSTP

Debug Global State: Enabled

MSTP : Enabled

DGS-3200-10:4#

To show the debug state:

DGS-3200-10:4#debug show status

Command: debug show status

Debug Global State : Disabled
IMPB : Disabled
DHCPv6_RELAY : Disabled

DGS-3200-10:4#

26-9 debug config state
Purpose

To set the state of the debug.

Format

debug config state [enable | disable]

Description

This command is used to set the state of the debug.

Parameters
Parameters Description
enable Enable the debug state.
disable Disable the debug state.

Restrictions
Only Administrator-level users can issue this command.
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Examples

To set the debug state to disabled:

DGS-3200-10:4#debug config state disable

Command: debug config state disable

Success.

DGS-3200-10:4#

26-10 debug show error_reboot state
Purpose

To show the error reboot status.

Format

debug show error_reboot state

Description

This command is used to show the error reboot status.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To show the error reboot status.

DGS-3200-10:4#debug show error_reboot state

Command: debug show error_reboot state

Error Reboot: Enabled

DGS-3200-10:4#

26-11 debug dhcpv6_client state enable
Purpose

To enable the DHCPV6 client debug function.

205



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Format

debug dhcpv6_client state enable

Description

This command is used to enable the DHCPv6 client debug function.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To enabled the DHCPV6 client debug function:

DGS-3200-10:4#debug dhcpv6_client state enable

Command: debug dhcpv6_client state enable

Success.

DGS-3200-10:4#

26-12 debug dhcpv6_client state disable
Purpose

To disable the DHCPV6 client debug function.

Format

debug dhcpv6_client state disable

Description

This command is used to disable the DHCPV6 client debug function.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disabled the DHCPv6 client debug function:
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DGS-3200-10:4#debug dhcpv6_client state disable

Command: debug dhcpv6_client state disable

Success.

DGS-3200-10:4#

26-13 debug dhcpv6_client output
Purpose

To set debug message to output to buffer or console.

Format

debug dhcpv6_client output [buffer | console]

Description

This command is used to set debug message to output to buffer or console.

Parameters
Parameters Description
buffer Let the debug message output to buffer.
console Let the debug message output to console.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set debug information to output to console:

DGS-3200-10:4# debug dhcpv6_client output console

Command: debug dhcpv6_client output console

Success.

DGS-3200-10:4#

26-14 debug dhcpv6_client packet
Purpose

To enable or disable debug information flag for DHCPvV6 client packet, including packet receiving and

sending.
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Format

debug dhcpv6_client packet [all | receiving | sending] state [enable | disable]

Description

This command is used to enable or disable debug information flag for DHCPV6 client packet, including

packet receiving and sending.

Parameters
Parameters Description
all Set packet receiving and sending debug flags.
receiving Set packet receiving debug flag.
sending Set packet sending debug flag.
enable Enable the designated flags.
disable Disable the designated flags.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable DHCPv6client packet sending debug flags:

DGS-3200-10:4#debug dhcpv6_client packet sending state enable

Command: debug dhcpv6_client packet sending state enable

Success.

DGS-3200-10:4#

26-15 debug dhcpv6_relay state enable
Purpose

To enable DHCPV6 relay debug functions.

Format

debug dhcpv6_relay state enable

Description

This command is used to enable DHCPV6 relay debug functions.

Parameters

None.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To enabled the DHCPV6 relay debug function:

DGS-3200-10:4#debug dhcpv6_relay state enable

Command: debug dhcpv6_relay state enable

Success.

DGS-3200-10:4#

26-16 debug dhcpv6_relay state disable
Purpose

To disable DHCPV6 relay debug functions.

Format

debug dhcpv6_relay state disable

Description
This command is used to disable DHCPv6 relay debug functions.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable DHCPV6 relay debug functions:

DGS-3200-10:4# debug dhcpv6_relay state disable

Command: debug dhcpv6_relay state disable

Success.

DGS-3200-10:4#
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26-17 debug dhcpv6_relay output
Purpose

To set the debug message to output to a buffer or a console.

Format

debug dhcpv6_relay output [buffer | console]

Description

This command is used to set the debug message to output to a buffer or a console.

Parameters
Parameters Description
buffer Let the debug message output to buffer.
console Let the debug message output to console.

Restrictions

Only Administrator-level users can issue this command.
Examples

To set debug information to output to a console:

DGS-3200-10:4#debug dhcpv6_relay output console

Command: debug dhcpv6_relay output console

Success.

DGS-3200-10:4#

26-18 debug dhcpv6_relay packet
Purpose

To enable or disable the debug information flag of the DHCPV6 relay packet, including packets receiving

and sending.

Format

debug dhcpv6_relay packet [all | receiving | sending] state [enable | disable]

Description

This command is used to enable or disable the debug information flag of the DHCPV6 relay packet,

including packets receiving and sending.

210



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Parameters
Parameters Description
all Set packet receiving and sending debug flags.
receiving Set packet receiving debug flag.
sending Set packet sending debug flag.
enable Enable the designated flags.
disable Disable the designated flags.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enabled the DHCPV6 relay packet sending debug:

DGS-3200-10:4#debug dhcpv6_relay packet sending state enable

Command: debug dhcpv6_relay packet sending state enable

Success.

DGS-3200-10:4#

26-19 debug dhcpv6_relay hop_count state
Purpose

To enable or disable debug information flag about the hop count.

Format

debug dhcpv6_relay hop_count state [enable | disable]

Description

This command is used to enable or disable debug information flag about the hop count.

Parameters
Parameters Description
enable Specify to enable the hop count state.
disable Specify to disable the hop count state.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To enable debug information flag about the hop count:

DGS-3200-10:4#debug dhcpv6_relay hop_count state enable

Command: debug dhcpv6_relay hop_count state enable

Success.

DGS-3200-10:4#
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V. Layer 2

The Layer 2 section includes the following chapters: MSTP, FDB, MAC Notification, Mirror, VLAN/Protocol VLAN,
VLAN Trunking, Link Aggregation, LACP Configuration, Traffic Segmentation, Port Security, Static MAC-based VLAN,
and Port Egress Filter.

27 MSTP Command List

show stp

show stp instance {<value 0-15>}

show stp ports {<portlist>}

show stp mst_config_id

create stp instance_id <value 1-15>

delete stp instance_id <value 1-15>

config stp instance_id <value 1-15>[add_vlan|remove_vlan] <vidlist>

config stp mst_config_id {name <string> | revision_level <int>}

enable stp

disable stp

config stp version [ mstp | rstp | stp ]

config stp priority <value 0-61440> instance_id <value 0-15>

config stp {maxage <value 6-40> |
maxhops <value 6-40> |
hellotime <value 1-2> |
forwarddelay <value 4-30> |
txholdcount <value 1-10> |

fbpdu [ enable | disable] |}

config stp ports <portlist> {externalCost [auto | <value 1-200000000>] |
hellotime <value 1-2> |
migrate [yes | no] |
edge [true | false | auto] |
p2p [true | false | auto] |
state [enable | disable] |
restricted_role [true | false] |
restricted_tcn [true | false] |
fbpdu [enable | disable]}

config stp mst_ports <portlist> instance_id <value 0-15> {internalCost [ auto | <value
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1-200000000> ] | priority <value 0-240>}

config stp trap {new_root [enable|disable] | topo_change [enable | disable]}

27-1 show stp

Purpose

To display the MSTP information including parameter settings and operational values.
Format

show stp
Description

This command is used to display MSTP information including parameter settings and operational values.
Parameters

None.
Restrictions

None.

Examples

To display STP:
DGS-3200-10:4#show stp

Command: show stp

STP Bridge Global Settings

STP Status : Enabled
STP Version : MSTP
Max Age - 20
Forward Delay : 15

Max Hops - 20

TX Hold Count 3
Forwarding BPDU : Enabled
New Root Trap : Enabled

Topology Change Trap: Disabled

DGS-3200-10:4#

214



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

27-2 show stp instance
Purpose

To display each instance parameter setting.

Format

show stp instance {<value 0-15>}

Description

This command is used to display each instance parameters settings. Value means the instance ID, if there

is no input of this value, all instances will be shown.

Parameters
Parameters Description
instance MSTP instance ID. Instance 0 represents the default instance: CIST.
The bridge supports a total 16 Instance (0-15) at most.

Restrictions

None.

Examples

To display STP instances:
DGS-3200-10:4#show stp instance

Command: show stp instance

STP Instance Settings

Instance Type > CIST
Instance Status : Enabled
Instance Priority : 32768(bridge priority : 32768, sys ID ext : 0 )

STP Instance Operational Status

Designated Root Bridge : 32768/00-22-22-22-22-00

External Root Cost : 0

Regional Root Bridge : 32768/00-22-22-22-22-00
Internal Root Cost : 0

Designated Bridge : 32768/00-22-22-22-22-00
Root Port : None

Max Age : 20

Forward Delay : 15
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Last Topology Change 1 2430
Topology Changes Count : O

DGS-3200-10:4#

27-3 show stp ports
Purpose

To display port information including parameter settings and operational values.

Format
show stp ports {<portlist>}
Description
This command is used to display each port's parameter settings. If the portlist is not input, all ports will be
shown. If there are multi instances on this bridge, the parameters of the port on different instances will be
shown.
Parameters
Parameters Description
ports Show parameters of the designated port numbers which are
distinguished from the parameters of the bridge.
portlist One of the CLI Value Types, restricts the input value and format
of the ports.

Restrictions
None.
Examples

To show STP ports:
DGS-3200-10:4#show stp ports

Command: show stp ports

MSTP Port Information

Port Index S , Hello Time: 2 /2 , Port STP : Enabled ,
External PathCost : Auto/200000 , Edge Port : False/No , P2P : Auto/Yes
Port RestrictedRole : False, Port RestrictedTCN : False

Port Forward BPDU : Enabled

MSTI Designated Bridge Internal PathCost Prio Status Role
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0 N/A 200000 128 Disabled Disabled
2 N/A 200000 128 Disabled Disabled

DGS-3200-10:4#

27-4 show stp mst_config_id
Purpose

To display the MSTI configuration ID information including parameter settings and operational values.
Format
show stp mst_config_id

Description

This command is used to display the Configuration Name, Revision Level, MSTI ID, and the VID List. The

default Configuration Name is the MAC address of the bridge.

Parameters
Parameters Description
mst_config_id If two bridges have the same three elements in mst_config_id , that
means they are in the same MST region.

Restrictions

None.

Examples

To display the MST configuration ID:
DGS-3200-10:4#show stp mst_config_id

Command: show stp mst_config_id

Current MST Configuration ldentification

Configuration Name : 00-22-22-22-22-00 Revision Level :0
MSTI ID Vid list
CIST 1-4094

DGS-3200-10:4#
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27-5 create stp instance_id
Purpose

To create an MST Instance without previously mapping the corresponding VLANS.

Format

create stp instance_id <value 1-15>

Description

This command is used to create an MSTI on the switch.

Parameters
Parameters Description
instance_id MSTP instance ID. Instance 0 represents a default instance, CIST.
The DUT supports 16 Instance (0-15) at most.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an MSTP instance:

DGS-3200-10:4#create stp instance_id 2

Command: create stp instance_id 2

Success.

DGS-3200-10:4#

27-6 delete stp instance_id
Purpose

To delete an MST instance.
Format

delete stp instance_id <value 1-15>
Description

This command is used to delete the specified MST Instance. CIST (Instance 0) cannot be deleted and you

can only delete one instance at a time.

Parameters

Parameters Description
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instance_id MSTP instance ID. Instance O represents the default instance, CIST.

The DUT supports 16 instances (0-15) at most.

Restrictions
Only Administrator-level users can issue this command.
Examples

To delete an MSTP instance:

DGS-3200-10:4#delete stp instance_id 2

Command: delete stp instance_id 2

Success.

DGS-3200-10:4#

27-7 config stp instance _id
Purpose
To map or remove the VLAN range of the specified MST instance for an existing MST instance.
Format
config stp instance_id <value 1-15>[add_vlan|remove_vlan] <vidlist>
Description

There are two different action types to deal with an MST instance. They are listed as follows:
e add_vlan: To map specified VLAN lists to an existing MST instance..

e remove_vlan: To delete specified VLAN lists from an existing MST instance.

Parameters
Parameters Description
instance_id MSTP instance ID. Instance 0 represents a default instance, CIST.
The DUT supports 16 instances (0-15) at most.
add_vlan Specify the VLAN ID range from mapping MSTI add.
remove_vlan Specify the VLAN ID range from mapping MSTI remove.
vidlist Specify to assign the VLAN ID range.

Restrictions
Only Administrator-level users can issue this command.
Examples

To map a VLAN ID to an MSTP instance:
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DGS-3200-10:4# config stp instance_id 2 add_vlan 1-3

Command: config stp instance_id 2 add_vlan 1-3

Success.

DGS-3200-10:4#

To remove a VLAN ID from an MSTP instance:

DGS-3200-10:4#config stp instance_id 2 remove_vlan 2

Command: config stp instance_id 2 remove_vlan 2

Success.

DGS-3200-10:4#

27-8 config stp mst_config_id
Purpose

To change the name or revision level of the MST configuration identification.
Format

config stp mst_config_id { name <string> | revision_level <int 0-65535> }
Description

This command is used to configure a configuration name or revision level in the MST configuration

identification. The default configuration name is the MAC address of the bridge.

Parameters
Parameters Description
name The name given for a specified MST region.
revision_level The same given name with a different revision level also represents a
different MST region.

Restrictions

Only Administrator-level users can issue this command.

Examples

To change the name and revision level of the MST configuration identification:
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DGS-3200-10:4#config stp mst_config_id name R&_BlockG revision_level 1

Commands: config stp mst_config_id name R&D_BlockG revision_level 1

Success.

DGS-3200-10:4#

27-9 enable stp

Purpose

To enable STP globally.
Format

enable stp
Description

This command is used to enable STP. The default setting is disabled.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To enable STP:

DGS-3200-10:4#enable stp

Command: enable stp

Success.

DGS-3200-10:4#

27-10 disable stp
Purpose

To disable STP globally.

Format

disable stp
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Description

To disable STP functionality in every existing instance.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable STP:

DGS-3200-10:4#disable stp

Command: disable stp

Success.

DGS-3200-10:4#

27-11 config stp version
Purpose

To configure the STP run version.

Format

config stp version [ mstp | rstp | stp ]

Description

This command is used to configure the STP run version. The default setting is RSTP.

Parameters
Parameters Description
version To decide to run under which version of STP.
mstp This stands for Multiple Spanning Tree Protocol.
rstp This stands for Rapid Spanning Tree Protocol.
stp This stands for Spanning Tree Protocol.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the STP version:
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Success.

DGS-3200-10:4#

DGS-3200-10:4#config stp version mstp

Command: config stp version mstp

27-12 config stp priority

Purpose

To configure MSTI associate priority for the MSTP.

Format

config stp priority <value 0-61440> instance_id <value 0-15>

Description

This command is used to configure MSTI associate priority for the MSTP.

Parameters
Parameters Description
priority The bridge priority value must be divisible by 4096.
instance_id An identifier to distinguish between different STP instances.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the STP instance ID:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config stp priority 61440 instance_id 0

Command: config stp priority 61440 instance_id O

27-13 config stp

Purpose

To configure the MSTP status on the switch.
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Format

config stp { maxage <value 6-40> | maxhops <value 6-40> | hellotime <value 1-2> | forwarddelay

<value 4-30> | txholdcount <value 1-10> | fbpdu [ enable | disable]}

Description

This command is used to configure the MSTP status on the switch.

Parameters
Parameters Description

maxage Use to determine if a BPDU is valid. The default value is 20.

maxhops Use to restrict the forwarded times of one BPDU. The default
value is 20.

hellotime The default value is 2. This is a per-Bridge parameter in RSTP,
it is existed only in STP/RSTP Mode..

forwarddelay The maximum delay time for one BPDU to be transmitted by a
bridge and received from another bridge. The default value is
15.

txholdcount Use to restrict the numbers of BPDU transmitted in a time
interval (per Hello Time) .

fopdu Use to decide if the Bridge will flood STP BPDU when STP
functionality is disabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure STP:

DGS-3200-10:4#config stp maxage 10 maxhops 4 forwarddelay 15

Command: config stp maxage 10 maxhops 4 forwarddelay 15

Success.

DGS-3200-10:4#

27-14 config stp ports
Purpose

To configure STP command port parameters on the switch.
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Format
config stp ports <portlist> {externalCost [auto | <value 1-200000000>] | hellotime <value 1-2> |
migrate [yes | no] | edge [true | false | auto] | p2p [true | false | auto] | state [enable | disable] |
restricted_role [true | false] | restricted_tcn [true | false] | fbpdu [enable | disable]}
Description
This command is used to configure STP command port parameters on the switch.
Parameters
Parameters Description
portlist One of the CLI Value Types, restricts the input value and format of the

ports.

externalCost

The path cost between the MST regions from the transmitting Bridge
to the CIST Root Bridge. It is only used at CIST level.

hellotime The default value is 2 . This is a per-Bridge parameter in RSTP, but it
becomes a per-Port parameter in MSTP.

migrate Operation of management in order to specify the port to send MSTP
BPDU for a delay time.

edge Decide if this port is connected to a LAN or a bridged LAN. In auto
mode, the bridge will delay for a period to become edge port if no
bridge BPUD is received.

p2p Decide if this port is in Full-Duplex or Half-Duplex mode.

state Decide if this port supports the STP functionality.

restricted_role

Decide if this port is to be selected as Root Port or not.
true - Decide that this port is not to be selected as Root Port.
false - Decide that this port is to be selected as Root Port. This is the

default.

restricted_tcn

Decide if this port is to propagate a topology change or not.
true - Specify not to propagate a topology change.

false - Specify to propagate a topology change. This is the default.

fbpdu

Decide if this port will flood STP BPDU when STP functionality is
disabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To config STP ports:
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Success.

DGS-3200-10:4#

DGS-3200-10:4#config stp ports 1 externalCost auto

Command: config stp ports 1 externalCost auto

27-15 config stp mst_ports

Purpose

To configure the MSTI STP port status for a port list on the switch.

Format
config stp mst_ports <portlist> instance_id <value 0-15> { internalCost [ auto | <value
1-200000000> ] | priority <value 0-240>}
Description
This command is used to configure the MSTI STP port status for a port list on the switch.
Parameters
Parameters Description
mst_ports Distinguished from the parameters of ports only at the CIST level.
portlist One of the CLI value types, restricts the input value and format of the
ports.
instance_id Instance = 0 represents CIST, Instance from 1 to 15 represents
MSTI 1 to MSTI 15 .
internalCost The port path cost used in MSTP.
priority The port priority.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure STP MST ports:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config stp mst_ports 1 instance_id 0 internalCost auto

Command: config stp mst_ports 1 instance_id O internalCost auto
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27-16 config stp trap
Purpose

To configure the sending state for STP traps.

Format

config stp trap { new_root [enable | disable] topo_change [enable |disable]}
Description

This command is used to configure the sending state for STP traps..

Parameters
Parameters Description
new_root Enable or disable the sending of new root traps. The default state is
enabled.
topo_change Enable or disable the sending of topology change traps. The default
state is enabled.

Restrictions

Only Administrator-level users can issue this command.
Examples

To configure the sending state for STP traps:

DGS-3200-10:4#config stp trap new_root disable

Command: config stp trap new_root disable

Success.

DGS-3200-10:4#
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28 FDB Command List

create fdb <vlan_name 32> <macaddr> [port <port> | drop]

create fdb vlanid <vidlist> <macaddr> [port <port> | drop]

create multicast_fdb <vlan_name 32> <macaddr>

config multicast_fdb <vlan_name 32> <macaddr> [add | delete] <portlist>

config fdb aging_time <sec 10-875>

config multicast vlan_filtering_mode [vlanid <vidlist>|vlan <vlan_name 32>|all]

[forward_unregistered_groupsiyfilter_unregistered_groups]

delete fdb<vlan_name 32> <macaddr>

clear fdb [vlan <vlan_name 32> | port <port>| all ]

show multicast_fdb { vlan <vlan_name 32> | mac_address <macaddr>}

show fdb {[port <port>| vlan <vlan_name 32> | mac_address <macaddr> | static | aging_time |

security]}

show multicast vlan_filtering_mode {vlanid <vidlist>|vlan <vlan_name 32>}

28-1 create fdb
Purpose

To create a static entry to the unicast MAC address forwarding table (database).

Format

create fdb <vlan_name 32> <macaddr> [port <port> | drop]

Description

This command is used to make an entry into the switch’s unicast MAC address forwarding database.

Parameters
Parameters Description

<vlan_name 32> Specify a VLAN name associated with a MAC address.

macaddr The MAC address to be added to the static forwarding table.

port The port number corresponding to the MAC destination address. The
Switch will always forward traffic to the specified device through this
port.

drop Specify to have the Switch to drop traffic.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To create an unicast MAC forwarding:
DGS-3200-10:4#create fdb default 00-00-00-00-01-02 port 5

Command: create fdb default 00-00-00-00-01-02 port 5

Success.

DGS-3200-10:4#

28-2 create fdb vlanid
Purpose

To create an entry into the switch’s unicast MAC address forwarding database using the VLAN ID.

Format

create fdb vlanid <vidlist> <macaddr> [port <port> | drop]

Description

This command is used to create an entry into the switch’s unicast MAC address forwarding database using

the VLAN ID.
Parameters
Parameters Description

<vidlist> Specify the VLAN ID.

<macaddr> Specify the MAC address to be added to the static forwarding
table.

port Specify the port number corresponding to the MAC destination
address.

drop Specify to have the Switch drop traffic.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an unicast MAC forwarding:

DGS-3200-10:4# create fdb vlanid 1 00-11-22-33-44-55 port 1
Command: create fdb vlanid 1 00-11-22-33-44-55 port 1

Success.

DGS-3200-10:4#
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28-3 create multicast_fdb
Purpose

To create a static entry to the multicast MAC address forwarding table (database).

Format

create multicast_fdb <vlan_name 32> <macaddr>

Description

This command is used to make an entry into the switch’s multicast MAC address forwarding database.

Parameters
Parameters Description
vlan_name 32 The name of the VLAN on which the MAC address resides.
The maximum length is 32.
macaddr The multicast MAC address to be added to the static forwarding table.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create multicast MAC forwarding:

DGS-3200-10:4# create multicast_fdb default 01-00-5E-00-00-00
Command: create multicast_fdb default 01-00-5E-00-00-00

Success.

DGS-3200-10:4#

28-4 config multicast_fdb
Purpose

To configure the switch’s multicast MAC address forwarding database.

Format

config multicast_fdb <vlan_name 32> <macaddr> [add | delete] <portlist>

Description

This command is used to configure the multicast MAC address forwarding table.
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Parameters
Parameters Description
vlan_name 32 The name of the VLAN on which the MAC address resides.
The maximum name length is 32.
macaddr The MAC address that will be added or deleted to the forwarding table.
portlist Specifiy a range of ports to be configured.
add Specify to add a range of ports.
delete Specify to delete a range of ports.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add multicast MAC forwarding:

DGS-3200-10:4# config multicast_fdb default 01-00-5E-00-00-00 add 1-5
Command: config multicast_fdb default 01-00-5E-00-00-00 add 1-5

Success.

DGS-3200-10:4#

28-5 config fdb aging_time
Purpose

To configure the switch’s MAC address aging time.

Format

config fdb aging_time <sec 10-875>

Description

This command is used to set the age-out timer for the switch’s dynamic unicast MAC address forwarding

tables.
Parameters
Parameters Description
aging_time Specify the time, in seconds, that a dynamically learned MAC address

will remain in the switch’s MAC address forwarding table, without

being accessed, before being dropped from the database.

The range of the value is 10 to 875. The default value is 300.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure MAC address aging time:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config fdb aging_time 300
Command: config fdb aging_time 300

28-6 config multicast vlan_filtering_mode

Purpose

To configure the multicast packet filtering mode for VLANSs.

Format

config multicast vlan_filtering_mode [vlanid <vidlist>|vlan <vlan_name 32> |all]

[forward_unregistered_groupsifilter_unregistered_groups]

Description

This command is used to configure the multicast packet filtering mode for VLANS.

Parameters
Parameters Description
vlanid Specify a VLAN ID list to set.
vlan Spcify a VLAN name to set.
all Specify all VLANS to set.
forward_unregistered_groups|The filtering mode can be forward _unregistered_groups, or
filter_unregistered_groups  [filter_unregistered_groups.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the multicast packet filtering mode for all VLAN:
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DGS-3200-10:4#config multicast vlan_filtering_mode all forward_unregistered_groups

Command: config multicast port filtering_mode all forward_unregistered_groups

Success.

DGS-3200-10:4#

28-7 delete fdb
Purpose

To delete an entry to the switch’s forwarding database.

Format

delete fdb <vlan_name 32> <macaddr>

Description

This command is used to delete a permanent FDB entry.

Parameters
Parameters Description
vlan_name 32 The name of the VLAN on which the MAC address resides.
The maximum length is 32.
macaddr The MAC address to be deleted from the static forwarding table.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a permanent FDB entry:
DGS-3200-10:4#delete fdb default 00-00-00-00-01-02

Command: delete fdb default 00-00-00-00-01-02

Success.

DGS-3200-10:4#

28-8 clear fdb
Purpose

To clear the switch’s forwarding database of all dynamically learned MAC addresses.

233



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Format

clear fdb [vlan <vlan_name 32> | port <port>| all ]

Description

This command is used to clear the switch’s forwarding database of all dynamically learned MAC

addresses.
Parameters
Parameters Description

vlan_name 32 The name of the VLAN on which the MAC address resides.
The maximum length is 32.

port The port number corresponding to the dynamically learned MAC
address.

all Specify to clear all the switch’s FDB of dynamically learned MAC
addresses.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear all FDB dynamic entries:

DGS-3200-10:4#clear fdb all

Command: clear fdb all

Success.

DGS-3200-10:4#

28-9 show multicast _fdb
Purpose

To display the contents of the switch’s multicast forwarding database.

Format

show multicast_fdb { vlan <vlan_name 32> | mac_address <macaddr>}

Description

This command is used to display the contents of the switch’s multicast forwarding database. If no

parameter is specified, all multicast fdb entries will be displayed.

234



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Parameters
Parameters Description
vlan_name 32 The name of the VLAN on which the MAC address resides. The
maximum length is 32.
macaddr Specify a MAC address, for which FDB entries will be displayed.

Restrictions

None.

Examples

To display multicast MAC address table:

DGS-3200-10:4#show multicast_fdb

Command: show multicast_fdb

VLAN Name : default

MAC Address : 01-00-5E-00-00-00
Egress Ports - 1-5,26

Mode : Static

Total Entries : 1

DGS-3200-10:4#

28-10 show fdb
Purpose

To display the current unicast MAC address forwarding database.

Format

show fdb {[port <port>| vlan <vlan_name 32> | mac_address <macaddr> | static | aging_time |
security]}
Description

This command is used to display the current unicast MAC address forwarding database. If no parameter is

specified, the system will display the unicast address table.

Parameters
Parameters Description
port Specify to display the entries for one port.
vlan Specify to display the entries for a specific VLAN.
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mac_address Specify to display the entries for a specific MAC address.
static Specify to display all permanent entries.

aging_time Specify to display the unicast MAC address aging time.
security Specify to display the security settings.

Restrictions

None.

Examples

To display unicast MAC address table:
DGS-3200-10:4#show fdb

Command: show fdb

Unicast MAC Address Ageing Time = 300

VID VLAN Name MAC Address Port Type
1 default 00-00-00-00-01-02 5 Permanent
1 default 00-01-02-03-04-00 CPU Self

Total Entries : 2

DGS-3200-10:4#

28-11 show multicast vlan_filtering_mode
Purpose

To show the multicast packet filtering mode for VLANSs.
Format
show multicast vlan_filtering_mode {vlanid <vidlist>|vlan <vlan_name 32>}

Description

This command is used to display the multicast packet filtering mode for VLANS. If no parameter is specified,

the system will display all VLANs in multicast packet filtering mode.

Parameters
Parameters Description
vidlist Display the entries by VLAN ID list.
vlan_name 32 Display the entries for a specific VLAN.
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Restrictions

None.

Examples

To show multicast filtering mode for VLANS:

DGS-3200-10:4#show multicast vlan_filtering_mode

Command: show multicast vlan_filtering_mode

VLAN ID/VLAN Name Multicast Filter Mode
1 /default forward_unregistered_groups
2 /123 forward_unregistered_groups

DGS-3200-10:4#
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29 MAC Notification Command List

enable mac_notification

disable mac_notification

config mac_notification{interval <int 1-2147483647>|historysize <int 1-500>}

config mac_notification ports [<portlist>|all] [enable|disable]

show mac_notification

show mac_notification ports{<portlist>}

29-1 enable mac_notification

Purpose

To enable global MAC address table notification on the switch.

Format

enable mac_notification

Description

This command is used to enable global MAC address table notification on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the MAC notification function:

DGS-3200-10:4#enable mac_notification

Command: enable mac_notification

Success.

DGS-3200-10:4#

29-2 disable mac_notification

Purpose

To disable global MAC address table notification on the switch.
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Format

disable mac_notification

Description

This command is used to disable global MAC address table natification on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the MAC notification function:

DGS-3200-10:4#disable mac_notification

Command: disable mac_notification

Success.

DGS-3200-10:4#

29-3 config mac_notification
Purpose

To configure the switch’s MAC address table notification global settings.

Format

config mac_notification{interval <int 1-2147483647>|historysize <int 1-500>}

Description

This command is used to configure the switch’s MAC address table notification global settings.

Parameters
Parameters Description
interval The time in seconds between notifications.
historysize This is the maximum number of entries listed in the history log used for
notification. Up to 500 entries can be specified.

Restrictions
Only Administrator-level users can issue this command.
Examples
To configure the switch’s MAC address table notification global settings:
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DGS-3200-10:4#config mac_notification interval 1 historysize 500

Command: config mac_notification interval 1 historysize 500

Success.

DGS-3200-10:4#

29-4 config mac_notification ports
Purpose

To configure the port's MAC address table notification status settings.

Format

config mac_notification ports [<portlist>|all] [enable(3)|disable(2)]
Description

This command is used to configure the port's MAC address table notification status settings.
Parameters

Parameters Description

portlist Specifiy a range of ports to be configured.

all To set all ports in the system, use the all parameter.

enable Enable the port's MAC address table notification.

disable Disable the port's MAC address table notification.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable MAC address table notification for Port 7:

DGS-3200-10:4#config mac_notification ports 7 enable

Command: config mac_notification ports 7 enable

Success.

DGS-3200-10:4#

29-5 show mac_notification
Purpose

To display the switch’s MAC address table notification global settings.
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Format

show mac_notification

Description

This command is used to display the switch’s MAC address table notification global settings.

Parameters

None.

Restrictions

None.

Examples

To show the switch’'s MAC address table notification global settings:

DGS-3200-10:4#show mac_notification

Command: show mac_notification

Global MAC Notification Settings

State : Enabled
Interval o1
History Size : 500

DGS-3200-10:4#

29-6 show mac_notification ports
Purpose

To display the port's MAC address table notification status settings.

Format

show mac_notification ports{<portlist>}

Description

This command is used to display the port's MAC address table notification status settings.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.
Restrictions
None.

241



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Examples

To display the MAC address table notification status settings of all ports:

DGS-3200-10:4#show mac_notification ports 1-10

Command: show mac_notification ports 1-10

Port # MAC Address Table Notification State
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

© 00 N oo o b~ W N P

Disabled

[EnY
o

Disabled

DGS-3200-10:4#
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30 Mirror Command List

config mirror port <port>[add|delete] source ports <portlist>[rx | tx | both]

enable mirror

disable mirror

show mirror

30-1 config mirror port

Purpose

To configure a mirror port — a source port pair on the switch. Bffic from any source port to a target port
can be mirrored for real-time analysis. A logic analyzer or an RMON probe can then be attached to study

the traffic crossing the source port in a completely unobtrusive manner.

Format

config mirror port <port>[add |delete] source ports <portlist> [rx|tx|both]
Description
This command is used to allow a range of ports to have all of their traffic also sent to a designated port

where a network sniffer or other device can monitor the network traffic. In addition, you can specify that

only traffic received by or sent by or both is mirrored to the target port.

Parameters
Parameters Description

port The port that will receive the packets duplicated at the mirror port.

add The mirror entry to be added.

delete The mirror entry to be deleted.

portlist The port that will be mirrored. All packets entering and leaving the
source port can be duplicated in the mirror port.

rx Allow the mirroring of only packets received (flowing into) the port or
ports in the port list.

tx Allow the mirroring of only packets sent (flowing out of) the port or
ports in the port list.

both Mirrors all the packets received or sent by the port or ports in the port
list.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To add mirroring ports:

DGS-3200-10:4#config mirror port 6 add source ports 1-5 both

Command: config mirror port 6 add source ports 1-5 both

Success.

DGS-3200-10:4#

30-2 enable mirror
Purpose

To enable a previously entered port mirroring configuration.

Format
enable mirror
Description
This command is used to enter a port mirroring configuration into the switch, and then turn the port
mirroring on and off without having to modify the port mirroring configuration.
Note: If the target port hasn't been set, enable mirror will not be allowed.
Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable mirroring configurations:

DGS-3200-10:4#enable mirror

Command: enable mirror

Success.

DGS-3200-10:4#
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30-3 disable mirror
Purpose

To disable a previously entered port mirroring configuration.
Format

disable mirror
Description

This command, combined with the enable mirror command above, allows you to enter a port mirroring
configuration into the switch, and then turn the port mirroring on and off without having to modify the port

mirroring configuration.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable mirroring configurations:

DGS-3200-10:4#disable mirror

Command: disable mirror

Success.

DGS-3200-10:4#

30-4 show mirror
Purpose

To show the current port mirroring configuration on the switch.

Format

show mirror

Description

This command is used to display the current port mirroring configuration on the switch.

Parameters

None.
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Restrictions

None.

Examples

To display mirroring configuration:

DGS-3200-10:4#show mirror

Command: show mirror

Current Settings
Mirror Status : Disabled
Target Port : 7
Mirrored Port

RX:

TX: 1-5

DGS-3200-10:4#
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31 VLAN Command List

create vlan <vlan_name 32 >tag <vlanid 2-4094> { type [1q_vlan {advertisement} | private_vlan] }

create vlan vlanid <vidlist> { type [1q_vlan | private_vlan] { advertisement } }

delete vlan <vlan_name>

delete vlan vlanid <vlanid_list>

config vlan <vlan_name > {[add [tagged | untagged | forbidden ] | delete ] <portlist> |

advertisement [ enable | disable ]}

config vlan vlanid <vidlist>{ [ add [ tagged | untagged | forbidden ] | delete ] <portlist> |

advertisement [ enable | disable ]| name <vlan_name>}

config vlan <vlan_name> delete <portlist>

config vlan vlanid <vlanid_list> delete <portlist>

config gvrp [<portlist>| all] {state [enable | disable] | ingress_checking [enable | disable]

|acceptable_frame[tagged_only | admit_all] pvid<vlanid 1-4094>}

enable gvrp

disable gvrp

show vlan { <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>}

show gvrp {<portlist>}

enable pvid auto_assign

disable pvid auto_assign

show pvid auto_assign

config private_vlan [<vlan_name 32> | vid <vlanid 1-4094>] [add [isolated | community] | remove]

[<vlan_name 32> | vlanid <vidlist>]

show private_vlan { [vlan_name 32> | vlanid <vidlist>] }

31-1 create vian
Purpose

To create a VLAN on the switch.

Format

create vlan <vlan_name 32 > tag <vlanid 2-4094> { type [1g_vlan {advertisement} | private_vlan} }

create vlan vlanid <vidlist> { type [1q_vlan | private_vlan] { advertisement }}

Description

This command is used to create a VLAN on the switch. The VLAN ID must be always specified for creating
a VLAN.
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Parameters
Parameters Description
vlan_name The name of the VLAN to be created.
vlanid The VLAN ID of the VLAN to be created.
type Specify the VLAN type. If nothing is specified, the created VLAN is a
regular 802.1Q VLAN.
tag The VLAN ID of the VLAN to be created. The range is from 2 to 4094.
advertisement Specify the VLAN as being able to be advertised out.
private_vlan Specify to create a private VLAN. Up to 24 private VLANs can be
created on the switch.
Restrictions

Only Administrator-level users can issue this command.

Examples

To create a VLAN with the name “v2” and VLAN ID 2:

Success.

DGS-3200-10:4#

DGS-3200-10:4#create vlan v2 tag 2 type 1lgq_vlan advertisement

Command: create vlan v2 tag 2 type 1lq_vlan advertisement

To create a private VLAN with the name “v3” and VLAN ID 3:

Success.

DGS-3200-10:4#

DGS-3200-10:4#create vlan v3 tag 3 type private_vlan

Command: create vlan v3 tag 3 type private_vlan

31-2 delete vian

Purpose

To delete a previously configured VLAN on the switch.

Format

delete vlan <vlan_name>

delete vlan vlanid <vlanid_list>

248




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Description

These commands are used to delete a previously configured VLAN on the switch. However, if an 802.1Q
VLAN is added as a private VLAN, it can’t be deleted.

Parameters
Parameters Description
vlan_name The VLAN name of the VLAN to be deleted.
vlan vlanid The VLAN ID of the VLAN to be deleted.

Restrictions

Only Administrator-level users can issue this command.

Examples

To remove a VLAN v1.:
DGS-3200-10:4#delete vlan vi

Command: delete vlan vi1

Success.

DGS-3200-10:4#

31-3 config vlan add ports

Purpose

To add additional ports to a previously configured VLAN.

Format

config vlan <vlan_name 32> { [ add [ tagged | untagged | forbidden ] | delete ] <portlist> |
advertisement [ enable | disable ]}

config vlan vlanid <vidlist>{ [ add [ tagged | untagged | forbidden ] | delete ] <portlist> |
advertisement [enable | disable] | name <vlan_name 32>}

Description

This command is used to add ports to the port list of a previously configured VLAN. You can specify the
additional ports as tagging, untagging, or forbidden. The default is to assign the ports as untagging.

Parameters

Parameters Description
vlan_name 32 The name of the VLAN you want to add ports to.
vlan vlanid The VLAN ID of the VLAN you want to add ports to.
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tagged Specify the additional ports as tagged.
untagged Specify the additional ports as untagged.
forbidden Specify the additional ports as forbidden.
portlist A range of ports to add to the VLAN.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add 4 through 8 as tagged ports to the VLAN v1.:

DGS-3200-10:4#config vlan vl add tagged 4-8

Command: config vlan vl add tagged 4-8

Success.

DGS-3200-10:4#

31-4 config vlan delete ports
Purpose

To delete one or more ports from a previously configured VLAN.

Format

config vlan <vlan_name 32> delete <portlist>

config vlan vlanid <vlanid_list> delete <portlist>

Description

This command is used to delete one or more ports from a previously configured VLAN.

Parameters
Parameters Description
vlan_name 32 The name of the VLAN you want to delete ports from.
vlan vlanid The VLAN ID of the VLAN you want to delete ports from.
portlist Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete ports 4 through 8 from VLAN v1:
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DGS-3200-10:4#config vlan vl delete 4-8

Command: config vlan vl delete 4-8

Success.

DGS-3200-10:4#

31-5 config vlan advertisement
Purpose

To enable or disable the VLAN advertisement.

Format

config vlan vlanid <vidlist> advertisement [ enable | disable ]

Description

This command is used to enable or disable the VLAN advertisement.

Parameters
Parameters Description
vlan vlanid The VLAN ID of the VLAN on which you want to configure.
advertisement Join GVRP or not. If not, the VLAN can't join dynamically

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the VLAN default advertisement:

DGS-3200-10:4#config vlan default advertisement enable

Command: config vlan default advertisement enable

Success.

DGS-3200-10:4#

31-6 config gvrp
Purpose

To set the ingress checking status and the sending and receiving of GVRP information.
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Format

config gvrp [<portlist>| all] {state [enable | disable] | ingress_checking [enable | disable] |

acceptable_frame [tagged_only | admit_all] pvid<vlanid 1-4094>}

Description

This command is used to set the ingress checking status and the sending and receiving of GVRP

information.
Parameter
Parameters Description

portlist A range of ports for which you want ingress checking. The beginning
and end of the port list range are separated by a dash.

state Enable or disable GVRP for the ports specified in the port list.

ingress_checking Enable or disable ingress checking for the specified portlist.

acceptable_frame The type of frame will be accepted by the port.
tagged_only Only tagged frame will be received.
admit_all Both tagged and untagged will be accepted.

pvid Specify the default VLAN will associated with the port.

Restrictions

Only Administrator-level users can issue this command.

Example

To set the ingress checking status and send and receive GVRP information:

DGS-3200-10:4#config gvrp 5 state enable ingress_checking enable acceptable_
frame tagged_only pvid 2
Command: config gvrp 5 state enable ingress_checking enable acceptable_frame

tagged_only pvid 2

Success

DGS-3200-10:4#

31-7 enable gvrp
Purpose

To enable the Generic VLAN Registration Protocol (GVRP).
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Format
enable gvrp
Description

This command is used to enable the Generic VLAN Registration Protocol (GVRP). The default setting is
disabled.

Parameter

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To enable the generic VLAN Registration Protocol (GVRP):
DGS-3200-10:4#enable gvrp

Command: enable gvrp

Success.

DGS-3200-10:4#

31-8 disable gvrp

Purpose

To disable Generic VLAN Registration Protocol (GVRP).
Format

disable gvrp
Description

This command is used to disable Generic VLAN Registration Protocol (GVRP).
Parameter

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable Generic VLAN Registration Protocol (GVRP) :
DGS-3200-10:4#disable gvrp
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Command: disable gvrp

Success.

DGS-3200-10:4#

31-9 show vlan

Purpose

To display the VLAN information including of parameters setting and operational value.
Format

show vlan { <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>}
Description

This command is used to display summary information about each VLAN, which includes: VLAN ID, VLAN

Name, Tagged/Untagged/Forbidden status for each port, and Member/Non-member status for each port.
Parameters

Parameters Description

vlan_name The name of the VLAN to be displayed.

vlanid The VLAN ID number to be displayed.

ports A range of ports for which you want to display VLAN. The beginning

and end of the port list range are separated by a dash.

Restrictions

None.

Examples

To display VLAN settings:
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DGS-3200-10:4#show vilan

Command: show vlan

VLAN Trunk State : Disabled
VLAN Trunk Member Ports

VID 01 VLAN Name : default
VLAN Type : Static Advertisement : Enabled
Member Ports :1-7
Static Ports : 1-6

Current Tagged Ports:
Current Untagged Ports : 1-7
Static Tagged Ports:
Static Untagged Ports 1 1-6

Forbidden Ports

Total Static VLAN Entries: 1
Total GVRP VLAN Entries: O

DGS-3200-10:4#

To display VLAN port settings:

DGS-3200-10:4#show vlan ports 1-2

Command: show vlan ports 1-2

Port VID Untagged Tagged Dynamic Forbidden
1 1 X - - -
2 1 X - - -

DGS-3200-10:4#

31-10 show gvrp
Purpose

To display the GVRP status for a port list on the switch.
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Format
show gvrp {<portlist>}
Description
This command is used to display the GVRP status for a port list on the switch. If no parameter is specified,
the system will display GVRP information for all ports.
Parameters
Parameters Description
portlist Specify a range of ports to be displayed.

Restrictions

None.

Example

To display the 802.1q port setting for ports 1 through 6:
DGS-3200-10:4#show gvrp 1-6

Command: show gvrp 1-6

Global GVRP : Enabled

Port PVID GVRP Ingress Checking Acceptable Frame Type

1 2 Enabled Enabled Only VLAN-tagged frames
2 2 Enabled Enabled Only VLAN-tagged frames
3 2 Enabled Enabled Only VLAN-tagged frames
4 2 Enabled Enabled Only VLAN-tagged frames
5 2 Enabled Enabled Only VLAN-tagged frames
6 1 Disabled Enabled All Frames

Total Entries : 6

DGS-3200-10:4#

31-11 enable pvid auto_assign
Purpose

To enable auto assignment of PVID.

Format
enable pvid auto_assign
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Description

This command is used to enable the auto-assignment of PVID. If “auto-assign PVID” is disabled, PVID can
only be changed by PVID configuration (user changes explicitly). The VLAN configuration will not
automatically change PVID. If “auto-assign PVID” is enabled, PVID can be changed by PVID or VLAN
configuration. When a user configures a port to VLAN X's untagged membership, this port's PVID will be
updated with VLAN X. PVID is updated with the last item of the VLAN list. When a user removes a port
from the untagged membership of the PVID’s VLAN, the port’s PVID will be assigned with “default VLAN".

The default setting is enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable the auto-assign PVID:

DGS-3200-10::4#enable pvid auto_assign

Command: enable pvid auto_assign

Success.

DGS-3200-10::4#

31-12 disable pvid auto_assign
Purpose

To disable auto assignment of PVID.

Format

disable pvid auto_assign

Description

This command is used to disable auto assignment of PVID.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Example

To disable the auto-assign PVID:

DGS-3200-10::4#disable pvid auto_assign

Command: disable pvid auto_assign

Success.

DGS-3200-10::4#

31-13 show pvid auto_assign
Purpose

To display the PVID auto-assignment state.

Format

show pvid auto_assign

Description

This command is used to display the PVID auto-assign state.

Parameters

None.

Restrictions

You must have user-level privileges.

Example

To display the PVID auto-assignment state:

DGS-3200-10::4#show pvid auto_assign

PVID Auto-assignment: Enabled.

DGS-3200-10::4#

31-14 config private_vian
Purpose

To add or remove secondary VLANS to/from a private VLAN.

Format

config private_vlan [<vlan_name 32> | vid <vlanid 1-4094>] [add [isolated | community] | remove]
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Descript

[<vlan_name 32> | vlanid <vidlist>]

ion

This command is used to add or remove secondary VLANS to/from a private VLAN.

A private VLAN is made up of a primary VLAN, up to one isolated VLAN, and a number of community

VLANS. The private VLAN ID is represented by the VLAN ID of the primary VLAN.

The purpose of a primary VLAN is to transfer unidirectional traffic downstream from promiscuous ports to

isolated and community host ports and to other promiscuous ports.

The Switch supports two types of secondary VLANS, isolated and community VLANS.

The primary VLAN member port cannot be a secondary VLAN member at the same time and vice-versa.

A secondary VLAN can only contain untagged member ports.

A port cannot be a member of more then one secondary VLAN at the same time.

Parameters

Parameters

Description

vlan_name

The name of the private VLAN.

vlanid

The VLAN ID of the private VLAN.

isolated

Specifies that the secondary VLAN will be an isolated VLAN.

An isolated VLAN is a secondary VLAN whose distinct characteristic is
that all hosts connected to its ports are isolated at Layer 2.

The primary advantage of an isolated VLAN is that it allows a Private
VLAN to only use two VLAN identifiers to provide port isolation and
serve any number of end users. A Private VLAN can only support one
isolated VLAN.

community

Specifies that the secondary VLAN will be a community VLAN.

A community VLAN is a secondary VLAN that is associated with a
group of ports that connects to a certain "community" of end devices
with mutual trust relationships. There can be multiple distinct

community VLANSs in a private VLAN domain.

vidlist

A range of secondary VLANSs to add or remove to the private VLAN.

Restrictions

Example

You must have user-level privileges.

To associate a secondary VLAN to private VLAN p1l:
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DGS-3200-10:4#config private_vlan pl add community vlanid 2-5

Command: config private_vlan pl add community vlanid 2-5

Success.

DGS-3200-10:4#

31-15 show private_vlan
Purpose

To display the private VLAN information.

Format

show private_vlan {vlan <vlan_name 32> | vlanid <vidlist>}

Description

This command is used to display private VLAN information for the switch.

Parameters
Parameters Description
vlan_name The name of the private VLAN or its secondary VLAN.
vlanid The VLAN ID of the private VLAN or its secondary VLAN.

Restrictions

None.

Example

To display private VLAN settings:
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DGS-3200-10:4# show private_vlan
Command: show private_vlan

Private VLAN 100

Promiscuous Ports: 1

Trunk Ports 12

Isolated Ports 3-5 Isolated VLAN : 20
Community Ports : 6-8 Community VLAN: 30

Community Ports : 9-10 Community VLAN: 40

Private VLAN 200

Promiscuous Ports:

Trunk Ports

Total Entries: 2
DGS-3200-10:4#
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32 Voice VLAN Command List

enable voice_vlan [<vlan_name 32> | vlanid <vlanid 1-4094>]

disable voice_vlan

config voice_vlan priority <int 0-7>

config voice_vlan oui [add | delete] <macaddr> < macmask> {description <desc 32>}

config voice_vlan ports [<portlist> | all] [state [enable | disable] | mode [auto {[tag | untag]} |

manual]]

config voice_vlan log state [enable|disable]

config voice_vlan aging_time <min 1-65535>

show voice_vlan

show voice_vlan oui

show voice_vlan ports {<portlist>}

show voice_vlan voice_device { ports <portlist>}

show voice_vlan lldp_med voice_device

32-1 enable voice_vlan
Purpose

To enable the global voice VLAN function on the Switch.

Format

enable voice_vlan [<vlan_name 32> | vlanid <vlanid 1-4094>]

Description
This command is used to enable the global voice VLAN function on the Switch. To enable the voice VLAN,
the voice VLAN must be also assigned. At the same time, the VLAN must be an existing static 802.1Q

VLAN. To change the voice VLAN, the user must disable the voice VLAN function, and re-issue this

command. By default, the global voice VLAN state is disabled.

Parameters

Parameters Description

<vlan_name 32> Specify the name of the voice VLAN. The maximum length is 32
characters. The name must be an existing static VLAN name.
vlanid Specify the VLAN ID of the voice VLAN. The ID must be an
existing static VLAN ID.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To enable voice VLAN named v2:

DGS-3200-10:4# enable voice_vlan v2

Command: enable voice_vlan v2

Success.

DGS-3200-10:4#

32-2 disable voice_vian
Purpose
To disable the voice VLAN function on the Switch.
Format
disable voice_vlan
Description

This command is used to disable the voice VLAN function on the Switch. When the voice VLAN function is

disabled, the voice VLAN will become unassigned.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable voice VLAN:
DGS-3200-10:4# disable voice_vlan

Command: disable voice_vlan

Success.

DGS-3200-10:4#

263



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

32-3 config voice_vlan priority
Purpose

To configure voice VLAN priority.
Format

config voice_vlan priority <int 0-7>
Description

This command is used to configure voice VLAN priority. The voice VLAN priority will be the priority

associated with the voice VLAN traffic to distinguish the QoS of the voice traffic from data traffic.

Parameters
Parameters Description
<int 0-7> Specify the priority of the voice VLAN. The range is 0to 7. The
default priority is 5.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set the priority of the voice VLAN to be 6:

DGS-3200-10:4# config voice_vlan priority 6

Command: config voice_vlan priority 6

Success.

DGS-3200-10:4#

32-4 config voice_vlan oui
Purpose

To configure the user-defined voice traffic’'s OUI.

Format
config voice_vlan oui [add | delete] <macaddr> < macmask> {description <desc 32>}
Description

This command is used to configure the user-defined voice traffic’'s OUI. The OUI is used to identify the
voice traffic. There are a number of pre-defined OUIs. The user can further define the user-defined OUIs if
needed. The user-defined OUI cannot be the same as the pre-defined OUI. The following are the

pre-defined voice traffic’'s OUI:
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oul Vendor Mnemonic Name
00:E0:BB 3COM 3com
00:03:6B Cisco cisco
00:E0:75 Veritel veritel
00:DO:1E Pingtel pingtel
00:01:E3 Siemens siemens
00:60:B9 NEC/ Philips nec&philips
00:0F:E2 Huawei-3COM huawei&3com
00:09:6E Avaya avaya
Parameters
Parameters Description
add Specify to add a user-defined OUI of Voice device vendor.
delete Specify to delete a user-defined OUI of Voice device vendor.
<macaddr> Specify a user-defined OUI MAC address.
<macmask> Specify a user-defined OUI MAC address mask.
description Specify a description for the user-defined OUI. The maximum
length is 32 characters.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a user-defined OUI of a voice device:

DGS-3200-10:4# config voice_vlan oui add 00-0A-0B-00-00-00 FF-FF-FF-00-00-00
Command: config voice_vlan oui add 00-0A-0B-00-00-00 FF-FF-FF-00-00-00

Success.

DGS-3200-10:4#

32-5 config voice_vlan ports
Purpose

To enable or disable the voice VLAN function on ports or mode per port.

Format

config voice_vlan ports [<portlist> | all] [state [enable | disable] | mode [auto {[tag | untag]} |

manual]]
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Description

This command is used to enable or disable the voice VLAN function on ports or mode per port.

Parameters
Parameters Description
<portlist> Specify a range of ports to be configured.
all Specify all ports to be configured.
state Specify to enable or disable the voice VLAN function state on ports.
The default state is disabled.
mode Specify the voice VLAN mode. The default mode is auto.

auto - When the mode is auto, the port may become the voice VLAN
member port by auto-learning. If the MAC address of the received
packet matches the configured OUI, the port will be learned as
dynamic member port. The dynamic membership will be removed via
the aging out mechanism.

tag - Specify the port to join the voice VLAN as a tagged member.
untag - Specify the port to join the voice VLAN as an untagged
member.

e When the port is working in auto tagged mode, and learns about
a voice device through the device’s OUI, it will join the voice
VLAN as a tagged member automatically. When the voice
device sends voice VLAN tagged packets, the Switch will
change its priority. When the voice device sends untagged
packets, it will forward them to port's PVID VLAN.

e When the port is working in auto untagged mode, and the port
captures a voice device through the device’s OUI, it will join the
voice VLAN as an untagged member automatically. When the
voice device sends voice VLAN tagged packets, the Switch will
change its priority. Should the voice device send untagged
packets, the Switch will assign priority and add the voice VLAN
ID into these packets.

e When the switch receives LLDP-MED packets, it checks the
VLAN ID, tagged flag and priority flag.The Switch should follow
the tagged flag and priority setting.

manual - When the mode is set to manual, the port needs to be
manually added into or removed from the voice VLAN by 802.1Q

VLAN configuration command.

By default, the mode is auto untagged.

266



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure voice VLAN ports 4 to 6 to enable:

DGS-3200-10:4# config voice_vlan ports 4-6 state enable

Command: config voice_vlan ports 4-6 state enable

Success.

DGS-3200-10:4#

32-6 config voice_vlan log state
Purpose

To configure the voice VLAN log state.

Format

config voice_vlan log state [enable|disable]

Description

This command is used to configure the voice VLAN log state.

Parameters
Parameters Description
enable Specify to enable the voice VLAN log state.
disable Specify to disable the voice VLAN log state.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the voice VLAN log state:

DGS-3200-10:4# config voice_vlan log state enable

Command: config voice_vlan log state enable

Success.

DGS-3200-10:4#
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32-7 config voice_vlan aging_time
Purpose

To set the aging time of the VVoice VLAN.

Format

config voice_vlan aging_time <min 1-65535>

Description

This command is used to set the aging time of the Voice VLAN. The aging time is used to remove a port
from the Voice VLAN if the port is an automatic Voice VLAN member. The Voice VLAN aging timer will
start when the last voice device stops sending traffic and the MAC address of this voice device is timed out.
The port will be removed from the Voice VLAN after it expires. When the voice traffic resumes during the

aging time, the aging timer will reset and stop.

Parameters
Parameters Description
<min 1-65535> Specify the aging time between 1 and 65535 minutes. The default
value is 720 minutes.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set the aging time of the Voice VLAN to 60 minutes:

DGS-3200-10:4# config voice_vlan aging_time 60

Command: config voice_vlan aging_time 60

Success.

DGS-3200-10:4#

32-8 show voice_vlan
Purpose

To display voice VLAN global information.

Format

show voice_vlan

Description

This command is used to display voice VLAN global information.
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Parameters

None.

Restrictions

None.

Examples

To display voice VLAN information:

DGS-3200-10:4# show voice_vlan

Command: show voice_vlan

Voice VLAN State : Disabled
Voice VLAN : Unassigned
Priority : 5

Aging Time : 720 minutes
Log State : Enabled

DGS-3200-10:4#

32-9 show voice_vlan oui

Purpose

To display the OUI information for voice VLAN.

Format

show voice_vlan oui

Description

This command is used to display the OUI information for voice VLAN.

Parameters

None.

Restrictions

None.

Examples

To display voice VLAN OUI:

DGS-3200-10:4# show voice_vlan oui

Command: show voice_vlan oui
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OUl Address

00-01-E3-00-00-00
00-03-6B-00-00-00
00-09-6E-00-00-00
00-0F-E2-00-00-00
00-60-B9-00-00-00
00-D0-1E-00-00-00
00-E0-75-00-00-00
00-E0-BB-00-00-00

FF-FF-FF-00-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00

Description
Siemens
Cisco
Avaya
Huawe i &3COM
NEC&Phillips
Pingtel
Veritel

3COM

Total Entries: 8

DGS-3200-10:4#

32-10 show voice_vlan ports
Purpose

To display port voice VLAN information.

Format
show voice_vlan ports {<portlist>}
Description
This command is used to display port voice VLAN information.
Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display voice VLAN ports 1 to 3:

DGS-3200-10:4# show voice_vlan ports 1-3

Command: show voice_vlan ports 1-3

1 Disabled Auto
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2 Disabled Auto
3 Disabled Auto

DGS-3200-10:4#

32-11 show voice_vlan voice_device
Purpose

To show voice devices that are connected to the ports.

Format
show voice_vlan voice_device { ports <portlist>}
Description
This command is used to show voice devices that are connected to the ports. The start time is the time
when the device is detected on this port and the activate time is the latest time when the device sends the
traffic.
Parameters
Parameters Description
ports Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display voice VLAN device ports 1 to 2:

DGS-3200-10:4# show voice_vlan voice_device ports 1-2

Command: show voice_vlan voice_device ports 1-2

Ports Voice Device Start Time Last Active Time

Total Entries : O

DGS-3200-10:4#

32-12 show voice_vlan lldp_med voice_device
Purpose

To show the voice devices being discovered by the LLDP-MED.
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Format

show voice_vlan lldp_med voice_device

Description

This command is used to show the voice devices being discovered by the LLDP-MED. The voice device

output includes the following information:

Parameters

Index: a local index used to identify the voice device

Local port: indicates the switch port on which voice devices are captured.

Chassis ID subtype: chassis ID subtype of the voice device

Chassis ID: chassis ID of the voice device

Port ID subtype: port ID subtype of the voice device

Port ID: port ID of the voice device

Create Time: the time the voice device is captured

Remain Time: the time to live remaining for the voice device. If the remaining time decreases to 0, the

voice device will be deleted.

None.

Restrictions

None.

Examples

To display the voice devices discovered by LLDP-MED:
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DGS-3200-10:4# show voice_vlan lldp_med voice_device

Command: show voice_vlan Ildp_med voice_device

Index

Local Port

Chassis ID Subtype
Chassis 1D

Port ID Subtype
Port 1D

Create Time

Remain Time

Index

Local Port

Chassis ID Subtype
Chassis 1D

Port ID Subtype
Port 1D

Create Time

Remain Time

Total Entries: 2

DGS-3200-10:4#

1
MAC Address
00-E0-BB-00-00-11
Network Address
172.18.1.1
10/6/2008 09:00
120 Seconds

3
MAC Address
00-E0-BB-00-00-12
Network Address
172.18.1.2
10/6/2008 09:00
120 Seconds
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33 Protocol VLAN Command List

create dotlv_protocol_group group_id <id 1-8>{group_name <name 1-32>}

config dotlv_protocol_group [group_id <id 1-8> | group_name <name 1-32>] add protocol

[ethernet_2| ieee802.3_snap| ieee802.3 llc] <protocol_value>

config dotlv_protocol_group [group_id <id 1-8>| group_name <name 1-32>] delete protocol
[ethernet_2 | ieee802.3 snhap |

ieee802.3 lIc] < protocol_value>

delete dotlv_protocol_group [group_id <id 1-8>| group_name <name 1-32>| all]

show dotlv_protocol_group {group_id <id 1-8> | group_name <name 1-32>}

config port dotlv ports [<portlist> | all] [add protocol_group [group_id <id 1-8> | group_name
<name 1-32>] [vlan< vlan_name 32> | vlanid <vlanid 1-4094>] {priority <value 0-7>} | delete

protocol_group [group_id <id 1-8>|all]]

show port dotlv {ports <portlist>}

33-1 create dotlv_protocol_group

Purpose
To create a protocol group for the protocol VLAN function.
Format
create dotlv_protocol_group group_id <id 1-8>{group_name <name 1-32>}
Description
This command is used to create a protocol group for the protocol VLAN function.
Parameters
Parameters Description
group_id The ID of the protocol group which is used to identify a set of protocols.
group_name The name of the protocol group. The maximum length is 32

characters. If a group nhame is not specified, the group name will be
automatically generated in accordance with ProtocolGroup-+group_id.
For example, the auto-generated name for group ID 2 is
ProtocolGroup?2. If the auto-generated name is in conflict with an
existing group, an alternative name will be used in accordance with
ProtocolGroup+group_id+ALT+num. The value for num starts with 1.

If it is still in conflict, then subsequent number will be used instead.

For example, the auto-generated name for group ID 1 is

274



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

“ProtocolGroupl.” If this name already exists, then

“ProtocolGrouplALT1” will be used instead.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a protocol group:

DGS-3200-10:4#create dotlv_protocol_group group_id 4 group_name General_Group

Command: create dotlv_protocol_group group_id 4 group_name General_Group

success.

DGS-3200-10:4#

33-2 config dotlv_protocol_group add protocol
Purpose
To add a protocol to a protocol group.

Format

config dot1v_protocol_group [group_id <id 1-8>| group_name <name 1-32> ] add protocol
[ethernet_2| ieee802.3_snaplieee802.3_lIc] < protocol_value>
Description

This command is used to add a protocol to a protocol group. The selection of a protocol can be a

pre-defined protocol type or a user defined protocol.

Parameters
Parameters Description
group_id The ID of the protocol group which is used to identify a set of protocols.
group_name The name of the protocol group.
protocol_value The protocol value is used to identify a protocol of the frame type

specified. The form of the input is 0x0 to 0xffff. Depending on the
frame type, the octet string will have one of the following values: For
Ethernet Il this is a 16-hit (2-octet) hex value. For example, IPv4 is
800, IPv6 is 86dd, ARP is 806, etc. For IEEE802.3 SNAP, this is this is
a 16-hit (2-octet) hex value. For IEEE802.3 LLC, this is the 2-octet
IEEE 802.2 Link Service Access Point (LSAP) pair. The first octet is for
Destination Service Access Point (DSAP) and the second octet is for

Source.
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Restrictions

Only Administrator-level users can issue this command.

Example

To add a protocol IPv6 to protocol group 4:

DGS-3200-10:4# config dotlv_protocol_group group_id 4 add protocol ethernet_2 86dd

Command: config dotlv_protocol_group group_id 4 add protocol ethernet_2 86dd

Success.

DGS-3200-10:4#

33-3 config dotlv_protocol_group delete protocol

Purpose

To delete a protocol from a protocol group.

Format

config dot1v_protocol_group [group_id <id 1-8>| group_name <name 1-32> ] delete protocol

[ethernet_2| ieee802.3_snap| ieee802.3_lIc] < protocol_value>

Description

This command is used to delete a protocol from a protocol group.

Parameters
Parameters Description
group_id Specify the group ID to be deleted.
group_name The name of the protocol group.

protocol_value

The protocol value is used to identify a protocol of the frame type specified. The
form of the input is 0x0 to Oxffff. Depending on the frame type, the octet string will
have one of the following values: For Ethernet Il this is a 16-bit (2-octet) hex
value. For example, IPv4 is 800, IPv6 is 86dd, ARP is 806, etc. For IEEE802.3
SNAP, this is this is a 16-bit (2-octet) hex value. For IEEE802.3 LLC, this is the
2-octet IEEE 802.2 Link Service Access Point (LSAP) pair. The first octet is for

Destination Service Access Point (DSAP) and the second octet is for Source.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a protocol IPv6 from protocol group ID 4:
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DGS-3200-10:4# config dotlv_protocol_group _group_id 4 delete protocol ethernet 2 86dd

Command: config dotlv_protocol _group group_id 4 delete protocol ethernet 2 86dd

Success.

DGS-3200-10:4#

33-4 delete dotlv_protocol_group
Purpose

To delete a protocol group.

Format

delete dot1v_protocol_group [group_id <id 1-8>| group_name <name 1-32>| all]

Description

This command is used to delete a protocol group.

Parameters
Parameters Description
group_id Specify the group ID to be deleted.
group_name The name of the protocol group.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete protocol group ID 4:

DGS-3200-10:4# delete dotlv_protocol_group group_id 4

Command: delete dotlv_protocol_group group_id 4

Success.

DGS-3200-10:4#

33-5 show dotlv_protocol_group
Purpose

To display the protocols defined in a protocol group.

Format

show dot1v_protocol_group {group_id <id 1-8> | group_name <name 1-32->}
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Description

This command is used to display the protocols defined in protocol groups.

Parameters
Parameters Description
group_id Specify the ID of the group to be displayed if a group ID is not
specified, all configured protocol groups will be displayed
group_name The name of the protocol group.

Restrictions

None.

Example

To display protocol group ID 4:

DGS-3200-10:4# show dotlv_protocol_group group_id 4

Command: show dotlv_protocol_group group_id 4

Protocol Protocol Frame Type Protocol
Group 1D Group Name Value
4 General Group Ethernetll 86dd
Success.

DGS-3200-10:4#

33-6 config port dotlv
Purpose

To assign the VLAN for untagged packets ingress from the portlist based on the protocol group configured.
Format
config port dot1v ports [<portlist> | all] [add protocol_group [group_id <id 1-8>| group_name <name

1-32>] [vlan < vlan_name 32> | vlanid <vlanid 1-4094>] {priority <value 0-7>} | delete
protocol_group [group_id <id 1-8>|all]]

Description
This command is used to assign the VLAN for untagged packets ingress from the portlist based on the
protocol group configured. This assignment can be removed by using the delete protocol_group option.

When priority is not specified in the command, the port default priority will be the priority for those untagged

packets classified by the protocol VLAN.
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Parameters
Parameters Description

portlist Specify a range of ports to apply this command.

group_id Group ID of the protocol group.

group_name The name of the protocol group.

vian VLAN that is to be associated with this protocol group on this port.

vlan_id Specify the VLAN ID .

priority Specify the priority to be associated with the packet which has been
classified to the specified VLAN by the protocol.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the group ID 4 on port 3 to be associated with VLAN 2:

DGS-3200-10:4# config port dotlv ports 3 add protocol_group group_id 4 vlan VLAN2

Command: config port dotlv ports 3 add protocol_group group_id 4 vlan VLAN2

Success.

DGS-3200-10:4#

33-7 show port dotlv

Purpose

To display the VLAN to be associated with untagged packets ingressed from a port based on the protocol
group.

Format
show port dot1v {ports <portlist>}

Description

This command is used to display the VLAN to be associated with untagged packets ingressed from a port

based on the protocol group.

Parameters
Parameters Description
portlist Specify a range of ports to be displayed. If not specified, information
for all ports will be displayed.
Restrictions
None.
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Example

To display the protocol VLAN information for ports 1 to 2:

DGS-3200-10:4# show port dotlv ports 1-2

Command: show port dotlv ports 1-2

Port : 1

Protocol Group ID VLAN Name
1 default

2 vlan_2

3 vlan_3

4 vlan_4
Port : 2 ,

Protocol Group ID VLAN Name
1 vlan_2

2 vlan_3

3 vlan_4

4 vlan_5
Success.

DGS-3200-10:4#
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34 VLAN Trunking Command List

enable vlan_trunk

disable vlan_trunk

config vlan_trunk ports [<portlist>|all] state [enable|disable]

show vlan_trunk

34-1 enable vlan_trunk

Purpose

To enable the VLAN trunking function.

Format
enable vlan_trunk

Description

This command is used to enable VLAN trunking. When VLAN trunking function is enabled, the VLAN trunk
ports shall be able to forward all tagged frames with any VID.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable VLAN trunking:
DGS-3200-10:4#enable vlan_trunk

Command: enable vlan_trunk

Success

DGS-3200-10:4#

34-2 disable vian_trunk

Purpose

To disable the VLAN trunking function.

Format

disable vlan_trunk

281



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Description

This command is used to disable VLAN trunking.

Parameters

None.

Restrictions
Only Administrator-level users can issue this command.
Example

To disable VLAN trunking:
DGS-3200-10:4#disable vlan_trunk

Command: disable vlan_trunk

Success.

DGS-3200-10:4#

34-3 config vlan_trunk
Purpose

To configure a port as a VLAN trunking port.

Format

config vlan_trunk ports [<portlist>|all] | state [enabled|disabled]

Description

This command is used to configure a port as a VLAN trunking port. By default, none of the ports is a VLAN
trunking port. A VLAN trunking port and a non-VLAN trunking port cannot be grouped as an aggregated
link. To change the VLAN trunking setting for an aggregated link, the user must apply the command to the
master port. However, this setting will disappear as the aggregated link is broken, and the VLAN trunking
setting of the individual port will follow the original setting of the port. If the command is applied to link
aggregation member port excluding the master, the command will be rejected. Ports with different VLAN
configurations are not allowed to form an aggregated link. However, if they are specified as a VLAN

trunking port, they are allowed to form an aggregated link.
For a VLAN trunking port, the VLANs on which the packets can be by passed will not be advertised by

GVRP on this port. However, since the traffic on these VLANS is forwarded, this VLAN trunking port should

participate in the MSTP instances corresponding to these VLANS.
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Parameters
Parameters Description
portlist Specify the list of ports to be configured.
enable Specify that the port is a VLAN trunking port.
disable Specify that the port is not a VLAN trunking port.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure ports 1 to 5 as VLAN trunking ports:

Command: config vlan_trunk ports

Success.

DGS-3200-10:4#

DGS-3200-10:4#config vlan_trunk ports 1-5 state enable

1-5 state enable

To configure port 6 as an LA-1 member port and port 7 as an LA-2 master port:

DGS-3200-10:4# config vlan_trunk

Command: config vlan_trunk ports

The link aggregation member port

Fail.

DGS-3200-10:4# config vlan_trunk

Command: config vlan_trunk ports

Success.

DGS-3200-10:4# config vlan_trunk

Command: config vlan_trunk ports

The link aggregation member port

Fail.

DGS-3200-10:4#

ports 6-7 state enable

6-7 state enable

cannot be configured.

ports 7 state disable

7 state disable

ports 6-7 state disable

6-7 state disable

cannot be configured.
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To configure port 6 as an LA-1 member port and port 7 as an LA-1 master port:

DGS-3200-10:4# config vlan_trunk ports 6-7 state enable

Command: config vlan_trunk ports 6-7 state enable

Success.

DGS-3200-10:4#

Ports 6 and 7 have different VLAN configurations before enabling VLAN trunking. To configure port 6 as an
LA-1 member port and port 7 as an LA-1 master port :

DGS-3200-10:4# config vlan_trunk ports 7 state disable

Command: config vlan_trunk ports 7 state disable

The link aggregation needs to be deleted first.
Fail.

Ports 6 and 7 have the same VLAN configuration before enabling VLAN trunking. To configure port 6 as an

LA-1 member port and port 7 as an LA-1 master port :

DGS-3200-10:4# config vlan_trunk ports 7 state disable

Command: config vlan_trunk ports 7 state disable

Success.

DGS-3200-10:4# config vlan_trunk ports 6-7 state disable

Command: config vlan_trunk ports 6-7 state disable

Success.

DGS-3200-10:4#

34-4 show vian_trunk
Purpose

To show the VLAN trunking configuration.

Format

show vlan_trunk
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Description
This command is used to display VLAN trunking information.

Parameters

None.

Restrictions

None.

Example

To display the current VLAN trunking information:

DGS-3200-10:4#show vlan_trunk

Command: show vlan_trunk

VLAN Trunk :Enable
VLAN Trunk Port :1-5,7

DGS-3200-10:4#

285



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

35 Link Aggregation Command List

create link_aggregation group_id <value> {type [ lacp | static ] }

delete link_aggregation group_id <value>

config link_aggregation group_id <value 1-12> {master_port <port> | ports <portlist> | state [enable
| disable] | trap [enable | disable]}

config link_aggregation algorithm [mac_source_dest | ip_source_dest]

show link_aggregation {group_id <value 1-12> | algorithm}

35-1 create link_aggregation group_id
Purpose

To create a link aggregation group on the switch.

Format

create link_aggregation group_id <value> {type [ lacp | static ] }

Description

This command is used to create a link aggregation group.

Parameters
Parameters Description
group_id Specify the group ID. The group number identifies each of the groups.
The group ID is between 1 and 5 for DGS-3200-10, between 1 and 8
for DGS-3200-16, and between 1 and 12 for DGS-3200-24.
type Specify the group type belongs to static or LACP. If the type is not
specified, the default is the static type.
Restrictions

Only Administrator-level users can issue this command.

Example

To create a link aggregation group:

DGS-3200-10:4#create link_aggregation group_id 1 type lacp

Command: create link_aggregation group_id 1 type lacp

Success

DGS-3200-10:4#
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35-2 delete link_aggregation group_id
Purpose

To delete a previously configured link aggregation group.

Format

delete link_aggregation group_id <value>

Description

This command is used to delete a previously configured link aggregation group.

Parameters
Parameters Description
group_id Specify the group ID. The group number identifies each of the groups. The

group ID is between 1 and 5 for DGS-3200-10, between 1 and 8 for
DGS-3200-16, and between 1 and 12 for DGS-3200-24.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a link aggregation group:

DGS-3200-10:4#delete link_aggregation group_id 3

Command: delete link_aggregation group_id 3

Success.

DGS-3200-10:4#

35-3 config link_aggregation group_id
Purpose

To configure a previously created link aggregation group.

Format

config link_aggregation group_id <value 1-5> {master_port <port> | ports <portlist> | state [enable |
disable] | trap [enable | disable]} [DGS-3200-10 Only]

config link_aggregation group_id <value 1-8>{master_port <port> | ports <portlist> | state [enable |
disable] | trap [enable | disable]} [DGS-3200-16 Only]

config link_aggregation group_id <value 1-12>{master_port <port> | ports <portlist> | state [enable
| disable] | trap [enable | disable]} [DGS-3200-24 Only]
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Description

This command is used to configure a link aggregation group that was created with the create

link_aggregation command above.

Parameters
Parameters Description

group_id Specify the group ID. The group number identifies each of the groups. The
group ID is between 1 and 5 for DGS-3200-10, between 1 and 8 for
DGS-3200-16, and between 1 and 12 for DGS-3200-24.

master_port The master port ID. Specifies which port (by port number) of the link
aggregation group will be the master port. All of the ports in a link aggregation
group will share the port configuration with the master port.

ports Specify a range of ports that will belong to the link aggregation group.

state Enable or disable the specified link aggregation group. If configuring an LACP
group, the ports’ state machine will start.

trap When set to enable, Link Up and Link Down notifications are enabled for this
link aggregation group. When set to disable, Link Up and Link Down
notifications are disabled for link aggregation group. By default, the trap status
for a link aggregation group is disabled.

Restrictions

Only Administrator-level users can issue this command.

Example

To define a load-sharing group of ports, group-id 1, master port 7:

DGS-3200-10:4#config link_aggregation group_id 1 master_port 7 ports 5-7

Command: config link_aggregation group_id 1 master_port 7 ports 5-7

Success.

DGS-3200-10:4#

35-4 config link_aggregation algorithm
Purpose

To configure the link aggregation algorithm.

Format

config link_aggregation algorithm [mac_source_dest | ip_source_dest]
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Description

This command is used to configure the part of the packet examined by the switch when selecting the
egress port for transmitting load-sharing data. This feature is only available when using the address-based

load-sharing algorithm.

Parameters
Parameters Description
mac_source_dest Indicate that the switch should examine the MAC source and destination
address.
ip_source_dest Indicate that the switch should examine the IP source and destination
address.

Restrictions
Only Administrator-level users can issue this command.
Example

To configure the link aggregation algorithm for mac-source-dest:

DGS-3200-10:4#config link_aggregation algorithm mac_source_dest

Command: config link_aggregation algorithm mac_source_dest

Success.

DGS-3200-10:4#

35-5 show link_aggregation
Purpose
To display the current link aggregation configuration on the Switch.
Format

show link_aggregation {group_id <value 1-5> | algorithm} [DGS-3200-10 Only]
show link_aggregation {group_id <value 1-8> | algorithm} [DGS-3200-16 Only]
show link_aggregation {group_id <value 1-12> | algorithm} [DGS-3200-24 Only]

Description

This command is used to display the current link aggregation configuration of the switch. If no parameter is

specified, the system will display all the link aggregation information.

Parameters
Parameters Description
group_id Specify the group ID. The group number identifies each of the groups.
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The group ID is between 1 and 5 for DGS-3200-10, between 1 and 8
for DGS-3200-16, and between 1 and 12 for DGS-3200-24.

algorithm Specify the display of link aggregation by the algorithm in use by that

group.

Restrictions

None.

Example

To display the current link aggregation configuration when link aggregation is enabled:

DGS-3200-10:4#show link_aggregation

Command: show link_aggregation

Link Aggregation Algorithm = MAC-Source-Dest

Group ID o1
Type : LACP
Master Port 7
Member Port : 5-8

Active Port
Status : Enabled
Trap : Disabled

Total Entries : 1

DGS-3200-10:4#
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To display the current link aggregation configuration when link aggregation is disabled:

DGS-3200-10:4#show link_aggregation

Command: show link_aggregation

Link Aggregation Algorithm = MAC-Source-Dest

Group ID o1
Type : LACP
Master Port 7
Member Port : 5-8

Active Port
Status : Disabled

Trap : Disabled

Total Entries : 1

DGS-3200-10:4#
DGS-3200-10:4#
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36 LACP Configuration Command List

config lacp_ports <portlist> mode [active|passive]

show lacp_ports {<portlist>}

36-1 config lacp_ports
Purpose

To configure the current mode of LACP of port .

Format

config lacp_ports <portlist>mode [active|passive]

Description

This command is used to configure per-port LACP mode.

Parameters
Parameters Description
portlist Specified a range of ports to be configured.
mode active/passive

Restrictions

Only Administrator-level users can issue this command.

Example

To configure port LACP mode for ports 1 to 10:

DGS-3200-10:4#config lacp_port 1-10 mode active

Command: config lacp_port 1-10 mode active

Success.

DGS-3200-10:4#

36-2 show lacp_ports
Purpose

To display the current mode of LACP of port(s).

Format

show lacp_ports <portlist>
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Description

This command is used to display per-port LACP mode. If no parameter is specified, the system will display

current LACP and all port status.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.

Restrictions

None.

Example

To display the current port LACP mode for all ports on the switch:

DGS-3200-10:4#show lacp_ports
Command: show lacp_ports
Port Activity

1 Active

2 Active

3 Active

4 Active

5 Active

6 Active

7 Active

8 Active

9 Active

10 Active
DGS-3200-10:4#
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37 Traffic Segmentation Command List

config traffic_segmentation [<portlist>|all] forward_list[nulljall|<portlist>]

show traffic_segmentation {<portlist>}

37-1 config traffic_segmentation
Purpose

To configure traffic segmentation.

Format

config traffic_segmentation [<portlist>|all] forward_list [null | all | <portlist>]

Description

This command is used to configure traffic segmentation.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.
forward_list Specify a range of ports for the forwarding list.
null Specify no ports to be configured.
all Specify all ports to be configured.
portlist Specify a range of ports to be configured.
Restrictions

Only Administrator-level users can issue this command. The forwarding domain is restricted to Bridge

Traffic only.

Example

To configure traffic segmentation:

DGS-3200-10:4# config traffic_segmentation 1-6 forward_list 7-8

Command: config traffic_segmentation 1-6 forward_list 7-8

Success.

DGS-3200-10:4#
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37-2 show traffic_segmentation
Purpose

To display the current traffic segmentation table.
Format
show traffic_segmentation {<portlist>}

Description

This command is used to display the traffic segmentation table. If no parameter is specified, the system will

display all current traffic segmentation tables.

Parameters
Parameters Description
portlist Specify a range of ports to be displayed.

Restrictions

None.

Example

To display the traffic segmentation table:

DGS-3200-10:4#show traffic_segmentation

Command: show traffic_segmentation

Traffic Segmentation Table

Port Forward Portlist
1-10
1-10
1-10
1-10
1-10
1-10
1-10
1-10

© 00 N oo o b~ W N P

1-10

[
o

1-10

DGS-3200-10:4#
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38 Port Security Command List

config port_security ports [<portlist>| all] {admin_state [enable | disable] | max_learning_addr

<max_lock_no 0-64> | lock_address_mode [Permanent | DeleteOnTimeout | DeleteOnReset]}

delete port_security_entry vlan_name<vlan_name 32> port <port>mac_address <macaddr>

clear port_security_entry port <portlist>

show port_security {ports <portlist>}

enable port_security trap_log

disable port_security trap_log

38-1 config port_security
Purpose

To configure port security.
Format
config port_security ports [<portlist>| all] {admin_state [enable | disable] | max_learning_addr
<max_lock_no 0-64> | lock_address_mode [Permanent | DeleteOnTimeout | DeleteOnReset]}
Description

This command is used to configure port security. It includes admin state, maximum learning address, and

lock address mode.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.
all Specify that all ports are to be configured.
admin_state Allow the port security to be enabled or disabled for the ports specified

in the port list.

max_learning_addr The maximum number of address learning set to the ports specified in

the portlist. The maximum number of entries is 64.

lock_address_mode |Indicate locking address mode.

Permanent Not until the secured addresses are deleted, the
locked addresses will not be aged out after aging

timer expires.

DeleteOnTimeout|The locked addresses can be aged out after aging

timer expire
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DeleteOnReset Never age out the locked addresses unless restart

the system to prevent from port movement or

intrusion.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the port security setting for port 6:

DGS-3200-10:4#config port_security ports 6 admin_state enable max_learning_addr
10 lock_address_mode Permanent
Command: config port_security ports 6 admin_state enable max_learning_addr 16

lock_address_mode Permanent

Success.

DGS-3200-10:4#

38-2 delete port_security_entry
Purpose

To delete a port security entry by MAC address, port number, and VLAN name.

Format

delete port_security_entry vlan_name <vlan_name 32> port <port>mac_address <macaddr>

Description

This command is used to delete a port security entry by MAC address, port number, and VLAN name.

Parameters
Parameters Description
vlan_name 32 The VLAN name the port belongs to.
mac_address The MAC address to be deleted which was learned by the port.
port The port number which has learned the MAC .

Restrictions

Only Administrator-level users can issue this command.
Examples

To delete a default route from the routing table for port 6:
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DGS-3200-10:4#delete port_security_entry vlan_name default port 6 mac_address
00-01-30-10-2C-C7
Command: delete port_security_entry vlan_name default port 6 mac_address

00-01-30-10-2C-C7

Success.

DGS-3200-10:4#

38-3 clear port_security_entry
Purpose

To clear the MAC entries learned from the specified port(s) for the port security function.

Format
clear port_security_entry port <portlist>.
Description
This command is used to clear the MAC entries learned from the specified port(s) for the port security
function.
Parameters
Parameters Description
portlist Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear port security entry for port 6:

DGS-3200-10:4#clear port_security_entry port 6

Command: clear port_security_entry port 6

Success.

DGS-3200-10:4#

38-4 show port_security
Purpose

To display the port security related information of the switch ports.
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Format

show port_security {ports <portlist>}

Description

This command is used to display the port security related information of the switch ports including the port

security admin state, the maximum number of learning addresses, and the lock mode.

Parameters

None.

Restrictions

None.

Examples

To display the port security information of switch ports 1 to 6:

DGS-3200-10:4# show port_security ports 1-6

Command: show port_security ports 1-6

Port_security Trap/Log : Enabled

Port Admin State Max. Learning Addr. Lock Address Mode
1 Disabled 1 DeleteOnReset

2 Disabled 1 DeleteOnReset

3 Disabled 1 DeleteOnReset

4 Disabled 1 DeleteOnReset

5 Disabled 1 DeleteOnReset

6 Enabled 10 Permanent

DGS-3200-10:4#

38-5 enable port_security trap_log
Purpose

To enable the port security trap/log.

Format

enable port_security trap_log

Description

This command is used to enable port security traps/logs. When this command is enabled, if there's a new
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MAC that violates the pre-defined port security configuration, a trap will be sent out with the MAC and port

information and the relevant information will be logged.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable a port security trap:

DGS-3200-10:4# enable port_security trap_log

Command: enable port_security trap_Jlog

Success.

DGS-3200-10:4#

38-6 disable port_security trap_log
Purpose

To disable a port security trap/log.

Format

disable port_security trap_log

Description

This command is used to disable a port security trap/log. If the port security trap is disabled, no trap will be

sent out for MAC violations.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To prevent a port security trap from being sent from the switch:
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DGS-3200-10:4# disable port_security trap_log

Command: disable port_security trap_log

Success.

DGS-3200-10:4#
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39 Static MAC-based VLAN Command List

create mac_based vlan mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

delete mac_based_vlan {mac_address <macaddr> [vlan <vlan_name 32>| vlanid <vlanid 1-4094>] }

show mac_based_vlan {mac_address <macaddr> | vlan <vlan_name 32>|<vlanid <vlanid 1-4094>}

39-1 create mac_based_vlan

Purpose

To create a static MAC-based VLAN entry.

Format

create mac_based_vlan mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]
Description

This command is used to create static MAC-based VLAN entries. When an entry is created for a port, the
port will automatically become the untagged member port of the specified VLAN. When a static

MAC-based VLAN entry is created for a user, the traffic from this user will be able to be serviced under the

specified VLAN regardless of the authentication function operating on this port.

Parameters
Parameters Description
mac_address The MAC address.
vlan The VLAN to be associated with the MAC address.
vlanid The VLAN ID to be associated with the MAC address.

Restrictions
Only Administrator-level users can issue this command.
Example

To create a static MAC-based VLAN entry:

DGS-3200-10:4# create mac_based_vlan mac_address 00-00-00-00-00-01 vlan default

Command: create mac_based_vlan mac_address 00-00-00-00-00-01 vlan default

Success.

DGS-3200-10:4#
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39-2 delete mac_based vian
Purpose
To delete a static MAC-based VLAN entry.
Format
delete mac_based_vlan {mac_address <macaddr> [vlan <vlan_name 32>| vlanid <vlanid 1-4094>] }
Description

This command is used to delete a database entry. If the MAC address and VLAN are not specified, all

static entries associated with the port will be removed.

Parameters
Parameters Description
mac_address The MAC address.
vlan The VLAN to be associated with the MAC address.
vlanid The VLAN ID to be associated with the MAC address.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a static MAC-based VLAN entry:
DGS-3200-10:4# delete mac_based_vlan mac_address 00-00-00-00-00-01 vlan default

Command: delete mac_based_vlan mac_address 00-00-00-00-00-01 vlan default

Success.

DGS-3200-10:4#

39-3 show mac_based_vlan
Purpose

To display a static MAC-based VLAN entry.

Format

show mac_based_vlan {mac_address <macaddr> | vlan <vlan_name 32>|<vlanid <vlanid 1-4094>}

Description

This command is used to display the static MAC-based VLAN entry.
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Parameters
Parameters Description
mac_address vlan Specify the entry to display.
vlanid The VLAN ID to be associated with the MAC address.

Restrictions
None.
Example

In the following example, MAC address “00-80-c2-33-c3-45"is assigned to VLAN 300 by manual
configuration. It is assigned to VLAN 400 by MAC-AC. Since MAC AC has higher priority than manual

configuration, the manually configured entry will become inactive. To display the MAC-based VLAN entry:

DGS-3200-10:4# show mac_based_vlan

MAC Address VLAN Status Type
00-80-e0-14-a7-57 200 Active Static
00-80-c2-33-c3-45 300 Inactive Static
00-80-c2-33-c3-45 400 Active MAC AC
00-a2-44-17-32-98 400 Active WAC

Total Entries : 4

DGS-3200-10:4#
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40 Port Egress Filter Command List

config egress_filter ports [ <portlist> | all ] { unicast [enable|disable] | multicast [enable| disable] }

show egress_filter ports {<portlist>}

40-1 config egress_filter ports
Purpose

To configure the state of egress filtering on a specific port.

Format

config egress_filter ports [ <portlist> | all ] { unicast [enable|disable] | multicast [enable| disable] }

Description

This command is used to configure the state of egress filters on specified ports.

Parameters
Parameters Description

portlist Specify the portlist.

unicast Specify the egress filter state of destination lookup fail packets.
disable: Unknown unicast packets are not filtered and may be
forwarded to this port.
enable: Unknown unicast packets are filtered and are not
forwarded to this port.

multicast Specify the egress filter state of unregistered multicast packets.
disable: Unregistered multicast packets are not filtered and may
be forwarded to this port.
enable: Unregistered multicast packets are filtered and are not
forwarded to this port.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure an egress filter:
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DGS-3200-10:4# config egress_filter 6 unicast enable multicast enable

Command: config egress_Tfilter 6 unicast enable multicast enable

Success.

DGS-3200-10:4#

40-2 show egress_filter ports
Purpose

To display the port egress filter configuration.

Format

show egress_filter ports {<portlist>}

Description

This command is used to show port egress filter configuration.

Parameters
Parameters Description
portlist Specify the port list.

Restrictions

None.

Examples

To display the egress filter for port 6:

DGS-3200-10:4# show egress_filter ports 6

Command: show egress_filter ports 6

Port Unicast Multicast

6 Enabled Enabled

DGS-3200-10:4#
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41 BPDU Attack Protection Command List

config bpdu_protection ports [ <portlist> | all ] {state [enable | disable ] | mode [drop | block |
shutdown]}

config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

config bpdu_protection [trap | log] [ none | attack_detected | attack_cleared | both]

enable bpdu_protection

disable bpdu_protection

show bpdu_protection {ports {<portlist>}}

41-1 config bpdu_protection ports

Purpose

To configure port state and mode for BPDU protection.

Format

config bpdu_protection ports [ <portlist> | all ] {state [enable | disable ] | mode [drop | block |

shutdown]}

Description

This command is used to configure the BPDU protection function for the ports on the Switch. In general,
there are two states, normal and under attach, in BPDU protection function. The under attack state have
three modes: drop, block, and shutdown. A BPDU protection enabled port will enter under attack state
when it receives one STP BPDU packet. And it will take action based on the configuration. Thus, BPDU
protection can only be enabled on SPT-disabled port.

BPDU protection has higher priority than fbpdu setting configured by configure STP command in
determination of BPDU handling. That is, when fbpbu is configured to forward STP BPDU but BPDU
protection is enabled, then the port will not forward STP BPDU.

BPDU protection also has higher priority than BPDU tunnel port setting in determination of BPDU handling.
That is, when a port is configured as BPDU tunnel port for STP, it will forward STP BPDU. But if the port is
BPDU protection enabled. Then the port will not forward STP BPDU.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.
all Specify all ports to be configured.
state Enable or disable the BPDU protection.
mode Specify the BPDU protection mode. The default mode is shutdown.
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drop - Specify to drop all received BPDU packets when the port enters
the under attack state.

block - Specify to drop all packets (include BPDU and normal packets)
when the port enters the under attack state.

shutdown - Specify to shut down the port when the port enters the

under attack state.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure port state to enable and drop mode:

DGS-3200-10:4# config bpdu_protection ports 1 state enable mode drop

Command: config bpdu_protection ports 1 state enable mode drop

Success.

DGS-3200-10:4#

41-2 config bpdu_protection recovery_timer
Purpose
To configure BPDU protection recovery timer.
Format
config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]
Description

This command is used to configure BPDU protection recovery timer. When a port enters the under attack
state, it can be disabled or blocked based on the configuration. The state can be recovered manually or by
the auto recovery mechanism. This command is used to configure the auto-recovery timer. To manually

recover the port, the user needs to disable and re-enable the port.

Parameters
Parameters Description
<sec 60-1000000> Specify the timer (in seconds) used by the Auto-recovery
mechanism to recover the port. The valid range is 60 to 1000000.
Auto-recovery time is 60 seconds by default.
infinite Specify the port that will not be auto recovered.
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Restrictions

Only Administrator-level users can issue this command.
Examples

To configure the BPDU protection recovery timer to 120 seconds for the Switch:

DGS-3200-10:4# config bpdu_protection recovery_timer 120

Command: config bpdu_protection recovery_timer 120

Success.

DGS-3200-10:4#

41-3 config bpdu_protection
Purpose

To configure the BPDU protection trap state or log state.

Format

config bpdu_protection [trap | log] [ none | attack_detected | attack_cleared | both]

Description

This command is used to configure the BPDU protection trap state or log state.

Parameters
Parameters Description

trap Specify the trap state.

log Specify the log state.

none Specify neither attack_detected nor attack cleared is trapped or
logged.

attack_detected Specify events will be logged or trapped when the BPDU attacks is
detected.

attack_cleared Specify events will be logged or trapped when the BPDU attacks is
cleared.

both Specify the events of attack_detected and attack_cleared shall be
trapped or logged.

Restrictions

Only Administrator-level users can issue this command.

Examples

To config the bpdu_protection trap state as both for the entire switch:To configure the BPDU protection
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trap state as both for the Switch:

DGS-3200-10:4# config bpdu_protection trap both

Command: config bpdu_protection trap both

Success.

DGS-3200-10:4#

41-4 enable bpdu_protection
Purpose

To enable BPDU protection globally for the Switch.

Format

enable bpdu_protection

Description

This command is used to enable BPDU protection globally for the Switch.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To enable BPDU protection for the Switch:

DGS-3200-10:4# enable bpdu_protection

Command: enable bpdu_protection

Success.

DGS-3200-10:4#

41-5 disable bpdu_protection
Purpose

To disable BPDU protection globally for the Switch.

Format

disable bpdu_protection
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Description
This command is used to disable BPDU protection globally for the Switch.
Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable BPDU protection:

DGS-3200-10:4# disable bpdu_protection

Command: disable bpdu_protection

Success.

DGS-3200-10:4#

41-6 show bpdu_protection
Purpose

To display BPDU protection global configuration or per port configuration and current status.

Format

show bpdu_protection {ports {<portlist>}}

Description

This command is used to display BPDU protection global configuration or per port configuration and

current status.
Parameters
Parameters Description
ports Specify all ports to be displayed.
<Portlist> Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display BPDU protection information:

311



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-10:4# show bpdu_protection

Command: show bpdu_protection

BPDU Protection Global Settings

BPDU Protection Status : Disabled
BPDU Protection Recover Time : 60 seconds
BPDU Protection Trap State : None

BPDU Protection Log State . Both

DGS-3200-10:4#

To display BPDU protection status for ports 1 to 3:

DGS-3200-10:4# show bpdu_protection ports 1-3

Command: show bpdu_protection ports 1-3

Port State Mode Status
1 Disabled Shutdown Normal
2 Disabled Shutdown Normal
3 Disabled Shutdown Normal

DGS-3200-10:4#
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42 Layer 2 Protocol Tunneling (L2PT) Command List

config I2protocol_tunnel ports [<portlist> | all] type [uni tunneled_protocol [{stp|gvrp |
protocol_mac [01-00-0C-CC-CC-CC | 01-00-0C-CC-CC-CD]} | all] {threshold <value 0-65535>} |nni |

nonej

show I2protocol_tunnel {[uni | nni]}

enable [2protocol_tunnel

disable I2protocol_tunnel

42-1 config I12protocol_tunnel

Purpose

To configure Layer 2 protocol tunneling on ports.

Format

config I12protocol_tunnel ports [<portlist> | all] type [uni tunneled_protocol [{stp|gvrp |
protocol_mac [01-00-0C-CC-CC-CC | 01-00-0C-CC-CC-CD]} | all] {threshold <value 0-65535>} |nni |

nonej

Description

This command is used to configure Layer 2 protocol tunneling on ports. Layer 2 protocol tunneling is used
to tunnel Layer 2 protocol packet. If a Layer 2 protocol is tunnel-enabled on an UNI, once received the
PDU on this port, the multicast destination address of the PDU will be replaced by Layer 2 protocol
tunneling multicast address. The Layer 2 protocol tunneling multicast address for STP is
01-05-5D-00-00-00, for GVRP is 01-05-5D-00-00-21, for Layer 2 protocols MAC 01-00-0C-CC-CC-CC is
01-05-5D-00-00-10 and for protocol MAC 01-00-0C-CC-CC-CD is 01-05-5D-00-00-11.

When QinQ is enabled, an S-TAG will be added to the Layer 2 PDU too. The S-TAG is assigned according

QinQ VLAN configuration.
Parameters
Parameters Description
ports Specify the ports on which the Layer 2 protocol tunneling will be

configured. If specified all, all ports on the switch will be configured.

type Specify the type of the ports.

uni - Specify the ports as UNI ports.
nni - Specify the ports as NNI ports.
none - Disable tunnel on it.

By default, a port is none port.
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tunneled_protocol |Specify tunneled protocols on the UNI ports.

stp - Specify to use the STP protocol.

gvrp - Specify to use the GVRP protocol.

protocol_mac - Specify the destination MAC address of the L2

protocol packets that will tunneled on these UNI ports. The MAC
address can be 01-00-0C-CC-CC-CC or 01-00-0C-CC-CC-CD.

all - All tunnel-abled Layer 2 protocols will be tunneled on the ports.

threshold Specify the drop threshold for packets-per-second accepted on the
UNI ports. The ports drop the PDU if the protocol’s threshold is
exceeded. The range of the threshold value is 0 to 65535

(packet/second). The value 0 means no limit. By default, the value is 0.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the STP tunneling on ports 1-4:

DGS-3200-10:4# config 12protocol_tunnel ports 1-4 type uni tunneled_protocol stp

Command: config I2protocol_tunnel ports 1-4 type uni tunneled_protocol stp

Success.

DGS-3200-10:4#

42-2 show I2protocol_tunnel
Purpose

To display Layer 2 protocol tunneling information.

Format

show 12protocol_tunnel {Juni | nni]}

Description

This command is used to display Layer 2 protocol tunneling information.

Parameters
Parameters Description
uni Specify to show UNI detail information, include tunneled and dropped
PDU statistic.
nni Specify to show NNI detail information, include de-capsulated Layer 2
PDU statistic.
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Restrictions

None.

Examples

To show Layer 2 protocol tunneling information summary:

DGS-3200-10:4# show 12protocol_tunnel

Command: show I2protocol_tunnel
Global State: Enabled
UNI Ports: 1-2

NNI Ports: 3-4

DGS-3200-10:4#

To show Layer 2 protocol tunneling detail information on the UNI ports:

DGS-3200-10:4# show 12protocol_tunnel uni

Command: show I2protocol_tunnel uni

UNI  Tunneled Threshold
Port Protocol (packet/sec)
1 STP 10

GVRP 0

01-00-0C-CC-CC-CC O

01-00-0C-CC-CC-CD O
2 STP 20

GVRP 0
DGS-3200-10:4#

To show Layer 2 protocol tunneling detail information on the NNI ports:

DGS-3200-10:4# show 12protocol_tunnel nni

Command: show I2protocol_tunnel nni

NNI Protocol
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01-00-0C-CC-CC-CC

01-00-0C-CC-CC-CD
2 STP

GVRP

01-00-0C-CC-CC-CC

01-00-0C-CC-CC-CD

DGS-3200-10:4#

42-3 enable I2protocol_tunnel
Purpose

To enable the Layer 2 protocol tunneling function.

Format

enable [2protocol_tunnel

Description

This command is used to enable the Layer 2 protocol tunneling function.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the Layer 2 protocol tunneling function:

DGS-3200-10:4#enable 12protocol_tunnel

Command: enable I2protocol_tunnel

Success.

DGS-3200-10:4#

42-4 disable 12protocol_tunnel
Purpose

To disable the L2PT function globally on the Switch.

Format
disable I2protocol_tunnel
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Description
This command is used to disable the L2PT function globally on the Switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the Layer 2 protocol tunneling function:

DGS-3200-10:4# disable 12protocol_tunnel

Command: disable I2protocol_tunnel

Success.

DGS-3200-10:4#
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43 LLDP Command List

enable lldp
disable lidp

config lldp [message_tx_interval <sec 5-32768> | message_tx_hold_multiplier <int 2-10> | tx_delay

<sec 1-8192> | reinit_delay <sec 1-10>]

config lldp notification_interval <sec 5-3600>

config lldp ports [<portlist> | all] [ notification [enable | disable] | admin_status [tx_only | rx_only |
tx_and_rx | disable] | mgt_addr [ipv4 <ipaddr> | ipv6 <ipv6addr>] [enable | disable] | basic_tlvs [{all}
| {port_description | system_name | system_description | system_capabilities}] [enable | disable] |
dotl_tlv_pvid [enable | disable] | dot1_tlv_protocol_vid [vlan [all | <vlan_name 32>] | vlanid
<vidlist>] [enable | disable] | dot1_tlv_vlan_name [vlan [all | <vlan_name 32>] | vlanid <vidlist>]
[enable | disable] | dot1_tlv_protocol_identity [all | {eapol | lacp | gvrp | stp }] [enable | disable] |
dot3_tlvs [{all} | {mac_phy_configuration_status | link_aggregation | maximum_frame_size}]

[enable | disable]]

config lldp forward_message [enable | disable]

show lidp

show lldp mgt_addr {[ipv4 <ipaddr> | ipv6 <ipv6addr>]}

show lldp ports {<portlist>}

show lldp local_ports {<portlist>} {mode [brief | normal | detailed]}

show lldp remote_ports {<portlist>} {mode [brief | normal | detailed]}

show lldp statistics

show lldp statistics ports {<portlist>}

config lldp_med fast_start repeat_count <value 1-10>

config lldp_med notification topo_change ports [<portlist> | all] state [enable | disable]

config lldp_med ports [<portlist> | all] med_transmit_capabilities [all | {capabilities |

network_policy | inventory}] state [enable | disable]

config lldp_med log state [enable | disable]

show lldp_med

show lldp_med ports {<portlist>}

show lldp_med local_ports

show lldp_med remote_ports {<portlist>}
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43-1 enable lldp
Purpose

To enable LLDP.

Format

enable lldp

Description
This command is used to enable LLDP. This is a global control for the LLDP function. When this function is
enabled, the switch can start to transmit LLDP packets and receive and process the LLDP packets. The
specific function of each port will depend on the per port LLDP setting. For the advertisement of LLDP
packets, the switch announces the information to its neighbor through ports. For the receiving of LLDP

packets, the switch will learn the information from the LLDP packets advertised from the neighbor in the

neighbor table.The default state for LLDP is disabled.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.

Examples

To enable LLDP:
DGS-3200-10:4#enable 11dp

Command: enable 1ldp

Success.

DGS-3200-10:4#

43-2 disable lidp
Purpose

To disable LLDP.

Format

disable lldp

Description

This command is used to disable LLDP. The Switch will stop the sending and receiving of LLDP

advertisement packets.
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Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable LLDP:
DGS-3200-10:4#disable 1ldp

Command: disable Ildp

Success.

DGS-3200-10:4#

43-3 config lldp
Purpose

To configure LLDP timer values.

Format

config lldp [message_tx_interval <sec 5-32768> | message_tx_hold_multiplier <int 2-10> | tx_delay

<sec 1-8192> | reinit_delay <sec 1-10>]

Description

This command is used to configure LLDP timer values. The message TX interval controls how often active
ports retransmit advertisements to their neighbors. The message TX hold multiplier is a multiplier on the
msgTxInterval that is used to compute the TTL value of tXTTL in an LLDPDU. The TTL will be carried in
the LLDPDU packet. The lifetime will be the minimum of 65535 and (message_tx_interval *
message_tx_hold_multiplier). On the partner switch, when the time-to-live for a given advertisement
expires, the advertised data is deleted from the neighbor switch’s MIB. The TX delay is used to change the
minimum time (delay-interval) any LLDP port will delay advertising successive LLDP advertisements due
to a change in LLDP MIB content. The TX delay defines the minimum interval between sending of LLDP
messages due to the constantly changing MIB content. A re-enabled LLDP port will wait for the reinit delay

after the last disable command before reinitializing.

Parameters
Parameters Description
message_tx_interval Specify the message TX interval between consecutive transmissions
of LLDP advertisements on any given port.
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message_tx_hold_multiplier

Specify the message TX hold multiplier.

tx_delay

Specify the TX delay time.

reinit_delay

Specify the reinit delay time.

Restrictions

Only Administrator-level users can issue this command.

Examples

To change the packet transmission interval:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config 1ldp message_tx_interval 30

Command: config Ildp message_tx_interval 30

To change the multiplier value:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config 11dp message_tx_hold_multiplier 3

Command: config Ildp message_tx_hold_multiplier 3

To configure the delay-interval interval::

Command: config Ildp tx_delay 8

Success.

DGS-3200-10:4#

DGS-3200-10:4# config 1ldp tx_delay 8

To change the re-initialization delay interval to five seconds:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config 1ldp reinit_delay 5

Command: config Ildp reinit_delay 5
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43-4 config lldp notification_interval
Purpose

To configure LLDP timer values.
Format

config lldp notification_interval <sec 5-3600>
Description

This command is used to configure LLDP timer values. This will globally change the interval between

successive LLDP change notifications generated by the switch.

Parameters

Parameters Description

<sec 5-3600> pecify the notification interval range is from 5 to 3600 seconds. The

default setting is 5 seconds.

Restrictions

Only Administrator-level users can issue this command.

Examples

To change the notification interval to 10 seconds:

DGS-3200-10:4#config 1ldp notification_interval 10

Command: config Ildp notification_interval 10

Success.

DGS-3200-10:4#

43-5 config lldp ports
Purpose

To configure LLDP options by port.

Format

config lldp ports [<portlist> | all] [ notification [enable | disable] | admin_status [tx_only | rx_only |
tx_and_rx | disable] | mgt_addr [ipv4 <ipaddr> | ipv6 <ipv6addr>] [enable | disable] | basic_tlvs [{all}
| {port_description | system_name | system_description | system_capabilities}] [enable | disable] |
dotl_tlv_pvid [enable | disable] | dot1_tlv_protocol_vid [vlan [all | <vlan_name 32>] | vlanid
<vidlist>] [enable | disable] | dot1_tlv_vlan_name [vlan [all | <vlan_name 32>] | vlanid <vidlist>]

[enable | disable] | dot1_tlv_protocol_identity [all | {eapol | lacp | gvrp | stp }] [enable | disable] |
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dot3_tlvs [{all} | {mac_phy_configuration_status | link_aggregation | maximum_frame_size}]

[enable | disable]]

Description

This command is used to configure LLDP options by port. Enable or disable each port for sending change
notification to configured SNMP trap receiver(s) if an LLDP data change is detected in an advertisement
received on the port from an LLDP neighbor. The definition of change includes new available information,
information timeout, information update. And the changed type includes any data update /insert/remove.
The admin status options enable to control which ports patrticipate in LLDP traffic and whether the
participating ports allow LLDP traffic in only one direction or in both directions.

The config management address command specifies whether system’s IP address needs to be advertised
from the specified port. For layer 3 devices, each managed address can be individually specified. The
management addresses that are added in the list will be advertised in the LLDP from the specified
interface, associated with each management address. The interface for that management address will be
also advertised in the if-index form.

An active LLDP port on the switch always includes the mandatory data in its outbound advertisements.
And there are four optional data that can be configured for an individual port or group of ports to exclude
one or more of these data types from outbound LLDP advertisements. The mandatory data type include
four basic types of information (end of LLDPDU TLV, chassis ID TLV, port ID TLV, and Time to Live TLV).
The mandatory type cannot be disabled. There are also four data types which can be optionally selected.
They are port_description, system_name, system_description, and system_capability.

Configure an individual port or group of ports to exclude one or more of IEEE 802.1 Organizationally port
vlan ID TLV data types from outbound LLDP advertisements.

Configure an individual port or group of ports to exclude one or more of IEEE 802.1 Organizationally port
and protocol VLAN ID TLV data types from outbound LLDP advertisements.

Configure an individual port or group of ports to exclude one or more of IEEE 802.1 Organizationally VLAN
name TLV data types from outbound LLDP advertisements.

Configure an individual port or group of ports to exclude one or more of IEEE 802.1 Organizationally
protocol identity TLV data types from outbound LLDP advertisements. This TLV optional data type
indicates whether the corresponding Local System's Protocol Identity instance will be transmitted on the
port. The Protocol Identity TLV provides a way for stations to advertise protocols that are important to the
operation of the network. Spanning Tree Protocol, the Link Aggregation Control Protocol, and nhumerous
vendor proprietary variations are responsible for maintaining the topology and connectivity of the network.
If EAPOL, GVRP, STP (including MSTP), and LACP protocol identity are enabled on this port and it is

enabled to be advertised, then this protocol identity will be advertised.

Parameters
Parameters Description
<portlist> Specify a range of ports to be configured.
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all

Specify to configure all the ports on the system.

notification

Enable or disable the SNMP trap notification of LLDP data changes detected
on advertisements received from neighbor devices. The default notification

state is disabled.

admin_status

Select the desired administrative per port state. The default per port state is
tx_and rx.

tx_only - Configure the specified port(s) to transmit LLDP packets, but block
inbound LLDP packets from neighbor devices.

rx_only - Configure the specified port(s) to receive LLDP packets from
neighbors, but block outbound packets to neighbors.

tx_and_rx - Configure the specified port(s) to both transmit and receive
LLDP packets.

disable - Disable LLDP packet transmit and receive on the specified port(s).

mgt_addr

The port types specified for advertising indicated management address
instance.

ipv4 - Specify the IP address of IPv4.

ipv6 - Specify the IP address of IPv6.

enable - Enable port(s) specified for advertising indicated management
address instance.

disable - Disable port(s) specified for advertising indicated management

address instance.

basic_tlvs

Configure an individual port or group of ports to exclude one or more of
optional TLV data types from outbound LLDP advertisements.

all - Configure all four TLV data types listed below.

port_description - This TLV optional data type indicates that LLDP agent
should transmit “Port Description TLV” on the port. The default state is
disabled.

system_name - This TLV optional data type includes indicates that LLDP
agent should transmit “System Name TLV.” The default state is disabled.
system_description - This TLV optional data type includes indicates that
LLDP agent should transmit “System Description TLV.” The default state is
disabled.

system_capabilities - This TLV optional data type includes indicates that
LLDP agent should transmit “System Capabilities TLV.” The system
capability will indicate whether the device provides repeater, bridge, or router
function, and whether the provided functions are currently enabled. The
default state is disabled.

enable - Enable configuration of an individual port or group of ports to
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exclude one or more of optional TLV data types from outbound LLDP
advertisements.

disable - Disable configuration of an individual port or group of ports to
exclude one or more of optional TLV data types from outbound LLDP

advertisements.

dotl_tlv_pvid

This TLV optional data type determines whether the IEEE 802.1
organizationally defined port VLAN ID TLV transmission is allowed on a

given LLDP transmission capable port. The default state is disabled.

dotl_tlv_protocol vid

This TLV optional data type determines whether the IEEE 802.1
organizationally defined port and protocol VLAN ID TLV transmission is
allowed on a given LLDP transmission capable port. The default state is
disabled.

vlan - Specify a VLAN to be transmitted.

vlanid - Specify a VLAN ID list to be transmitted.

enable - Enable configuration of an individual port or group of ports to
exclude one or more of IEEE 802.1 Organizationally port and protocol VLAN
ID TLV data types from outbound LLDP advertisements.

disable - Disable configuration of an individual port or group of ports to
exclude one or more of IEEE 802.1 Organizationally port and protocol VLAN
ID TLV data types from outbound LLDP advertisements.

dotl_tlv_vlan_name

This TLV optional data type indicates whether the corresponding Local
System’s VLAN name instance will be transmitted on the port. If a port is
associated with multiple VLANSs, those enabled VLAN ID will be advertised.
The default state is disabled.

vlan - (Optional) Specify a VLAN to be transmitted.

vlanid - (Optional) Specify a VLAN ID list to be transmitted.

enable - Enable configuration of an individual port or group of ports to
exclude one or more of IEEE 802.1 Organizationally VLAN name TLV data
types from outbound LLDP advertisements.

disable - Disable configuration of an individual port or group of ports to
exclude one or more of IEEE 802.1 Organizationally VLAN name TLV data

types from outbound LLDP advertisements.

dotl_tlv_protocol_identity

This TLV optional data type indicates whether the corresponding Local
System's Protocol Identity instance will be transmitted on the port. The
Protocol Identity TLV provides a way for stations to advertise protocols that
are important to the operation of the network, such as Spanning Tree
Protocol, the Link Aggregation Control Protocol, and numerous vendor

proprietary variations which are responsible for maintaining the topology and
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connectivity of the network. If EAPOL, GVRP, STP (including MSTP), and
LACP protocol identity are enabled on this port and enabled to be
advertised, then the protocol identity will be advertised. The default state is
disabled.

all - Advertise all of the protocols lists below.

eapol - Advertise EAPOL.

lacp - Advertise LACP.

gvrp - Advertise GVRP.

stp - Advertise STP.

enable - Enable configuration an individual port or group of ports to exclude
one or more of IEEE 802.1 Organizationally protocol identity TLV data types
from outbound LLDP advertisements.

disable - Disable configuration an individual port or group of ports to exclude
one or more of IEEE 802.1 Organizationally protocol identity TLV data types

from outbound LLDP advertisements.

dot3_tlvs

An individual port or group of ports to exclude one or more of IEEE 802.3
Organizationally Specific TLV data types from outbound LLDP
advertisements.

all — (Optional) Configure all of the TLV optional data types below.
mac_phy_configuration_status - (Optional) This TLV optional data type
indicates that LLDP agent should transmit “MAC/PHY configuration/status
TLV.” This type indicates it is possible for two ends of an IEEE 802.3 link to
be configured with different duplex and/or speed settings and still establish
some limited network connectivity. More precisely, the information includes
whether the port supports the auto-negotiation function, whether the function
is enabled, the auto-negotiated advertised capability, and the operational
MAU type. The default state is disabled.

link_aggregation - (Optional) This TLV optional data type indicates that
LLDP agent should transmit “Link Aggregation TLV.” This type indicates the
current link aggregation status of IEEE 802.3 MACs. More precisely, the
information should include whether the port is capable of doing link
aggregation, whether the port is aggregated in an aggregated link, and the
aggregated port ID. The default state is disabled.

maximum_frame_size - (Optional) This TLV optional data type indicates
that LLDP agent should transmit “Maximum-frame-size TLV.” The default
state is disabled.

enable - Enable the configuration of an individual port or group of ports to

exclude one or more of IEEE 802.3 Organizationally Specific TLV data types
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from outbound LLDP advertisements.
disable - Disable the configuration of an individual port or group of ports to

exclude one or more of IEEE 802.3 Organizationally Specific TLV data types

from outbound LLDP advertisements.

Restrictions

Only Administrator-level users can issue this command.

Examples

To change the SNMP notification state of ports 1 to 5 to enable:

DGS-3200-10:4# config 1ldp ports 1-5 notification enable

Command: config Ildp ports 1-5 notification enable

Success.

DGS-3200-10:4#

To configure the mode of ports 1 to 5 to transmit and receive:

DGS-3200-10:4# config 1ldp ports 1-5 admin_status tx_and_rx

Command: config Ildp ports 1-5 admin_status tx_and_rx

Success.

DGS-3200-10:4#

To enable ports 1 to 5 to manage address entries:

DGS-3200-10:4# config 1ldp ports 1-5 mgt_addr ipv4 192.168.254.10 enable
Command: config Ildp ports 1-5 mgt_addr ipv4 192.168.254.10 enable

Success.

DGS-3200-10:4#

To exclude the system name TLV from the outbound LLDP advertisements for all ports:
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DGS-3200-10:4# config lldp ports all basic_tlvs system_name enable

Command: config lldp ports all basic_tlvs system_name enable

Success.

DGS-3200-10:4#

To exclude the VLAN name TLV from the outbound LLDP advertisements for all ports:

DGS-3200-10:4# config 1ldp ports all dotl_tlv_pvid enable

Command: config Ildp ports all dotl_tlv_pvid enable

Success.

DGS-3200-10:4#

To exclude the port and protocol VLAN ID TLV from the outbound LLDP advertisements for all ports:

DGS-3200-10:4# config 11dp ports all dotl_tlv_protocol_vid vlanid 1-3 enable

Command: config Ildp ports all dotl_tlv_protocol_vid vlanid 1-3 enable

Success.

DGS-3200-10:4#

To exclude the VLAN name TLV from the outbound LLDP advertisements for all ports:

DGS-3200-10:4# config 1ldp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Command: config Ildp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Success.

DGS-3200-10:4#

To exclude the protocol identity TLV from the outbound LLDP advertisements for all ports:

DGS-3200-10:4# config 11dp ports all dotl_tlv_protocol_identity all enable

Command: config Ildp ports all dotl_tlv_protocol_identity all enable

Success.

DGS-3200-10:4#

328




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

To exclude the MAC/PHY configuration/status TLV from the outbound LLDP advertisements for all ports:

DGS-3200-10:4# config 1ldp ports all dot3_tlvs mac_phy_ configuration_status enable

Command: config Ildp ports all dot3_tlvs mac_phy configuration_status enable

Success.

DGS-3200-10:4#

43-6 config lldp forward _message
Purpose
To configure LLDP forwarding messages.
Format
config lldp forward_message [enable | disable]
Description

This command is used to configure LLDP forwarding messages. When LLDP is disabled and LLDP

forward message is enabled, the received LLDPDU packet will be forwarded. The default state is disabled.

Parameters
Parameters Description
enable Specify to enable LLDP forwarding messages.
disable Specify to disable LLDP forwarding messages.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable LLDP forwarding messages:

DGS-3200-10:4# config 1ldp forward _message enable

Command: config Ildp forward_message enable

Success.

DGS-3200-10:4#
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43-7 show lldp

Purpose

To display LLDP.
Format

show lldp
Description

This command is used to display LLDP.
Parameters

None.
Restrictions

None.
Examples

To display LLDP:

DGS-3200-10:4# show 11dp

Command: show Ildp

LLDP System Information
Chassis 1D Subtype : MAC Address
Chassis ID : 00-11-22-33-44-55
System Name
System Description : Gigabit Ethernet Switch

System Capabilities . Repeater, Bridge

LLDP Configurations

LLDP Status : Disabled
LLDP Forward Status : Disabled
Message TX Interval - 30

Message TX Hold Multiplier: 4
Relnit Delay : 2
TX Delay : 2

Notification Interval : 5

DGS-3200-10:4#
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43-8 show lldp mgt_addr
Purpose

To display the LLDP management address information.
Format

show lldp mgt_addr {[ipv4 <ipaddr> | ipv6 <ipv6addr>]}
Description

This command is used to display the LLDP management address information.

Parameters
Parameters Description
ipvd Specify the IPv4 address of the LLDP managament address entry.
ipv6 Specify the IPv6 address of the LLDP managament address entry.

Restrictions

None.

Examples

To display management address information:

DGS-3200-10:4# show 11dp mgt_addr
Command: show Ildp mgt_addr

Address 1 :
Subtype : IPv4
Address : 10.19.72.38
IF Type > Unknown
0oID ©1.3.6.1.4.1.171.10.114.1.1

Advertising Ports

Total Entries : 1

DGS-3200-10:4#

43-9 show lldp ports
Purpose

To display LLDP per port configuration for advertisement options.

Format

show lldp ports {<portlist>}
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Description

This command is used to display LLDP per port configuration for advertisement options.

Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed.

Restrictions
Only Administrator-level users can issue this command.
Examples

To display LLDP TLV option port 1:

DGS-3200-10:4# show I1ldp ports 1

Command: show Ildp ports 1

Port ID 1
Admin Status : TX_and_RX
Notification Status : Disabled

Advertised TLVs Option

Port Description Disabled
System Name Disabled
System Description Disabled
System Capabilities Disabled

Enabled Management Address
(None)
Port VLAN ID Disabled
Enabled Port_and_Protocol_VLAN_ID
(None)
Enabled VLAN Name
(None)

Enabled Protocol ldentity

(None)
MAC/PHY Configuration/Status Disabled
Link Aggregation Disabled
Maximum Frame Size Disabled

DGS-3200-10:4#
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43-10 show lldp local_ports
Purpose

To display the per-port information currently available for populating outbound LLDP advertisements.

Format

show lldp local_ports {<portlist>} {mode [brief | normal | detailed]}

Description

This command is used to display the per-port information currently available for populating outbound LLDP

advertisements.
Parameters
Parameters Description

<portlist> Specify a range of ports to be displayed. When port list is not specified,
information for all ports will be displayed.

brief Display the information in brief mode.

normal Display the information in normal mode. This is the default display
mode.

detailed Display the information in detailed mode.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display LLDP local port information for port 1:
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DGS-3200-10:4# show lldp local_ports 1

Command: show Ildp local_ports 1

Port ID Subtype : MAC Address
Port 1D : 00-01-02-03-05-00
Port Description : D-Link DGS-3620-28SC R1.00.034

Port 1 on Unit 1

Port PVID o1
Management Address Count S

PPVID Entries Count : 0

VLAN Name Entries Count 1

Protocol ldentity Entries Count : 0

MAC/PHY Configuration/Status : (See Detail)
Link Aggregation : (See Detail)
Maximum Frame Size : 1536

DGS-3200-10:4#

43-11 show lldp remote_ports
Purpose

To display the information learned from the neighbor parameters.

Format
show lldp remote_ports {<portlist>} {mode [brief | normal | detailed]}
Description
This command is used to display the information learned from the neighbor parameters.
Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed. When port list is not specified,

information for all ports will be displayed.

brief Display the information in brief mode.

normal Display the information in normal mode. This is the default display
mode.

detailed Display the information in detailed mode.
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Restrictions

None.

Examples

To display LLDP information for remote ports 1 and 2:

DGS-3200-10:4# show 1ldp remote_ports 1-2

Command: show Ildp remote ports 1-2

Remote Entities Count : O

DGS-3200-10:4#

43-12 show lldp statistics
Purpose

To display an overview of neighbor detection activity on the switch.

Format

show lldp statistics

Description

This command is used to display an overview of neighbor detection activity on the switch.

Parameters

None.

Restrictions

None.

Examples

To display LLDP statistics:

DGS-3200-10:4# show 1ldp statistics

Command: show Ildp statistics

Last Change Time - 3648
Number of Table Insert : O
Number of Table Delete : O
Number of Table Drop : O
Number of Table Ageout : O

DGS-3200-10:4#
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43-13 show lldp statistics ports
Purpose

To display LLDP statistic information for individual ports.

Format
show lldp statistics ports {<portlist>}
Description
This command is used to display LLDP statistic information for individual ports.
Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed. When port list is not specified,

information for all ports will be displayed.

Restrictions

None.

Examples

To display LLDP statistic information for port 1:

DGS-3200-10:4# show 1ldp statistics ports 1

Command: show Ildp statistics ports 1

Port ID : 1
LLDPStatsTXPortFramesTotal : 0
LLDPStatsRXPortFramesDiscardTotal : 0
LLDPStatsRXPortFramesErrors -0
LLDPStatsRXPortFramesTotal : 0
LLDPStatsRXPortTLVsDiscardedTotal : 0

LLDPStatsRXPortTLVsUnrecognizedTotal : O
LLDPStatsRXPortAgeoutsTotal -0

DGS-3200-10:4#

43-14 config lldp_med fast_start repeat_count
Purpose

To configure the fast start repeat count.
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Format

config lldp_med fast_start repeat_count <value 1-10>

Description

This command is used to configure the fast start repeat count. When an LLDP-MED Capabilities TLV is
detected for an MSAP identifier not associated with an existing LLDP remote system MIB, the application

layer shall start the fast start mechanism and set the ‘medFastStart’ timer to ‘medFastStartRepeatCount’

times 1. The default value is 4.

Parameters
Parameters Description
<value 1-10> Specify a fast start repeat count value between 1 and 10. The default
value is 4.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure a LLDP-MED fast start repeat count of 5:

DGS-3200-10:4# config Ildp_med fast_start repeat_count 5

Command: config Ildp_med fast_start repeat_count 5

Success.

DGS-3200-10:4#

43-15 config lldp_med notification topo_change
Purpose

To enable or disable each port for sending topology change notification to configured SNMP trap

receiver(s) if an endpoint device is removed or moved to another port.

Format

config lldp_med notification topo_change ports [<portlist> | all] state [enable | disable]

Description

This command is used to enable or disable each port for sending topology change notification to

configured SNMP trap receiver(s) if an endpoint device is removed or moved to another port.

Parameters
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Parameters Description
ports Specify a range of ports to be configured.
state Specify to enable or disable the SNMP trap notification of topology change
detected. The default notification state is disable.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable topology change notification on all ports:

DGS-3200-10:4# config I1ldp_med notification topo_change ports all state enable

Command: config Ildp_med notification topo_change ports all state enable

Success.

DGS-3200-10:4#

43-16 config lldp_med ports
Purpose

To enable or disable transmitting LLDP-MED TLVs.

Format

config lldp_med ports [<portlist> | all] med_transmit_capabilities [all | {capabilities |

network_policy | inventory}] state [enable | disable]

Description

This command is used to enable or disable transmitting LLDP-MED TLVSs. It effectively disables

LLDP-MED on a per-port basis by disabling transmission of TLV capabilities. In this case, the remote

table’s objects in the LLDP-MED MIB corresponding to the respective port will not be populated.

Parameters
Parameters Description
<portlist> Specify a range of ports to be configured.
all Specify to select all ports to be configured.

med_transmit_capabilities|Select to send the LLDP-MED TLV capabilities specified.

all - Select to send capabilities, network policy, and inventory.

capabilities - Specify that the LLDP agent should transmit “LLDP-MED
capabilities TLV.” If a user wants to transmit LLDP-MED PDU, this TLV type
should be enabled. Otherwise, this port cannot transmit LLDP-MED PDU.

network_policy - Specify that the LLDP agent should transmit “LLDP-MED
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network policy TLV.”
inventory - Specify that the LLDP agent should transmit “LLDP-MED
inventory TLV.”

state

Specify to enable or disable transmitting LLDP-MED.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable transmitting all capabilities on all ports:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config 1ldp_med ports all med_transmit_capabilities all state enable

Command: config Ildp_med ports all med_transmit_capabilities all state enable

43-17 config lldp_med log state

Purpose

To configure the log state of LLDP-MED events.

Format

config lldp_med log state [enable | disable]

Description

This command is used to configure the log state of LLDP-MED events.

Parameters
Parameters Description
enable Specify to enable thee log state of LLDP-MED events.
disable Specify to disable the log state for LLDP-MED events. The default is disabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the log state:
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DGS-3200-10:4# config lldp_med log state enable

Command: config lldp_med log state enable

Success.

DGS-3200-10:4#

43-18 show lldp_med
Purpose

To display the general LLDP-MED configuration status.

Format

show Illdp_med

Description

This command is used to display the general LLDP-MED configuration status.

Parameters

None.

Restrictions

None.

Examples

To display LLDP-MED global information:
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DGS-3200-10:4# show 1ldp_med

Command: show 1ldp_med

LLDP-MED System Information:

Device Class : Network Connectivity Device
Hardware Revision DAl

Firmware Revision : 1.00.016

Software Revision : 2.00.006

Serial Number

Manufacturer Name : D-Link
Model Name : DGS-3200-10 Gigabit Ethernet Swi
Asset ID

LLDP-MED Configuration:

Fast Start Repeat Count 14

LLDP-MED Log State:Disabled

DGS-3200-10:4#

43-19 show lldp_med ports
Purpose

To display the LLDP-MED per port configuration for advertisement options.

Format

show lldp_med ports {<portlist>}

Description

This command is used to display the LLDP-MED per port configuration for advertisement options.

Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display LLDP-MED port configuration:

341



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-10:4# show lldp_med ports 1:1
Command: show Ildp_med ports 1:1

Topology Change Notification Status : Enabled
LLDP-MED Capabilities TLV : Enabled
LLDP-MED Network Policy TLV : Enabled
LLDP-MED Extended Power Via MDI PSE TLV : Enabled
LLDP-MED Inventory TLV : Enabled

DGS-3200-10:4#

43-20 show lldp_med local_ports
Purpose

To display the per-port LLDP-MED information currently available for populating outbound LLDP-MED

advertisements.

Format

show lldp_med local_ports {<portlist>}

Description

This command is used to display the per-port LLDP-MED information currently available for populating
outbound LLDP-MED advertisements.

Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed.

Restrictions
None.

Examples

To display LLDP-MED information currently available for populating outbound LLDP-MED advertisements
for port 1:
DGS-3200-10:4# show 1ldp_med local_ports 1

Command: show Ildp_med local_ports 1
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LLDP-MED Capabilities Support:

Capabilities :Support
Network Policy :Support
Location ldentification :Not Support

Extended Power Via MDlI PSE :Not Support
Extended Power Via MDlI PD :Not Support

Inventory -Support

Network Policy:

None

DGS-3200-10:4#

43-21 show lldp_med remote_ports
Purpose

To display LLDP-MED information learned from neighbors.

Format
show lldp_med remote_ports {<portlist>}
Description
This command is used to display the information learned from the neighbor parameters.
Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display remote entry information:

DGS-3200-10:4# show 1ldp_med remote_ports 1

Command: show Ildp_med remote_ports 1

Remote Entities Count : 1

Entity 1

Chassis ID Subtype : MAC Address
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Chassis 1D : 00-01-02-03-04-00

Port ID Subtype : Net Address
Port 1D : 172.18.10.11
LLDP-MED capabilities:

LLDP-MED Device Class: Endpoint Device Class 111

LLDP-MED Capabilities Support:

Capabilities - Support
Network Policy . Support
Location ldentification - Support
Extended Power Via MDI - Support
Inventory - Support
LLDP-MED Capabilities Enabled:
Capabilities : Enabled
Network Policy : Enabled
Location ldentification : Enabled
Extended Power Via MDI : Enabled
Inventory : Enabled
Network Policy:
Application Type : Voice
VLAN ID
Priority
DSCP
Unknown : True
Tagged
Application Type : Softphone Voice
VLAN ID : 200
Priority 4
DSCP -5
Unknown : False
Tagged : True
Location ldentification:

Location Subtype: CoordinateBased
Location Information
Location Subtype: CivicAddress

Location Information
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Extended Power Via MDI

Power Device Type: PD Device

Power Priority > High
Power Source = From PSE
Power Request : 8 Watts

Inventory Management:
Hardware Revision :
Firmware Revision :
Software Revision :
Serial Number
Manufacturer Name :
Model Name

Asset 1D :

DGS-3200-10:4#
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44 Network Load Balancing (NLB) Command List

create nlb multicast_fdb [<vlan_name 32> |vlanid <vlanid>] <macaddr>

delete nlb multicast_fdb [<vlan_name 32> |vlanid <vlanid>] <macaddr>

config nlb multicast_fdb [<vlan_name 32>|vlanid <vlanid>] <macaddr>[add | delete] <portlist>
show nlb fdb

44-1 create nlb multicast fdb

Purpose

To create the Switch’'s NLB multicast FDB entry.

Format

create nlb multicast_fdb [<vlan_name 32> |vlanid <vlanid>] <macaddr>

Description

This command is used to create the Switch’s NLB multicast FDB entry. The network load balancing
command set is used to support the Microsoft server load balancing application where multiple servers can
share the same IP address and MAC address. The requests from clients will be forwarded to all servers,
but will only be processed by one of them. In multicast mode, the client use the multicast MAC address as
the destination MAC to reach the server. Regarding of the mode, this destination MAC is the named the
shared MAC. The server uses its own MAC address (rather than the shared MAC) as the source MAC
address of the reply packet.

Parameters

Parameters Description

<vlan_name 32> |Specify the VLAN name of the NLB multicast FDB entry. This name

can be up to 32 characters long.

vlanid Specify the VLAN ID of the NLB multicast FDB entry.
<macaddr> Specify the MAC address of the NLB multicast FDB entry to be
created.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a NLB multicast FDB entry:
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DGS-3200-10:4# create nlb multicast_fdb default 03-bf-01-01-01-01
Command: create nlb multicast _fdb default 03-bf-01-01-01-01

Success.

DGS-3200-10:4#

44-2 delete nlb multicast fdb
Purpose
To delete the Switch’s NLB multicast FDB entry.
Format
delete nlb multicast_fdb [<vlan_name 32> |vlanid <vlanid>] <macaddr>
Description
This command is used to delete the Switch’s NLB multicast FDB entry.

Parameters

Parameters Description

<vlan_name 32> |Specify the VLAN name of the NLB multicast FDB entry. This nhame

can be up to 32 characters long.

vlanid Specify the VLAN ID of the NLB multicast FDB entry.
<macaddr> Specify the MAC address of the NLB multicast FDB entry to be
deleted.

Restrictions

Only Administrator-level users can issue this command.
Examples

To delete NLB multicast FDB entry:

DGS-3200-10:4# delete nlb multicast_fdb default 03-bf-01-01-01-01
Command: delete nlb multicast _fdb default 03-bf-01-01-01-01

Success.

DGS-3200-10:4#
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44-3 config nlb multicast_fdb
Purpose

To configure the Switch’s NLB multicast FDB entry.

Format

config nlb multicast_fdb [<vlan_name 32>|vlanid <vlanid>] <macaddr> [add | delete] <portlist>

Description

This command is used to configure the Switch’s NLB multicast FDB entry.

Parameters
Parameters Description

<vlan_name 32> |Specify the VLAN name of the NLB multicast FDB entry. This name
can be up to 32 characters long.

vlanid Specify the VLAN ID of the NLB multicast FDB entry.

<macaddr> Specify the MAC address of the NLB multicast FDB entry to be
configured.

add Specify a list of forwarding ports to be added.

delete Specify a list of forwarding ports to be deleted.

<portlist> Specify a list of forwarding ports to be added or deleted.

Restrictions
Only Administrator-level users can issue this command.
Examples

To configure NLB multicast MAC forwarding database:

DGS-3200-10:4#config nlb multicast_fdb default 03-bf-01-01-01-01 add 1-5
Command: config nlb multicast_fdb default 03-BF-01-01-01-01 add 1-5

Success.

DGS-3200-10:4#

44-4 show nlb fdb
Purpose

To show the NLB configured entry.

Format

show nlb fdb
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Description

This command is used to show the NLB configured entry.

Parameters

None.

Restrictions

None.

Examples

To display the NLB forwarding table:

DGS-3200-10:4#show nlb fdb
Command: show nlb fdb

MAC Address VLAN ID  Egress Ports

03-BF-01-01-01-01 1 1-5

Total Entries :1

DGS-3200-10:4#
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VI. IP

The IP section includes the following chapters: Basic IP, Auto Config, Routing Table, ARP and Loopback Detection.

45 Basic IP Command List

config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state [enable |
disable]} | bootp | dhcp | ipv6 ipv6address <ipv6networkaddr> | dhcpv6_client [enable | disable] |

dhcp_option12 [hostname <hostname 63> | clear_hostname | state [enable | disable]]]

create ipif <ipif_name 12> <vlan_name 32> {state [enable|disable]}

delete ipif [<ipif_name 12> {ipv6address <ipv6networkaddr>} | all]

enable ipif [<ipif_name 12> | all]

disable ipif [<ipif_name 12> ] all ]

show ipif {<ipif_name 12>}

enable ipif_ipv6_link_local_auto [<ipif_name 12> all ]

disable ipif_ipv6_link _local_auto [<ipif_name 12> | all ]

show ipif_ipv6_link_local_auto {<ipif _name 12>}

45-1 config ipif

Purpose
To configure the specified IP interface.
Format
config ipif <ipif_name 12>[{ipaddress<network_address> |[vlan<vlan_name 32>|
state [enable|disable]}| bootp |dhcp | ipv6 ipv6address <ipvénetworkaddr>]
config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state [enable |
disable]} | bootp | dhcp | ipv6 ipv6address <ipv6networkaddr> | dhcpv6_client [enable | disable] |
dhcp_option12 [hosthame <hostname 63> | clear_hostname | state [enable | disable]]]
Description
This command is used to configure the specified IP interface.
Parameters
Parameters Description
<ipif_name> The name of the IP interface.
ipaddress The IP address and netmask of the IP interface to be created. You can specify

the address and mask information using the traditional format (for example,
10.1.2.3/255.0.0.0 or in CIDR format, 10.1.2.3/16).
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vlan The name of the VLAN corresponding to the IP interface.
state Allow to enable or disable the IP interface.
bootp Allow the selection of the BOOTP protocol for the assignment of an IP address

to the switch’s System IP interface.

dhcp Allow the selection of the DHCP protocol for the assignment of an IP address to

the switch’'s System.

ipvenetworkaddr The IPv6 address and subnet prefix of the IPV6 address to be create.
dhcpv6_client Specify to enable or disable DHCPv6 Client.
dhcp_option12 hostname - Specify the host name to be inserted in the DHCPDISCOVER and

DHCPREQUEST message. The specified host name must start with a letter,
end with a letter or digit, and have only letters, digits, and hyphen as interior
characters; the maximum length is 63.

clear_hostname — Specify to clear the hostname setting. If a host name is
empty, the system name will be used to encode option 12. The length of the
system is more than 63 characters. The superfluous chars will be truncated. If

the system name is also empty, then the product model name will be used to

encode option 12.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the System IP interface:
DGS-3200-10:4# config ipif System vlan vl

Command: config ipif System vlan vl

Success.

DGS-3200-10:4#

45-2 create ipif
Purpose

To create an IPv6 interface for IPv6 addresses.

Format

create ipif <ipif_name 12> <vlan_name 32> {state [enable|disable]}

Description

This command is used to create an IP interface for IPv6 only. This interface can only be configured with an
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IPv6 address. Because only one IPV6 interface is supported, when the System interface already has some
IPV6 addresses, executing this command will fail.

Note: The Switch only supports one IP interface for IPV6 addresses.

Parameters
Parameters Description
ipif_name The name of the interface.
vlan_name The name of the VLAN corresponding to the IP interface.
state The state of the IP interface.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an IP interface “petrovic1”:

DGS-3200-10:4# create ipif ip petrovicl

Command: create ipif ipif ip petrovicl

Success.

DGS-3200-10:4#

45-3 delete ipif
Purpose

To delete an interface or an IPv6 address.

Format

delete ipif [<ipif_name > {ipv6address <ipv6networkaddr>} | all]

Description

This command is used to delete an IPv6 interface or an IPv6 address.

Parameters
Parameters Description
ipif_name The name of the interface.
ipvenetworkaddr The IPv6 network address which want to be deleted by administrator.
all All IP interface except the System IP interface will be deleted.

Restrictions

Only Administrator-level users can issue this command.

352



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Examples

To delete interface “petrovicl.”

DGS-3200-10:4#delete ipif petrovicl

Command: delete ipif petrovicl

Success.

DGS-3200-10:4#

45-4 enable ipif
Purpose

To enable the administrative state for an interface.
Format
enable ipif [<ipif_name 12> | all]
Description
This command is used to enable the state for an IPIF. When the state is enabled, the IPv4 processing will

be started when an IPv4 address is configured on the IPIF. The IPv6 processing will be started when an

IPv6 address is explicitly configured on the IPIF.

Parameters
Parameters Description
ipif_name The name of the interface.
all All of the IP interfaces.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the state for interface “petrovicl”:
DGS-3200-10:4#enable ipif petrovicl

Command: enable ipif petrovicl

Success.

DGS-3200-10:4#
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45-5 disable ipif
Purpose

To disable the administrative state for an interface.
Format

disable ipif [<ipif_name 12> | all]
Description

This command is used to disable the state of an interface.

Parameters
Parameters Description
ipif_name The name of the interface.
all All the IP interface

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the state for an interface:

DGS-3200-10:4#disable ipif petrovicl

Command: disable ipif petrovicl

Success.

DGS-3200-10:4#

45-6 show ipif
Purpose

To display IP interface settings.
Format

show ipif {<ipif_name 12>}
Description

This command is used to display IP interface settings. If no parameter is specified, all interface settings will

be displayed.

Parameters
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Parameters Description

ipif_name The name of the interface.

Restrictions

None.

Examples

To display IP interface settings:
DGS-3200-10:4#show ipif

Command: show ipif

IP Interface Settings

IP Interface : System

IP Address : 10.90.90.90 (Manual)
Subnet Mask : 255.0.0.0

VLAN Name tvl

Interface Admin State : Enabled

DHCPv6 Client State : Disabled

Link Status : LinkUp

Member Ports : 1-10

DHCP Optionl2 State : Disabled

DHCP Optionl2 Host Name

Total Entries S

DGS-3200-10:4#

45-7 enable ipif_ipv6_link_local_auto
Purpose
To enable the auto configuration of link local address when no IPv6 address is configured.
Format
enable ipif_ipv6_link_local_auto [<ipif_name 12> | all ]
Description

This command is used to enable the auto configuration of link local address when there are no IPv6

addresses explicitly configured. When an IPv6 address is explicitly configured, the link local address will be
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automatically configured, and the 1Pv6 processing will be started. When there is no IPv6 address explicitly
configured, by default, link local address is not configured and the IPv6 processing will be disabled. By
enabling this automatic configuration, the link local address will be automatically configured and IPv6

processing will be started.

Parameters
Parameters Description
ipif_name The name of the interface.
all All the IP interfaces.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the automatic configuration of link local address for an interface:

DGS-3200-10:4#enable ipif_ipv6_link_local_auto interfacel

Command: enable ipif_ipv6_link_local_auto interfacel

Success.

DGS-3200-10:4#

45-8 disable ipif_ipv6_link_local_auto
Purpose

To disable the auto configuration of link local address when no IPv6 address is configured.
Format

disable ipif_ipv6_link_local_auto [<ipif_name 12> | all ]
Description

This command is used to disable the auto configuration of link local address when no IPv6 address is

explicitly configured.

Parameters
Parameters Description
ipif_name The name of the interface.
all All the IP interface

Restrictions

Only Administrator-level users can issue this command.
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Examples

To disable the automatic configuration of link local address for an interface.

DGS-3200-10:4#disable ipif_ipv6_link_local_auto interfacel

Command: disable ipif_ipv6_link_local_auto interfacel

Success.

DGS-3200-10:4#

45-9 show ipif_ipv6_link_local_auto
Purpose

To display the link local address automatic configuration state.

Format
show ipif_ipv6_link_local_auto {<ipif_name 12>}
Description
Use this command to display the link local address automatic configuration state.
Parameters
Parameters Description
ipif_name The name of the interface.

Restrictions

None

Examples

To display the link local address automatic configuration state:

DGS-3200-10:4#show ipif_ipv6_link_local_auto

Command: show ipif_ipv6_link_local_auto

IPIF: System Automatic Link Local Address: Disabled

IPIF: interfacel Automatic Link Local Address: Enabled

DGS-3200-10:4#
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46 Auto Config Command List

show autoconfig

enable autoconfig

disable autoconfig

46-1 show autoconfig

Purpose

To display the DHCP auto configuration status.

Format

show autoconfig

Description

This command is used to display the DHCP auto configuration status.

Restrictions

None.

Example

To display the DHCP auto configuration status:

DGS-3200-10:4#show autoconfig

Command: show autoconfig

Autoconfig State: Disabled

DGS-3200-10:4#

46-2 enable autoconfig

Purpose

To enable DHCP auto configuration.

Format

enable autoconfig

Description

This command is used to enable DHCP auto configuration.
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Restrictions

Only Administrator-level users can issue this command.

Example

To enable DHCP auto configuration status:

DGS-3200-10:4#enable autoconfig

Command: enable autoconfig

Success.

DGS-3200-10:4#

46-3 disable autoconfig
Purpose

To disable DHCP auto configuration.

Format

disable autoconfig

Description

This command is used to disable DHCP auto configuration.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable the DHCP auto configuration status:

DGS-3200-10:4#disable autoconfig

Command: disable autoconfig

Success.

DGS-3200-10:4#
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47 Routing Table Command List

create iproute default <ipaddr> {<metric 1-65535>}

delete iproute default

show iproute {<static>}

create ipv6route [default] [<ipif_name 12> <ipv6addr> |<ipv6addr>] {<metric 1-65535>}

delete ipv6route [default] [ <ipif_name 12> <ipv6addr> | <ipv6addr>] | all]

show ipv6route

47-1 create iproute
Purpose

To create a default IP route entry.

Format

create iproute default <ipaddr> {<metric 1-65535>}

Description

This command is used to create a default IP route entry.

Parameters
Parameters Description
ipaddr The IP address for the next hop router.
metric The default setting is 1.That is, the default hop cost is 1.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a static address 10.48.74.121:

DGS-3200-10:4#create iproute default 10.48.74.121
Command: create iproute default 10.48.74.121

Success.

DGS-3200-10:4#
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47-2 delete iproute default
Purpose

To delete a default IP route entry.

Format

delete iproute default

Description

This command is used to delete a default route entry.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a default route from the routing table:

DGS-3200-10:4#delete iproute default

Command: delete iproute default

Success.

DGS-3200-10:4#

47-3 show iproute
Purpose

To display the switch’s current IP routing table.

Format

show iproute {<static>}

Description

This command is used to display the switch’s current IP routing table.

Parameters
Parameters Description
<static> The static address.

Restrictions

None.
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Examples

To display the contents of the IP routing table:

DGS-3200-10:4#show iproute

Command: show iproute

Routing Table

IP Address/Netmask Gateway Interface Hops Protocol

10.0.0.0/8 0.0.0.0 System 1 Local

Total Entries : 1

DGS-3200-10:4#

47-4 create ipv6route
Purpose
To create an IPv6 default route.
Format
create ipv6route [default] [<ipif_name 12> <ipv6addr>| <ipv6addr> [{<metric 1-65535>}
Description

This command is used to create an IPv6 static route. If the next hop is a global address, it is not necessary

to indicate the interface name. If the next hop is a link local address, then the interface name must be

specified.
Parameters
Parameters Description
default Specify the default route.
ipif_name Specify the interface for the route.
ipv6addr Specify the next hop address for this route.
metric The default setting is 1.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an |IPv6 default route:
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DGS-3200-10:4#create ipv6route default System FECO::5

Command: create ipv6route default System FECO::5

Success.

DGS-3200-10:4#

47-5 delete ipv6route
Purpose

To delete an IPv6 static route.

Format
delete ipv6route [default] [ <ipif_name> <ipv6addr> | <ipv6addr>1] | all]
Description
This command is used to delete an IPv6 static route. If the next hop is a global address, it is not necessary
to indicate the interface name. If the next hop is a link local address, then the interface name must be
specified.
Parameters
Parameters Description
default Specify the default route.
ipv6addr Specify the next hop address for the default route
all All static created routes will be deleted.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete an IPv6 static route:

DGS-3200-10:4#delete ipvb6route default System FECO::5

Command: delete ipv6route default System FECO::5

Success.

DGS-3200-10:4#
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47-6 show ipv6route
Purpose

To display IPv6 routes.

Format

show ipv6route

Description

This command is used to display IPv6 routes.

Parameters

None.

Restrictions

None.

Examples

To display an IPv6 route:

DGS-3200-10:4#show ipv6route

Command: show ipv6route

IPv6 Prefix: ::/0 Protocol:

Next Hop : FECO::5 IPIF

Total Entries: 1

DGS-3200-10:4#

Static

System

Metric:

1
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48 ARP Command List

create arpentry <ipaddr> <macaddr>

delete arpentry [ <ipaddr> | all ]

config arpentry <ipaddr><macaddr>

config arp_aging time <value 0-65535>

clear arptable

show arpentry {ipif <ipif_name 12> | ipaddress <ipaddr> | static }

48-1 create arpentry
Purpose

To make a static entry in the ARP table.

Format

create arpentry <ipaddr> <macaddr>

Description

This command is used to enter an IP address and the corresponding MAC address into the switch’'s ARP

table.
Parameters
Parameters Description
ipaddr The IP address of the end node or station.
macaddr The MAC address corresponding to the IP address above.
Restrictions

Only Administrator-level users can issue this command.

Examples

To create a static ARP entry for the IP address 10.48.74.121 and MAC address 00:50:BA:00:07:36:

DGS-3200-10:4#create arpentry 10.48.74.121 00-50-BA-00-07-36
Command: create arpentry 10.48.74.121 00-50-BA-00-07-36

Success.

DGS-3200-10:4#

365



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

48-2 delete arpentry
Purpose

To delete a static entry into the ARP table.
Format
delete arpentry [<ipaddr> | all]

Description

This command is used to delete a static ARP entry, made using the create arpentry command above, by

specifying either the IP address of the entry or all. Specifying all clears the switch’'s ARP table.

Parameters
Parameters Description
ipaddr The IP address of the end node or station.
all Delete all ARP entries

Restrictions
Only Administrator-level users can issue this command.
Examples

To delete an entry of IP address 10.48.74.121 from the ARP table:
DGS-3200-10:4#delete arpentry 10.48.74.121

Command: delete arpentry 10.48.74.121

Success.

DGS-3200-10:4#

48-3 config arpentry
Purpose

To configure a static entry to the ARP table.

Format

config arpentry <ipaddr><macaddr>

Description

This command is used to configure a static entry to the ARP table. Specify the IP address and MAC

address of the entry.
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Parameters
Parameters Description
ipaddr The IP address of the end node or station.
macaddr The MAC address corresponding to the IP address above.

Restrictions
Only Administrator-level users can issue this command.
Examples

To configure a static ARP entry for the IP address 10.48.74.121 and MAC address 00:50:BA:00:07:36:
DGS-3200-10:4#config arpentry 10.48.74.121 00-50-BA-00-07-36

Command: config arpentry 10.48.74.121 00-50-BA-00-07-36

Success.

DGS-3200-10:4#

48-4 config arp_aging time
Purpose

To configure the age-out timer for ARP table entries on the switch.
Format

config arp_aging time <value 0-65535>
Description

This command is used to set the maximum amount of time, in minutes, that an ARP entry can remain in

the switch’'s ARP table, without being accessed, before it is dropped from the table..

Parameters
Parameters Description
value The ARP age-out time, in minutes. The default is 20. The range is 0 to 65535.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the ARP aging time:
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DGS-3200-10:4#config arp_aging time 30

Command: config arp_aging time 30

Success.

DGS-3200-10:4#

48-5 show arpentry
Purpose

To display the ARP table.

Format

show arpentry {ipif <ipif_name 12> | ipaddress <ipaddr> | static}

Description

This command is used to display the Address Resolution Protocol (ARP) table. You can filter the display by

IP address, Interface name, or static entries. If no parameter is specified, all ARP entries will be displayed.

Parameters
Parameters Description
ipif_name The name of the IP interface the end node or station for which the
ARP table entry was made, resides on.
ipaddr The IP address of the end node or station.
static Display the static entries from the ARP table.

Restrictions

None.

Examples

To display the ARP table:
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DGS-3200-10:4# show arpentry

Command: show arpentry

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.90.90.90 00-01-02-03-04-00 Local

System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries: 3

DGS-3200-10:4#

48-6 clear arptable

Purpose

To remove dynamic entries from the ARP table.
Format

clear arptable
Description

This command is used to remove dynamic entries from the ARP table. Static ARP entries are not affected.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To remove the dynamic entries from the ARP table:
DGS-3200-10:4#clear arptable

Command: clear arptable

Success.

DGS-3200-10:4#
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49 Loopback Detection Command List

config loopdetect {recover_timer [<value 0> | <sec 60-1000000>] | interval <sec 1-32767> | mode

[port-based | vlan-based]}

config loopdetect ports [<portlist>| all] state [enable | disable ]

enable loopdetect

disable loopdetect

show loopdetect

show loopdetect ports {<portlist>}

config loopdetect trap [ none | loop_detected | loop_cleared | both ]

config loopdetect log state [enable | disable]

49-1 config loopdetect
Purpose

To configure the loop-back detection function on the switch.

Format
config loopdetect {recover_timer [<value 0> | <sec 60-1000000>] | interval <sec 1-32767> | mode
[port-based | vlan-based]}

Description

This command is used to set up the loop-back detection function (LBD) for the entire switch.

Parameters

Parameters Description

recover_timer The time interval (in seconds) used by the Auto-Recovery mechanism to decide
how long to check if the loop status is gone. The valid range is 60 to 1000000.
Zero is a special value which means to disable the auto-recovery mechanism,
hence, user needs to recover the disabled port back manually. Default value of

recover_timer is 60.

interval The time interval (in seconds) at which device transmits all the
CTP(Configuration Test Protocol) packets to detect the loop-back event. The
default setting is 10. Valid range is 1 to 32767.

mode Choose the loop-detection operation mode. In the port-based mode , the port will

be shut-down (disabled) when detecting loop ; in vlan-based mode , the port

can't process packets of the VLAN that detecting the loop.
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Restriction

Only Administrator-level users can issue this command.
Examples

To set a recover time of 0 and an interval of 20 in VLAN-based mode:

DGS-3200-10:4# config loopdetect recover_timer 0 interval 20 mode vlan-based

Command: config loopdetect recover_timer 0 interval 20 mode vlan-based

Success.

DGS-3200-10:4#

49-2 config loopdetect ports
Purpose
To configure loop-back detection function for the port on the switch.
Format
config loopdetect ports [<portlist>| all] state [enable | disable ]
Description

This command is used to set up the loop-back detection function for the interface on the switch.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.
all For setting all ports in the system, use the all parameter.
state Allow loop-detect to be enabled or disabled for the ports specified in the port list.
The default is disabled.
Restriction

Only Administrator-level users can issue this command.
Examples

To set up loop-back detection:
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DGS-3200-10:4# config loopdetect ports 1-5 state enable

Command: config loopdetect ports 1-5 state enable

Success.

DGS-3200-10:4#

49-3 enable loopdetect
Purpose

To globally enable the loop detection function on the switch.
Format
enable loopdetect

Description

This command is used to allow the loop detection function to be globally enabled on the switch. The default

value is enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable loop detection:

DGS-3200-10:4#enable loopdetect

Command: enable loopdetect

Success.

DGS-3200-10:4#

49-4 disable loopdetect
Purpose

To globally disable the loop detection function on the switch.

Format

disable loopdetect
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Description

This command allows the loop detection function to be globally disabled on the switch. The default value is

enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable loop detection:

DGS-3200-10:4#disable loopdetect

Command: disable loopdetect

Success.

DGS-3200-10:4#

49-5 show loopdetect
Purpose

To display the switch’s current loop detection configuration.

Format

show loopdetect

Description

This command is used to display the switch’s current loop detection configuration.

Parameters

None.

Restrictions

None.

Examples

To display the switch’s current loop detection configuration:
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DGS-3200-10:4#show loopdetect

Command: show loopdetect

LBD Global Settings

Status : enabled
Mode : VLAN-based
Interval : 20 sec
Recover Time : 60 sec
Trap State : None

Log State : Enabled

DGS-3200-10:4#

49-6 show loopdetect ports
Purpose

To display the switch’s current per-port loop detection configuration.

Format

show loopdetect ports {<portlist>}

Description

This command is used to display the switch’s current per-port loop detection configuration and status.

Parameters
Parameters Description
ports Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display the loop detection state of ports 1 to 9 in port-based mode:
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DGS-3200-10:4#show loopdetect ports 1-9

Command: show loopdetect ports 1-9

Port Loopdetect State Loop Status
1 Enabled Normal
2 Enabled Normal
3 Enabled Normal
4 Enabled Normal
5 Enabled Loop!
6 Enabled Normal
7 Enabled Loop!
8 Enabled Normal
9 Enabled Normal

DGS-3200-10:4#

To display loop detection state of ports 1 to 9 under VLAN-based mode:

DGS-3200-10:4#show loopdetect ports 1-9

Command: show loopdetect ports 1-9

Port Loopdetect State Loop VLAN
1 Enabled None

2 Enabled None

3 Enabled None

4 Enabled None

5 Enabled 2

6 Enabled None

7 Enabled 2

8 Enabled None

9 Enabled None

DGS-3200-10:4#
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49-7 config loopdetect trap
Purpose

To configure the trap mode.
Format
config loopdetect trap [ none | loop_detected | loop_cleared | both ]

Description

This command is used to configure the trap mode. A loop detected trap is sent when the loop condition is

detected and a loop cleared trap is sent when the loop condition is cleared.

Parameters
Parameters Description
none Traps will not be sent for both cases.
loop_detected Traps are sent when the loop condition is detected
loop_cleared Traps are sent when the loop condition is cleared.
both Traps will be sent for both cases.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure a trap:

DGS-3200-10:4#config loopdetect trap both

Command: config loopdetect trap both

Success.

DGS-3200-10:4#

49-8 config loopdetect log state
Purpose

To configure the log state for LBD. The default value is enabled.

Format

config loopdetect log state [enable | disable]

Description

This command is used to configure the log state for LBD. The default value is enabled.
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Parameters
Parameters Description
enable Specif to enable the LBD log feature.
disable Specif to disable the LBD log feature.

Restrictions
Only Administrator-level users can issue this command.
Examples

To enable the log state for LBD:

DGS-3200-10:4# config loopdetect log state enable

Command: config loopdetect log state enable

Success.

DGS-3200-10:4#
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VII. Multicast

The Multicast section includes the following chapters: IGMP Snooping, IGMP Authentication, MLD Snooping, Limited
Multicast IP Address, and IGMP Snooping Multicast VLAN (ISM).

50 IGMP Snooping Command List

config igmp_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all ] {state [enable | disable] |

fast_leave [enable | disable] | report_suppression [enable | disable]}

config igmp_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {query_interval
<sec 1-65535> | max_response_time <sec 1-25> | robustness_variable <value 1-7> |

last_ member_query_interval <sec 1-25> | state [enable | disable] | version <value 1-3>}

config router_ports [ <vlan_name 32> | vlanid <vlanid_list>] [add |delete] <portlist>

config router_ports_forbidden [<vlan_name 32> | vlanid <vlanid_list>] [add | delete] <portlist>

enable igmp_snooping

disable igmp_snooping

show igmp_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show igmp_snooping group {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>] {<ipaddr>}}

{data_driven}

config igmp_snooping rate_limit [ports <portlist>|vlanid <vlanid_list>] [<value 1-1000> | no_limit]

show igmp_snooping rate_limit [ports <portlist>|vlanid <vlanid_list>]

create igmp_snooping static_group [ vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

config igmp_snooping static_group [ vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>[ add | delete]

<portlist>

delete igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

show igmp_snooping static_group {[vlan <vlan_name 32>| vlanid <vlanid_list>] <ipaddr >}

show igmp_snooping statistic counter [vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>]

config igmp_snooping data_driven_learning [all | vlan_name <vlan_name 32> | vlanid <vlanid_list>] {state

[enable | disable] | aged_out [enable | disable ] | expiry_time <sec 1-65535>}

config igmp_snooping data_driven _learning max_learned_entry <value 1-256>

clear igmp_snooping data_driven_group [ all | [vlan_name <vlan_name 32> | vlanid <vlanid_list>]

[<ipaddr> | all]]

show igmp_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show router_ports [vlan <vlan_name 32> | vlanid <vlanid_list>| all ] {[static | dynamic | forbidden]}

show igmp_snooping host {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist> | group
<ipaddr>]}

378



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

clear igmp_snooping statistics counter

50-1 config igmp_snooping
Purpose

To configure IGMP snooping on the switch.

Format

config igmp_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list>| all ] {state [enable |

disable] | fast_leave [enable | disable] | report_suppression [enable | disable]}

Description

This command is used to configure IGMP snooping on the switch.

Parameters
Parameters Description
vlan_name The name of the VLAN for which IGMP snooping is to be configured.
all indicates all VLANS.
vlanid Specify the list of VLAN IDs to be configured.
state Enable or disable IGMP snooping for the chosen VLAN.
fast_leave Enable or disable the IGMP snooping fast leave function.

If enabled, the membership is immediately removed when the system

receive the IGMP leave message.

report_suppression |The Switch uses IGMP report suppression to forward only one IGMP

report per multicast router query to multicast devices.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure IGMP snooping:

DGS-3200-10:4#config igmp_snooping vlan_name default state enable

Command: config igmp_snooping vlan_name default state enable

Success.

DGS-3200-10:4#
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50-2 config igmp_snooping querier

Purpose

To configure the time in seconds between general query transmissions, the maximum time in seconds to

wait for reports from members, the permitted packet loss that guarantees IGMP snooping.

Format

config igmp_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all]

{query_interval <sec 1-65535> | max_response_time <sec 1-25> | robustness_variable <value 1-7>

| last_member_query_interval <sec 1-25> | state [enable | disable] | version <value 1-3>}

Description

This command is used to configure the IGMP snooping querier.

Parameters
Parameters Description
vlan_name The name of the VLAN for which IGMP snooping querier is to be
configured.
vlanid Specify the list of VLAN IDs to be configured as a querier.
all Specify to configure all VLANS as queriers.

query_interval

Specify the amount of time in seconds between general query

transmissions. the default setting is 125 seconds..

max_reponse_time

The maximum time in seconds to wait for reports from members. The

default setting is 10 seconds.

robustness_variable

Provide fine-tuning to allow for expected packet loss on a subnet. The
value of the robustness variable is used in calculating the following
IGMP message intervals:

Group member interva—Amount of time that must pass before a
multicast router decides there are no more members of a group on a
network. This interval is calculated as follows: (robustness variable x
query interval) + (1 x query response interval).

Other querier present interval—Amount of time that must pass
before a multicast router decides that there is no longer another
multicast router that is the querier. This interval is calculated as follows:
(robustness variable x query interval) + (0.5 x query response interval).

Last member query count—Number of group-specific queries sent
before the router assumes there are no local members of a group. The
default number is the value of the robustness variable.

By default, the robustness variable is set to 2. You might want to

increase this value if you expect a subnet to have a high loss.
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last_member_query_interval

The maximum amount of time between group-specific query
messages, including those sent in response to leave-group messages.
Lower this interval to reduce the amount of time it takes a router to
detect the loss of the last member of a group. On receiving a leave
message, the router will assume there are no local members on the
interface if there are no reports received after the response time (which

is the last member query interval * robustness variable).

state

If the state is enable, it allows the switch to be selected as an IGMP
Querier (sends IGMP query packets). It the state is disabled, then the
switch can not play the role as a querier. Note that if the Layer 3 router
connected to the switch provides only the IGMP proxy function but
does not provide the multicast routing function, then this state must be
configured as disabled. Otherwise, if the Layer 3 router is not selected
as the querier, it will not send the IGMP query packet. Since it will not
also send the multicast-routing protocol packet, the port will be timed

out as a router port.

version

Specifies the version of IGMP packet that will be sent by this port. If an
IGMP packet received by the interface has a version higher than the

specified version, this packet will be dropped.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the IGMP snooping querier:

state enable

enable

Success.

DGS-3200-10:4#

DGS-3200-10:4# config igmp_snooping querier vlan_name default query_interval 125

Command: config igmp_snooping querier vlan_name default query_interval 125 state

50-3 config router_ports

Purpose

To configure ports as router ports.
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Format
config router_ports [ <vlan_name 32> | vlanid <vlanid_list>] [add |delete] <portlist>

Description

This command is used to designate a range of ports as being connected to multicast-enabled routers. This

will ensure that all packets with such a router as its destination will reach the multicast-enabled router —

regardless of protocaol, etc.
Parameters

Parameters Description

<vlan_name 32> The name of the VLAN on which the router port resides.

vlanid Specify a list of VLAN IDs to be configured.

add Specify to add the router ports

delete Specify to add or delete the router ports.

<portlist> Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set up static router ports:

DGS-3200-10:4#config router_ports default add 1-10

Command: config router_ports default add 1-10

Success.

DGS-3200-10:4#

50-4 config router_ports_forbidden
Purpose

To configure ports as forbidden router ports.

Format

config router_ports_forbidden [<vlan_name 32> | vlanid <vlanid_list>] [add | delete] <portlist>

Description

This command is used to designate a range of ports as being not connected to multicast-enabled routers.

This ensures that the forbidden router port will not propagate routing packets out.
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Parameters
Parameters Description
<vlan_name 32> The name of the VLAN on which the router port resides.
vlanid Specify a list of VLAN IDs to be configured.
add Specify to add the forbidden router ports.
delete Specify to delete the forbidden router ports.
<portlist> Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set up port range 1 to 7 to be forbidden router ports of the default VLAN:

DGS-3200-10:4#config router_ports _forbidden default add 1-7

Command: config router_ports _forbidden default add 1-7

Success.

DGS-3200-10:4#

50-5 enable igmp_snooping
Purpose

To enable IGMP snooping on the switch.

Format

enable igmp_snooping
Description

This command allows you to enable IGMP snooping on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable IGMP snooping on the switch:
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DGS-3200-10:4#enable igmp_snooping

Command: enable igmp_snooping

Success.

DGS-3200-10:4#

50-6 disable igmp_snhooping
Purpose

To disable IGMP snooping on the switch.
Format
disable igmp_snooping
Description
This command is used to disable IGMP snooping on the switch. IGMP snooping can be disabled only if IP

multicast routing is not being used. Disabling IGMP snooping allows all IGMP and IP multicast traffic to

flood within a given IP interface.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable IGMP snooping:

DGS-3200-10:4#disable igmp_snooping

Command: disable igmp_snooping

Success.

DGS-3200-10:4#

50-7 show igmp_snhooping
Purpose

To display the current status of IGMP snooping on the switch.

Format
show igmp_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}
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Description

This command is used to display the current IGMP snhooping configuration on the switch. If no parameter is

specified, the system will display all current IGMP snooping configuration.

Parameters
Parameters Description
vlan Specify a name of the VLAN for which you want to view the IGMP
snooping configuration.
vlanid Specify a list of VLAN IDs for which you want to view the IGMP
snooping configuration.

Restrictions
None.
Examples

To show IGMP snooping:
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DGS-3200-10:4#show igmp_snooping
Command: show igmp_snooping
IGMP Snooping Global State

Data Driven Learning Max Entries

VLAN Name
Query Interval

Max Response Time
Robustness Value

Last Member Query Interval
Querier State

Querier Role

Querier 1P

Querier Expiry Time

State

Fast Leave

Rate Limit

Report Suppression

Version

Data Driven Learning State
Data Driven Learning Aged Out
Data Driven Group Expiry Time

Total Entries: 1

DGS-3200-10:4#

Enabled
56

default

125

10

2

1

Enabled
Querier
10.90.90.90
0 secs
Enabled
Disabled

No Limitation
Disabled

3

Enabled
Disabled
260

50-8 show igmp_snooping group

Purpose

To display the current IGMP snooping group configuration on the switch.

Format

show igmp_snooping group {[vlan

{<ipaddr>}} {data_driven}

<vlan_name 32> | vlanid <vlanid_list> | ports <portlist>]
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Description

This command is used to display the current IGMP shooping group configuration on the switch. If no
parameter is specified, the system will display all current IGMP

snooping group configurations of the switch.

Parameters
Parameters Description
vlan The name of the VLAN for which to view IGMP snooping group
configuration information.
vlanid Specify the VLAN IDs for which to view IGMP snooping group
configuration information.
ports Specify the list of ports for which to view IGMP snooping group
information.
data_driven Specify to display data-driven IGMP snooping group entries.
Restrictions
None.
Examples

To display IGMP snooping group(s):

DGS-3200-10:4#show igmp_snooping group

Command: show igmp_snooping group

Source/Group : NULL/239.255.255.250
VLAN Name/VID : default/1l

Member Ports 01

UP Time 74

Expiry Time : 216

Filter Mode : EXCLUDE

Total Entries: 1

DGS-3200-10:4#
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50-9 config igmp_snooping rate_limit
Purpose

To configure the upper limit per second for ingress IGMP control packets. Packets come from both the

router and member port need to do the rate limit check.
Format

config igmp_snooping rate_limit [ports <portlist>|vlanid <vlanid_list>] [<value 1-1000> | no_limit]
Description

This command is used to configure the upper limit per second for ingress IGMP control packets.

Parameters
Parameters Description

ports Specify a range of ports to be configured.

vlanid Specify a range of VLANSs to be configured.

<value 1-1000> Specify the rate of IGMP control packets that the Switch can
process on a specific port/VLAN. The rate is specified in packet
per second. The packets that exceed the limited rate will be
dropped.

no_limit Specify to have unlimited rate.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the IGMP snooping rate limit for ports 1-2 to have no limit:

DGS-3200-10:4#config igmp_snooping rate_limit ports 1-2 no_limit

Command: config igmp_snooping rate_limit ports 1-2 no_limit

Success.

DGS-3200-10:4#

50-10 show igmp_snooping rate_limit
Purpose

To display the IGMP snooping rate limit setting.

Format

show igmp_snooping rate_limit [ports <portlist>|vlanid <vlanid_list>]
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Description

This command is used to display the IGMP snooping rate limit setting.

Parameters
Parameters Description
ports Specify a range of ports to be displayed.
vlanid Specify a range of VLANSs to be displayed.

Restrictions

None.

Examples

To display the IGMP snooping rate limit for ports 1-2:

DGS-3200-10:4#show igmp_snooping rate_limit ports 1-2

Command: show igmp_snooping rate_limit ports 1-2

Port Rate Limit
1 No Limit
2 No Limit

Total Entries: 2

DGS-3200-10:4#

50-11 create igmp_snooping static_group
Purpose

To create an IGMP snooping multicast static group.

Format

create igmp_snooping static_group [ vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

Description

This command is used to create an IGMP snooping static group. Member ports can be added to the static
group. The static member and the dynamic member port form the member ports of a group. The static
group will only take effect when IGMP snooping is enabled on the VLAN. For those static member ports,
the device needs to emulate the IGMP protocol operation to the querier, and forward the traffic destined to
the multicast group to the member ports. For a layer 3 device, the device is also responsible to route the
packet destined for this specific group to static member ports. The static member port will only affect V2

IGMP operation. The Reserved IP multicast address 224.0.0.X must be excluded from the configured
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group.The VLAN must be created first before a static group can be created.

Parameters
Parameters Description
vian Specify the name of the VLAN on which the router port resides.
vlanid Specify the VLAN ID list.
<ipaddr> Specify the multicast group IP address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an IGMP snooping static group on default VLAN, group 239.1.1.1:

DGS-3200-10:4#create igmp_snooping static_group vlan default 239.1.1.1

Command: create igmp_snooping static_group vlan default 239.1.1.1

Success.

DGS-3200-10:4#

50-12 config igmp_snooping static_group
Purpose

To configure an IGMP snooping multicast group static member port.

Format

config igmp_snooping static_group [ vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>[ add |

delete] <portlist>

Description

This command is used to configure an IGMP snooping static group on the switch. When a port is
configured as a static member port, the IGMP protocol will not operate on this port. Therefore, suppose
that a port is a dynamic member port learned by IGMP. If this port is configured as a static member later,
then the IGMP protocol will stop operating on this port. The IGMP protocol will resume once this port is

removed from static member ports. The static member port will only affect V2 IGMP operation.

Parameters

Parameters Description
vlan Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipaddr> Specify the multicast group IP address.
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add Specify to add the member ports.
delete Specify to delete the member ports.
<portlist> Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add port 9 to 10 to be IGMP snooping static member ports for group 239.1.1.1 on default VLAN:

DGS-3200-10:4# config igmp_snooping static_group vlan default 239.1.1.1 add 9-10

Command: config igmp_snooping static_group vlan default 239.1.1.1 add 9-10

Success.

DGS-3200-10:4#

50-13 delete igmp_snooping static_group
Purpose
To delete an IGMP snooping multicast static group.
Format
delete igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>
Description

This command is used to delete an IGMP snooping static group on the switch. The deletion of an IGMP

snooping static group will not affect the IGMP snooping dynamic member ports for a group.

Parameters
Parameters Description
vian Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipaddr> Specify the multicast group IP address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete an IGMP snooping static group from the default VLAN, group 239.1.1.1:
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DGS-3200-10:4# delete igmp_snooping static_group vlan default 239.1.1.1

Command: delete igmp_snooping static_group vlan default 239.1.1.1

Success.

DGS-3200-10:4#

50-14 show igmp_snooping static_group
Purpose

To display the IGMP snooping static multicast group.
Format

show igmp_snooping static_group {[vlan <vlan_name 32>| vlanid <vlanid_list>] <ipaddr >}
Description

This command is used to display the IGMP snooping static multicast group.

Parameters
Parameters Description
vlan Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipaddr> Specify the multicast group IP address.

Restrictions

None.
Examples

To display all the IGMP snooping static groups:

DGS-3200-10:4#show igmp_snooping static_group

Command: show igmp_snooping static_group
VLAN 1D/Name IP Address Static Member Ports

1 /default 239.1.1.1 9-10

Total Entries : 1

DGS-3200-10:4#
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50-15 show igmp_snooping statistic counter
Purpose

To display the IGMP snooping statistics counter for IGMP protocol packets that are transmitted or received

by the switch since IGMP snooping was enabled.
Format

show igmp_snooping statistic counter [vlan <vlan_name 32> | vlanid <vlanid_list> | ports

<portlist>]
Description

This command is used to display the IGMP snooping statistics counter for IGMP protocol packets that are

transmitted or received by the switch since IGMP snooping was enabled.

Parameters
Parameters Description
vian Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
ports Specify a range of ports to be configured.

Restrictions

None.

Examples

To display the IGMP snooping statistics counter for port 1:

DGS-3200-10:4# show igmp_snooping statistic counter ports 1

Command: show igmp_snooping statistic counter ports 1

Group Number -0

Receive Statistics

Query
IGMP v1 Query -0
IGMP v2 Query -0
IGMP v3 Query -0
Total : 0
Dropped By Rate Limitation -0
Dropped By Multicast VLAN -0
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Report & Leave
IGMP v1 Report
IGMP v2 Report
IGMP v3 Report

© o o o

IGMP v2 Leave
Total -0
Dropped By Rate Limitation -0
Dropped By Max Group Limitation : O
Dropped By Group Filter -0
Dropped By Multicast VLAN -0

Transmit Statistics

Query
IGMP v1 Query -0
IGMP v2 Query -0
IGMP v3 Query - 8
Total -8

Report & Leave
IGMP v1 Report
IGMP v2 Report
IGMP v3 Report

© o o o

IGMP v2 Leave
Total : 0

Total Entries : 1

DGS-3200-10:4#

50-16 config igmp_snooping data_driven_learning
Purpose

To enable or disable data driven learning of an IGMP snooping group.

Format

config igmp_snooping data_driven_learning [all | vlan_name <vlan_name 32> | vlanid <vlanid_list>]

{state [enable | disable] | aged_out [enable | disable ] | expiry_time <sec 1-65535>}
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Description

This command is used to enable or disable data driven learning of an IGMP snooping group. When
data-driven learning is enabled for the VLAN, the switch receives the IP multicast traffic on this VLAN, and
an IGMP snooping group is created. That is, the learning of an entry is not activated by IGMP membership
registration, but activated by the traffic. For an ordinary IGMP snooping entry, the IGMP protocol will take
care of the aging out of the entry. For a data-driven entry, the entry can be specified not to age out or to
age out by the aging timer.

When data driven learning is enabled, the multicast filtering mode for all ports is ignored. This means
multicast packets will be flooded. If a data-driven group is created and IGMP member ports are learned
later, the entry will become an ordinary IGMP snooping entry. Thus, the aging out mechanism will follow

the rules of an ordinary IGMP snooping entry.

Parameters
Parameters Description

all Specify all VLANS to be configured.

vlan_name Specify the VLAN name to be configured.

vlianid Specify a list of VLAN IDs to be configured.

state Specify whether to enable or disable the data driven learning of an
IGMP snooping group. This is enabled by default.

aged_out Enable or disable the aging on the entry. This is disabled by default.

expiry_time Specify the data driven group lifetime in seconds. This parameter is
valid only when aged_out is enabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the data driven learning of an IGMP snooping group on the default VLAN:

DGS-3200-10:4#config igmp_snooping data_driven_learning vlan_name default state
enable aged_out enable expiry_time 260
Command: config igmp_snooping data_driven_learning vlan_name default state enabl

e aged_out enable expiry_time 260

Success.

DGS-3200-10:4#
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50-17 config igmp_snooping data_driven_learning max_learned_entry
Purpose
To configure the maximum number of groups that can be learned by the data driven mechanism.
Format
config igmp_snooping data_driven_learning max_learned_entry <value 1-256>
Description

This command is used to configure the maximum number of groups that can be learned by the data driven
mechanism. When the table is full, the system will stop learning new data-driven groups. Traffic for the new

groups will be dropped.

Parameters

Parameters Description

max_learned_entry Specify the maximum number of groups that can be learned by the

data driven mechanism. The default is 56.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set the maximum number of groups that can be learned by the data driven mechanism:

DGS-3200-10:4#config igmp_snooping data_ driven_learning max_learned_entry 50

Command: config igmp_snooping data_ driven_learning max_learned_entry 50

Success.

DGS-3200-10:4#

50-18 clear igmp_snooping data_driven_group
Purpose

To delete the IGMP snooping group learned by the data driven mechanism.

Format

clear igmp_snooping data_driven_group [ all | [vlan_name <vlan_name 32> | vlanid <vlanid_list>]

[<ipaddr> | all]]

Description

This command is used to delete the IGMP snooping groups learned by the data driven mechanism.
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Parameters
Parameters Description
all Delete all entries learned by the data driven mechanism.
vlan_name Specify the VLAN name.
vlanid Specify the VLAN ID.
ipaddress Specify the IP address.

Restrictions

Only Administrator-level users can issue this command.
Examples

To delete all the groups learned by the data-driven mechanism:

DGS-3200-10:4#clear igmp_snooping data_driven_group all

Command: clear igmp_snooping data_driven_group all

Success.

DGS-3200-10:4#

50-19 show igmp_snooping forwarding
Purpose
To display the Switch’s current IGMP snooping forwarding table.
Format
show igmp_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

Description

This command is used to display the Switch’s current IGMP snooping forwarding table. It provides an easy

way for users to check the list of ports that the multicast group comes from in terms of specific sources.

The packets come from the source VLAN. They will be forwarded to the forwarding ports.

Parameters
Parameters Description
vian Specify a name of VLAN to be displayed.
vlanid Specify a list of VLAN IDs to be displayed.

Restrictions

None.
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Examples

To display all IGMP snooping forwarding entries located on the switch:

DGS-3200-10:4# show igmp_snooping forwarding

Command: show igmp_snooping forwarding

VLAN Name : default
Source IP : 10.90.90.114
Multicast Group: 225.0.0.0

Port Member 12,7
VLAN Name : default
Source IP : 10.90.90.10

Multicast Group: 225.0.0.1
Port Member 1 2,5

Total Entries : 2

DGS-3200-10:4#

50-20 show router_ports
Purpose
To display the currently configured router ports on the switch.
Format
show router_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all ] {[static | dynamic |f orbidden]}
Description

This command is used to display the currently configured router ports on the switch. If no parameter is

specified, the system will display all currently configured router ports on the switch.

Parameters
Parameters Description
vlan Specify the name of the VLAN on which the router port resides.
vlanid Specify a list of VIDs on which the router port resides.
static Display router ports that have been statically configured.
dynamic Display router ports that have been dynamically registered.
forbidden Displays forbidden router ports that have been statically configured.
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Restrictions

None.

Examples

To display the router ports:

DGS-3200-10:4#show router_ports all

Command: show router_ports all

VLAN Name : default
Static Router Port : 1-10
Dynamic Router Port

Router 1IP

Forbidden Router Port

Total Entries: 1

DGS-3200-10:4#

50-21 show igmp_snooping host
Purpose

To display the IGMP hosts that have joined groups on specific ports or specific VLANS.

Format

show igmp_snooping host {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist> | group

<ipaddr>]}

Description

This command is used to display the IGMP hosts that have joined groups on specific ports or specific

VLANS.
Parameters
Parameters Description
vlan Specify the name of the VLAN on which the router port resides.
vlanid Specify a list of VIDs on which the router port resides.
ports Specify the list of ports to display the host information.
group Specify the group to display the host information.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To display the host IP information:

DGS-3200-10:4# show igmp_snooping host vlan default

Command: show igmp_snooping host vlan default

VLAN ID Group Port I1GMP

1 225.0.1.0 2 198.19.1.2
1 225.0.1.0 2 198.19.1.3
1 225.0.1.0 3 198.19.1.4
1 225.0.1.2 2 198.19.1.3
1 225.0.2.3 3 198.19.1.4
1 225.0.3.4 3 198.19.1.5
1 225.0.4.5 5 198.19.1.6
1 225.0.5.6 5 198.19.1.7
1 225.0.6.7 4 198.19.1.8
1 225.0.7.8 4 198.19.1.9
1 239.255.255.250 7 10.90.90.90

Total Entries : 11

DGS-3200-10:4#

50-22 clear igmp_snooping statistics counter
Purpose

To clear the IGMP snooping statistics counter.

Format

clear igmp_snooping statistics counter

Description

This command is used to clear the IGMP snooping statistics counter on the switch.

Parameters

None.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To clear the IGMP snooping statistic counter:

DGS-3200-10:4# clear igmp_snooping statistics counter

Command: clear igmp_snooping statistics counter

Success.

DGS-3200-10:4#
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51 IGMP Authentication Command List

config igmp access_authentication ports [all | <portlist>] state [enable | disable]

show igmp access_authentication ports [all|<portlist>]

51-1 config igmp access_authentication ports

Purpose
To configure IGMP authentication port status.
Format
config igmp access_authentication ports [all | <portlist>] state [enable | disable]
Description
This command is used to enable or disable IGMP authentication for the specified port. When the command
is enabled, and the switch receives an IGMP join request, the switch will send the access request to the
RADIUS server to do the authentication.
Parameters
Parameters Description
ports Specify a range of ports to be configured.
state Enable or disable the RADIUS authentication function on the specified
ports.

Restrictions
Only Administrator-level users can issue this command.
Example

To enable IGMP authentication for all ports:
DGS-3200-10:4#config igmp access_authentication ports all state enable

Command: config igmp access_authentication ports all state enable

Success.

DGS-3200-10:4#
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51-2 show igmp access_authentication ports
Purpose

To display the current IGMP authentication configuration.

Format

show igmp access_authentication ports [all |[<portlist>]

Description

This command is used to display the current IGMP authentication configuration.

Parameters
Parameters Description
all Specify to display all the ports.
portlist Specify a range of ports to be displayed.
When a port list is not specified, information for all ports will be
displayed.

Restrictions

None.

Example

To display IGMP Access Control status for ports 1 to 4:

DGS-3200-10:4#show igmp access_authentication ports 1-4

Command: show igmp access_authentication ports 1-4

Port State

1 Enabled
2 Enabled
3 Enabled
4 Enabled

DGS-3200-10:4#
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52 MLD Snooping Command List

config mld_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all ] { state [enable | disable] |

fast_done [enable | disable] | report_suppression [enable | disable]}

config mld_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list>| all ] {query_interval
<sec 1-65535> | max_response_time <sec 1-25> | robustness_variable <value 1-7> |

last_listener_query_interval <sec 1-25> | state [enable | disable] |version <value 1-2>}

config mld_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list>] [add | delete]

<portlist>

config mld_snooping mrouter_ports_forbidden [vlan <vlan_name 32> | vlanid <vlanid_list>] [add |

delete] <portlist>

enable mld_snooping

disable mld_snooping

show mld_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show mld_snooping group {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>] {<ipv6addr>}}

{data_driven}

show mld_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show mld_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all] {[static | dynamic
forbidden]}

create mld_snooping static_group [ vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

config mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr> [add |

delete] <portlist>

delete mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

show mld_snooping static_group {[vlan <vlan_name 32>| vlanid <vlanid_list>] <ipv6addr >}

config mld_snooping data_driven_learning [all | vlan_name <vlan_name 32> | vlanid <vlanid_list>]

{state [enable | disable] | aged_out [enable | disable] | expiry_time <sec 1-65535>}

config mld_snooping data_driven_learning max_learned_entry <value 1-256>

clear mld_snooping data_driven_group [ all | [vlan_name <vlan_name 32> | vlanid <vlanid_list>]

[<ipv6addr>| all]]

show mld_snooping statistic counter [vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>]

clear mld_snooping statistics counter

show mld_snooping host {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist> | group

<ipv6addr>]}

config mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>] [<value 1-1000> | no_limit]

show mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>]
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52-1 config mld_snooping
Purpose
To configure MLD snooping on the switch.

Format

config mld_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list>| all ] { state [enable |
disable] | fast_done [enable | disable] | report_suppression [enable | disable]}

Description

This command is used to configure MLD snooping on the switch.

Parameters
Parameters Description

vlan_name Specify a VLAN name to be configured.

vlanid Specify a list of VLAN IDs to be configured

all Specify to configure all VLANS.

state enable or disable MLD snooping for the chosen VLAN.

fast_done enable or disable the MLD snooping fast done function. If enabled,
the membership is immediately removed when the system receives
the MLD done message.

report_suppression When MLD report suppression is enabled (the default), the Switch

sends the first MLD report from all hosts for a group to all the multicast
routers. The Switch does not send the remaining MLD reports for the
group to the multicast routers. If the multicast router query includes
requests only for MLDv1 reports, the Switch forwards only the first
MLDv1 report from all hosts for a group to all the multicast routers. If
the multicast router query also includes requests for MLDv2 reports,

the Switch forwards all MLDv2 reports for a group to the multicast

devices.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure MLD snooping:

405



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-10:4#config mld_snooping vlan_name default state enable

Command: config mld_snooping vlan_name default state enable

Success.

DGS-3200-10:4#

52-2 config mld_snooping querier
Purpose

To configure the time in seconds between general query transmissions, the maximum time in seconds to

wait for reports from listeners, the permitted packet loss that guarantees MLD snooping.

Format
config mld_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list>| all ]
{query_interval <sec 1-65535> | max_response_time <sec 1-25> | robustness_variable <value 1-7>
| last_listener_query_interval <sec 1-25> | state [enable | disable] |version <value 1-2>}
Description
This command is used to configure the MLD snooping querier.
Parameters
Parameters Description
vlan_name The name of the VLAN for which the MLD snooping querier is to be
configured.
vlanid The VLAN IDs for which the MLD snooping querier is to be configured.
all Specify all to indicate all VLANS to be configured.
guery_interval Specify the amount of time in seconds between general query

transmissions. The default setting is 125 seconds.

max_reponse_time The maximum time in seconds to wait for reports from listeners. The

default setting is 10 seconds.

robustness_variable Provide fine-tuning to allow for expected packet loss on a subnet. The
value of the robustness variable is used in calculating the following MLD
message intervals:

« Group listener interval—Amount of time that must pass before a
multicast router decides there are no more listeners of a group on a
network. This interval is calculated as follows: (robustness variable *

query interval) + (1 * query response interval).

« Other querier present interval—Amount of time that must pass before a
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multicast router decides that there is no longer another multicast router
that is the querier. This interval is calculated as follows: (robustness
variable * query interval) + (0.5 * query response interval).

« Last listener query count—Number of group-specific queries sent
before the router assumes there are no local listeners of a group. The
default number is the value of the robustness variable.

« By default, the robustness variable is set to 2. You might want to

increase this value if you expect a subnet to have a high loss.

last_listener_query_interval

The maximum amount of time between group-specific query messages,
including those sent in response to done-group messages. You might
lower this interval to reduce the amount of time it takes a router to detect

the loss of the last listener of a group.

state

This allows the switch to be specified as an MLD Querier (sends MLD
query packets) or a Non-Querier (does not send MLD query packets).

Set to enable or disable.

version <value 1-2>

Specify the version of MLD packet that will be sent by this port. If a MLD
packet received by the interface has a version higher than the specified

version, this packet will be dropped.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the MLD snooping querier:

state enable

enable

Success.

DGS-3200-10:4#

DGS-3200-10:4#config mld_snooping querier vlan_name default query_interval 125

Command: config mld_snooping querier vlan_name default query_interval 125 state

52-3 config mld_snooping mrouter_ports

Purpose

To configure ports as router ports.

Format

config mld_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list>] [add | delete]
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<portlist>
Description
This command allows you to designate a range of ports as being connected to multicast-enabled routers.

This will ensure that all packets with such a router as its destination will reach the multicast-enabled router

— regardless of protocol, etc.

Parameters
Parameters Description
vlan The name of the VLAN on which the router port resides.
vlanid Specify a list of VLAN IDs to be configured.
add Specify to add the router ports.
delete Specify to delete the router ports.
portlist Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Example

To set up static router ports:

DGS-3200-10:4#config mld_snooping mrouter_ports vlan default add 1-10

Command: config mld_snooping mrouter_ports vlan default add 1-10

Success.

DGS-3200-10:4#

52-4 config mld_snooping mrouter_ports_forbidden
Purpose

To configure ports as forbidden router ports.

Format
config mld_snooping mrouter_ports_forbidden [vlan <vlan_name 32> | vlanid <vlanid_list>] [add |
delete] <portlist>

Description
This command allows you to designate a range of ports as being not connected to multicast-enabled
routers. This ensures that the forbidden router port will not propagate routing packets out.

Parameters
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Parameters Description
vlan The name of the VLAN on which the router port resides.
vlanid Specify a list of VLAN IDs to be configured.
add Specify to add the router ports.
delete Specify to add the router ports.
portlist Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure ports as forbidden router ports:

DGS-3200-10:4#config mld_snooping mrouter_ports_forbidden vlan default add 1-10

Command: config mld_snooping mrouter_ports_forbidden vlan default add 1-10

Success.

DGS-3200-10:4#

52-5 enable mld_snooping
Purpose

To enable MLD snooping on the switch.

Format

enable mld_snooping

Description

This command is used to enable MLD snooping on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable MLD snooping on the switch:
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DGS-3200-10:4#enable mld_snooping

Command: enable mld_snooping

Success.

DGS-3200-10:4#

52-6 disable mld_snooping
Purpose
To disable MLD snooping on the switch.
Format
disable mld_snooping
Description

This command is used to disable MLD snooping on the switch. MLD snooping can be disabled only if IPv6
multicast routing is not being used. Disabling MLD snooping allows all MLD and IPv6 multicast traffic to

flood within a given IPv6 interface.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable MLD snooping on the switch:
DGS-3200-10:4#disable mld_snooping

Command: disable mld_snooping

Success.

DGS-3200-10:4#

52-7 show mld_snooping
Purpose

To display the current status of MLD snooping on the switch.

Format
show mld_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}
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Description

This command is used to display the current MLD snooping configuration on the switch. If no parameter is

specified, the system will display all current MLD snooping configurations.

Parameters
Parameters Description
vlan The name of the VLAN for which to view the MLD snooping configuration.
vlanid The VLAN IDs for which to view the MLD snooping configuration.

Restrictions

None.

Example

To display MLD snooping:
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DGS-3200-10:4#show mld_snooping
Command: show mld_snooping
MLD Snooping Global State

Data Driven Learning Max Entries

VLAN Name
Query Interval

Max Response Time
Robustness Value
Last Listener Query Interval
Querier State

Querier Role

Querier 1P

Querier Expiry Time

State

Fast Done

Rate Limit

Report Suppression

Version

Data Driven Learning State
Data Driven Learning Aged Out
Data Driven Group Expiry Time

Total Entries: 1

DGS-3200-10:4#

Enabled
56

default

125

10

2

1

Disabled
Non-Querier
FE80::224:1FF:FE15:1C96
0 secs
Enabled
Disabled

No Limitation
Disabled

2

Enabled
Disabled

260

52-8 show mld_snooping group
Purpose

To display the current MLD snooping gr

Format

show mld_snooping group {[vlan <vlI
{<ipv6addr>}} {data_driven}

oup configuration on the switch.

an_name 32> | vlanid <vlanid_list> | ports <portlist>]
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Description

This command is used to display the current MLD snooping group configuration on the switch. If no

parameter is specified, the system will display all current MLD group snooping configuration of the Switch.

Parameters
Parameters Description
vlan 'The name of the VLAN for which to view MLD snooping group configuration
information.
vlanid 'The VLAN IDs for which to view MLD snooping group configuration information.
ports Specify the list of port for which to view MLD snooping group information.
<ipv6addr> Specify the group IPv6 address for which to view MLD snooping group information.
data_driven Specify to display the data driven groups.

Restrictions

None.

Examples

To show the MLD snooping group:

DGS-3200-10:4#show mld_snooping group

Command: show mld_snooping

Source/Group : 2001::2/FF1E::1
VLAN Name/VID : default/1l
Member Ports : 8

UP Time 4

Expiry Time : 256

Filter Mode : INCLUDE

Total Entries: 1

DGS-3200-10:4#

52-9 show mld_snooping forwarding

Purpose

To display the current MLD snooping forwarding table.

Format

show mld_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}
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Description

This command is used to display the current MLD snooping forwarding table. It provides an easy way for
users to check the list of ports that the multicast group that comes from specific sources will be forwarded
to. The packet comes from the source VLAN will be forwarded to the forwarding VLAN. The MLD snooping

further restricts the forwarding ports.

Parameters
Parameters Description
vian Specify the name of the VLAN for which you want to view MLD snooping
forwarding table information.
vlanid Specify the ID of the VLAN for which you want to view MLD snooping forwarding
table information.

Restrictions

Only Administrator-level users can issue this command.
Examples

To show all MLD snooping forwarding entries located on the Switch:

DGS-3200-10:4# show mld_snooping forwarding

Command: show mld_snooping forwarding

VLAN Name : default
Source IP - 2001::1
Multicast Group: FE1lE::1

Port Member 12,7
VLAN Name : default
Source IP - 2001::2

Multicast Group: FFlE::1

Port Member : 5

Total Entries : 2

DGS-3200-10:4#

52-10 show mld_snooping mrouter_ports
Purpose

To display the currently configured router ports on the switch.
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Format
show mld_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all] {[static |
dynamic | forbidden]}
Description
This command is used to display the currently configured router ports on the switch. If no parameter is
specified, the system will display all currently configured router ports on the switch.
Parameters
Parameters Description
vlan 'The name of the VLAN on which the router port resides.
vlanid The VLAN IDs on which the router port resides.
all Specify all VLANs on which the router port resides.
static Displays router ports that have been statically configured.
dynamic Displays router ports that have been dynamically configured.
forbidden Displays forbidden router ports that have been statically configured.

Restrictions

None.

Example

To display router ports:

DGS-3200-10:4#show mld_snooping mrouter_ports all

Command: show mld_snooping mrouter_ports all

VLAN Name : default
Static Router Port : 1-10
Dynamic Router Port

Router IP

Forbidden Router Port

Total Entries: 1

DGS-3200-10:4#
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52-11 create mild_snooping static_group

Purpose

To create an MLD snooping static group. Member ports can be added to the static group.

Format

create mld_snooping static_group [ vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

Description

This command is used to create an MLD snooping multicast static group. Member ports can be added to
the static group. The static member and the dynamic member port form the member ports of a group.
The static group will only take effect when MLD snooping is enabled on the VLAN. For those static
member ports, the device needs to emulate the MLD protocol operation to the querier, and forward the
traffic destined to the multicast group to the member ports. For a layer 3 device, the device is also
responsible to route the packet destined for this specific group to static member ports. The static member
port will only affect V2 MLD operation. The Reserved IP multicast addresses FF0x::/16 must be excluded

from the configured group. The VLAN must be created first before a static group can be created.

Parameters
Parameters Description
vian Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipv6addr> Specify the multicast group IPv6 address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an MLD snooping static group on vlanl, group FF1E::1:

DGS-3200-10:4# create mld_snooping static_group vlan vlanl FF1E::1

Command: create mld_snooping static_group vlan vlanl FF1lE::1

Success.

DGS-3200-10:4#

52-12 config mld_snooping static_group
Purpose

To configure an MLD snooping static group on the switch.
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Format

config mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr> [add |

delete] <portlist>

Description

This command is used to configure an MLD snooping static group on the switch. When a port is configured
as a static member port, the MLD protocol will not operate on this port. Therefore, suppose that a portis a
dynamic member port learned by MLD. If this port is configured as a static member later, then the MLD
protocol will stop operating on this port. The MLD protocol will resume once this port is removed from static

member ports. The static member port will only affect V1 MLD operation.

Parameters
Parameters Description
vlan Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipv6addr> Specify the multicast group IPv6 address.
add Specify to add the member ports.
delete Specify to delete the member ports.
<portlist> Specify a range of ports to be configured.

Restrictions

Only Administrator-level users can issue this command.

Examples

To unset port range 9-10 from MLD snooping static member ports for group FF1E::1 on default VLAN:

DGS-3200-10:4#config mld_snooping static_group vlan default FF1E::1 add 9-10

Command: config mld_snooping static_group vlan default FF1E::1 add 9-10

Success.

DGS-3200-10:4#

52-13 delete mid_snooping static_group
Purpose

To delete an MLD snooping static group on the Switch.

Format

delete mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>
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Description

This command is used to delete an MLD shooping static group on the Switch. The deletion of an MLD

snooping static group will not affect the MLD snooping dynamic member ports for a group.

Parameters
Parameters Description
vian Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipv6addr> Specify the multicast group IPv6 address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete an MLD snooping static group from the default VLAN, group FF1E::1:

DGS-3200-10:4# delete mld_snooping static_group vlan default FF1E::1

Command: delete mld_snooping static_group vlan default FF1lE::1

Success.

DGS-3200-10:4#

52-14 show mld_snooping static_group
Purpose

To display the MLD snooping multicast group static members.

Format

show mld_snooping static_group {[vlan <vlan_name 32>| vlanid <vlanid_list>] <ipv6addr >}

Description

This command used to display the MLD snooping multicast group static members.

Parameters
Parameters Description
vlan Specify the name of the VLAN on which the static group resides.
vlanid Specify the ID of the VLAN on which the static group resides.
<ipv6addr> Specify the multicast group IPv6 address.

Restrictions

None.
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Examples

To display all the MLD snooping static groups:

DGS-3200-10:4#show mld_snooping static_group

Command: show mld_snooping static_group
VLAN ID/Name IP Address Static Member Ports

1 /default FF1E::1 9-10

Total Entries : 1

DGS-3200-10:4#

52-15 config mld_snooping data_driven_learning
Purpose

To enable or disable the data-driven learning of an MLD snooping group.

Format

config mld_snooping data_driven_learning [all | vlan_name <vlan_name 32> | vlanid <vlanid_list>]

{state [enable | disable] | aged_out [enable | disable] | expiry_time <sec 1-65535>}

Description

This command is used to enable or disable the data-driven learning of an MLD snooping group. When
data-driven learning is enabled for the VLAN, and the switch receives the IP multicast traffic, an MLD
snooping group will be created on this VLAN. That is, the learning of an entry is not activated by MLD
membership registration, but activated by the traffic. For an ordinary MLD snooping entry, the MLD
protocol will take care the aging out of the entry. For a data-driven entry, the entry can be specified not to

be aged out or to be aged out by the aged timer.

When the data driven learning is enabled, and the data driven table is not full, the multicast filtering mode
for all ports is ignored. That is, the multicast packets will be forwarded to router ports. If the data driven

learning table is full, the multicast packets will be forwarded according to the multicast filtering mode.
Note that if a data-driven group is created and MLD member ports are learned later, the entry will become

an ordinary MLD snooping entry. That is, the aging out mechanism will follow the ordinary MLD snhooping

entry.
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Parameters
Parameters Description

vlan_name Specify the VLAN name to be configured.

vlanid Specify the VLAN ID to be configured.

all Specify that all VLANSs are to be configured.

state Specify to enable or disable the data driven learning of MLD
snooping groups. By default, the state is enabled.

aged_out Enable or disable the aging out of entries. By default, the state is
disabled.

expiry_time Specify the data driven group lifetime, in seconds. This parameter
is valid only when aged_out is enabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the data driven learning of an MLD snooping group on the default VLAN:

DGS-3200-10:4# config mld_snooping data_driven_learning vlan default state enable

Command: config mld_snooping data_driven_learning vlan default state enable

Success.

DGS-3200-10:4#

52-16 config mld_snooping data_driven_learning max_learned_entry
Purpose

To configure the maximum number of groups that can be learned by data driven.

Format

config mld_snooping data_driven_learning max_learned_entry <value 1-256>

Description

This command is used to configure the maximum number of groups that can be learned by data driven.

When the table is full, the system will stop the learning of the new data-driven groups. Traffic for the new

groups will be dropped.

Parameters
Parameters Description
<value 1-256> Specify the maximum number of groups that can be learned by data driven.
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Restrictions

Only Administrator-level users can issue this command.
Examples

To set the maximum number of groups that can be learned by data driven:

DGS-3200-10:4# config mld_snooping data_driven_learning max_learned_entry 50

Command: config mld_snooping data_driven_learning max_learned_entry 50

Success.

DGS-3200-10:4#

52-17 clear mid_snooping data_driven_group
Purpose

To delete the MLD snooping groups learned by data driven.

Format

clear mld_snooping data_driven_group [ all | [vlan_name <vlan_name 32> | vlanid <vlanid_list>]

[<ipv6addr>| all]]
Description

This command is used to delete the MLD snooping groups learned by data driven.

Parameters
Parameters Description
all Specify all VLANSs to which IGMP snooping groups will be deleted.
vlan_name Specify the VLAN name.
vlanid Specify the VLAN ID.
ipaddr Specify the group’s IP address learned by data driven.
all Specify to clear all data driven groups of the specified VLAN.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete all the groups learned by data-driven:

DGS-3200-10:4# clear mld_snooping data_driven_group all

Command: clear mld_snooping data_driven_group all

Success.
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DGS-3200-10:4#

52-18 show mld_snooping statistic counter
Purpose

To display the statistics counter for MLD protocol packets that are received by the switch since MLD

snooping was enabled.
Format

show mld_snooping statistic counter [vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>]
Description

This command is used to display the statistics counter for MLD protocol packets that are received by the

switch since MLD snooping was enabled.

Parameters
Parameters Description
vlan Specify a VLAN name to be displayed.
vlanid Specify a list of VLANSs to be displayed.
ports Specify a list of ports to be displayed.

Restrictions

None.
Examples

To display the MLD snooping statistics counters on port 1:

DGS-3200-10:4# show mld_shooping statistic counter ports 1

Command: show mld_snooping statistic counter ports 1

Group Number -0

Receive Statistics

Query
MLD v1 Query : 0
MLD v2 Query : 0
Total : 0

422



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Dropped By Rate Limitation -0
Dropped By Multicast VLAN -0

Report & Done

MLD v1 Report -0
MLD v2 Report -0
MLD v1 Done -0
Total -0
Dropped By Rate Limitation -0

Dropped By Max Group Limitation : O
Dropped By Group Filter -0
Dropped By Multicast VLAN -0

Transmit Statistics

Query
MLD v1 Query -0
MLD v2 Query -0
Total -0

Report & Done

MLD v1 Report -0
MLD v2 Report -0
MLD v1 Done -0
Total -0

Total Entries : 1

DGS-3200-10:4#

52-19 clear mid_snooping statistics counter
Purpose

To clear MLD snooping statistics counters.

Format

clear mld_snooping statistics counter

Description

This command is used to clear MLD snooping statistics counters.
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Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear MLD snooping statistics counter.

DGS-3200-10:4# clear mld_snooping statistic counter

Command: clear mld_snooping statistic counter

Success.

DGS-3200-10:4#

52-20 show mld_snooping host
Purpose

To display the MLD host that has joined groups on specific port or specific VLAN.

Format
show mld_snooping host {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>| group
<ipv6addr>]}

Description

This command is used to display the current host of a VLAN, port or group on the Switch. The hosts only

take effect when fast leave is enabled. If no parameter is specified, it will display all hosts.

Parameters
Parameters Description
vlan Specify a VLAN name to be displayed.
vlanid Specify a list of VLANSs to be displayed.
ports Specify a list of ports to be displayed.
group Specify the group’s IPv6 address to be displayed.

Restrictions

None.

Examples

To display the IP information.of hosts:

DGS-3200-10:4# show mld_snooping host vlan default
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Command: show mld_snooping host vlan default

VLAN ID : 1
Group : FF1E::1
Port o 2
Host o 2001::1
VLAN ID : 1
Group : FF1E:-:2
Port o 3
Host o 2001::1
VLAN ID : 1
Group : FF1E::3
Port : 4
Host o 2001::1
VLAN ID : 1
Group : FF1E::1
Port : 5
Host o 2001::2

Total Entries : 4

DGS-3200-10:4#

To display the host's IP information for the group "FF1E::1":

DGS-3200-10:4# show mld_snooping host group FF1lE::1

Command: show mld_snooping host group FF1E::1

VLAN ID : 1
Group : FF1E::1
Port : 2
Host : 2001::1
VLAN ID : 1
Group : FF1E::1
Port : 5
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Host : 2001::2

Total Entries : 2

DGS-3200-10:4#

52-21 config mld_snooping rate_limit
Purpose

To configure the rate limit of MLD control packets that are allowed by each port or VLAN.

Format

config mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>] [<value 1-1000> | no_limit]

Description

This command is used to configure the rate limit of MLD control packets that are allowed by each port or

VLAN.
Parameters
Parameters Description

ports Specify a list of ports to be configured.

vlanid Specify a list of VLANS to be configured.

<value 1-1000> Configure the rate limit of MLD control packets that the Switch can
process on a specific port or VLAN. The rate is specified in packet per
second. The packets that exceed the limited rate will be dropped.

no_limit Specify to have unlimited rate of MLD control packets.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the MLD snooping per port rate limit;

DGS-3200-10:4# config mld_snooping ports 1 rate_limit 100

Command: config mld_snooping ports 1 rate_ limit 100

Success.

DGS-3200-10:4#
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52-22 show mld_snooping rate_limit
Purpose

To display the rate limit of MLD control packets that are allowed by each port.

Format

show mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>]

Description

This command is used to display the rate limit of MLD control packets that are allowed by each port.

Parameters
Parameters Description
ports Specify a list of ports to be displayed.
vlanid Specify a list of VLANSs to be displayed.

Restrictions

None.

Examples

To display the mld_snooping per port rate_limit:

DGS-3200-10:4# show mld_snooping rate_limit ports 1-5

Command: show mld_snooping rate_limit ports 1-5

Port Rate Limit
1 No Limit
2 100

3 No Limit
4 No Limit
5 No Limit

Total Entries: 5

DGS-3200-10:4#
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53 Limited Multicast IP Address Command List

create mcast_filter_profile {profile_id <value 1-24> profile_name <name 32>}

config mcast_filter_profile [profile_id <value 1-24> | profile_name <name 32> ] {profile_name

<name 32> | [add | delete] <mcast_address_list>}

delete mcast_filter_profile [profile_id [<value 1-24> | all] | profile_name <name 32>]

show mcast_filter_profile {[profile_id <value 1-24> | profile_name <name 32>]}

config limited_multicast_addr [ports <portlist> | vlanid <vlanid_list>]{[add | delete] [profile_id

<value 1-24> | profile_name <name 32> ] | access [permit | deny]}

config max_mcast_group [ports <portlist> | vlanid <vlanid_list>] {max_group [<value 1-1024> |

infinite] | action [drop | replace]}

show max_mcast_group [ports <portlist>|vlanid <vlanid_list>]

show limited_multicast_addr [ports <portlist>|vlanid <vlanid_list>]

53-1 create mcast _filter_profile

Purpose

To create a multicast address profile.
Format

create mcast_filter_profile {profile_id <value 1-24> profile_name <name 32>}
Description

This command is used to create a multicast address profile.
Parameters

Parameters Description
profile_id Specify the 1D of the profile.
profile_name Provide a meaningful description for the profile.

Restrictions

Only Administrator-level users can issue this command.
Examples

To create a multicast address profile named MOD:
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DGS-3200-10:4# create mcast_Tfilter_profile profile_id 2 profile_name MOD

Command: create mcast_filter_profile profile_id 2 profile_name MOD

Success.

DGS-3200-10:4#

53-2 config mcast_filter_profile
Purpose

To add or delete a range of multicast addresses to the profile.

Format

config mcast_filter_profile [profile_id <value 1-24> | profile_name <name 32> ] {profile_name

<name 32> | [add | delete] <mcast_address_list>}

Description

This command is used to add or delete a range of multicast IP addresses.

Parameters
Parameters Description
profile_id The ID of the profile.
profile_name Provide a description for the profile.

mcast_address_list |List of the multicast addresses to be put in the profile.
Specifiy either a single multicast IP address or a range of multicast

addresses using a hyphen.

add Specify to add a list of multicast addresses.

delete Specify to delete a list of multicast addresses.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a range of multicast addresses to a profile:
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DGS-3200-10:4# config mcast_Tfilter_profile profile_id2add?225.1.1.1-225.1.1.1
Command: config mcast_filter_profile profile_id 2 add 225.1.1.1 - 225.1.1.1

Success.

DGS-3200-10:4#

53-3 delete mcast_filter_profile
Purpose

To delete a multicast address profile.

Format

delete mcast_filter_profile [profile_id [<value 1-24> | all] | profile_name <name 32>]

Description

This command is used to delete a multicast address profile.

Parameters
Parameters Description
profile_id Specify the ID of the profile. Specify all to delte all multicast
address profiles.
profile_name Specify a profile based on the profile name.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a multicast profile with a profile 1D of 3:

DGS-3200-10:4# delete mcast_Ffilter_profile profile_id 3

Command: delete mcast_filter_profile profile_id 3

Success.

DGS-3200-10:4#

To delete a multicast profile with a profile named MOD:
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DGS-3200-10:4# delete mcast_filter_profile profile_name MOD

Command: delete mcast_filter_profile profile_name MOD

Success.

DGS-3200-10:4#

53-4 show mcast_filter_profile
Purpose

To display defined multicast address profiles.

Format

show mcast_filter_profile {[profile_id <value 1-24> | profile_name <name 32>]}
Description

This command is used to display defined multicast address profiles.
Parameters

Parameters Description
profile_id The ID of the profile.
profile_name The name of the profile.

Restrictions

None.

Examples

To display defined multicast address profiles:

DGS-3200-10:4#show mcast_filter_profile

Command: show mcast_filter_profile

Profile ID Name Multicast Addresses

1 MOD 234.1.1.1 - 238.244.244_244
234.1.1.1 - 238.244_.244_244
2 customer 224.19.62.34 - 224.19.162.200

Total Entries : 2

DGS-3200-10:4#
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53-5 config limited_multicast_addr
Purpose

To configure the multicast address filtering function on a port or VLAN.

Format

config limited_multicast_addr [ports <portlist> | vlanid <vlanid_list>]{[add | delete] [profile_id

<value 1-24> | profile_name <name 32> ] | access [permit | deny]}

Description

This command is used to configure the multicast address filtering function on a port or VLAN. When there
is no profile specified with a port or VLAN, the limited function is not effective. When the function is
configured on a port, it limits the multicast group operated by the IGMP or MLD shooping function and the
layer 3 functions. When this function is configured on a VLAN, the multicast group is limited to only operate

the IGMP or MLD layer 3 functions.

Parameters
Parameters Description
ports Specify the range of ports to configure the multicast address filtering function.
vlanid Specify the VLAN ID of the VLAN that the multicast address filtering function
will be configured on.
add Specify to add a multicast address profile to a port.
delete Specify to delete a multicast address profile to a port.
profile_id Specify a profile ID to be added to or deleted from the port.
profile_name Specify a profile name to be added to or deleted from the port.
access Specify whether the access is permit or deny.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add multicast address profile 2 to ports 1 and 3:

DGS-3200-10:4# config limited_multicast_addr ports 1,3 add profile_id 2

Command: config limited multicast_addr ports 1,3 add profile_id 2

Success.

DGS-3200-10:4#
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53-6 config max_mcast_group
Purpose

To configure the maximum number of multicast groups that a port can join.

Format

config max_mcast_group [ports <portlist> | vlanid <vlanid_list>] {max_group [<value 1-1024> |

infinite] | action [drop | replace]}
Description

This command is used to configure the maximum number of multicast groups that a port can join.

Parameters
Parameters Description

ports Specify a range of ports to configure the maximum multicast group.

vlanid Specify the VLAN ID to configure the maximum multicast group.

max_group Specify the maximum number of the multicast groups.

infinite The maximum number of multicast groups per port or VLAN is not limited by
the Switch.

action Specify the action for handling newly learned groups when the register is full.
drop - The new group will be dropped.
replace - The new group will replace the oldest group in the register table.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the maximum number of multicast group that ports 1 and 3 can join to 100:

DGS-3200-10:4# config max_mcast_group ports 1, 3 max_group 100

Command: config max_mcast_group ports 1, 3 max_group 100

Success.

DGS-3200-10:4#

53-7 show max_mcast_group
Purpose

To display the maximum number of multicast groups that a port can join.

Format
show max_mcast_group [ports <portlist>|vlanid <vlanid_list>]
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Description

This command is used to display the maximum number of multicast groups that a port can join.

Parameters
Parameters Description
ports Specify a range of ports to display the maximum multicast group.
vlanid Specify the VLAN ID to display the maximum multicast group.

Restrictions

None.

Examples

To display the maximum number of multicast groups that port 1 can join:

DGS-3200-10:4# show max_mcast_group ports 1

Command: show max_mcast _group ports 1

Port Max Multicast Group Number  Action

1 Infinite Drop

Total Entries: 1

DGS-3200-10:4#

53-8 show limited_multicast_addr
Purpose

To show the limited IP multicast address range for each port or VLAN.

Format

show limited_multicast_addr [ports <portlist>|vlanid <vlanid_list>]

Description

This command is used to show the limited IP multicast address range for each port or VLAN.

Parameters
Parameters Description
ports Specify the range of ports to display the multicast address filtering
function information.
vlanid Specify the VLAN ID to display the multicast address filtering function
information.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To display the limited multicast address range on VLAN 1:

DGS-3200-10:4# show limited_multicast_addr vlanid 1

Command: show limited multicast_addr vlanid 1

VLAN :1

Access : Deny
Profile ID Name Multicast Addresses

1 customer 224.19.62.34 — 224.19.162.200

DGS-3200-10:4#

To display the limited multicast address range on ports 1 and 3:

DGS-3200-10:4# show limited_multicast _addr ports 1,3

Command: show limited_multicast_addr ports 1,3

Port -1

Access : Deny

Profile ID Name Multicast Addresses
1 customer 224.19.62.34 — 224.19.162.200
Port - 3

Access : Deny

Profile ID Name Multicast Addresses

1 customer 224.19.62.34 — 224.19.162.200

DGS-3200-10:4#
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54 IGMP Snooping Multicast VLAN (ISM) Command List

create igmp_snooping multicast_vlan <vlan_name 32> <vlanid 2-4094>

config igmp_snooping multicast_vlan <vlan_name 32> {[add | delete] [member_port <portlist> |
source_port <portlist> |[tag_member_port <portlist>]| state [enable|disable] |replace_source_ip

<ipaddr>}

create igmp_snooping multicast_vlan_group_profile <profile_name 1-32>

config igmp_snooping multicast_vlan_group_profile <profile_name 1-32> [add | delete]

<mcast_address_list>

delete igmp_snooping multicast_vlan_group_profile [profile_name <profile_name 1-32> |all]

show igmp_snooping multicast_vlan_group_profile {<profile_name 1-32>}

config igmp_snooping multicast_vlan_group <vlan_name 32> [add | delete] profile_name

<profile_name 1-32>

show igmp_snooping multicast_vlan_group {< vlan_name 32>}

delete igmp_snooping multicast_vlan <vlan_name 32>

enable igmp_snooping multicast_vlan

disable igmp_snooping multicast_vlan

show igmp_snooping multicast_vlan {<vlan_name 32>}

config igmp_snooping multicast_vlan forward_unmatched [disable | enable]

54-1 create igmp_snooping multicast_vian

Purpose
To create an IGMP snooping multicast VLAN.
Format
create igmp_snooping multicast_vlan <vlan_name 32> <vlanid 2-4094>
Description
This command is used to create a multicast VLAN. Multiple multicast VLANSs can be configured.
The ISM VLANS being created can not exist in the 1Q VLAN database. Multiple ISM VLANS can be
created. The ISM VLAN snooping function co-exists with the 1Q VLAN snooping function..
Parameters
Parameters Description
vlan_name The name of the multicast VLAN to be created. Each multicast VLAN is given a

name that can be up to 32 characters.

vlanid The VLAN ID of the multicast VLAN to be created. The range is from 2 to 4094.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To create an IGMP snooping multicast VLAN called “mv1 2"

DGS-3200-10:4# create igmp_snooping multicast_vlan mvl 2

Command: create igmp_snooping multicast_vlan mvl 2

Success.

DGS-3200-10:4#

54-2 config igmp_snooping multicast_vian
Purpose

To configure the parameters of a specific IGMP snooping multicast VLAN.

Format

config igmp_snooping multicast_vlan <vlan_name 32> {[add | delete] [member_port <portlist> |
source_port <portlist> |[tag_member_port <portlist>]| state [enable|disable] |[replace_source_ip

<ipaddr>}

Description

This command is used to add member ports and add source ports to a port list. The member port will
automatically become an untagged member of the multicast VLAN, and the source port will automatically
become a tagged member of the multicast VLAN. The member port list and source port list can not overlap.
However, the member port of one multicast VLAN can overlap with another multicast VLAN. The multicast

VLAN must be created first, before configuration.

Parameters
Parameters Description
vlan_name The name of the multicast VLAN to be configured. Each multicast VLAN is
given a name that can be up to 32 characters.
member_port A range of member ports to add to the multicast VLAN. They will become

the untagged member ports of the ISM VLAN.

tag_member_port Specify the tagged member port of the ISM VLAN.

source_port A range of member ports to add to the multicast VLAN.

state Enable or disable multicast VLAN for the chosen VLAN.

replace_source_ip With the IGMP snooping function, the IGMP report packet sent by the host
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will be forwarded to the source port. Before forwarding of the packet, the
source IP address in the join packet needs to be replaced by this IP

address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add port 1 as a member of the “v1” IGMP snooping multicast VLAN:

DGS-3200-10:4# config igmp_snooping multicast_vlan isml add member_port 1,3 state
enable replace_source_ip 10.0.0.1
Command: config igmp_snooping multicast_vlan isml add member_port 1,3 state enable

replace_source_ip 10.0.0.1

Success.

DGS-3200-10:4#

54-3 create igmp_snooping multicast_vian_group_profile
Purpose

To create a multicast group profile.
Format

create igmp_snooping multicast_vlan_group_profile <profile_name 1-32>
Description

This command is used to create a multicast group profile. The profile name for IGMP snooping must be

unique.

Parameters

Parameters Description

<profile_name 1-32> |Specify the multicast VLAN profile name. The maximum length is

32 characters.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create an IGMP snooping multicast group profile with the name “Knicks”:
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DGS-3200-10:4# create igmp_snooping multicast_vlan_group_profile Knicks

Command: create igmp_snooping multicast_vlan_group_profile Knicks

Success.

DGS-3200-10:4#

54-4 config igmp_snooping multicast_vilan_group_profile

Purpose
To configure an IGMP snooping multicast group profile on the switch and to add or delete multicast
addresses for a profile.

Format
config igmp_snooping multicast_vlan_group_profile <profile_name 1-32>[add | delete]
<mcast_address_list>

Description
This command is used to configure an IGMP snooping multicast group profile on the switch and to add or
delete multicast addresses for a profile.

Parameters

Parameters Description

<profile_name 1-32> |Specify the multicast VLAN profile name. The maximum length is 32

characters.
add Specify to add a multicast address list to this multicast VLAN profile.
delete Specify to delete a multicast address list from this multicast VLAN profile.

<mcast_address_list> |Specify a multicast address list. This can be a continuous single multicast
address, such as 225.1.1.1, 225.1.1.3, 225.1.1.8, a multicast address
range, such as 225.1.1.1-225.2.2.2, or both types, such as 225.1.1.1,
225.1.1.18-225.1.1.20.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add the single multicast address 225.1.1.1 and multicast range 225.1.1.10-225.1.1.20 to the IGMP

snooping multicast VLAN profile named “Knicks”:
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DGS-3200-10:4#config igmp_snooping multicast_vlan_group_profile Knicks add 225.1.1.1,
225.1.1.10-225.1.1.20
Command: config igmp_snooping multicast_vlan_group_profile Knicks add 225.1.1.1,

225.1.1.10-225.1.1.20

Success.

DGS-3200-10:4#

54-5 delete igmp_snooping multicast_vlan_group_profile
Purpose

To delete an existing IGMP snooping multicast group profile on the switch.
Format

delete igmp_snooping multicast_vlan_group_profile [profile_name <profile_name 1-32> |all]
Description

This command is used to delete an existing IGMP snooping multicast group profile on the switch. Specify a

profile name to delete it.

Parameters

Parameters Description

<profile_name 1-32> |Specify the multicast VLAN profile name. The maximum length is

32 characters.

all Specify to delete all the profiles.

Restrictions

Only Administrator-level users can issue this command.
Examples

To delete an IGMP snooping multicast group profile named “Knicks™:

DGS-3200-10:4# delete igmp_snooping multicast_vlan_group_profile profile_name Knicks

Command: delete igmp_snooping multicast_vlan_group_profile profile_name Knicks

Success.

DGS-3200-10:4#
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54-6 show igmp_snooping multicast_vlan_group_profile
Purpose
To display an IGMP snooping multicast group profile.
Format
show igmp_snooping multicast_vlan_group_profile {<profile_name 1-32>}
Description
This command is used to display an IGMP snooping multicast group profile.

Parameters

Parameters Description

<profile_name 1-32> |Specify the multicast VLAN profile name. The maximum length is 32

characters.

Restrictions

None.
Examples

To display all IGMP snooping multicast VLAN profiles:

DGS-3200-10:4# show igmp_snooping multicast_vlan_group_profile

Command: show igmp_snooping multicast_vlan_group_profile

Profile Name Multicast Addresses

Knicks 234.1.1.1 - 238.244.244_244
239.1.1.1 - 239.2.2.2
customer 224.19.62.34 - 224.19.162.200

Total Entries : 2

DGS-3200-10:4#

54-7 config igmp_snooping multicast_vian_group
Purpose

To configure the multicast group which will be learned with the specific multicast VLAN.

Format

config igmp_snooping multicast_vlan_group <vlan_name 32> [add | delete] profile_name

<profile_name 1-32>
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Description

This command is used to configure the multicast group which will be learned with the specific multicast
VLAN. There are two cases that need to be considered. For the first case, suppose that a multicast group
is not configured and multicast VLANs do not have overlapped member ports. That means the join packets
received by the member port will only be learned with the multicast VLAN that this port belongs to. If not,
which is the second case, the join packet will be learned with the multicast VLAN that contains the
destination multicast group. If the destination multicast group of the join packet can not be classified into
any multicast VLAN that this port belongs to, then the join packet will be learned with the natural VLAN of
the packet.

Please note that the same profile can not overlap different multicast VLANs. Multiple profiles can be added

to a multicast VLAN, however.

Parameters
Parameters Description
vlan_name The name of the multicast VLAN to be configured. Each multicast VLAN is
given a name that can be up to 32 characters.
add Used to associate a profile to a multicast VLAN.
delete Used to de-associate a profile from a multicast VLAN.
profile_name Specifies the multicast vian profile name. The maximum length is 32
characters.
Restrictions

Only Administrator-level users can issue this command.

Examples

To add a profile to a multicast VLAN:

DGS-3200-10:4# config igmp_snooping multicast_vlan_group vl add profile_name
channel _1
Command: config igmp_snooping multicast_vlan_group vl add profile_name channel_1

Success.

DGS-3200-10:4#

54-8 show igmp_snooping multicast_vlan_group

Purpose

To display group profile information for a specific multicast VLAN.
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Format

show igmp_snooping multicast_vlan_group {< vlan_name 32>}

Description

This command is used to display group profile information for a specific multicast VLAN.

Parameters
Parameters Description
<vlan_name 32> Specify the name of the group profile’s multicast VLAN to be displayed.

Restrictions

None.

Examples

To display all IGMP snooping multicast VLANs'group profile information:

DGS-3200-10:4# show igmp_snooping multicast_vlan_group

Command: show igmp_snooping multicast_vlan_group

VLAN Name VLAN ID Multicast Group Profiles

Mv1 20 channel _1

DGS-3200-10:4#

54-9 delete igmp_snooping multicast_vian
Purpose

To delete a multicast VLAN.

Format

delete igmp_snooping multicast_vlan <vlan_name 32>

Description

This command is used to delete a multicast VLAN.

Parameters
Parameters Description
vlan_name The name of the multicast VLAN to be deleted.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To delete an IGMP snooping multicast VLAN:

DGS-3200-10:4# delete igmp_snooping multicast_vlan vl

Command: delete igmp_snooping multicast_vlan vl

Success.

DGS-3200-10:4#

54-10 enable igmp_snooping multicast_vian
Purpose
To enable the multicast VLAN function.
Format
enable igmp_snooping multicast_vlan
Description

This command is used to control the multicast VLAN function. The command enable igmp_snooping

controls the ordinary IGMP snooping function. By default, the multicast VLAN is disabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable IGMP snooping multicast VLAN:

DGS-3200-10:4# enable igmp_snooping multicast_vlan

Command: enable igmp_snooping multicast_vlan

Success.

DGS-3200-10:4#
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54-11 disable igmp_snooping multicast_vilan
Purpose

To disable the multicast VLAN function.

Format

disable igmp_snooping multicast_vlan

Description

This command is used to disable multicast VLAN.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable IGMP snooping multicast VLAN:

DGS-3200-10:4# disable igmp_snooping multicast_vlan

Command: disable igmp_snooping multicast_vlan

Success.

DGS-3200-10:4#

54-12 show igmp_snooping multicast_vian
Purpose

To display multicast VLAN information.

Format

show igmp_snooping multicast_vlan {<vlan_name 32>}

Description

This command is used to display multicast VLAN information.

Parameters
Parameters Description
vlan_name The name of the multicast VLAN to be shown.

Restrictions

None.
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Examples

To display all IGMP snooping multicast VLANS:

DGS-3200-10:4# show igmp_snooping multicast_vlan
Command: show igmp_snooping multicast_vlan

IGMP Multicast VLAN Global State : Disabled
IGMP Multicast VLAN Forward Unmatched : Disabled
VLAN Name : mvl

VID : 2

Member (Untagged) Ports 1,3

Tagged Member Ports 12

Source Ports 4

Status : Enabled

Replace Source 1P :10.1.1.100
DGS-3200-10:4#

54-13 config igmp_snooping multicast_vian forward unmatched
Purpose
To configure the forwarding mode for IGMP snooping multicast VLAN unmatched packets.
Format
config igmp_snooping multicast_vlan forward_unmatched [disable | enable]
Description

This command is used to configure the forwarding mode for IGMP snooping multicast VLAN unmatched
packets. When the switch receives an IGMP snooping packet, it will match the packet against the multicast
profile to determine which multicast VLAN to associate with. If the packet does not match all profiles, the

packet will be forwarded or dropped based on this setting. By default, the packet will be dropped.

Parameters
Parameters Description
disable The packet will be dropped.
enable The packet will be flooded on the VLAN.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To configure the forwarding mode for IGMP snooping multicast VLAN unmatched packets:

DGS-3200-10:4# config igmp_snooping multicast_vlan forward_unmatched enable

Command: config igmp_snooping multicast_vlan forward_unmatched enable

Success.

DGS-3200-10:4#
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VIII. Security

The Security section includes the following chapters: 802.1X, Access Authentication Control, SSL, SSH, IP-MAC-Port
Binding (IMPB), Web-based Access Control, MAC-based Access Control, JWAC, Multiple Authentication, Filter, ARP
Spoofing Prevention, and CPU Filter.

55 802.1X Command List

enable 802.1x

disable 802.1x

create 802.1x user <username 15>

delete 802.1x user <username 15>

show 802.1x user

config 802.1x auth_protocol [local|radius_eap]

config 802.1x fwd_pdu ports [<portlist>|all] [enable|disable]

config 802.1x fwd_pdu system [enable|disable]

config 802.1x authorization attributes radius [enable | disable]

show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}

config 802.1x capability ports [<portlist>|all] [authenticator|none]

config 802.1x max_users [<value 1-448> |no_limit]

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> |
supp_timeout <sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> | reauth_period

<sec 1-65535> | max_users [<value 1-448> | no_limit] | enable_reauth [enable | disable]}

config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]

{mac_address <macaddr>}]

config 802.1x reauth [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]

{mac_address <macaddr>}]

create 802.1x guest_vlan {<vlan_name 32>}

delete 802.1x guest_vlan {<vlan_name 32>}

config 802.1x guest_vlan ports [<portlist>]all] state [enable | disable]

show 802.1x guest_vlan

config radius add <server_index 1-3> [<server_ip> | <ipv6addr>] key <password 32> [ default |
{auth_port<udp_port_number 1-65535 > | acct_port <udp_port_number 1-65535 > | timeout<sec
1-255> | retransmit<int 1-20>}]

config radius delete <server_index 1-3>

448



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

config radius <server_index 1-3> {ipaddress [<server_ip> | <ipv6addr>] | key <password 32> |
auth_port[<udp_port_number 1-65535> | default] | acct_port [<udp_port_number 1-65535> | default]

| timeout [<sec 1-255> | default] | retransmit [<int 1-20> | default]}

show radius

show auth_statistics {ports <portlist>}

show auth_diagnostics {ports <portlist>}

show auth_session_statistics {ports <portlist>}

show auth_client

show acct_client

config accounting service [network|shell|system] state [enable|disable]

show accounting service

55-1 enable 802.1x

Purpose

To enable the 802.1x function.
Format

enable 802.1x
Description

This command is used to enable the 802.1x function.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To enable the 802.1x function:

DGS-3200-10:4#enable 802.1x

Command: enable 802.1x

Success.

DGS-3200-10:4#
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55-2 disable 802.1x

Purpose

To disable the 802.1x function.
Format

disable 802.1x
Description

This command is used to disable the 802.1x function.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable the 802.1x function:

DGS-3200-10:4#disable 802.1x
Command: disable 802.1x

Success.

DGS-3200-10:4#

55-3 create 802.1x user
Purpose

To create the 802.1x user.

Format

create 802.1x user <username 15>

Description

This command is used to create an 802.1x user.

Parameters
Parameters Description
username Specify adding a user name.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To create a user named “ctsnow”.

DGS-3200-10:4#create 802.1x user ctsnow

Command: create 802.1x user ctsnow
Enter a case-sensitive new password:******
Enter the new password again for confirmation:******

Success.

DGS-3200-10:4#

55-4 delete 802.1x user
Purpose

To delete an 802.1x user.

Format
delete 802.1x user <username 15>
Description
This command is used to delete a specified user.
Parameters
Parameters Description
username Specify deleting a user name.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete the user named “Tiberius”.

DGS-3200-10:4#delete 802.1x user Tiberius

Command: delete 802.1x user Tiberius

Success.

DGS-3200-10:4#
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55-5 show 802.1x user
Purpose

To display the 802.1x user.

Format

show 802.1x user

Description

This command is used to display 802.1x user account information.

Parameters

None.

Restrictions

None.

Examples

To display 802.1x user information:

DGS-3200-10:4#show 802.1x user

Command: show 802.1x user

Current Accounts:

UserName Password
ctsnow gallinari

Total Entries : 1

DGS-3200-10:4#

55-6 config 802.1x auth_protocol
Purpose

To configure the 802.1x authentication protocol.

Format

config 802.1x auth_protocol [local|radius_eap]

Description

This command is used to configure the 802.1x authentication protocol.
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Parameters
Parameters Description
local Specify the authentication protocol as local.
radius_eap Specify the authentication protocol as RADIUS EAP

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure 802.1x RADIUS EAP:

DGS-3200-10:4#config 802.1x auth_protocol radius_eap

Command: config 802.1x auth_protocol radius_eap

Success.

DGS-3200-10:4#

55-7 config 802.1x fwd_pdu ports
Purpose

To configure the 802.1X PDU forwarding state on specific ports of the switch.

Format

config 802.1x fwd_pdu ports [<portlist>|all] [enable|disable]

Description

This command is used to configure the 802.1X PDU forwarding state on specific ports of the switch.

Parameters
Parameters Description
ports Specify the range of ports to be configured.
all Specify all ports to be configured.
enable Enable the 802.1X PDU forwarding state.
disable Disable the 802.1X PDU forwarding state.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the 802.1X PDU forwarding state on ports 1 to 2:
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DGS-3200-10:4# config 802.1x fwd_pdu ports 1-2 enable
Command: config 802.1x fwd_pdu ports 1-2 enable

Success.

DGS-3200-10:4#

55-8 config 802.1x fwd_pdu system
Purpose
To configure the forwarding of EAPOL PDUs when 802.1X is disabled.
Format
config 802.1x fwd_pdu system [enable|disable]
Description

This is a global setting to control the forwarding of EAPOL PDUs. When 802.1X functionality is disabled
globally or for a port, and if 802.1X fwd_pdu is enabled both globally and for the port, a received EAPOL
packet on the port will be flooded in the same VLAN to those ports which have 802.1X fwd_pdu enabled
on and 802.1X is disabled (globally or just for the port). The default state is disabled.

Parameters

Parameters Description
enable Enable the forwarding of EAPOL PDUs.

disable Disable the forwarding of EAPOL PDUs.

Restrictions
Only Administrator-level users can issue this command.
Examples

To enable the 802.1X EAPOL PDU forward state:
DGS-3200-10:4# config 802.1x fwd_pdu system enable

Command: config 802.1x fwd_pdu system enable

Success.

DGS-3200-10:4#
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55-9 config 802.1x authorization attributes

Purpose

To enable or disable the acceptation of an authorized configuration.

Format

config 802.1x authorization attributes radius [enable | disable]

Description

This command is used to enable or disable the acceptation of an authorized configuration. (To configure

that attributes, regarding VLAN, 802.1p, ACL and Ingress/Egress Bandwidth, please refer to the Appendix

section at the end of this document.)

Parameters
Parameters Description
radius If specified to enable, the authorization attributes (for example VLAN,

802.1p default priority, and ACL) assigned by the RADUIS server will be
accepted if the global authorization status is enabled.

The default state is enabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the 802.1X state of acceptation of an authorized configuration:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config 802.1x authorization attributes radius enable

Command: config 802.1x authorization attributes radius enable

55-10 show 802.1x

Purpose

To display the 802.1x state or configurations.

Format

show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}
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Description

This command is used to display the 802.1x state or configurations.

Parameters
Parameters Description
auth_state Use to display 802.1x authentication state machine of some or all ports

auth_configuration Use to display 802.1x configurations of some or all ports.

portlist Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display the 802.1x global configuration:

DGS-3200-10:4#show 802.1x

Command: show 802.1x

802.1X : Enabled
Authentication Protocol : RADIUS_EAP

Forward EAPOL PDU : Disabled
Max User . 448
RADIUS Authorization : Enabled

DGS-3200-10:4#

To display the 802.1x configuration for ports 1-5:
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DGS-3200-10:4# show 802.1x auth_state ports 1-5

Command: show 802.1x auth_state ports 1-5

Status: A — Authorized; U — Unauthorized; (P): Port-Based 802.1X Pri: Priority

Port MAC Address Auth  PAE State Backend Status VID  Pri
VID State
1 00-00-00-00-00-01 10 Authenticated Idle A 4004 3
1 00-00-00-00-00-02 10 Authenticated Idle A 1234 -
1 00-00-00-00-00-04 30 Authenticating Response U - -
2 - P - Authenticating Request U - -
3 - P - Connecting Idle U - -
4 - e - Held Fail U - -
5 - P - Authenticated Idle A 100 -

Total Authenticating Hosts: 3

Total Authenticated Hosts : 3

DGS-3200-10:4#
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To display the 802.1x configuration for port 1

Port Number
Capability
AdminCrliDir
OpenCrliDir
Port Control
QuietPeriod
TxPeriod
SuppTimeout
ServerTimeout
MaxReq
ReAuthPeriod

ReAuthenticate

Max User On Port

DGS-3200-10:4#

DGS-3200-10:4# show 802.1x auth_configuration ports 1

Command: show 802.1x auth_configuration ports 1

1

None

Both

Both

Auto

60 sec
30 sec
30 sec
30 sec
2 times
3600 sec
Disabled

16

Forward EAPOL PDU On Port : Disabled

55-11 config 802.1x capability ports

Purpose

To configure port capability.

Format
config 802.1x capability ports [<portlist>|all] [authenticator|none]
Description
This command is used to configure port capability.
Parameters
Parameters Description
portlist Specify a range of ports to be configured.

all

All ports.

authenticator

The port that wishes to enforce authentication before allowing access
to services that are accessible via that port adopts the authenticator

role.

none

Allow the flow of PDUs via the port.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure port capability:

DGS-3200-10:4#config 802.1x capability ports 1-10 authenticator

Command: config 802.1x capability ports 1-10 authenticator

Success.

DGS-3200-10:4#

55-12 config 802.1x max_users
Purpose

To configure the maximum number of users that can be learned via 802.1X authentication.
Format

config 802.1x max_users [<value 1-448> |no_limit]
Description

The setting is a global limitation on the maximum number of users that can be learned via 802.1X
authentication. In addition to the global limitation, the maximum number of users per port is also limited. It

is specified by the config 802.1x auth_parameter command.

Parameters
Parameters Description
<value 1-448> Specify the maximum number of users.
no_limit Specify an unlimited number of users.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the 820.1X maximum numbers of the system:

DGS-3200-10:4# config 802.1x max_users 2

Command: config 802.1x max_users 2

Success.

DGS-3200-10:4#
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55-13 config 802.1x auth_parameter ports

Purpose

To configure the parameters that control the operation of the authenticator associated with a port.

Format

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both] | port_control

[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> |

supp_timeout <sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |

reauth_period <sec 1-65535> | max_users [<value 1-448>| no_limit] | enable_reauth [enable |

disable]}]

Description

This command is used to configure the parameters that control the operation of the authenticator

associated with a port.

Parameters
Parameters Description
portlist Specify a range of ports to be configured.
all All ports.
default Set all parameter to be default value.
direction Set the direction of access control.

both For bidirectional access control.

port_control

Force a specific port to be unconditionally authorized or unauthorized by
setting the parameter of port_control to be force_auth or force_unauth.
Besides, the controlled port will reflect the outcome of authentication if

port_control is auto.

force_auth The port transmits and receives normal traffic without

802.1X-based authentication of the client.

auto The port begins in the unauthorized state, and relays
authentication messages between the client and the

authentication server.

force_unauth The port will remain in the unauthorized state,

ignoring all attempts by the client to authenticate.

quiet_period The initialization value of the quietWhile timer. The default value is 60 s and
can be any value from 0 to 65535.
tx_period The initialization value of the txWhen timer. The default value is 30 s and

can be any value from 1 to 65535.
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supp_timeout

The initialization value of the awhile timer when timing out the supplicant. Its

default value is 30 s and can be any value from 1 to 65535.

server_timeout

The initialization value of the awWhile timer when timing out the authentication

server. Its default value is 30 and can be any value from 1 to 65535.

max_req

The maximum number of times that the authentication PAE state machine
will retransmit an EAP Request packet to the supplicant. Its default value is 2

and can be any number from 1 to 10.

reauth_period

Its a non-zero number of seconds, which is used to be the re-authentication

timer. The default value is 3600.

max_users

Specify the maximum number of users between 1 and 448. Specify

no_limit to have an unlimited number of users.

enable_reauth

Enable or disable the re-authentication mechanism for a specific port.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the parameters that control the operation of the authenticator associated with a port:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config 802.1x auth_parameter ports 1-10 direction both

Command: config 802.1x auth_parameter ports 1-10 direction both

55-14 config 802.1x init

Purpose

To initialize the authentication state machine of some or all ports.

Format

config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]

{mac_address <macaddr>}]

Description

This command is used to initialize the authentication state machine of some or all.

Parameters
Parameters Description
port_based Use to configure authentication in port-based mode.
mac_based To configure authentication in host-based 802.1X mode, the user first
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must enable the 802.1X MAC-based setting.
portlist Specify a range of ports to be configured.
all All ports.
mac_address The MAC address of the host.

Restrictions

Only Administrator-level users can issue this command.
Examples

To initialize the authentication state machine of some or all:

DGS-3200-10:4# config 802.1x init port_based ports all

Command: config 802.1x init port_based ports all

Success.

DGS-3200-10:4#

55-15 config 802.1x reauth
Purpose

To reauthenticate the device connected with the port.

Format

config 802.1x reauth [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]

{mac_address <macaddr>}]

Description

This command is used to reauthenticate the device connected with the port. During the reauthentication

period, the port status remains authorized until failed reauthentication.

Parameters
Parameters Description
port_based The switch passes data based on its authenticated port.
mac_based The switch passes data based on the MAC address of authenticated
RADIUS client.
portlist Specify a range of ports to be configured.
all All ports.
mac_address The MAC address of the authenticated RADIUS client.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To reauthenticate the device connected with the port:

DGS-3200-10:4# config 802.1x reauth port_based ports all

Command: config 802.1x reauth port_based ports all

Success.

DGS-3200-10:4#

55-16 create 802.1x guest _vian
Purpose

To assign a static VLAN to be a guest VLAN.
Format
create 802.1x guest_vlan {<vlan_name 32>}

Description

This command is used to assign a static VLAN to be a guest VLAN.

Parameter

Parameters Description

vlan_name 32 Specify the static VLAN to be a guest VLAN.

Restrictions

Only Administrator-level users can issue this command. The specific VLAN which is assigned to a guest

VLAN must already exist. The specific VLAN which is assigned to the guest VLAN can't be deleted.

Example

To assign a static VLAN to be a guest VLAN:
DGS-3200-10:4# create 802.1x guest_vlan guestVLAN

Command: create 802.1x guest_vlan guestVLAN

Success.

DGS-3200-10:4#

55-17 delete 802.1x guest_vian
Purpose

To delete a guest VLAN configuration.
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Format

delete 802.1x guest_vlan {<vlan_name 32>}

Description

This command is used to delete a guest VLAN setting, but not to delete the static VLAN itself.

Parameter

Parameters Description

vlan_name 32 The guest VLAN name.

Restrictions

Only Administrator-level users can issue this command. All ports which are enabled as guest VLAN will

return to the original VLAN after the guest VLAN is deleted.

Example

To delete a guest VLAN configuration:

DGS-3200-10:4# delete 802.1x guest_vlan guestVLAN

Command: delete 802.1x guest_vlan guestVLAN

Success.

DGS-3200-10:4#

55-18 config 802.1x guest vian
Purpose

To configure a guest VLAN setting.

Format

config 802.1x guest_vlan ports [<portlist>|all] state [enable | disable]

Description

This command is used to configure a guest VLAN setting.

Parameter
Parameters Description
ports A range of ports to enable or disable the guest VLAN function
all All ports.
state Specify the guest VLAN port state of the configured ports.
enable: join to the guest VLAN.
disable: remove from guest VLAN.
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Restrictions

Only Administrator-level users can issue this command. If the specific port state is changed from the

enabled state to the disabled state, this port will move to its original VLAN.

Example

To configure a guest VLAN setting for ports 1 to 8:

DGS-3200-10:4# config 802.1x guest_vlan ports 1-8 state enable

Command: config 802.1x guest_vlan ports 1-8 state enable

Warning! The ports are moved to Guest VLAN.

Success.

DGS-3200-10:4#

55-19 show 802.1x guest_vlan
Purpose

To display the guest VLAN setting.

Format

show 802.1x guest _vlan

Description

This command is used to display guest VLAN information.

Parameter

None.

Restrictions

None.

Example

To display guest VLAN information:
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DGS-3200-10:4#show 802.1x guest_vlan

Command: show 802.1x guest_vlan

Guest VLAN Setting

Guest VLAN : guest
Enable Guest VLAN Ports : 1-10

DGS-3200-10:4#

55-20 config radius add
Purpose

To add a new RADIUS server. The server with a lower index has a higher authentication
priority.
Format
config radius add <server_index 1-3> [<server_ip> | <ipv6addr>] key <password 32> [ default |

{auth_port <udp_port_number 1-65535 > | acct_port <udp_port_number 1-65535 > | timeout

<sec 1-255> | retransmit<int 1-20>}]

Description

This command is used to add a new RADIUS server.

Parameters
Parameters Description

server_index The RADIUS server index.

server_ip The IP address of the RADIUS server.

ipvbaddr The IPv6 address of the RADIUS server.

key The key pre-negotiated between switch and the RADIUS server. Itis
used to encrypt user’s authentication data before being transmitted
over the Internet. The maximum length of the key is 32.

default Set the auth_port to be 1812 and acct_port to be 1813.

auth_port Specify the UDP port number which is used to transmit RADIUS
authentication data between the switch and the RADIUS server. The
range is 1 to 65535.

acct_port Specify the UDP port number which is used to transmit RADIUS
accounting statistics between the switch and the RADIUS server. The
range is 1 to 65535.

timeout The time in second for waiting server reply. The default value is 5
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seconds.

retransmit

The count for re-transmit. The default value is 2.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a new RADIUS server:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config radius add 1 10.48.74.121 key dlink default
Command: config radius add 1 10.48.74.121 key dlink default

55-21 config radius delete

Purpose

To delete a RADIUS server.

Format

config radius delete <server_index 1-3>

Description

This command is used to delete a RADIUS server.

Parameters

Parameters

Description

server_index

The RADIUS server index. The range is from 1 to 3.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a RADIUS server:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config radius delete 1

Command: config radius delete 1
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55-22 config radius
Purpose

To configure a RADIUS server.
Format
config radius <server_index 1-3> {ipaddress [<server_ip> | <ipv6addr>] | key <password 32> |

auth_port [<udp_port_number 1-65535> | default] | acct_port [<udp_port_number 1-65535> |

default] | timeout [<sec 1-255> | default] | retransmit [<int 1-20> | default]}

Description

This command is used to configure a RADIUS server.

Parameters
Parameters Description

server_index The RADIUS server index.

server_ip The IP address of the RADIUS server.

ipvbaddr The IPv6 address.

key The IPv6 address of the RADIUS server.

passwd The key pre-negotiated between the switch and the RADIUS server. It
is used to encrypt user’s authentication data before being transmitted
over the Internet. The maximum length of the key is 32.

auth_port Specify the UDP port number which is used to transmit RADIUS
authentication data between the switch and the RADIUS server.
Specify default to have the value of 1813.

acct_port Specify the UDP port number which is used to transmit RADIUS
accounting statistics between the switch and the RADIUS server.
Specify default to have the value of 5.

timeout The time in second for waiting server reply. The default value is 5
seconds. Specify default to have the value of 5.

retransmit The count for re-transmit. Specify default to have the value of 2.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure a RADIUS server:

DGS-3200-10:4#config radius 1 ipaddress 10.48.74.121 key dlink timeout 10

Command: config radius 1 ipaddress 10.48.74.121 key dlink timeout 10

Success.
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DGS-3200-10:4#

55-23 show radius
Purpose

To display RADIUS server configurations.

Format

show radius

Description

This command is used to display the RADIUS server configurations.

Parameters

None.

Restrictions

None.

Examples

To display RADIUS server configurations:

DGS-3200-10:4# show radius
Command: show radius
Index 1
IP Address : Te80:fec0:56ab:34b0:20b2:6aff:fecf:7ec6
Auth—Port : 1812
Acct—Port : 1813
Timeout : 5
Retransmit 2
Key : adfdslkfjefiefdkgjdassdwtgjk6bylw
Index 2
IP Address :172.18.211.71
Auth—Port : 1812
Acct—Port : 1813
Timeout : 5
Retransmit 2
Key : 1234567
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Index 3

IP Address : 172.18.211.108

Auth—Port : 1812

Acct—Port : 1813

Timeout : 5

Retransmit 2

Key : adfdslkfjefiefdkgjdassdwtgjk6bylw
DGS-3200-10:4#

55-24 show auth_statistics

Purpose

To display authenticator statistics information
Format

show auth_statistics {ports <portlist>}
Description

This command is used to display authenticator statistics information
Parameters

Parameters Description
ports Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display authenticator statistics information from port 1:
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DGS-3200-10:4#show auth_statistics ports 1

Command: show auth_statistics ports 1

Port number : 1

EapolFramesRx 0
EapolFramesTx 6
EapolStartFramesRx
EapolReqldFramesTx
EapolLogoffFramesRx
EapolReqFramesTx
EapolRespldFramesRx
EapolRespFramesRx
InvalidEapolFramesRx

EapLengthErrorFramesRx

o O O o O o o o o

LastEapolFrameVersion

LastEapolFrameSource 00-00-00-00-00-00

DGS-3200-10:4#

55-25 show auth_diagnostics
Purpose

To display authenticator diagnostics information

Format
show auth_diagnostics {ports <portlist>}
Description
This command is used to display authenticator diagnostics information.
Parameters
Parameters Description
ports Specify a range of ports to be displayed.

Restrictions

None.
Examples

To display authenticator diagnostics information from port 1.
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DGS-3200-10:4# show auth_diagnostics ports 1

Command: show auth_diagnostics ports 1

Port number : 1

EntersConnecting
EapLogoffsWhileConnecting
EntersAuthenticating
SuccessWhileAuthenticating
TimeoutsWhileAuthenticating
FailWhileAuthenticating
ReauthsWhileAuthenticating
EapStartsWhileAuthenticating
EapLogoffWhileAuthenticating
ReauthsWhileAuthenticated
EapStartsWhileAuthenticated
EapLogoffWhileAuthenticated
BackendResponses
BackendAccessChallenges
BackendOtherRequestsToSupplicant
BackendNonNakResponsesFromSupplicant
BackendAuthSuccesses 0

BackendAuthFails 0

DGS-3200-10:4#

55-26 show auth_session_statistics
Purpose

To display authenticator session statistics information.

Format
show auth_session_statistics {ports <portlist>}
Description
This command is used to display authenticator session statistics information.
Parameters
Parameters Description
ports Specify a range of ports to be displayed.
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Restrictions

None.
Examples

To display authenticator session statistics information from port 1:

DGS-3200-10:4#show auth_statistics ports 1

Command: show auth_statistics ports 1

MAC Address : 00-0C-6E-AA-B9-CO

Port Number : 1

EapolFramesRx 0
EapolFramesTx 13
EapolStartFramesRx 0
EapolReqldFramesTx 12
EapolLogoffFramesRx 0
EapolRegqFramesTx 0
EapolRespldFramesRx 0
EapolRespFramesRx 0
InvalidEapolFramesRx 0
EapLengthErrorFramesRx 0
LastEapolFrameVersion 0
LastEapolFrameSource 00-00-00-00-00-00

M Quit Next Page E Previous Page Refresh

55-27 show auth_client
Purpose

To display authentication client information.

Format

show auth_client
Description

This command is used to display authentication client information.
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Parameters

None.

Restrictions

None

Examples

To display authentication client information:

DGS-3200-10:4#show auth_client

Command: show auth_client

radiusAuthClient ==>
radiusAuthClientlnvalidServerAddresses 0

radiusAuthClientldentifier

radiusAuthServerEntry ==>

radiusAuthServerlindex :3

o
o
o

radiusAuthServerAddress
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChallenges
radiusAuthClientMalformedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts

radiusAuthClientUnknownTypes

O O o © © © o o o © o o o o

radiusAuthClientPacketsDropped

H Quit Next Page ﬁ Previous Page Refresh

55-28 show acct_client
Purpose

To display account client information.
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Format

show acct_client
Description

This command is used to display account client information
Parameters

None.

Restrictions

None.

Examples

To display account client information:

DGS-3200-10:4# show acct_client

Command: show acct_client

radiusAcctClient ==>
radiusAcctClientlinvalidServerAddresses 0

radiusAcctClientldentifier D-Link

radiusAuthServerEntry ==>

radiusAccServerlndex : 1

o
o
o

radiusAccServerAddress
radiusAccClientServerPortNumber
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMalformedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts

radiusAccClientUnknownTypes

O O o O © O o O o O X o

radiusAccClientPacketsDropped

H Quit Next Page ﬁ Previous Page Refresh
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55-29 config accounting service

Purpose

To configure the state of the specified RADIUS accounting service.

Format

config accounting service [network|shell|system] state [enable|disable]

Description

This command allows the user to enable or disable the specified RADIUS accounting service.

Parameters
Parameters Description

network Specify the accounting service for 802.1X port access control. By default, the service is
disabled.

shell Specify the accounting service for shell events. When a user logins or logouts of the
switch (via the console, Telnet, or SSH) and when timeout occurs, accounting
information will be collected and sent to the RADIUS server. By default, the service is
disabled.

system Specify the accounting service for system events: reset and reboot. By default, the
service is disabled.

state Specify to enable or disable the accounting service.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the state of the RADIUS accounting service shell to enable:

Success

DGS-3200-10:4#

DGS-3200-10:4#config accounting service shell state enable

Command: config accounting service shell state enable

55-30 show accounting service

Purpose

To display RADIUS accounting service information.

Format

show accounting service
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Description

This command is used to display RADIUS accounting service information.

Parameters

None.

Restrictions

None.

Examples

To display accounting service information;

DGS-3200-10:4# show accounting service

Command: show accounting service

Accounting State

Network : Disabled
Shell : Disabled

System : Disabled

DGS-3200-10:4#

477



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

56 Access Authentication Control Commmand List

enable authen_policy

disable authen_policy

show authen_policy

create authen_login method_list_name <string 15>

config authen_login [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+

radius | server_group <string 15> | local | none}

delete authen_login method_list_name <string 15>

show authen_login [default | method_list_name <string 15> | all]

create authen_enable method_list_name <string 15>

config authen_enable [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+

radius | server_group <string 15> | local_enable | none}

delete authen_enable method_list_name <string 15>

show authen_enable [default | method_list_name <string 15> | all]

config authen application [console | telnet | ssh | http |all] [login | enable] [default] method_list_name

<string 15>]

show authen application

create authen server_group <string 15>

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete] server_host

<ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

delete authen server_group <string 15>

show authen server_group {<string 15>}

create authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int 1-65535> |

key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

config authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int 1-65535> |

key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

delete authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

show authen server_host

config authen parameter response_timeout <int 0-255>

config authen parameter attempt <int 1-255>

show authen parameter

enable admin

config admin local_enable {encrypt [plain_text | sha_1] <password>}
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56-1 enable authen_policy
Purpose
To enable system access authentication policy.
Format

enable authen_policy
Description
This command is used to enable system access authentication policy. When enabled, the device will adopt

the login authentication method list to authenticate the user for login, and adopt the enable authentication

method list to authenticate the enable password for promoting the user's privilege to Administrator level.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.

Examples

To enable system access authentication policy:
DGS-3200-10:4#enable authen_policy

Command: enable authen_policy

Success.

DGS-3200-10:4#

56-2 disable authen_policy
Purpose

To disable system access authentication policy.

Format
disable authen_policy
Description

This command is used to disable system access authentication policy. When authentication is disabled,
the device will adopt the local user account database to authenticate the user for login, and adopt the local
enable password to authenticate the enable password for promoting the user's privilege to Administrator

level.
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Parameters

None.
Restrictions

Only Administrator-level users can issue this command.

Examples

To disable system access authentication policy:

DGS-3200-10:4#disable authen_policy

Command: disable authen_policy

Success.

DGS-3200-10:4#

56-3 show authen_policy
Purpose

To display whether system access authentication policy is enabled or disabled.

Format

show authen_policy

Description

This command is used to display whether system access authentication policy is enabled or disabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display system access authentication policy:

DGS-3200-10:4#show authen_policy

Command: show authen_policy

Authentication Policy : Enabled

DGS-3200-10:4#
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56-4 create authen_login method_list_name
Purpose

To create a user-defined method list of authentication methods for user login.
Format
create authen_login method_list_name <string 15>

Description

This command is used to create a user-defined method list of authentication methods for user login. The

maximum supported number of the login method lists is eight.

Parameters
Parameters Description
<string 15> The user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a user-defined method list for user login:

DGS-3200-10:4#create authen_login method_list_name login_list_1

Command: create authen_login method_list_name login_list_1

Success.

DGS-3200-10:4#

56-5 config authen_login
Purpose

To configure a user-defined or default method list of authentication methods for user login.

Format
config authen_login [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local | none}

Description

This command is used to configure a user-defined or default method list of authentication methods for user
login. The sequence of methods will affect the authentication result. For example, if the sequence is
TACACSH+ first, then TACACS and local, when a user tries to login, the authentication request will be sent

to the first server host in the TACACS+ built-in server group. If the first server host in the TACACS+ group
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is missing, the authentication request will be sent to the second server host in the TACACS+ group, and so

on. If all server hosts in the TACACS+ group are missing, the authentication request will be sent to the first

server host in the TACACS group. If all server hosts in a TACACS group are missing, the local account

database in the device is used to authenticate this user. When a user logs in to the device successfully

while using methods like TACACS/XTACACS/TACACS+/RADIUS built-in or user-defined server groups or

none, the “user” privilege level is assigned only. If a user wants to get admin privilege level, the user must

use the “enable admin” command to promote his privilege level. But when the local method is used, the

privilege level will depend on this account privilege level stored in the local device.

Parameters
Parameters Description
default The default method list of authentication methods.

method_list name

The user-defined method list of authentication methods.

<string 15>

tacacs Authentication by the built-in server group tacacs.
xtacacs Authentication by the built-in server group xtacacs.
tacacs+ Authentication by the built-in server group tacacs+.
radius Authentication by the built-in server group radius.

server_group <string

Authentication by the user-defined server group.

15>
local Authentication by local user account database in device.
none No authentication.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure a user-defined method list for user login:

tacacs local

s local

Success.

DGS-3200-10:4#

DGS-3200-10:4#config authen_login method_list_name login_list_1 method tacacs+

Command: config authen_login method_list_name login_list_1 method tacacs+ tacac
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56-6 delete authen_login method_list_name
Purpose

To delete a user-defined method list of authentication methods for user login.

Format

delete authen_login method_list_name <string 15>

Description

This command is used to delete a user-defined method list of authentication methods for user login.

Parameters
Parameters Description
<string 15> The user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a user-defined method list for user login:

DGS-3200-10:4#delete authen_login method_list_name login_list_1

Command: delete authen_login method_list_name login_list_1

Success.

DGS-3200-10:4#

56-7 show authen_login
Purpose

To display the method list of authentication methods for user login.

Format

show authen_login [default | method_list_name <string 15> | all]

Description

This command is used to display the method list of authentication methods for user login.

Parameters
Parameters Description
default Display default user-defined method list for user login.
method_list_ name Display the specific user-defined method list for user login.
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all Display all method lists for user login.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display a user-defined method list for user login:

DGS-3200-10:4#show authen_login method_list_name login_list_1

Command: show authen_login method_list_name login_list_1

Method List Name Priority Method Name Comment

login_list_1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User-defined Group
4 local Keyword

DGS-3200-10:4#

56-8 create authen_enable method_list name
Purpose

To create a user-defined method list of authentication methods for promoting a user's privilege to

Administrator level.

Format

create authen_enable method_list_name <string 15>

Description

This command is used to create a user-defined method list of authentication methods for promoting a

user's privilege to Admin level. The maximum supported number of the enable method lists is eight.

Parameters
Parameters Description
<string 15> The user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.

484



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Examples

To create a user-defined method list for promoting a user's privilege to Admin level:

DGS-3200-10:4#create authen_enable method_list_name enable_list_1

Command: create authen_enable method_list_name enable_list_1

Success.

DGS-3200-10:4#

56-9 config authen_enable
Purpose

To configure a user-defined or default method list of authentication methods for promoting a user's

privilege to Administrator level.

Format

config authen_enable [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+ |

radius | server_group <string 15> | local _enable | none}

Description

This command is used to configure a user-defined or default method list of authentication methods for
promoting a user's privilege to Admin level. The sequence of methods will affect the authentication result.
For example, if the sequence is TACACS+ first, then TACACS and local_enable, when a user tries to login,
the authentication request will be sent to the first server host in the TACACS+ built-in server group. If the
first server host in the TACACS+ group is missing, the authentication request will be sent to the second
server host in the TACACS+ group, and so on. If all server hosts in the TACACS+ group are missing, the
authentication request will be sent to the first server host in the TACACS group. If all server hosts in the
TACACS group are missing, the local enable password in the device is used to authenticate this user’s
password. The local enable password in the device can be configured by the CLI command “config admin

local_password”.

Parameters

Parameters Description

default The default method list of authentication methods.

method_list_ name The user-defined method list of authentication methods.

<string 15>

tacacs Authentication by the built-in server group tacacs.
xtacacs Authentication by the built-in server group xtacacs.
tacacs+ Authentication by the built-in server group tacacs+.
radius Authentication by the built-in server group radius.
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server_group <string |Authentication by the user-defined server group.

15>
local_enable Authentication by local enable password in device.
none No authentication.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure a user-defined method list for promoting a user's privilege to Admin level:

DGS-3200-10:4#config authen_enable method_list_name enable_list_1 method tacacs+
tacacs local_enable
Command: config authen_ enable method_list_name enable_list_1 method tacacs+ tacac

s local_enable

Success.

DGS-3200-10:4#

56-10 delete authen_enable method _list_ nhame
Purpose

To delete a user-defined method list of authentication methods for promoting a user's privilege to

Administrator level.

Format

delete authen_enable method_list_name <string 15>

Description

This command is used to delete a user-defined method list of authentication methods for promoting a

user's privilege to Administrator level.

Parameters
Parameters Description
<string 15> The user-defined method list name

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a user-defined method list for promoting a user's privilege to Admin level:
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DGS-3200-10:4#delete authen_enable method_list_name enable_list_1

Command: delete authen_enable method_list_name enable_list_1

Success.

DGS-3200-10:4#

56-11 show authen_enable
Purpose

To display the method list of authentication methods for promoting a user's privilege to Administrator level.

Format
show authen_enable [default | method_list_name <string 15> | all]
Description
This command is used to display the method list of authentication methods for promoting a user's privilege
to Administrator level.
Parameters
Parameters Description
default Display the default user-defined method list for promoting a user's

privilege to Administrator level.

method_list_ name Display the specific user-defined method list for a promoting user's

<string 15> privilege to Administrator level.
all Display all method lists for promoting a user's privilege to Administrator
level.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display all method lists for promoting a user's privilege to Administrator level:
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DGS-3200-10:4#show authen_enable all

Command: show authen_enable all

Method List Name Priority Method Name Comment

default 1 local _enable Keyword

Total Entries : 1

DGS-3200-10:4#

56-12 config authen application
Purpose

To configure login or enable method list for all or the specified application.

Format

config authen application [console | telnet | ssh | http |all] [login | enable] [default|

method_list_name <string 15>]

Description

This command is used to configure login or enable method list for all or the specified application.

Parameters
Parameters Description

console Specify the application as console.

telnet Specify the application as Telnet.

ssh Specify the application as SSH.

http Specify the application as web.

all Specify all applications including console, telnet, ssh, and web.

login Select the method list of authentication methods for user login.

enable Select the method list of authentication methods for promoting user's
privilege to Admin level.

default The default method list.

method_list_ name The user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To configure the login method list for Telnet:

DGS-3200-10:4#config authen application telnet login method_list_name
login_list_1
Command: config authen application telnet login method_list_name login_list_1

Success.

DGS-3200-10:4#

56-13 show authen application
Purpose

To display the login/enable method list for all applications.

Format

show authen application

Description

This command is used to display the login/enable method list for all applications.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display the login/enable method list for all applications:
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DGS-3200-10:4#show authen application

Command: show authen application

Application Login Method List Enable Method List

Console default default
Telnet login_list_1 default
SSH default default
HTTP default default

DGS-3200-10:4#

56-14 create authen server_group
Purpose

To create a user-defined authentication server group.

Format

create authen server_group <string 15>

Description

This command is used to create a user-defined authentication server group. The maximum supported

number of server groups including built-in server groups is eight. Each group consists of eight server hosts

as maximum.
Parameters
Parameters Description
<string 15> The user-defined server group name.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a user-defined authentication server group:

DGS-3200-10:4#create authen server_group mix_1

Command: create authen server_group mix_1

Success.

DGS-3200-10:4#
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56-15 config authen server_group
Purpose

To add or remove an authentication server host to or from the specified server group.

Format
config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete]
server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

Description
This command is used to add or remove an authentication server host to or from the specified server group.
Built-in server group tacacs, xtacacs, tacacs+, and radius accept the server host with the same protocol

only, but user-defined server group can accept server hosts with different protocols. The server host must

be created first by using the CLI command create authen server_host.

Parameters

Parameters Description

server_group tacacs |The built-in server group tacacs.

server_group xtacacs |The built-in server group xtacacs.

server_group tacacs+ |The built-in server group tacacs+.

server_group radius |The built-in server group radius.

server_group <string |A user-defined server group.

15>
add Add a server host to a server group.
delete Remove a server host from a server group.

server_host <ipaddr> |The server host's IP address.

protocol tacacs The server host’s authentication protocol.
protocol xtacacs The server host's authentication protocol.
protocol tacacs+ The server host's authentication protocol.
protocol radius The server host's authentication protocol.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add an authentication server host to a server group:
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DGS-3200-10:4#config authen server_group mix_1 add server_host 10.1.1.222 protoc
ol tacacs+
Command: config authen server_group mix_1 add server_host 10.1.1.222 protocol ta

cacs+

Success.

DGS-3200-10:4#

56-16 delete authen server_group
Purpose

To delete a user-defined authentication server group.

Format

delete authen server_group <string 15>

Description

This command is used to delete a user-defined authentication server group.

Parameters
Parameters Description
<string 15> The user-defined server group name.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a user-defined authentication server group:

DGS-3200-10:4#delete authen server_group mix_1

Command: delete authen server_group mix_1

Success.

DGS-3200-10:4#

56-17 show authen server_group
Purpose

To display the authentication server groups.
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Format
show authen server_group {<string 15>}
Description
This command is used to display the authentication server groups.
Parameters
Parameters Description
<string 15> The built-in or user-defined server group name.

Restrictions
Only Administrator-level users can issue this command.

Examples

To display all authentication server groups:

DGS-3200-10:4#show authen server_group

Command: show authen server_group

Group Name IP Address Protocol
wxi oz Tacasss
radius 00—
tacacs =00 memmmmmmm oo
tacacs+ 10.1.1.222 TACACS+
xtacacs = =00 mmemmm e

Total Entries : 5

DGS-3200-10:4#

56-18 create authen server_host
Purpose

To create an authentication server host.

Format
create authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int
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1-65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}
Description
This command is used to create an authentication server host. When an authentication server host is

created, the IP address and protocol are the index. That means more than one authentication protocol

service can be run on the same physical host. The maximum supported humber of server hosts is 16.

Parameters
Parameters Description
<ipaddr> The server host's IP address.

protocol tacacs |The server host's authentication protocol.

protocol xtacacs |The server host's authentication protocol.

protocol tacacs+ |The server host's authentication protocol.

protocol radius  |The server host's authentication protocol.

port The port number of the authentication protocol for the server host. The default
value for TACACS/XTACACS/TACACSH is 49. The default value for RADIUS is
1812.

key <key_string 254> |The key for TACACS+ and RADIUS authentication. If the

value is null, no encryption will apply. This value is
meaningless for TACACS and XTACACS.

none No encryption for TACACS+ and RADIUS authentication.
This value is meaningless for TACACS and XTACACS.

timeout The time in seconds for waiting for a server reply.

Default value is 5 seconds.

retransmit The count for re-transmit. This value is meaningless for TACACS+.

Default value is 2.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a TACACS+ authentication server host with a listening port number of 15555 and a timeout

value of 10 seconds:
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6GS-3200-10:4#create authen server_host 10.1.1.222 protocol tacacs+ port 15555 t
imeout 10
Command: create authen server_host 10.1.1.222 protocol tacacs+ port 15555 timeou

t 10

Key is empty for TACACS+ or RADIUS.

Success.

DGS-3200-10:4#

56-19 config authen server_host
Purpose

To configure an authentication server host.

Format

cconfig authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int

1-65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

Description

This command is used to configure an authentication server host.

Parameters
Parameters Description
<ipaddr> The server host's IP address.

protocol tacacs |The server host's authentication protocol.

protocol xtacacs |The server host's authentication protocol.

protocol tacacs+ |The server host's authentication protocol.

protocol radius  |The server host's authentication protocol.

port The port number of the authentication protocol for the server host.
The default value for TACACS/XTACACS/TACACS+ is 49. The default value for
RADIUS is 1812.

key <key_string 254> |The key for TACACS+ and RADIUS authentication. If the
value is null, no encryption will apply. This value is
meaningless for TACACS and XTACACS.

none No encryption for TACACS+ and RADIUS authentication.
This value is meaningless for TACACS and XTACACS.
timeout The time in seconds for waiting for a server reply. The default value is 5 seconds.
retransmit The count for re-transmit. This value is meaningless for TACACS+.
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The default value is 2.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure a TACACS+ authentication server host's key value:

DGS-3200-10:4#config authen server_host 10.1.1.222 protocol tacacs+ key "This is
a secret.”
Command: config authen server_host 10.1.1.222 protocol tacacs+ key "This is a se

cret."”

Success.

DGS-3200-10:4#

56-20 delete authen server_host
Purpose
To delete an authentication server host.
Format
delete authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]
Description
This command is used to delete an authentication server host.

Parameters

Parameters Description

server_host <ipaddr> |The server host's IP address.

protocol tacacs The server host’s authentication protocol.
protocol xtacacs The server host’s authentication protocol.
protocol tacacs+ The server host's authentication protocol.
protocol radius The server host’s authentication protocol.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete an authentication server host:
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DGS-3200-10:4#delete authen server_host 10.1.1.222 protocol tacacs+

Command: delete authen server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3200-10:4#

56-21 show authen server_host
Purpose

To display the authentication server hosts.

Format

show authen server_host

Description

This command is used to display authentication server hosts.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display all authentication server hosts:

DGS-3200-10:4#show authen server_host

Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key

10.1.1.222 TACACS+ 15555 10 @ —------ This is a secret.

Total Entries : 1

DGS-3200-10:4#
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56-22 config authen parameter response_timeout
Purpose

To configure the amount of time waiting or for user input on console, Telnet, and SSH applications.
Format
config authen parameter response_timeout <int 0-255>

Description

This command is used to configure the amount of time waiting or for user input on console, Telnet, and

SSH applications.

Parameters
Parameters Description
<int 0-255> The amount of time for user input on console or Telnet or SSH.
0 means there is no time out. The default value is 30 seconds.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the amount of time waiting or for user input to be 60 seconds:

DGS-3200-10:4#config authen parameter response_timeout 60

Command: config authen parameter response_timeout 60

Success.

DGS-3200-10:4#

56-23 config authen parameter attempt
Purpose

To configure the maximum attempts for users trying to login or promote the privilege on console or Telnet,

applications.

Format

config authen parameter attempt <int 1-255>

Description

This command is used to configure the maximum attempts for users trying to login or promote the privilege

on console or Telnet applications. If the failure value is exceeded, connection or access will be locked.
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Parameters
Parameters Description
<int 1-255> The amount of attempts for users trying to login or promote the

privilege on console or Telnet. The default value is 3.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the maximum attempts for users trying to login or promote the privilege to be 9:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config authen parameter attempt 9

Command: config authen parameter attempt 9

56-24 show authen parameter

Purpose

To display the parameters of authentication.

Format

show authen parameter

Description

This command is used to display the authentication parameters.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display the authentication parameters:
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DGS-3200-10:4#show authen parameter

Command: show authen parameter

Response Timeout : 60 seconds

User Attempts : 9

DGS-3200-10:4#

56-25 enable admin
Purpose

To open the administrator level privilege

Format

enable admin

Description
This command is used to promote the "user" privilege level to "admin” level. When the user enters this
command, the authentication method TACACS, XTACAS, TACACS+, user-defined server groups, local
enable, or none will be used to authenticate the user. Because TACACS, XTACACS and RADIUS don't
support the enable function by themselves, if a user wants to use either one of these three protocols to
enable authentication, the user must create a special account on the server host first, which has a

username enable and then configure its password as the enable password to support the "enable"

function. This command can not be used when authentication policy is disabled.

Parameters

None.

Restrictions

None.

Examples

To enable administrator lever privilege:

DGS-3200-10:3#enable admin

Password:******xxx

DGS-3200-10:4#
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56-26 config admin local_enable
Purpose

To configure the local enable password for the administrator level privilege.

Format

config admin local_enable <password 0-15>
config admin local_enable {encrypt [plain_text | sha_1] <password>}
Description

This command is used to configure the local enable password for the enable command. When the user

chooses the local_enable method to promote the privilege level, the enable password of the local device

is needed.
Parameters
Parameters Description
plain_text Specify the password in plain text form.
sha 1 Specify the password in SHA-1 encrypted form.
<password> The specific password.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the administrator password:

DGS-3200-10:4#config admin local_enable

Command: config admin local_enable

Enter the old password:
Enter the case-sensitive new password:******
Enter the new password again for confirmation:*****x*

Success.

DGS-3200-10:4#
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57 SSL Command List

download ssl certificate <ipaddr> certfilename <path_filename 64> {keyfilename <path_filename 64>}

config ssl certificate chain [default | <cert_list>]

delete ssl certificate <path_filename 64>

enable ssl { ciphersuite { RSA_with_RC4 128 MD5 |
RSA_with_3DES_EDE_CBC_SHA |
DHE_DSS_with_3DES_EDE_CBC_SHA |
RSA_EXPORT_with_RC4 40 _MD5}}

disable ssl { ciphersuite { RSA_with_RC4 128 MDS5 |
RSA_with_3DES_EDE_CBC_SHA |
DHE_DSS with_3DES_EDE_CBC_SHA |
RSA_EXPORT_with_RC4 40 MD5}}

show ssl {certificate {<path_filename 64>}}

show ssl certificate chain

show ssl cachetimout

config ssl cachetimout <value 60-86400>

57-1 download ssl certificate
Purpose
To download certificate to device according to certificate level.

Format

download ssl certificate <ipaddr> certfilename <path_filename 64> {keyfilename <path_filename
64>}

Description
This command is used to download a certificate file for the SSL function on the Switch from a TFTP server.

The certificate file is a data record used for authenticating devices on the network. It contains information

on the owner, keys for authentication.

Parameters
Parameters Description
<ipaddr> Input the TFTP server IP address.
certfilename Specify the certificate file path in respect to the TFTP server root path..
keyfilename Specify the private key file path which accompanies the certificate.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To download a certificate from a TFTP server:

DGS-3200-10:4# download ssl certificate 10.55.47.1 certfilename cert.cer
keyfilename private.key
Command: download ssl certificate 10.55.47.1 certfilename cert.cer keyfilename

private.key

Certificate Loaded Successfully.

DGS-3200-10:4#

57-2 config ssl certificate chain
Purpose

To specify chain of certifications on the Switch.
Format
config ssl certificate chain [default | <cert_list>]

Description

This command is used to specify chain of certifications on the Switch. The format of the certificate should

be kept consistent.

Parameters
Parameters Description
default Enter this parameter to use the build-in certification on the Switch.
<cert_list> Specify chain of certifications on the Switch.

Restrictions

Only Administrator-level users can issue this command.

Examples

To config ssl cachain:

503



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-10:4#config ssl certificate chain tongken.cer,web_ca2.cer,server.crt

Command: config ssl certificate chain tongken.cer,web_ca2.cer,server.crt

Success.

DGS-3200-10:4#

57-3 delete ssl certificate
Purpose
To delete a certificate on the Switch.
Format
delete ssl certificate <path_filename 64>
Description
This command is used to delete a certificate on the Switch.

Parameters

Parameters Description

<path_filename 64> Specify certification name on the Switch.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a certificate.

DGS-3200-10:4# delete ssl certificate web_ca2.cer

Command: delete ssl certificate web_ca2.cer

Success.

DGS-3200-10:4#

57-4 enable ssl
Purpose
To enable the SSL feature and ciphersuites.
Format

enable ssl { ciphersuite { RSA_with_RC4 128 MD5 | RSA_with_3DES_EDE_CBC_SHA |
DHE_DSS with_3DES_EDE_CBC_SHA | RSA_EXPORT_with_RC4 40 MD5}}
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Description

This command is used to enable the SSL status and its individual ciphersuites. Using the enable ssl
command will enable the SSL feature, which means SSLv3 and TLSv1. Each ciphersuite must be enabled

by this command.

Parameters
Parameters Description

ciphersuite For configuring a cipher suite combination.

RSA_with RC4 128 MD5 Indicate RSA key exchange with RC4 128 bits
encryption and MD5 hash.

RSA _with 3DES EDE_CBC_SHA Indicate RSA key exchange with 3DES_EDE_CBC
encryption and SHA hash.

DHE_DSS with 3DES_EDE_CBC_SHA|Indicate DH key exchange with 3DES_EDE_CBC
encryption and SHA hash.

RSA_EXPORT_with RC4 40 MD5 Indicate RSA_EXPORT key exchange with RC4 40

bits encryption and MD5 hash.
NULL Enable the SSL feature.

Restrictions
Only Administrator-level users can issue this command.
Examples

To enable the SSL ciphersuite for RSA_with_RC4 128 MD5:
DGS-3200-10:4# enable ssl ciphersuite RSA_with_RC4_128_ MD5

Command: enable ssl ciphersuite RSA_with_RC4_128 MD5

Success.

DGS-3200-10:4#

To enable SSL:
DGS-3200-10:4# enable ssli

Command: enable ssl

Note: Web will be disabled if SSL is enabled.

Success.

DGS-3200-10:4#
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57-5 disable ssl
Purpose

To disable SSL feature and ciphersuites.

Format

disable ssl { ciphersuite { RSA_with_RC4 128 MD5 | RSA_with_3DES EDE_CBC_SHA |
DHE_DSS with_3DES_EDE_CBC_SHA | RSA_EXPORT_with_RC4 40 MD5}}

Description

This command is used to disable the SSL feature and supported ciphersuites.

Parameters
Parameters Description

ciphersuite For configuring cipher suite combination.

RSA_with RC4 128 MD5 Indicate RSA key exchange with RC4 128 bits
encryption and MD5 hash.

RSA with 3DES EDE_CBC_SHA Indicate RSA key exchange with 3DES_EDE_CBC
encryption and SHA hash.

DHE_DSS with 3DES_EDE_CBC_SHA|Indicate DH key exchange with 3DES_EDE_CBC
encryption and SHA hash.

RSA_EXPORT_with RC4 40 MD5 Indicate RSA_EXPORT key exchange with RC4 40

bits encryption and MD5 hash.

NULL Disable the SSL feature.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the SSL ciphersuite for RSA_with_ RC4 128 MD5:

DGS-3200-10:4# disable ssl ciphersuite RSA_with_RC4_128 MD5
Command: disable ssl ciphersuite RSA_with_RC4_128_ MD5

Success.

DGS-3200-10:4#

To disable the SSL feature:
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DGS-3200-10:4# disable ssli

Command: disable ssl

Success.

DGS-3200-10:4#

57-6 show ssl
Purpose

To view the SSL status and the certificate file status on the Switch.

Format

show ssl {certificate {<path_filename 64>}}
Description

This command is used to view the SSL state and the certificate file status on the Switch.
Parameters

Parameters Description
certificate View the SSL certificate file information currently implemented on the
Switch.

<path_filename 64> |Specify the certificate file path.

Restrictions

None.

Examples

To display the SSL status:

DGS-3200-10:4# show ssl

Commands: show ssl

SSL Status Disabled
RSA_WITH_RC4_128_MD5 0x0004 Enabled
RSA_WITH_3DES_EDE_CBC_SHA 0X000A Enabled
DHE_DSS_WITH_3DES_EDE_CBC_SHA 0x0013 Enabled
RSA_EXPORT_WITH_RC4_40_MD5 0x0003 Enabled

DGS-3200-10:4#

To display all certificate:
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DGS-3200-10:4# show ssl certificate
Command: show ssl certificate
tongken.cer
web_server.cer

server.crt

DGS-3200-10:4#

To display the certificate file content:

DGS-3200-10:4# show ssl certificate server.crt

Command: show ssl certificate server.crt

Certificate Information:

Certificate Version :3

Serial Number :61:1E:65:CC:00:00:00:00:00:08B
Issuer Name :CN=tongken

Subject Name :CN=CA2

Not Before :2010-09-10 06:40:50

Not After :2011-09-10 06:50:50

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA1l

RSA Key Size :1024 bits

DGS-3200-10:4#

57-7 show ssl certificate chain
Purpose

To display chain of certifications on the Switch.

Format

show ssl certificate chain

Description

This command is used to display chain of certifications on the Switch.

Parameters

None.
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Restrictions

None.
Examples

To show the SSL certificate chain:

DGS-3200-10:4#show ssl certificate chain

Command: show ssl certificate chain

tongken.cer,web_ca2.cer,server.crt

DGS-3200-10:4#

57-8 show ssl cachetimeout
Purpose
To display the SSL cache timeout value.
Format
show ssl cachetimeout
Description

This command is used to display the cache timeout value which is designed for a dlktimer library to remove
the session ID after it has expired. In order to support the resume session feature, the SSL library keeps
the session ID on the web server and invokes the dlktimer library to remove this session ID by the cache

timeout value.

Parameters

None.

Restrictions

None.
Examples

To show the SSL cache timeout:

DGS-3200-10:4# show ssl cachetimeout

Commands: show ssl cachetimeout

Cache timeout is 600 second(s)

DGS-3200-10:4#
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57-9 config ssl cachetimeout

Purpose

To configure the SSL cache timeout value. This value is between 1 minute and 24 hours.

Format

config ssl cachetimout <value 60-86400>

Description

This command is used to configure the cache timeout value which is designed for the diktimer library to
remove the session ID after expiration. In order to support the resume session feature, the SSL library
keeps the session ID on the web server, and invokes the dlktimer library to remove this session ID by the
cache timeout value. The unit of argument’s value is second and its boundary is between 60 (1 minute)

and 86400 (24 hours). The default value is 600 seconds.

Parameters
Parameters Description
cachetimout The SSL cache timeout value attributes.
Restrictions
None.
Examples

To configure an SSL cache timeout value of 60:

DGS-3200-10:4# config ssl cachetimeout 60

Commands: config ssl cachetimeout 60

Success.

DGS-3200-10:4#
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58 SSH Command List

config ssh algorithm [3DES| AES128| AES192| AES256| arcfour|blowfish| cast128| twofish128|
twofish192| twofish256| MD5| SHAL| RSA| DSA] [enable| disable]

show ssh algorithm

config ssh authmode [password|publickey|hostbased ] [enable|disable]

show ssh authmode

config ssh user <username 15> authmode [publickey | password | hostbased [hostname

<domain_name 32> |hostname_IP <domain_name 32> <ipaddr>]]

show ssh user authmode

config ssh server {maxsession <int 1-8> | contimeout <sec 120-600> | authfail<int 2-20> | rekey

[10min | 30min | 60min | never] | port <tcp_port_number 1-65535>}

enable ssh

disable ssh

show ssh server

58-1 config ssh algorithm
Purpose

To configure the SSH server algorithm.

Format

config ssh algorithm [3DES|AES128|AES192|AES256|arcfour|blowfish|cast128|twofish128|
twofish192|twofish256|MD5|SHA1|RSA|DSS] [enable|disable]

Description

This command is used to configure the SSH service algorithm.

Parameters
Parameters Description
3DES An SSH server encryption algorithm.
blowfish An SSH server encryption algorithm.

AES(128,192,256) An SSH server encryption algorithm.

arcfour An SSH server encryption algorithm.

cast128 An SSH server encryption algorithm.

twofish(128,192,256) |An SSH server encryption algorithm.

MD5 An SSH server data integrality algorithm.

SHA1 An SSH server data integrality algorithm.
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DSS An SSH server public key algorithm.
RSA An SSH server public key algorithm.
enable Used to enable the algorithm.
disable Used to disable the alogirthm.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable an SSH server public key algorithm:

DGS-3200-10:4#config ssh algorithm DSA enable RSA enable

Command: config ssh algorithm DSA enable RSA enable

Success.

DGS-3200-10:4#

58-2 show ssh algorithm
Purpose

To show the SSH server algorithms.

Format

show ssh algorithm

Description

This command is used to display the SSH service algorithms.

Parameters

None.

Restrictions

None

Examples

To show the SSH server algorithms:
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DGS-3200-10:4#show ssh algorithm

Command: show ssh algorithm

Encryption Algorithm

3DES : Enabled
AES128 : Enabled
AES192 : Enabled
AES256 : Enabled
arcfour : Enabled
blowfish : Enabled
castl28 : Enabled

twofishl128 : Enabled
twofish192 : Enabled
twofish256 : Enabled

Data Integrity Algorithm

MD5 : Enabled
SHA1 : Enabled

Public Key Algorithm

RSA : Enabled
DSA : Enabled

DGS-3200-10:4#

58-3 config ssh authmode
Purpose

To update user authentication for SSH configuration.

Format

config ssh authmode [password|publickey|hostbased][enable|disable]

Description

This command is used to update the SSH user information.
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Parameters
Parameters Description
password Specify user authentication method.
publickey Specify user authentication method.
hostbased Specify user authentication method.
enable Enable user authentication method.
disable Disable user authentication method.

Restrictions

Only Administrator-level users can issue this command.

Examples

To config the SSH user authentication method:

DGS-3200-10:4#config ssh authmode publickey enable

Command: config ssh authmode publickey enable

Success.

DGS-3200-10:4#

58-4 show ssh authmode
Purpose

To display user authentication method

Format

show ssh authmode

Description

This command is used to display the user authentication method.

Parameters

None.

Restrictions

None.

Examples

To display the SSH user authentication method:
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DGS-3200-10:4#show ssh authmode

Command: show ssh authmode

The SSH Authentication Method:
Password : Enabled
Public Key : Enabled

Host-based : Enabled

DGS-3200-10:4#

58-5 config ssh user
Purpose

To update user information for SSH configuration.

Format

config ssh user <username 15> authmode [publickey | password | hostbased [hostname

<domain_name 32> | hostname_IP <domain_name 32> <ipaddr>] ]

Description

This command is used to update SSH user information

Parameters
Parameters Description
username 15 The user name.
publickey Specify user authentication method.
password Specify user authentication method.
hostbased Specify user authentication method.
hostname Specify host domain name.
hostname_IP Specify host domain name and IP address.
domain_name Specify host name if configuration is in host-based mode.
ipaddr Specify host IP address if configuring host-based mode.

Restrictions

Only Administrator-level users can issue this command.

Note: The user account must be created.

Examples

To update user “danilo” authmode:
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DGS-3200-10:4#config ssh user danilo authmode publickey

Command: config ssh user danilo authmode publickey

Success.

DGS-3200-10:4#

58-6 show ssh user authmode
Purpose

To show SSH user information.

Format

show ssh user authmode

Description

This command is used to display SSH user information.

Parameters

None.

Restrictions

None.

Examples

To show user information about SSH configuration:

DGS-3200-10:4#show ssh user authmode

Command: show ssh user authmode

Current Accounts:

User Name Authentication Host Name Host 1P
admin Password

danilo Public Key

user Password

Total Entries : 3

DGS-3200-10:4#
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58-7 config ssh server
Purpose

To configure the SSH server.

Format

config ssh server {maxsession <int 1-8> | contimeout <sec 120-600> | authfail <int 2-20> | rekey

[10min | 30min | 60min | never] | port <tcp_port_number 1-65535>}

Description

This command is used to configure SSH server general information.

Parameters
Parameters Description
maxsession Specify SSH server max session at the same time.
contimeout Specify SSH server connection timeout.
authfail Specify user max fail attempts.
rekey Specify time to re-generate session key.
never Do not re-generate session key.
port Specify the TCP port.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure an SSH server max session of 3:

DGS-3200-10:4#config ssh server maxsession 3

Command: config ssh server maxsession 3

Success.

DGS-3200-10:4#

58-8 enable ssh
Purpose

To enable the SSH server.

Format

enable ssh server
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Description
This command is used to enable SSH server services.
Parameters
None.
Restrictions
Only Administrator-level users can issue this command. When enabling SSH, Telnet is disabled.
Examples

To enable SSH:

DGS-3200-10:4#enable ssh

Command: enable ssh

Success.

DGS-3200-10:4#

58-9 disable ssh
Purpose

To disable SSH server service.

Format

disable ssh server

Description

This command is used to disable SSH server services.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable SSH:
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DGS-3200-10:4#disable ssh

Command: disable ssh

Success.

DGS-3200-10:4#

58-10 show ssh server
Purpose

To show SSH server information.

Format

show ssh server

Description

This command is used to display SSH server general information.

Parameters

None.

Restrictions

None.

Examples

To show SSH server:

DGS-3200-10:4#show ssh server

Command: show ssh server

The SSH Server Configuration

Maximum Session 8
Connection Timeout 120
Authentication Fail Attempts : 2
Rekey Timeout : Never

TCP Port Number 1 22

DGS-3200-10:4#
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59 IP-MAC-Port Binding (IMPB) Command List

create address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> | all]}

create address_binding ip_mac ipv6address <ipv6addr>mac_address <macaddr> {ports [ <portlist> |

all]}

config address_binding ip_mac ports [<portlist> | all ] {state [enable {[strict | loose] | [ipv6 | all]} | disable

{[ipv6 | all]} ] | mode [arp | acl] | allow_zeroip [enable | disable] | forward_dhcppkt [enable | disable] |

stop_learning_threshold <int 0-500> }

config address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> | all]}

config address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports [<portlist> |

all]}

delete address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

delete address_binding ip_mac [all | ipaddress <ipaddr> mac_address <macaddr>| ipv6address

<ipvb6addr>mac_address <macaddr>]

show address_binding {ports {<portlist>}}

show address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

show address_binding ip_mac [all| [[ipaddress <ipaddr> | ipv6address <ipv6addr>] {mac_address

<macaddr>} | mac_address <macaddr>]]

enable address_binding trap_log

disable address_binding trap_log

enable address_binding dhcp_snoop {[ipv6 | all]}

disable address_binding dhcp_snoop {[ipv6 | all]}

enable address_binding nd_snoop

disable address_binding nd_snoop

config address_binding nd_snoop ports [< portlist > | all] max_entry [<value 1-10 > | no_limit]

show address_binding nd_snoop {ports <portlist>}

show address_binding nd_snoop binding_entry {port <port>}

clear address_binding dhcp_snoop binding_entry ports [<portlist> | all] {[ipv6 | all]}

clear address_binding nd_snoop binding_entry ports [<portlist> | all]

show address_binding dhcp_snoop {max_entry {ports <portlist>}}

show address_binding dhcp_snoop binding_entry {port <port>}

config address_binding dhcp_snoop max_entry ports [<portlist> | all] limit [<value 1-50> | no_limit]
{ipv6}

config address_binding recover_learning ports
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59-1 create address_binding ip_mac ipaddress
Purpose

To create an IP-MAC binding entry.

Format

create address_binding ip_mac ipaddress <ipaddr>mac_address <macaddr> {ports [<portlist> |
alll}

Description

This command is used to create an IP-MAC binding entry.

Parameters
Parameters Description
<ipaddr> The IP address used to create this IP-MAC binding entry.
mac_address The MAC address used to create this IP-MAC binding entry.
ports Specify the portlist.
If no ports are specified, the settings for this command will
apply to all ports.

Restrictions
Only Administrator-level users can issue this command.

Examples

To create address binding on the Switch:

DGS-3200-10:4#create address_binding ip_mac ipaddress 10.1.1.1 mac_address
00-00-00-00-00-11
Command: create address_binding ip_mac ipaddress 10.1.1.1 mac_address

00-00-00-00-00-11

Success.

DGS-3200-10:4#

59-2 create address_binding ip_mac ipv6address
Purpose

To create an IP-MAC-Port binding entry using IPv6.

Format

create address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports

[<portlist> | all]}
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Description

This command is used to create an IP-MAC-Port binding entry using IPv6.

Parameters
Parameters Description
<ipv6addr> Specify the IPv6 address.
mac_address Specify the MAC address.
ports Specify to configure a list of ports or all ports.

Restrictions

Only Administrator-level users can issue this command.
Examples
To create a static IPv6 IMPB entry that binds the IPv6 address fe80::240:5ff:fe00:28 to the MAC address
00-00-00-00-00-11:
DGS-3200-10:4# create address_binding ip_mac ipv6address fe80::240:5FfF:fe00:28 mac_address

00-00-00-00-00-11
Command: create address_binding ip_mac ipv6address fe80::240:5FF:fe00:28 mac_address
00-00-00-00-00-11

Success.

DGS-3200-10:4#

59-3 config address_binding ip_mac ports
Purpose

To configure an IP-MAC state to enable or disable for specified ports.

Format

config address_binding ip_mac ports [<portlist> | all ] {state [enable {[strict | loose] | [ipv6 | all]} |
disable {[ipv6 | all]} ] | mode [arp | acl] | allow_zeroip [enable | disable] | forward_dhcppkt [enable |

disable] | stop_learning_threshold <int 0-500> }

Description

This command is used to configure the per port state of IP-MAC binding in the switch.

If a port has been configured as group member of an aggregated link, then it can not enable its IP-MAC
binding function. When the binding check state is enabled, for IP packet and ARP packet received by this
port, the switch will check whether the IP address and MAC address match the binding entries. The
packets will be dropped if they do not match.

For this function, the switch can operate in ACL mode or ARP mode. In ARP mode, only ARP packets are
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checked for binding. In ACL mode, both ARP packets and IP packets are checked for the binding.
Therefore, ACL mode provides more strict checks for packets.
When configuring the port mode to ACL , the switch will create ACL access entries corresponding to the

entries of this port. If the port changes to ARP, all the ACL access entries will be deleted automatically.

Parameters

Parameters Description

state Configure the address binding port state to enable or disable.

When this is enabled, the port will perform the binding check.

strict This mode provides a stricter method of control. If a user
chooses it, all packets will be blocked by the Switch by default.
The Switch will compare all incoming ARP and IP Packets and
attempt to match them against the IMPB white list. If the
IP-MAC pair matches the white list entry, the packets from the
MAC address will be unblocked. If not the MAC address will
remain blocked. While the Strict state uses more CPU
resources, from checking every incoming ARP and IP packet, it
enforces better security. The default mode is strict if not

specified.

loose This mode provides a more loose method of control. If a user
chooses this mode, the Switch will forward all packets by
default. However, the Switch will still inspect incoming ARP
packets and compare them to the Switch’s IMPB white list
entries. If the IP-MAC pair of a packet is not found in the white
list, the Switch will block the MAC address. A major benefit of
implementing loose state is that it uses less CPU resources as
the Switch only checks incoming packets. However, it is less
secure then Strict mode as it cannot block users who only send
unicast IP packets. An example of this situation is when a
malicious user tries to perform a Denial of Service (DoS) attack
by statically configuring the ARP table on their PC. In this case,
the Switch cannot block such attacks as the PC will not send out
any ARP packets.

ipv6 Specify the IPv6 address.

mode When configuring the port to ACL mode, the switch will create
ACL access entries corresponding to the entries of this port. If

the port changes to ARP, all the ACL access entries will be

deleted automatically. The default mode of port is ARP mode.

523



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

allow_zeroip

Specify whether to allow ARP packets with SIP address
0.0.0.0.. If 0.0.0.0 is not configured in the binding list, when it is
set to enabled, the ARP packet with this source IP address
0.0.0.0 will be allowed. When set to disable, this option does not

affect the IP-MAC-port binding ACL Mode.

forward_dhcppkt

By default, the DHCP packets with broadcast DA will be
flooded. When set to disabled, the broadcast DHCP packets
received by the specified port will not be forwarded. This setting
is effective when DHCP snooping is enabled because the
DHCP packet which has been trapped to CPU needs to be
forwarded by the software. This setting controls the forwarding

behavior under this situation.

stop_learning_threshold
<0-500>

When the number of blocked entries exceeds the threshold, the

port will stop learning new addresses. The packet with new

addresses will be dropped. The default value is 0 (no limit).

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure port 1 to be enabled for address binding:

Success.

Access Profile Table

Access Profile ID: 1

DGS-3200-10:4# config address_binding ip_mac ports 1 state enable

Command: config address_binding ip_mac ports 1 state enable

DGS-3200-10:4# show access_profile

Command: show access_profile

Total Unused Rule Entries:200

Total Used Rule Entries :O

Type : IP
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Owner - IP-MAC-PORT Binding
MASK Option :

Source MAC Source IP MASK
FF-FF-FF-FF-FF-FF 255.255.255.255

Access ID : 1 Mode: Permit RX Rate(64Kbps) : no_limit
Ports :1

00-00-00-00-00-01 10.0.0.1

Unused Entries: 199

Access Profile ID: 4 Type : Ethernet

Owner - IP-MAC-PORT Binding
MASK Option :
Ethernet Type

Access ID : 1 Mode: Deny
Ports :1

Unused Entries: 199

59-4 config address_binding ip_mac ipaddress
Purpose

To update an address binding entry.

Format

config address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> |
all]}

Description

This command is used to update an address binding entry.

525



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Parameters
Parameters Description
ipaddr Specify the IP address.
macaddr Specify the MAC address.
ports Configure the portlist to apply. If ports are not configured, it will apply to all ports.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure an address binding entry:

00-00-00-00-00-11

00-00-00-00-00-11

Success.

DGS-3200-10:4#

DGS-3200-10:4#config address_binding ip_mac ipaddress 10.1.1.1 mac_address

Command: config address_binding ip_mac ipaddress 10.1.1.1 mac_address

59-5 config address_binding ip_mac ipv6address

Purpose

To update an address binding entry using IPv6.

Format

config address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports

[<portlist> | all]}

Description

This command is used to update an address binding entry using IPv6.

Parameters
Parameters Description
ipv6address Specify the IPv6 address used.
macaddr Specify the MAC address.
ports Specify the portlist to apply. If ports are not configured, it will apply to all ports.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To configure a static IPv6 IMPB entry so that that IPv6 address fe80::240:5ff:fe00:28 is bound to the MAC
address 00-00-00-00-00-11:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config address_binding ip_mac ipv6address fe80::240:5ff:fe00:28
mac_address 00-00-00-00-00-11

Command: config address_binding ip_mac ipv6address fe80::240:5ff:fe00:28
mac_address 00-00-00-00-00-11

59-6 delete address_binding blocked

Purpose

To delete a blocked entry.

Format

delete address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

Description

This command is used to delete a blocked entry. It specifies the address database that the system has

automatically learned and blocked.

Parameters
Parameters Description
all Specify that all the blocked MAC addresses will be used.
vlan_name Specify the name of the VLAN that the blocked MAC address belongs to.
mac_address Specify the MAC address of the blocked MAC address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete the blocked MAC address 00-00-00-00-00-11, which belongs to the VLAN named “v31":
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DGS-3200-10:4# delete address_binding blocked vlan_name v31 mac_address
00-00-00-00-00-11
Command: delete address_binding blocked vlan_name v31 mac_address 00-00-00-00-00-11

Success.

DGS-3200-10:4#

59-7 delete address_binding ip_mac
Purpose

To delete an IMPB entry.

Format

delete address_binding ip_mac [all | ipaddress <ipaddr>mac_address <macaddr>| ipv6address

<ipv6addr>mac_address <macaddr>]

Description

This command is used to delete an IMPB entry.

Parameters
Parameters Description
all Specify that all the MAC addresses will be used.
ipaddress Specify the learned IP address of the entry in the database.
ipv6address Specify the learned IPv6 address of the entry in the database.
mac_address Specify the MAC address of the entry or the blocked MAC
address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete an IMPB entry that binds the IP address 10.1.1.1.1 to the MAC address 00-00-00-00-00-11.:

DGS-3200-10:4# delete address_binding ip_mac ipaddress 10.1.1.1 mac_address 00-00-00-00-00-11
Command: delete address_binding ip_mac ipaddress 10.1.1.1 mac_address 00-00-00-00-00-11

Success.

DGS-3200-10:4#

To delete a static ipv6 IMPB entry that binds the IPv6 address fe80::240:5ff:fe00:28 to the MAC address
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00-00-00-00-00-11:

DGS-3200-10:4# delete address_binding ip_mac ipv6address fe80::240:5FF:fe00:28 mac_address
00-00-00-00-00-11

Command: delete address_binding ip_mac ipv6address fe80::240:5FF:fe00:28 mac_address
00-00-00-00-00-11

Success.

DGS-3200-10:4#

59-8 show address_binding

Purpose
To display address binding entries, blocked MAC entries, and port status.
Format
show address_binding {ports {<portlist>}}
Description
This command is used to display address binding information.
Parameters
Parameters Description
ports Specify a list of ports to display the state of the IP-MAC-Port Binding.

Restrictions

None.
Examples

To display the address binding global configuration:

DGS-3200-10:4#show address_binding

Command: show address_binding

Trap/Log : Disabled
DHCP Snoop(IPv4) : Disabled
DHCP Snoop(IPv6) : Disabled
ND Snoop : Disabled
Function Version : 3.82

DGS-3200-10:4#
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To display the address binding global configuration by port:

Command:

Port

© 00 N oo o b~ w N P

[EnY
o

DGS-3200-10:4#show address_binding ports

show address_binding ports

I1Pv4
State
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

DGS-3200-10:4#

IPv6
State
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Mode

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

Zero IP

Not
Not
Not
Not
Not
Not
Not
Not
Not
Not

DHCP Packet

Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward

Forward

Stop Learning
Threshold/Mode
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal

59-9 show address_binding blocked

Purpose

To display address binding information for blocked entries.

Format

show address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

Description

This command is used to display address binding information for blocked entries.

Parameters
Parameters Description
all Specify to display all.
vlan_name Specify the VLAN name that the blocked MAC belongs to.
mac_address Specify the MAC address.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To show the IMPB entries that are currently blocked:

DGS-3200-10:4# show address_binding blocked all

Command: show address_binding blocked all
VID VLAN Name MAC Address Port
1 default 00-01-02-03-29-38 7
1 default 00-0C-6E-5C-67-F4 7
1 default 00-0C-F8-20-90-01 7
1 default 00-0OE-35-C7-FA-3F 7
1 default 00-OE-A6-8F-72-EA 7
1 default 00-0OE-A6-C3-34-BE 7
1 default 00-11-2F-6D-F3-AC 7
1 default 00-50-8D-36-89-48 7
1 default 00-50-BA-00-05-9E 7
1 default 00-50-BA-10-D8-F6 7
1 default 00-50-BA-38-7D-E0 7
1 default 00-50-BA-51-31-62 7
1 default 00-50-BA-DA-01-58 7
1 default 00-A0-C9-01-01-23 7
1 default 00-EO0-18-D4-63-1C 7

Total Entries : 15

DGS-3200-10:4#

59-10 show address_binding ip_mac
Purpose

To display the user created database of address binding information.

Format

show address_binding ip_mac [all | [[ipaddress <ipaddr> | ipv6address <ipv6addr>] {mac_address

<macaddr>} | mac_address <macaddr>]]
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Description

This command is used to display the user created database of address binding information.

Parameters
Parameters Description
all Specify to display all.
ipaddress Specify the IP address.
ipv6address Specify the IPv6 address.
mac_address Specify the MAC address.

Restrictions

None.

Examples

To display all the IP-MAC address binding information:

DGS-3200-10:4# show address_binding ip_mac all

Command: show address_binding ip_mac all

M(Mode) - D:DHCP, N:ND S:Static ACL - A:Active l:Inactive

IP Address MAC Address M ACL Ports
10.1.1.1 00-11-22-33-44-55S 1 1
10.1.1.2 00-22-33-44-55-66 S A 2
2001::1 00-33-44-55-66-77 S 1 3

Total Entries : 3

DGS-3200-10:4#

59-11 enable address_binding trap_log
Purpose

To enable an address binding trap/log.

Format

enable address_binding trap_log

Description

This command is used to send trap and log messages when an address binding module detects illegal IP
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and MAC addresses.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable an address binding trap log:

DGS-3200-10:4#enable address_binding trap_log

Command: enable address_binding trap_log

Success.

DGS-3200-10:4#

59-12 disable address_binding trap_log
Purpose

To disable the address binding trap/log.

Format

disable address_binding trap_log

Description

This command is used to disable address binding trap logs.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the address binding trap log:

DGS-3200-10:4#disable address_binding trap_log

Command: disable address_binding trap_Ilog

Success.

DGS-3200-10:4#
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59-13 enable address_binding dhcp_snoop
Purpose

To enable the address binding DHCP snooping mode.

Format

enable address_binding dhcp_snoop {[ipv6 | all]}

Description

This command is used to enable the address binding mode. By default, DHCP snooping is disabled.
If a user enables DHCP snooping, all address binding disabled ports will function as server ports (the switch

will learn IP addresses through server ports (by DHCP OFFER and DHCP ACK packets)).

The auto-learned IP-MAC binding entry will be mapped to a specific source port based on the MAC
address learning function. This entry will be created as an ACL-mode binding entry for this specific port.
Each entry is associated with a lease time. When the lease time expires, the expired entry will be removed
from this port. The auto-learned binding entry can be moved from one port to another port if the DHCP

snooping function has learned that the MAC address has moved to a different port.

Consider the case in which a binding entry learned by DHCP snooping conflicts with the statically

configured entry. This means that the binding relation is in conflict. For example, if IP A is binded with MAC
X by static configuration, suppose that the binding entry learned by DHCP snooping is IP A binded by MAC
Y, then there is a conflict. When the DHCP snooping learned entry is binded with the static configured entry,

then the DHCP snooping learned entry will not be created.

Consider the other conflict case, when the DHCP snooping learned a binding entry, and the same IP-MAC
binding pair has been statically configured. If the learned information is consistent with the statically
configured entry, then the auto-learned entry will not be created. If the entry is statically configured in ARP
mode, then the auto learned entry will not be created. If the entry is statically configured on one port and the

entry is auto-learned on another port, then the auto-learned entry will not be created either.

Parameters
Parameters Description
ipv6 Specify that the address used is an IPv6 address.
all Specify that all IP addresses will be used.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To enable the address binding auto mode:

DGS-3200-10:4#enable address_binding dhcp_snoop

Command: enable address_binding dhcp_snoop

Success.

DGS-3200-10:4#

59-14 disable address_binding dhcp_snoop
Purpose

To disable the address binding DHCP snooping mode.

Format

disable address_hinding dhcp_snoop {[ipv6 | all]}

Description

When this is disabled, all of the auto-learned binding entries will be removed.

Parameters
Parameters Description
ipv6 Specify that the address used is an IPv6 address.
all Specify that all IP addresses will be used.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the address binding auto mode:

DGS-3200-10:4#disable address_binding dhcp_snoop

Command: disable address_binding dhcp_snoop

Success.

DGS-3200-10:4#
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59-15 enable address_binding nd_snoop
Purpose

To enable ND snooping on the Switch.

Format

enable address_binding nd_snoop

Description

This command is used to enable ND snooping on the Switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the ND snooping function on the Switch:

DGS-3200-10:4# enable address_binding nd_snoop

Command: enable address_binding nd_snoop

Success.

DGS-3200-10:4#

59-16 disable address_binding nd_snoop
Purpose

To disable ND snooping on the switch.

Format

disable address_binding nd_snoop

Description

This command allows the user to disable ND Snooping on switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To disable the ND snooping function on the Switch:

DGS-3200-10:4# disable address_binding nd_snoop

Command: disable address_binding nd_snoop

Success.

DGS-3200-10:4#

59-17 config address_binding nd_snoop ports
Purpose

To specify the maximum number of entries that can be learned with ND snooping.

Format

config address_binding nd_snoop ports [< portlist > | all] max_entry [<value 1-10 > | no_limit]

Description

This command specifies the maximum number of entries that a port can learn with ND snooping.

Parameters
Parameters Description

ports <portlist> - Specify the list of ports that require a restriction on the
the maximum number of entries that can be learned with ND
snooping.
all - Specify all the ports on the switch.

max_entry Specify the maximum number of entries.

no_limit Specify that the maximum number of learned entries is unlimited.

Restrictions

Only Administrator-level users can issue this command.

Examples

To specify that a maximum of 10 entries can be learned by ND snooping on ports 1-3:

DGS-3200-10:4# config address_binding nd_snoop ports 1-3 max_entry 10

Command: config address_binding nd_snoop ports 1-3 max_entry 10

Success.

DGS-3200-10:4#
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59-18 show address_binding nd_snoop

Purpose

To display the status of ND snooping on the switch.

Format

show address_binding nd_snoop {ports <portlist>}

Description

This command is used to display the status of ND snooping on the switch.

Parameters
Parameters Description
ports Specify the ports to display the ND Snooping information. If no parameter
is specified, the ND Snooping information will be displayed for all ports.

Restrictions

None.

Examples

To show the ND snhooping state:

DGS-3200-10:4#

ND Snoop : Enabled

DGS-3200-10:4# show address_binding nd_snoop

Command: show address_binding nd_snoop

To show the ND snooping maximum entry information for ports 1-5:
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Port Max Entry

1 No Limit
2 No Limit
3 No Limit
4 No Limit
5 No Limit

DGS-3200-10:4#

DGS-3200-10:4#show address_binding nd_snoop ports 1-5

Command: show address_binding nd_snoop ports 1-5

59-19 show address_binding nd_snoop binding_entry

Purpose

To display the ND snooping binding entries on the switch.

Format

show address_binding nd_snoop binding_entry {port <port>}

Description

This command is used to show the ND snooping binding entries on the switch.

Parameters
Parameters Description
port Specify a port to display. If no parameter is specified, it will show all ND
snooping binding entries.
Restrictions
None.
Examples

To display the ND snooping binding entry:

IP Address

S (Status) - A: Active,

Time - Left Time (sec)

DGS-3200-10:4# show address_binding nd_snoop binding_entry

Command: show address_binding nd_snoop binding_entry

I: Inactive

MAC Address S LT(sec) Port
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2001:2222:1111:7777:5555:6666:7777:8888 00-00-00-00-00-02 1 50
2001::1 00-00-00-00-03-02 A 100

Total Entries : 2

DGS-3200-10:4#

59-20 clear address_binding dhcp_snoop
Purpose

To clear the address binding entries learned for the specified ports.

Format

clear address_binding dhcp_snoop binding_entry ports [<portlist> | all] {[ipv6 | all]}
Description

This command is used to clear the address binding entries learned for the specified ports.
Parameters

Parameters Description

ports Specify the list of ports to clear the DHCP-snoop learned entry.

all Specify all ports.

ipv6 Specify that the address used is an IPv6 address. Specify all to use all

IPv6 addresses.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear the address binding entries for ports 1 to 3:

DGS-3200-10:4# clear address_binding dhcp_snoop binding_entry ports 1-3

Command: clear address_binding dhcp_snoop binding_entry ports 1-3

Success.

DGS-3200-10:4#
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59-21 clear address_binding nd_snoop binding_entry
Purpose

To clear the ND shooping entries on specified ports.

Format

clear address_binding nd_snoop binding_entry ports [<portlist> | all]

Description

This command is used to clear the ND snooping entries on specified ports.

Parameters
Parameters Description
ports Specify the list of ports that you would like to clear the ND snoop learned
entry.
all Clear all ND snooping learned entries.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear the ND snooping entries on ports 1-3:

DGS-3200-10:4# clear address_binding nd_snoop binding_entry ports 1-3

Command: clear address_binding nd_snoop binding_entry ports 1-3

Success.

DGS-3200-10:4#

59-22 show address_binding dhcp_snoop
Purpose
To show the address binding auto learning databases.
Format
show address_binding dhcp_snoop {max_entry {ports <portlist>}}
Description
This command is used to display all the auto-learning databases.

Parameters

Parameters Description
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max_entry Specify to display the maximum number of entries.
ports Specify a range of ports to be displayed.
Restrictions
None.
Examples

To display address binding DHCP snooping:

DGS-3200-10:#show address_binding dhcp_snoop

Command: show address_binding dhcp_snoop

DHCP Snoop(I1Pv4) : Enabled
DHCP Snoop(IPv6) : Disabled

DGS-3200-10:4#

To display the address binding DHCP snooping maximum entries on port 1 to 10:

DGS-3200-10:# show address_binding dhcp_snoop max_entry ports 1-10

Command: show address_binding dhcp_snoop max_entry ports 1-10

Port Max Entry Max IPv6 Entry

1 No Limit No Limit
2 10 No Limit
3 20 No Limit
4 No Limit No Limit
5 No Limit No Limit
6 No Limit No Limit
7 No Limit No Limit
8 No Limit No Limit
9 No Limit No Limit

[y
o
=
o

Limit No Limit

DGS-3200-10:4#

59-23 config address_binding dhcp_snoop max_entry
Purpose

To specify the maximum number of entries which can be learned by the specified ports.
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Format

config address_binding dhcp_snoop max_entry ports [<portlist> | all] limit [<value 1-50> | no_limit]
{ipv6}
Description

This command is used to specify the maximum number of entries which can be learned by the specified

ports. By default, the per port maximum entry is no limit.

Parameters
Parameters Description
portlist Specify the list of ports to clear the DHCP-snooping learned entry.
limit Specify the maximum number.
ipv6 Specify that the configuration is for IPv6 DHCP Snooping.

Restrictions

Only Administrator-level users can issue this command.

Examples

To set the maximum number of entries that ports 1 to 3 can learn to 10:

DGS-3200-10:4#config address_binding dhcp_snoop max_entry ports 1-3 limit 10

Command: config address_binding dhcp_snoop max_entry ports 1-3 limit 10

Success.

DGS-3200-10:4#

59-24 show address_binding dhcp_snoop binding_entry
Purpose

To display DHCP snooping information of a specific binding entry.

Format

show address_binding dhcp_snoop binding_entry {port <port>}

Description

This command is used to display DHCP snooping information of a specific binding entry.

Parameters
Parameters Description
port Specify a port on which to display the binding entry.
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Restrictions

None.

Examples

To display the DHCP snhooping binding entries:

DGS-3200-10:4# show address_binding dhcp_snoop binding_entry

Command: show address_binding dhcp_snoop binding_entry

S (Status) - A: Active, I: Inactive

Time - Left Time (sec)

IP Address MAC Address S LT(sec) Port
10.62.58.35 00-0B-5D-05-34-0B A 35964 1
10.33.53.82 00-20-c3-56-b2-ef 1 2590 2
2001:2222:1111:7777:5555:6666:7777:8888 00-00-00-00-00-02 1 50 5
2001::1 00-00-00-00-03-02 A 100 6

Total entries : 4

DGS-3200-10:4#

59-25 config address_binding recover_learning ports
Purpose

To unfreeze the ARP check for ports.

Format

config address_binding recover_learning ports [<portlist>| all]

Description

This command is used to recover the ARP check function if it has ceased to work.

Parameters
Parameters Description
portlist Specify the list of ports to clear the DHCP-snooping learned entry.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To unfreeze the ARP check for ports 6 and 7 :

DGS-3200-10:4# config address_binding recover_Jlearning ports 6-7

Command: config address_binding recover_learning ports 6-7

Success.

DGS-3200-10:4#
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60 Web-based Access Control Command List

enable wac

disable wac

config wac authorization attributes {radius [enable | disable] local [enable | disable]}

config wac ports [<portlist> | all] {state [enable | disable] | aging_time [infinite | <min 1-1440>] | idle_time
[infinite | <min 1-1440>] | block_time [<sec 0-300>]}

config wac method [local | radius]

config wac default_redirpath <string 128>

config wac clear_default_redirpath

config wac virtual_ip <ipaddr>

config wac switch_http_port <tcp_port_number 1-65535> { [http | https] }

create wac user <username 15> { [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] }

delete wac [user <username 15> | all_users]

config wac user <username 15> [vlan <vlan_name 32> | vlanid <vlanid 1-4094> | clear_vlan]

show wac

show wac ports {<portlist>}

show wac user

show wac auth_state ports {<portlist>}

clear wac auth_state [ ports [<portlist> | all ] {authenticated | authenticating | blocked} | macaddr

<macaddr>1}]

config wac authentication_page element [default | page_title <desc 128> | login_window _title <desc 64>
| user_name_title < desc 32> | password_title <desc 32> | logout_window _title <desc 64> |

notification_line <value 1-5> <desc 128>]

show wac authenticate_page

60-1 enable wac
Purpose

To enable the Web-based Access Control function.

Format

enable wac

Description

This command is used to enable the WAC function.
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Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To enable the WAC function:

DGS-3200-10:4# enable wac

Command: enable wac

Success.

DGS-3200-10:4#

60-2 disable wac

Purpose

To disable the Web-based Access Control function.
Format

disable wac
Description

This command is used to disable the WAC function.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable the WAC function:

DGS-3200-10:4# disable wac

Command: disable wac

Success.

DGS-3200-10:4#
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60-3 config wac authorization attributes
Purpose
To configure the acceptance of an authorized configuration.
Format
config wac authorization attributes {radius [enable | disable] local [enable | disable]}
Description

This command is used to configure the acceptance of an authorized configuration. When the authorization
is enabled for WAC's RADIUS, the authorized data assigned by the RADUIS server will be accepted if the
global authorization network is enabled. When the authorization is enabled for WAC's local, the authorized

data assigned by the local database will be accepted.

Parameters
Parameters Description

radius If specified to enable, the authorized data assigned by the
RADUIS server will be accepted if the global authorization network
is enabled. The default state is enabled.

local If specified to enable, the authorized data assigned by the local
database will be accepted if the global authorization network is
enabled. The default state is enabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the acceptance of an authorized configuration:

DGS-3200-10:4# config wac authorization attributes local disable

Command: config wac authorization attributes local disable

Success.

DGS-3200-10:4#

60-4 config wac ports
Purpose

To configure the WAC port level setting.

Format

config wac ports [<portlist>| all] {state [enable | disable] | | aging_time [infinite | <min 1-1440>] |
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idle_time [infinite | <min 1-1440>] | block_time [<sec 0-300>]}

Description

This command is used to configure the Web authentication setting.

Parameters
Parameters Description

state Specify to enable or disable WAC state.

aging_time A time period during which an authenticated host will be kept in
authenticated state. infinite indicates the authenticated host on the
port will not age out. The default value is 24 hours.

idle_time A time period after which an authenticated host will be moved to
un-authenticated state if there is no traffic during that period.
infinite indicates the host will not be removed from the authenticated
state due to idle of traffic. The default value is infinite.

block_time If a host fails to pass the authentication, it will be blocked for this period
of time before it can be re-authenticated. The default value is 60
seconds.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the WAC port state:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config wac ports 1-8 state enable

Command: config wac ports 1-8 state enable

To configure port aging time:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config wac ports 1 aging_time 10

Command: config wac ports 1 aging_time 10
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60-5 config wac
Purpose

To configure the Web authentication global parameters.

Format

config wac method [local | radius]

Description

This command is used to configure the global parameters for Web authentication.

Parameters
Parameters Description
method Specify the authenticated method
local The authentication will be done via the local database.
radius The authentication will be done via the RADIUS server.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the authentication method:

DGS-3200-10:4# config wac method radius

Command: config wac method radius

Success.

DGS-3200-10:4#

60-6 config wac default_redirpath
Purpose
To configure the WAC default redirect path.
Format
config wac default_redirpath <string 128>
Description

This command is used to configure the WAC default redirect path. If default redirect path is configured, the
user will be redirected to the default redirect path after successful authentication. When the string is

cleared, the client will not be redirected to another URL after successful authentication.
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Parameters

Parameters Description

) The URL that the client will be redirected to after successful
<string 128>

authentication. By default, the redirected path is cleared

Restrictions

Only Administrator-level users can issue this command.

Example

To configure WAC default redirect path:

DGS-3200-10:config wac default_redirpath http://www.dlink.com

Command: config wac default_redirpath http://www.dlink.com

Success.

DGS-3200-10:

60-7 config wac clear_default_redirpath
Purpose

To clear WAC default redirect path.

Format

config wac clear_default_redirpath

Description

This command is used to clear a WAC default redirect path. When the string is cleared, the client will not

be redirected to another URL after successful authentication.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To clear a WAC default redirect path:
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DGS-3200-10:4#config wac clear_default_redirpath

Command: config wac clear_default_redirpath

Success.

DGS-3200-10:4#

60-8 config wac virtual_ip

Purpose
To configure the WAC virtual IP address used to accept authentication requests from unauthenticated
hosts.

Format
config wac virtual_ip <ipaddr>

Description
This command is used to configure the WAC virtual IP address. When virtual IP is specified, the TCP
packets sent to the virtual IP will get a reply. If virtual IP is enabled, TCP packets sent to the virtual IP or
physical IPIF’'s IP address will both get the reply. When virtual IP is set 0.0.0.0, the virtual IP will be
disabled. By default, the virtual IP is 0.0.0.0. The virtual IP will not respond to any ARP requests or ICMP
packets. To make this function work properly, the virtual IP should not be an existing IP address. It also
cannot be located on an existing subnet.

Parameters

Parameters Description

<ipaddr> Specify the IP address of the virtual IP.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the WAC virtual IP address used to accept authentication requests from unauthenticated

hosts:

DGS-3200-10:4# config wac virtual _ip 1.1.1.1

Command: config wac virtual_ip 1.1.1.1

Success.

DGS-3200-10:4#
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60-9 config wac switch_http_port

Purpose

To configure the TCP port which the WAC switch listens to.

Format

config wac switch_http_port <tcp_port_number 1-65535> {[http | https]}

Description

This command is used to configure the TCP port which the WAC switch listens to. The TCP port for HTTP
or HTTPs is used to identify the HTTP or HTTPs packets that will be trapped to CPU for authentication

processing, or to access the login page. If not specified, the default port number for HTTP is 80, and the

default port number for HTTPS is 443. If no protocol is specified, the protocol is HTTP.

Parameters

Parameters

Description

<tcp_port_number 1-65535>

A TCP port which the WAC switch listens to and uses to finish the

authenticating process.

http Specify that WAC runs HTTP protocol on this TCP port.
https Specify that WAC runs HTTPS protocol on this TCP port.
Restrictions

The HTTP cannot run at TCP port 443, and the HTTPS cannot run at TCP port 80. Only

Administrator-level users can issue this command.

Example

To configure a TCP port which the WAC switch listens to:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config wac switch_http_port 8888 http

Command: config wac switch_http_port 8888 http

60-10 create wac user

Purpose

To create user accounts for Web-based Access Control.

Format

create wac user <username 15> {[vlan <vlan_name 32> | vlanid <vlanid 1-4094>]}
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Description

This command is used to create accounts for Web-based Access Control. This user account is
independent of the login user account. If VLAN is not specified, the user will not get a VLAN assigned after

the authentication.

Parameters
Parameters Description
username User account for Web-based Access Control.
vlan The authentication VLAN name.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a WAC account:

DGS-3200-10:4#create wac user dk vlan default

Command: create wac user dk vlan default
Enter a case-sensitive new password:**
Enter the new password again for confirmation:**

Success.

DGS-3200-10:4#

60-11 delete wac user
Purpose

To delete a Web-based Access Control account.

Format
delete wac [user <username 15> | all users]
Description
This command is used to delete an account.
Parameters
Parameters Description
username User account for Web-based Access Control.
all users Select this option to delete all current WAC users.

554



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a WAC account:

DGS-3200-10:4#delete wac user dk

Command: delete wac user dk

Success.

DGS-3200-10:4#

60-12 config wac user
Purpose

To configure the VLAN ID of the user account.

Format

config wac user <username 15> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>| clear_vlan]

Description

This command is used to change the VLAN associated with a user.

Parameters
Parameters Description
username The name of user account which will change its VID.
vlan The authentication VLAN name.
clear_vlan Choose to clear the specified VLAN.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the port state:

DGS-3200-10:4# config wac user duhon vlan default

Command: config wac user duhon vlan default

Enter a old password:*
Enter a case-sensitive new password:***
Enter the new password again for confirmation:***

Success.
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DGS-3200-10:4#

60-13 show wac

Purpose

To display the Web authentication global setting.
Format

show wac
Description

This command is used to display the Web authentication global setting.
Parameters

None.
Restrictions

None.
Examples

To show WAC:

DGS-3200-10:4#show wac

Command: show wac

Web-based Access Control

State > Enabled

Method : RADIUS

Redirect Path > http://www.dlink.com
Virtual IP : 0.0.0.0

Switch HTTP Port : 80 (HTTP)

RADIUS Authorization : Enabled

Local Authorization : Enabled

DGS-3200-10:4#

60-14 show wac ports
Purpose

To display the Web authentication port level setting.
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Format

show wac ports {<portlist>}

Description

This command is used to display the port level setting.

Parameters
Parameters Description
ports A range of member ports to show the status.

Restrictions

None.

Examples

To show WAC ports 1 to 3:

DGS-3200-10:4#show wac ports 1-3

Command: show wac ports 1-3

Port State Aging Time Idle Time Block Time
(min) (min) (sec)

1 Enabled 10 Infinite 60

2 Enabled 1440 Infinite 60

3 Enabled 1440 Infinite 60

DGS-3200-10:4#

60-15 show wac user
Purpose

To display Web authentication user accounts.

Format

show wac user

Description

This command is used to display Web authentication accounts.

Parameters

None.
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Restrictions

Only Administrator-level users can issue this command.

Example

To show Web authentication user accounts:

DGS-3200-10:4#show wac user

Command: show wac user

User Name Password VID
dk dk 1
dlink dlink -

Total Entries:2

DGS-3200-10:4#

60-16 show wac auth_state
Purpose

To display the authentication state of a port.

Format

show wac auth_state ports {<portlist>}

Description

This command is used to display the authentication state for ports.

Parameters
Parameters Description
ports Specify the list of ports whose WAC state will be displayed.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the port authentication status of ports 13:
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DGS-3200-10:4# show wac auth_state ports 1-3
Command: show wac auth_state ports 1-3
P:Port-based Pri:Priority
Port MAC Address Original State VID Pri Aging Time/ ldle
RX VID Block Time Time
1 00-00-00-00-00-01 20 Authenticated - 3 Infinite 40
1 00-00-00-00-00-02 20 Authenticated 1234 - Infinite 50
1 00-00-00-00-00-03 100 Blocked - - 60 -
1 00-00-00-00-00-04 110 Authenticating - - 10 -
2 00-00-00-00-00-10(P) 2040 Authenticated 1234 2 1440 20
3 00-00-00-00-00-20(P) 2045 Authenticating - - 5 -
3 00-00-00-00-00-21 2041 Blocked - 6 1100 80
Total Authenticating Hosts : 2
Total Authenticated Hosts 3
Total Blocked Hosts 2
DGS-3200-10:4#

60-17 clear wac auth_state
Purpose

To clear the WAC authentication state of a port.

Format
clear wac auth_state [ ports [<portlist> | all ] {authenticated | authenticating | blocked} | macaddr
<macaddr>}]
Description
This command is used to clear the authentication state of a port. The port will return to un-authenticated
state. All the timers associated with the port will be reset.
Parameters
Parameters Description
ports Specify the list of ports whose WAC state will be cleared.
authenticated Specify to clear all authenticated users for a port.
authenticating Specify to clear all authenticating users for a port.
blocked Specify to clear all blocked users for a port.
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macaddr Specify to clear a specific user.

Restrictions
Only Administrator-level users can issue this command.
Example

To clear the WAC state of ports 1 to 5:
DGS-3200-10:4# clear wac auth_state ports 1-5

Command: clear wac auth_state ports 1-5

Success.

DGS-3200-10:4#

60-18 config wac authentication_page element
Purpose

To customize the authenticate page elements.

Format
config wac authentication_page element [default | page_title <desc 128> | login_window _title
<desc 64> | user_name_title < desc 32> | password_title <desc 32> | logout_window_title <desc
64> | notification_line <value 1-5> <desc 128>]
Description
This command is used to customize the authenticate page elements.
Parameters
Parameters Description
default Specify to reset the page elements to default.
page_title Specify to configure the title of the authentication page.
login_window_title Specify to configure the login window title of the authentication
page.
user_name_title Specify to configure the user name title of the authentication page.
password_title Specify to configure the password title of the authentication page.

logout_window_title  |Specify to configure the logout window title of the authentication

page.

notification_line Specify to set the notification information by line in authentication

Web pages.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To customize the authenticate page elements:

DGS-3200-10:4# config wac authentication_page element notification_line 1 Copyright @ 2011 D-Link
All Rights Reserved

Command: config wac authentication_page element notification_line 1 Copyright @ 2011 D-Link All

Rights Reserved

Success.

DGS-3200-10:4#

60-19 show wac authenticate_page
Purpose

To show the elements of the customized authenticate pages.

Format

show wac authenticate_page

Description

This command is used to show the elements of the customized authenticate pages.

Parameters

None.

Restrictions

None.

Examples

The following example displays the authentication page elements:

DGS-3200-10:4# show wac authenticate_page

Command: show wac authenticate_page

Page Title = D-Link

Login Window Title . Authentication Login
User Name Title > User Name

Password Title : Password

Logout Window Title : Logout
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Notification
Copyright @ 2011 D-Link All Rights Reserved
Site: http://support.dlink.com

DGS-3200-10:4#
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61 MAC-based Access Control Command Lists

enable mac_based_access_control

disable mac_based_access_control

config mac_based_access_control password <passwd 16>

config mac_based_access_control method [local | radius]

config mac_based_access_control guest_vlan ports <portlist>

config mac_based_access_control ports [<portlist> | all] {state [enable | disable] | aging_time [infinite |

<min 1-1440>] | block_time <sec 0-300> | max_users [<value 1 - 4096> | no_limit]}

create mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid <vlanid 1-4094>]

delete mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid < vlanid 1-4094>]

clear mac_based_access_control auth_state [ports [all | <portlist>] | mac_addr <macaddr>]

create mac_based_access_control_local mac <macaddr> {[vlan <vlan_name 32> | vlanid < vlanid
1-4094>]}

config mac_based_access_control_local mac <macaddr> [vlan <vlan_name 32> | vlanid < vlanid
1-4094>| clear_vlan]

config mac_based_access_control max_users [<value 1 - 4096> |no_limit]

config mac_based_access_control authorization attributes {radius [enable | disable] | local [enable |
disable]}

delete mac_based_access_control_local [mac <macaddr> | vlan <vlan_name 32> | vlanid < vlanid

1-4094>]

show mac_based_access_control auth_state ports {<portlist>}

show mac_based_access_control {ports {<portlist>}}

show mac_based_access_control_local {{mac<macaddr> | vlan <vlan_name 32> | vlanid <1-4094>]}

config mac_based_access_control log state [enable | disable]

config mac_based_access_control trap state [enable | disable]

config mac_based_access_control password_type [manual_string | client_mac_address]

61-1 enable mac_based_access_control
Purpose

To enable MAC-based Access Control.

Format

enable mac_based_access_control
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Description

This command is used to enable the MAC-based Access Control function.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable MAC-based Access Control:

DGS-3200-10:4# enable mac_based_access_control

Command: enable mac_based_access_control

Success.

DGS-3200-10:4#

61-2 disable mac_based_access_control
Purpose

To disable MAC-based Access Control.

Format

disable mac_based _access_control

Description

This command is used to disable the MAC-based Access Control function.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable MAC-based Access Control:
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Success.

DGS-3200-10:4#

DGS-3200-10:4# disable mac_based_access_control

Command: disable mac_based_access_control

61-3 config mac_based_access_control password

Purpose

To configure the password of the MAC-based Access Control.

Format

config mac_based_access_control password <passwd 16>

Description

This command is used to set the password that will be used for authentication via RADIUS server.

Parameters

Parameters

Description

<passwd 16>

In RADIUS mode, the switch communicates with the RADIUS server using this

password. The maximum length of the key is 16.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the password “rosebud” that will be used for authentication via RADIUS server:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config mac_based_access_control password rosebud

Command: config mac_based_access_control password rosebud

61-4 config mac_based_access_control method

Purpose

To configure the MAC-based Access Control authenticating method.
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Format

config mac_based_access_control method [local | radius]

Description

This command is used to authenticate via a local database or a RADIUS server.

Parameters
Parameters Description
local Specify to authenticate via local database.
radius Specify to authenticate via RADIUS server.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the MAC-based Access Control method as local:

DGS-3200-10:4# config mac_based_access_control method local

Command: config mac_based_access_control method local

Success.

DGS-3200-10:4#

61-5 config mac based_access_control guest_vian
Purpose

To configure the MAC-based Access Control guest VLAN membership.
Format

config mac_based_access_control guest_vlan ports <portlist>
Description

This command is used to put the specified port in guest VLAN mode. For those ports not contained in the
port list, they are in non-guest VLAN mode. For detailed information about the operation of guest VLAN

mode, please see the description for configuring the MAC-based Access Control port command.

Parameters
Parameters Description
<portlist> When the guest VLAN is configured for a port, the port will do the VLAN

assignment based on the assigned VLAN from the RADIUS server. When the

guest VLAN is not configured, the port will not do the VLAN assignment.
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Restrictions

Only Administrator-level users can issue this command.

Example

To configure the MAC-based Access Control guest VLAN membership for port 1 to 8:

DGS-3200-10:4# config mac_based_access_control guest_vlan ports 1-8

Command: config mac_based_access_control guest_vlan ports 1-8

Success.

DGS-3200-10:4

61-6 config mac_based_access_control ports
Purpose

To configure the MAC-based Access Control parameters.

Format

config mac_based_access_control ports [<portlist> | all] {state [enable | disable] | aging_time

[infinite | <min 1-1440>] | block_time <sec 0-300> | max_users [<value 1 - 4096> | no_limit]}

Description

This command is used to configure the MAC-based Access Control setting. When the MAC-AC function is
enabled for a port, and the guest VLAN function for this port is disabled, the user attached to this port will
not be forwarded unless the user passes the authentication. The user that does not pass the authentication
will not be serviced by the switch. If the user passes the authentication, the user will be able to forward
traffic operated under the original VLAN configuration. When the MAC-AC function is enabled for a port,
and the guest VLAN function for this port is enabled, it will move from the original VLAN member port, and
become a member port of the guest VLAN before the authentication process starts. After the
authentication, if a valid VLAN is assigned by the RADIUS server, this port will then be removed from the

guest VLAN and become a member port of the assigned VLAN.

For guest VLAN mode, there are two situations that need to be considered. If a device supports port-based
VLAN classification only, when the port has been moved to the authorized VLAN, the subsequent users
will not be authenticated again. They will operate in the current authorized VLAN. If the device supports
MAC-based VLAN classification, then each user will be authorized individually and will be capable of

getting its own VLAN.

For guest VLAN mode, if the MAC address is authorized, but no VLAN information is assigned from a
RADIUS Server or the VLAN assigned by RADIUS server is invalid (e.g. the assigned VLAN does not
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exist), this port/MAC will be removed from member port of the guest VLAN and it will become a member

port of the original VLAN.

Parameter
Parameters Description

ports A range of ports to enable or disable the MAC-based Access Control
function.

state Specify whether the MAC AC function is enabled or disabled.

aging_time A time period during which an authenticated host will be kept in the
authenticated state. When the aging time is timed-out, the host will be
moved back to unauthenticated state.

block_time If a host fails to pass the authentication, the next authentication will not
start within the block time unless the user clears the entry state manually.
If the block time is set to 0, it means that clients that fail authentication
will not be blocked.

max_users Specify maximum number of users per port. Specify no_limit for not
limiting the maximum number of users on the port.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the MAC-based Access Control authorization maximum number for ports 1 to 8:

DGS-3200-10:4# config mac_based_access_control ports 1-8 max_users 100

Command: config mac_based_access_control ports 1-8 max_users 100

Success

DGS-3200-10:4#

61-7 create mac_based_access_control guest_vian
Purpose

To assign a guest VLAN.

Format

create mac_based_access_control [ guest_vlan <vlan_name 32> | guest_vlanid <1-4094>]

Description

This command is used to assign a guest VLAN.
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Parameters
Parameters Description
guest_vlan If the MAC address is authorized, the port will be assigned to this VLAN.
guest_vlanid If the MAC address is authorized, the port will be assigned to this VLAN ID.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a MAC local:

DGS-3200-10:4# create mac_based_access_control 1 guest_vlanid 2

Command: create mac_based_access_control 1 guest_vlanid 2

Success.

DGS-3200-10:4#

61-8 delete mac_based_access_control guest_vian
Purpose

To de-assign a guest VLAN.
Format
delete mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid <1-4094>]

Description

This command is used to de-assign a guest VLAN. When a guest VLAN is de-assigned, the guest VLAN

function is disabled.

Parameters
Parameters Description
guest_vlan Delete database with this VLAN name.
guest_vlanid Delete database with this VLAN ID.

Restrictions

Only Administrator-level users can issue this command.

Examples

To de-assign a guest VLAN:

DGS-3200-10:4# delete mac_based_access_control guest_vlan default
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Command: delete mac_based_access_control guest_vlan default

Success.

DGS-3200-10:4#

61-9 clear mac_based_access_control auth_state
Purpose

To clear the authentication state of a user (or port).

Format

clear mac_based_access_control auth_state [ports [all | <portlist>] | mac_addr <macaddr>]
Description

This command is used to clear the authentication state of a user (or port). The port (or the user) will return

to un-authenticated state. All the timers associated with the port (or the user) will be reset.
Parameters

Parameters Description
ports Specify the port range to clear the authentication state.
mac_addr Specify to clear a specified host authentication state.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear the authentication state of all ports:

DGS-3200-10:4# clear mac_based_access_control auth_state ports all

Command: clear mac_based_access_control auth_state ports all

Success.

DGS-3200-10:4#

61-10 create mac_based_access_control_local
Purpose

To create the local database entry.
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Format
create mac_based_access_control_local mac <macaddr> {[ vlan <vlan_name 32> | vlanid
<1-4094>]}
Description
This command is used to create a database entry.
Parameters
Parameters Description
mac The MAC address that access accepts by local mode.
vlan If the MAC address is authorized, the port will be assigned to this VLAN.
vlanid If the MAC address is authorized, the port will be assigned to this VLAN ID.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a local database entry:

DGS-3200-10:4# create mac_based_access_control_local mac 00-00-00-00-00-01 vlan
default
Command: create mac_based_access_control_local mac 00-00-00-00-00-01 vlan default

Success.

DGS-3200-10:4#

61-11 config mac_based_access_control max_users
Purpose

To configure the MAC-based access control maximum number of authorized users.

Format

config mac_based_access_control max_users [<value 1 - 4096> |no_limit]

Description

This command is used to configure the MAC-based access control maximum number of authorized users.

Parameters
Parameters Description
<value 1-4096> Specify the maximum number of authorized users.
no_limit Specify to have unlimited number of authorized users.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the MAC-based access control maximum number of authorized users:

DGS-3200-10:4# config mac_based_access_control max_users 2

Command: config mac_based_access_control max_users 2

Success.

DGS-3200-10:4#

61-12 config mac_based_access_control authorization attributes
Purpose

To enable or disable the acceptance of an authorized configuration.

Format

config mac_based_access_control authorization attributes {radius [enable | disable] | local [enable
| disable]}

Description

This command is used to enable or disable the acceptance of an authorized configuration. When
authorization is enabled for MAC-based access controls with RADIUS authentication, the authorized
attributes (for example VLAN, 802.1p default priority, and ACL) assigned by the RADUIS server will be
accepted if the global authorization status is enabled. When authorization is enabled for MAC-based

access controls with local authentication, the authorized attributes assigned by the local database will be

accepted.
Parameters
Parameters Description
radius Specify to enable or disable the authorized attributes assigned by the
RADIUS server that will be accepted.
local Specify to enable to disable the authorized attributes assigned by the local
database.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the configuration authorized from the local database:
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DGS-3200-10:4# config mac_based_access_control authorization attributes local disable

Command: config mac_based_access_control authorization attributes local disable

Success.

DGS-3200-10:4#

61-13 config mac_based_access_control_local
Purpose

To configure the local database entry.

Format
config mac_based_access_control_local mac <macaddr>[ vlan <vlan_name 32> | vlanid
<1-4094>|clear_vlan ]
Description
This command is used to modify a database entry
Parameters
Parameters Description
mac The MAC address that access accept by local mode
vlan If the MAC address is authorized, the port will be assigned to this VLAN.
vlanid If the MAC address is authorized, the port will be assigned to this VLAN ID.
clear_vlan Choose to clear the specified VLAN.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure MAC-based access control local:

DGS-3200-10::4# config mac_based_access_control_local mac 00-00-00-00-00-01 vlan
default
Command: config mac_based_access_control_local mac 00-00-00-00-00-01 vlan default

Success.

DGS-3200-10:4#
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61-14 delete mac_based_access_control_local
Purpose

To delete the local database entry.

Format

delete mac_based_access_control_local [mac <macaddr> | vlan <vlan_name 32> | vlanid

<1-4094>]
Description

This command is used to delete a database entry

Parameters
Parameters Description
mac Delete database by this MAC address.
vlan Delete database by this VLAN name.
vlanid Delete database by this VLAN ID.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a MAC-based access control local by MAC address:

DGS-3200-10:4# delete mac_based_access_control_local mac 00-00-00-00-00-01

Command: delete mac_based_access_control_local mac 00-00-00-00-00-01

Success.

DGS-3200-10:4#

To delete a MAC-based access control local by VLAN name:

DGS-3200-10:4# delete mac_based_access_control_local vlan default

Command: delete mac_based_access_control_local vlan default

Success.

DGS-3200-10:4#
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61-15 show mac_based_access_control auth_state ports
Purpose

To display MAC-based access control authentication MAC information.

Format
show mac_based_access_control auth_state ports {<portlist>}
Description
This command is used to display MAC-based access control authentication MAC information.
Parameters
Parameters Description
<portlist> Specify a list of ports to be displayed

Restrictions

None.

Examples

To display MAC-based access control authentication MAC information:

DGS-3200-10:4# show mac_based_access_control auth_state ports

Command: show mac_based_access_control auth_state ports

(P): Port-based Prio: Priority

Port MAC Address Original State VID Prio Aging Time/
RX VID Block Time

1 00-00-00-00-00-01 1 Authenticated - 6 1439

1 00-00-12-00-03-00 1 Blocked - - 286

3 00-00-00-00-00-02(P) 1 Authenticated - 6 1440

Total Authenticating Hosts : O
Total Authenticated Hosts : 2
Total Blocked Hosts o1

DGS-3200-10:4#
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61-16 show mac_based_access_control
Purpose
To display the MAC-based access control setting.
Format
show mac_based_access_control {ports {<portlist>}}
Description

This command is used to display the MAC-based access control setting. If no parameter is specified, the

Mac-based access control status will be displayed.

Parameters
Parameters Description
ports Display the MAC-based access control port state.

Restrictions

None.

Examples

To display MAC-based access control;

DGS-3200-10:4#show mac_based_access_control

Command: show mac_based_access_control

MAC-based Access Control

State : Enabled
Method : Local
Password Type : Manual String
Password : rosebud

Max User : No Limit
Guest VLAN

Guest VLAN Member Ports:

RADIUS Authorization : Enabled
Local Authorization : Enabled
Trap State : Enabled
Log State : Enabled

DGS-3200-10:4#
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To display MAC-based access control for ports 1 to 4:

DGS-3200-10:4#show mac_based_access_control port 1-4

Command: show mac_based_access_control ports 1-4

Port State Aging Time Block Time Max User
(min) (sec)

1 Disabled 1440 300 200

2 Disabled 1440 300 200

3 Disabled 1440 300 200

4 Disabled 1440 300 200

DGS-3200-10:4#

61-17 show mac_based_access_control_local
Purpose

To display MAC-based access control local databases.

Format

show mac_based_access_control_local {{mac<macaddr>|vlan <vlan_name 32> | vlanid <1-4094>]}

Description

This command is used to display all MAC-based access control local databases.

Parameters
Parameters Description
mac Display MAC-based access control local databases by this MAC address.
vlan Display database by this VLAN name.
vlanid Display database by this VLAN ID.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display MAC-based access control local:
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DGS-3200-10:4#show mac_based_access_control_local

Command: show mac_based_access_control_local

MAC Address VID

00-00-00-00-00-01 1
00-00-00-00-00-02 2

Total Entries:2

DGS-3200-10:4#

To display MAC-based access control local by MAC address:

DGS-3200-10:4#show mac_based_access_control_local mac 00-00-00-00-00-01

Command: show mac_based_access_control_local mac 00-00-00-00-00-01

MAC Address VID

00-00-00-00-00-01 1

Total Entries:1

DGS-3200-10:4#

To display MAC-based access control local by VLAN:

DGS-3200-10:4#show mac_based_access_control_local vlan default

Command: show mac_based_access_control_local vlan default

MAC Address VID

00-00-00-00-00-01 1

Total Entries:1

DGS-3200-10:4#
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61-18 config mac_based_access_control log state
Purpose

To enable or disable the generating of MAC-based Access Control logs.

Format

config mac_based_access_control log state [enable | disable]

Description

This command is used to enable or disable the generating of MAC-based Access Control logs.

Parameters
Parameters Description
enable Specify to enable the generating of MAC-based Access Control logs.
disable Specify to disable the generating of MAC-based Access Control logs.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the log state for MAC-based Access Control:

DGS-3200-10:4# config mac_based_access_control log state disable

Command: config mac_based_access_control log state disable

Success.

DGS-3200-10:4#

61-19 config mac_based_access_control trap state
Purpose

To enable or disable the sending of MAC-based Access Control traps.

Format

config mac_based_access_control trap state [enable | disable]

Description

This command is used to enable or disable the sending of MAC-based Access Control traps.

Parameters
Parameters Description
enable Specify to enable the sending of MAC-based Access Control traps.
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disable Specify to disable the sending of MAC-based Access Control traps.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the trap state for MAC-based Access Control:

DGS-3200-10:4# config mac_based_access_control trap state enable

Command: config mac_based_access_control trap state enable

Success.

DGS-3200-10:4#

61-20 config mac_based_access_control password_type
Purpose

To configure the type of RADIUS authentication password for MAC-based Access Control.

Format

config mac_based_access_control password_type [manual_string | client_mac_address]

Description

This command is used to configure the type of RADIUS authentication password for MAC-based Access

Control.
Parameters
Parameters Description
manual_string Specify to use the same string as password for all clients do

RADIUS authentication, the string can be configured by using the

command config mac_based_access_control password.

client_mac_address |Specify to use the client's MAC address as the password for
RADIUS authentication. The MAC address format can be

configured by using the command config authentication

mac_format.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the MAC-based Access Control using client's MAC address as authentication password:
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DGS-3200-10:4# config mac_based_access_control password_type client_mac_address

Command: config mac_based_access_control password_type client_mac_address

Success.

DGS-3200-10:4#

To configure the MAC-based Access Control using “manual_string” as authentication password:

DGS-3200-10:4# config mac_based_access_control password_type manual_string

Command: config mac_based_access_control password_type manual_string

Success.

DGS-3200-10:4#
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62 JWAC Command List

enable jwac

disable jwac

enable jwac redirect

disable jwac redirect

enable jwac forcible_logout

disable jwac forcible_logout

enable jwac udp_filtering

disable jwac udp_filtering

enable jwac quarantine_server_monitor

disable jwac quarantine_server_monitor

config jwac quarantine_server_error_timeout <sec 5-300>

config jwac redirect {destination [quarantine_server | jwac_login_page] | delay_time <sec 0-10>}

config jwac virtual_ip <ipaddr> {url [<string 128> | clear]}

config jwac quarantine_server_url <string 128>

config jwac clear_quarantine_server_url

config jwac update_server [add | delete] ipaddress <network_address> {[tcp_port <port_number
1-65535> | udp_port <port_number 1-65535>]}

config jwac switch_http_port <tcp_port_number 1-65535> {[http | https]}

config jwac ports [<portlist> | all] {state [enable | disable] | max_authenticating_host <value 0-10> |

aging_time [infinite | <min 1-1440>] | idle_time [infinite | <min 1-1440>] | block_time [<sec 0-300>]}

config jwac radius_protocol [local | pap | chap | ms_chap | ms_chapv2 | eap_md5]

create jwac user <username 15> {vlan <vlanid 1-4094>}

config jwac user <username 15> {vlan <vlanid 1-4094>}

delete jwac [user <username 15> | all_users]

show jwac user

show jwac

show jwac auth_state ports {<portlist>}

show jwac update_server

show jwac ports {<portlist>}

clear jwac auth_state [ports [all | <portlist>] {authenticated | authenticating | blocked} | mac_addr

<macaddr>]

config jwac authenticate_page [japanese |english]

config jwac authentication_page element [japanese | english] [default | page_title <desc 128> |
login_window _title <desc 32> | user_name_title <desc 16> | password_title <desc 16> |

logout_window _title <desc 32> | notification_line <value 1-5> <desc 128>]
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show jwac authenticate_page

config jwac authorization attributes {radius [enable | disable] | local [enable | disable]}

62-1 enable jwac
Purpose

To enable the JWAC function.

Format

enable jwac

Description
JWAC and WAC are mutually exclusive functions. That is, they can not be enabled at the same time.
Using the JWAC function, PC users need to pass two stages of authentication. The first stage is to do the
authentication with the quarantine server and the second stage is the authentication with the switch. For
the second stage, the authentication is similar to WAC, except that there is no port VLAN membership

change by JWAC after a host passes authentication. The RADIUS server will share the server

configuration defined by the 802.1X command set.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To enable JWAC:
DGS-3200-10:4# enable jwac

Command: enable jwac

Success.

DGS-3200-10:4#

62-2 disable jwac
Purpose

To disable the JWAC function.

Format

disable jwac
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Description

This command is used to disable JWAC.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable JWAC:
DGS-3200-10:4# disable jwac

Command: disable jwac

Success.

DGS-3200-10:4#

62-3 enable jwac redirect
Purpose
To enable the JWAC redirect function.
Format
enable jwac redirect
Description

This command is used to enable JIWAC redirect. When redirect quarantine_server is enabled, the
unauthenticated host will be redirected to a quarantine server when it tries to access a random URL. When
redirect jwac_login_page is enabled, the unauthenticated host will be redirected to the jwac_login_page

on the Switch to finish authentication.

Parameters

None.

Restrictions

When enable redirect to quarantine server is in effect, a quarantine server must be configured first. Only

Administrator-level users can issue this command.
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Example

To enable JWAC redirect:

DGS-3200-10:4# enable jwac redirect

Command: enable jwac redirect

Success.

DGS-3200-10:4#

62-4 disable jwac redirect
Purpose
To disable the JWAC redirect function.
Format
disable jwac redirect
Description

This command is used to disable JWAC redirect. When redirect is disabled, only access to
guarantine_server and the jwac_login_page from an unauthenticated host is allowed, all other Web

access will be denied.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Example

To disable JIWAC redirect:

DGS-3200-10:4# disable jwac redirect

Command: disable jwac redirect

Success.

DGS-3200-10:4#

62-5 enable jwac forcible_logout
Purpose
To enable the JWAC forcible logout function.
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Format

enable jwac forcible_logout
Description
This command is used to enable JWAC forcible logout. When enabled, a Ping packet from an

authenticated host to the JWAC Switch with TTL=1 will be regarded as a logout request, and the host will

be moved back to unauthenticated state.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.

Examples

To enable IWAC forcible logout:
DGS-3200-10:4# enable jwac forcible_logout

Command: enable jwac forcible_logout

Success.

DGS-3200-10:4#

62-6 disable jwac forcible_logout
Purpose

To disable the JIWAC forcible logout function.

Format

disable jwac forcible_logout

Description

This command is used to disable JWAC forcible logout.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable JWAC forcible logout:
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DGS-3200-10:4# disable jwac forcible_logout

Command: disable jwac forcible_logout

Success.

DGS-3200-10:4#

62-7 enable jwac udp_filtering
Purpose
To enable the JWAC UDP filtering function.
Format
enable jwac udp_filtering
Description

When UDP filtering is enabled, all UDP and ICMP packets except DHCP and DNS packets from

unauthenticated hosts will be dropped.

Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To enable IWAC UDP filtering:

DGS-3200-10:4# enable jwac udp_filtering

Command: enable jwac udp_filtering

Success.

DGS-3200-10:4#

62-8 disable jwac udp_filtering
Purpose

To disable the JWAC UDP filtering function.

Format

disable jwac udp_filtering
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Description

This command is used to disable JWAC UDP filtering.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable JWAC UDP filtering:
DGS-3200-10:4# disable jwac udp_filtering

Command: disable jwac udp_filtering

Success.

DGS-3200-10:4#

62-9 enable jwac quarantine_server_monitor
Purpose

To enable the JWAC quarantine server monitor function.
Format

enable jwac quarantine_server_monitor
Description

This command is used to enable the IWAC quarantine server monitor. When enabled, the JWAC switch
will monitor the quarantine server to ensure the server is okay. If the switch detects no quarantine server, it
will redirect all unauthenticated HTTP accesses to the JIWAC Login Page forcibly if the redirect is enabled

and the redirect destination is configured to be quarantine server.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable JIWAC quarantine server monitoring:
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DGS-3200-10:4# enable jwac quarantine_server_monitor

Command: enable jwac quarantine_server_monitor

Success.

DGS-3200-10:4#

62-10 disable jwac quarantine_server_monitor
Purpose

To disable the JWAC quarantine server monitor function.

Format

disable jwac quarantine_server_monitor

Description

This command is used to disable JWAC quarantine server monitoring.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable JWAC quarantine server monitoring:

DGS-3200-10:4# disable jwac quarantine_server_monitor

Command: disable jwac quarantine_server_monitor

Success.

DGS-3200-10:4#

62-11 config jwac quarantine_server_error_timeout
Purpose

To set the quarantine server error timeout.

Format

config jwac quarantine_server_error_timeout <sec 5-300>
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Description

This command is used to set the quarantine server error timeout. When the quarantine server monitor is
enabled, the IWAC switch will periodically check if the quarantine works okay. If the switch does not
receive any response from quarantine server during the configured error timeout, the switch then regards it

as not working properly.

Parameters
Parameters Description
<sec 5-300> Specify the error timeout interval.

Restrictions

Only Administrator-level users can issue this command.

Example

To set the quarantine server error timeout;

DGS-3200-10:4# config jwac quarantine_server_error_timeout 60

Command: config jwac quarantine_server_error_timeout 60

Success.

DGS-3200-10:4#

62-12 config jwac redirect
Purpose

To configure redirect destination and delay time before an unauthenticated host is redirected to the

guarantine server or JWAC login web page.

Format

config jwac redirect {destination [quarantine_server | jwac_login_page] | delay_time <sec 0-10>}
Description
This command is used to configure redirect destination and delay time before an unauthenticated host is

redirected to the quarantine server or the JWAC login web page. The unit of delay time is seconds.

0 means no delaying the redirect.

Parameters
Parameters Description
destination Specify the destination which the unauthenticated host will be redirected to.
delay_time Specify the time interval after which the unauthenticated host will be
redirected.
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Restrictions

Only Administrator-level users can issue this command.

Example

To configure redirect destination and delay time before an unauthenticated host is redirected to the

guarantine server or JWAC login web page:

DGS-3200-10:4# config jwac redirect destination jwac_login_page delay_time 5

Command: config jwac redirect_ destination jwac_login_page delay_time 5

Success.

DGS-3200-10:4#

62-13 config jwac virtual_ip
Purpose

To configure IWAC virtual IP addresses used to accept authentication requests from an unauthenticated

host.
Format
config jwac virtual_ip <ipaddr>
config jwac virtual_ip <ipaddr> {url [<string 128> | clear]}

Description

The virtual IP of IWAC is used to accept authentication request from unauthenticated host. Only requests

sent to this IP will get correct responses. This IP does not respond to ARP requests or ICMP packets.

Parameters
Parameters Description
<ipaddr> Specify the IP address of the virtual IP.
url This parameter is used to set the URL of virtual IP.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure a JWAC virtual IP address of 1.1.1.1 to accept authentication requests from an

unauthenticated host:
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DGS-3200-10:4# config jwac virtual_ip 1.1.1.1

Command: config jwac virtual_ip 1.1.1.1

Success.

DGS-3200-10:4#

62-14 config jwac quarantine_server_url
Purpose

To configure the JWAC quarantine server URL.

Format

config jwac quarantine_server_url <string 128>

Description

This command is used to configure the URL of the quarantine server. If the redirect is enabled and the
redirect destination is the quarantine server, when an HTTP request from unauthenticated host not to the
guarantine server reaches the JWAC Switch, the Switch will handle this HTTP packet and send back a
message to the host or make it access the quarantine server with the configured URL. When the PC
connects to the specified URL, the quarantine server will request the PC user to input the user name and

password to do authentication.

Parameters
Parameters Description
<string 128> Specify the entire URL of the authentication page on the Quarantine Server.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the JWAC quarantine server URL:

DGS-3200-10:4# config jwac quarantine_server_url http://10.90.90.88/authpage.html

Command: config jwac quarantine_server_url http://10.90.90.88/authpage.html

Success.

DGS-3200-10:4#
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62-15 config jwac clear_quarantine_server_url
Purpose

To clear the quarantine server configuration.
Format

config jwac clear_quarantine_server_url
Description

This command is used to clear the quarantine server configuration.
Parameters

None.

Restrictions

When JWAC is enabled and the redirect destination is the quarantine server, the quarantine server cannot

be cleared. Only Administrator-level users can issue this command.

Example

To clear the quarantine server configuration:

DGS-3200-10:4# config jwac clear_quarantine_server_url

Command: config jwac clear_quarantine_server_url

Success.

DGS-3200-10:4#

62-16 config jwac update_server
Purpose

To configure the servers that the PC may need to connect to in order to complete the JWAC

authentication.

Format
config jwac update_server [add | delete] ipaddress <network_address>{[tcp_port <port_number
1-65535> | udp_port <port_number 1-65535>]}

Description

This command is used to add or delete a server network address to which the traffic from an
unauthenticated client host will not be blocked by the JWAC Switch. Any servers running ActiveX need to
be able to have access to accomplish authentication. Before the client passes authentication, it should be

added to the Switch with its IP address. For example, the client may need to access update.microsoft.com
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or some sites of the Anti-Virus software companies to check whether the OS or Anti-Virus software of the
client are the latest; and so IP addresses of update.microsoft.com and of Anti-Virus software companies

need to be added in the Switch.

Parameters
Parameters Description
add Add a network address to which the traffic will not be blocked. Five network
addresses can be added at most.
delete Delete a network address to which the traffic will not be blocked.
ipaddress Specify the network address to add or delete.
tcp_port The accessible TCP port number for the specified update server network.
udp_port The accessible UDP port number for the specified update server network.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure servers the PC may need to connect to in order to complete IWAC authentication:

DGS-3200-10:4# config jwac update_server add ipaddress 10.90.90.109/24
Command: config jwac update_server add ipaddress 10.90.90.109/24

Update Server 10.90.90.0/24 is added.

Success.

DGS-3200-10:4#

62-17 config jwac switch_http_port
Purpose

To configure the TCP port which the JWAC switch listens to.

Format

config jwac switch_http_port <tcp_port_number 1-65535> {[http | https]}

Description
This command is used to configure the TCP port which the JWAC switch listens to. This port number is
used in the second stage of the authentication. PC users will connect to the page on the switch to input the

user name and password. If not specified, the default port number is 80. If no protocol is specified, the
protocol is HTTP.
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Parameters

Parameters Description

<tcp_port_number 1-65535> | A TCP port which the IWAC Switch listens to and uses to
finish the authenticating process.

http Specify the JWAC run HTTP protocol on this TCP port.
https Specify the IWAC run HTTPS protocol on this TCP port.

Restrictions

HTTP cannot run on TCP port 443, and HTTPS cannot run on TCP port 80. Only Administrator-level users
can issue this command.
Example

To configure the TCP port which the JWAC switch listens to:
DGS-3200-10:4# config jwac switch_http_port 8888 http

Command: config jwac switch_http_port 8888 http

Success.

DGS-3200-10:4#

62-18 config jwac ports
Purpose

To configure the port state of IWAC.
Format
config jwac ports [<portlist> | all] {state [enable | disable] | max_authenticating_host <value 0-10> |
aging_time [infinite | <min 1-1440>] | idle_time [infinite | <min 1-1440>] | block_time [<sec 0-300>]}
Description
This command is used to configure port state of JWAC. The default value of the

max_authenticating_host is 10. The default value of the aging_time is 1440 minutes. The default value

of the idle_time is infinite. The default value of the block_time is 0 seconds.

Parameters
Parameters Description
<porlist> A port range for setting the JWAC state.
all Every Switch ports’ JWAC state is configured.
State Specify the port state of JIWAC.
max_authenticating_host| The maximum number of hosts that can process authentication
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on each port at the same time.

aging_time A time period during which an authenticated host will keep in
authenticated state. infinite indicates never aging out the

authenticated host on the port.

idle_time If there is no traffic during idle time, the host will be moved back
to unauthenticated state. infinite indicates never checking the

idle state of the authenticated host on the port.

block_time If a host fail to pass the authentication, it will be blocked for a

period specified by the block time.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the JWAC port state:

DGS-3200-10:4# config jwac port 1-9 state enable

Command: config jwac port 1-9 state enable

Success.

DGS-3200-10:4#

62-19 config jwac radius_protocol
Purpose

To configure the RADIUS protocol used by JWAC.

Format

config jwac radius_protocol [local | pap | chap | ms_chap | ms_chapv2 | eap_md5]

Description

This command is used to specify the RADIUS protocol used by JWAC to complete RADIUS

authentication.
Parameters
Parameters Description
local JWAC Switch uses local user DB to complete the authentication.
pap JWAC Switch uses PAP to communicate with the RADIUS Server.
chap JWAC Switch uses CHAP to communicate with the RADIUS Server.
ms_chap JWAC Switch uses MS-CHAP to communicate with the RADIUS
Server.
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ms_chapv2 JWAC Switch uses MS-CHAPv2 to communicate with the RADIUS
Server.
eap_md5 JWAC Switch uses EAP MD5 to communicate with the RADIUS Server.

Restrictions

JWAC shares other RADIUS configurations with 802.1x. When using this command to set the RADIUS
protocol, you must make sure the RADIUS server added by the config radius command supports the

protocol. Only Administrator-level users can issue this command.

Example

To configure the RADIUS protocol used by JWAC:
DGS-3200-10:4# config jwac radius_protocol ms_chapv2

Command: config jwac radius_protocol ms_chapv2

Success.

DGS-3200-10:4#

62-20 create jwac user
Purpose

To create a JWAC user in the local DB.

Format

create jwac user <username 15> {vlan <vlanid 1-4094>}
config jwac user <username 15> {vlan <vlanid 1-4094>}
Description

This command creates JWAC users in the local DB. When “local” is chosen while configuring the JWAC

RADIUS protocol, the local DB will be used.

Parameters
Parameters Description
<username 15> The user name to be created.
<vlanid 1-4094> Target VLAN ID for authenticated host which uses this user account to
pass authentication.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a JWAC user in the local DB:
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DGS-3200-10:4# create jwac user 112233

Command: create jwac user 112233
Enter a case-sensitive new password:***
Enter the new password again for confirmation:***

Success.

DGS-3200-10:4#

62-21 delete jwac user
Purpose

To delete a JIWAC user into the local DB.

Format

delete jwac [user <username 15> | all_users]
Description

This command is used to delete JWAC users from the local DB.
Parameters

Parameters Description
user Specify the user name to be deleted
all_users All user accounts in local DB will be deleted.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a JIWAC user from the local DB:

DGS-3200-10:4# delete jwac user 112233

Command: delete jwac user 112233

Success.

DGS-3200-10:4#

62-22 show jwac user
Purpose

To display a IWAC user in the local DB.
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Format

show jwac user

Description

This command is used to display JWAC users in the local DB.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the current JWAC users in the local DB:

DGS-3200-10:4# show jwac user

Command: show jwac user

User Name Password VID

Total Entries:1

DGS-3200-10:4#

62-23 show jwac
Purpose

To display the JWAC configuration.

Format

show jwac

Description

This command is used to display the JWAC configuration settings.

Parameters

None.

Restrictions

None.
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Example

To display the current JWAC configuration:

DGS-3200-10:4# show jwac
Command: show jwac
State

Enabled Ports
Virtual IP/URL
Switch HTTP Port

UDP Filtering
Forcible Logout
Redirect State
Redirect Delay Time
Redirect Destination

Quarantine Server

Q-Server Monitor

Enabled
1:1,1:11,1:23,1:25,1:35
1.1.1.1/www.kyoto.ac.jp
21212 (HTTP)

Enabled

Enabled

Enabled

3 Seconds

Quarantine Server
http://172.18.212.147/pcinventory
Enabled (Running)

Q-Server Error Timeout 5 Seconds
RADIUS Auth-Protocol PAP
RADIUS Authorization Enabled
Local Authorization Enabled

DGS-3200-10:4#

62-24 show jwac auth_state ports
Purpose

To display information for JWAC client hosts.

Format
show jwac auth_state ports {<portlist>}
Description
This command is used to display information for JWAC client hosts.
Parameters
Parameters Description
<portlist> Specify a port range to show the JWAC authentication entries. If

no port is specified, the JWAC authentication state will be

displayed for all ports.
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Restrictions

Only Administrator-level users can issue this command.
Examples

To display JWAC authentication entries for ports 1 to 2:

DGS-3200-10:4# show jwac auth_state ports 1-3
Command: show jwac auth_state ports 1-3
Pri - Priority. State - A:Authenticated, B:Blocked, -:Authenticating

Time - Aging Time/ldle Time for authenticated entries.

Port MAC Address State VID Pri Time 1P User Name
1 00-00-00-00-00-01 A 20 3 -/40 192.168.101.239 juser_tom

1 00-00-00-00-00-02 A 1234 - -/50 172.18.61.242 name_of_15chars
1 00-00-00-00-00-03 B - - 60 172.18.61.242 Jack

1 00-00-00-00-00-04 - - - 10 - -

2 00-00-00-00-00-10(P) A 1234 2 1440/20 10.10-10.90 jane

3 00-00-00-00-00-20(P) - - - 20 10.10.10.131 -

3 00-00-00-00-00-21(P) B - - 200 - Victor

Total Authenticating Hosts : 2

Total Authenticated Hosts 3

Total Blocked Hosts 2

DGS-3200-10:4#

62-25 show jwac update_server
Purpose

To display the JWAC update server.

Format

show jwac update_server

Description

This command is used to display the JWAC update server.

Parameters

None.

Restrictions

None.
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Examples

To display the JWAC update server:

DGS-3200-10:4# show jwac update_server

Command: show jwac update_server

Index IP TCP/UDP Port State
1 10.0.0.0/8 - - Inactive
2 10.1.1.1/32 ubp 90 Inactive
3 10.3.3.3/32 TCP 80 Inactive
4 10.3.3.4/32 - - Inactive
5 10.3.3.5/32 - - Inactive
6 10.3.3.6/32 - - Inactive
7 10.3.3.7/32 - - Inactive
8 10.3.3.9/32 - - Inactive
9 10.3.3.10/32 - - Inactive
10 100.100.100.100/32 TCP 9080 Inactive
DGS-3200-10:4#

62-26 show jwac ports
Purpose

To display the port configuration of JWAC.

Format
show jwac ports {<portlist>}
Description
This command is used to display the port configuration of IWAC.
Parameters
Parameters Description
<portlist> Specify a port range to show the configuration of JWAC.

Restrictions

None.

Example

To display JWAC ports 1 to 4:
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DGS-3200-10:4# show jwac port 1-4

Command: show jwac port 1-4

Port State Aging Time Idle Time Block Time Max
(min) (min) (sec) Hosts

1 Enabled Infinite 200 10 10

2 Disabled 600 30 60 10

3 Disabled 1440 Infinite 60 10

4 Disabled 1000 Infinite 30 10

DGS-3200-10:4#

62-27 clear jwac auth_state

Purpose
To delete the authentication entries.
Format
clear jwac auth_state [ports [all | <portlist>] {authenticated | authenticating | blocked} | mac_addr
<macaddr>]
Description
This command is used to clear authentication entries.
Parameters
Parameters Description
ports Specify the range of ports on which the authentication entries will
be deleted.
authenticated Specify to delete the authenticated entries on port(s) specified by
parameter ports.
authenticating Specify to delete the authenticating entries on port(s) specified by
parameter ports.
blocked Specify to delete the blocked entries on port(s) specified by
parameter ports.
<macaddr> Specify to delete the special entries identified by MAC address.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To delete authentication entries:

DGS-3200-10:4#clear jwac auth_state ports all blocked

Command: clear jwac auth_state ports all blocked

Success.

DGS-3200-10:4#

62-28 config jwac authenticate_page
Purpose

To customize the authenticate page.

Format

config jwac authenticate_page [japanese |english]

Description

This command is used to customize the JIWAC authenticate page.

Parameters
Parameters Description
japanese Change to Japanese page.
english Change to English page.

Restrictions

Only Administrator-level users can issue this command.

Example

To customize the authenticate page:

DGS-3200-10:4#config jwac authenticate_page japanese

Command: config jwac authenticate_page japanese

Success.

DGS-3200-10:4#

62-29 config jwac authentication_page element
Purpose

To customize the JWAC authenticate page.
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Format
config jwac authentication_page element [japanese | english] [default | page _title <desc 128> |
login_window _title <desc 32> | user_name_title <desc 16> | password_title <desc 16> |
logout_window_title <desc 32> | notification_line <value 1-5> <desc 128>]
Description
This command is used to customize the IWAC authenticate page by administrators.
Parameters
Parameters Description
japanese Specify to change to the Japanese page.
english Specify to change to the English page.
default Specify to reset the page element to default.
page_title Specify the title of the authenticate page.
login_window_title Specify the login window title of the authenticate page.
user_name_title Specify the user name title of the authenticate page.
password_title Specify the password title of the authenticate page.
logout_window_title  |Specify the logout windown title mapping of the authenticate page.
notification_line Specify this parameter to set the notification information by line in
authentication Web pages.

Restrictions

Only Administrator-level users can issue this command.

Examples

To customize the authenticate page:

DGS-3200-10:4# config jwac authentication_page element japanese page title "7 ¢ —1) > 7 v/ U FE

=2k

Command: config jwac authentication_page element japanese page_title "7 ¢ —1) > 72 v/ R £mt

Success.

DGS-3200-10:4#

62-30 show jwac authenticate_page
Purpose

To display the element mapping of the customized authenticate page.
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Format

show jwac authenticate_page

Description

This command is used to display the element mapping of the customized authenticate page.

Parameters

None.

Restrictions

None.

Examples

To display the element mapping of the customized authenticate page:

DGS-3200-10:4#show jwac authenticate_page

Command: show jwac authenticate_page

Current Page : English Version

English Page Element

Page Title

Login Window Title : Authentication Login
User Name Title > User Name

Password Title : Password

Logout Window Title : Logout from the network
Notification

Japanese Page Element

Page Title

Login Window Title 1 #EPN LAN §RiEm 7o v
User Name Title : =—H%1ID

Password Title AV SyE

CTRL+CEESCRONOSTR ;SPAC Next Page [ENI[ER Next Entry B All

62-31 config jwac authorization attributes
Purpose

To enable acceptation of authorized configuration.
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Format

config jwac authorization attributes {radius [enable | disable] | local [enable | disable]}
Description

This command is used to enable or disable acceptation of authorized configuration. When the

authorization is enabled for IWAC’s RADIUS, the authorized data assigned by the RADUIS server will be

accepted if the global authorization network is enabled. When the authorization is enabled for IWAC's

local, the authorized data assigned by the local database will be accepted.

Parameters

Parameters Description

radius Specify to enable or disable authorized data assigned by the
RADUIS server to be accepted. If specified to enable, the
authorized data assigned by the RADUIS server will be accepted if
the global authorization network is enabled.The default state is

enabled.

local Specify to enable or disable authorized data assigned by the local
database to be accepted. If specified to enable, the authorized
data assigned by the local database will be accepted if the global

authorization network is enabled. The default state is enabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To disable the configuration authorized from the local database:

DGS-3200-10:4# config jwac authorization attributes local disable

Command: config jwac authorization attributes local disable

Success.

DGS-3200-10:4#
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63 Compound Authentication Command List

create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add|delete] ports

[ <portlist>] all ]

config authentication mac_format {case [lowercase | uppercase] | delimiter{[hyphen | colon | dot |
none] | number[1]2]|5]}}

config authentication ports [<portlist> | all] {auth_mode [port_based | host_based] |

multi_authen_methods [none | any | dotlx_impb | impb_jwac | impb_wac | mac_impb]}

show authentication guest_vlan

show authentication ports {<portlist>}

enable authorization attributes

disable authorization attributes

show authorization

config authentication server failover [local | permit | block]

show authentication

show authentication mac_format

63-1 create authentication guest_vian
Purpose
To assign a static VLAN to be a guest VLAN.
Format
create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]
Description

This command is used to assign a static VLAN to be a guest VLAN. The specific VLAN which is assigned
to be a guest VLAN must already exist. The specific VLAN which is assigned to be a guest VLAN can't be
deleted.

For further description of this command, please see the description for config authentication guest_vlan

ports.
Parameters
Parameters Description
vlan_name 32 Specify the guest VLAN by VLAN name.
vlanid Specify the guest VLAN by VLAN ID.
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Restrictions

Only Administrator-level users can issue this command.

Example

To assign a static VLAN to be a guest VLAN:

DGS-3200-10:4# create authentication guest_vlan vlan guestVLAN

Command: create authentication guest_vlan vlan guestVLAN

Success.

DGS-3200-10:4#

63-2 delete authentication guest_vian
Purpose

To delete a guest VLAN configuration.
Format

delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]
Description

This command is used to delete a guest VLAN setting, but not a static VLAN. All ports which are enabled
as guest VLANs will move to the original VLAN after deleting the guest VLAN. For further description of this

command, please see the description for config authentication guest_vlan ports.

Parameters
Parameters Description
vlan_name 32 Specify the guest VLAN by VLAN name.
vlanid Specify the guest VLAN by VLAN ID.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a guest VLAN setting:

DGS-3200-10:4# delete authentication guest_vlan vlan guestVLAN

Command: delete authentication guest_vlan vlan guestVLAN

Success.

DGS-3200-10:4#
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63-3 config authentication guest_vian ports
Purpose

To configure security port(s) as specified guest VLAN members.

Format

config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete ]

ports [ <portlist> |all ]

Description

This command is used to assign or remove ports to or from a guest VLAN.

Parameters
Parameters Description
vlan_name Assign a VLAN as a guest VLAN. The VLAN must be an existing static VLAN.
vlanid Assign a VLAN as a guest VLAN. The VLAN must be an existing static VLAN.
add Specify to add a port list to the guest VLAN.
delete Specify to delete a port list from the guest VLAN.
portlist Specify the configured port(s).
Restrictions

Only Administrator-level users can issue this command.

Examples

To configure authentication for all ports for a guest VLAN called “gv”:

DGS-3200-10:4# config authentication guest_vlan vlan gv add ports all

Command: config authentication guest_vlan vlan gv add ports all

Success.

DGS-3200-10:4#

63-4 config authentication mac_format
Purpose

To configure the MAC address format used for authentication username via the RADIUS server.

Format

config authentication mac_format {case [lowercase | uppercase] | delimiter{[hyphen | colon | dot |
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none] | number [1]2] 5]}

Description

This command is used to configure the MAC address format used for authentication username via the
RADIUS server.

Parameters
Parameters Description
case lowercase - Using lowercase format, the RADIUS authentication username

will be formatted as: aa-bb-cc-dd-ee-ff.

uppercase - Using uppercase format, the RADIUS authentication username
will be formatted as: AA-BB-CC-DD-EE-FF.

delimiter hyphen - Using “-* as delimiter, the format is: AA-BB-CC-DD-EE-FF.

colon - Using “:" as delimiter, the format is: AA:BB:CC:DD:EE:FF.

dot - Using “." as delimiter, the format is: AA.BB.CC.DD.EE.FF.

non - Not using any delimiter, the format is;: AABBCCDDEEFF.

number Specifies the delimiter number used.

1 - Single delimiter, the format is: AABBCC.DDEEFF.

2 - Double delimiter, the format is: AABB.CCDD.EEFF.

5 - Multiple delimiter, the format is: AA.BB.CC.DD.EE.FF.

Restrictions

Only Administrator-level users can issue this command.
Examples

To configure the MAC address format to IETF style:

DGS-3200-10:4#config authentication mac_format case uppercase delimiter hyphen number
5
Command: config authentication mac_format case uppercase delimiter hyphen number 5

Success.

DGS-3200-10:4#

63-5 config authentication ports
Purpose

To configure security port(s).

Format

config authentication ports [<portlist> | all] {auth_mode [port_based | host_based] |
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multi_authen_methods [none | any | dotlx_impb | impb_jwac | impb_wac | mac_impb]}

Description

This command is used to configure authorization mode and authentication method on ports.

Parameters
Parameters Description
portlist Port(s) to configure.
auth_mode port-based: If one of the attached hosts pass the authentication, all hosts on

the same port will be granted access to the network. If the user fails the
authorization, this port will keep trying the next authentication

host-based: Every user can be authenticated individually.

multi_authen_methods

Specify the method for multiple authentication.

none Multiple authentication is not enabled.

any If any one of the authentication methods (802.1x, MAC, and JWAC/WAC)
passes, then pass.

dotlx_impb 802.1X will be verified first, and then IMPB will be verified. Both
authentications need to be passed.

impb_jwac JWAC will be verified first, and then IMPB will be verified. Both authentications
need to be passed.

impb_wac WAC will be verified first, and then IMPB will be verified. Both authentications
need to be passed.

mac_impb MAC will be verified first, and then IMPB will be verified. Both authentications

need to be passed.

Restrictions

Only Administrator-level users can issue this command.

Examples

The following example sets the authentication mode of all ports to host-based:

Success.

DGS-3200-10:4#

DGS-3200-10:4# config authentication ports all auth_mode host_based

Command: config authentication ports all auth_mode host_based

The following example sets the multi-authentication method of all ports to “any”:
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DGS-3200-10:4# config authentication ports all multi_authen_methods any

Command: config authentication ports all multi_authen_methods any

Success.

DGS-3200-10:4#

63-6 show authentication guest_vilan
Purpose

To display the guest VLAN setting.

Format

show authentication guest_vlan

Description

This command is used to display guest VLAN information.

Parameters

None.

Restrictions

None.

Examples

To display the guest VLAN setting:

DGS-3200-10:4#show authentication guest_vlan

Command: show authentication guest_vlan

Guest VLAN VID

Guest VLAN Member Ports:

Total Entries: O

DGS-3200-10:4#

63-7 show authentication ports
Purpose
To display the authentication setting on port(s).
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Format

show authentication ports {<portlist>}

Description

This command is used to display the authentication method and authorization mode on ports.

Parameters
Parameters Description
portlist Display multiple authentication on specific port(s).

Restrictions

Example

None.

To display the authentication settings for all ports:

Port

© 00 N o o b~ w N P

[EnY
o

Command:

Methods

Any
802.1X_IMPB
None

None
IMPB_JWAC
None

None
802.1X_IMPB

None

DGS-3200-10:4#

DGS-3200-10:4#show authentication ports

show authentication ports

Auth Mode

Host_based
Host_based
Host_based
Host_based
Host_based
Host_based
Host_based
Host_based
Host_based

Host_based

63-8 enable authorization attributes

Purpose

Format

To enable the authorization global state.

enable authorization attributes
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Description

This command is used to enable the authorization global state. When the authorization for attributes are
enabled, whether the authorized attributes (for example, VLAN, 802.1p default priority and ACL) assigned
by the RADUIS server or local database will be accepted depending on the individual module’s settings.

Authorization for attributes is enabled by default.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the authorization global state:

DGS-3200-10:4# enable authorization attributes

Command: enable authorization attributes

Success.

DGS-3200-10:4#

63-9 disable authorization attributes
Purpose

To disable the authorization global state.

Format

disable authorization attributes

Description

This command is used to disable the authorization global state. When the authorization for attributes are
disabled, the authorized attributes (for example, VLAN, 802.1p default priority and ACL) assigned by the
RADUIS server or local database will be ignored even if the individual module’s setting is enabled.

Authorization for attributes is enabled by default.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To disable the authorization global state:

DGS-3200-10:4# disable authorization attributes

Command: disable authorization attributes

Success.

DGS-3200-10:4#

63-10 show authorization
Purpose

To display the authorization status.

Format

show authorization

Description
This command is used to display the authorization status.

Parameters

None.

Restrictions

None.

Example

To display the authorization status:

DGS-3200-10:4#show authorization

Command: show authorization

Authorization for Attributes: Enabled

DGS-3200-10:4#

63-11 config authentication server failover
Purpose

To configure the authentication server failover function.
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Format

config authentication server failover [local | permit | block]

Description

This command is used to configure the authentication server failover function. When authentication server
fails, administrator can configure to:

e Use the local database to authenticate the client. The switch will resort to using the local database to
authenticate the client. If the client fails on local authentication, the client is regarded as
un-authenticated, otherwise, it authenticated.

e Pass authentication. The client is always regarded as authenticated. If guest VLAN is enabled, clients
will stay on the guest VLAN, otherwise, they will stay on the original VLAN.

e Block the client (default setting). The client is always regarded as un-authenticated.

Parameters

Parameters Description

local Specify to use the local database to authenticate the client.

permit Specify that the client is always regarded as authenticated.

block Specify to block the client. This is the default setting.

Restrictions

Only Administrator-level users can issue this command.
Examples

To set the authentication server failover state:

DGS-3200-10:4#config authentication server failover local

Command: config authentication server failover local

Success.

DGS-3200-10:4#

63-12 show authentication
Purpose

To display the global authentication configuration.

Format

show authentication

Description

This command is used to display the global authentication configuration.
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Parameters

None.
Restrictions

None.

Examples

To display the global authentication configuration:

DGS-3200-10:4# show authentication

Command: show authentication

Authentication Server Failover: Block.

DGS-3200-10:4#

63-13 show authentication mac_format
Purpose

To display the authentication MAC format setting.

Format

show authentication mac_format

Description

This command is used to display the authentication MAC format setting.

Parameters

None.
Restrictions

None.

Examples

To display the authentication MAC format setting:

618



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

DGS-3200-10:4# show authentication mac_format

Command: show authentication mac_format

Case : Uppercase
Delimiter : None
Delimiter Number : 5

DGS-3200-10:4#
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64 Filter Command List

config filter dhcp_server [add permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> |
all] | delete permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> | all]|ports [<portlist> |
all] state [enable | disable] | illegal_server_log_suppress_duration [ Imin | 5min | 30min ] | trap_log

[enable | disable]]

show filter dhcp_server

64-1 config filter dhcp_server
Purpose

To configure the state of the function for filtering of DHCP server packets and to add or delete the DHCP

server or client binding entry.

Format

config filter dhcp_server [add permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> |
all] | delete permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> | all]|ports
[<portlist> | all] state [enable | disable] | illegal_server_log_suppress_duration [ Imin | 5min |

30min ] | trap_log [enable | disable]]

Description

This command has two purposes: to specify to filter all DHCP server packets on the specific port and to
specify to allow some DHCP server packets with pre-defined server IP addresses and client MAC
addresses. With this function, we can restrict the DHCP server to service specific DHCP clients. This is
useful when two DHCP servers are present on the network; one of them can provide the private IP
address and the other can provide the public IP address.

Enabling filter DHCP server port state will create one access profile and create one access rule per port
(UDP port = 68). Filter commands in this file will share the same access profile.

Addition of a permit DHCP entry will create one access profile and create one access rule. Filter

commands in this file will share the same access profile.

Parameters
Parameters Description
<ipaddr> The IP address of the DHCP server to be filtered.
<macaddr> The MAC address of the DHCP client.
ports The port number of filter DHCP server.
state Enable or disable the filter DHCP server state
illegal_server_log suppress_duration|The same illegal DHCP server IP address detected
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will be logged only once within the duration. The log
can be suppressed by one minute, 5 minutes, or 30

minutes. The default value is 5 minutes.

trap_log Enable or disable traps or logs related to DHCP

server filter.

Restrictions

Only Administrator-level users can issue this command.

Example

To add an entry from the DHCP server/client filter list in the Switch’s database:

DGS-3200-10:4# config filter dhcp_server add permit server ip 10.1.1.1 client_mac
00-00-00-00-00-01 ports 1-10
Command: config filter dhcp_server add permit server_ip 10.1.1.1 client_mac

00-00-00-00-00-01 ports 1-10

Success.

DGS-3200-10:4#

To configure the filter DHCP server state:

DGS-3200-10:4# config filter dhcp_server ports 1-10 state enable

Command: config filter dhcp_server ports 1-10 state enable

Success.

DGS-3200-10:4#

64-2 show filter dhcp_server

Purpose

To display the DHCP server/client filter list created on the Switch.

Format

show filter dhcp_server

Description

This command is used to display the DHCP server/client filter list created on the Switch.

Parameters

None.
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Restrictions

None.

Example

To display the DHCP server/client filter list created on the switch:

DGS-3200-10:4#show filter dhcp_server

Command: show filter dhcp_server

Filter DHCP Server Trap_Log State : Disabled
Enabled Ports

Il1legal Server Log Suppress Duration : 5 minutes

Filter DHCP Server/Client Table

Server |IP Address Client MAC address Port

Total Entries: O

DGS-3200-10:4#
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65 ARP Spoofing Prevention Command List

config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway mac <macaddr> ports

[<portlist>|all] | delete gateway ip <ipaddr>]

show arp_spoofing_prevention

65-1 config arp_spoofing_prevention
Purpose

To configure the prevention of ARP spoofing attacks.

Format

config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway mac <macaddr> ports

[<portlist>|all] | delete gateway ip <ipaddr>]

Description

This command is used to configure the prevention of ARP spoofing attacks.

Parameters
Parameters Description
add gateway _ip Specify a gateway IP to be configured.
gateway_mac |Specify a gateway MAC to be configured.
ports portlist  |Specify a range of ports to be configured.
all Specify all ports to be configured.
delete gateway_ip Specify a gateway IP to be configured.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the prevention of ARP spoofing attacks:

DGS-3200-10:4#config arp_spoofing_prevention add gateway_ip 10.254.254_254
gateway_mac 00-00-00-11-11-11 ports 1-2

Command: config arp_spoofing_prevention add gateway_ip 10.254.254.254 gateway_mac
00-00-00-11-11-11 ports 1-2

Success.

DGS-3200-10:4#
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65-2 show arp_spoofing_prevention
Purpose

To display the ARP spoofing prevention entry.

Format

show arp_spoofing_prevention

Description

This command is used to display the ARP spoofing prevention entry.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the ARP spoofing prevention entry:

DGS-3200-10:4#show arp_spoofing_prevention

Command: show arp_spoofing_prevention

ARP Spoofing Prevention Table
Gateway IP Address Gateway MAC Address Port

10.254.254.254 00-00-00-11-11-11 1-2

Total Entries: 1

DGS-3200-10:4#
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66 CPU Filter Command List

config cpu_filter I3_control_pkt <portlist> [{dvmrp | pim | igmp_query |ospf | rip | vrrp} | all] state

[enable | disable]

show cpu_filter I3_control_pkt ports {<portlist>}

66-1 config cpu_filter 13_control_pkt
Purpose

To discard Layer 3 control packets sent to the CPU from specific ports.

Format

config cpu_filter I3_control_pkt <portlist> [{dvmrp | pim | igmp_query |ospf | rip | vrrp} | all] state

[enable | disable]

Description

This command is used to discard Layer 3 control packets sent to the CPU from specific ports.

Parameters
Parameters Description
portlist Specify the port list to filter control packets.
dvmrp The protocols to filter.
pim Specify all to filter all the Layer 3 control packets.
igmp_query
ospf
rip
vIrp
state Enable or disable the filtering function. The default is disabled.

Restrictions

Only Administrator-level users can issue this command.

Example

To filter DVMRP and OSPF on ports 1 to 10:
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DGS-3200-10:4#config cpu_filter 13 _control_pkt 2-5 all state enable

Command: config cpu_Ffilter 13_control_pkt 2-5 all state enable

Success.

DGS-3200-10:4#

66-2 show cpu_filter 13_control_pkt ports
Purpose

To display Layer 3 control packets sent to the CPU from specific ports.

Format

show cpu_filter I3_control_pkt ports {<portlist>}

Description

This command is used to display Layer 3 control packets sent to the CPU from specific ports.

Parameters
Parameters Description
<portlist> Specify a list of ports to be displayed.

Restrictions

None.

Examples

To display Layer 3 control packets sent to the CPU from all ports:
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DGS-3200-10:4#show cpu_TFilter 13_control_pkt ports

Command: show cpu_filter 13_control_pkt ports

Port 1GMP-Query DVMRP PIM OSPF RIP VRRP

1 Disabled Disabled Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled Disabled Disabled
7 Disabled Disabled Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled Disabled Disabled

=
o

Disabled Disabled Disabled Disabled Disabled Disabled

DGS-3200-10:4#
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IX. QoS

The QoS section includes the following chapter: QoS.

67 QoS Command List

config bandwidth_control [<portlist>|all] {rx_rate [ no_limit | <value 64-1024000>] |
tx_rate [ no_limit | <value 64-1024000>]}

show bandwidth_control {<portlist>}

config per_queue bandwidth_control {ports [<portlist> | all ]} <cos_id_list 0-7>{max_rate [no_limit |
<value 64-1024000>]}

show per_queue bandwidth_control {<portlist>}

config scheduling <class_id 0-7> max_packet<value 0-255>

config scheduling_mechanism [strict | weight_fair]

show scheduling

show scheduling_mechanism

config 802.1p user_priority <priority 0-7> <class_id 0-7>

show 802.1p user_priority

config 802.1p default_priority [ <portlist> | all ] <priority 0-7>

show 802.1p default_priority { <portlist>}

67-1 config bandwidth_control

Purpose
To configure the port bandwidth limit control.
Format
config bandwidth_control [<portlist>|all] {rx_rate [ no_limit | <value 64-1024000>] | tx_rate [ no_limit
|<value 64-1024000>]}
Description
This command is used to set the maximum limit for port bandwidth.
Parameters
Parameters Description
portlist Specify a range of ports to be configured.
rx_rate Specify the limitation of receive data rate.
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no_limit - Indicates there is no limit on port rx bandwidth.

An integer value from 64 to 1024000 sets a maximum limit in Kbits/sec. The
specified bandwidth limit may be equaled but not exceeded. This exact logical
limit or token value is hardware determined. The token value will always be a
multiple of the bandwidth increment specific to the chip used for the project (i.e.
32 Kbits, 64 Kbits, 128 Kbits, etc.). This token value, the actual set limit
recognized by the CPU, will be displayed when the user enters the bandwidth
limit integer.

Note: 1 Kbit = 1000 bits, 1 Gigabit = 1000*1000 Kbits.

tx_rate

Specifies the limitation of transmit data rate.

no_limit - Indicates there is no limit on port tx bandwidth.

An integer value from 64 to 1024000 sets a maximum limit in Kbits/sec. The
specified bandwidth limit may be equaled but not exceeded. This exact logical
limit or token value is hardware determined. The token value will always be a
multiple of the bandwidth increment specific to the chip used for the project (i.e.
32 Kbits, 64 Kbits, 128 Kbits, etc.). This token value, the actual set limit
recognized by the CPU, will be displayed when the user enters the bandwidth
limit integer.

Note: 1 Kbit = 1000 bits, 1 Gigabit = 1000*1000 Kbits.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure port bandwidth:

Success.

DGS-3200-10:4#

DGS-3200-10:4#config bandwidth_control 1-10 tx_rate 1024

Command: config bandwidth_control 1-10 tx_rate 1024

Response messages

(1). “Success.”

When users input a value that is a multiple of 64 and the setting is successful.

(2). "Fail !

Trunk member port can not be configured because the master is not contained in the portlist" .

The configured portlist contains trunk port but not it's master port.
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67-2 show bandwidth_control
Purpose

To display the port bandwidth control table.
Format
show bandwidth_control {<portlist>}

Description

This command is used to display the port bandwidth configurations. If no parameter is specified, the

system will display all port bandwidth configurations.

Parameters
Parameters Description
portlist Specify a range of ports to be displayed.
Restrictions
None.
Examples

To display the port bandwidth control table:

DGS-3200-10:4#show bandwidth_control 1-10
Command: show bandwidth_control 1-10
Bandwidth Control Table
Port RX Rate TX Rate Effective RX Effective TX
(Kbit/sec) (Kbit/sec) (Kbit/sec) (Kbit/sec)
1 no_limit no_limit no_limit no_limit
2 no_limit no_limit no_limit no_limit
3 no_limit no_limit no_limit no_limit
4 no_limit no_limit no_limit no_limit
5 no_limit no_limit no_limit no_limit
6 no_limit no_limit no_limit no_limit
7 no_limit no_limit no_limit no_limit
8 no_limit no_limit no_limit no_limit
9 no_limit no_limit no_limit no_limit
10 no_limit no_limit no_limit no_limit
DGS-3200-10:4#
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67-3 config per_queue bandwidth_control

Purpose

To set the bandwidth control for each specific egress queue on specified ports.

Format

config per_queue bandwidth_control {ports [<portlist> | all ]} <cos_id_list 0-7>{max_rate [no_limit

| <value 64-1024000>]}

Description

This command is used to set the bandwidth control for each specific egress queue on specified ports. The

maximum rate limits the bandwidth. When specified, packets transmitted from the queue will not exceed

the specified limit even if extra bandwidth is available. The specification of maximum rate is effective

regardless of whether the queue is operating in strict or Shaped Deficit Weighted Round Robin (SDWRR)

mode.
Parameters
Parameters Description
ports Specify a range of ports or all ports to be configured.

<cos_id_list 0-7>

Specify a list of priority queues. The priority queue number ranges from 0 to 7.

max_rate

Specify one of the parameters below will be applied to the maximum rate that
the class specified above will be allowed to transmit packets at.

no_limit - Indicate there is no limit on egress queue of specified port
bandwidth.

<value 64-1024000> - Specify an integer value from 64 to 10240000 to set a
maximum limit in Kbits/sec. The specified bandwidth limit may be equaled but
not exceeded. The exact logical limit or token value is hardware determined.
Note: 1 Kbit = 1000 bits, 1 Gigabit = 1000*1000 Kbits. Actual rate = (inputted
rate/ 64) * 64.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the maximum rate to be 100 on queue 1 for ports 1 to 5:
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DGS-3200-10:4# config per_queue bandwidth_control ports 1-5 1 max_rate 100

Command: config per_queue bandwidth_control ports 1-5 1 max_rate 100

Granularity: TX: 64. Actual Rate: MAX: 64.

Success.

DGS-3200-10:4#

67-4 show per_gueue bandwidth_control
Purpose

To display the bandwidth control setting of per egress queue for each port.

Format

show per_queue bandwidth_control {<portlist>}

Description

This command is used to display the bandwidth control setting of per egress queue for each port.

Parameters
Parameters Description
<portlist> Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display the port bandwidth control table for port 1:
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DGS-3200-10:4# show per_queue bandwidth_control 1

Command: show per_queue bandwidth_control 1

Queue Bandwidth Control Table On Port: 1

Queue Max Rate(Kbit/sec)
No Limit

64

No Limit

No Limit

No Limit

No Limit

No Limit

N~ o o~ W N B O

No Limit

DGS-3200-10:4#

67-5 config scheduling
Purpose
To configure the packets proportion of the appointed class for the weight_fair mechanism.
Format
config scheduling <class_id 0-7> max_packet <value 0-255>
Description

This command is configure the packets proportion of the appointed class for the weight fair mechanism.
The switch contains n+1 hardware priority queues. Incoming packets must be mapped to one of these n+1
gueues. This command is used to configure the maximum number of packets each hardware priority

gueue will be allowed to transmit before allowing the next lowest priority queue to transmit its packets.

Parameters
Parameters Description

class_id Specify which of the n+1 hardware priority queues the config scheduling
command will apply to. The four hardware priority queues are identified by
number — from 0 to n — with the 0 queue being the lowest priority.

max_packet Specify the maximum number of packets the priority queue will be allowed to
transmit before allowing the next lowest priority queue to transmit its packets.
A value between 0 and 255 can be specified.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the traffic scheduling mechanism for each Class 0 OS queue:

DGS-3200-10:4# config scheduling 0 max_packet 34

Command: config scheduling 0 max_packet 34

Success.

DGS-3200-10:4#

67-6 config scheduling_mechanism
Purpose

To configure the traffic scheduling mechanism for each COS queue.

Format

config scheduling_mechanism [strict | weight_fair]

Description

This command is used to specify how the switch handle packets in priority queues.

Parameters
Parameters Description
strict The highest queue should process first. That is, the highest
gueue should be finished first.
weight_fair Use weighted fair algorithm to handle packets in priority queues.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the traffic scheduling mechanism for each COS queue:

DGS-3200-10:4#config scheduling_mechanism strict

Command: config scheduling_mechanism strict

Success.

DGS-3200-10:4#
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67-7 show scheduling
Purpose

To display the current traffic scheduling parameters in use on the switch.

Format

show scheduling

Description

This command is used to display the current traffic scheduling parameters in use on the switch.

Parameters

None.

Restrictions

None.

Examples

To display traffic scheduling parameters for each COS queue (for ex., eight hardware priority queues):

DGS-3200-10:4# show scheduling

Command: show scheduling

QOS Output Scheduling

Class ID MAX. Packets
Class-0
Class-1
Class-2
Class-3
Class-4
Class-5
Class-6

Class-7

DGS-3200-10:4#

67-8 show scheduling_mechanism
Purpose

To show the traffic scheduling mechanism.
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Format

show scheduling_mechanism

Description

This command is used to display the traffic scheduling mechanism.

Parameters

None.

Restrictions

None.

Examples

To show the scheduling mechanism:

DGS-3200-10:4# show scheduling_mechanism

Command: show scheduling_mechanism

QO0S scheduling mechanism
CLASS ID Mechanism
Class-0 strict

Class-1 strict

Class-2 strict

Class-3 strict

Class-4 strict

Class-5 strict

Class-6 strict

Class-7 strict

DGS-3200-10:4#

67-9 config 802.1p user_priority
Purpose

To map the 802.1p user priority of an incoming packet to one of the eight hardware queues available on

the switch.

Format

config 802.1p user_priority <priority 0-7> <class_id 0-7>
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Description

This command is used to configure the way the switch will map an incoming packet, based on its 802.1p
user priority, to one of the eight available hardware priority queues on the switch. The switch’s default is to

map the incoming 802.1p user priority values to one of the eight hardware priority queues.

Parameters
Parameters Description
priority The 802.1p user priority you want to associate with the <class_id> (the
number of the hardware queue).
class_id The number of the switch’s hardware priority queue. The switch has eight
hardware priority queues available.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the 802.1p user priority:

DGS-3200-10:4# config 802.1p user_priority 1 3
Command: config 802.1p user_priority 1 3

Success.

DGS-3200-10:4#

67-10 show 802.1p user_priority
Purpose

To display 802.1p user priority.

Format

show 802.1p user_priority

Description

This command is used to display 802.1p user priority.

Parameters

None.

Restrictions

None.
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Examples

To display the traffic scheduling mechanism for each COS queue:

Command: show 802.1p user_priority

QO0S Class of Traffic

Priority-0 -> <Class-2>
Priority-1 -> <Class-0>
Priority-2 -> <Class-1>
Priority-3 -> <Class-3>
Priority-4 -> <Class-4>
Priority-5 -> <Class-5>
Priority-6 -> <Class-6>

DGS-3200-10:4# show 802.1p user_priority

Priority-7 -> <Class-7>

DGS-3200-10:4#

67-11 config 802.1p default_priority
Purpose
To configure the 802.1p default priority settings on the switch. If an untagged packet is received by the
switch, the priority configured with this command will be written to the packet’s priority field.
Format
config 802.1p default_priority [ <portlist> | all ] <priority 0-7>
Description
This command is used to specify default priority handling of untagged packets received by the switch. The

priority value entered with this command will be used to determine which of the four hardware priority

gueues the packet is forwarded to.

Parameters

Parameters Description

portlist Specify a range of ports for which the default priority is to be configured. That is,
a range of ports for which all untagged packets received will be assigned the
priority specified below. The beginning and end of the port list range are

separated by a dash.

all Specify that the command applies to all ports on the switch.

priority The priority value (0 to 7) you want to assign to untagged packets received by
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the switch or a range of ports on the switch.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the 802.1p default priority settings on the switch:

DGS-3200-10:4#config 802.1p default_priority all 5
Command: config 802.1p default_priority all 5

Success.

DGS-3200-10:4#

67-12 show 802.1p default_priority

Purpose
To display the current default priority settings on the switch.
Format
show 802.1p default_priority { <portlist>}
Description
This command is used to display the current default priority settings on the switch. If no parameter is
specified, the system will display all ports with 802.1p default_priority.
Parameters
Parameters Description
portlist Specify a range of ports to be displayed.

Restrictions

None.

Examples

To display 802.1p default priority:
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DGS-3200-10:4# show 802.1p default_priority
Command: show 802.1p default_priority

Port Priority Effective Priority
1 0 0
2 0 0
3 0 0
4 0 0
5 0 0
6 0 0
7 0 0
8 0 0
9 0 0
10 0 0

DGS-3200-10:4#
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X. IP Addressing Service

The IP Addressing Service section includes the following chapters: DHCP Server, DHCP Relay, DHCP Local Relay,
DNS Resover and PPPoE Circuit ID Insertions.

68 DHCP Server Command List

create dhcp excluded_address begin_address <ipaddr>end_address <ipaddr>

delete dhcp excluded_address [begin_address <ipaddr>end_address <ipaddr> | all]

show dhcp excluded_address

create dhcp pool <pool_name 12>

delete dhcp pool [<pool_name 12>]all]

config dhcp pool network_addr <pool_name 12> <network_address>

config dhcp pool domain_name <pool_name 12> {<domain_name 64>}

config dhcp pool dns_server <pool_name 12> {<ipaddr>} {< ipaddr>} {<ipaddr>}

config dhcp pool netbios_name_server <pool_name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}

config dhcp pool netbios_node_type <pool_name 12> [broadcast | peer_to_peer | mixed | hybrid]

config dhcp pool default_router <pool_name 12> {<ipaddr>} {< ipaddr>} {< ipaddr>}

config dhcp pool lease <pool_name 12> [<day 0-365> <hour 0-23> <minute 0-59> | infinite]

config dhcp pool boot_file <pool_name 12> {<file_name 64>}

config dhcp pool next_server <pool_name 12> {<ipaddr>}

config dhcp ping_packets <number 0-10>

config dhcp ping_timeout <millisecond 10-2000>

create dhcp pool manual_binding <pool_name 12> < ipaddr> hardware_address <macaddr> {type
[ethernet | ieee802]}

delete dhcp pool manual_binding <pool_name 12> [<ipaddr> | all]

clear dhcp binding [<pool_name 12>[<ipaddr> | all] | all]

show dhcp binding { <pool_name 12>}

show dhcp pool { <pool_name 12>}

show dhcp pool manual_binding { <pool_name 12>}

enable dhcp_server

disable dhcp_server

show dhcp_server

clear dhcp conflict_ip [<ipaddr> | all]

show dhcp conflict_ip {<ipaddr>}
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68-1 create dhcp excluded_address
Purpose
To specify the IP addresses that the DHCP server should not assign to a DHCP client.
Format
create dhcp excluded_address begin_address <ipaddr>end_address <ipaddr>
Description

This command is used to create a DHCP server exclude address. The DHCP server assumes that all IP
addresses in a DHCP pool subnet are available for assigning to DHCP clients. Use this command to
specify the IP address that the DHCP server should not assign to clients. This command can be used

multiple times in order to define multiple groups of excluded addresses.

Parameters
Parameters Description
<ipaddr> Specify start and end address of IP address range.

Restrictions

Only Administrator-level users can issue this command.

Examples

To specify the IP address that the DHCP server should not assign to a client:

DGS-3200-10:4+# create dhcp excluded_address begin_address 10.10.10.1 end_address 10.10.10.10
Command: create dhcp excluded_address begin_address 10.10.10.1 end_address 10.10.10.10

Success.

DGS-3200-10:4#

68-2 delete dhcp excluded_address
Purpose

To delete an excluded address off the DHCP server.

Format

delete dhcp excluded_address [begin_address <ipaddr> end_address <ipaddr> | all]

Description

This command is used to delete a DHCP server exclude address.
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Parameters
Parameters Description
<ipaddr> Specify start and end address of IP address range.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a DHCP server exclude address:

DGS-3200-10:4#delete dhcp excluded_address begin_address 10.10.10.1 end_address 10.10.10.10
Command: delete dhcp excluded_address begin_address 10.10.10.1 end_address 10.10.10.10

Success.

DGS-3200-10:4#

68-3 show dhcp excluded_address
Purpose

To display the groups of IP addresses which are excluded from the legal assigned IP address.

Format

show dhcp excluded_address

Description

This command is used to display the groups of IP addresses which are excluded from the legal assigned

IP address.

Parameters

None.

Restrictions

None.
Examples

To display the DHCP server excluded addresses:
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DGS-3200-10:4#show dhcp excluded_address

Command: show dhcp excluded_address

Index Begin Address End Address

1 192.168.0.1 192.168.0.100
2 10.10.10.10 10.10.10.10

Total Entries : 2

DGS-3200-10:4#

68-4 create dhcp pool
Purpose

To create a DHCP pool.

Format
create dhcp pool <pool_name 12>
Description

This command is used to create a DHCP pool by specifying a name. After creating a DHCP pool, use

other DHCP pool configuration commands to configure parameters for the pool.

Parameters

Parameters Description

<pool_name 12> Specify the name of the DHCP pool.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a DHCP pool:

DGS-3200-10:4#create dhcp pool nyknicks

Command: create dhcp pool nyknicks

Success.

DGS-3200-10:4#




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

68-5 delete dhcp pool
Purpose
To delete a DHCP pool.
Format
delete dhcp pool [<pool_name 12>]all]
Description

This command is used to delete a DHCP pool.

Parameters

Parameters Description

<pool_name 12> Specify the name of the DHCP pool.

all Specify to delete all the DHCP pools.

Restrictions
Only Administrator-level users can issue this command.
Examples

To delete a DHCP pool:
DGS-3200-10:4#delete dhcp pool nyknicks

Command: delete dhcp pool nyknicks

Success.

DGS-3200-10:4#

68-6 config dhcp pool network_addr
Purpose
To specify the network address for the DHCP pool.
Format
config dhcp pool network_addr <pool_name 12> <network_address>
Description

This command is used to specify the network for the DHCP pool. The addresses in the network are free to
be assigned to the DHCP client. The prefix length specifies the number of bits that comprise the address
prefix. The prefix is an alternative way of specifying the network mask of the client. The prefix length must
be preceded by a forward slash (/). When the DHCP server receives a request from the client, the server

will automatically find a pool to allocate the address. If the request is relayed to the server by the
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intermediate device, the server will match the gateway IP address carried in the packet against the network
of each DHCP pool. The pool which has the longest match will be selected. If the request packet is not
through relay, then the server will match the IP address of the IPIF that received the request packet against

the network of each DHCP pool.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<network_address> |Specify the IP address that the DHCP server may assign to clients.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the address range of the DHCP address pool:

DGS-3200-10:4# config dhcp pool network_addr nyknicks 10.10.10.0/24
Command: config dhcp pool network_addr nyknicks 10.10.10.0/24

Success.

DGS-3200-10:4#

68-7 config dhcp pool domain_name
Purpose

To specify the domain name for the client if the server allocates the address for the client from this pool.

Format

config dhcp pool domain_name <pool_name 12> {<domain_name 64>}

Description
This command is used to specify the domain name for the client if the server allocates the address for the
client from this pool. The domain name configured here will be used as the default domain name by the

client. By default, the domain name is empty. If the domain name is empty, the domain name information

will not be provided to the client.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<domain_name 64> |Specify the domain name of the client.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the domain name option of the DHCP pool:

DGS-3200-10:4# config dhcp pool domain_name nyknicks nba.com

Command: config dhcp pool domain_name nyknicks nba.com

Success.

DGS-3200-10:4#

68-8 config dhcp pool dns_server
Purpose

To specify the IP address of a DNS server that is available to a DHCP client. Up to three IP addresses can

be specified in one command line.

Format

config dhcp pool dns_server <pool_name 12> {<ipaddr>} {< ipaddr>} {< ipaddr>}

Description
This command is used to specify the IP address of a DNS server that is available to a DHCP client. Up to
three IP addresses can be specified on one command line. If DNS server is not specified, the DNS server

information will not be provided to the client. If this command is input twice for the same pool, the second

command will overwrite the first command.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP poll name.

<ipaddr> Specify the IP address of the DNS server. Up to three IP addresses can

be specified on one command line.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the DNS server's IP address of the DHCP pool:
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DGS-3200-10:4#config dhcp pool dns_server nyknicks 10.10.10.1
Command: config dhcp pool dns_server nyknicks 10.10.10.1

Success.

DGS-3200-10:4#

68-9 config dhcp pool netbios_name_server

Purpose
To specify the NetBIOS WINS server that is available to a Microsoft DHCP client. Up to three IP addresses
can be specified in one command line.
Format
config dhcp pool netbios_name_server <pool_name 12> {<ipaddr>} {< ipaddr>} {< ipaddr>}
Description

This command is used to specify the NetBIOS WINS server that is available to a Microsoft DHCP client.
Up to three IP addresses can be specified on one command line.

Windows Internet Naming Service (WINS) is a name resolution service that Microsoft DHCP clients use to
correlate host names to IP addresses within a general grouping of networks. If a NetBIOS name server is
not specified, the NetBIOS name server information will not be provided to the client. If this command is

input twice for the same pool, the second command will overwrite the first command.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP poll name.

<ipaddr> Specify the IP address of the WINS server. Up to three IP addresses can

be specified on one command line.

Restrictions
Only Administrator-level users can issue this command.
Examples

To configure WINS server’s IP address of the DHCP pool:

DGS-3200-10:4#config dhcp pool netbios_name_server knicks 10.10.10.1

Command: config dhcp pool netbios_name_server knicks 10.10.10.1

Success.

DGS-3200-10:4#
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68-10 config dhcp pool netbios_node_type
Purpose
To specify the NetBIOS node type for a Microsoft DHCP client.
Format
config dhcp pool netbios_node_type <pool_name 12> [broadcast | peer_to_peer | mixed | hybrid]
Description

This command is used to specify the NetBIOS node type for a Microsoft DHCP client.

The NetBIOS node type for Microsoft DHCP clients can be one of four settings: broadcast, peer-to-peer,
mixed, or hybrid. Use this command to configure a NetBIOS over TCP/IP device that is described in RFC
1001/1002. By default, the NetBIOS node type is broadcast.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<node_type> NetBIOS node type for a Microsoft DHCP client.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure NETBIOS node type of the DHCP pool:
DGS-3200-10:4#config dhcp pool netbios_node_type knicks hybrid

Command: config dhcp pool netbios_node_type knicks hybrid

Success.

DGS-3200-10:4#

68-11 config dhcp pool default_router
Purpose

To specify the IP address of the default router for a DHCP client. Up to three IP addresses can be specified

in one command line.

Format

config dhcp pool default_router <pool_name 12> {< ipaddr>} {< ipaddr>} {<ipaddr>}
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Description

This command is used to specify the IP address of the default router for a DHCP client. Up to three IP
addresses can be specified on one command line. After a DHCP client has booted, the client begins
sending packets to its default router. The IP address of the default router should be on the same subnet as
the client. If the default router is not specified, the default router information will not be provided to the client.
If this command is input twice for the same pool, the second command will overwrite the first command.

The default router must be within the range the network defined for the DHCP pool.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<ipaddr> Specify the IP address of the default router. Up to three IP addresses

can be specified on one command line.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure default router of the DHCP pool:

DGS-3200-10:4#config dhcp pool default_router nyknicks 10.10.10.1
Command: config dhcp pool default_router nyknicks 10.10.10.1

Success.

DGS-3200-10:4#

68-12 config dhcp pool lease
Purpose
To specify the duration of the lease.
Format
config dhcp pool lease <pool_name 12> [<day 0-365> <hour 0-23> <minute 0-59> | infinite]

Description

This command is used to specify the duration of the DHCP pool lease. By default, each IP address
assigned by a DHCP server comes with a one-day lease, which is the amount of time that the address is

valid.

Parameters
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Parameters Description

<pool_name 12> Specify the DHCP pool's name.

<day 0-365> Specify the number of days of the lease.
<hour 0-23> Specify the number of hours of the lease.
<minute 0-59> Specify the number of minutes of the lease.
infinite Specify a lease of unlimited duration.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure lease of a pool:

DGS-3200-10:4#config dhcp pool lease nyknicks infinite

Command: config dhcp pool lease nyknicks infinite

Success.

DGS-3200-10:4#

68-13 config dhcp pool boot_file
Purpose
To specify the name of the file that is used as a boot image.
Format
config dhcp pool boot_file <pool_name 12> {<file_name 64>}

Description

This command is used to specify the name of the file that is used as a boot image. The boot file is used to

store the boot image for the client. The boot image is generally the operating system the client uses to load.

If this command is input twice for the same pool, the second command will overwrite the first command. If

the bootfile is not specified, the boot file information will not be provided to the client.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<file_name 64> Specify the file name of the boot image.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To configure boot file of the DHCP pool:

DGS-3200-10:4#config dhcp pool boot_file engineering boot.had

Command: config dhcp pool boot file engineering boot.had

Success.

DGS-3200-10:4#

68-14 config dhcp pool next_server
Purpose
To specify the next server to be used in the DHCP client boot process.
Format
config dhcp pool next_server <pool_name 12> {< ipaddr>}
Description

This command is used by the DHCP client boot process, typically a TFTP server. If next server information
is not specified, it will not be provided to the client. If this command is input twice for the same pool, the

second command will overwrite the first command.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<ipaddr> Specify the IP address of the next server.

Restrictions

Only Administrator-level users can issue this command.
Examples

To configure next server of the DHCP pool:

DGS-3200-10:4#config dhcp pool next_server engineering 192.168.0.1

Command: config dhcp pool next_server engineering 192.168.0.1

Success.

DGS-3200-10:4#
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68-15 config dhcp ping_packets

Purpose
To specify the number of ping packets the DHCP server sends to the IP address before assigning this
address to a requesting client.

Format

config dhcp ping_packets <number 0-10>

Description

This command is used to specify the number of ping packets the DHCP server sends to an IP address
before assigning this address to a requesting client. By default, the DHCP server pings a pool address
twice before assigning the address to a DHCP client. If the ping is unanswered, the DHCP server assumes
(with a high probability) that the address is not in use and assigns the address to the requesting client. If

the ping is answered, the server will discard the current IP address and try another IP address.

Parameters
Parameters Description
<number 0-10> Specify the number of ping packets. 0 means there is no ping test. The
default value is 2.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure ping packets of the DHCP server:

DGS-3200-10:4# config dhcp ping_packets 4

Command: config dhcp ping_packets 4

Success.

DGS-3200-10:4#

68-16 config dhcp ping_timeout
Purpose

To specify the amount of time the DHCP server must wait before timing out a ping packet.

Format

config dhcp ping_timeout <millisecond 10-2000>
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Description

This command is used to specify the amount of time the DHCP server must wait before timing out a ping

packet. By default, the DHCP server waits 100 milliseconds before timing out a ping packet.

Parameters
Parameters Description
<millisecond Specify the amount of time the DHCP server must wait before timing
10-2000> out a ping packet. The default value is 100.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the time out value for ping packets of the DHCP server:

DGS-3200-10:4#config dhcp ping_timeout 500

Command: config dhcp ping_timeout 500

Success.

DGS-3200-10:4#

68-17 create dhcp pool manual_binding
Purpose
To create the manual binding for the DHCP pool.
Format

create dhcp pool manual_binding <pool_name 12> < ipaddr> hardware_address <macaddr> {type

[ethernet | ieee802]}

Description

This command is used to specify the distinct identification of the client in dotted-hexadecimal notation or

hardware address.

An address binding is a mapping between the IP address and MAC address of a client. The IP address of
a client can be assigned manually by an administrator or assigned automatically from a pool by a DHCP

server.

The IP address specified in the manual binding entry must be in a range within that the network uses for
the DHCP pool. If the user specifies a conflict IP address, an error message will be returned. If a number of

manual binding entries are created, and the network address for the pool is changed such that conflicts are
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generated, those manual binding entries which conflict with the new network address will be automatically

deleted.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<ipaddr> Specify the IP address which will be assigned to a specified client.
<macaddr > Specify the hardware MAC address.
type Specify ethernet or ieee802 as the DHCP pool manual binding type.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure manual bindings for the DHCP pool:

DGS-3200-10:4#create dhcp pool manual_binding engineering 10.10.10.1 hardware_address
00-80-C8-02-02-02 type ethernet
Command: create dhcp pool manual_binding engineering 10.10.10.1 hardware_address

00-80-C8-02-02-02 type ethernet

Success.

DGS-3200-10:4#

68-18 delete dhcp pool manual_binding
Purpose

To delete one or all manual binding of the specified DHCP pool.
Format
delete dhcp pool manual_binding <pool_name 12> [<ipaddr> | all]

Description

This command is used to delete DHCP server manual binding.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name.

<ipaddr> Specify the IP address which will be assigned to a specified client.

all Specify to delete all IP addresses.
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Restrictions

Only Administrator-level users can issue this command.
Examples

To delete a manual binding from the DHCP pool:

DGS-3200-10:4#delete dhcp pool manual_binding engineering 10.10.10.1

Command: delete dhcp pool manual_binding engineering 10.10.10.1

Success.

DGS-3200-10:4#

68-19 clear dhcp binding
Purpose
To delete all the dynamic binding entries for a pool or all pools.
Format
clear dhcp binding [<pool_name 12>[<ipaddr> | all] | all]
Description

This command clears a binding entry or all binding entries in a pool or clears all binding entries in all pools.

Note that this command will not clear the dynamic binding entry which matches a manual binding entry.

Parameters

Parameters Description

<pool_name 12> Specify the DHCP pool name to clear.

all Specify to clear all binding entries.

Restrictions

Only Administrator-level users can issue this command.

Examples

To clear dynamic binding entries in the pool named “engineering”:

DGS-3200-10:4# clear dhcp binding engineering 10.20.3.4

Command: clear dhcp binding engineering 10.20.3.4

Success.

DGS-3200-10:4#
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68-20 show dhcp binding
Purpose

To display the current binding entry information.
Format
show dhcp binding { <pool_name 12>}

Description

This command is used to display dynamic binding entries.

Parameters

Parameters Description

<pool_name 12> Specify a DHCP pool name.

Restrictions

None.

Examples

To display the current binding entries for “engineering”:

DGS-3200-10:4#show dhcp binding engineering

Command: show dhcp binding engineering

Pool Name IP Addresss Hardware Address Type Status Lifetime
engineering 192.168.0.1 00-80-C8-08-13-88 Ethernet Manual 86400
engineering 192.168.0.2 00-80-C8-08-13-99 Ethernet Automatic 86400
engineering 192.168.0.3 00-80-C8-08-13-A0 Ethernet Automatic 86400
engineering 192.168.0.4 00-80-C8-08-13-BO Ethernet Automatic 86400

Total Entries: 4

DGS-3200-10:4#

68-21 show dhcp pool
Purpose

To display the information for a DHCP pool.

Format
show dhcp pool { <pool_name 12>}
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Description

This command is used to display the information for a DHCP pool.

Parameters

Parameters Description

<pool_name 12> Specify a DHCP pool name.

Restrictions

None.

Examples

To display the current DHCP pool information for “engineering”:

DGS-3200-10:4# show dhcp pool engineering

Command: show dhcp pool engineering

Pool Name : engineering
Network Address : 10.10.10.0/24
Domain Name : dlink.com

DNS Server : 10.10.10.1

NetBIOS Name Server - 10.10.10.1
NetBI0OS Node Type : Broadcast

Default Router : 10.10.10.1

Pool Lease : 10 Days, O Hours, O Minutes
Boot File > boot.bin

Next Server © 10.10.10.2

DGS-3200-10:4#

68-22 show dhcp pool manual_binding
Purpose

To display the configured manual binding entries.

Format

show dhcp pool manual_binding { <pool_name 12>}

Description

This command is used to display the configured manual binding entries.

Parameters
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Parameters Description

<pool_name 12> Specify a DHCP pool name.

Restrictions

None.

Examples

To display the configured manual binding entries:

DGS-3200-10:4# show dhcp pool manual_binding

Command: show dhcp pool manual_binding

Pool Name IP Address Hardware Address Type

pl 192.168.0.1 00-80-C8-08-13-88 Ethernet
pl 192.168.0.2 00-80-C8-08-13-99 Ethernet

Total Entries : 2

DGS-3200-10:4#

68-23 enable dhcp_server
Purpose
To enable the DHCP server function.
Format
enable dhcp_server
Description

This command is used to enable the DHCP server function. If DHCP relay is enabled, DHCP server
cannot be enabled. The opposite is also true. For Layer 2 switches, if DHCP client is enabled on the only
interface, then DHCP server cannot be enabled. For layer 3 switches, when the System interface is the
only interface then can DHCP client be enabled. If the DHCP client is enabled, then the DHCP server

cannot be enabled.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To enable DHCP server:

DGS-3200-10:4# enable dhcp_server

Command: enable dhcp_server

Success.

DGS-3200-10:4#

68-24 disable dhcp_server

Purpose

To disable the DHCP server function on the Switch.
Format

disable dhcp_server
Description

This command is used to disable the DHCP server function on the Switch.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable the Switch’s DHCP server:

DGS-3200-10:4#disable dhcp_server

Command: disable dhcp_server

Success.

DGS-3200-10:4#

68-25 show dhcp_server
Purpose

To display the current DHCP server configuration.

660



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

Format

show dhcp_server

Description

This command is used to display the current DHCP server configuration.

Parameters

None.

Restrictions

None.

Examples

To display the DHCP server status:

DGS-3200-10:4#show dhcp_server

Command: show dhcp_server
DHCP Server Global State: Disabled
Ping Packet Number 22

Ping Timeout : 100 ms

DGS-3200-10:4#

68-26 clear dhcp conflict_ip
Purpose

To clear an entry or all entries from the conflict IP database.

Format

clear dhcp conflict_ip [<ipaddr> | all]

Description

This command is used to clear an entry or all entries from the conflict IP database.

Parameters
Parameters Description
<ipaddr> Specify the IP address to be cleared.
all Specify that all IP addresses will be cleared.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To clear an IP address 10.20.3.4 from the conflict database:

DGS-3200-10:4# clear dhcp conflict_ip 10.20.3.4

Command: clear dhcp conflict_ip 10.20.3.4

Success.

DGS-3200-10:4#

68-27 show dhcp conflict_ip
Purpose

To display the IP address that has been identified as being in conflict.

Format

show dhcp conflict_ip {<ipaddr>}

Description

This command is used to display the IP address that has been identified as being in conflict. The DHCP
server will use ping packet to determine whether an IP address is conflicting with other hosts before
binding this IP. The IP address which has been identified in conflict will be moved to the conflict IP
database. The system will not attempt to bind the IP address in the conflict IP database unless the user

clears it from the conflict IP database.

Parameters
Parameters Description
<ipaddr> Specify the IP address to be displayed.

Restrictions

None.

Examples

To display the entries in the DHCP conflict IP database:
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DGS-3200-10:4# show dhcp conflict_ip

Command: show dhcp conflict_ip

IP Address Detection Method Detection Time
172.16.1.32 Ping 2007/08/30 17:06:59
172.16.1.32 Gratuitous ARP 2007/09/10 19:38:01

DGS-3200-10:4#
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69 DHCP Relay Command List

config dhcp_relay { hops <value 1-16> | time <sec 0-65535>}

config dhcp_relay [add|delete] ipif <ipif name 12> <ipaddr>

config dhcp_relay option_82 {state [enable|disable] | check [enable|disable] | policy

[replace|drop|keep] | remote_id [default | user_define <desc 32>]}

enable dhcp _relay

disable dhcp _relay

show dhcp _relay {ipif <ipif name 12>}

Note: 1. The DHCP relay commands include all the commands defined in the BOOTP relay command section; If this
DHCP relay command set is supported in your system, the BOOTP relay commands can be ignored.
2. The system supporting DHCP relay will accept BOOTP relay commands in the config file but not allow input
from the console screen, and these BOOTP relay commands setting from the config file will be saved as DHCP

relay commands while the save command is performed.

69-1 config dhcp_relay

Purpose

To configure the DHCP relay feature of the switch.

Format

config dhcp_relay { hops <value 1-16> | time <sec 0-65535>}

Description

This command is used to configure the DHCP relay feature of the switch.

Parameters
Parameters Description
hops Specify the maximum number of router hops that the DHCP/BOOTP
packets can cross. The range is 1 to 16. The default value is 4.
time The minimum time in seconds within which the switch must relay the
DHCP/BOOTP request. If this time is exceeded, the switch will drop the
DHCP/BOOTP packet. The range is 0 to 65535. The default value is 0.
Restrictions

Only Administrator-level users can issue this command.

Examples

To configure DHCP relay status:
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DGS-3200-10:4#config dhcp_relay hops 4 time 2

Command: config dhcp_relay hops 4 time 2

Success.

DGS-3200-10:4#

69-2 config dhcp_relay add
Purpose

To add an IP destination address to the switch’s DHCP relay table.
Format

config dhcp_relay add ipif <ipif_name 12> <ipaddr>
Description

This command is used to add an IP address as a destination to forward (relay) DHCP/BOOTP packets.

Parameters
Parameters Description
ipif_name The name of the IP interface which contains the IP address below.
ipaddr The DHCP/BOOTP server IP address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a DHCP/BOOTP server to the relay table:

DGS-3200-10:4#config dhcp_relay add ipif System 10.43.21.12
Command: config dhcp_relay add ipif System 10.43.21.12

Success.

DGS-3200-10:4#

69-3 config dhcp_relay delete
Purpose

To delete one or all IP destination addresses from the switch’s DHCP relay table.
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Format

config dhcp_relay delete ipif <ipif_name 12> <ipaddr>

Description

This command is used to delete one or all of the IP destination addresses in the switch’s relay table.

Parameters
Parameters Description
ipif_name The name of the IP interface which contains the IP address below.
ipaddr The DHCP/BOOTP server IP address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a DHCP/BOOTP server to the relay table:

DGS-3200-10:4#config dhcp_relay delete ipif System 10.43.21.12
Command: config dhcp_relay delete ipif System 10.43.21.12

Success.

DGS-3200-10:4#

69-4 config dhcp_relay option_82
Purpose

To configure the DHCP relay agent information option 82 of the switch.

Format

config dhcp_relay option_82 {state [enable|disable] | check [enable|disable] | policy

[replace|drop|keep] | remote_id [default | user_define <desc 32>]}

Description

This command is used to configure the DHCP relay agent information option 82 setting of the switch.

The formats for the circuit ID suboption and the remote ID suboption are indicated in the following diagram.

For the circuit ID suboption of a standalone switch, the module field is always zero.

Circuit ID suboption format :

1 2. 3. 4. 5. 6. 7.
1 6 0 4 VLAN Module| Port
1 byte 1 byte 1 byte 1 byte 2 bytes lbyte 1 byte
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1. Suboption type 2. Length

3. Circuit ID type 4. Length
5.VLAN: The incoming VLAN ID of DHCP client packet.

6 . Module : For a standalone switch, Module is always 0.

7. Port : The incoming port number of DHCP client packet, port number starts from 1.

Remote ID suboption format :

1.

2.

3. 4. 5.

2

8

0 6 MAC address

1 byte 1 byte

1 byte 1 byte 6 bytes

1. Suboption type 2. Length

3. Remote ID type 4. Length
5. MAC address : The switch’s system MAC address.

Parameters

Parameters

Description

State

Enable or disable the switch to insert and remove DHCP relay agent
information 82 field in messages between DHCP server and client.

The default setting is disable.

check

Enable or disable the switch to check the validity of DHCP relay agent
information 82 field in messages between DHCP server and client.
The invalid messages are those packets that contain the option 82 field
from DHCP client and those packets that contain the wrong format of
option 82 field from DHCP server. If check is set to enable, the switch
will drop all invalid messages received from DHCP server or client.

The default setting is disable.

policy

Configure the reforwarding policy as follows :

replace: replace the exiting option 82 field in messages.

drop: discard messages with existing option 82 field.

keep: retain the existing option 82 field in messages.

The default setting is replace.

Note: The reforwarding policy is active only when the “check” option is
disabled.

remote_id

Specify the content in the Remote ID sub-option.
default - Use the Switch’s system MAC address as the remote ID.
user_define - Use the user-defined string as the remote ID. Space

char is allowed in the string.
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Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the DHCP relay option 82:

DGS-3200-10:4#config dhcp_relay option_82 state enable

Command: config dhcp_relay option_82 state enable

Success.

DGS-3200-10:4#config dhcp_relay option_82 check disable

Command: config dhcp_relay option_82 check disable

Success.

DGS-3200-10:4#config dhcp_relay option_82 policy replace

Command: config dhcp_relay option_82 policy replace

Success.

DGS-3200-10:4#

69-5 enable dhcp_relay
Purpose

To enable the DHCP relay function on the switch.

Format

enable dhcp_relay

Description

This command is used to enable the DHCP relay function on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the DHCP relay function:
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DGS-3200-10:4#enable dhcp_relay

Command: enable dhcp_relay

Success.

DGS-3200-10:4#

69-6 disable dhcp_relay

Purpose

To disable DHCP relay function on the switch.
Format

disable dhcp_relay
Description

This command is used to disable the DHCP relay function on the switch.
Parameters

None.
Restrictions

Only Administrator-level users can issue this command.
Examples

To disable the DHCP relay function:

DGS-3200-10:4#disable dhcp_relay

Command: disable dhcp_relay

Success.

DGS-3200-10:4#

69-7 show dhcp_relay
Purpose

To display the current DHCP relay configuration.

Format

show dhcp_relay {ipif <ipif_name 12>}
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Description

This command is used to display the current DHCP relay configuration. If no parameter is specified , the

system will display all DHCP relay configurations.

Parameters
Parameters Description
ipif_name The IP interface name.
Restrictions
None.
Examples

To display the DHCP relay status:

DGS-3200-10:4# show dhcp_relay ipif System

Command: show dhcp_relay ipif System

DHCP/BOOTP Relay Status : Disabled

DHCP/BOOTP Hops Count Limit 4

DHCP/BOOTP Relay Time Threshold : O

DHCP Relay Agent Information Option 82 State : Disabled

DHCP Relay Agent Information Option 82 Check : Disabled

DHCP Relay Agent Information Option 82 Policy : Replace

DHCP Relay Agent Information Option 82 Remote ID : 00-24-01-15-1C-96

Interface Server 1 Server 2 Server 3 Server 4

System 10.48.74.122 10.23.12.34 10.12.34.12 10.48.75.121

DGS-3200-10:4#
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70 DHCP Local Relay Command List

config dhcp_local_relay vlan <vlan_name 32> state [enable|disable]

enable dhcp _local_relay

disable dhcp_relay _relay

show dhcp _local_relay

config dhcp_local_relay option_82 ports <portlist> policy [replace | drop | keep]

show dhcp_local_relay option_82 ports {<portlist>}

70-1 config dhcp_local_relay vian

Purpose

To enable or disable the DHCP local relay function for a specific VLAN.

Format

config dhcp_local_relay vlan <vlan_name 32> state [enable|disable]

Description

This command is used to enable or disable the DHCP local relay function for a specified VLAN. When
DHCP local relay is enabled for the VLAN, the DHCP packet will be relayed as a broadcast without

changing the source MAC address and gateway address. DHCP option 82 will be automatically added.

Parameters
Parameters Description
vlan_name The name of the VLAN to be enabled for DHCP local relay.
state Enable or disable DHCP local relay for a specified VLAN.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable DHCP local relay for a default VLAN:

DGS-3200-10:4#config dhcp_local_relay vlan default state enable

Command: config dhcp_local_relay vlan default state enable

Success.

DGS-3200-10:4#
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70-2 enable dhcp_local_relay
Purpose

To enable DHCP local relay.

Format

enable dhcp_local_relay

Description

This command is used to enable the DHCP local relay function on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the DHCP local relay function:

DGS-3200-10:4#enable dhcp_local_relay

Command: enable dhcp_local_relay

Success.

DGS-3200-10:4#

70-3 disable dhcp_local_relay
Purpose

To disable the DHCP local relay function.

Format

disable dhcp_local_relay

Description

This command is used to disable the DHCP local relay function on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To disable the DHCP local relay function:

DGS-3200-10:4#disable dhcp_local_relay

Command: disable dhcp_local_relay

Success.

DGS-3200-10:4#

70-4 show dhcp_local_relay
Purpose

To display the current DHCP local relay configuration.

Format

show dhcp_local_relay

Description

This command is used to display the current DHCP local relay configuration on the switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To display the local DHCP relay status:

DGS-3200-10:4#show dhcp_local_relay

Command: show dhcp_local_relay

DHCP/BOOTP Local Relay Status : Disabled
DHCP/BOOTP Local Relay VID List :1,3-4

DGS-3200-10:4#

70-5 config dhcp_local_relay option_82
Purpose

To configure DHCP local relay each port processing option 82 policy.
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Format
config dhcp_local_relay option_82 ports <portlist> policy [replace | drop | keep]
Description
This command is used to configure the processing of DHCP 82 option for the DHCP local relay function
with each port.
Parameters
Parameters Description
ports Specify specific ports’ option82 policy of processing the received
DHCP packets.
policy Specifies how to process the packets coming from the client side

which have the option 82 field.
replace - Replace the exiting option 82 field in the packet.

drop - Discard if the packet has the option 82 field.

keep - Retain the existing option 82 field in the packet.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure port 1-3 DHCP local relay option 82 policy to replace:

DGS-3200-10:4# config dhcp_local_relay option_82 ports 1-3 policy replace

Command: config dhcp_local_relay option_82 ports 1-3 policy replace

Success.

DGS-3200-10:4#

70-6 show dhcp_local_relay option_82
Purpose

To display the current DHCP local relay option82 configuration of each port.

Format

show dhcp_local_relay option_82 ports {<portlist>}

Description

This command is used to display the current DHCP local relay option82 configuration of each port.
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Parameters
Parameters Description
<portlist> Specify a list of ports to show their option82 palicy.

Restrictions

None.

Examples

To display DHCP local relay option82 configuration of each port:

DGS-3200-10:4#show dhcp_local_relay option_82 ports
Command: show dhcp_local_relay option_82 ports
Port Option 82
Policy
1 replace
2 replace
3 replace
4 keep
5 keep
6 keep
7 keep
8 keep
9 keep
10 keep
DGS-3200-10:4#
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71 Domain Name System (DNS) Resolver Command List

config name_server add <ipaddr> {primary}

config name_server delete <ipaddr> {primary}

config name_server timeout <sec 1-60>

show nam e_server

create host_name <name 255> <ipaddr>

delete host_name [<name 255> | all]

show host_name {static | dynamic}

enable dns_resolver

disable dns_resolver

71-1 config name_server add
Purpose

To add a DNS resolver name server to the Switch.

Format

config name_server add <ipaddr> {primary}

Description

This command is used to add a DNS resolver name server to the Switch.

Parameters
Parameters Description
<ipaddr> Specify the IP address of the DNS Resolver name server.
primary Specify the name server as a primary name server.
Restrictions

Only Administrator-level users can issue this command.

Examples

To add DNS Resolver primary name server 10.10.10.10:

DGS-3200-10:4# config name_server add 10.10.10.10 primary

Command: config name_server add 10.10.10.10 primary

Success.

DGS-3200-10:4#
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71-2 config name_server delete
Purpose

To delete a DNS resolver name server from the Switch.

Format

config name_server delete <ipaddr> {primary}
Description

This command is used to delete a DNS resolver name server from the Switch.
Parameters

Parameters Description
<ipaddr> Specify the IP address of the DNS Resolver name server.
primary Specify the name server as a primary name server.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete DNS Resolver name server 10.10.10.10:

DGS-3200-10:4# config name_server delete 10.10.10.10

Command: config name_server delete 10.10.10.10

Success.

DGS-3200-10:4#

71-3 config name_server timeout
Purpose

To configure the timeout value of a DNS Resolver name server.

Format

config name_server timeout <sec 1-60>

Description
This command is used to configure the timeout value of a DNS Resolver name server.

Parameters
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Parameters Description
<sec 1-60> Specify the maximum time waiting for a response from a specified
name server.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure DNS Resolver name server time out to 10 seconds:

DGS-3200-10:4# config name_server timeout 10

Command: config name_server timeout 10

Success.

DGS-3200-10:4#

71-4 show name_server
Purpose
To display the current DNS Resolver name servers and name server time out on the Switch.
Format

show nam e_server

Description

This command is used to display the current DNS Resolver name servers and name server time out on the

Switch.

Parameters

None.

Restrictions

None.
Examples

To display the current DNS Resolver name servers and name server time out;
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DGS-3200-10:4# show name_server

Command: show name_server

Name Server Time Out: 3 seconds

Static Name Server Table:

Server IP Address Priority
20.20.20.20 Secondary
10.1.1.1 Primary

Dynamic Name Server Table:

Server IP Address Priority

10.48.74.122 Primary

DGS-3200-10:4#

71-5 create host_name
Purpose

To create the static host name entry of the Switch.

Format

create host_name <name 255> <ipaddr>
Description

This command is used to create the static host name entry of the Switch.
Parameters

Parameters Description
<name 255> Enter the hostname up to 255 characters long.
<ipaddr> Enter the host IP address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create static host name "www.example.com":
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DGS-3200-10:4# create host_name www.example.com 10.10.10.10

Command: create host _name www.example.com 10.10.10.10

Success.

DGS-3200-10:4#

71-6 delete host_name
Purpose

To delete the static or dynamic host name entries of the Switch.

Format

delete host_name [<name 255> | all]
Description

This command is used to delete the static or dynamic host name entries of the Switch.
Parameters

Parameters Description
<name 255> Enter the hostname up to 255 characters long.
all Specify to delete all the hostnames.

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete the static host name entry "www.example.com":

DGS-3200-10:4# delete host_name www._example._com

Command: delete host _name www.example.com

Success.

DGS-3200-10:4#

71-7 show host_name
Purpose

To display the current host name.
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Format
show host_name {static | dynamic}
Description
This command is used to display the current host name.
Parameters
Parameters Description
static Specify to display the static host name entries.
dynamic Specify to display the dynamic host name entries.

Restrictions

None.
Examples

To display the static and dynamic host name entries:

DGS-3200-10:4# show host_name

Command: show host_name

Static Host Name Table

Host Name IP Address
www .example.com 10.10.10.10
www .exampla.com 20.20.20.20

Total Static Entries: 2

Dynamic Host Name Table

Host Name IP Address TTL
www .examplc.com 30.30.30.30 60 minutes
www .exampld.com 40.40.40.40 10 minutes

Total Dynamic Entries: 2

DGS-3200-10:4#
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71-8 enable dns_resolver
Purpose

To enable the DNS Resolver state of the Switch.

Format

enable dns_resolver

Description

This command is used to enable the DNS Resolver state of the Switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the DNS Resolver state to enabled:

DGS-3200-10:4# enable dns_resolver

Command: enable dns_resolver

Success.

DGS-3200-10:4#

71-9 disable dns_resolver
Purpose

To disable the DNS Resolver state of the Switch.

Format

disable dns_resolver

Description

This command is used to disable the DNS Resolver state of the Switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.
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Examples

To configure the DNS Resolver state to disabled:

DGS-3200-10:4# admin# disable dns_resolver

Command: disable dns_resolver

Success.

DGS-3200-10:4#

683



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

72 PPPOE Circuit ID Insertions Command List

config pppoe circuit_id_insertion state [enable | disable]

config pppoe circuit_id_insertion ports <portlist> {state [enable | disable] |circuit_id [mac|ip|udf
<string 32>}

show pppoe circuit_id_insertion

show pppoe circuit_id_insertion ports {<portlist>}

72-1 config pppoe circuit_id_insertion state

Purpose

To enable or disable PPPoE circuit ID insertion function.

Format

config pppoe circuit_id_insertion state [enable | disable]

Description

This command is used to enable or disable PPPoE circuit ID insertion function. When the setting is
enabled, the system will insert the circuit ID tag to the received PPPOE discover and request packet if the
tag is absent, and remove the circuit ID tag from the received PPPoE offer and session confirmation
packet. The insert circuit ID contains the following information: Client MAC address, Device ID and Port
number. By default, Switch IP address is used as the device ID to encode the circuit ID option.

Parameters

Parameters Description

enable Specify to enable the PPPOE circuit ID insertion on the Switch.

disable Specify to disable the PPPoE circuit ID insertion on the Switch.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable the PPPoE circuit insertion state:

DGS-3200-10:4# config pppoe circuit_id_insertion enable

Command: config pppoe circuit_id_insertion enable

Success.

DGS-3200-10:4#
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72-2 config pppoe circuit_id_insertion ports
Purpose

To configure port's PPPoE Circuit ID insertion function.

Format
config pppoe circuit_id_insertion ports <portlist> {state [enable | disable] |circuit_id [mac|ip|udf
<string 32>]}

Description
This command is used to configure port's PPPoE Circuit ID insertion function. When the port’s state and
the global state are enabled, the system will insert the Circuit ID TAG to the received PPPoE discovery

initiation and request packet if the TAG is absent, and remove the Circuit ID TAG from the received PPPoE

offer and session confirmation packet.

Parameters
Parameters Description
<portlist> Specify a list of ports to be configured.
state Specify to enable or disable port's PPPOE circuit ID insertion
function. The default setting is enable.
ciuciut_id Configure the device ID part for encoding of the circuit ID option.

mac - The MAC address of the Switch will be used to encode the
circuit ID option.

ip - The Switch’s IP address will be used to encode the circuit ID
option. This is the default.

udf - A user specified string to be used to encode the circuit ID

option. The maximum length is 32.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable port 5 PPPoE circuit ID insertion function:

DGS-3200-10:4# config pppoe circuit_id_insertion ports 5 state enable

Command: config pppoe circuit_id_insertion ports 5 state enable

Success.

DGS-3200-10:4#
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72-3 show pppoe circuit_id_insertion
Purpose

To show PPPoE circuit ID insertion status.

Format

show pppoe circuit_id_insertion

Description

This command is used to display PPPoE circuit ID insertion status.

Parameters

None.

Restrictions

None.

Examples

To display PPPoE circuit ID insertion status:

DGS-3200-10:4# show pppoe circuit_id_insertion

Command: show pppoe circuit_id_insertion

Global PPPoE State: Enabled

DGS-3200-10:4#

72-4 show pppoe circuit_id_insertion ports
Purpose

To display Switch’s port PPPoE Circuit ID insertion configuration.
Format

show pppoe circuit_id_insertion ports {<portlist>}
Description

This command is used to display Switch’s port PPPoE Circuit ID insertion configuration.

Parameters
Parameters Description
<portlist> Specify a list of ports to be displayed.

Restrictions

None.
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Examples

To display port 2-5 PPPOE circuit ID insertion configuration:

DGS-3200-10:4# show pppoe circuit_id_insertion ports 2-5

Command: show pppoe circuit_id_insertion ports 2-5
Port State Circuit ID

Disabled Switch MAC

2

3 Enabled  Switch IP
4 Disabled Switch IP
5

Enabled Switch MAC

DGS-3200-10:4#
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Xl. IPv6

The IPv6 section includes the following chapter: IPv6 NDP and DHCPv6 Relay.

73 IPv6 NDP Command List

create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>

delete ipv6 neighbor_cache ipif [<ipif_name 12>|all] [<ipv6addr> | static| dynamic]| all ]

show ipv6 neighbor_cache ipif [<ipif_name 12>|all] [ ipv6address <ipv6addr> | static|dynamic|all ]

config ipv6 nd ns ipif <ipif_name 12> retrans_timer <uint 0-4294967295>

show ipv6 nd {ipif <ipif_name 12>}

73-1 delete ipv6 neighbor_cache

Purpose

To add a static neighbor on an IPv6 interface.

Format

create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>

Description

This command is used to add a static neighbor on an IPv6 interface

Parameters
Parameters Description
ipif_name The interface’s name.
ipv6addr The address of the neighbor.
macaddr The MAC address of the neighbor.

Restrictions

Only Administrator-level users can issue this command.

Examples

To create a static neighbor cache entry:
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DGS-3200-10:4#create ipv6 neighbor_cache ipif System 3ffc::1 00:01:02:03:04:05
Command: create ipv6 neighbor_cache ipif System 3FFC::1 00-01-02-03-04-05

Success.

DGS-3200-10:4#

73-2 delete ipv6 neighbor_cache
Purpose

To delete an IPv6 neighbor from the interface neighbor address cache.

Format
delete ipv6 neighbor_cache ipif [<ipif_name 12>|all] [<ipv6addr> | static| dynamic| all ]
Description
This command is used to delete a neighbor cache entry or static neighbor cache entries from the address
cache or all address cache entries on this IPIF. Both static and dynamic entry can be deleted.
Parameters
Parameters Description
ipif_name The IPv6 interface.
ipv6addr The address of the neighbor.
all All entries include static and dynamic entries will be deleted.
dynamic Delete those dynamic entries.
static Delete the static entry

Restrictions

Only Administrator-level users can issue this command.

Examples

To delete a neighbor cache:

DGS-3200-10:4#delete ipv6 neighbor_cache ipif System 3ffc::1

Command: delete ipv6 neighbor_cache ipif System 3FFC::1

Success.

DGS-3200-10:4#
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73-3 show ipv6 neighbor_cache

Purpose

To display an IPv6 neighbor cache.

Format

show ipv6 neighbor_cache ipif [<ipif_name 12>|all] [ ipv6address <ipv6addr> | static|dynamiclall ]
Description

This command is used to display the neighbor cache entry for the specified interface. You can display a

specific entry, all entries, and all static entries..
Parameters

Parameters Description

<ipif_name 12> The interface’s name.

<ipv6addr> The address of the entry.

static Static neighbor cache entry.

dynamic Dynamic entries.

Restrictions

None.

Examples

To display an IPv6 neighbor cache:

DGS-3200-10:4#show ipv6 neighbor_cache ipif System all

Command: show ipv6 neighbor_cache ipif System all

Neighbor Link Layer Address Interface State

FE80::20B:6AFF:FECF:7EC6 00-0B-6A-CF-7E-C6 System T

Total Entries: 1

State:
(1) means Incomplete state. (R) means Reachable state.
(S) means Stale state. (D) means Delay state.

(P) means Probe state. (T) means Static state.

DGS-3200-10:4#
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73-4 config ipv6 nd ns
Purpose

To configure neighbor solicitation related arguments.

Format

config ipv6 nd ns ipif <ipif_name 12> retrans_timer <uint 0-4294967295>

Description

This command is used to configure neighbor solicitation related arguments.

Parameters
Parameters Description
ipif_name The name of the interface.
ns retrans_timer Neighbor solicitation’s retransmit timer in

milliseconds. It has the same value as ra retrans_time

in the config ipv6 nd ra command. If we configure

one, the other will change too.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure neighbor solicitation related arguments:

DGS-3200-10:4#config ipv6 nd ns ipif System retrans_time 400

Command: config ipv6 nd ns ipif System retrans_time 400

Success.

DGS-3200-10:4#

73-5 show ipv6 nd
Purpose

To display an interface’s information.

Format
show ipv6 nd {ipif <ipif_name 12>}
Description
This command is used to display IPv6 ND related configuration.
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Parameters
Parameters Description
ipif_name The interface name.

Restrictions
None.
Examples

To display an interface’s information:

DGS-3200-10:4#show ipv6 nd ipif System

Command: show ipv6 nd ipif System

Interface Name : System

NS Retransmit Time : 0 (ms)

DGS-3200-10:4#
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74 DHCPVv6 Relay Command List

config dhcpv6_relay hop_count <value 1-32>

config dhcpv6_relay [add|delete] ipif <ipif name 12> <ipv6addr>

config dhcpv6_relay ipif [<ipif_name 12> |all] state [enable | disable]

show dhcpv6_relay {ipif <ipif_name 12>}

enable dhcpv6_relay

disable dhcpv6_relay

74-1 config dhcpv6_relay hop_count

Purpose

To configure the DHCPV6 relay hop count of the switch.

Format

config dhcpv6_relay hop_count <value 1-32>

Description

This command is used to configure the DHCPV6 relay hop count of the switch.

Parameters
Parameters Description
<value 1-32> Enter the number of relay agents that have to be relayed in this message.
The range is from 1 to 32. The default value is 4.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the maximum hops of a DHCPV6 relay packet that can be transferred to 4:

DGS-3200-10:4# config dhcpv6_relay hop_count 4

Command: config dhcpv6_relay hop_count 4

Success.

DGS-3200-10:4#

693



xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

74-2 config dhcpv6_relay
Purpose

To add or delete an IPv6 address which is a destination to forward (relay) DHCPv6 packets.

Format

config dhcpv6_relay [add|delete] ipif <ipif name 12> <ipv6addr>

Description

The command is used to add or delete an IPv6 address which is a destination to forward (relay) DHCPv6

packets.
Parameters
Parameters Description
add Add an IPv6 destination to the DHCPV6 relay table.
delete Delete an IPv6 destination from the DHCPV6 relay table.
ipif_name The name of the IP interface in which DHCPV6 relay is to be enabled.
ipvbaddr The DHCPVG6 server IP address.

Restrictions

Only Administrator-level users can issue this command.

Examples

To add a DHCPV6 server to the relay table:

DGS-3200-10:4# config dhcpv6_relay add ipif System 2001:DB8:1234:0:218:FEFF:FEFB:CCOE
Command: config dhcpv6_relay add ipif System 2001:DB8:1234:0:218:FEFF:FEFB:CCOE

Success.

DGS-3200-10:4#

74-3 config dhcpv6_relay ipif
Purpose

To configure the DHCPV6 relay state of one or all of the specified interfaces.

Format

config dhcpv6_relay ipif [<ipif_name 12> |all] state [enable | disable]

Description

This command is used to configure the DHCPV6 relay state of one or all of the specified interfaces.
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Parameters
Parameters Description
<ipif_name 12> Specify the name of the IP interface. The value all indicates all configured IP
interfaces.
state Enable or disable the DHCPV6 relay state of the interface.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the DHCPV6 relay state of the System interface to enable:

DGS-3200-10:4# config dhcpv6_relay ipif System state enable

Command: config dhcpv6_relay ipif System state enable

Success.

DGS-3200-10:4#

74-4 show dhcpv6_relay
Purpose
To display the current DHCPV6 relay configuration.
Format
show dhcpv6_relay {ipif <ipif_name 12>}
Description

This command will display the current DHCPV6 relay configuration of all interfaces, or if an IP interface

name is specified, the DHCPV6 relay configuration for that IP interface.

Parameters
Parameters Description
ipif The name of the IP interface that will be displayed in the current

DHCPvV6 relay configuration. If not specified, all configured DHCPv6

relay interfaces will be displayed.

Restrictions

None.
Examples

To show the DHCPV6 relay configuration of all interfaces:
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DGS-3200-10:4#show dhcpv6_relay

Command: show dhcpv6_relay

DHCPv6 Relay Global State : Disabled

DHCPv6 Hops Count Limit 14
IP Interface : System
DHCPv6 Relay Status : Enabled

Server Address

Total Entries o1

DGS-3200-10:4#

To show the DHCPV6 relay configuration of System interface:

GS-3200-10:4#show dhcpv6_relay ipif System

Command: show dhcpv6_relay ipif System

DHCPv6 Relay Global State : Disabled

DHCPv6 Hops Count Limit 14
IP Interface : Systenm
DHCPv6 Relay Status : Enabled

Server Address

Total Entries o1

DGS-3200-10:4#

74-5 enable dhcpv6_relay
Purpose

To enable the DHCPV6 relay function on the Switch.

Format

enable dhcpv6_relay
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Description

This command is used to enable the DHCPV6 relay function on the Switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the DHCPV6 relay global state to enable:

DGS-3200-10:4# enable dhcpv6_relay

Command: enable dhcpv6_relay

Success.

DGS-3200-10:4#

74-6 disable dhcpv6_relay
Purpose

To disable the DHCPV6 relay function on the Switch.

Format

disable dhcpv6_relay

Description

This command is used to disable the DHCPV6 relay function on the Switch.

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the DHCPV6 relay global state to disable:

DGS-3200-10:4# disable dhcpv6_relay

Command: disable dhcpv6_relay

Success.
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DGS-3200-10:4#
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XIl. ACL

The ACL section includes the following chapter: ACL.

75 ACL Command List

create access_profile profile_id <value 1-200>
[ ethernet
{ vlan | source_mac <macmask 000000000000-ffffffffffff> |
destination_mac <macmask 000000000000-ffffffffffff> |
802.1p | ethernet_type}
lip
{vlan
source_ip_mask <netmask>| destination_ip_mask <netmask>| dscp |
licmp {type|code} [igmp {type} |
tcp {src_port_mask <hex 0x0-0xffff> | dst_port_mask(<hex 0x0-Oxffff> |
flag_mask [ all | {urg | ack | psh]| rst| syn | fin}]} |
udp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff>} |
protocol_id_mask <hex 0x0-Oxff> {user_define_mask <hex 0x0-Oxffffffff>}]}
| packet_content_mask
{ offset_chunk_1 <value 0-31> <hex 0x0-Oxffffffff>
offset_chunk_2 <value 0-31> <hex Ox0-Oxffffffff>
offset_chunk_3 <value 0-31> <hex Ox0-Oxffffffff>
offset_chunk_4 <value 0-31> <hex 0x0-Oxffffffff>}
|ipv6

{class | flowlabel | source_ipv6_mask<ipvémask> | destination_ipv6_mask <ipvémask>}]

delete access_profile [profile_id <value 1-200> | all]

config access_profile profile_id <value 1-200> [add access_id [auto_assign | <value 1-200>]

[ethernet
{vlan <vlan_name 32> | source_mac <macaddr 000000000000-ffffffffffff> |
destination_mac <macaddr 000000000000-ffffffffffff> | 802.1p <value 0-7> | ethernet_type
<hex 0x0-0xffff>}

lip
{vlan <vlan_name 32> | source_ip <ipaddr> | destination_ip <ipaddr> | dscp <value 0-63>
| [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> | dst_port <value 0-65535> | urg | ack | psh | rst | syn |fin } |
udp {src_port <value 0-65535> | dst_port <value 0-65535>} | protocol_id <value 0O - 255>
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{user_define <hex Ox0-Oxffffffff>}]}

| packet_content
{offset_chunk_1 <hex Ox0-Oxffffffff> | offset_chunk_ 2 <hex Ox0-Oxffffffff> |
offset_chunk_3 <hex 0x0-Oxffffffff> | offset_chunk_4 <hex 0x0-Oxffffffff>}

|ipv6
{class <value 0-255> | flowlabel <hex 0x0-Oxfffff> | source_ipv6 <ipv6addr> |
destination_ipv6 <ipv6addr>}] port [<portlist> | all] [permit { priority <value 0-7>
{replace_priority} | replace_dscp <value 0-63> | rx_rate [no_limit| <value 1-15625>] |
counter [enable | disable]} | mirror | deny] {time_range <range_name 32>} | delete

access_id <value 1-200>]

show access_profile {profile_id <value 1-200>}

config time_range <range_name 32> [hours start_time <time hh:mm:ss>end_time <time

hh:mm:ss>weekdays <daylist> |delete ]

show time_range

create cpu access_profile profile_id <value 1-5>
[ ethernet
{ vlan | source_mac <macmask 000000000000-ffffffffffff> |
destination_mac <macmask 000000000000-ffffffffffff> | 802.1p | ethernet_type}
lip
{vlan | source_ip_mask <netmask> | destination_ip_mask <netmask> |
dscp | [icmp {type | code} | igmp {type } |
tep {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff> |
flag_mask [ all | {urg | ack | psh | rst | syn|fin} ]} |
udp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff>} |
protocol_id_mask <hex 0x0-0Oxff> {user_define_mask <hex 0x0-Oxffffffff>}]}
| packet_content_mask
{offset_0-15 <hex 0x0-0xffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex OxO-Oxffffffff> |
offset_16-31 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
OxO-Oxffffffff> |
offset_32-47 <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
OxO-Oxffffffff> |
offset_48-63 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
OxO-Oxffffffff> |
offset_64-79 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
Ox0-Oxffffffff>} | ipv6

{class | flowlabel| source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask>} ]

delete cpu access_profile [profile_id <value 1-5> |all ]
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config cpu access_profile profile_id <value 1-5>
[add access_id <value 1-100>
[ethernet
{vlan <vlan_name 32> | source_mac <macaddr 000000000000-ffffffffffff> |
destination_mac <macaddr 000000000000-ffffffffffff> |
802.1p <value 0-7> | ethernet_type <hex 0x0-Oxffff>}
lip
{vlan <vlan_name 32> | source_ip <ipaddr> | destination_ip <ipaddr> | dscp <value
0-63> |
[ icmp {type <value 0-255> | code <value 0-255>} |
igmp {type <value 0-255>} |
tep{src_port <value 0-65535> | dst_port <value 0-65535> |
urg | ack | psh|rst|syn|fin}|
udp {src_port <value 0-65535> | dst_port <value 0-65535>} |
protocol_id <value 0 - 255> {user_define <hex 0x0-Oxffffffff>} ] }
| packet_content
{offset_0-15 <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex
OxO-Oxffffffff> |
offset_16-31 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
Ox0-Oxffffffff>|
offset_32-47 <hex 0x0-Oxffffffff> <hex OxO0-Oxffffffff> <hex OxO-Oxffffffff> <hex
Ox0-Oxffffffff>|
offset_48-63 <hex 0x0-0xffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
Ox0-Oxffffffff>|
offset_64-79 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex
Ox0-Oxffffffff> }
|ipv6
{class <value 0-255> | flowlabel <hex 0x0-Oxfffff>|
source_ipv6 <ipvb6addr> | destination_ipv6 <ipv6addr>} |
port [<portlist>| all ] [ permit | deny] {time_range <range_name 32>}

| delete access_id <value 1-100> ]

show cpu access_profile {profile_id <value 1-5>}

enable cpu_interface_filtering

disable cpu_interface_filtering
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75-1 create access_profile profile_id

Purpose
To create access list rules.
Format
create access_profile profile_id <value 1-200>
[ ethernet
{ vlan | source_mac <macmask 000000000000-ffffffffffff> |
destination_mac <macmask 000000000000-ffffffffffff> |
802.1p | ethernet_type} | ip
{vlan

source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp |
[icmp {type |code} |igmp {type} |

tcp {src_port_mask <hex 0x0-0xffff> | dst_port_mask(<hex 0x0-0xffff> |
flag_mask [ all | {urg | ack | psh]| rst| syn | fin}] } |

udp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff>} |
protocol_id_mask <hex 0x0-Oxff> {user_define_mask <hex 0x0-Oxffffffff>}]}

| packet_content_mask

{offset_chunk_1 <value 0-31> <hex Ox0-Oxffffffff>

offset_chunk_2 <value 0-31> <hex Ox0-Oxffffffff>

offset_chunk_3 <value 0-31> <hex Ox0-Oxffffffff>

offset_chunk_4 <value 0-31> <hex Ox0-Oxffffffff>} | ipv6

{class | flowlabel | source_ipv6_mask<ipvémask> | destination_ipv6_mask <ipvémask>} |
Description
This command is used to create access list rules.

Note: Please see the Appendix section entitled “Mitigating ARP Spoofing Attacks Using Packet Content

ACL" for a configuration example and further information.

Parameters
Parameters Description

vian Specify a VLAN mask.
source_mac Specify the source MAC mask.
destination_mac Specify the destination MAC mask.
802.1p Specify 802.1p priority tag mask.
ethernet_type Specify the Ethernet type mask.
vlan Specify a VLAN mask.
source_ip_mask Specify an IP source submask.
destination_ip_mask |Specify an IP destination submask.
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dscp Specify the DSCP mask.
icmp Specify that the rule applies to icmp traffic.
type Specify the ICMP packet type.
code Specify the ICMP code.
igmp Specify that the rule applies to IGMP traffic.
type Specify the IGMP packet type
tcp Specify that the rule applies to TCP traffic.
src_port_mask Specify the TCP source port mask.
dst_port_mask Specify the TCP destination port mask.
flag_mask Specify the TCP flag field mask.
udp Specify that the rule applies to UDP traffic.

src_port_mask  |Specify the UDP source port mask.

dst_port_mask [Specify the UDP destination port mask.

protocol_id_mask

Specify the protocol id mask.

user_define_mask |Specify the L4 part mask.

packet_content_mask

Specify the frame content mask. There are a maximum of four offsets
that can be configured. Each offset presents four bytes, the range of a
mask of a frame is 32 bytes (eight offsets) in the first eighty bytes of

frame.

offset

Specify the mask pattern offset of frame.

offset_chunk_1,
offset_chunk_2,
offset_chunk_3,
offset_chunk_4

Specify the frame content offset and mask. Up to four trunk offset and
masks in maximum can be configured. A trunk mask presents 4 bytes.
Four offset chunks can be selected out from 32 predefined offset chunks

as described below:

chunkO | chunkl | chunk2 | ...... chunk29 | chunk30 | chunk31

B126, B2, B6, | ...... B114, B118, B122,

B127, B3, B7, B115, B119, B123,

BO, B4, B8, B116, B120, B124,

Bl B5 B9 B117 B121 B125
Example:

offset_chunk_1 0 Oxffffffff will match packet byte offset 126,127,0,1
offset_chunk_1 0 0x0000ffff will match packet byte offset 0,1

Note: Only one packet content mask profile can be created.

class

Specify the IPv6 class mask.

flowlabel

Specify the IPv6 flow label mask.

source_ipv6_mask

Specify the IPv6 source IP mask.

destination_ipv6_mask

Specify the IPv6 destination IP mask.
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Restrictions

Only Administrator-level users can issue this command. The Switch supports a maximum of 200 profiles.

Example

To create access list rules:

DGS-3200-10:4#create access_profile profile_id 100 ethernet vlan source_mac FF-F
F-FF-FF-FF-FF destination_mac 00-00-00-FF-FF-FF 802.1p ethernet_type
Command: create access_profile profile_id 100 ethernet vlan source_mac FF-FF-FF-

FF-FF-FF destination_mac 00-00-00-FF-FF-FF 802.1p ethernet_type

Success.

DGS-3200-10:4#

DGS-3200-10:4#create access_profile profile_id 101 ip vlan source_ip_mask 255.25

5.255.255 destination_ip_mask 255.255.255.0 dscp icmp

Command: create access_profile profile_id 101 ip vlan source_ip_mask 255.255.255

.255 destination_ip_mask 255.255.255.0 dscp icmp

Success.

DGS-3200-10:4#

75-2 delete access_profile
Purpose

To delete access list rules.

Format

delete access_profile [profile_id <value 1-200> | all]

Description

This command is used to delete access list rules.

Parameters
Parameters Description
profile_id Specify the index of access list profile.
all Specify the whole access list profile to delete.
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Restrictions

Only Administrator-level users can issue this command. The Switch supports a maximum of 200 access
entries. The delete access_profile command can only delete the profile which is created by the ACL

module.

Example

To delete access list rules:

DGS-3200-10:4#delete access_profile profile_id 10

Command: delete access_profile profile_id 10

Success.

DGS-3200-10:4#

75-3 config access_profile
Purpose

To configure access list entries.

Format

config access_profile profile_id <value 1-200> [add access_id [auto_assign | <value 1-200>]

[ethernet
{vlan <vlan_name 32> | source_mac <macaddr 000000000000-ffffffffffff> |
destination_mac <macaddr 000000000000-ffffffffffff> | 802.1p <value 0-7> | ethernet_type
<hex 0x0-0xffff>}

lip
{vlan <vlan_name 32> | source_ip <ipaddr> | destination_ip <ipaddr> | dscp <value
0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> | dst_port <value 0-65535> | urg | ack | psh | rst|syn | fin } |
udp {src_port <value 0-65535> | dst_port <value 0-65535>} | protocol_id <value O - 255>
{user_define <hex Ox0-Oxffffffff>}]}

| packet_content
{offset_chunk_1 <hex 0x0-Oxffffffff> | offset_chunk_2 <hex Ox0-Oxffffffff> |
offset_chunk_3 <hex 0x0-0xffffffff> | offset_chunk_4 <hex 0x0-Oxffffffff>}

| ipv6
{class <value 0-255> | flowlabel <hex 0x0-0xfffff>| source_ipv6 <ipv6addr> |
destination_ipv6 <ipv6addr>}] port [<portlist> | all] [permit { priority <value 0-7>
{replace_priority} | replace_dscp <value 0-63> | rx_rate [no_limit| <value 1-15625>] |

counter [enable | disable]} | mirror | deny] {time_range <range_name 32>} | delete
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access_id <value 1-200>]
Description
This command is used to configure access list entries.

Note: Please see the Appendix section entitled “Mitigating ARP Spoofing Attacks Using Packet Content

ACL" for a configuration example and further information.

Parameters
Parameters Description
profile_id Specify the index of the access list profile.
access_id Specify the index of the access list entry. The range of this value is 1 to 200.
vlan Specify a VLAN name.
source_mac Specify the source MAC.

destination_mac |Specify the destination MAC.

802.1p Specify the value of 802.1p priority tag, the value can be

configured between 0 to 7.

ethernet_type Specify the Ethernet type.

vlan Specify a VLAN name.

source_ip Specify an IP source address.

destination_ip |Specify an IP destination address.

dscp Specify the value of DSCP, the value can be configured from O to
63.
icmp Specify that the rule applies to ICMP traffic.

type Specify the ICMP packet type.
code Specify the ICMP packet code.

igmp Specify that the rule applies to IGMP traffic.

type Specify the IGMP packet type.

tcp src_por |Specify that the TCP source port.
t

dst_por |Specify the TCP destination port.
t
flag Specify the TCP flag fields .

udp src_por |Specify the UDP source port.
t

dst_por |Specify the UDP destination port.
t

protocol_id Specify the Protocol ID.

user_define |Specify the L4 part value.
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offset_chunk_1, |Specify the content of the trunk to be monitored
offset_chunk_2,
offset_chunk_3,

offset_chunk_4

class Specify the IPv6 class value.
flowlabel Specify the IPv6 flow label value.
source_ipv6 Specify the IPv6 source IP value.

destination_ipv6 |Specify the IPv6 destination IP value.

permit Specify the packets that match the access profile are permit by the switch.

priority Specify the packets that match the access profile are remap the 802.1p priority tag
field by the switch.

replace_priority |Specify the packets that match the access profile remarking the 802.1p priority tag
field by the switch.

rx_rate Specify the limitation of the receive data rate.

replace_dscp |Specify the DSCP of the packets that match the access profile are modified according

to the value.

counter Specify whether the counter feature will be enabled or disabled. The Counter feature
is used to record the number of packets matching the Access Rule. For example if
you create an Ethernet ACL that permits the source MAC address of
00-00-00-00-00-01 access to the Switch and a 1000 packets with the source MAC
address of 00-00-00-00-00-01 is received by the Switch, the counter values will be
1000, to indicate that the ACL has matched 1000 packets.

This is optional. The default is disabled.

deny Specify the packets that match the access profile are filtered by the switch.

time_range Specify the name of this time range entry.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure an access list entry:

DGS-3200-10:4#config access_profile profile_id 101 add access_id 1 ip vlan defau
It source_ip 20.2.2.3 destination_ip 10.1.1.252 dscp 3 icmp port 1 permit
Command: config access_profile profile_id 101 add access_id 1 ip vlan default so

urce_ip 20.2.2.3 destination_ip 10.1.1.252 dscp 3 icmp port 1 permit

Success.

DGS-3200-10:4#
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75-4 show access_profile
Purpose

To display the current access list table.

Format

show access_profile {profile_id <value 1-200>}

Description

This command is used to display the current access list table.

Parameters
Parameters Description
profile_id Specify the index of the access list profile. If no parameters are
specified, all access list profile entries will be displayed.

Restrictions

None.

Example

To display the current access list table:

DGS-3200-10:4#show access_profile

Command: show access_profile

Access Profile Table

Total Unused Rule Entries:199

Total Used Rule Entries :1

Access Profile ID: 100

Owner : ACL

MASK Option

VLAN Source MAC Destination MAC 802.1P
FF-FF-FF-FF-FF-FF 00-00-00-FF-FF-FF

Unused Entries: 200
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Access Profile ID: 101 Type : IP

Owner : ACL

MASK Option

VLAN Source IP MASK Dst. IP MASK DSCP ICMP
255.255.255.255 255.255.255.0

Access ID : 1 Mode: Permit RX Rate(64Kbps): no_limit
Ports 1
default 20.2.2.3 10.1.1.0 3

Unused Entries: 199

DGS-3200-10:4#

75-5 config time_range
Purpose

To configure the range of time to activate a function on the switch.

Format
config time_range <range_name 32> [ hours start_time < hh:mm:ss >end_time< hh:mm:ss >
weekdays <daylist> | delete]
Description
This command is used to define a specific range of time to activate a function on the Switch by specifying
which time range in a day and which days in a week are covered in the time range. Note that the specified
time range is based on SNTP time or configured time. If this time is not available, then the time range will
not be met.
Parameters
Parameters Description
range_name Specify the name of the time range settings.
start_time Specify the starting time in a day. (24-hr time)
For example, 19:00 means 7PM. 19 is also acceptable. start_time must be
smaller than end_time.
end_time Specify the ending time in a day. (24-hr time)
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weekdays Specify the list of days contained in the time range. Use a dash to define a
period of days. Use a comma to separate specific days. For example,
mon-fri (Monday to Friday)

sun, mon, fri (Sunday, Monday and Friday)

delete Deletes a time range profile. When a time range profile has been associated

with ACL entries, the deletion of this time range profile will fail.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the range of time to activate a function on the switch:

DGS-3200-10:4#config time_range testdaily hours start_time 12:0:0 end_time 13:0:
0 weekdays mon, fri
Command: config time_range testdaily hours start_time 12:0:0 end_time 13:0:0 wee

kdays mon, fri

Success.

DGS-3200-10:4#

75-6 show time_range
Purpose

To display current access list table.

Format

show time_range

Description

This command is used to display current time range settings.

Parameters

None.

Restrictions

None.

Example

To display current time range setting:
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DGS-3200-10:4#show time_range

Command: show time_range

Time Range Information

Range Name :  testdaily
Weekdays : Mon,Fri

Start Time : 12:00:00
End Time : 13:00:00

Total Entries :1

DGS-3200-10:4#

75-7 create cpu access_profile
Purpose

To create CPU access list rules.

Format

create cpu access_profile profile_id <value 1-5>
[ ethernet
{ vlan | source_mac <macmask 000000000000-ffffffffffff> |
destination_mac <macmask 000000000000-ffffffffffff> | 802.1p | ethernet_type}
lip
{vlan | source_ip_mask <netmask> | destination_ip_mask <netmask> |
dscp | [icmp {type | code} | igmp {type } |
tep {src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-Oxffff> |
flag_mask [ all | {urg | ack | psh | rst | syn|fin}] } |
udp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff>} |
protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex Ox0-Oxffffffff>}]}
| packet_content_mask
{offset_0-15 <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> |
offset_16-31 <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex OxO-Oxffffffff> <hex OxQ-Oxffffffff> |
offset_32-47 <hex Ox0-0xffffffff> <hex OxO-Oxffffffff> <hex OxQ-Oxffffffff> <hex OxQ-Oxffffffff> |
offset_48-63 <hex Ox0-0xffffffff> <hex Ox0-Oxffffffff> <hex OxO0-Oxffffffff> <hex OxQ-Oxffffffff> |
offset_64-79 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxOQ-Oxffffffff>}
|ipv6

{class | flowlabel| source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask>}]
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Description

This command is used to create CPU access list rules.

Parameters
Parameters Description

vlan Specify a VLAN mask.
source_mac Specify the source MAC mask.
destination_mac Specify the destination MAC mask.
802.1p Specify 802.1p priority tag mask.
ethernet_type Specify the Ethernet type mask.
source_ip_mask Specify an IP source submask.

destination_ip_mask |Specify an IP destination submask.

dscp Specify the DSCP mask.

icmp Specify that the rule applies to ICMP traffic.
type Specify the ICMP packet type.
code Specify the ICMP code.

igmp Specify that the rule applies to IGMP traffic.
type Specify the IGMP packet type

tcp Specify that the rule applies to TCP traffic.

src_port_mask Specify the TCP source port mask.

dst_port_mask Specify the TCP destination port mask.

flag_mask Specify the TCP flag field mask.

udp Specify that the rule applies to UDP traffic.

src_port_mask  |Specify the UDP source port mask.

dst_port_mask [Specify the UDP destination port mask.

protocol_id_mask Specify the Protocol ID mask.

user_define_mask |Specify the L4 part mask

packet_content_mask |Specify the packet content mask.

offset_0-15 |Specify the mask for packet bytes 0-15.

offset_16-31 |Specify the mask for packet bytes 16-31.

offset_32-47 |Specify the mask for packet bytes 32-47.

offset_48-63 |Specify the mask for packet bytes 48-63.

offset_64-79 |Specify the mask for packet bytes 64-79.

class Specify the IPv6 class mask.
flowlabel Specify the IPv6 flow label mask.
source_ipv6_mask Specify the IPv6 source IP mask.

destination_ipv6_mask|Specify the IPv6 destination IP mask.
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Restrictions

Only Administrator-level users can issue this command. The Switch supports a maximum of five CPU

profiles to be configured.

Example

To create CPU access list rules:

DGS-3200-10:4#create cpu access_profile profile_id 1 ethernet vlan

Command: create cpu access_profile profile_id 1 ethernet vlan

Success.

DGS-3200-10:4#create cpu access_profile profile_id 2 ip source_ip_mask 255.255.2

55.255

Command: create cpu access_profile profile_id 2 ip source_ip_mask 255.255.255.25

5

Success.

DGS-3200-10:4#

75-8 delete cpu access_profile
Purpose

To delete CPU access list rules.

Format

delete CPU access_profile [profile_id <value 1-5>| all]

Description

This command is used to delete CPU access list rules.

Parameters
Parameters Description
profile_id Specify the index of access list profile.
all Specify the whole access list profile to delete.

Restrictions

Only Administrator-level users can issue this command. The Switch supports a maximum of 500 access

entries. This command can only delete the profile which is created by the CPU ACL module.
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Example

To delete access list rules:

DGS-3200-10:4#delete cpu access_profile profile_id 3

Command: delete cpu access_profile profile_id 3

Success.

DGS-3200-10:4#

75-9 config cpu access_profile
Purpose

To configure a CPU access list entry.

Format

config cpu access_profile profile_id <value 1-5>
[add access_id <value 1-100>
[ethernet
{vlan <vlan_name 32> | source_mac <macaddr 000000000000-ffffffffffff> |
destination_mac <macaddr 000000000000-ffffffffffff> |
802.1p <value 0-7> | ethernet_type <hex 0x0-Oxffff>}
lip
{vlan <vlan_name 32> | source_ip <ipaddr> | destination_ip <ipaddr> | dscp <value 0-63> |
[ icmp {type <value 0-255> | code <value 0-255>} |
igmp {type <value 0-255>} |
tcp{src_port <value 0-65535> | dst_port <value 0-65535> | urg | ack | psh | rst | syn | fin } |
udp {src_port <value 0-65535> | dst_port <value 0-65535>} |
protocol_id <value 0 - 255> {user_define <hex Ox0-Oxffffffff>}] }
| packet_content
{offset_0-15 <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> |
offset_16-31 <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff>|
offset_32-47 <hex 0x0-Oxffffffff> <hex OxO0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff>|
offset_48-63 <hex 0x0-0xffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff>|
offset_64-79 <hex 0x0-0xffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex
OxO-Oxffffffff>}
|ipv6
{class <value 0-255> | flowlabel <hex 0x0-Oxfffff>|
source_ipv6 <ipv6addr> | destination_ipv6 <ipv6addr>} |

port [<portlist>| all ] [ permit | deny] {time_range <range_name 32>}
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| delete access_id <value 1-100>]

Description

This command is used to configure CPU access list entries.

Parameters
Parameters Description
profile_id Specify the index of CPU access list profile.
access_id Specify the index of an access list entry. The range of this value is 1 to 100.

vlian

Specify a VLAN name.

source_mac

Specify the source MAC.

destination_ma

Cc

Specify the destination MAC.

802.1p

Specify the value of 802.1p priority tag, the value can be

configured between 0 and 7.

ethernet_type

Specify the Ethernet type.

source_ip

Specify an IP source address.

destination_ip

Specify an IP destination address.

dscp Specify the value of DSCP, the value can be configured from
0 to 63.

icmp Specify that the rule applies to ICMP traffic.
type |Specify the ICMP packet type.
code |Specify the ICMP packet code.

igmp Specify that the rule applies to IGMP traffic.
type Specify the IGMP packet type.

tcp src_port |Specify the TCP source port.
dst_port |Specify the TCP destination port.
flag Specify the TCP flag fields.

udp src_port |Specify the UDP source port.
dst_port |Specify the UDP destination port.

protocol_id Specify the Protocol ID.

user_define |Specify the L4 part value.

packet_content

offset_0-15 |Specify the value for packet bytes 0-15.

offset_16-31 |Specify the value for packet bytes 16-31.

offset_32-47 |Specify the value for packet bytes 32-47.

offset_48-63 |Specify the value for packet bytes 48-63.

offset_64-79 |Specify the value for packet bytes 64-79.

class

Specify the IPv6 class value.
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flowlabel Specify the IPv6 flow label value.

source_ipv6 Specify the IPv6 source IP value.

destination_ipv |Specify the IPv6 destination IP value.

6
permit Specify the packets that match the access profile are permitted by the switch.
deny Specify the packets that match the access profile are filtered by the switch.

time_range Specify the name of this time range entry.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure access list entry:

DGS-3200-10:4#config cpu access_profile profile_id 1 add access_id 1 ethernet vale
an default port 1-3 deny
Command: config cpu access_profile profile_id 1 add access_id 1 ethernet vlan de

fault port 1-3 deny

Success.

DGS-3200-10:4#

75-10 show cpu access_profile
Purpose

To display the current CPU access list table.

Format

show cpu access_profile {profile_id <value 1-5>}

Description

This command is used to display the current CPU access list table.

Parameters
Parameters Description
profile_id Specify the index of a CPU access list profile. If no parameters are
specified, all CPU access list profile entries will be displayed.

Restrictions

None.
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Example

To display the current CPU access list table:

DGS-3200-10:4#show cpu access_profile

Command: show cpu access_profile

CPU Interface Filtering State: Disabled

CPU Interface Access Profile Table

Total Unused Rule Entries:499

Total Used Rule Entries :1

Access Profile ID: 1 Type : Ethernet

MASK Option

VLAN

Access ID : 1 Mode: Deny
Ports : 1-3

default

Unused Entries: 99

Access Profile ID: 2 Type : 1P

MASK Option
Source 1P MASK
255.255.255.255

Unused Entries: 100

DGS-3200-10:4#
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75-11 enable cpu_interface_filtering
Purpose

To enable CPU interface filtering.

Format

enable cpu_interface_filtering

Description

This command is used to enable CPU interface filtering.

Parameters

None.

Restrictions

None.

Example

To enable CPU interface filtering:

DGS-3200-10:4#enable cpu_interface_filtering

Command: enable cpu_interface_filtering

Success.

DGS-3200-10:4#

75-12 disable cpu_interface_filtering
Purpose

To disable CPU interface filtering.

Format

disable cpu_interface_filtering

Description

This command is used to disable CPU interface filtering.

Parameters

None.
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Restrictions

None.

Example

To disable CPU interface filtering:

DGS-3200-10:4#disable cpu_interface_filtering

Command: disable cpu_interface_filtering

Success.

DGS-3200-10:4#
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XI1l. Packet Control

The Packet Control section includes the following chapter: Packet Storm.

76 Packet Storm Command List

config traffic control [ <portlist> | all] {broadcast [enable | disable] | multicast [enable | disable] | unicast
[enable | disable] | action [drop | shutdown] | threshold <value 512-1024000> | countdown [<min 0> |

<min 3-30> | disable] [time_interval <sec5-600>}

config traffic control auto_recover_time [<min 0> | <min 1-65535>]

config traffic control log state [enable | disable]

config traffic trap [none|storm_occurred|storm_cleared|both]

show traffic control{ <portlist>}

76-1 config traffic control

Purpose

To configure broadcast/multicast/unicast packet storm control. A software mechanism is provided to
monitor the traffic rate in addition to the hardware storm control mechanism. If the traffic rate is too high,

this port will be shut down.

Format

config traffic control [ <portlist>| all] {broadcast [enable | disable] | multicast [enable | disable] |
unicast [enable | disable] | action [drop | shutdown] | threshold <value 512-1024000> | countdown

[<min 0> | <min 3-30> | disable] [time_interval <sec5-600>}
Description
This command is used to configure broadcast/multicast/unicast storm control. Broadcast storm control

commands provides H/MW storm control mechanism only, and these packet storm control commands

include HW and S/W mechanisms to provide shutdown, recovery, and trap notification functions.

Parameters
Parameters Description
<portlist> Specify a range of ports to be configured.
all
broadcast Enable or disable broadcast storm control.
multicast Enable or disable multicast storm control.
unicast Enable or disable unknown unicast packet storm control (only support
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drop action).

action

There are two actions to take for storm control, shutdown and drop.
The former is implemented in S/W, and the latter is implemented in
H/W. If a user chooses shutdown, he needs to configure threshold,

countdown, and time_interval as well.

threshold

The upper threshold at which the specified storm control will turn on.
The <value 512-1024000> is the number of broadcast/multicast kbit
per second received by the switch that will trigger the storm traffic

control measure. Must be an unsigned integer.

countdown

<min 3-30> - The timer for shutdown mode. If a port enters the
shutdown Rx state and this timer runs out, the port will be shutdown
forever. The parameter is not applicable if “drop” (mode) is specified
for the “action” parameter.

<min 0> - 0 disables the forever state, meaning that the port will not
enter the shutdown forever state.

disable - Disable the countdown timer. When the action is shutdown
and countdown time is disabled, when the switch detects a storm, it
will directly shutdown the port.

The default value is 0.

time_interval

The sampling interval of received packet counts. The possible
value will be 5 to 600 seconds. This parameter is meaningless for

dropping packets is selected as action.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure traffic control and state:

Success.

DGS-3200-10:4#

time_interval 10

DGS-3200-10:4#config traffic control 1-10 broadcast enable action shutdown
threshold 512 time_interval 10

Command: config traffic control 1-10 broadcast enable action shutdown threshold 512
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76-2 config traffic control auto_recover_time
Purpose

To configure the traffic auto recover time that allowed for a port to recover from shutdown forever status.

Format

config traffic control auto_recover_time [<min 0> | <min 1-65535>]

Description

This command is used to configure the traffic auto recover time that allowed for a port to recover from
shutdown forever status. The time allowed for auto recovery from shutdown for a port. The default value is
0, so no auto recovery is possible; the port remains in shutdown forever mode. This requires manual entry
of the CLI command config ports [ <portlist> | all ] state enable to return the port to a forwarding state.

The default value is 0, which means disable auto recover mode, shutdown forever.

Parameters
Parameters Description
<min 0> Specify the time to be 0 to disable auto recovery function, and the
port remains shut down forever.
<min 1-65535> Enter the automatic recovery time between 1 and 65535 minutes.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the auto recover time to 5 minutes:

DGS-3200-10:4# config traffic control auto_recover_time 5

Command: config traffic control auto_recover_time 5

Success.

DGS-3200-10:4#

76-3 config traffic control log state
Purpose

To configure the traffic control log state.

Format

config traffic control log state [enable | disable]
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Description

This command is used to configure the traffic control log state. When the log state is enabled, traffic control
states are logged when a storm occurs and when a storm is cleared. If the log state is disabled, traffic
control events are not logged.

The log state is only applicable for shutdown mode. Since shutdown mode only support broadcast and
multicast storm control, doesn’t support unicast storm control. The log only generate for broadcast and

multicast storm control.

Parameters
Parameters Description
enable Specify that traffic control state will be logged when a storm
occurs.
disable Specify that the traffic control state will be disabled.

Restrictions

Only Administrator-level users can issue this command.

Examples

To configure the traffic log state on the Switch:

DGS-3200-10:4# config traffic control log state enable

Command: config traffic control log state enable

Success.

DGS-3200-10:4#

76-4 config traffic trap
Purpose

To configure a traffic control trap.

Format

config traffic trap [none|storm_occurred|storm_cleared|both]

Description

This command is used to configure whether storm control natification will be generated or not while

traffic storm events are detected by a SW traffic storm control mechanism.

Note: A traffic control trap is active only when the control action is configured as shutdown. If the
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control action is drop there will no traps issue while storm event is detected.

Parameters
Parameters Description

none No notification will be generated when storm event is detected or
cleared.

storm_occurred A natification will be generated when a storm event is detected.

storm_cleared A natification will be generated when a storm event is cleared.

both A notification will be generated both when a storm event is detected
and cleared.

Restrictions
Only Administrator-level users can issue this command.

Examples

To configure a traffic control trap:

DGS-3200-10:4#config traffic trap both

Command: config traffic trap both

Success.

DGS-3200-10:4#

76-5 show traffic control
Purpose

To display current traffic control settings.

Format
show traffic control{ <portlist>}
Description
This command is used to display current traffic control settings.
Parameters
Parameters Description
portlist Specify a range of ports to be shown. If no parameter is specified, the

system will display all port packet storm control configurations.

Restrictions

None.
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Examples

To display the packet storm control setting:

DGS-3200-10:4#show traffic control

Command: show traffic control

Traffic Control Trap : [None]
Traffic Control Log : Enabled

Traffic Control Auto Recover Time: 5 Minutes

Port Thres Broadcast Multicast Unicast Action Count Time Shutdown
hold Storm Storm Storm down Interval Forever

1 512 Enabled Disabled Disabled shutdown O 10

2 512 Enabled Disabled Disabled shutdown 0O 10

3 512 Enabled Disabled Disabled shutdown O 10

4 512 Enabled Disabled Disabled shutdown O 10

5 512 Enabled Disabled Disabled shutdown O 10

6 512 Enabled Disabled Disabled shutdown O 10

7 512 Enabled Disabled Disabled shutdown 0O 10

8 512 Enabled Disabled Disabled shutdown 0O 10

9 512 Enabled Disabled Disabled shutdown 0O 10

10 512 Enabled Disabled Disabled shutdown 0 10

DGS-3200-10:4#
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XIV.

OAM

The OAM section includes the following chapter: Ethernet OAM and DULD.

77 Ethernet OAM Command List

config ethernet_oam ports [<portlist> | all] [mode [active | passive] | state [enable | disable] |

link_monitor [error_symbol {threshold <range 0-4294967295> | window <millisecond 1000-60000> |

notify _state [enable | disable]} | error_frame {threshold <range 0-4294967295> | window

<millisecond 1000-60000> | notify_state [enable | disable]} | error_frame_seconds {threshold <range

1-900> | window <millisecond 10000-900000> | notify_state [enable | disable]} | error_frame_period
{threshold <range 0-4294967295> | window <number 148810-100000000> | notify_state [enable |

disable]}] | critical_link_event [dying_gasp | critical_event] notify_state [enable | disable] |

remote_loopback [start | stop] | received_remote_loopback [process | ignore]]

show ethernet_oam ports {<portlist>} [status |configuration | statistics |event_log {index

<value_list>}]

clear ethernet_oam ports [<portlist> | all] [event_log | statistics]

77-1 config ethernet_oam ports

Purpose

Format

To configure Ethernet OAM.

config ethernet_oam ports [<portlist> | all] [mode [active | passive] | state [enable | disable] |
link_monitor [error_symbol {threshold <range 0-4294967295> | window <millisecond 1000-60000> |
notify_state [enable | disable]} | error_frame {threshold <range 0-4294967295> | window
<millisecond 1000-60000> | notify_state [enable | disable]} | error_frame_seconds {threshold
<range 1-900> | window <millisecond 10000-900000> | notify_state [enable | disable]} |
error_frame_period {threshold <range 0-4294967295> | window <number 148810-100000000> |
notify_state [enable | disable]}] | critical_link_event [dying_gasp | critical_event] notify_state

[enable | disable] | remote_loopback [start | stop] | received_remote_loopback [process | ignore]]

Description

This command is used to configure Ethernet OAM. The parameter to configure port Ethernet OAM mode
operates in active or passive mode. The following two actions are allowed by ports in active mode, but
disallowed by ports in passive mode: Initiate OAM discovery and start or stop remote loopback. Note:

When a port is OAM-enabled, changing the OAM mode will cause the OAM discovery to be re-started.
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The command used to enable or disable port's Ethernet OAM function. The parameter enabling a port's
OAM wiill cause the port to start OAM discovery. If a port’s is active, it initiates the discovery. Otherwise it
reacts to the discovery received from peer. Disabling a port's OAM will cause the port to send out a dying
gasp event to peers and then disconnect the established OAM link.

The link monitoring parameter is used to configure port Ethernet OAM link monitoring error symbols. The
link monitoring function provides a mechanism to detect and indicate link faults under a variety of
conditions. OAM monitors the statistics on the number of frame errors as well as the number of coding
symbol errors. When the number of symbol errors is equal to or greater than the specified threshold in a
period and the event notification state is enabled, it generates an error symbol period event to notify the
remote OAM peer. The Ethernet OAM link monitoring error frames parameter provides a mechanism to
detect and indicate link faults under a variety of conditions. OAM monitors the counter on the number of
frame errors as well as the number of coding symbol errors. When the number of frame errors is equal to
or greater than the specified threshold in a period and the event notification state is enabled, it generates
an error frame event to notify the remote OAM peer.

The link event parameter configures the capability of the Ethernet OAM critical link event. If the capability
for an event is disabled, the port will never send out the corresponding critical link event. The command is
used to configure the client to process or to ignore the received Ethernet OAM remote loopback command.
In remote loopback mode, all user traffic will not be processed. Ignoring the received remote loopback

command will prevent the port from entering remote loopback mode.

Parameters
Parameters Description

portlist Used to specify a range of ports or all ports to be configured.

mode Specify to operate in either active mode or passive mode The
default mode is active.

state Specify to enable or disable the OAM function. The default state is
disabled.

link_monitor Used to detect and indicate link faults under a variety of conditions.

error_symbol

Used to generate an error symbol period event to notify the remote

OAM peer.

threshold Specify the number of symbol errors in the period that is required to
be equal to or greater than in order for the event to be generated.
window The range is 1000 to 60000 ms. The default value is 1000ms.

notify_state

Specify to enable or disable the event notification. The default state

is enable.

error_frame

Specify the error frame.

threshold

Specify the number of frame errors in the period that is required to

be equal to or greater than in order for the event to be generated.
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window

The range is 1000 to 60000 ms .the default value is 1000ms.

notify_state

Specify to enable or disable the event notification. The default state

is enable.

error_frame_seconds

Specify error fram time.

threshold Specify the number of error frame seconds in the period is required
to be equal to or greater than in order for the event to be generated.
window Specify the period of error frame seconds summary event. The

range is 10000ms-900000ms and the default value is 60000 ms.

notify_state

Specify to enable or disable the event naotification. The default state

is enable.

error_frame_period

Specify Ethernet OAM link monitoring error frame period.

threshold Specify the number of error frame seconds in the period that is
required to be equal to or greater than in order for the event to be
generated.

window Specify the period of error frame period event. The period is

specified by a number of received frames. The range for this setting
is 148810 to 100, 000, 000. The default value is 1488100 frames.

notify_state

Specify to enable or disable the event naotification. The default state

is enable.

critical_link_event

Specify Ethernet OAM critical link event.

dying_gasp

An unrecoverable local failure condition has occurred.

critical_event

An unspecified critical event has occurred.

notify_state

Specify to enable or disable the event notification. The default state

is enabled.

remote_loopback

If start is specified, it will request the peer to change to the remote
loopback mode. If stop is specified, it will request the peer to change

to the normal operation mode.

received_remote_loopback

Specify whether to process or to ignore the received Ethernet OAM

remote loopback command The default method is ignore.

Restrictions

Example

Only Administrator-level users can issue this command.

To configure Ethernet OAM on ports 1 to 2 in active mode:
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DGS-3200-10:4# config ethernet_oam ports 1-2 mode active

Command: config ethernet_oam ports 1-2 mode active

Success.

DGS-3200-10:4#

To enable Ethernet OAM on port 1:

DGS-3200-10:4# config ethernet_oam ports 1 state enable

Command: config ethernet_oam ports 1 state enable

Success.

DGS-3200-10:4#

To configure the error symbol threshold to 2 and period to 1000ms for port 1:

DGS-3200-10:4# config ethernet_oam ports 1 link_monitor error_symbol threshold 2
window 1000 notify_state enable
Command: config ethernet_oam ports 1 link_monitor error_symbol threshold 2 window

1000 notify_state enable

Success.

DGS-3200-10:4#

To configure the error frame threshold to 2 and period to 1000 ms for port 1:

DGS-3200-10:4# config ethernet_oam ports 1 link_monitor error_frame threshold 2
window 1000 notify_state enable
Command: config ethernet_oam ports 1 link_monitor error_frame threshold 2 window

1000 notify_state enable

Success.

DGS-3200-10:4#
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To configure the error frame seconds threshold to 2 and period to 10000 ms for port 1:

DGS-3200-10:4# config ethernet_oam ports 1 link_monitor error_frame_seconds
threshold 2 window 10000 notify_state enable
Command: config ethernet_oam ports 1 link_monitor error_frame_seconds threshold 2

window 10000 notify_state enable

Success.

DGS-3200-10:4#

To configure the error frame threshold to10 and period to 1000000 ms for port 1:

DGS-3200-10:4# config ethernet_oam ports 1 link_monitor error_frame_period
threshold 10 window 1000000 notify_state enable
Command: config ethernet_oam ports 1 link_monitor error_frame_period threshold 10

window 1000000 notify_state enable

Success.

DGS-3200-10:4#

To configure a dying gasp event for port 1:

DGS-3200-10:4# config ethernet_oam ports 1 critical_link_event dying_gasp
notify_state enable
Command: config ethernet_oam ports 1 critical_link_event dying_gasp notify_state

enable

Success.

DGS-3200-10:4#

To start remote loopback on port 1:

DGS-3200-10:4# config ethernet_oam ports 1 remote_loopback start

Command: config ethernet_oam ports 1 remote_loopback start

Success.

DGS-3200-10:4#
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To configure the method of processing the received remote loopback command as “process” on port 1:

DGS-3200-10:4# config ethernet_oam ports 1 received_remote_loopback process

Command: config ethernet_oam ports 1 received_remote_loopback process

Success.

DGS-3200-10:4#

77-2 show ethernet_oam ports
Purpose

To display Ethernet OAM information.

Format

show ethernet_oam ports {<portlist>} [status |configuration | statistics |event_log {index

<value_list>}]

Description

This command is used to display Ethernet OAM information, including status, configuration, statistics, and
event log, on specified ports.
The status information includes:
(1) OAM administration status: enabled or disabled.
(2) OAM operation status. It maybe the below value:
e Disable: OAM is disabled on this port.
e LinkFault: The link has detected a fault and is transmitting OAMPDUs with a link fault
indication.
e PassiveWait: The port is passive and is waiting to see if the peer device is OAM capable.
e ActiveSendLocal: The port is active and is sending local information.
¢ SendLocalAndRemote: The local port has discovered the peer but has not yet accepted or
rejected the configuration of the peer.
e SendLocalAndRemoteOk: The local device agrees the OAM peer entity.
e PeeringlLocallyRejected: The local OAM entity rejects the remote peer OAM entity.
e PeeringRemotelyRejected: The remote OAM entity rejects the local device.
e Operational: The local OAM entity learns that both it and the remote OAM entity have
accepted the peering.
e NonOperHalfDuplex: Since Ethernet OAM functions are not designed to work completely
over half-duplex port. This value indicates Ethernet OAM is enabled but the port is in

half-duplex operation.
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(3) OAM mode: passive or active.
(4) Maximum OAMPDU size: The largest OAMPDU that the OAM entity supports. OAM entities exchange
maximum OAMPDU sizes and negotiate to use the smaller of the two maximum OAMPDU sizes between
the peers.
(5) OAM configuration revision: The configuration revision of the OAM entity as reflected in the latest
OAMPDU sent by the OAM entity. The config revision is used by OAM entities to indicate that configuration
changes have occurred, which might require the peer OAM entity to re-evaluate whether OAM peering is
allowed.
(6) OAM mode change.
(7) OAM Functions Supported: The OAM functions supported on this port. These functions include:
e Unidirectional: It indicates that the OAM entity supports the transmission of OAMPDUSs on
links that are operating in unidirectional mode (traffic flowing in one direction only).
e Loopback: It indicates that the OAM entity can initiate and respond to loopback commands.
e Link Monitoring: It indicates that the OAM entity can send and receive Event Notification
OAMPDUSs.
e Variable: It indicates that the OAM entity can send and receive variable requests to monitor
the attribute value as described in the IEEE 802.3 Clause 30 MIB.
The event log displays Ethernet OAM event log information. The switch can buffer 1000 event logs. The
event log is different from sys-log as it provides more detailed information than sys-log. Each OAM event

will be recorded in both OAM event log and syslog.

Parameters
Parameters Description

<portlist> Specify the range of ports to display.
status Specify to display the Ethernet OAM status.
configuration Specify to display the Ethernet OAM configuration.
statistics Specify to display Ethernet OAM statistics.
event_log Specify to display the Ethernet OAM event log information.
index Specify an index range to display.

Restrictions

None.

Example

To display Ethernet OAM statistics information for port 1:
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DGS-3200-10:4# show ethernet_oam ports 1 statistics

Command: show ethernet_oam ports 1 statistics

Information OAMPDU TX : 0
Information OAMPDU RX

o

Unique Event Notification OAMPDU TX
Unique Event Notification OAMPDU RX
Duplicate Event Notification OAMPDU TX:
Duplicate Event Notification OAMPDU RX:
Loopback Control OAMPDU TX
Loopback Control OAMPDU RX
Variable Request OAMPDU TX
Variable Request OAMPDU RX
Variable Response OAMPDU TX
Variable Response OAMPDU RX
Organization Specific OAMPDUs TX
Organization Specific OAMPDUs RX
Unsupported OAMPDU TX
Unsupported OAMPDU RX

O 0o o © © o 0o o o o o © © o o

Frames Lost Due To OAM

DGS-3200-10:4#

77-3 clear ethernet_oam ports
Purpose

To clear Ethernet OAM information.

Format

clear ethernet_oam ports [<portlist> | all] [event_log | statistics]
Description

This command is used to clear Ethernet OAM information.
Parameters

Parameters Description
<portlist> Specify a range of Ethernet OAM ports to be cleared.
all Specify to clear all Ethernet OAM ports.
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event_log Specify to clear Ethernet OAM event log information.

statistics Specify to clear Ethernet OAM statistics.

Restrictions

Only Administrator-level users can issue this command.

Example

To clear port 1 OAM statistics:

DGS-3200-10:4#clear ethernet_oam ports 1 statistics

Command: clear ethernet_oam ports 1 statistics

Success.

DGS-3200-10:4#

To clear port 1 OAM events:

DGS-3200-10:4# admin#clear ethernet_oam ports 1 event_log

Command: clear ethernet_oam ports 1 event_log

Success.

DGS-3200-10:4#
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78 D-Link Unidirectional Link Detection (DULD) Command List

config duld ports [<portlist> | all ] {state [enable | disable] | mode [shutdown | normal] |

discovery_time <sec 5-65535>}

show duld ports {<portlist>}

78-1 config duld ports
Purpose

To configure unidirectional link detection on ports.

Format
config duld ports [<portlist> | all ] {state [enable | disable] | mode [shutdown | normal] |
discovery_time <sec 5-65535>}

Description
The command is used to configure unidirectional link detection on ports. Unidirectional link detection
provides discovery mechanism based on 802.3ah to discovery its neighbor. If the OAM discovery can

complete in configured discovery time, it concludes the link is bidirectional. Otherwise, it starts detecting

task to detect the link status.

Parameters
Parameters Description

portlist Specify a range of ports.

state Specify these ports unidirectional link detection status.
The default state is disabled.

mode shutdown - if any unidirectional link is detected, disable the port
and log an event.
normal - only log an event when a unidirectional link is detected.

discovery_time Specify these ports neighbor discovery time. If OAM discovery
cannot complete in the discovery time, the unidirectional link
detection will start. The default discovery time is 5 seconds.

Restrictions

Only Administrator-level users can issue this command.

Examples

To enable unidirectional link detection on port 1:
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DGS-3200-10:4# config duld ports 1 state enable

Commands: config duld ports 1 state enable

Success.

DGS-3200-10:4#

78-1 show duld
Purpose

To show unidirectional link detection information.

Format

show duld ports {<portlist>}
Description

This command is used to show unidirectional link detection information.
Parameters

Parameters Description
<portlist> Specify a range of ports to display. If not specified, all ports will be
displayed.

Restrictions

None.

Examples

To show ports 1-4 unidirectional link detection information:

DGS-3200-10:4#show duld ports 1-4

Commands: show duld ports 1-4

port Admin State Oper Status Mode Link Status Discovery Time(Sec)
1 Enabled Enabled Shutdown Bidirectional 5
2 Enabled Enabled Normal RX Fault 5
3 Enabled Enabled Normal TX Fault 5
4 Disabled Disabled Normal Unknown 5
5 Enabled Enabled Normal Link Down 5

DGS-3200-10:4#
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Appendix A - Mitigating ARP Spoofing Attacks Using

Packet Content ACL

How Address Resolution Protocol works

In the process of ARP, PC A will first issue an ARP request to query PC B’'s MAC address. The network structure is

shown in Figure 1.

Figure 1

0020 5C01-3333
10.10.10.3

00-205C01-44 44
10.10.10.4

Who is 10.10.10.27

‘ oo-Z205Cc01-11-1

Fort 1

10.10.10.1

00-205C01-22-22

10.10.10.2

Sender

Target

In the meantime, PC A’'s MAC address will be written into the “Sender HW Address” and its IP address will be written

into the “Sender Protocol Address” in the ARP payload. As PC B's MAC address is unknown, the “Target H/W

Address” will be “00-00-00-00-00-00,” while PC B'’s IP address will be written into the “Target Protocol Address,”

shown in Table 1.

Table 1. ARP Payload

H/W

Type

Protocol

Type

H/W Protocol | Operation Sender
Address | Address H/W Address
Length Length
ARP 00-20-5C-01-11-11
request

Sender
Protocol
Address

10.10.10.1

Target
H/W Address

00-00-00-00-00-00

Target
Protocol

Address

10.10.10.2

The ARP request will be encapsulated into an Ethernet frame and sent out. As can be seen in Table 2, the “Source

Address” in the Ethernet frame will be PC A’'s MAC address. Since an ARP request is sent via broadcast, the

“Destination address” is in a format of Ethernet broadcast (FF-FF-FF-FF-FF-FF).

Table 2. Ethernet Frame Format

Destination
Address

FF-FF-FF-FF-FF-FF

Source Address
00-20-5C-01-11-11

Ether-Type

ARP

FCS
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When the switch receives the frame, it will check the “Source Address” in the Ethernet frame’s header. If the address

is not in its Forwarding Table, the switch will learn PC A’'s MAC and the associated port into its Forwarding Table.

Portl  00-20-5C-01-11-11

In addition, when the switch receives the broadcasted ARP request, it will flood the frame to all ports except the source

port, port 1 (see Figure 2).

Figure 2

Who is 10.10.10.2?

. Who is 10.10.10.2? 5

00-20-5C-01-33-33  Port3 __:'0"1 00-20-5C-01-11-11

10.10.10.3 oy ﬁ‘ borp | 10.10.10.1
00-20-5C-01-44-44 00-20-5C-01-22-22
10.10.10.4 10.10.10.2

When the switch floods the frame of ARP request to the network, all PCs will receive and examine the frame but only

PC B will reply the query as the destination IP matched (see Figure 3).

Figure 3
. Who is 10.10.10.27% >
| —_— - Sender
00-205C01-33-33 Port 3 | Port1 00-205C01-11-11
st
10.10.10.3 10.10.10.1
. Port 4 Paort 2
= Target
00-205C-01-44-44 I am 10.10.10.2 00-205C-01-22-22
10.10.10.4 10.10.10.2
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When PC B replies to the ARP request, its MAC address will be written into “Target H/W Address” in the ARP payload
shown in Table 3. The ARP reply will be then encapsulated into an Ethernet frame again and sent back to the sender.
The ARP reply is in a form of Unicast communication.

Table 3. ARP Payload

H/W | Protocol H/W Protocol | Operation Sender Sender Target Target
Type Type Address | Address H/W Address Protocol H/W Address Protocol
Length Length Address Address
ARP reply | 00-20-5C-01-11-11 10.10.10.1 | 00-20-5C-01-22-22 10.10.10.2

When PC B replies to the query, the “Destination Address” in the Ethernet frame will be changed to PC A’'s MAC
address. The “Source Address” will be changed to PC B's MAC address (see Table 4).

Table 4. Ethernet Frame Format

Destination Address Source Address Ether-Type ARP FCS
00-20-5C-01-11-11 00-20-5C-01-22-22

The switch will also examine the “Source Address” of the Ethernet frame and find that the address is not in the

Forwarding Table. The switch will learn PC B’s MAC and update its Forwarding Table.

Forwarding Table

Portl  00-20-5C-01-11-11
Port2  00-20-5C-01-22-22
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How ARP Spoofing Attacks a Network

ARP spoofing, also known as ARP poisoning, is a method to attack an Ethernet network which may allow an attacker
to sniff data frames on a LAN, modify the traffic, or stop the traffic altogether (known as a Denial of Service — DoS
attack). The principle of ARP spoofing is to send the fake, or spoofed ARP messages to an Ethernet network.
Generally, the aim is to associate the attacker's or random MAC address with the IP address of another node (such as
the default gateway). Any traffic meant for that IP address would be mistakenly re-directed to the node specified by the
attacker.

IP spoofing attack is caused by Gratuitous ARP that occurs when a host sends an ARP request to resolve its own IP

address. Figure 4 shows a hacker within a LAN to initiate ARP spoofing attack.

Figure 4
P 10.10.10.3 Internet
MAC: 00-20-5C-01-33-33
. IP: 10.10.10.254
> MAC: 00-20-5C-01-54-54
» | DNS server
IP: 10.10.10.253
P 10.10.10.1 |_Pori3
""" oriey MAC: 00-20-5C-01-53-53

MMAC: 00-20-5C-01-11-11 i .
Port1l Port2

. y .

Hacker

IP: 1010102

A wrong ARP entry spreads over MAC: 00-20-50-01-22-22

the network to spoof all PCs

In the Gratuitous ARP packet, the “Sender protocol address” and “Target protocol address” are filled with the same
source IP address itself. The “Sender H/W Address” and “Target H/W address” are filled with the same source MAC
address itself. The destination MAC address is the Ethernet broadcast address (FF-FF-FF-FF-FF-FF). All nodes within
the network will immediately update their own ARP table in accordance with the sender's MAC and IP address. The

format of Gratuitous ARP is shown in the following table.
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Table 5

Ethernet Header

Gratuitous ARP

B
— — ~ N
Destination Source Ethernet | H\W Type | Protocol | H/MW | Protocol | Operation | Sender HW Sender Target HW Target
Address Address Type Type |Address| Address Address Protocol Address Protocol
Length | Length Address Address
(6-byte) (6-byte) (2-byte)  |(2-byte)  |(2-byte) |(1-byte) |(1-byte) |(2-byte) (6-byte) (4-byte)  |(6-byte) (4-byte)
FF-FF-FF-FF-FF-FF  |00-20-5C-01-11-11 |0806 ARP relay 00-20-5C-01-11-11  (10.10.10.254 |00-20-5C-01-11-11  (10.10.10.254

A common DoS attack today can be done by associating a nonexistent or any specified MAC address to the IP

address of the network’s default gateway. The malicious attacker only needs to broadcast one Gratuitous ARP to the

network claiming it is the gateway so that the whole network operation will be turned down as all packets to the

Internet will be directed to the wrong node.

Likewise, the attacker can either choose to forward the traffic to the actual default gateway (passive sniffing) or modify

the data before forwarding it (man-in-the-middle attack). The hacker cheats the victim PC that it is a router and cheats

the router that it is the victim. As can be seen in Figure 5 all traffic will be then sniffed by the hacker but the users will

not discover.

Figure 5

User A uses this "{

(Attacker MAC)

MAC address

Attacker
Flan in the middle
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Prevent ARP Spoofing via Packet Content ACL

D-Link managed switches can effectively mitigate common DoS attacks caused by ARP spoofing via a unique
Package Content ACL.

For the reason that basic ACL can only filter ARP packets based on packet type, VLAN ID, Source, and Destination
MAC information, there is a need for further inspections of ARP packets. To prevent ARP spoofing attack, we will
demonstrate here via using Packet Content ACL to block the invalid ARP packets which contain faked gateway’'s MAC

and IP binding.

Example topology

A

1P:10:90.90.90
MAC: 01:02:03:04:05:06 —

IP: 10.90.90.100
MAC: 00:00:00:00:CD:EF

A X

/' CD:EF <. 0c0c0c0d0d0d A
10.90.90.90 is at 0c0c0c0d0d0d

T —

IP: 10.90.90.110
MAC: Oc:0c:0c:0d:0d:0d

Configuration

The configuration logic is as follows:
1. Only if the ARP matches Source MAC address in Ethernet, Sender MAC address and Sender IP address in ARP
protocol can pass through the switch. (In this example, it is gateway’s ARP.)

2. The switch will deny all other ARP packets which claim they are from the gateway’s IP.

The design of Packet Content ACL enables users to inspect any offset_chunk. An offset_chunk is a 4-byte block in a
HEX format which is utilized to match the individual field in an Ethernet frame. Each profile is allowed to contain up to a
maximum of four offset_chunks. Furthermore, only one single profile of Packet Content ACL can be supported per
switch. In other words, up to 16 bytes of total offset_chunks can be applied to each profile and a switch. Therefore, a

careful consideration is needed for planning and configuration of the valuable offset_chunks.
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In Table 6, you will notice that the Offset_ChunkO starts from the 127" byte and ends at the 128" byte. It also can be

found that the offset_chunk is scratched from 1 but not zero.

Table 6. Chunk and Packet Offset
Offset Offset = Offset
Chunk3 Chunk7 Chunk8
127 3 7 11 15 19 27 31 35 39 43 47 51 55 59
128 4 8 12 16 20 28 32 36 40 44 48 52 56 60
1 5 9 13 17 21 29 33 37 41 45 49 53 57 61
2 6 10 14 18 22 30 34 38 42 46 50 54 58 62
63 67 71 75 79 83 87 91 95 99 103 | 107 | 111 | 115 119 123
64 68 72 76 80 84 88 92 96 100 | 104 | 108 | 112 | 116 120 124
65 69 73 77 81 85 89 93 97 101 | 105 | 109 | 113 | 117 121 125
66 70 74 78 82 86 90 94 98 102 | 106 | 110 | 114 | 118 122 126
The following table indicates a completed ARP packet contained in Ethernet frame which is the pattern for the
calculation of packet offset.
Table 7. A Completed ARP Packet Contained in an Ethernet Frame
Ethernet Header ARP
A /\
r N —
Destination| Source Address |Ethernet| H/MW |Protocol| H/MW |Protocol | Operation | Sender |Sender Protocol| Target | Target
Address Type Type Type |Address |Address HW Address HW | Protocol
Length | Length Address Address | Address
(6-byte) (6-byte) (2-byte) |(2-byte) |(2-byte) |(1-byte) |(1-byte) |(2-byte) (6-byte) |(4-byte) (6-byte) |(4-byte)
010203040506 |0806 Oa5ab5a5a
(10.90.90.90)
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Stepl

Step2

Step3

Step4

Step5

Command

Description

create access_profile profile_id 1 ethernet source_mac

FF-FF-FF-FF-FF-FF ethernet_type

Create access profile 1
To match Ethernet Type and Source MAC

address.

config access_profile profile_id 1 add access_id 1
ethernet source_mac 01-02-03-04-05-06
ethernet_type 0x806

port 1-12 permit

Configure access profile 1
Only if the gateway’'s ARP packet that contains
the correct Source MAC in Ethernet frame can

pass through the switch.

create access_profile profile_id 2 profile_name 2

packet_content_mask

offset chunk_ 1 3 Ox0000FFFF
Ethernet Type(2-byte)
offset_ chunk 2 7 OXOOO(MZ(F_FJ
Sdr IP(First 2-byte)

offset_ chunk_ 3 8 QxFFEF0000
Sdr IP(Last 2-byte)

Create access profile 2

The first Chunk starts from Chunk 3: mask for
Ethernet Type (Blue in Table 6: 13" & 14" bytes)
The second Chunk starts from Chunk 7: mask for
Sender IP (First 2-byte) in ARP packet (Green in
Table-6: 29" & 30" bytes)

The third Chunk starts from Chunk 8: mask for
Sender IP (Last 2-byte) in ARP packet (Brown in
Table-6: 31% & 32™ bytes)

config access_profile profile_id 2 add access_id 1
packet_content
0x00000806
Ethernet Type(2-byte): ARP
offset_chunk_2 OXOOOMYSA
Sdr IP(First 2-byte): 10.90
\0X5A5A0000
Sdr IP(Last 2-byte): 90.90
port 1-12 deny

offset_chunk_1

offset_chunk_3

Configure access profile 2
The rest the ARP packets whose Sender IP claim

they are the gateway’s IP will be dropped.

Save

Save config
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Appendix B - Password Recovery Procedure

This chapter describes the procedure for resetting passwords on D-Link Switches. Authenticating any user who tries to
access networks is necessary and important. The basic authentication method used to accept qualified users is
through a local login, utilizing a Username and Password. Sometimes, passwords get forgotten or destroyed, so
network administrators need to reset these passwords. This chapter explains how the Password Recovery feature can
help network administrators reach this goal.

The following steps explain how to use the Password Recovery feature on D-Link devices to easily recover
passwords.

Complete these steps to reset the password:

1. For security reasons, the Password Recovery feature requires the user to physically access the device.
Therefore this feature is only applicable when there is a direct connection to the console port of the device.
It is necessary for the user needs to attach a terminal or PC with terminal emulation to the console port of

the switch.

2. Power on the Switch. After the runtime image is loaded to 100%, the Switch will allow 2 seconds for the
user to press the hotkey ["] (Shift + 6) to enter the “Password Recovery Mode.” Once the Switch enters

the “Password Recovery Mode,” all ports on the Switch will be disabled.

Boot Procedure V1.00.B006
Power On Self Test ... ... e e e e e e e e e e e eeee e eee 100%
MAC Address : 00-19-5B-EC-32-15
H/W Version o A2
Please wait, loading V1.50.B008 Runtime image.............. 00 %

The switch is now entering Password Recovery Mode:

The switch is currently in Password Recovery Mode.

>

3. In the “Password Recovery Mode” only the following commands can be used.
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Command

Parameters

reset config

{force_agree}

This command resets the whole configuration back to the default

values.

reboot

{force_agree}

This command exits the Reset Password Recovery Mode and restarts
the switch. A confirmation message will be displayed to allow the user

to save the current settings.

reset account

The reset account command deletes all the previously created

accounts.

reset password

{<username>}

The reset password command resets the password of the specified
user. If a username is not specified, the passwords of all users will be

reset.

show account

The show account command displays all previously created

accounts.
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Appendix C - System Log Entries

The following table lists all possible entries and their corresponding meanings that will appear in the System Log of this

Switch.
Category Event Description Log Information Severity Remark
System System started up System started up Critical
"by console" and "IP"; <ipaddr>,
Configuration saved to MAC: <macaddr>" are XOR
Configuration saved | flash by ) shown in log string, which means
Informational | ) )
to flash console(Username: if user login by console, there will
<username>) no IP and MAC information for
logging.
System log saved to "by console"and "IP"; <ipaddr>,
flash by console MAC: <macaddr>" are XOR
System log saved to | (Username: ) shown in log string, which means
Informational | ) )
flash <username>, IP: if user login by console, there will
<ipaddr>, MAC: no IP and MAC information for
<macaddr>) logging.
Configuration and log "by console" and "IP"; <ipaddr>,
saved to flash by MAC: <macaddr>" are XOR
Configuration and log | console (Username: ) shown in log string, which means
Informational | ) )
saved to flash <username>, IP: if user login by console, there will
<ipaddr>, MAC: no IP and MAC information for
<macaddr>) logging.
) ) Left side fan <fanID> - For DGS3200-16 and
Left side fan failed _ Critical
failed DGS3200-24 only
Left side fan Left side fan <fanID> Critical For DGS3200-16 and
ritical
recovered recovered DGS3200-24 only
Internal Power failed | Internal Power failed Critical For DGS3200-24 only
Internal Power is Internal Power is -
Critical For DGS3200-24 only
recovered recovered
Redundant Power Redundant Power -
) . Critical For DGS3200-24 only
failed failed
Redundant Power is | Redundant Power is -
] . Critical For DGS3200-24 only
working working
Firmware upgraded Firmware upgraded ) “by console" and "IP": <ipaddr>,
Up/Down-load Informational

successfully by

successfully by

MAC: <macaddr>" are XOR
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console

console(Username:
<username>, IP:

<ipaddr>)

shown in log string, which means
if user login by console, will no IP

and MAC information for logging

Firmware upgrade

Firmware upgrade was

unsuccessful by

“by console" and "IP": <ipaddr>,

MAC: <macaddr>" are XOR

was unsuccessful

by console was

was unsuccessful console! (Username: Warning shown in log string, which means
by console <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Configuration
"by console" and "IP"; <ipaddr>,
Configuration successfully
MAC: <macaddr>" are XOR
successfully downloaded by console ) . . .
Informational shown in log string, which means
downloaded by (Username: ) ) .
if user login by console, will no IP
console <username>, IP: . . .
_ and MAC information for logging
<ipaddr>)
) _ Configuration download "by console" and "IP"; <ipaddr>,
Configuration
was unsuccessful by MAC: <macaddr>" are XOR
download was ) . . .
console! (Username: Warning shown in log string, which means
unsuccessful by ) ) .
<username>, IP: if user login by console, will no IP
console . . . .
<ipaddr>) and MAC information for logging
Configuration
"by console" and "IP": <ipaddr>,
) _ successfully uploaded
Configuration MAC: <macaddr>" are XOR
by console (Username: ) _ _ _
successfully Informational shown in log string, which means
<username>, IP:
uploaded by console if user login by console, will no IP
<ipaddr>, MAC:
and MAC information for logging
<macaddr>)
Configuration upload _
"by console" and "IP": <ipaddr>,
was unsuccessful by
Configuration upload MAC: <macaddr>" are XOR
console! (Username:
was unsuccessful Warning shown in log string, which means
<username>, IP:
by console if user login by console, will no IP
<ipaddr>, MAC:
and MAC information for logging
<macaddr>)
Log message "by console" and "IP": <ipaddr>,
Log message successfully uploaded MAC: <macaddr>" are XOR
successfully by console (Username: | Informational shown in log string, which means
uploaded by console | <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Log message upload | Log message upload ) "by console" and "IP": <ipaddr>,
Warning

MAC: <macaddr>" are XOR
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by console

unsuccessful!
(Username:
<username>, IP:

<ipaddr>)

shown in log string, which means
if user login by console, will no IP

and MAC information for logging

Firmware upgraded

Firmware upgraded

successfully by

“by console" and "IP": <ipaddr>,

MAC: <macaddr>" are XOR

by web

<username>, IP:
<ipaddr>, MAC:

<macaddr>)

Web(Username: Informational shown in log string, which means
successfully by web ) ) _
<username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Firmware upgrade “by console" and "IP": <ipaddr>,
Firmware upgrade was unsuccessful by MAC: <macaddr>" are XOR
was unsuccessful Web! (Username: Warning shown in log string, which means
by web <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Configuration
"by console" and "IP": <ipaddr>,
successfully
Configuration MAC: <macaddr>" are XOR
downloaded by Web
successfully Informational shown in log string, which means
(Username: ) ) _
downloaded by web if user login by console, will no IP
<username>, IP:
. and MAC information for logging
<ipaddr>)
Configuration download
"by console" and "IP": <ipaddr>,
by Web was
Configuration MAC: <macaddr>" are XOR
unsuccessful by Web! ) _ _ _
download was Warning shown in log string, which means
(Username: ) ) _
unsuccessful by web if user login by console, will no IP
<username>, IP:
. and MAC information for logging
<ipaddr>)
Configuration
"by console" and "IP": <ipaddr>,
) _ successfully uploaded
Configuration MAC: <macaddr>" are XOR
by web (Username: ) _ _ _
successfully Informational shown in log string, which means
<username>, IP:
uploaded by web . if user login by console, will no IP
<ipaddr>, MAC: _ _ _
and MAC information for logging
<macaddr>)
Configuration upload .
"by console" and "IP"; <ipaddr>,
] . was unsuccessful by
Configuration upload MAC: <macaddr>" are XOR
Web! (Username: ) . . .
was unsuccessful Warning shown in log string, which means

if user login by console, will no IP

and MAC information for logging
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Log message

Log message

successfully uploaded

"by console" and "IP": <ipaddr>,

MAC: <macaddr>" are XOR

successfully by web (Username: Informational shown in log string, which means
uploaded by web <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Log message upload "by console" and "IP": <ipaddr>,
Log message upload | was unsuccessful by MAC: <macaddr>" are XOR
was unsuccessful Web! (Username: Warning shown in log string, which means
by web <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Firmware upgraded “by console" and "IP": <ipaddr>,
. successfully Telnet MAC: <macaddr>" are XOR
Firmware upgraded ) _ _ _
(Username: Informational shown in log string, which means
successfully by telnet ) ) _
<username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Firmware upgrade was “by console" and "IP"; <ipaddr>,
Firmware upgrade unsuccessful by MAC: <macaddr>" are XOR
was unsuccessful Telnet ! (Username: Warning shown in log string, which means
by telnet <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Configuration _
"by console" and "IP": <ipaddr>,
) _ successfully
Configuration MAC: <macaddr>" are XOR
downloaded by Telnet ) _ _ _
successfully Informational shown in log string, which means
(Username: ) ) _
downloaded by telnet if user login by console, will no IP
<username>, IP: _ _ _
. and MAC information for logging
<ipaddr>)
) _ Configuration download "by console" and "IP"; <ipaddr>,
Configuration
was unsuccessful by MAC: <macaddr>" are XOR
download was ) . . .
Telnet! (Username: Warning shown in log string, which means
unsuccessful by ) ) .
I <username>, IP: if user login by console, will no IP
telnet
<ipaddr>) and MAC information for logging
Configuration .
"by console" and "IP"; <ipaddr>,
] . successfully uploaded
Configuration MAC: <macaddr>" are XOR
by Telnet (Username: ) . . .
successfully Informational shown in log string, which means
<username>, IP: ] ] .
uploaded by telnet _ if user login by console, will no IP
<ipaddr>, MAC: . . .
and MAC information for logging
<macaddr>)
Configuration upload | Configuration upload Warning "by console" and "IP": <ipaddr>,

750




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

was unsuccessful

by telnet

was unsuccessful by
Telnet! (Username:
<username>, IP:
<ipaddr>, MAC:

<macaddr>)

MAC: <macaddr>" are XOR
shown in log string, which means
if user login by console, will no IP

and MAC information for logging

Log message

Log message

successfully uploaded

"by console" and "IP": <ipaddr>,

MAC: <macaddr>" are XOR

successfully

successfully uploaded

successfully by Telnet (Username: Informational shown in log string, which means
uploaded by telnet <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Log message upload "by console" and "IP": <ipaddr>,
Log message upload | was unsuccessful by MAC: <macaddr>" are XOR
was unsuccessful Telnet! (Username: Warning shown in log string, which means
by telnet <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Firmware upgraded “by console" and "IP"; <ipaddr>,
_ successfully SNMP MAC: <macaddr>" are XOR
Firmware upgraded ) . . .
(Username: Informational shown in log string, which means
successfully by snmp ) ) .
<username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Firmware upgrade was “by console" and "IP"; <ipaddr>,
Firmware upgrade unsuccessful by MAC: <macaddr>" are XOR
was unsuccessful SNMP ! (Username: Warning shown in log string, which means
by snmp <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Configuration _
"by console" and "IP": <ipaddr>,
) _ successfully
Configuration MAC: <macaddr>" are XOR
downloaded by ) _ _ _
successfully Informational shown in log string, which means
SNMP(Username: ) ) _
downloaded by snmp if user login by console, will no IP
<username>, IP: _ _ _
. and MAC information for logging
<ipaddr>)
] . Configuration download "by console" and "IP": <ipaddr>,
Configuration
was unsuccessful by MAC: <macaddr>" are XOR
download was ) _ _ _
SNMP! (Username: Warning shown in log string, which means
unsuccessful by ) ) _
<username>, IP: if user login by console, will no IP
snmp
<ipaddr>) and MAC information for logging
Configuration Configuration ) "by console" and "IP": <ipaddr>,
Informational

MAC: <macaddr>" are XOR
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uploaded by snmp

by SNMP (Username:
<username>, IP:
<ipaddr>, MAC:

<macaddr>)

shown in log string, which means
if user login by console, will no IP

and MAC information for logging

Configuration upload

Configuration upload
was unsuccessful by

SNMP! (Username:

"by console" and "IP"; <ipaddr>,
MAC: <macaddr>" are XOR

was unsuccessful Warning shown in log string, which means
<username>, IP: ] ] .
by snmp _ if user login by console, will no IP
<ipaddr>, MAC: , . .
and MAC information for logging
<macaddr>)
Log message "by console" and "IP": <ipaddr>,
Log message successfully uploaded MAC: <macaddr>" are XOR
successfully by SNMP (Username: Informational shown in log string, which means
uploaded by snmp <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
Log message upload "by console" and "IP"; <ipaddr>,
Log message upload | was unsuccessful by MAC: <macaddr>" are XOR
was unsuccessful SNMP! (Username: Warning shown in log string, which means
by snmp <username>, IP: if user login by console, will no IP
<ipaddr>) and MAC information for logging
_ Port <portNum> link up, ) link state, for ex: , 100Mbps FULL
Interface Port link up . Informational
<link state> duplex
Port <portNum> link
Port link down Informational
down
Link aggregation Group
Link aggregation %d (Interface: %d) link
Group up/Link aggregation Information
linkUp/linkDown Group %d (Interface:
%d) link down
Successful login
Successful login through Console ) There are no IP and MAC if login
Console Informational
through Console (Username: by console.
<username>)
o Login failed through o
Login failed through ) There are no IP and MAC if login
Console (Username: Warning
Console by console.
<username>)
Logout through Logout through ) There are no IP and MAC if login
Informational
Console Console (Username: by console.
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<username>)

Console session

Console session timed

There are no IP and MAC if login

. out (Username: Informational
timed out by console.
<username>)
Successful login
) through Web
Successful login )
Web (Username: Informational
through Web
<username>, IP:
<ipaddr>)
Login failed through
Login failed through Web (Username: )
Warning
Web <username>, IP:
<ipaddr>)
Logout through Web
(Username: )
Logout through Web Informational
<username>, IP:
<ipaddr>)
Successful login
) through Web (SSL)
Successful login )
(Username: Informational
through Web (SSL)
<username>, IP:
<ipaddr>)
Login failed through
Login failed through Web (SSL) (Username: )
Warning
Web (SSL) <username>, IP:
<ipaddr>)
Logout through Web
Logout through Web | (SSL) (Username: )
Informational
(SSL) <username>, IP:
<ipaddr>)
Web (SSL) session
Web (SSL) session timed out (Username: )
Informational
timed out <username>, IP:
<ipaddr>)
Successful login
Successful login through Telnet
Telnet Informational
through Telnet (Username:

<username>, IP:
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<ipaddr>)

Login failed through

Login failed through

Telnet (Username:

Warning
Telnet <username>, IP:
<ipaddr>)
Logout through Telnet
Logout through (Username: )
Informational
Telnet <username>, IP:
<ipaddr>)
Telnet session timed
Telnet session timed | out (Username: )
Informational
out <username>, IP:
<ipaddr>)
SNMP request received
SNMP request . )
) o from <ipAddress> with )
SNMP received with invalid | ) Informational
) _ invalid community
community string )
string!
Topology changed
(Instance: )
STP Topology changed Informational Detected Topology changed port
<InstancelD>
port:<portNum>)]
[CIST | MIST Regional]
New root selected
[([Instance: )
) root bridge MAC address and
New Root selected <InstancelD>] Root Informational o .
_ priority at the instance
bridge MAC:
<macaddr>
Priority :<value>)]
Spanning Tree Spanning Tree Protocol ]
] _ Informational
Protocol is enabled is enabled
Spanning Tree Spanning Tree Protocol )
o o Informational
Protocol is disabled is disabled
Possible spoofing
_ attack from IP:
Spoofing attack . .
DoS <ipAddress> MAC: Critical
enhance
<macAddress> port:
<portNum>
SSH Successful login Successful login Informational
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through SSH through SSH
(Username:
<username>, IP:

<ipaddr>)

Login failed through
Login failed through SSH (Username:

Warning
SSH <username>, IP:
<ipaddr>)
Logout through SSH
(Username: )
Logout through SSH Informational
<username>, IP:
<ipaddr>)
SSH session timed out
SSH session timed (Username: )
Informational
out <username>, IP:
<ipaddr>)
SSH server is
SSH server is enabled | Informational
enabled
SSH server is
) SSH server is disabled | Informational
disabled
Authentication Policy | Authentication Policy is )
AAA ) Informational
is enabled enabled (Module: AAA)
Authentication Policy | Authentication Policy is )
o _ Informational
is disabled disabled (Module: AAA)
Successful login
Successful login through Console
through Console authenticated by AAA )
_ Informational
authenticated by local method
AAA local method (Username:
<username>)

o Login failed through
Login failed through )
Console authenticated
Console )
_ by AAA local method Warning
authenticated by

(Username:
AAA local method
<username>)
Successful login Successful login
through Web through Web from Informational
authenticated by <userlP> authenticated
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AAA local method by AAA local method
(Username:

<username>)

Login failed failed

o through Web from
Login failed through
. <userlP> authenticated )
Web authenticated Warning

by AAA local method
by AAA local method
(Username:

<username>)

Successful login
through Web (SSL)

Successful login
from <userlP>

through Web (SSL)

authenticated by AAA Informational
authenticated by

local method
AAA local method

(Username:

<username>)

Login failed through
Login failed through Web (SSL) from

Web (SSL) <userlP> authenticated )
. Warning
authenticated by by AAA local method
AAA local method (Username:
<username>)
Successful login
Successful login through Telnet from
through Telnet <userlP> authenticated )
. Informational
authenticated by by AAA local method
AAA local method (Username:
<username>)

Login failed through
Telnet from <userlP>

_ authenticated by AAA )
Telnet authenticated Warning

Login failed through

local method
by AAA local method
(Username:
<username>)
Successful login Successful login
through SSH through SSH from ]
_ _ Informational
authenticated by <userlP> authenticated

AAA local method by AAA local method
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(Username:

<username>)

Login failed through
SSH from <userlP>

. authenticated by AAA )
SSH authenticated Warning

local method
by AAA local method

Login failed through

(Username:

<username>)

Successful login

Successful login through Console
through Console authenticated by AAA )
_ Informational
authenticated by none method
AAA none method (Username:
<username>)
Successful login
Successful login through Web from
through Web <userlP> authenticated )
. Informational
authenticated by by AAA none method
AAA none method (Username:
<username>)

Successful login
through Web (SSL)

Successful login
from <userIP>

through Web (SSL)
authenticated by
AAA none method

authenticated by AAA Informational
none method
(Username:

<username>)

Successful login

Successful login through Telnet from
through Telnet <userlP> authenticated )
. Informational
authenticated by by AAA none method
AAA none method (Username:
<username>)

Successful login

Successful login
through SSH from

through SSH
authenticated by
AAA none method

<userlP> authenticated | Informational
by AAA none method

(Username:
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<username>)

Successful login

through Console

Successful login
through Console

authenticated by AAA

There are no IP and MAC if login

_ Informational
authenticated by server <serverlP> by console.
AAA server (Username:

<username>)
o Login failed through
Login failed through )
Console authenticated o
Console ) There are no IP and MAC if login

. by AAA server Warning

authenticated by by console.
<serverlP> (Username:

AAA server
<username>)

o Login failed through

Login failed through
Console due to AAA

Console due to AAA )

_ server timeout or )
server timeout or . ] . Warning
) improper configuration
improper

) _ (Username:
configuration
<username>)
Successful login
Successful login through Web from
through Web <userlP> authenticated )

. Informational
authenticated by by AAA server
AAA server <serverlP> (Username:

<username>)
Login failed through
o Web from <userlP>
Login failed through )
_ authenticated by AAA )
Web authenticated Warning
server <serveriP>
by AAA server
(Username:
<username>)
Login failed through
Login failed through Web from <userlP>
Web due to AAA due to AAA server
server timeout or timeout or improper Warning
improper configuration
configuration (Username:
<username>)
Successful login Successful login Informational
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through Web (SSL)
authenticated by
AAA server

through Web(SSL) from
<userlP> authenticated
by AAA server

<serverlP> (Username:

<username>)

Login failed through

Login failed through
Web (SSL) from

Web (SSL) <userlP> authenticated ]
_ Warning
authenticated by by AAA server
AAA server <serverlP> (Username:
<username>)
Login failed through
Login failed through Web (SSL) from
Web (SSL) due to <userlP> due to AAA
AAA server timeout server timeout or Warning
or improper improper configuration
configuration (Username:
<username>)
Successful login
Successful login through Telnet from
through Telnet <userlP> authenticated )
. Informational
authenticated by by AAA server
AAA server <serverlP> (Username:
<username>)
Login failed through
o Telnet from <userlP>
Login failed through )
_ authenticated by AAA )
Telnet authenticated Warning
server <serveriP>
by AAA server
(Username:
<username>)
Successful login
Successful login through SSH from
through SSH <userlP> authenticated )
. Informational
authenticated by by AAA server
AAA server <serverlP> (Username:
<username>)
Successful Enable Successful Enable )
Informational

Admin through

Admin through Console
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Console
authenticated by
AAA local_enable

method

authenticated by AAA
local_enable method
(Username:

<username>)

Enable Admin failed

through Console

Enable Admin failed
through Console

authenticated by AAA

authenticated by Warning
local_enable method
AAA local_enable
(Username:
method
<username>)
Successful Enable
Successful Enable Admin through Web
Admin through Web | from <userIP>
authenticated by authenticated by AAA Informational
AAA local_enable local_enable method
method (Username:
<username>)
Enable Admin failed
Enable Admin failed
through Web from
through Web .
_ <userlP> authenticated )
authenticated by Warning
by AAA local_enable
AAA local_enable
method (Username:
method
<username>)
Successful Enable
Successful Enable Admin through Telnet
Admin through Telnet | from <userlP>
authenticated by authenticated by AAA Informational
AAA local_enable local_enable method
method (Username:
<username>)
Successful Enable
Successful Enable Admin through SSH
Admin through SSH | from <userIP>
authenticated by authenticated by AAA Informational
AAA local_enable local_enable method
method (Username:
<username>)
Enable Admin failed | Enable Admin failed Warning
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through SSH
authenticated by
AAA local_enable

method

through SSH from
<userlP> authenticated
by AAA local_enable
method (Username:

<username>)

Successful Enable

Successful Enable

Admin through Console

Admin through )
authenticated by AAA )
Console Informational
. none method
authenticated by
(Username:
AAA none method
<username>)
Successful Enable
Admin through Web
Successful Enable
) from <userlP>
Admin through Web ) )
. authenticated by AAA Informational
authenticated by
none method
AAA none method
(Username:
<username>)
Successful Enable
Admin through Web
Successful Enable
) (SSL) from <userlP>
Admin through Web ) )
_ authenticated by AAA Informational
(SSL) authenticated
none method
by AAA none method
(Username:
<username>)
Successful Enable
Admin through Telnet
Successful Enable
) from <userIP>
Admin through Telnet ) )
_ authenticated by AAA Informational
authenticated by
none method
AAA none method
(Username:
<username>)
Successful Enable
Successful Enable Admin through SSH
Admin through SSH | from <userlP> )
Informational

authenticated by
AAA none method

authenticated by AAA
none method

(Username:
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<username>)

Successful Enable

Successful Enable

Admin through Console

Admin through )
authenticated by AAA )
Console Informational
. server <server|P>
authenticated by
(Username:
AAA server
<username>)
Enable Admin failed
Enable Admin failed | through Console
through Console authenticated by AAA )
_ Warning
authenticated by server <serverlP>
AAA server (Username:
<username>)
Enable Admin failed
Enable Admin failed
through Console due to
through Console due .
AAA server timeout or )
to AAA server . ] . Warning
_ _ improper configuration
timeout or improper
) _ (Username:
configuration
<username>)
Successful Enable
Admin through Web
Successful Enable
) from <userIP>
Admin through Web ) )
_ authenticated by AAA Informational
authenticated by
server <serveriP>
AAA server
(Username:
<username>)
Enable Admin failed
Enable Admin failed | through Web from
through Web <userlP> authenticated )
. Warning
authenticated by by AAA server
AAA server <serverlP> (Username:
<username>)
o Enable Admin failed
Enable Admin failed
through Web from
through Web due to
_ <userlP> due to AAA )
AAA server timeout ) Warning
. server timeout or
or improper _ ) _
) . improper configuration
configuration

(Username:
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<username>)

Successful Enable

Successful Enable
Admin through Web
(SSL) from <userlP>

Admin through Web ) )
. authenticated by AAA Informational
(SSL) authenticated
server <serverlP>
by AAA server
(Username:
<username>)
Enable Admin failed
o through Web (SSL)
Enable Admin failed
from <userlP>
through Web (SSL) ) )
. authenticated by AAA Warning
authenticated by
server <serverlP>
AAA server
(Username:
<username>)
Enable Admin failed
Enable Admin failed | through Web (SSL)
through Web (SSL) from <userlP> due to
due to AAA server AAA server timeout or | Warning
timeout or improper improper configuration
configuration (Username:
<username>)
Successful Enable
Admin through Telnet
Successful Enable
) from <userIP>
Admin through Telnet ) )
_ authenticated by AAA Informational
authenticated by
server <serverlP>
AAA server
(Username:
<username>)
Enable Admin failed
Enable Admin failed | through Telnet from
through Telnet <userlP> authenticated )
. Warning
authenticated by by AAA server
AAA server <serverlP> (Username:
<username>)
Enable Admin failed | Enable Admin failed
through Telnet due to | through Telnet from Warning

AAA server timeout

<userlP> due to AAA
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or improper

configuration

server timeout or
improper configuration
(Username:

<username>)

Successful Enable
Admin through SSH

Successful Enable
Admin through SSH

from <userlP>

. authenticated by AAA Informational
authenticated by
server <serverlP>
AAA server
(Username:
<username>)
Enable Admin failed
Enable Admin failed | through SSH from
through SSH <userlP> authenticated )
_ Warning
authenticated by by AAA server
AAA server <serverlP> (Username:
<username>)
Enable Admin failed
Enable Admin failed | through SSH from
through SSH due to | <userlP> due to AAA
AAA server timeout server timeout or Warning
or improper improper configuration
configuration (Username:
<username>)
AAA server <serverlP> _
_ _ <protocol> is one of TACACS,
AAA server timed out | (Protocol: <protocol>) Warning
) . XTACACS, TACACS+, RADIUS
connection failed
AAA server <serverlP> _
AAA server ACK ) <protocol> is one of TACACS,
(Protocol: <protocol>) Warning
error ) XTACACS, TACACS+, RADIUS
response is wrong
AAA does not
_ AAA doesn't support )
support this ) o Informational
o this functionality
functionality
. Unauthenticated
Unauthenticated IP
. IP-MAC address and
IP-MAC-PORT address and discard _ )
o discarded by IP MAC Warning
Binding by IP MAC port o
o port binding (IP: <
binding

ipaddr > | < ipv6addr >,
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MAC: <macaddr>, Port

<portNum>)

Dynamic IMPB entry is

) conflict with static FDB
Dynamic IMPB entry )
(IP: <ipaddr > | <
is conflict with static Warning

ipv6addr >, MAC:
FDB

<macaddr>, Port

<portNum>)

Dynamic IMPB entry is
Dynamic IMPB entry | conflict with static ARP

is conflict with static (IP: <ipaddr>, MAC: Warning
ARP <macaddr>, Port
<portNum>)

Dynamic IMPB entry is

) conflict with staticllIMPB
Dynamic IMPB entry )
) o ) (IP: <ipaddr>| < )
is conflict with static . Warning

ipv6addr >, MAC:
IMPB

<macaddr>, Port

<portNum>)

Creating IMPB entry

Failed due to no ACL
Creating IMPB entry
rule available(IP: <
Failed due to no ACL | . Warning
ipaddr > | < ipv6addr >,

rule available
MAC: <macaddr>, Port
<portNum>)
Port enter IMPB Port <portNum> enter )
Warning
block state IMPB block state
Port <portNum>
Port recover from )
recover from IMPB Warning

IMPB block state
block state

Dynamic IMPB entry is
Dynamic IMPB entry | conflict with static
is conflict with static NDP(IP: <ipv6addr>, Warning

NDP MAC: <macaddr>, Port
<portNum>
IP and Management IP
IP Address change )
Password o address was changed Informational
activity
Changed by (Username:
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<username>,IP:<ipaddr

> MAC:<macaddr>)

Password was

changed by
Password change )
. (Username: Informational
activity _
<username>,IP:<ipaddr
> MAC:<macaddr>)
| Excution error Configuration had <int>
Dual
_ ) encountered druring | syntax error and <int> Warning
Configuration
system boot-up execute error
Safeguard Safeguard Engine is | Safeguard Engine )
) ) Informational
Engine in normal mode enters NORMAL mode
Safeguard Engine is | Safeguard Engine
in filtering packet enters EXHAUSTED Warning
mode mode
Port <portNum>
Broadcast strom ) )
Packet Storm Broadcast storm is Warning
occurrence .
occurring
Port <portNum>
Broadcast storm )
Broadcast storm has Informational
cleared
cleared
. Port <portNum>
Multicast storm ) ) )
Multicast storm is Warning
occurrence _
occurring
. Port <portNum>
Multicast storm ) )
Multicast storm has Informational
cleared
cleared
Port <portNum> is
Port shut down due )
currently shut down due | Warning
to a packet storm
to a packet storm
JWAC authenticated
When a client host user (Username:
JWAC authenticated <string>, IP: <ipaddr>, Informational
successful MAC: <macaddr>, Port:
<portNum>)
) JWAC unauthenticated
When a client host )
user (User Name: Warning

fails to authenticate

<string>, IP: <ipaddr>,
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MAC: <macaddr>, Port:

<portNum>)

When a client host

WAC authenticated

user (Username:

WAC authenticated <string>, IP: <ipaddr>, Informational
successful MAC: <macaddr>, Port:
<portNum>)
WAC unauthenticated
] user (User Name:
When a client host ) ) )
) ) <string>, IP: <ipaddr>, | Warning
fails to authenticate
MAC: <macaddr>, Port:
<portNum>)
Port <portNum> LBD
Loopback .
. Port loop occurred loop occurred. Port Critical
Detection
blocked.
Port loop detection Port <portNum> LBD
restarted after port recovered. Loop Informational
interval time detection restarted.
Port <portNum> VID
Port with VID loop wlanID> LBD loop -
Critical
occurred occurred. Packet
discard begun.
. Port <portNum> VID
Port with VID Loop
_ <vlaniD> LBD )
detection restarted Informational
) . recovered. Loop
after interval time _
detection restarted.
VID assigned from
RADIUS server after Parameters description:
RADIUS client is ipaddr: The IP address of the
_ RADIUS server
authenticated by . ) RADIUS server.
<ipaddr> assigned
RADIUS server vlanID: The VID of RADIUS
_ VID :<vlanID> to port ) )
RADIUS successfully .This Informational assigned VLAN.
_ _ <portNum> ) )
VID will be assigned unitiD: The unit ID.
) (account :<username>
to the port and this ) portNum: The port number.
port will be the VLAN Username: The user that is being
untagged port authenticated.
member.
Ingress bandwidth RADIUS server Informational Parameters description:
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assigned from
RADIUS server after
RADIUS client is
authenticated by
RADIUS server
successfully .This
Ingress bandwidth
will be assigned to

the port.

<ipaddr> assigned
ingress

bandwith :<ingressBan
dwidth> to port
<portNum> (account :

<username>)

ipaddr: The IP address of the
RADIUS server.
ingressBandwidth: The ingress
bandwidth of RADIUS assign.
unitiD: The unit ID.

portNum: The port number.
Username: The user that is being

authenticated.

Egress bandwidth
assigned from
RADIUS server after
RADIUS client is
authenticated by

RADIUS server
<ipaddr> assigned

egress

ipaddr: The IP address of the
RADIUS server.
egressBandwidth: The egress

bandwidth of RADIUS assign.

bandwith :<egressBand | Informational ) )
RADIUS server . unitlD: The unit ID.
_ width>to port
successfully .This portNum: The port number.
_ | <portNum> (account: o
egress bandwidth will Username: The user that is being
_ <username>) _
be assigned to the authenticated.
port.
802.1p default priority o
) Parameters description:
assigned from )
RADIUS server ipaddr: The IP address of the
RADIUS server after . )
o <ipaddr> assigned RADIUS server.
RADIUS client is o o
_ 802.1p default priority: Priority of RADIUS
authenticated by o o inf onal ]
riority:<priority> to nformationa assign.
RADIUS server priorty:<priority> ] J ]
_ port <portNum> unitlD: The unit ID.
successfully. This
o (account : portNum: The port number.
802.1p default priority . )
) _ <username>) Username: The user that is being
will be assigned to .
authenticated.
the port.
Parameters description:
ipaddr: The IP address of the
RADIUS server RADIUS server.
Failed to assign ACL | <ipaddr> assigns unitlD: The unit ID.
profiles/rules from <username> ACL Informational portNum: The port number.

RADIUS server.

failure at port

<portNum> (<string>)

Username: The user that is being
authenticated.
string: The failed RADIUS ACL

command string.
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802.1x Authentication

failure [for <reason> ]

stand-alone device port

802.1x from (Username: ) .
802.1x o _ Warning <portNum> stackable device Port:
Authentication failure | <username>, Port: .
<unitID:portNum>
<portNum>, MAC:
<macaddr>)
802.1x Authentication
success from .
802.1x stand-alone device port
o (Username: ) .
Authentication Informational <portNum> stackable device Port:
<username>, Port: .
success <unitID:portNum>
<portNum>, MAC:
<macaddr>)
Detected untrusted
Detect untrusted
DHCP server(IP: )
DHCP DHCP server IP _ Informational
<ipaddr>, Port:
address
<portNum>)
MAC-AC login
successful (MAC:
MAC-based ) )
Login OK <macaddr>, port: Informational
Access Control
<portNum>, VID:
<vlaniD>)
MAC-AC login rejected
) _ (MAC: <macaddr>, )
Login Fail Warning
port: <portNum>, VID:
<vlaniD>)
MAC-AC host aged out
(MAC: <macaddr>, )
Aged out Informational
port: <portNum>, VID:
<vlaniD>)
. New voice device
When a new voice
o ) detected (Port )
Voice VLAN device is detected in Informational
<portNum>, MAC
the port
<macaddr>)
When a port which is
in auto Voice VLAN Port < portNum > add )
- _ _ _ _ Informational
mode joins the Voice | into Voice VLAN <vid >
VLAN
When a port leaves Port < portNum > Informational
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the Voice VLAN and | remove from Voice
at the same time, no | VLAN <vid >

voice device is
detected in the aging
interval for that port,

the log message will

be sent
The port is Port:<portNumver> is )
DULD o o Information
unidirectional unidirection
_ . ] conflict ) .
Gratuitous ARP | ip conflict occure information

ip,mac,port,interface

LLDP-MED Topology
change detected (on

LLDP-MED Topology o .
LLDP port %d. chassis id: %d, | notice

change detected .
%s, port id: %d, %s,

device class: %d)

Conflict LLDP-MED

) device type detected
Conflict LLDP-MED o .
(on port %d. chassis id: | notice

device type detected .
%d, %s, port id: %d,
%s, device class: %d)
Incompatible
_ LLDP-MED TLYV set
Incompatible

detected (on port %d.
LLDP-MED TLYV set o notice
chassis id: %d, %s, port

detected . )
id: %d, %s, device
class: %d)
Port security violation
) mac addrss %s on )
PortSecurity Address full on a port ) Warning
locking address full port
%s
Port <port> enter
BPDU-Protectio | BPDU attack BPDU under protection )
Informational
n happened. state (mode: drop /
block / shutdown)
BPDU attack Port <port> recover
automatically from BPDU under Informational
recover. protection state

770




xStack® DGS-3200 Series Layer 2 Managed Gigabit Ethernet Switch CLI Reference Guide

automatically

Port <port> recover

BPDU attack from BPDU under )
_ Informational
manually recover. protection state
manually
DHCPV6 relay on
Interface relay state | )
DHCPV6RELAY interface %s changed Informational
change
state to %s
Create a host name | Duplicate Domain
entry which already name case name: %s, )
DNSResolver o ) . . Informational
exist in dynamic host | static IP: %s, dynamic
name table IP: %s
DHCPVE client DHCPV6 client on
. interface <intf-name>
. interface )
DHCPV6Client » changed state to Informational
administrator state
<enabled | disabled>
changed.
DHCPV6 client DHCPV6 client obtains
obtains an ipv6 an ipv6 address < )
. Informational
address from a ipv6address > on
DHCPV6 server interface <intf-name>
The IPv6 address The IPv6 address <
obtained from a ipv6address > on )
_ _ Informational
DHCPvV6 server interface <intf-name>
starts renewing. starts renewing.
The IPv6 address The IPv6 address <
obtained from a ipv6address > on )
_ _ Informational
DHCPv6 server interface <intf-name>
renews Ssuccess. renews success.
The IPv6 address The IPv6 address <
obtained from a ipv6address > on )
_ _ Informational
DHCPvV6 server interface <intf-name>
starts rebinding. starts rebinding.
The IPv6 address The IPv6 address <
obtained from a ipv6address > on )
. . Informational
DHCPv6 server interface <intf-name>
rebinds success. rebinds success.
The IPv6 address The IPv6 address < Informational
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from a DHCPv6

server was deleted.

ipv6address > on
interface <intf-name>

was deleted.

Backup

SD Card . <type>:<filename> at )
Backup failure ) _ Warnning
Managemnet time <time-range>
failure.
Backup
<type>:<filename> )
Backupsuccess ) Informational
success at time
<time-range>.
Only the first error line of
Error when execute ) . .
_ ) configuration will be logged.
configuration ] .

Execute _ ) If <lineno> is 0, means maybe
] . ) <filename> Warnning . o
configuration failure _ ) _ read configuration file fail (not

line:<lineno> at time < ) .
) existed or file system error or
time-range>.
system busy).
Execute Execute configuration
configuration <filename> success at | Informational
success time < time-range>.
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Appendix D - Trap Log Entries

This table lists the trap logs found on the DGS-3200 Series Switches.

Log Entry

Description

ID

FirmwareUpgrade

This trap is sent when the process of
upgrading the firmware via SNMP

has finished.

1.3.6.14.1.171.12.1.7.2.0.7

CfgOperCompleteTrap

The trap is sent when the
configuration is completely saved,

uploaded or downloaded.

1.3.6.14.1.171.12.1.7.2.0.9

MACNotificationTrap

This trap indicates the MAC address

variations in the address table.

1.36.14.1.171.11.101.1.2.100.1.2.0.1
1.3.6.14.1.171.11.101.2.2.100.1.2.0.1
1.36.14.1.171.11.101.3.2.100.1.2.0.1
(DGS-3200-10/16/24)

PortSecurityViolationTrap

When the port security trap is
enabled, new MAC addresses that
violate the pre-defined port security
configuration will trigger trap

messages to be sent out.

1.36.14.1.171.11.101.1.2.100.1.2.0.2
1.3.6.1.4.1.171.11.101.2.2.100.1.2.0.2
1.3.6.14.1.171.11.101.3.2.100.1.2.0.2

PortLoopOccurredTrap

This trap is sent when a Port loop

occurs.

1.36.14.1.171.11.101.1.2.100.1.2.0.3
1.3.6.1.4.1.171.11.101.2.2.100.1.2.0.3
1.3.6.1.4.1.171.11.101.3.2.100.1.2.0.3

PortLoopRestart

This trap is sent when a Port loop

restarts after the interval time.

1.3.6.14.1.171.11.101.1.2.100.1.2.0.4
1.3.6.14.1.171.11.101.2.2.100.1.2.0.4
1.3.6.14.1.171.11.101.3.2.100.1.2.0.4

VlanLoopOccurred

This trap is sent when a Port with a

VID loop occurs.

136.14.1.171.11.101.1.2.100.1.2.0.5
136.1.4.1.171.11.101.2.2.100.1.2.0.5
136.14.1.171.11.101.3.2.100.1.2.0.5

VlanLoopRestart

This trap is sent when a Port with a
VID loop restarts after the interval

time.

136.1.4.1.171.11.101.1.2.100.1.2.0.6
136.1.4.1.171.11.101.2.2.100.1.2.0.6
136.1.4.1.171.11.101.3.2.100.1.2.0.6

SafeGuardChgToExhausted

This trap indicates System change
operation mode from normal to

exhausted.

136.14.1.171.12.194.1.0.1

SafeGuardChgToNormal

This trap indicates System change
operation mode from exhausted to

normal.

136.1.4.1.171.12.19.4.1.0.2
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PktStormOccurred

This trap is sent when a packet
storm is detected by the packet
storm mechanism and takes

shutdown as an action.

136.1.4.1.171.12.255.0.1

PktStormCleared

This trap is sent when the packet
storm is cleared by the packet storm

mechanism.

13.6.1.4.1.171.12.255.0.2

swPktStormDisablePort

The trap is sent when the port is
disabled by the packet storm

mechanism.

1.36.1.4.1.171.12.255.0.3

swipMacBindingViolationTrap

When the IP-MAC Binding trap is
enabled, if there's a new MAC that
violates the pre-defined port security

configuration, a trap will be sent out.

136.1.4.1.171.12.235.0.1

swipMacBindinglIPv6ViolationTrap

When the IP-MAC Binding trap is
enabled, if there's a new MAC that
violates the pre-defined IPv6
IP-MAC Binding configuration, a trap

will be sent out.

1.3.6.1.4.1.171.12.235.0.4

MacBasedAuthLoggedSuccess

This trap is sent when a MAC-based

access control host is successfully

1.3.6.14.1.171.12.35.11.1.0.1

logged in.

MacBasedAuthLoggedFail This trap is sent when a MAC-based|1.3.6.1.4.1.171.12.35.11.1.0.2
access control host login fails.

MacBasedAuthAgesOut This trap is sent when a MAC-based|1.3.6.1.4.1.171.12.35.11.1.0.3

access control host ages out.

FilterDetectedTrap

This trap is sent when an illegal
DHCP server is detected. The same
illegal DHCP server IP address
detected is just sent once to the trap
receivers within the log ceasing

unauthorized duration.

1.3.6.1.4.1.171.12.37.100.0.1

SingleIPMSColdStart

The commander switch will send
swSingleIPMSColdStart notification

to the indicated

13.6.14.1.171.12.8.6.0.11

SinglelPMSWarm Start

The commander switch will send
swSingleIPMSWarmStart

136.1.4.1.171.12.8.6.0.12
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notification to the indicated host
when its member generates a warm

start notification.

SinglelPMSLinkDown

The commander switch will send
swSingleIPMSLinkDown natification
to the indicated host when its
member generates a link down

notification.

136.1.4.1.171.12.8.6.0.13

SinglelPMSLinkUp

The commander switch will send
swSingleIPMSLinkUp natification to
the indicated host when its member

generates a link up notification.

136.14.1.171.12.8.6.0.14

SinglelPMSAuthFail

The commander switch will send
swSingleIPMSAuthFail notification
to the indicated host when its
member generates an

authentication failure notification

136.1.4.1.171.12.8.6.0.15

SingleIPMSnewRoot

The commander switch will send
swSingleIPMSnewRoot notification
to the indicated host when its
member generates a new root

notification.

1.3.6.1.4.1.171.12.8.6.0.16

SingleIPMSTopologyChange

The commander switch will send
swSingleIPMSTopologyChange
notification to the indicated host

when its member generates a

topology change notification.

13.6.1.4.1.171.12.8.6.0.17

coldStart

A coldStart trap signifies that the
sending protocol entity is
reinitializing itself such that the
agent's configuration or the protocol
entity implementation may be

altered.

1.3.6.1.63.1.151

warmStart

A warmStart trap signifies that the
sending protocol entity is
reinitializing itself such that neither
the agent configuration nor the

protocol entity implementation is

1.3.6.1.6.3.1.15.2
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altered.

linkDown A linkDown trap signifies that the 1.3.6.1.6.3.1.15.3
sending protocol entity recognizes a
failure in one of the communication
links represented in the agent's

configuration.

linkUp A linkUp trap signifies that the 1.3.6.1.6.3.1.154
sending protocol entity recognizes
that one of the communication links
represented in the agent's

configuration has come up.

authenticationFailure An authenticationFailure trap 1.3.6.1.6.3.1.155
signifies that the sending protocol
entity is the address of a protocol
message that is not properly
authenticated.While
implementations  of the SNMP
must be capable of generating this
trap, they must also be capable of
suppressing the emission of such
traps via an implementation- specific

mechanism.

newRoot The newRoot trap indicates that the |1.3.6.1.2.1.17.0.1
sending agent has become the new
root of the Spanning Tree; the trap is
sent by a bridge soon after its
election as the new root, e.g., upon
action of the Topology Change
Timer immediately subsequent to its
election. Implementation of this trap

is optional.

topologyChange A topologyChange trap is sentby a |1.3.6.1.2.1.17.0.2
bridge when any of its configured
ports transitions from the Learning
state to the Forwarding state, or
from the Forwarding state to the
Blocking state. The trap is not sent if

a newRoot trap is sent for the same
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transition. Implementation of this

trap is optional.

PowerFailure

The PowerFailure trap indicates that

at least one power supply has failed.

1.3.6.1.4.1.171.12.11.2.2.2.0.2
(only DGS-3200-24)

PowerRecover The PowerRecover trap indicates  |1.3.6.1.4.1.171.12.11.2.2.2.0.3
that the failed power is recovered. |(only DGS-3200-24)

FanFailure The FanFailure trap indicates that  |1.3.6.1.4.1.171.12.11.2.2.3.0.1
any fan fails (DGS-3200-16/24)

FanRecover The FanRecover trap indicates that |1.3.6.1.4.1.171.12.11.2.2.3.0.2

the failed fan is recovered.

(DGS-3200-16/24)

agentGratuitousARPTrap

This trap is sent when there is an IP

address conflict.

1.3.6.1.4.1.171.12.1.7.2.0.5

ifMauJabberTrap

This trap is sent whenever a
managed interface MAU enters the
jabber state.The agent MUST
throttle the generation of
consecutive ifMauJabberTraps so
that there is at least a five-second

gap between them.

1.3.6.1.2.1.26.0.2

lldpRemTablesChange

This trap is initialed when a LLDP
entry is added to or deleted from

remote DB.

1.0.8802.1.1.2.0.0.1

IldpXMedTopologyChangeDetected

A notification generated by the local
device sensing a change in the
topology that indicates that a new
remote device attached to a local
port, or a remote device
disconnected or moved from one

port to another.

1.0.8802.1.1.2.1.5.4795.0.1

swBpduProtectionUnderAttackingTrap|The Bpdu protection under attacking|1.3.6.1.4.1.171.12.76.4.0.1
trap indicates that BPDU attack
happened, enter drop / block /
shutdown mode.

swBpduProtectionRecoveryTrap The Bpdu protection recovery trap |1.3.6.1.4.1.171.12.76.4.0.2

indicates that BPDU attack

automatically recover.
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