


TABLE OF CONTENTS

INTRODUCTION
STEP 1: DEVELOP A PLAN .
Create (the First Draft of) Your BYOD Policy
Compliance and Regulatory Measures
Security and Control.
App Access
Your Security Policy .
App Security
New Apps
User Privacy
Mobile Data Casts
Permission
STEP 2: DISCUSS THE PLAN
STEP 3: CHOOSE THE PLAN
Option 1: Software

SO ©O© © 0O N N o0 o oo o oo M b O

Option 2: Hardware . . . . . . . . . . . 1
CONCLUSION R
REFERENCES O 24

A Quick Guide To BYOD 2



INTRODUCTION

Without the right foresight and planning, a Bring Your Own Device (BYOD) programme can turn into
a messy project that burdens IT departments.

Instead of providing an easy way for your company’s employees to access files (and stream
movies from their mobile devices), poorly executed BYOD policy creates a heap of IT helpdesk
tickets and disgruntled employees.

It's part of the reason why just a few years ago nearly half of all companies were banning the
practice of BYOD programmes.' That, and constant security concerns over breaches, malware,
ransomware, and hacking.

Things have changed since then, though. Nearly 60 percent of companies have a BYOD plan? in
place today. Those companies are reaping the benefits, too.

Here are just a few of them:

«  Employees at companies with BYOD programmes save an
average of 58 minutes each day and are 34 percent more
productive.®

«  BYOD programmes can save companies up to $350 per
employee.*

 Employee devices are often more modern, and sometimes more
powerful, than company devices.

«  Newer devices help prevent the nearly $2 billion companies lose
each vear® in lost productivity due to outdated and obsolete
technology.

Not only can a properly implemented BYOD programme save you time

and money, it can also help you improve security measures. One of the main reasons companies
are hacked or suffer data breaches is because they're still using outdated systems with weakened
security.®

That doesn’t mean simply adding a BYOD measure to your company will help. They have to be
secure to provide added security. Smartphones are one of the most attacked and vulnerable pieces
of mobile tech—and they’re the ones your company’s employees will use the most.®

Now, with that said, there is a way to develop a strong BYOD programme and we’re going to help
you with it from start to finish. When you’re all done, you should have a policy in place that will help

you provide more security, allow your employees to take advantage of their mobile devices, and
help your company meet its long—term goals.

Here’s what we're going to do to meet this goal:

DEVELOP THE PLAN g DISCUSS THE PLAN g3 CHOOSE THE PLAN
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STEP 1 - DEVELOP THE PLAN

CREATE (THE FIRST DRAFT OF) YOUR BYOD POLICY

When you create a BYOD initiative, you need to think of it as both a part of your network and an
extension of it. Many of the policies and regulations that already govern the devices within your
company will also apply to the mobile devices your employees use.

This includes what they use the network for, which files and content they can access, and who
information and data can and can’t be shared with.

For the most part, this is a great thing. It enables your staff to work remotely and have access to
tools that can help them be more productive.

Unfortunately, it also means there will be more opportunities for those with malicious intent to steal
or hack your company’s devices and access confidential data.

That’s why the first step in developing a BYOD programme is to create a plan.

Here’s what you need to plan for:

COMPLIANCE AND REGULATORY MEASURES

Before you give your employees the ability to access confidential company information from the
comfort of their favourite coffee shop, make sure you have a strong understanding of all the
regulatory measures you need to meet in order to maintain compliance.

Opening up your network to mobile devices may increase the number of local, regional, and
national regulations your company now falls under, such as the General Data Protection Regulation
(GDPR) that came into effect in 2018 in the European Union. It’s important you understand this
well enough to be able to communicate it to the company.

Once you have that squared away, devise action plans on the off chance someone from your
company ever breaks them or a breach is discovered.

Even with these plans in place, you might not be able to stop every potential breach of policy. But
you will have a better chance of preventing a lost phone from turning into a multi—-million—Euro data
breach.
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SECURITY AND CONTROL
Ever since there have been rules, there have been people trying to find ways around them.

Whether you want to admit it or not, the employees at your company are no different. In fact,_95
percent of companies have reported at least one attempt by employees to override their security
measures.”’

This includes actions such as jailbreaking devices to bypass root permissions on Android, iOS, and
other mobile operating systems, and trying to remove corporate management software from the
device. (More on this in a little bit.)

When something happens, not if, you’ll need to
be prepared. This includes having an internal
action plan and a set of disciplinary actions
your employees should be aware of before they
use their own devices.

This can include something simple such

as software that automatically quarantines
devices until all security criteria have been met,
disciplinary action, an investigative protocol,
and more.

Most of the time, jailbreaking or software
removal is attempted for non—malicious
reasons. However, it will most definately make
devices more vulnerable to attacks.

Malware and other malicious attacks prey on
outdated and less secure apps, devices, and
weak passwords. Your corporate files contain
valuable and, more importantly, private and
personal information about employees.

HR Systems files are some of the most sought after data from companies. One profile or folder of
someone’s personal data alone can sell for as much as $50 on the dark web.8

So, before you give your employees the opportunity to use their devices for work, you should
inform them of the importance of security and compliance. Then, you should plan for the inevitable.

APP ACCESS
As we just mentioned, apps are vulnerable points of entry, and you'll need to determine which ones
can be used on employee devices and how you’ll monitor them.

Some of this may be determined by what you need to do to ensure compliance. Not all apps will
meet the security standards or regulations you have to maintain. Beyond that, the rest is up to you
and open to discussion. (More on that in Step 2.)

While you plan this, here are some factors you should consider.
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YOUR SECURITY POLICY
If you plan to restrict usage to company—approved applications only, it could make it challenging
for those using older devices as they might not be able to handle newer apps.

However, if you allow people to pick and choose the apps they use, it could be a challenge to
maintain performance across your network.

APP SECURITY
[t will be easier for you to ensure app compatibility, security, and compliance if you only allow
company—approved apps. But you risk limiting what your employees can do.

After all, while Facebook and Twitter might be distractions that lead to lost productivity for some
people, your social media manager might need the app to stay on top of posts and comments on
your company pages.

NEW APPS

Your employees are always searching for new software and apps to help them do their jobs. If they
find a new one, how will you handle new software or apps your employees want to use? Will you
allow them to add them as needed? Submit them for review? Perform quarterly or yearly reviews?

Some companies choose to employ a
blacklist while others prefer to whitelist
them as they come up. Ultimately, it

will depend on how much time your IT
department has to devote to managing this
process.

If the blocking of apps limits the checking
of email, calendars, contacts, and the
access of Wi—Fi networks and VPNs, you
might want to reconsider whether you're
headed in the right direction.

USER PRIVACY

Privacy has always been a hot topic,

but it’s burning a little hotter recently

with reports of how companies handle
both public and private data. In some
cases, there are privacy laws that prevent
you from collecting any information on
employees at all.

When it comes to collecting employee data, our recommendation is that you avoid it unless
absolutely necessary.

If you have to, though, you should limit the amount you collect, including personal emails, contact
information, calendars, device location, personal photos, app data, text messages, voicemail,
and call history. Even if the data does directly relate to your business, always make sure that your
employees know exactly what you are collecting.

On the other hand, corporate materials, files, apps, and other items must be protected by a
company. Containers can help you separate personal and company data while keeping it private
and make it easier to remotely wipe devices if needed.
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For example, if an employee loses their phone while traveling and a ridesharing app on the device
contains company credit card information.

Whether you decide to collect data or not, your employees will need to know. If you do choose to
collect data, they’ll need to know what you're collecting, what you’'re using it for, and whether or
not they can see what’s being collected on them.

[t is worth mentioning though, that collecting data could scare your employees away from enrolling
mobile devices, limiting whether you can collect data at all.'® Unless there is a valid reason for you
to collect data, we would strongly advise not to.

MOBILE DATA COSTS

When your company’s employees work
remotely or from home, they might fiind
themselves depending on mobile data.

The question then becomes: Who's footing
the bill? Whilst some companies will cover S
the cost of all the mobile data that’s

needed, others might set limits. a O

No matter which answer you decide to -
give, you should create a policy that a

informs your employees of what’s covered
and how. Some of this can be done
through your BYOD software. (More on that n -

later.)
————

PERMISSION

Once you have all of the finer details of
your programme set up, you still have to go
through the enrollment process.

One way or another, you need people

to agree to your company’s terms and
conditions in order to use it. Many
companies do this through management
software. Make sure your employees agree
to these terms and conditions (either
electronically or via a signed physical copy)
before they are able to join the BYOD programme with their personal devices.

With enrollment through software, you have more control over the level of security employees must
maintain in order to use your network. This will give you more control over the devices that are
allowed on the network.
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STEP 2 - DISCUSS THE PLAN

No matter how much planning you do, and no matter how many scenarios you prepare for, there
will always be something you haven’t considered.

Which is why you need to run your plan through a gauntlet of company employees. This can be
done through face—to—face meetings, surveys or even suggestion boxes. Everyone’s feedback is
important, from the CEO of the company to the temporary or contracted workers.

Use this opportunity to explain your reasons for the BYOD programme and all of the policies
included in it. Gather information about the devices and apps your employees need and use.

Approach this step with an open mind, though. Allow everyone to ask questions. At this point, there
are no dumb questions.

If someone asks, “Will this affect the coffee machine?” you should assume there’s a reason.
Maybe they use an app to control it. Maybe they’'re just worried it will stop working.

Whatever it is, the last thing you want to do is implement a BYOD programme that prevents
someone from using a device or app that helps them do their job.

Take the information you receive from this step, then go back to Step 1 and run through your plan
again. You may need to go through a few revisions to solidify everything and make it work for as
many people as possible.

If you fiind that every plan you devise creates more limitations than opportunities, you may need to
consider the possibility that a BYOD programme isn’t for you.

That, or you need to start over again and figure out a new plan.

soCISRLIS0C
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STEP 3 - CHOOSE THE PLAN

Now that you've finished going through your revisions, you should have a finalised plan in front of
you. All that’s left is to implement it.

There are a few main options that companies use to implement a BYOD programme. One
possibility is modifying the network infrastructure they currently have in place and setting up access
control policies. It's an old school method, but it can work if you have the time and know—how.

The other two options are via software or hardware.
We’'re going to talk about the pros and cons of these.

If you've already developed a plan and discussed it with your company, consider everything
you discovered as you read this. If you're just reading this for the first time, think about how the
following might affect your company.

Just know that, even if you like one more than the other, your budget, IT staff, and infrastructure
may dictate the route that’s best for you anyway.

OPTION 1 - SOFTWARE

Many companies opt to go with Enterprise Mobility Management (EMM)
or Mobile Device Management (MDM) software for their BYOD
programme. Most EMM tools include a form of MDM or Mobile
Application Management (MAM) as part of the package.

EMMs help you enroll devices, enforce policies, update apps, and °
manage access. They also include nifty features such as data
usage alerts, device quarantine, user—agreement software, and
simplified enrollment procedures.

As people enroll, the management tool requires each person
downloads and installs software, plus accept any applicable user
agreements, for each device.

Since all of the settings, policies, and apps are contained within
the software, which is housed on a server or the cloud, you have
more control over the network, its security, and its performance.

EMM and MDM options make it easier for you to adjust settings for
specific apps or a group of apps, including the policies that guide
how and when employees can use them.

With software, you can also create separate accounts and login
credentials for all of the different apps on your network. It's easier
to keep sensitive information private and it's also safer this way.
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While most software options are easily scalable, they can be costly for smaller organisations.
However, they will usually provide a comprehensive list of compatible applications and built=in
management tools you won’t ind through hardware.

Your EMM software suite should:

 Make it easy for employees to sign up

* Reduce, or eliminate, IT helpdesk tickets

* Provide password reset options

* Include lost device location

« Allow remote data wiping

« Deliver a copy of signed BYOD policy agreements to each employee

Your EMM software suite should give you the ability to share credentials for:

*  Wi-Fi Networks
. g

*  Emalil

+ Contacts

+ Calendars

OPTION 2 - HARDWARE

Although they won’t have all the features that most EMMs have, hardware solutions can provide a
more financially feasible option for those wanting to implement a BYOD programme.

*  Apps
*  Shared Drives
e VPNs

Most of the BYOD management is performed through a cloud—managed network solution (CMN)
using role—based access control, 802.1X, RADIUS servers, two—-step authentication, SSIDs, and
other adjustable network settings.

You won’t be able to set app—specific settings through the CMN, and most of the apps will either
be hosted on your server or installed by employees on their devices. But that doesn’t mean a CMN
solution is less secure than a software—based programme.

You can still require employees to accept user—agreements that inform them of what they can and
can’t do while using your network. Segregated network access through departmental SSIDs and
passwords also help you add an extra layer between devices and data.

However, there’s not a lot in the way of keeping employees from using any of their devices to
access company files. And, if they ever lose their device, there might not be much you can do to
remotely wipe them. (Though, if you wanted, you could mix a CMN with an EMM.)
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While a CMN doesn’t provide all the tools of an EMM, it does provide three benefits that you won'’t
find through software—rapid deployment, predictable and cost—effective scalability, and improved
network performance.

Because CMN solutions include switches, access points, and more, you can use them as an
opportunity to upgrade your network. This is especially true if an EMM doesn’t make sense for your
organisation, but you still want to implement a BYOD programme.

If anything, you could use this as an opportunity to refresh your network, gutting out old switches
nearing the end of their life and APs using older, less secure wireless standards.

Solutions with rapid deployment, or zero—touch deployment, also make it simple to add bandwidth
as needed. Once you install new switches or APs where you need them, they’ll automatically
download and copy any configuration settings you've set up.

It's a real time saver and may prove more cost—effective than EMM if you ever find yourself adding
hundreds or even thousands of mobile devices, such as tablets.

Basically, it’s a nice 2—for—1 option where you can justify the cost of adding new technology while
giving your employees the chance to use their devices at work.

CONCLUSION
Whether or not you want to implement a BYOD programme is up to you. There’s a lot you need to
consider, including security, compliance, and applications.

If you decide the time is now, we can help you—even if all you have right now are questions.

Want to find out more? Get in touch!

eu.dlink.com/contact
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