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About This Book

About This Book

This document describes command-line interface (CLI) commands you use to view and
configure D-Link Unified Wired/Wireless Access System. You can access the CLI by using a
direct connection to the serial port or by using telnet or SSH over a remote network
connection.

Document Audience

This document is for system administrators who configure and operate D-Link Unified Wired/
Wireless Access System.This document assumes that the reader has a basic knowledge of
Ethernet and networking concepts.

Product Concept

Fast Ethernet and Gigabit Ethernet switching continues to evolve from high-end backbone
applications to desktop switching applications. The price of the technology continues to
decline, while performance and feature sets continue to improve. Devices that are capable of
switching Layers 2, 3, and 4 areincreasingly in demand. D-Link Unified Wired/Wireless
Access System provides a flexible solution to these ever-increasing needs.

D-Link Unified Wired/Wireless Access System includes a set of comprehensive management
functions for managing both wired and wireless networks. You can manage the D-Link
Unified Wired/Wireless Access System by using one of the following three methods:

» Command-Line Interface (CLI)
» Simple Network Management Protocol (SNMP)
*  Web-based

Each of the D-Link Unified Wired/Wireless Access System management methods enables you
to configure, manage, and control the software locally or remotely using in-band or out-of-
band mechanisms. Management is standards-based, with configuration parameters and a
private MIB providing control for functions not completely specified in the MIBs.
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Using the Command-Line Interface

The command-line interface (CLI) is atext-based way to manage and monitor the system. You
can access the CLI by using adirect serial connection or by using aremote logical connection
with telnet or SSH.

This chapter describes the CLI syntax, conventions, and modes. It contains the following
sections:

* “Command Syntax” on page 25

» “Command Conventions’ on page 26

» “Common Parameter Values’ on page 26

» “Slot/Port Naming Convention” on page 27

» “Using the“No” Form of a Command” on page 28
e “Command Modes’ on page 28

» “Command Completion and Abbreviation” on page 32
* “CLI Error Messages’ on page 32

* “CLI Line-Editing Conventions’ on page 32

e “Using CLI Help” on page 33

» “Accessing the CLI” on page 34

Command Syntax

A command is one or more words that might be followed by one or more parameters.
Parameters can be required or optional values.

Some commands, such asshow network or clear vlan, donot require parameters. Other
commands, such asnet wor k par s, require that you supply avalue after the command. You
must type the parameter values in a specific order, and optional parameters follow required
parameters. The following example describes the net wor k par ms command syntax:

Format net work parns <i paddr> <net mask> [ gat eway]

e network parms isthe command name.

* <ipaddr>and <net mask> are parameters and represent required values that you must
enter after you type the command keywords.

* [gateway] isanoptional parameter, so you are not required to enter avaluein place of
the parameter.
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The CLI Reference lists each command by the command name and provides a brief
description of the command. Each command reference a so contains the following
information:

» Format shows the command keywords and the required and optional parameters.
* Modeidentifies the command mode you must be in to access the command.
» Default shows the default value, if any, of a configurable setting on the device.

The show commands also contain a description of the information that the command shows.

Command Conventions

In this document, the command nameisin bol d font. Parametersareinitalic font. You
must replace the parameter name with an appropriate value, which might be a name or
number. Parameters are order dependent.

The parameters for acommand might include mandatory values, optional values, or keyword
choices. Table 1 describes the conventions this document uses to distinguish between value
types.

Table 1. Parameter Conventions

Symbol Example Description
<>anglebrackets  <val ue> Indicates that you must enter avaluein place
of the brackets and text inside them.

[] square brackets [ val ue] Indicates an optional parameter that you can
enter in place of the brackets and text inside
them.

{} curly braces {choicel | choice2} Indicates that you must select a parameter
from the list of choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.

[{}] Braceswithin  [{choi cel | choice2}] Indicates a choice within an optional element.

square brackets

Common Parameter Values

Parameter values might be names (strings) or numbers. To use spaces as part of a name
parameter, enclose the name value in double quotes. For example, the expression “ System
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Name with Spaces’ forces the system to accept the spaces. Empty strings (“*) are not valid
user-defined strings. Table 2 describes common parameter values and val ue formatting.

Table 2. Parameter Descriptions

Parameter

Description

ipaddr

This parameter isavalid IP address. You can enter the IP address in the
following formats:

a (32 hits)

a. b (8.24 bits)

a. b.c (8.8.16 hits)
a.b.c.d (8.8.8.8)

In addition to these formats, the CLI accepts decimal, hexidecimal and
octal formats through the following input formats (where nis any valid
hexidecimal, octal or decimal number):

0xn (CLI assumes hexidecimal format)
On (CLI assumes octal format with leading zeros)
n (CLI assumes decimal format)

Interface or
dot/port

Valid dot and port number separated by forward slashes. For example, 0/
1 represents slot number 0 and port number 1.

Logical Interface

Represents alogical slot and port number. Thisis applicable in the case
of a port-channel (LAG). You can use the logical slot/port to configure
the port-channdl.

Character strings

Use double quotation marksto identify character strings, for example,
“System Name with Spaces’. An empty string (“”) is not valid.

Slot/Port Naming Convention

D-Link Unified Wired/Wireless Access System software references physical entities such as
cards and ports by using a slot/port naming convention. The D-Link Unified Wired/Wireless
Access System software also uses this convention to identify certain logical entities, such as

Port-Channel interfaces.

The slot number has two uses. In the case of physical ports, it identifiesthe card containing the
ports. In the case of logical and CPU portsit also identifies the type of interface or port.

Table 3. Type of Slots

Slot Type

Description

Physical dot numbers

Physical slot numbers begin with zero, and are allocated up to the
maximum number of physical slots.

Logical slot numbers

Logical dotsimmediately follow physical slots and identify port-
channel (LAG) or router interfaces.

CPU dot numbers

The CPU dotsimmediately follow the logical slots.

Slot/Port Naming Convention 27
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The port identifies the specific physical port or logical interface being managed on a given
slot.

Table 4. Type of Ports

Port Type Description
Physical Ports The physical ports for each slot are numbered sequentially start-
ing from zero.
Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces are

logical interfaces that are only used for bridging functions.
VLAN routing interfaces are only used for routing functions.
Loopback interfaces are logical interfaces that are always up.

Tunnel interfaces are logical point-to-point links that carry encap-
sulated packets.

CPU ports CPU ports are handled by the driver as one or more physical enti-
tieslocated on physical slots.

NOTE: Inthe CLI, loopback and tunnel interfaces do not use the slot/port format. To
specify aloopback interface, you use the loopback ID. To specify atunnel
interface, you use the tunnel 1D.

Using the “No” Form of a Command

The no keyword is a specific form of an existing command and does not represent a new or
distinct command. Almost every configuration command has ano form. In general, use the no
form to reverse the action of acommand or reset a value back to the default. For example, the
no shut down configuration command reverses the shutdown of an interface. Use the
command without the keyword no to re-enable a disabled feature or to enable afeature that is
disabled by default. Only the configuration commands are available in the no form.

Command Modes

The CLI groups commands into modes according to the command function. Each of the
command modes supports specific D-Link Unified Wired/Wireless Access System software
commands. The commands in one mode are not available until you switch to that particular
mode, with the exception of the User EXEC mode commands. You can execute the User
EXEC mode commands in the Privileged EXEC mode.

The command prompt changes in each command mode to help you identify the current mode.
Table 5 describes the command modes and the prompts visible in that mode.

© 2001- 2008 D-Link Corporation. All Rights Reserved.



1 Using the Command-Line Interface

Table 5. CLI Command Modes

Command .
Mode Prompt Mode Description

User EXEC Swi t ch> Contains alimited set of com-
mands to view basic system
information.

Privileged EXEC Swi t ch# Allows you to issue any EXEC
command, enter the VLAN
mode, or enter the Global Con-
figuration mode.

Globa Config Switch (Config)# Groupsgeneral setup commands
and permits you to make modifi-
cations to the running configura-
tion.

VLAN Config Switch (M an)# Groups all the VLAN com-
mands.

Interface Config Switch (Interface <slot/port>)#  Managesthe operation of an

Swi t ch

Switch

(I'nterface Loopback <id>)#

(I'nterface Tunnel <id>)#

interface and provides access to
the router interface configura-
tion commands.

Use this mode to set up a physi-
cal port for a specific logical
connection operation.

Line Config Switch (line)# Contains commands to config-
ure outbound telnet settings and
console interface settings.

Policy Map Swi t ch (Confi g-policy-nmap)# Contains the QoS Policy-Map

Config configuration commands.

Policy Class Switch (Config-policy-class-map)#  Consistsof class creation, dele-

Config tion, and matching commands.

The class match commands
specify Layer 2, Layer 3, and
general match criteria.

Class Map Config

Switch

(Confi g-cl ass- map) #

Contains the QoS class map
configuration commands..

MAC Access-list
Config

Switch

(Config-mac-access-1ist)#

Allowsyou to createaMAC
Access-List and to enter the
mode containing MAC Access-
List configuration commands.

TACACS Config Swi tch (Tacacs)# Contains commands to config-
ure properties for the TACACS
servers.

DHCP Pool Switch (Config dhcp-pool)# Contains the DHCP server IP

Config address pool configuration com-

mands.
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Table 5. CLI Command Modes

Command

Mode Prompt Mode Description
Wireless Config Switch (Config-wirel ess)# Contains global WLAN switch
Mode configuration commands and

provides access to other WLAN
command modes.

AP Config Mode Swi tch (Config-ap)# Contains commands to config-
ure entries in the local AP data-
base, which is used for AP
validation.

AP Profile Config  Swi tch (Config-ap-profile)# Contains commands to config-

Mode ure the default AP profile set-
tings as well as settings for new
AP profile.

AP Profile Radio Switch (Config-ap-profile-radio)# Containscommandsto modify

Config Mode the radio configuration parame-
tersfor an AP profile.

AP Profile VAP Swi tch (Config-ap-profile-vap)#  Containscommands to config-

Config Mode ureradio 1 or radio 2 within an

AP profile.

Network Config

Switch (Config-network)#

Contains commands to config-

Mode ure WLAN settings for up to 64
different networks.

Captive Portal Swi t ch (Config- CP) # Contains commands to config-

Config Mode ure global captive portal settings

Captive Portal Switch (Config-CP 1)# Contains commands to config-

Instance Mode ure a captive portal instance.

Table 6 explains how to enter or exit each mode.
Table 6. CLI Mode Access and Exit

Col\r/lnorgznd Access Method Exit or Access Previous Mode
User EXEC Thisisthefirst level of access. To exit, enter | ogout .
Privileged EXEC  From the User EXEC mode, enter To exit to the User EXEC mode, enter
enabl e. exit orpressCrl -Z.
Global Config From the Privileged EXEC mode, To exit to the Privileged EXEC mode,
enter confi gure. enterexit,orpressCrl - Z.
VLAN Config From the Privileged EXEC mode, To exit to the Privileged EXEC mode,

enter vl an dat abase.

enterexit,orpressCrl - Z.

Interface Config

From the Globa Config mode, enter
interface <slot/port> or
interface | oopback <id>or
interface tunnel <id> or

To exit to the Global Config mode,
enter exi t . To return to the Privileged
EXEC mode, enter &t r | - Z.

Line Config

From the Global Config mode, enter
lineconfig.

To exit to the Global Config mode,
enter exi t . To return to the Privileged
EXEC mode, enter Ct r | - Z.
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Co’\r/lnonéznd Access Method Exit or Access Previous Mode
Policy-Map From the Global Config mode, enter ~ To exit to the Global Config mode,
Config pol i cy- map. enter exi t . To return to the Privileged

EXEC mode, enter Ct r | - Z.
Policy-Class- From the Policy Map mode enter To exit to the Policy Map mode, enter
Map Config cl ass. exi t . To return to the Privileged

EXEC mode, enter Ct r | - Z.
Class-Map From the Global Config mode, enter To exit to the Global Config mode,
Config cl ass- map. enter exi t . To return to the Privileged

EXEC mode, enter Gt r | - Z.

MAC Access-list
Config

From the Global Config mode, enter
mac access-list extended
<name>.

To exit to the Global Config mode,
enter exi t . To return to the Privileged
EXEC mode, enter Gt r | - Z.

TACACS Config

From the Global Config mode, enter

t acacs-server host <ip-addr>,
where<i p- addr > isthe P address of
the TACACS server on your network.

To exit to the Global Config mode,
enter exi t . To return to the Privileged
EXEC mode, enter Gt r | - Z.

DHCP Pool From the Global Config mode, enter To exit to the Global Config mode,
Config i p dhcp pool <pool - nane>. enter exi t . To return to the Privileged
EXEC mode, enter Ct r | - Z.
Wireless Config ~ From the Global Config mode, enter To exit to Global Config mode, enter
Mode wirel ess. exi t . To return to User EXEC mode,

enter &rl-2Z.

AP Config Mode

From the Wireless Config mode, enter
ap dat abase <macaddr >, where
<macaddr > isthe MAC address of
the AP to configure..

To exit to Wireless Config mode, enter
exi t . Toreturn to the User EXEC
mode, enter Ctrl - Z.

AP ProfileCon-  FromtheWireless Config mode, enter  To exit to Wireless Config mode, enter

fig Mode ap profile<1l-16>, where<1-16> exit. Toreturnto User EXEC mode,
isthe profile ID. enter&rl-2Z.

APProfileRadio  From the AP Profile Config mode, To exit to AP Profile Config mode,

Config Mode enterradi o <1-2>. enter exi t . To return to User EXEC

mode, enter Ct r | - Z.
AP Profile VAP From the AP Profile Radio Config To exit to AP Profile Radio Config-
Config Mode mode, enter vap <0- 7>, where <0- mode, enter exi t . To return to User

7> isthe VAPID.

EXEC mode, enter &t r | - Z.

Network Config
Mode

From the Wireless Config mode, enter
networ k <1- 64>, where<1- 64> is
the network ID.

To exit to Wireless Config mode, enter
exi t . Toreturn to User EXEC mode,
enterGrl-Z.

Captive Portal From the Global Config mode, enter ~ To exit to the Captive Portal Config
Config Mode captive-portal . mode, enter exi t . To return to the
User EXEC mode, enter Ct r | - Z.
Captive Portal From the Captive Portal Config To exit to the Captive Portal Instance
Instance Mode Mode, enter confi gurati on <cp- mode, enter exi t . To return to the

i d>, where<cp-i d>isthe captive
portal instance ID.

User EXEC mode, enter Ctr | - Z.

Command Modes 31



D-Link Unified Access System CLI Command Reference

32

Command Completion and Abbreviation

Command completion finishes spelling the command when you type enough letters of a
command to uniquely identify the command keyword. Once you have entered enough letters,
press the SPACEBAR or TAB key to complete the word.

Command abbreviation alows you to execute a command when you have entered there are
enough letters to uniquely identify the command. You must enter all of the required keywords
and parameters before you enter the command.

CLI Error Messages

If you enter acommand and the system is unable to execute it, an error message appears.
Table 7 describes the most common CL1 error messages.

Table 7. CLI Error Messages

Message Text Description
% I nvalid input detected at '~ Indicates that you entered an incorrect or unavail-
mar ker . able command. The carat (*) shows where the

invalid text is detected. This message also appearsif
any of the parameters or values are not recognized.

Command not found / | nconplete Indicates that you did not enter the required key-
comrand. Use ? to |ist conmmands. words or values.
Anbi guous conmmand Indicates that you did not enter enough lettersto

uniquely identify the command.

CLI Line-Editing Conventions

Table 8 describes the key combinations you can use to edit commands or increase the speed of
command entry. You can access thislist from the CLI by entering hel p from the User or
Privileged EXEC modes.

Table 8. CLI Editing Conventions

Key Sequence Description
DEL or Backspace Delete previous character
Ctrl-A Go to beginning of line
Ctrl-E Gotoend of line
Ctrl-F Go forward one character
Ctrl-B Go backward one character
Ctrl-D Delete current character
Ctrl-U, X Delete to beginning of line
Ctrl-K Delete to end of line
Ctrl-w Delete previous word
Ctrl-T Transpose previous character
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Table 8. CLI Editing Conventions

Key Sequence Description
Ctrl-P Go to previouslinein history buffer
Ctrl-R Rewrites or pastesthe line
Ctrl-N Go to next linein history buffer
Ctrl-Y Prints last deleted character
Ctrl-Q Enables serial flow
Ctrl-S Disables serial flow
Ctrl-z Return to root command prompt
Tab, <SPACE> Command-line completion
Exit Go to next lower command prompt
? List available commands, keywords, or parameters

Using CLI Help

Enter a question mark (?) at the command prompt to display the commands available in the
current mode.

(switch) >?

enabl e Enter into user privil ege node.

hel p Di splay help for various special keys.

| ogout Exit this session. Any unsaved changes are | ost.
pi ng Send | CMP echo packets to a specified | P address.
qui t Exit this session. Any unsaved changes are | ost.
show Di splay Switch Options and Settings.

t el net Telnet to a renote host.

Enter a question mark (?) after each word you enter to display available command keywords
or parameters.

(switch) #network ?

j avanode Enabl e/ Di sabl e.

ngnt _vl an Configure the Managenent VLAN ID of the switch.

par s Configure Network Parameters of the router.

pr ot ocol Sel ect DHCP, BootP, or None as the network config
pr ot ocol .

If the help output shows a parameter in angle brackets, you must replace the parameter with a
value.

(switch) #network parns ?

<i paddr > Enter the | P address.

If there are no additional command keywords or parameters, or if additional parameters are
optional, the following message appears in the output:

<cr> Press Enter to execute the conmmand
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You can aso enter aquestion mark (?) after typing one or more characters of aword to list the
available command or parameters that begin with the letters, as shown in the following
example:

(switch) #show n®?

nmac- addr -t abl e nmac- addr ess-t abl e noni t or

Accessing the CLI

You can access the CLI by using adirect console connection or by using atelnet or SSH
connection from a remote management host.

For theinitial connection, you must use adirect connection to the console port. You cannot
access the system remotely until the system has an | P address, subnet mask, and default
gateway. You can set the network configuration information manually, or you can configure
the system to accept these settings from aBOOTP or DHCP server on your network. For more
information, see “Network Interface Commands’ on page 285.
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Switching Commands

This chapter describes the switching commands available in the D-Link Unified Wired/
Wireless Access System CLI.

The Switching Commands chapter includes the following sections:

“Port Configuration Commands’ on page 36

“Spanning Tree Protocol (STP) Commands’ on page 39
“VLAN Commands’ on page 51

“Double VLAN Commands’ on page 61

“Provisioning (IEEE 802.1p) Commands’ on page 63
“Protected Ports Commands’ on page 63

“GARP Commands’ on page 65

“GVRP Commands’ on page 67

“GMRP Commands’ on page 69

“Port-Based Network Access Control Commands’ on page 71
“Storm-Control Commands’ on page 81
“Port-Channel/LAG (802.3ad) Commands’ on page 87
“Port Mirroring” on page 92

“IGMP Snooping Configuration Commands’ on page 95
“Port Security Commands’ on page 101

“LLDP (802.1AB) Commands’ on page 104

“Denial of Service Protection Commands’ on page 110
“MAC Database Commands’ on page 113

CAUTION: The commands in this chapter are in one of three functional groups:

Show commands display switch settings, statistics, and other information.

Configuration commands configure features and options of the switch. For every configu-
ration command, there is a show command that displays the configuration setting.

Clear commands clear some or all of the settings to factory defaults.
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Port Configuration Commands

This section describes the commands you use to view and configure port settings.

interface

This command gives you access to the Interface Config mode, which alows you to enable or
modify the operation of an interface (port).

Format interface <slot/port>
Mode Global Config

auto-negotiate

This command enables automatic negotiation on a port.

Default enabled
Format aut o- negoti at e
Mode Interface Config

no auto-negotiate
This command disables automatic negotiation on a port.

NOTE: Automatic sensing is disabled when automatic negotiation is disabled.

Format no aut o-negoti ate
Mode Interface Config

auto-negotiate all

This command enables automatic negotiation on all ports.

Default enabled
Format aut o- negoti ate all
Mode Global Config

no auto-negotiate all

This command disables automatic negotiation on al ports.

Format no auto-negotiate all
Mode Global Config
description
Use this command to create an alpha-numeric description of the port.
Format description <description>
Mode Interface Config
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mtu

Use the nt u command to set the maximum transmission unit (MTU) size, in bytes, for frames
that ingress or egress the interface. You can use the nt u command to configure jJumbo frame
support for physical and port-channel (LAG) interfaces. For the standard D-Link Unified
Wired/Wireless Access System implementation, the MTU sizeisavalid integer between 1522
- 9216 for tagged packets and a valid integer between 1518 - 9216 for untagged packets.

NOTE: To receive and process packets, the Ethernet MTU must include any extra
bytes that Layer-2 headers might require. To configurethe IPMTU size,
which is the maximum size of the IP packet (IP Header + IP payload), see“ip
mtu” on page 123.

Default 1518 (untagged)
Format mu <1518-9216>
Mode Interface Config

no mtu

This command sets the default MTU size (in bytes) for the interface.
Format no ntu
Mode Interface Config

shutdown

This command disables a port.

NOTE: You can use the shut down command on physical and port-channel (LAG)
interfaces, but not on VLAN routing interfaces.

Default enabled
Format shut down
Mode Interface Config

no shutdown

This command enables a port.

Format no shut down
Mode Interface Config
shutdown all

This command disables all ports.

NOTE: You can usethe shut down al I command on physical and port-channel
(LAG) interfaces, but not on VLAN routing interfaces.

Default enabled
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Format
Mode

no shutdown all

shut down al |
Global Config

This command enables al ports.

Format
M ode

speed

no shutdown all
Global Config

This command sets the speed and duplex setting for the interface.

Format speed {<100 | 10> <hal f-duplex | full-dupl ex>}
Mode Interface Config
Acceptable values are:
100h 100BASE-T haf duplex
100f 100BASE-T full duplex
10h 10BASE-T half duplex
10f 10BASE-T full duplex
speed all

This command sets the speed and duplex setting for al interfaces.

Format speed all {<100 | 10> <hal f-duplex | full-dupl ex>}
Mode Global Config
Acceptable values are:
100h 100BASE-T half-duplex
100f 100BASE-T full duplex
10h 10BASE-T half duplex
10f 10BASE-T full duplex
show port
This command displays port information.
Format show port {<slot/port>| all}
Mode Privileged EXEC
Interface Valid slot and port number separated by forward slashes.
Type If not blank, thisfield indicates that this port is a specia type of port. The pos-

siblevalues are:
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Mirror - this port is a monitoring port. For more information, see “Port Mir-
roring” on page 92.

PC Mbr- this port is amember of a port-channdl (LAG).
Praobe - this port is a probe port.
Admin Mode The Port control administration state. The port must be enabled in order for it

to be allowed into the network. - May be enabled or disabled. The factory
default is enabled.

Physical Mode The desired port speed and duplex mode. If auto-negotiation support is
selected, then the duplex mode and speed is set from the auto-negotiation pro-
cess. Note that the maximum capability of the port (full duplex -100M) is
advertised. Otherwise, this object determines the port's duplex mode and
transmission rate. The factory default is Auto.

Physical Status The port speed and duplex mode.
Link Status ~ TheLink isup or down.

Link Trap This object determines whether or not to send atrap when link status changes.
The factory default is enabled.

LACP Mode LACPisenabled or disabled on this port.

show port protocol
This command displays the Protocol-Based VLAN information for either the entire system, or
for the indicated group.
Format show port protocol {<groupid> | all}
Mode Privileged EXEC
Group Name The group name of an entry in the Protocol-based VLAN table.
Group ID The group identifier of the protocol group.
Protocol(s) The type of protocol(s) for this group.
VLAN The VLAN associated with this Protocol Group.
Interface(s)  Liststhe slot/port interface(s) that are associated with this Protocol Group.

Spanning Tree Protocol (STP) Commands

This section describes the commands you use to configure Spanning Tree Protocol (STP). STP
hel ps prevent network loops, duplicate messages, and network instability.

NOTE: STPisdisabled by default. When you enable STP on the switch, STPis still
disabled on each port.

NOTE: If STPisdisabled, the system does not forward BPDU messages.
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spanning-tree

This command sets the spanning-tree operational mode to enabled.

Default disabled
Format spanni ng-tree
Mode Global Config

no spanning-tree

This command sets the spanning-tree operational mode to disabled. While disabled, the
spanning-tree configuration is retained and can be changed, but is not activated.

Format no spanni ng-tree
Mode Global Config

spanning-tree bpdumigrationcheck

Use this command to force a transmission of rapid spanning tree (RSTP) and multiple
spanning tree (MSTP) BPDUs. Usethe<sl ot/ port > parameter to transmit aBPDU from a
specified interface, or usetheal I keyword to transmit BPDUs from al interfaces. This
command forces the BPDU transmission when you execute it, so the command does not
change the system configuration or have a“no” version.

Format spanni ng-tree bpdumnigrati oncheck {<slot/port>| all}
Mode Global Config

spanning-tree configuration name

This command sets the Configuration Identifier Name for use in identifying the configuration
that this switch is currently using. The <nane> isastring of up to 32 characters.

Default base MAC addressin hexadecimal notation
Format spanni ng-tree configurati on name <name>
Mode Global Config

no spanning-tree configuration name

This command resets the Configuration Identifier Name to its default.

Format no spanni ng-tree configuration name
Mode Global Config

spanning-tree configuration revision

This command sets the Configuration Identifier Revision Level for usein identifying the
configuration that this switch is currently using. The Configuration Identifier Revision Level
isanumber in the range of 0 to 65535.

Default 0
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Format spanni ng-tree configuration revisi on <0-65535>
Mode Global Config

no spanning-tree configuration revision

This command sets the Configuration Identifier Revision Level for usein identifying the
configuration that this switch is currently using to the default value.

Format no spanni ng-tree configuration revision
Mode Global Config

spanning-tree edgeport

This command specifies that this port is an Edge Port within the common and internal
spanning tree. This allows this port to transition to Forwarding State without delay.

Format spanni ng-tree edgeport
Mode Interface Config

no spanning-tree edgeport

This command specifies that this port is not an Edge Port within the common and internal

spanning tree.
Format no spanni ng-tree edgeport
Mode Interface Config

spanning-tree forceversion

This command sets the Force Protocol Version parameter to anew value. Use 802.1d to
specify that the switch transmits ST BPDUs rather than MST BPDUSs (IEEE 802.1d
functionality supported). Use 802.1w to specify that the switch transmits RST BPDUS rather
than MST BPDUs (IEEE 802.1w functionality supported). Use 802.1s to specify that the
switch transmits MST BPDUs (IEEE 802.1s functionality supported).

Default 802.1s
Format spanni ng-tree forceversi on<802.1d | 802.1s | 802. 1w>
Mode Global Config

no spanning-tree forceversion

This command sets the Force Protocol Version parameter to the default value.

Format no spanning-tree forceversion
Mode Global Config
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spanning-tree forward-time

This command sets the Bridge Forward Delay parameter to a new value for the common and
internal spanning tree. The forward-time value isin seconds within arange of 4 to 30, with the
value being greater than or equal to “(Bridge Max Age/2) +1".

Default 15
Format spanni ng-tree forward-time <4-30>
Mode Global Config

no spanning-tree forward-time

This command sets the Bridge Forward Delay parameter for the common and internal
spanning tree to the default value.

Format no spanning-tree forward-tinme
Mode Global Config

spanning-tree hello-time

This command sets the Admin Hello Time parameter to a new vaue for the common and
internal spanning tree. The hello time <val ue> isin whole seconds within arange of 1 to 10,
with the value being less than or equal to (Bridge Max Age/ 2) - 1.

Default 2
Format spanning-tree hello-time <1-10>
Mode Interface Config

no spanning-tree hello-time

This command sets the admin Hello Time parameter for the common and internal spanning
tree to the default value.

Format no spanning-tree hello-time
Mode Interface Config

spanning-tree max-age

This command sets the Bridge Max Age parameter to a new value for the common and
internal spanning tree. The max-age value isin seconds within arange of 6 to 40, with the
value being less than or equal to 2 x (Bridge Forward Delay - 1).

Default 20
Format spanni ng-tree max- age <6- 40>
Mode Global Config

no spanning-tree max-age

This command sets the Bridge Max Age parameter for the common and internal spanning tree
to the default value.
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Format no spanni ng-tree max-age
Mode Global Config

spanning-tree max-hops

This command sets the MSTP Max Hops parameter to a new value for the common and
internal spanning tree. The max-hops valueis arange from 1 to 127.

Default 20
Format spanni ng-tree max-hops <1-127>
Mode Global Config

no spanning-tree max-hops

This command sets the Bridge Max Hops parameter for the common and internal spanning
tree to the default value.

Format no spanni ng-tree max- hops
Mode Global Config

spanning-tree mst

Thiscommand sets the Path Cost or Port Priority for this port within the multiple spanning tree
instance or in the common and internal spanning tree. If you specify an <nst i d> parameter
that corresponds to an existing multiple spanning tree instance, the configurations are done for
that multiple spanning tree instance. If you specify O (defined as the default CIST ID) asthe
<nst i d>, the configurations are done for the common and interna spanning tree instance.

If you specify the cost option, the command sets the path cost for this port within amultiple
gpanning tree instance or the common and internal spanning tree instance, depending on the
<nmst i d> parameter. You can set the path cost as a number in the range of 1 to 200000000 or
auto. If you select auto the path cost value is set based on Link Speed.

If you specify the exter nal-cost option, this command sets the external-path cost for MST
instance ‘0’ i.e. CIST instance. You can set the external cost as a number in the range of 1 to
200000000 or auto. If you specify auto, the external path cost valueis set based on Link
Speed.

If you specify the port-priority option, this command sets the priority for this port within a
specific multiple spanning tree instance or the common and internal spanning tree instance,
depending on the <nst i d> parameter. The port-priority value is a number in the range of 0 to
240 in increments of 16.

Default cost—auto
external-cost—auto
port-priority—128

Format spanni ng-tree nmst <nsti d> {{cost <1-200000000> | auto} |
{external -cost <1-200000000> | auto} | port-priority <0-240>}

Mode Interface Config
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no spanning-tree mst

This command sets the Path Cost or Port Priority for this port within the multiple spanning tree
instance, or in the common and internal spanning tree to the respective default values. If you
specify an <nst i d> parameter that corresponds to an existing multiple spanning tree instance,
you are configuring that multiple spanning tree instance. If you specify 0 (defined as the
default CIST ID) asthe <nst i d>, you are configuring the common and internal spanning tree
instance.

If the you specify cost, this command sets the path cost for this port within a multiple spanning
tree instance or the common and internal spanning tree instance, depending on the <nst i d>
parameter, to the default value, i.e. a path cost value based on the Link Speed.

If you specify external-cost, this command sets the external path cost for this port for mst ‘0’
instance, to the default value, i.e. a path cost value based on the Link Speed.

If you specify port-priority, this command sets the priority for this port within a specific
multiple spanning tree instance or the common and internal spanning tree instance, depending
onthe <nst i d> parameter, to the default value.

Format no spanni ng-tree nst <nstid> <cost | external-cost | port-prior-
ity>
Mode Interface Config

spanning-tree mst instance

This command adds a multiple spanning tree instance to the switch. The parameter <nst i d> is
anumber within arange of 1 to 4094, that corresponds to the new instance ID to be added. The
maximum number of multiple instances supported by the switch is 4.

Default none
Format spanni ng-tree mnst instance <nstid>
Mode Global Config

no spanning-tree mst instance

This command removes a multiple spanning tree instance from the switch and reallocates all
VLANSs allocated to the deleted instance to the common and internal spanning tree. The
parameter <nst i d> isanumber that correspondsto the desired existing multiple spanning tree
instance to be removed.

Format no spanning-tree nst instance <nstid>
Mode Global Config

spanning-tree mst priority

This command sets the bridge priority for a specific multiple spanning tree instance. The
parameter <nst i d> iSanumber that corresponds to the desired existing multiple spanning tree
instance. The priority value is a number within arange of 0 to 61440 in increments of 4096.

If you specify 0 (defined asthe default CIST ID) asthe <nst i d>, thiscommand setsthe Bridge
Priority parameter to a new value for the common and internal spanning tree. The bridge
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priority value is a number within arange of 0 to 61440. The twelve least significant bits are
masked according to the 802.1s specification. This causes the priority to be rounded down to
the next lower valid priority.

Default 32768
Format spanning-tree mst priority <nstid> <0-61440>
Mode Global Config

no spanning-tree mst priority

This command sets the bridge priority for a specific multiple spanning tree instance to the
default value. The parameter <mst i d> isanumber that corresponds to the desired existing
multiple spanning tree instance.

If O (defined as the default CIST ID) is passed as the <nst i d>, this command sets the Bridge
Priority parameter for the common and internal spanning tree to the default value.

Format no spanning-tree nst priority <nstid>
Mode Global Config

spanning-tree mst vian

This command adds an association between a multiple spanning tree instance and aVLAN so
that the VLAN is no longer associated with the common and internal spanning tree. The
parameter <nst i d> isanumber that correspondsto the desired existing multiple spanning tree
instance. The <vI ani d> corresponds to an existing VLAN ID.

Format spanni ng-tree nmst vlan <mstid> <vl ani d>
Mode Global Config

no spanning-tree mst vlan

This command removes an association between amultiple spanning treeinstance and aVLAN
so that the VLAN is again be associated with the common and internal spanning tree. The
parameter <nst i d> isanumber that correspondsto the desired existing multiple spanning tree
instance. The <vl ani d> correspondsto an existing VLAN ID.

Format no spanni ng-tree nst vlan <nmstid> <vl ani d>
Mode Global Config

spanning-tree port mode

This command sets the Administrative Switch Port State for this port to enabled.

Default disabled
Format spanni ng-tree port node
Mode Interface Config
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no spanning-tree port mode

This command sets the Administrative Switch Port State for this port to disabled.

Format no spanni ng-tree port node
Mode Interface Config

spanning-tree port mode all

This command sets the Administrative Switch Port State for all ports to enabled.

Default disabled
Format spanni ng-tree port node all
Mode Global Config

no spanning-tree port mode all

This command sets the Administrative Switch Port State for all ports to disabled.

Format no spanning-tree port node all
Mode Global Config

show spanning-tree

This command displays spanning tree settings for the common and internal spanning tree. The
following details are displayed.

Format show spanni ng-tree
Modes Privileged EXEC
User EXEC

Bridge Priority Specifiesthe bridge priority for the Common and Internal Spanning tree
(CST). The value lies between 0 and 61440. It is displayed in multiples of
4096.

Bridge I dentifier The bridge identifier for the CST. It is made up using the bridge priority
and the base MAC address of the bridge.

Time Since Topology Change Time in seconds.
Topology Change Count Number of times changed.

Topology Change Boolean va ue of the Topology Change parameter for the switch indicating
if atopology changeisin progress on any port assigned to the common and
internal spanning tree.

Designated Root The bridge identifier of the root bridge. It is made up from the bridge prior-
ity and the base MAC address of the bridge.

Root Path Cost Value of the Root Path Cost parameter for the common and internal spanning
tree.

Root Port Identifier Identifier of the port to access the Designated Root for the CST.
Root Port Max Age Derived value.
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Root Port Bridge Forward Delay Derived vaue.
HelloTime  Configured value of the parameter for the CST.

Bridge Hold Time Minimum time between transmission of Configuration Bridge Protocol
Data Units (BPDUSs)

Bridge Max Hops Bridge max-hops count for the device.

CST Regional Root Bridge Identifier of the CST Regional Root. It is made up using the
bridge priority and the base MAC address of the bridge.

Regional Root Path Cost Path Cost to the CST Regional Root.

Associated FIDs List of forwarding database identifiers currently associated with this
instance.

Associated VLANSs List of VLAN IDs currently associated with this instance.

show spanning-tree brief

This command displays spanning tree settings for the bridge. The following information

appears.
Format show spanni ng-tree bri ef
Modes Privileged EXEC

User EXEC
Bridge Priority Configured value.

Bridge I dentifier The bridge identifier for the selected MST instance. It is made up using the
bridge priority and the base MAC address of the bridge.

Bridge Max Age Configured value.

Bridge Max Hops Bridge max-hops count for the device.
Bridge Hello Time Configured value.

Bridge Forward Delay Configured value.

Bridge Hold Time Minimum time between transmission of Configuration Bridge Protocol
Data Units (BPDUS)

show spanning-tree interface

This command displays the settings and parameters for a specific switch port within the
common and internal spanning tree. The <sl ot / por t > isthe desired switch port. The
following details are displayed on execution of the command.

Format show spanni ng-tree interface <slot/port>
Modes Privileged EXEC
User EXEC

HelloTime  Admin hello time for this port.
Port mode Enabled or disabled.
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Port Up Time Since CountersLast Cleared Time since port was reset, displayed in days,
hours, minutes, and seconds.

STP BPDUs Transmitted Spanning Tree Protocol Bridge Protocol Data Units sent

STP BPDUs Received Spanning Tree Protocol Bridge Protocol Data Units received.

RST BPDUs Transmitted Rapid Spanning Tree Protocol Bridge Protocol Data Units sent
RST BPDUs Received Rapid Spanning Tree Protocol Bridge Protocol Data Units received.

MSTP BPDUs Transmitted Multiple Spanning Tree Protocol Bridge Protocol Data Units
sent

MSTP BPDUs Received Multiple Spanning Tree Protocol Bridge Protocol Data Units
received.

show spanning-tree mst port detailed

This command displays the detailed settings and parameters for a specific switch port within a
particular multiple spanning tree instance. The parameter <nst i d> isanumber that
corresponds to the desired existing multiple spanning tree instance. The <sl ot / port > isthe
desired switch port.

Format show spanni ng-tree nst port detailed <nsti d> <slot/port>
Mode Privileged EXEC
User EXEC

MST Instance ID ThelD of the existing MST instance.

Port Identifier The port identifier for the specified port within the selected M ST instance. It
is made up from the port priority and the interface number of the port.

Port Priority The priority for a particular port within the selected MST instance. The port
priority isdisplayed in multiples of 16.

Port Forwarding State Current spanning tree state of this port.

Port Role Each enabled M ST Bridge Port receives a Port Role for each spanning tree.
The port role is one of the following values: Root Port, Designated Port,
Alternate Port, Backup Port, Master Port or Disabled Port

Auto-Calculate Port Path Cost Indicates whether auto calculation for port path cost is
enabled.

Port Path Cost Configured value of the Internal Port Path Cost parameter.

Auto-Calculate External Port Path Cost Indicates whether auto calculation for externa
port path cost is enabled.

External Port Path Cost Configured value of the external Port Path Cost parameter.
Designated Root The Identifier of the designated root for this port.

Designated Port Cost Path Cost offered to the LAN by the Designated Port
Designated Bridge Bridge Identifier of the bridge with the Designated Port.

Designated Port Identifier  Port on the Designated Bridge that offers the lowest cost to the
LAN.
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If you specify 0 (defined as the default CIST ID) asthe <nst i d>, this command displays the
settings and parameters for a specific switch port within the common and internal spanning
tree. The <sl ot / por t > isthe desired switch port. In this case, the following are displayed.

Port Identifier The port identifier for this port within the CST.

Port Priority The priority of the port within the CST.

Port Forwarding State The forwarding state of the port within the CST.

Port Role The role of the specified interface within the CST.

Port Path Cost The configured path cost for the specified interface.
Designated Root Identifier of the designated root for this port within the CST.
Designated Port Cost Path Cost offered to the LAN by the Designated Port.
Designated Bridge The bridge containing the designated port

Designated Port Identifier Port on the Designated Bridge that offers the lowest cost to the
LAN

Topology Change Acknowledgement  Value of flag in next Configuration Bridge Protocol
Data Unit (BPDU) transmission indicating if atopology changeisin progress
for this port.

HelloTime  Thehellotimein use for this port.
Edge Port The configured value indicating if this port is an edge port.

Edge Port Satus The derived value of the edge port status. True if operating as an edge
port; false otherwise.

Point To Point MAC Status Derived value indicating if this port is part of a point to point
link.

CST Regional Root The regiona root identifier in use for this port.
CST Port Cost The configured path cost for this port.

show spanning-tree mst port summary

This command displays the settings of one or all ports within the specified multiple spanning
tree instance. The parameter <nst i d> indicates a particular MST instance. The parameter
{<slot/port> | all} indicatesthe desired switch port or al ports.

If you specify O (defined as the default CIST ID) asthe <nst i d>, the status summary displays
for one or al ports within the common and internal spanning tree.

Format show spanni ng-tree nst port summary <mstid> {<slot/port> | all}
M odes Privileged EXEC
User EXEC

MST Instance ID The MST instance associated with this port.

Interface Valid slot and port number separated by forward slashes.

Type Currently not used.

STP Sate The forwarding state of the port in the specified spanning tree instance
Port Role The role of the specified port within the spanning tree.
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Link Status  The operational status of the link. Possible values are “Up” or “Down”.
Link Trap Thelink trap configuration for the specified interface.

show spanning-tree mst summary

This command displays summary information about all multiple spanning tree instancesin the
switch. On execution, the following details are displayed.

Format show spanni ng-tree nst sumary
M odes Privileged EXEC
User EXEC

MST InstanceID List List of multiple spanning trees I Ds currently configured.

For each MSTID:

Associated FIDs List of forwarding database identifiers associated with this instance.
Associated VLANSs List of VLAN IDs associated with this instance.

show spanning-tree summary

This command displays spanning tree settings and parameters for the switch. The following
details are displayed on execution of the command.

Format show spanni ng-tree sunmary
Modes Privileged EXEC
User EXEC

Spanning Tree Adminmode Enabled or disabled.

Spanning Tree Version Version of 802.1 currently supported (IEEE 802.1s, |IEEE 802.1w, or
IEEE 802.1d) based upon the Force Protocol Version parameter.

Configuration Name Identifier used to identify the configuration currently being used.

Configuration Revision Level Identifier used to identify the configuration currently being
used.

Configuration Digest Key Identifier used to identify the configuration currently being used.
MST Instances List of all multiple spanning tree instances configured on the switch

show spanning-tree vlan

This command displays the association between a VLAN and a multiple spanning tree
instance. The <vI ani d> corresponds to an existing VLAN ID.

Format show spanni ng-tree vl an <vl ani d>
Modes Privileged EXEC
User EXEC

VLAN ldentifier TheVLANSs associated with the selected MST instance.

Associated I nstance Identifier for the associated multiple spanning tree instance or “CST” if
associated with the common and internal spanning tree.
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VLAN Commands

This section describes the commands you use to configure VLAN settings.

vlan database

This command gives you access to the VLAN Config mode, which alows you to configure
VLAN characterigtics.

Format vl an dat abase
Mode Privileged EXEC

network mgmt_vlan

This command configures the Management VLAN ID.

Default 1
Format network nmgnt vl an <1-3965>
Mode Privileged EXEC

no network mgmt_vlan

This command sets the Management VLAN ID to the default.

Format no network ngnt _vl an
Mode Privileged EXEC

vlan (VLAN Config Mode)

This command createsanew VLAN and assignsitan ID. TheID isavalid VLAN
identification number (ID 1 isreserved for the default VLAN). VLAN range is 2-3965.

Format vl an <2-3965>
Mode VLAN Config
no vian

This command deletes an existing VLAN. TheID isavalid VLAN identification number (ID
lisreserved for the default VLAN). The VLAN rangeis 2-3965.

Format no vl an <2-3965>
Mode VLAN Config

vlan acceptframe

This command sets the frame acceptance mode per interface. For VLAN Only mode, untagged
frames or priority frames received on this interface are discarded. For Admit All mode,
untagged frames or priority frames received on this interface are accepted and assigned the
value of the interface VLAN ID for this port. With either option, VLAN tagged frames are
forwarded in accordance with the IEEE 802.1Q VLAN Specification.
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Default all
Format vl an acceptframe {vlanonly | all}
Mode Interface Config

no vlan acceptframe

This command resets the frame acceptance mode for the interface to the default value.
Format no vl an acceptfrane

Mode Interface Config

vlan ingressfilter

This command enables ingress filtering. If ingressfiltering is disabled, frames received with
VLAN IDsthat do not match the VLAN membership of the receiving interface are admitted
and forwarded to ports that are members of that VLAN.

Default disabled
Format vl an ingressfilter
Mode Interface Config

no vlan ingressfilter

This command disablesingress filtering. If ingress filtering is disabled, frames received with
VLAN IDsthat do not match the VLAN membership of the receiving interface are admitted
and forwarded to portsthat are members of that VLAN.

Format no vlan ingressfilter
Mode Interface Config

vlan makestatic

This command changes a dynamically created VLAN (onethat is created by GVRP
registration) to a static VLAN (one that is permanently configured and defined). TheID isa
valid VLAN identification number. VLAN range is 2-3965.

Format vl an nmakestatic <2-3965>

Mode VLAN Config

vlan name

This command changes the name of a VLAN. The name is an alphanumeric string of up to 32
characters, and the ID isavalid VLAN identification number. ID range is 1-3965.

Default VLAN ID 1 - default

other VLANS - blank string
Format vl an name <2-3965> <name>
Mode VLAN Config
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no vlan name

This command sets the name of aVLAN to ablank string.

Format no vl an name <2-3965>
Mode VLAN Config

vlan participation

This command configures the degree of participation for a specific interfaceinaVLAN. The
ID isavalid VLAN identification number, and the interface is avalid interface number.

Format vl an participation {exclude | include | auto} <1-3965>

Mode Interface Config

Participation options are:

include Theinterface is always a member of thisVLAN. Thisis equivalent to regis-
tration fixed.
exclude The interface is never amember of thisVLAN. Thisis equivalent to registra-

tion forbidden.

auto Theinterfaceisdynamically registered inthisVLAN by GVRP. Theinterface

will not participate in thisVLAN unless ajoin request is received on this
interface. Thisis equivalent to registration normal.

vlan participation all

This command configures the degree of participation for al interfacesinaVLAN. ThelD isa
valid VLAN identification number. You can use the following participation options:

include—The interface is always a member of thisVLAN. Thisis equivalent to registra-
tion fixed.

exclude—Theinterfaceis never amember of thisVLAN. Thisisequivalent to registration
forbidden.

auto—The interface is dynamically registered in thisVLAN by GV RP. The interface will
not participate in thisVLAN unless ajoin request is received on thisinterface. Thisis
equivalent to registration normal.

Format vlan participation all {exclude | include | auto} <1-3965>
Mode Global Config

vlan port acceptframe all

This command sets the frame acceptance mode for al interfaces. The modes defined as
follows:

VLAN Only mode - Untagged frames or priority frames received on this interface are dis-
carded.

Admit All mode - Untagged frames or priority frames received on this interface are
accepted and assigned the value of the interface VLAN 1D for this port.
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With either option, VLAN tagged frames are forwarded in accordance with the |EEE 802.1Q
VLAN Specification.

Default all
Format vl an port acceptframe all {vlanonly | all}
Mode Global Config

no vlan port acceptframe all

This command sets the frame acceptance mode for al interfacesto Admit All. For Admit All
mode, untagged frames or priority frames received on thisinterface are accepted and assigned
the value of the interface VLAN ID for this port. With either option, VLAN tagged frames are
forwarded in accordance with the IEEE 802.1Q VLAN Specification.

Format no vl an port acceptfrane all
Mode Global Config

vlan port ingressfilter all

This command enables ingress filtering for all ports. If ingressfiltering is disabled, frames
received with VLAN IDs that do not match the VLAN membership of the receiving interface
are admitted and forwarded to ports that are members of that VLAN.

Default disabled
Format vlan port ingressfilter all
Mode Global Config

no vlan port ingressfilter all

This command disablesingress filtering for al ports. If ingress filtering is disabled, frames
received with VLAN IDs that do not match the VLAN membership of the receiving interface
are admitted and forwarded to ports that are members of that VLAN.

Format no vlan port ingressfilter all

Mode Global Config

vlan port pvid all

This command changesthe VLAN ID for all interface.

Default 1
Format vlan port pvid all <1-3965>
Mode Global Config

no vlan port pvid all

This command sets the VLAN ID for al interfacesto 1.

Format no vl an port pvid all
Mode Global Config
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vlan port tagging all

This command configures the tagging behavior for al interfacesinaVLAN to enabled. If
tagging is enabled, traffic is transmitted as tagged frames. If tagging is disabled, trafficis
transmitted as untagged frames. The ID isavalid VLAN identification number.

Format vlan port tagging all <1-3965>
Mode Global Config

no vlan port tagging all

This command configures the tagging behavior for all interfacesin a VLAN to disabled. If
tagging is disabled, traffic is transmitted as untagged frames. The ID isavalid VLAN
identification number.

Format no vlan port tagging all

Mode Global Config

vlan protocol group

This command adds protocol-based VLAN groupsto the system. The <gr oupNane> isa
character string of 1 to 16 characters. When it is created, the protocol group will be assigned
a unique number that will be used to identify the group in subsequent commands.

Format vl an protocol group <groupnanme>

Mode Global Config

vlan protocol group add protocol

This command adds the <pr ot ocol > to the protocol-based VLAN identified by <gr oupi d>. A
group may have more than one protocol associated with it. Each interface and protocol
combination can only be associated with one group. If adding a protocol to agroup causes any
conflicts with interfaces currently associated with the group, this command fails and the
protocol is not added to the group. The possible values for protocol are i p, arp, and i px.

NOTE: D-Link Unified Wired/Wireless Access System software supports |Pv4 proto-
col-based VLANS.

Default none
Format vl an protocol group add protocol <groupid> <protocol >
Mode Global Config

no vian protocol group add protocol

This command removes the <pr ot ocol > from this protocol-based VLAN group that is
identified by this <gr oupi d>. The possible vaues for protocol are i p, arp, and i px.

Format no vl an protocol group add protocol <groupid> <protocol >
Mode Global Config
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vlan protocol group remove

This command removes the protocol-based VLAN group that isidentified by this <gr oupi d>.

Format vl an protocol group renove <groupid>
Mode Global Config

protocol group

Thiscommand attachesa <vl ani d> to the protocol-based VL AN identified by <gr oupi d>. A

group may only be associated with one VLAN at atime, however the VLAN association can
be changed.

The referenced VLAN should be created prior to the creation of the protocol-based VLAN
except when GVRP is expected to create the VLAN.

Default none
Format protocol group <groupid> <vl ani d>
Mode VLAN Config

no protocol group

Thiscommand removesthe <vi ani d> from this protocol-based VLAN group that isidentified
by this <gr oupi d>.

Format no protocol group <groupid> <vlani d>
Mode VLAN Config

protocol vlan group

This command adds the physical interface to the protocol-based VLAN identified by

<gr oupi d>. You can associate multiple interfaces with a group, but you can only associate
each interface and protocol combination with one group. If adding an interface to a group
causes any conflicts with protocols currently associated with the group, this command fails
and the interface(s) are not added to the group.

You should create the referenced VLAN before you create the protocol-based VLAN except
when you configure GVRP to create the VLAN.

Default none
Format protocol vlan group <groupi d>
Mode Interface Config

no protocol vlan group

This command removes the interface from this protocol-based VLAN group that isidentified
by this <gr oupi d>.

Format no protocol vlan group <groupid>
Mode Interface Config
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protocol vlan group all

This command adds al physical interfaces to the protocol-based VLAN identified by

<gr oupi d>. You can associate multiple interfaces with a group, but you can only associate
each interface and protocol combination with one group. If adding an interface to a group
causes any conflicts with protocols currently associated with the group, this command will fail
and the interface(s) will not be added to the group.

You should create the referenced VLAN before you create the protocol-based VLAN except
when you configure GVRP to create the VLAN.

Default none
Format protocol vlan group all <groupid>
Mode Global Config

no protocol vlan group all

This command removes all interfaces from this protocol-based VLAN group that isidentified
by this <gr oupi d>.

Format no protocol vlan group all <groupid>
Mode Global Config
vlan pvid

This command changes the VLAN ID per interface.

Default 1
Format vl an pvid <1-3965>
Mode Interface Config

no vlan pvid

This command setsthe VLAN ID per interfaceto 1.
Format no vlan pvid
Mode Interface Config

vlan tagging

This command configures the tagging behavior for a specific interfacein aVLAN to enabled.
If tagging is enabled, traffic is transmitted as tagged frames. If tagging is disabled, traffic is
transmitted as untagged frames. The ID isavalid VLAN identification number.

Format vl an taggi ng <1-3965>
Mode Interface Config
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no vlan tagging

This command configures the tagging behavior for a specificinterfacein aVLAN to disabled.
If tagging is disabled, traffic is transmitted as untagged frames. The ID isavalid VLAN

identification number.

Format no vl an taggi ng <1-3965>
Mode Interface Config

vlan association subnet

This command associatesa VLAN to a specific 1P-subnet.

Format vl an associ ati on subnet <ipaddr> <netnask> <vl ani d>
Mode VLAN Config
no vlan association subnet

This command removes association of a specific IP-subnet to aVLAN.

Format no vl an associ ati on subnet <i paddr> <net mask>
Mode VLAN Config

vlan association mac

This command associates a MAC addressto aVLAN.

Format vl an associ ati on nmac <macaddr > <vl ani d>
Mode VLAN database

no vlan association mac

This command removes the association of aMAC addressto aVLAN.

Format no vl an associ ati on mac <macaddr >
Mode VLAN database
show vlan

This command displays detailed information, including interface information, for a specific

VLAN. ThelD isavalid VLAN identification number.

Format show vl an <vl ani d>
Modes Privileged EXEC
User EXEC

VLANID ThereisaVLAN Identifier (VID) associated with each VLAN. The range of

the VLAN ID is 1 to 3965.

VLAN Name A string associated with this VLAN as a convenience. It can be up to 32
aphanumeric characters long, including blanks. The default is blank. VLAN

ID 1 aways has aname of “Default.” Thisfield is optional.
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Interface

Current

Configured

Tagging

show vlan brief
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Type of VLAN, which can be Default (VLAN ID = 1) or static (one that is
configured and permanently defined), or Dynamic (one that is created by
GVRP registration).

Valid slot and port number separated by forward slashes. It is possible to set
the parametersfor al ports by using the selectors on the top line.

The degree of participation of thisport in thisVLAN. The permissible values
are:

Include - This port is always a member of thisVLAN. Thisis equivalent to
registration fixed in the |EEE 802.1Q standard.

Exclude - Thisport is never amember of thisVLAN. Thisisequivaent to
registration forbidden in the IEEE 802.1Q standard.

Autodetect - To allow the port to be dynamically registered in thisVLAN via
GVRP. The port will not participate in thisVLAN unlessajoin request is
received on this port. Thisis equivalent to registration normal in the IEEE
802.1Q standard.

The configured degree of participation of this port in this VLAN. The permis-
siblevalues are:

Include - This port is always a member of thisVLAN. Thisis equivalent to
registration fixed in the |EEE 802.1Q standard.

Exclude - Thisport is never amember of thisVLAN. Thisisequivaent to
registration forbidden in the IEEE 802.1Q standard.

Autodetect - To allow the port to be dynamically registered in thisVLAN via
GVRP. The port will not participate in thisVLAN unlessajoin request is
received on this port. Thisis eguivalent to registration normal in the IEEE
802.1Q standard.

The tagging behavior for this port in thisVLAN.

Tagged - Transmit traffic for this VLAN as tagged frames.

Untagged - Transmit traffic for this VLAN as untagged frames.

This command displaysalist of al configured VLANS.

Format
M odes

VLANID

VLAN Name

VLAN Type

show vl an bri ef
Privileged EXEC
User EXEC

ThereisaVLAN Identifier (vlanid) associated with each VLAN. The range
of the VLAN ID is 1 to 3965.

A string associated with this VLAN as a convenience. It can be up to 32
alphanumeric characterslong, including blanks. The default is blank. VLAN
ID 1 always has aname of “Default.” Thisfield is optional.

Type of VLAN, which can be Default (VLAN ID = 1) or static (onethat is
configured and permanently defined), or a Dynamic (one that is created by
GVRP registration).
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show vlan port

This command displays VLAN port information.

Format show vl an port {<slot/port> | all}
Modes Privileged EXEC
User EXEC

Interface Valid slot and port number separated by forward slashes. It is possible to set
the parameters for all ports by using the selectors on the top line.

Port VLAN ID TheVLAN ID that this port will assign to untagged frames or priority tagged
frames received on this port. The value must be for an existing VLAN. The
factory default is 1.

Acceptable Frame Types The types of frames that may be received on this port. The options
are'VLAN only' and 'Admit All'. When set to 'VLAN only', untagged frames
or priority tagged frames received on this port are discarded. When set to
‘Admit All', untagged frames or priority tagged frames received on this port
are accepted and assigned the value of the Port VLAN ID for this port. With
either option, VLAN tagged frames are forwarded in accordance to the
802.1Q VLAN specification.

IngressFiltering May be enabled or disabled. When enabled, the frame is discarded if this
port is not amember of the VLAN with which thisframeis associated. In a
tagged frame, the VLAN isidentified by the VLAN ID in the tag. In an
untagged frame, the VLAN isthe Port VLAN ID specified for the port that
recelved this frame. When disabled, all frames are forwarded in accordance
with the 802.1Q VLAN bridge specification. The factory default is disabled.

GVRP May be enabled or disabled.
Default Priority The 802.1p priority assigned to tagged packets arriving on the port.

show vlan association subnet

This command displaysthe VLAN associated with a specific configured |P-Address and net
mask. If no | P address and net mask are specified, the VLAN associations of all the configured
I P-subnets are displayed.

Format show vl an associ ati on subnet [<ipaddr> <netnask>]
Mode Privileged EXEC

IPAddress  ThelP address assigned to each interface.

Net Mask The subnet mask

VLANID ThereisaVLAN Identifier (VID) associated with each VLAN.

show vlan association mac

This command displaysthe VLAN associated with a specific configured MAC address. If no
MAC addressis specified, the VLAN associations of all the configured MAC addresses are

displayed.

Format show vl an associ ati on mac [ <macaddr >]
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Mode Privileged EXEC

Mac Address A MAC address for which the switch has forwarding and or filtering
information. The format is 6 or 8 two-digit hexadecimal numbers that
are separated by colons, for example 01:23:45:67:89:AB. Inan IVL
system the MAC address will be displayed as 8 bytes.

VLANID ThereisaVLAN Identifier (VID) associated with each VLAN.

Double VLAN Commands

This section describes the commands you use to configure double VLAN (DVLAN). Double
VLAN tagging isaway to pass VLAN traffic from one customer domain to another through a
Metro Core in asimple and cost effective manner. The additional tag on the traffic helps
differentiate between customersin the MAN while preserving the VLAN identification of the
individual customers when they enter their own 802.1Q domain.

dvlan-tunnel ethertype

This command configures the ether-type for al interfaces. The ether-type may have the values
of 802. 1Q, vMaN, or cust om If the ether-type has a value of cust om the optional value of the
custom ether type must be set to avalue from 0 to 65535.

Default vman
Format dvl an-tunnel ethertype {802.1Q | vman | customnm} [0-65535]
Mode Global Config

mode dotlg-tunnel

This command is used to enable Double VLAN Tunneling on the specified interface.

Default disabled
Format node dot 1g-t unnel
Mode Interface Config

no mode dotlg-tunnel

This command is used to disable Double VLAN Tunneling on the specified interface. By
default, Double VLAN Tunneling is disabled.

Format no node dot 1g-t unnel
Mode Interface Config
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mode dvlan-tunnel

Use this command to enable Double VLAN Tunneling on the specified interface.

NOTE: When you usethe node dvi an-tunnel command on an interface, it becomes
aservice provider port. Ports that do not have double VLAN tunneling
enabled are customer ports.

Default disabled
Format node dvl an-t unnel
Mode Interface Config

no mode dvlan-tunnel

This command is used to disable Double VLAN Tunneling on the specified interface. By
default, Double VLAN Tunneling is disabled.

Format no node dvl an-tunnel
Mode Interface Config

show dotlg-tunnel

Use this command without the optional parametersto display all interfaces enabled for Double
VLAN Tunneling. Use the optional parametersto display detailed information about Double
VLAN Tunneling for the specified interface or all interfaces.

Format show dot 1g-tunnel [interface {<slot/port> | all}]
Modes Privileged EXEC
User EXEC
Interface Valid slot and port number separated by forward slashes.
Mode The administrative mode through which Double VLAN Tunneling can be

enabled or disabled. The default value for thisfield is disabled.

Ether Type A 2-byte hex EtherType to be used as the first 16 bits of the DVLAN tunnel.
There are three different EtherTypetags. Thefirst is 802.1Q, which represents
the commonly used value of 0x8100. The second isvMAN, which represents
the commonly used value of 0x88A8. If EtherTypeis not one of these two val-
ues, then it is a custom tunnel value, representing any value in the range of O
to 65535.

show dvlan-tunnel

Use this command without the optional parametersto display all interfaces enabled for Double
VLAN Tunneling. Use the optional parametersto display detailed information about Double
VLAN Tunneling for the specified interface or all interfaces.

Format show dvl an-tunnel [interface {<slot/port> | all}]
M odes Privileged EXEC
User EXEC

Interface Valid slot and port number separated by forward slashes.
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Mode The administrative mode through which Double VLAN Tunneling can be
enabled or disabled. The default value for thisfield is disabled.

Ether Type A 2-byte hex EtherType to be used as the first 16 bits of the DVLAN tunnel.
There are three different EtherTypetags. The first is802.1Q, which represents
the commonly used value of 0x8100. The second isVMAN, which represents
the commonly used value of 0x88A8. If EtherTypeis not one of these two val-
ues, then it is acustom tunnel value, representing any value in the range of 0
to 65535.

Provisioning (IEEE 802.1p) Commands

This section describes the commands you use to configure provisioning, which allows you to
prioritize ports.

vlan port priority all

This command configures the port priority assigned for untagged packets for all ports
presently plugged into the device. The range for the priority is 0-7. Any subsequent per port
configuration will override this configuration setting.

Format vlan port priority all <priority>

Mode Global Config

vlan priority

This command configures the default 802.1p port priority assigned for untagged packets for a
specific interface. The range for the priority is 0-7

Default 0
Format vlian priority <priority>
Mode Interface Config

Protected Ports Commands

This section describes commands you use to configure and view protected ports on a switch.
Protected ports do not forward traffic to each other, even if they are on the same VLAN.
However, protected ports can forward traffic to all unprotected portsin their group.
Unprotected ports can forward traffic to both protected and unprotected ports. Ports are
unprotected by default.

If aninterfaceis configured as a protected port, and you add that interface to a Port Channel or
Link Aggregation Group (LAG), the protected port status becomes operationally disabled on
the interface, and the interface follows the configuration of the LAG port. However, the
protected port configuration for the interface remains unchanged. Once the interface is no
longer amember of aLAG, the current configuration for that interface automatically becomes
effective.
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switchport protected (Global Config)

Use this command to create a protected port group. The <gr oupi d> parameter identifiesthe set
of protected ports. Usethename <name> pair to assign aname to the protected port group. The
name can be up to 32 alphanumeric characters long, including blanks. The default is blank.

NOTE: Port protection occurs within a single switch. Protected port configuration
does not affect traffic between ports on two different switches. No traffic for-
warding is possible between two protected ports.

Default unprotected
Format swi tchport protected <groupid> [ nane <name>]
Mode Global Config

no switchport protected (Global Config)

Use this command to remove a protected port group. The gr oupi d parameter identifies the set
of protected ports. Use the nanme keyword to remove the name from the group.

Format no switchport protected <groupid> [ nane]
Mode Global Config

switchport protected (Interface Config)

Use this command to add an interface to a protected port group. The <gr oupi d> parameter
identifies the set of protected ports to which thisinterface is assigned. You can only configure
an interface as protected in one group.

NOTE: Port protection occurs within a single switch. Protected port configuration
does not affect traffic between ports on two different switches. No traffic for-
warding is possible between two protected ports.

Default unprotected
Format swi t chport protected <groupi d>
Mode Interface Config

no switchport protected (Interface Config)

Use thiscommand to configure aport as unprotected. The gr oupi d parameter identifiesthe set
of protected ports to which thisinterface is assigned.

Format no switchport protected <groupid>
Mode Interface Config

show switchport protected

This command displays the status of all the interfaces, including protected and unprotected
interfaces.

Format show swi tchport protected <groupid>
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Modes Privileged EXEC
User EXEC

Group ID The number that identifies the protected port group.

Name An optional name of the protected port group. The name can be up to 32
alphanumeric characters long, including blanks. The default is blank.

List of Physical Ports List of ports, which are configured as protected for the group identi-
fied with <gr oupi d>. If no port is configured as protected for this group, this
field isblank.

show interfaces switchport

This command displays the status of the interface (protected/unprotected) under the groupid.

Format show i nterfaces sw tchport <slot/port> <groupid>

Mode User EXEC
Privileged EXEC

Name A string associated with this group as a convenience. It can be up to 32 apha-
numeric characters long, including blanks. The default isblank. Thisfield is
optional.

Protected Indicates whether the interface is protected or not. It shows TRUE or FALSE.

If the group is a multiple groups then it shows TRUE in Group <gr oupi d>

GARP Commands

This section describes the commands you use to configure Generic Attribute Registration
Protocol (GARP) and view GARP status. The commands in this section affect both GARP
VLAN Registration Protocol (GVRP) and Garp Multicast Registration Protocol (GMRP).
GARP isaprotocol that allows client stations to register with the switch for membership in
VLANS (by using GVMP) or multicast groups (by using GVMP).

set garp timer join

This command sets the GVRP join time for one port (Interface Config mode) or al (Global
Config mode) and per GARP. Join time is the interval between the transmission of GARP
Protocol Data Units (PDUs) registering (or re-registering) membership for aVLAN or
multicast group. This command has an effect only when GVRP is enabled. Thetimeisfrom
10 to 100 (centiseconds). The value 20 centiseconds is 0.2 seconds.

Default 20
Format set garp timer join <10-100>
M odes Interface Config

Global Config

no set garp timer join

This command setsthe GV RP join time (for one or al ports and per GARP) to the default and
only has an effect when GVRP is enabl ed.
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Format no set garp timer join
Modes Interface Config
Global Config

set garp timer leave

This command sets the GVRP leave time for one port (Interface Config mode) or al ports
(Global Config mode) and only has an effect when GVRP is enabled. Leavetimeisthetimeto
wait after receiving an unregister request for aVLAN or amulticast group before deleting the
VLAN entry. This can be considered a buffer time for another station to assert registration for
the same attribute in order to maintain uninterrupted service. The leave timeis 20 to 600
(centiseconds). The value 60 centisecondsis 0.6 seconds.

Default 60
Format set garp timer |eave <20-600>
Modes Interface Config

Global Config

no set garp timer leave

This command sets the GVRP leave time on all ports or a single port to the default and only
has an effect when GVRP is enabled.

Format no set garp timer |eave
Modes Interface Config
Global Config

set garp timer leaveall

This command sets how frequently Leave All PDUs are generated. A Leave All PDU indicates
that all registrationswill be unregistered. Participants would need to rejoin in order to maintain
registration. The value applies per port and per GARP participation. The time may range from
200 to 6000 (centiseconds). The value 1000 centiseconds is 10 seconds. You can use this
command on all ports (Global Config mode) or asingle port (Interface Config mode), and it
only has an effect only when GVRP is enabled.

Default 1000
Format set garp tinmer |eaveall <200-6000>
Modes Interface Config

Global Config

no set garp timer leaveall

This command sets how frequently Leave All PDUs are generated the default and only has an
effect when GVRP is enabled.

Format no set garp timer |eaveall
Modes Interface Config
Global Config
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show garp
This command displays GARP information.
Format show garp
M odes Privileged EXEC
User EXEC
GMRP Admin Mode The administrative mode of GARP Multicast Registration Protocol
(GMRP) for the system.

GVRP Admin Mode The administrative mode of GARP VLAN Registration Protocol
(GVRP) for the system

GVRP Commands

This section describes the commands you use to configure and view GARP VLAN
Registration Protocol (GVRP) information. GV RP-enabled switches exchange VLAN
configuration information, which allows GVRP to provide dynamic VLAN creation on trunk
ports and automatic VLAN pruning.

NOTE: If GVRP isdisabled, the system does not forward GV RP messages.

set gvrp adminmode

This command enables GV RP on the system.

Default disabled
Format set gvrp adni nnode
Mode Privileged EXEC

no set gvrp adminmode

This command disables GVRP.
Format no set gvrp adnmi nnode
Mode Privileged EXEC

set gvrp interfacemode

This command enables GV RP on a single port (Interface Config mode) or all ports (Global
Config mode).

Default disabled
Format set gvrp interfacenode
Modes Interface Config

Global Config
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no set gvrp interfacemode

This command disables GVRP on asingle port (Interface Config mode) or al ports (Global
Config mode). If GVRP is disabled, Join Time, Leave Time and Leave All Time have no
effect.

Format no set gvrp interfacenode
M odes Interface Config
Global Config

show gvrp configuration

This command displays Generic Attributes Registration Protocol (GARP) information for one
or al interfaces.

Format show gvrp configuration {<slot/port> | all}
Modes Privileged EXEC
User EXEC

Interface Valid slot and port number separated by forward slashes.

Join Timer Theinterval between the transmission of GARP PDUs registering (or re-reg-
istering) membership for an attribute. Current attributesarea VLAN or multi-
cast group. There is an instance of thistimer on a per-Port, per-GARP
participant basis. Permissible values are 10 to 100 centiseconds (0.1 to 1.0
seconds). The factory default is 20 centiseconds (0.2 seconds). The finest
granularity of specification is one centisecond (0.01 seconds).

Leave Timer Theperiod of timeto wait after receiving an unregister request for an attribute
before deleting the attribute. Current attributesareaVLAN or multicast
group. Thismay be considered a buffer time for another station to assert regis-
tration for the same attribute in order to maintain uninterrupted service. There
is an instance of thistimer on a per-Port, per-GARP participant basis. Permis-
sible values are 20 to 600 centiseconds (0.2 to 6.0 seconds). The factory
default is 60 centiseconds (0.6 seconds).

LeaveAll Timer ThisLeave All Time controls how frequently LeaveAll PDUs are gener-
ated. A LeaveAll PDU indicatesthat al registrations will shortly be deregis-
tered. Participants will need to rgjoin in order to maintain registration. There
is an instance of thistimer on a per-Port, per-GARP participant basis. The
Leave All Period Timer is set to arandom value in the range of LeaveAll Time
to 1.5*LeaveAllTime. Permissible values are 200 to 6000 centiseconds (2 to
60 seconds). The factory default is 1000 centiseconds (10 seconds).

Port GMRP Mode The GMRP administrative mode for the port, which is enabled or dis-
abled (default). If this parameter is disabled, Join Time, Leave Time and
Leave All Time have no effect.
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GMRP Commands

This section describes the commands you use to configure and view GARP Multicast
Registration Protocol (GMRP) information. Like IGM P snooping, GMRP helps control the
flooding of multicast packets.GM RP-enabled switches dynamically register and de-register
group membership information with the MA C networking devices attached to the same
segment. GMRP also allows group membership information to propagate across al
networking devicesin the bridged LAN that support Extended Filtering Services.

NOTE: If GMRP is disabled, the system does not forward GM RP messages.

set gmrp adminmode

This command enables GARP Multicast Registration Protocol (GMRP) on the system.

Default disabled
Format set gnrp adni nnode
Mode Privileged EXEC

no set gmrp adminmode

This command disables GARP Multicast Registration Protocol (GMRP) on the system.

Format no set gnrp adm nnode
Mode Privileged EXEC

set gmrp interfacemode

This command enables GARP Multicast Registration Protocol on a single interface (Interface
Config mode) or al interfaces (Global Config mode). If an interface which has GARP enabled
is enabled for routing or is enlisted as a member of a port-channel (LAG), GARP functiondity
isdisabled on that interface. GARP functionality is subsequently re-enabled if routing is
disabled and port-channel (LAG) membership isremoved from an interface that has GARP

enabled.

Default disabled

Format set gnrp interfacenode
M odes Interface Config

Global Config

no set gmrp interfacemode

This command disables GARP Multicast Registration Protocol on asingle interface or al
interfaces. If an interface which has GARP enabled is enabled for routing or is enlisted as a
member of aport-channel (LAG), GARP functionality is disabled. GARP functionality is
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subsequently re-enabled if routing is disabled and port-channel (LAG) membershipis
removed from an interface that has GARP enabled.

Format. no set gnrp interfacenode
Modes Interface Config
Global Config

show gmrp configuration

This command displays Generic Attributes Registration Protocol (GARP) information for one
or al interfaces.

Format show gnrp configuration {<slot/port> | all}
Modes Privileged EXEC
User EXEC
Interface The dot/port of the interface that this row in the table describes.

Join Timer Theinterval between the transmission of GARP PDUs registering (or re-reg-
istering) membership for an attribute. Current attributesareaVLAN or multi-
cast group. There is an instance of thistimer on a per-port, per-GARP
participant basis. Permissible values are 10 to 100 centiseconds (0.1 to 1.0
seconds). The factory default is 20 centiseconds (0.2 seconds). The finest
granularity of specification is 1 centisecond (0.01 seconds).

Leave Timer The period of timeto wait after receiving an unregister request for an attribute
before deleting the attribute. Current attributesareaVLAN or multicast
group. Thismay be considered a buffer time for another station to assert regis-
tration for the same attribute in order to maintain uninterrupted service. There
is an instance of thistimer on a per-Port, per-GARP participant basis. Permis-
sible values are 20 to 600 centiseconds (0.2 to 6.0 seconds). The factory
default is 60 centiseconds (0.6 seconds).

LeaveAll Timer ThisLeave All Time controls how frequently LeaveAll PDUs are gener-
ated. A LeaveAll PDU indicatesthat al registrations will shortly be deregis-
tered. Participants will need to rgjoin in order to maintain registration. There
is an instance of thistimer on a per-Port, per-GARP participant basis. The
Leave All Period Timer is set to arandom value in the range of LeaveAllTime
to 1.5*LeaveAllTime. Permissible values are 200 to 6000 centiseconds (2 to
60 seconds). The factory default is 1000 centiseconds (10 seconds).

Port GMRP Mode The GMRP administrative mode for the port. It may be enabled or dis-
abled. If this parameter is disabled, Join Time, Leave Time and Leave All
Time have no effect.

show mac-address-table gmrp

This command displays the GMRP entries in the Multicast Forwarding Database (MFDB)
table.

Format show nmac- address-table gnrp
Mode Privileged EXEC
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Mac Address A unicast MAC address for which the switch has forwarding and or filtering
information. The format is 6 or 8 two-digit hexadecimal numbers that are sep-
arated by colons, for example 01:23:45:67:89:AB. Inan IVL systemthe MAC
addressis displayed as 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end
user. Dynamic entries are added to the table as aresult of alearning process or
protocaol.

Description  The text description of this multicast table entry.

Interfaces Thelist of interfaces that are designated for forwarding (Fwd:) and filtering
(FIt:).

Port-Based Network Access Control Commands

This section describes the commands you use to configure port-based network access control
(802.1x). Port-based network access control allows you to permit access to network services
only to and devices that are authorized and authenticated.

authentication login

This command creates an authentication login list. The <l i st name> is any character string
and is not case sensitive. Up to 10 authentication login lists can be configured on the switch.
When aligt is created, the authentication method “local” is set as the first method.

When the optional parameters “Optionl”, “Option2” and/or “Option3” are used, an ordered
list of methods are set in the authentication login list. If the authentication login list does not
exist, anew authentication login list isfirst created and then the authentication methods are set
in the authentication login list. The maximum number of authentication login methodsisthree.
The possible method values arel ocal , radius and reject.

Thevaueof | ocal indicatesthat the user’slocally stored ID and password are used for
authentication. The value of r adi us indicates that the user’s 1D and password will be
authenticated using the RADIUS server. Thevalue of r ej ect indicates the user is never
authenti cated.

To authenticate a user, the first authentication method in the user’s login (authentication login
list) is attempted. D-Link Unified Wired/Wireless Access System software does not utilize
multiple entriesin the user’slogin. If the first entry returns atimeout, the user authentication

attempt fails.
NOTE: Thedefault login list included with the default configuration can not be
changed.
Format authentication | ogin<listnane> [<nethodl> [ <met hod2>
[ <met hod3>] 1]
Mode Global Config
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no authentication login

This command del etes the specified authentication login list. The attempt to delete failsif any
of the following conditions are true:

* Thelogin list nameisinvalid or does not match an existing authentication login list

» The specified authentication login list is assigned to any user or to the non configured user
for any component

* Thelogin list isthe default login list included with the default configuration and was not
created using ‘authentication login’. The default login list cannot be del eted.

Format no authentication |ogin <listnane>
Mode Global Config

clear dotlx statistics

This command resets the 802.1x statistics for the specified port or for al ports.

Format clear dotlx statistics{<slot/port>| all}
Mode Privileged EXEC

clear radius statistics

This command isused to clear all RADIUS statistics.

Format clear radius statistics
Mode Privileged EXEC

dotlx default-login

This command assigns the authentication login list to use for non-configured users for 802.1x
port security. This setting is over-ridden by the authentication login list assigned to a specific
user if the user is configured locally. If thisvalueis not configured, users will be authenticated
using local authentication only.

Format dot 1x defaul t-1ogin <listname>
Mode Global Config

dotlx guest-vlan

This command specifies an active VLAN as an |EEE 802.1x guest VLAN. The <vl an-i d>
rangeis 1 to the maximum VLAN ID.

Format dot 1x guest-vl an <vl an-i d>
Mode Interface Config
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no dotlx guest-vian

This command removes the specified VLAN an |EEE 802.1x guest VLAN. The <vl an-i d>
rangeis 1 to the maximum VLAN ID.

Format no dot1x guest-vlan <vlan-id>
Mode Interface Config

dotlx guest-vlan supplicant

Use this command to allow 802.1x-capable supplicants to access the guest VLAN.

Default disabled
Format dot 1x guest-vl an suppli cant
Mode Global Config

no dotlx guest-vlan supplicant

Use this command to prohibit 802.1x-capable supplicants from accessing the guest VLAN.

Format no dot 1x guest-vl an supplicant
Mode Global Config

dotlx initialize

This command begins the initialization sequence on the specified port. This command is only
valid if the control mode for the specified port is'auto'. If the control mode is not ‘auto’ an error

will be returned.
Format dot1x initialize<slot/port>
Mode Privileged EXEC

dotlx login

This command assigns the specified authentication login list to the specified user for 802.1x
port security. The <user > parameter must be a configured user and the <l i st nane> parameter
must be a configured authentication login list.

Format dot 1x | ogi n <user> <l i st nane>

Mode Global Config

dotlx max-req

This command sets the maximum number of times the authenticator state machine on this port
will transmit an EAPOL EAP Request/Identity frame before timing out the supplicant. The
<count > value must be in the range 1 - 10.

Default 2
Format dot 1x max-req <count >
Mode Interface Config
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no dotlx max-req

This command sets the maximum number of times the authenticator state machine on this port
will transmit an EAPOL EAP Request/Identity frame before timing out the supplicant.
Format no dot1x max-req

Mode Interface Config

dotlx port-control

This command sets the authentication mode to use on the specified port. Select f or ce-

unaut hor i zed to specify that the authenticator PAE unconditionally sets the controlled port to
unauthorized. Select f or ce- aut hor i zed to specify that the authenticator PAE unconditionally
setsthe controlled port to authorized. Select aut o to specify that the authenticator PAE setsthe
controlled port mode to reflect the outcome of the authentication exchanges between the
supplicant, authenticator and the authentication server.

Default auto

Format dot 1x port-control {force-unauthorized | force-authorized |
aut o}

Mode Interface Config

no dotlx port-control

This command sets the authentication mode on the specified port to the default value.
Format no dot1x port-control
Mode Interface Config

dotlx port-control all

This command sets the authentication mode to use on all ports. Select f or ce- unaut hor i zed to
specify that the authenticator PAE unconditionally sets the controlled port to unauthorized.
Select f or ce- aut hor i zed to specify that the authenticator PAE unconditionally sets the
controlled port to authorized. Select aut o to specify that the authenticator PAE sets the
controlled port mode to reflect the outcome of the authentication exchanges between the
supplicant, authenticator and the authentication server.

Default auto

Format dot 1x port-control all {force-unauthorized | force-authorized |
aut o}

Mode Global Config

no dotlx port-control all

This command sets the authentication mode on all portsto the default value.

Format no dot1x port-control all
Mode Global Config
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dotlx re-authenticate

This command begins the re-authentication sequence on the specified port. This command is
only valid if the control mode for the specified port is'auto’. If the control mode is not ‘auto’ an
error will be returned.

Format dot 1x re-authenticate <slot/port>

Mode Privileged EXEC

dotlx re-authentication

This command enabl es re-authentication of the supplicant for the specified port.

Default disabled
Format dot 1x re-authentication
Mode Interface Config

no dotlx re-authentication

This command disables re-authentication of the supplicant for the specified port.

Format no dot 1x re-authentication

Mode Interface Config

dotlx system-auth-control

Use this command to enable the dot1x authentication support on the switch. While disabled,
the dot1x configuration isretained and can be changed, but is hot activated.

Default disabled
Format dot 1x syst em aut h-contr ol
Mode Global Config

no dotlx system-auth-control

This command is used to disable the dotlx authentication support on the switch.

Format. no dot1x systenm auth-control
Mode Global Config

dotlx timeout

This command sets the value, in seconds, of the timer used by the authenticator state machine
on this port. Depending on the token used and the value (in seconds) passed, various timeout
configurable parameters are set. The following tokens are supported:

» reauth-period — The value, in seconds, of the timer used by the authenticator state
machine on this port to determine when re-authentication of the supplicant takes place.
The reauth-period must be avaluein the range 1 - 65535.
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» quiet-period — The value, in seconds, of the timer used by the authenticator state
machine on this port to define periods of time in which it will not attempt to acquire a sup-
plicant. The quiet-period must be avaluein the range 0 - 65535.

» tx-period — Thevalue, in seconds, of the timer used by the authenticator state machine
on this port to determine when to send an EAPOL EAP Request/Identity frame to the sup-
plicant. The quiet-period must be avalue in the range 1 - 65535.

* supp-timeout — The value, in seconds, of the timer used by the authenticator state
machine on this port to timeout the supplicant. The supp-timeout must be avaue in the
range 1 - 65535.

» server-timeout — The value, in seconds, of the timer used by the authenticator state
machine on this port to timeout the authentication server. The supp-timeout must be a
vaueintherange 1 - 65535.

Default reauth-period: 3600 seconds
quiet-period: 60 seconds
tx-period: 30 seconds
supp-timeout: 30 seconds
server-timeout: 30 seconds

Format dot 1x timeout {{reauth-period <seconds>} | {quiet-period <sec-
onds>} | {tx-period <seconds>} | {supp-tinmeout <seconds>} |
{server-tinmeout <seconds>}}

Mode Interface Config
no dotlx timeout

This command sets the value, in seconds, of the timer used by the authenticator state machine
on this port to the default values. Depending on the token used, the corresponding default

values are set.
Format no dot1lx timeout {reauth-period | quiet-period | tx-period |
supp-tinmeout | server-tineout}
Mode Interface Config
dotlx user

Thiscommand adds the specified user to thelist of users with accessto the specified port or all
ports. The <user > parameter must be a configured user.

Format dot 1x user <user> {<slot/port> | all}
Mode Global Config

no dotlx user

This command removes the user from the list of users with access to the specified port or al ports.

Format no dot 1x user <user> {<slot/port>| all}
Mode Global Config
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users defaultlogin

This command assigns the authentication login list to use for non-configured users when
attempting to log in to the system. This setting is overridden by the authentication login list
assigned to a specific user if the user is configured locally. If thisvalue is not configured, users
will be authenticated using local authentication only.

Format users defaultlogin <listnanme>
Mode Global Config
users login

This command assigns the specified authentication login list to the specified user for system
login. The <user > must be a configured <user > and the <l i st name> must be a configured
login list.

If the user isassigned alogin list that requires remote authentication, all accessto the interface
from all CLI, web, and telnet sessions will be blocked until the authentication is compl ete.

Note that the login list associated with the ‘admin’ user can not be changed to prevent
accidental lockout from the switch.

Format users | ogin <user> <l i stnane>
Mode Global Config

show authentication

This command displays the ordered authentication methods for all authentication login lists.
Format show aut henti cation

Mode Privileged EXEC

Authentication Login List The authentication login listname.

Method 1 Thefirst method in the specified authentication login list, if any.

Method 2 The second method in the specified authentication login list, if any.
Method 3 The third method in the specified authentication login list, if any.

show authentication users

This command displays information about the users assigned to the specified authentication
login list. If the login is assigned to non-configured users, the user “default” will appear in the

user column.

Format show aut henti cation users <l i stname>

Mode Privileged EXEC

User The user assigned to the specified authentication login list.

Component  The component (User or 802.1x) for which the authentication login list is

assigned.
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show dotlx

This command is used to show a summary of the global dotlx configuration, summary
information of the dot1x configuration for a specified port or all ports, the detailed dot1x
configuration for a specified port and the dot1x statistics for a specified port - depending on
the tokens used.

Format show dot 1x [ {summary {<slot/port> | all} | detail <slot/port> |
statistics <slot/port>]
Mode Privileged EXEC

If you do not use any of the optional parameters, the global dot1x configuration summary is

displayed.

Administrative mode Indicates whether authentication control on the switch is enabled or
disabled.

Supplicant Allowed in Guest VLAN Indicates whether the Guest VLAN for supplicants
feature is enabled or disabled.

Example: The following shows example CLI display output for the command.

(DWs- 3026) #show dot 1x

Administrative Mde............... Di sabl ed
Supplicant Allowed In Guest Vlan.. Disabled

If you use the optional parameter sunmary {<sl ot/ port> | all},thedotlx configuration for
the specified port or al ports are displayed.

Port The interface whose configuration is displayed.

Control Mode The configured control mode for this port. Possible values are force-unauthor-
ized | force-authorized | auto.

Operating Control Mode The control mode under which this port is operating. Possible val-
ues are authorized | unauthorized.

Reauthentication Enabled Indicates whether re-authentication is enabled on this port.

Key Transmission Enabled Indicatesif the key is transmitted to the supplicant for the speci-
fied port.

If the optional parameter 'detail <sl ot / por t >' isused, the detailed dot1x configuration for the
specified port are displayed.

Port The interface whose configuration is displayed.

Protocol Version The protocol version associated with this port. The only possible valueis1,
corresponding to the first version of the dot1x specification.

PAE Capabilities The port access entity (PAE) functionality of this port. Possible values are
Authenticator or Supplicant.

Authenticator PAE State Current state of the authenticator PAE state machine. Possible val-
ues are Initialize, Disconnected, Connecting, Authenticating, Authenticated,
Aborting, Held, ForceA uthorized, and ForceUnauthorized.
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Backend Authentication State Current state of the backend authentication state machine.
Possible values are Reguest, Response, Success, Fail, Timeout, Idle, and Ini-
tidize.

Quiet Period Thetimer used by the authenticator state machine on this port to define peri-
ods of time in which it will not attempt to acquire a supplicant. The valueis
expressed in seconds and will bein the range 0 and 65535.

Transmit Period The timer used by the authenticator state machine on the specified port to
determine when to send an EAPOL EAP Request/I dentity frame to the suppli-
cant. The value is expressed in seconds and will bein the range of 1 and
65535.

Guest VLAN ID TheID of the VLAN used for unauthenticated or authentication failed
USers.

Guest VLAN Period The value, in seconds, of the timer used by the Guest VLAN Authenti-
cation. The guest VLAN timeout must be avalue in the range of 1 and 300.
The default value is 90. The guest VLAN becomes operational after thistime-
out is reached giving enough time to the user to get authenticated.

Supplicant Timeout The timer used by the authenticator state machine on this port to time-
out the supplicant. The value is expressed in seconds and will be in the range
of 1 and 65535.

Server Timeout Thetimer used by the authenticator on this port to timeout the authentication
server. The value is expressed in seconds and will bein the range of 1 and
65535.

Maximum Requests The maximum number of times the authenticator state machine on this
port will retransmit an EAPOL EAP Request/I dentity before timing out the
supplicant. The value will be in the range of 1 and 10.

VLAN Assigned The VLAN ID assigned by the RADIUS server.

Reauthentication Period The timer used by the authenticator state machine on this port to
determine when reauthentication of the supplicant takes place. Thevalueis
expressed in seconds and will bein the range of 1 and 65535.

Reauthentication Enabled Indicatesif reauthentication is enabled on this port. Possible val-
uesare‘True” or “False”.

Key Transmission Enabled Indicatesif the key is transmitted to the supplicant for the speci-
fied port. Possible values are True or False.

Control Direction The control direction for the specified port or ports. Possible values are
both or in.
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Example: The following shows example CLI display output for the command.

(DWs- 3026) #show dot 1x detail 0/1

Port . . e 0/1
Protocol Version............. ... .. .. ... 1

PAE Capabilities....... ... .. .. Aut henti cat or
Authenticator PAE State........................ Initialize
Backend Authentication State................... Initialize
Quiet Period........ ... .. . . . e 60
Transmt Period........... .. ... . . .. ... ... 30

Guest VLAN ID. ... .. e e 0

GQuest Vlan Period............ .. ... .. .. 90
Supplicant Tineout.......... ... ... ... ... ... ... 30

Server Timeout (SECS)........iiiinnnennnn.. 30

Maxi mum Requests. . ... . i 2

Vian Assigned. ... ... ... 0
Reauthentication Period........................ 3600
Reauthentication Enabled....................... FALSE

Key Transmission Enabled....................... FALSE
Control Direction.......... ... iiiiiin.. bot h

If you use the optional parameter st ati sti cs <sl ot/ port >, the following dot1x statistics for
the specified port appear.
Port The interface whose statistics are displayed.

EAPOL Frames Received The number of valid EAPOL frames of any type that have been
received by this authenticator.

EAPOL Frames Transmitted The number of EAPOL frames of any type that have been
transmitted by this authenticator.

EAPOL Sart Frames Received Thenumber of EAPOL start framesthat have been received
by this authenticator.

EAPOL L ogoff Frames Received The number of EAPOL logoff frames that have been
received by this authenticator.

Last EAPOL FrameVersion The protocol version number carried in the most recently
received EAPOL frame.

Last EAPOL Frame Source The source MAC address carried in the most recently received
EAPOL frame.

EAP Response/ld Frames Received The number of EAP response/identity frames that have
been received by this authenticator.

EAP Response Frames Received The number of valid EAP response frames (other than
resp/id frames) that have been received by this authenticator.

EAP Request/Id Frames Transmitted The number of EAP request/identity framesthat have
been transmitted by this authenticator.

EAP Request Frames Transmitted The number of EAP request frames (other than request/
identity frames) that have been transmitted by this authenticator.

Invalid EAPOL Frames Received The number of EAPOL frames that have been received
by this authenticator in which the frame type is not recognized.

EAP Length Error Frames Received The number of EAPOL frames that have been
received by this authenticator in which the frame type is not recognized.
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show dotlx users

This command displays 802.1x port security user information for locally configured users.

Format show dot 1x users <sl ot/ port>
Mode Privileged EXEC
User Users configured locally to have access to the specified port.

show users authentication

This command displays al user and all authentication login information. It also displays the
authentication login list assigned to the default user.

Format show users aut hentication
Mode Privileged EXEC
User Lists every user that has an authentication login list assigned.

System Login The authentication login list assigned to the user for system login.

802.1x Port Security The authentication login list assigned to the user for 802.1x port secu-
rity.

Storm-Control Commands

This section describes commands you use to configure storm control and view storm-control
configuration information. The Storm Control feature allows you to limit the rate of specific

types of packets through the switch on a per-port, per-type, basis. The Storm Control feature
can help maintain network performance.

storm-control broadcast

Use this command to enable broadcast storm recovery mode for a specific interface. If the
mode is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast traffic
ingressing on an interface increases beyond the configured threshold, the traffic will be
dropped. Therefore, the rate of broadcast traffic will be limited to the configured threshold.

Default disabled
Format stormcontrol broadcast
Mode Interface Config

no storm-control broadcast

Use this command to disable broadcast storm recovery mode for a specific interface.

Format no stormcontrol broadcast

Mode Interface Config
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storm-control broadcast level

Use this command to configure the broadcast storm recovery threshold in terms of percentage
of the interface speed for an interface. When y