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Disclaimer

The information in this document is subject to change without notice. The manufacturer makes no
representations or warranties with respect to the contents hereof and specifically disclaim any
implied warranties of merchantability or fithess for any particular purpose. The manufacturer
reserves the right to revise this publication and to make changes from time to time in the content
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RESTORATION, WORK STOPPAGE, LOSS OF SAVED DATA OR ANY OTHER
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Chapter 1. Product Overview

» The DFL-160 Solution, page 6
* Ethernet Interfaces, page 8

» The LED Indicators, page 10

1.1. The DFL-160 Solution

The NetDefend SOHO UTM product is a D-Link hardware/software solution designed for situations
where a conventional IP router connected to the public Internet in a small organization or home
environment does not have sufficient capabilities to provide the network security required to combat
today's universe of potential external threats.

The DFL-160 and the NetDefendOS Software

The term DFL-160 refers to the physical hardware that is provided with the NetDefend SOHO UTM
product. The operating system software that drives the hardware is a purpose built networking
operating system called D-Link NetDefendOS. This operating system is also found in D-Link DFL
firewall products designed for larger enterprises.

The NetDefendOS Management Interface

The principle management interface for the DFL-160 is through a web browser running on a
separate computer. This computer acts as a management workstation and the DFL-160 acts as a web
server, alowing the product to be managed through an intuitive set of web pages that are viewed
through the web browser.

The DFL-160 Interfaces

The DFL-160 provides 10/100/1000 Mbps capable LAN (Local Area Network) and DMZ
(Demilitarized Zone) Ethernet interfaces for the internal, protected networks plus a 10/100 Mbps
capable WAN (Wide Area Network) interface for connection to the public Internet. Further
information about all these can be found in Section 1.2, “ Ethernet Interfaces” .

Additionally, a serial interface (the COM port) is provided for access to a Command Line Interface
(CLI).

Below is an image of the back of the DFL-160 unit showing all the connection ports.

EREE N-ON

12V = 1254

o= — 4 L ] D= oA -
e, ) RESET
il I -
o e O




1.1. The DFL-160 Solution Chapter 1. Product Overview

"Inside" and "Outside" Networks

The NetDefendOS provides the administrator with the ability to control and manage the traffic that
flows between the trusted "inside" networks and the much more threatening public Internet that lies
"outside”.

The "outside" Internet network is connected to the DFL-160's WAN interface and the trusted
"inside" network is connected to the LAN interface. As explained later, there are, in fact, four LAN
interfaces connected together through an internal switch.

The network connected to the DM Z interface can be considered to also be "inside" but it is designed
for a network where servers are situated which are accessed by external hosts and users on the
public Internet. The DM Z therefore represents a place where threats such as server viruses can be

isolated and kept separate from the more sensitive LAN network. For this reason, connections
initiated from hosts and users on the DM Z network to the L AN network are never allowed.

Firewalling and UTM

NetDefendOS provides the NetDefend SOHO UTM product with the following important features
to protect against external threats coming from the Internet:

» Extensive Firewalling Capabilities
NetDefendOS can block traffic which does not comply with security policies defined by the
user. These policies can target traffic according to which protocol (such as HTTP or FTP) is
arriving and leaving, and by which interface, as well as optionally determining when such traffic
is allowed according to atime schedule.
There are three sets of basic traffic flow policiesthat can be defined:
1. Trafficinitiated by internal networks (" outbound traffic")

2. Traffic initiated by external networks to hosts and users on the LAN network (“inbound
LAN traffic").

3. Traffic initiated by externa networks to hosts and users on the DMZ network ("inbound
DMZ traffic").

Note: No inbound trafficisinitially allowed
When a DFL-160 is started for the first time, no inbound traffic is allowed so the
administrator should decide what inbound traffic will be allowed as one of the first
setup steps.
e Unified Threat Management (UTM)

UTM is performed by NetDefendOS through the following features:

1. AnAnti-Virus option to scan file downloads for viruses.

2. Intrusion Detection and Prevention to scan al traffic connecting to internal servers.

3. Web Content Filtering to implement policies on the types of web sites that can be accessed.
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1.2. Ethernet Interfaces

Physical Interface Arrangement

The DFL-160 has a number of physical Ethernet interfaces which can be used to plug into other
Ethernet networks. The image below shows these interfaces at the back of the hardware unit.

Interface Network Connections

The illustration below shows the typical usage of network connections to the DFL-160 interfaces.
/\ Web
Server

SMTP . P

Server

WAN

Intended Interface Usage
Theinterfaces are intended to be used in the following ways:

e TheLAN interfaces.

There are four physical LAN interfaces which are labelled: LAN1, LAN2, LAN3 and LAN4.
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These are intended for connection to local, internal networks which will be protected from the
outside internet by the highest security available from the DFL-160.

Interfaces LAN1 to LAN4 are connected together via a switch fabric in the DFL-160 which
means that traffic travelling between them will not be subject to the control of NetDefendOS.
All four are considered to be part of the single logical LAN interface.

This manual will refer to the LAN interface and by this will mean a connection to any of these 4
physical interfaces.

The management options for the L AN interface are described in Section 3.3, “ LAN Settings” .
 TheDMZ interface.

Thisis for connection to a local network which will be the Demilitarized Zone (DMZ). A DMZ

is usually set aside to contain computers that regularly receive data from and send data to the

public internet. An example might be a mail server. The intent with the DMZ interface is to

provide a stage of security between the well protected, internal LAN networks and the public

Internet which is connected to the WAN interface.

If desired, the DM Z can be used like another LAN interface but does not share the common
L AN switch fabric mentioned above.

The management options for the DM Z interface are described in Section 3.4, “ DMZ Settings” .
» TheWAN interface.

This is intended for connection to an external network. In most cases this interface will be
connected to the public Internet viayour Internet Service Provider (ISP).

The basic management options for the WAN interface are described in Section 3.2, “ Internet
Connection” .

Interface Link Speed Capabilities

The physical speed capabilities are as follows:

Ethernet Interface Capability (Megabits/second)
LAN (1 to 4) 10/100/1000 Mbps
DMZ 10/100/1000 Mbps
WAN 10/100 Mbps
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1.3. The LED Indicators

On the front portion of the DFL-160 casing are a set of indicator lights which show system status
and Ethernet port activity.

Power and Status

The power light is illuminated when power is applied and the status light is illuminated after
NetDefendOS has completed start up or if the boot menu has been entered prior to complete startup
(the latter is described in Chapter 8, The Console Boot Menu).

Ethernet Ports
On the right hand side of the front of the DFL-160 thereis aline of LED lights that show the status

of the different Ethernet interfaces by showing a flashing or solid light in orange or green. The
image below shows these LED status indicators.

WAN oDmz r LAN 1
DFL-160

The following table shows the meaning of the Ethernet port LED colors.

LED Status Indicated Link Status
Solid Amber 1000 Mbps link established
Blinking Amber Data transmission over 1000 Mbps link
Solid Green 10/100 Mbps link established
Blinking Green Data transmission over 10/100 Mbps link
Light off No data link exists

10
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Chapter 2. Initial Setup

* Unpacking, page 12

* Web Browser Connection, page 14

* Browser Connection Troubleshooting, page 19

* Console Port Connection, page 20

2.1. Unpacking

Package Contents

Carefully open the product packaging and inside you will find the following:

The DFL-160 hardware unit.

The DFL-160 Quick Installation Guide.

A plug-in 12 Volt/1.2 Amp power supply with connecting cable.

One Category 5e Ethernet cable.

One RS232 cable for connecting a console to the DFL-160 serial COM port.

A CD ROM containing essentia product documents and useful software utilities.

Location of the Hardware

The DFL-160 unit is designed for table mounting only. The product can be mounted on any
appropriate stable, flat, level surface that can safely support the weight of the unit and its attached
cables.

12
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Environmental and Operating Parameters

The following table lists the key environmental and operating parameters for the DFL-160

hardware.
Parameter DFL-160 Value
AC Input 100-240 VAC, 50/60 Hz, External supply
Operating Temperature Range 0°C to +50°C
Storage Temperature Range -40°C to +70°C
Operational Humidity Range 10% to 90% RH
Storage Humidity Range 5% to 90% RH
Power Consumption Under 20 Watts

Heat Flow Considerations

The DFL-160 isalow power device that generates a modest amount of heat output during operation.
The following precautions should be taken to allow this heat to dissipate:

Do not install the DFL-160 in an environment where the operating ambient temperature might
come close to or go beyond the recommended operating temperature range (as stated in the table
above, the operating range is from 0°C to +50°C).

Make sure that airflow around the DFL-160 unit is not restricted.

Do not place anything on top of the unit, including any other electronic devices.

Power Supply Precautions

The following is recommended in regard to the power supply:

Make sure that any power source circuits are properly grounded, and use the power cord
supplied with the DFL-160 to connect it to the power source.

Ensure that the DFL-160 does not overload the power circuits, wiring and over-current
protection. To determine the possibility of overloading the supply circuits, add together the
ampere ratings of all devices installed on the same circuit as the DFL-160 and compare the total
with the rating limit for the circuit. The maximum ampere ratings are usually printed on the
devices near AC power connectors.

If your installation requires any power cords other than the one supplied with the product, be
sure to use a power cord displaying the logo of the safety agency that defines the regulations for
power cords in your country. The logo is your assurance that the power cord can be used safely
with the DFL-160.

The purchase and use of a separate surge protection unit from athird party should be considered
to protect against damage by electrical power surges. This is particularly recommended in
geographic regions where lightning strikes might occur.

Software Installation

A copy of the NetDefendOS network operating system is already pre-installed on the DFL-160 unit.
When the unit is powered up, NetDefendOS will automatically start for the first time with the
factory default settings. Initial startup is described in Section 2.2, “ Web Browser Connection” .

13
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2.2. Web Browser Connection

This section describes the steps for accessing a DFL-160 for the first time through a web browser.
The user interface accessed in thisway is known as the NetDefendOS Web Interface (or WebUI).

1. Connect the Cables

The DFL-160 and a management workstation (typically a Windows PC) running a web browser
should be physically connected together so they are on the same Ethernet network. A connection can
be made directly using a crossover Ethernet cable, or by connecting the management workstation
and the firewall to the same switch.

One of the four L AN interfaces should be attached to the same Ethernet network as the management
workstation (or a network accessible from the workstation via one or more routers). Typically the
connection is made via a switch or hub in the network but can, instead, be done directly using a
regular straight-through Ethernet cable.

For Internet connection, the WAN interface should be connected to your I1SP.

2. Setting the Workstation Interface IP Address

Traffic will be able to flow between the designated workstation interface and the DFL-160 LAN
interface because they are on the same IP network. If DHCP is enabled on the workstation (and this
is usualy the default) or DHCP is enabled on the device, such as a router, via which the connection
is made then the workstation should not need further configuration. IP addresses are assigned
automatically with DHCP and the reader can skip to step 3.

If, for some reason, DHCP is not available then manual configuration of the workstation interface I1P

address will be needed. There are a series of appendices at the back of this manual that describe how
to do this, depending on the computer and operating system used:

* Appendix B, Windows XP | P Setup
* Appendix C, Windows Vista | P Setup
* Appendix D, Windows 7 | P Setup

* Appendix E, Apple Mac | P Setup

3. Connect the Power

NetDefendOS starts up as soon as the DFL-160 unit is connected to the power supply (there is no
On/Off switch). Power is connected by plugging the cable from the power supply into the unit's
power plug socket and then plugging the supply into a normal wall socket.

12V-—=—1.25A
CaCat

Once power is connected, NetDefendOS will take a couple of seconds to boot up. When this process
is complete, the Status front panel light islit and the DFL-160 is ready to be managed through aweb
browser.

14
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wer Status W

4. Connect to the DFL-160 by Surfing to the IP address 192.168.10.1
Using a web browser (Internet Explorer or Firefox is recommended), surf to the IP address

192.168.10.1. This can be done using either HTTP or the more secure HTTPS protocol in the URL.
These two alternatives are discussed next.

A.Using HTTP

Enter the address http://192.168.10.1 into the browser navigation window as shown below. Thiswill
send an initial browser request to the DFL-160.

¢= Home - Windows Internet Explorer

[\ ) & http:/}192.168,10.1 v [ *4|| X

If the browser does not respond, check that the web browser does not have a proxy server
configured. For possible problems with the network connection, consult Section 2.3, “ Browser
Connection Troubleshooting” .

B.Using HTTPS

To connect with the added security of HTTPSinstead, enter https://192.168.10.1 in the browser.

/= Home - Windows Internet Explorer

l\ ] £ https:jf192.168.10.1 Lalihe

When responding to an https:// request, NetDefendOS sends a self-signed certificate which will not
be initialy recognized so it will be necessary to tell the browser to accept the certificate for this and
future sessions. Different browsers handle this in slightly different ways. For example, in Microsoft
Internet Explorer the following error message will be displayed in the browser window.

'@ There is a problem with this website's security certificate.

To continue, tell the Windows |E browser to accept the certificate by clicking the following link
which appears near the bottom of the browser window.

@ Continue to this website {(not recommended).

In FireFox, this procedure is called "Add a security exception” and is a similar process of telling the
browser to accept the unsigned certificate.

5. Logging on to the DFL-160

NetDefendOS will next respond like aweb server with the initial login dialog page as shown below.

15
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PLEASE ENTER YOUR USERNAME AND PASSWORD

Username: |admin

Password: |.DO.D

|
|
Language: |Eng|i5h [i]

The available management web interface language options are selectable at the bottom of this
diaog. This defaults to the language set for the browser if NetDefendOS supports that language.

Now login with the username admin and the password admin. The full web interface will now
appear as shown below and you are ready to begin setting up theinitial DFL-160 configuration.

FIREWALL STATUS MAINTENANCE

Syskem Information

CPU Load Throughput Model:
008 To0Mbe DFL-160
e ssovee System Time:
Lded 1508 t5as 2008-10-30 00:28:19
if imibay Uptime:
= 0 days, 00:58:08
!h 14 e 'y 1h e Configuration:
Verson 10
M
Connections ﬁ;‘::g Usage Firmwane Version;
E— 22500045048
b Oct 24 2008
Ay Last Restart:
b 2008-10-30 (0:23:32: Activating configuration
changes
h 1= i = 18 row Configuration Log: more,,,
Emor(s): 0
Waming(s) 0
CPU Load: 219 [ O I |
RAM: TRELLL] I | ]
Connections: 269 12000 |10
IPsec: 0 7 300 | T Y O |

Thisinitial web interface page after login always displays the System option in the Status menu, as
shown above. As a first step, it is recommended to click on the different menus shown in the top
menu bar to a get afeel where different options are located. This menu structure is duplicated in the
layout of later chapters that describe the options.

During initial setup, the System menu is the only set of options that should need to be changed.

Logging Out

When you have finished working with the management web interface, it is recommended to aways
logout to prevent other with access to the workstation getting unauthorized access to the DFL-160.
Logout by clicking on the L ogout link at the top right of the management web interface.

Automatic Logout

Logout will occur automatically after a period of 15 minutes management inactivity and this length

16



2.2. Web Browser Connection Chapter 2. Initial Setup

of time is fixed. After automatic logout occurs, the next interaction with the management web
interface will take the browser to the login page.

Connecting to the Internet

In the typical DFL-160 installation the next step is to connect to the public Internet. To do this the
WAN interface should be connected to your Internet Service Provider (ISP). This is usually done
through other equipment such as a broadband modem.

The WAN interface is, by default, configured to use DHCP to automatically fetch the required
externa |P addresses from the ISP. If required, detailed WAN interface configuration is done by
going to the System > Internet Connection menu (these options are described in Section 3.2,
“Internet Connection” ).

Once a connection to the Internet is established, web surfing from clients on networks attached to
the LAN interfaces is then possible. Thisis not possible with the DM Z interface since connections
on that interface are blocked until they are explicitly allowed.

Setting Firewall Security Policies

A key feature of the DFL-160 product is the ability to act as a firewall and impose security policies
on what kinds of traffic can flow between interfaces and in what direction.

, SYSTEM FIREWALL TOOLS =

Asanext step, it is recommended to go to the Firewall > Outbound L AN Traffic menu and decide
what kinds of traffic can be initiated by internal hosts and users (these options are described in
Section 4.1, * Outbound LAN Traffic Options™).

By default, everything is alowed for outbound connections on the LAN interface but it is
recommended to restrict this to the minimum necessary. For instance, alowing the HTTP and
HTTPS services may be sufficient for web surfing.

A corresponding set of firewall options exists for the DM Z interface (see Section 4.2, “ Outbound
DMZ Traffic Options’) but on initial setup, no outbound traffic is alowed on this interface so
services must be explicitly allowed.

The Meaning of "Outbound"

Keep in mind that the term outbound refers to traffic that is initiated from "inside", behind the
DFL-160 (in other words, from hosts and clients connected to the LAN or DM Z interface). All web
surfing traffic, no matter if it is a server request from a client or the reply to that request, is
considered to be outbound (this point will be repeated later in the manual). Conversely, inbound
traffic is exchanges that are initiated from the "outside”, on the public Internet.

Using the DMZ for Management

By default, the DM Z interface is alocated the IP address 192.168.11.1 on the 192.168.11.0/24
network. However, the DM Z interface can't be used for initial connection with a browser because it
is not enabled as a management interface.

Management access through the DM Z interface can be enabled after initial management connection
through the L AN interface.

Going Further

At this point the DFL-160 product should be operational and acting as a secure barrier between
internal networks and the public Internet. The next step for the administrator is to further explore the

17
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features of the product and bring into use those which meet the needs of a particular installation.

It is recommended that administrators familiarize themselves with the web interface by clicking on
the main menu options and exploring the individua options available with each. The later part of
this manual has a structure which reflects the naming and order of these menu options.

In most instances the web interface provides a helpful text description on the right hand side for how
features are used as well as more detailed descriptions for individual fields and options.

18
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Troubleshooting

2.3. Browser Connection Troubleshooting

If the management interface does not respond after the DFL-160 has powered up and NetDefendOS
has started, there are a number of simple steps to trouble shoot basic connection problems:

1. Check that the LAN interfaceisbeing used

The most obvious problem is that the wrong DFL-160 interface has been used for the initial
connection. Only the LAN interface is enabled for management access for the initial connection
from abrowser after NetDefendOS starts for the first time.

2. 1sthe LAN interface properly connected?

Check the link indicator lights on the management interface. If they are dark then there may be a
cable problem.

3. Check the cable type connected to the management interface.

If the management interface is connected directly to the management workstation or another router
or host? In this case, an Ethernet "cross-over" cable may be needed for the connection, depending on
the capabilities of the interface.

4. Using theifstat CL1 command

To investigate a connection problem further, connect a console to the RS232 port on the DFL-160
after NetDefendOS starts. The details of making this connection are described below in Section 2.4,
“ Console Port Connection” .

When you press the enter key, NetDefendOS should respond with the standard CL1 prompt:
DFL- 160: / >

Now enter the following command a number of times:

DFL-160:/> ifstat |an

Thiswill display anumber of counters for the LAN interface.

If the Input counters in the hardware section of the output are not increasing then the error is likely
to be in the cabling. However, it may smply be that the packets are not getting to the DFL-160 in
the first place. This can be confirmed with a packet sniffer if it isavailable.

If the Input counters are increasing, the LAN interface may not be attached to the correct physical
network. There may aso be a problem with the routing information in any connected hosts or
routers.

5. Using the arpsnoop CL I command

A final diagnostic test is to try using the console command:
DFL- 160: /> arpsnoop -all

This will show the ARP packets being received on the different interfaces and confirm that the
correct cables are connected to the correct interfaces.

19
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2.4. Console Port Connection

Initial setup of the DFL-160 can be done using only the web interface but DFL-160 also provides a
Command Line Interface (CLI) which can be used for certain administrative tasks. This is accessed
through a console connected directly to the unit's RS232 COM port, which is shown below. All CLI
commands are listed in Appendix A, CLI Reference.

The console also provides the ability to interact directly with the firmware that controls the
operation of the DFL-160 (see Chapter 8, The Console Boot Menu).

Console Setup

When setting up a console connected directly to the DFL-160's RS232 port, the console can be a
traditional "dumb" console device but is more typically a PC or other computer running console
emulation software (such as the Hyper Terminal software included with some Windows versions).

An included RS232 null modem cable is used to connect the console to the console port. This port is
marked COM, as shown in the image above.

The connected console must have the following communication settings:

* 9600 bps.
* No parity.
* 8hits.

e 1stop hit.

* No flow control.

Entering the Boot Menu

The Boot Menu is another feature that can only be accessed through the console. It is a direct
management interface to the DFL-160's firmware loader software which underlies the
NetDefendOS software. It allows the administrator to reset the DFL-160 unit as well as set a console
password.

The boot menu is entered by pressing any console key between power up and NetDefendOS
starting. The console will display the message Press any key to abort and load boot menu during
thisinterval. This feature is described further in Chapter 8, The Console Boot Menu.

Console Output Truncation

The only limitation with issuing CLI commands through the serial console is that there is a finite
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buffer allocated for output. This buffer limit means that a single large volume of console output may
be truncated. This happensrarely and only with certain commands.

The DFL-160 USB Port

Next to the RS232 port is a USB port. This port is not used with the current version of
NetDefendOS. The port is intended for use with features planned for future NetDefendOS versions
and is provided so that no hardware upgrade will be required in order to make use of those features
after a software upgrade.
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Chapter 3. The System Menu

» Administration, page 23

* Internet Connection, page 26
» LAN Settings, page 28

* DMZ Settings, page 31

« Logging, page 34

* Date and Time, page 36

» Dynamic DNS Settings, page 38

- SYSTEM |-

The System menu options allow the administrator to control and manage essential operating settings
of the DFL-160.

ADMINISTRATION

TTIMNGS

GIMNG

DATE AND TIME

DYNAMIC DS SETTIMGS

The sections that follow describe the options in this menu in the order they appear.

3.1. Administration

The options on this page deal with administrator access to the DFL-160 through one of the Ethernet
interfaces. The pageis divided into 3 sections:

A. Management Settings
B. Administrator Settings

C. Management Ports

A. Management Settings

The principal purpose of these settings are to determine with which protocol and on what interfaces
the administrator can manager the DFL-160 through aweb browser using the web interface.
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WAN LAN DMZ

O 0O 0O &llowe HTTP access to the web user interface, HTTP is unencrypted and
passwards are sent in clear text,
) Allowe HTTPS access to the web user interface, HTTPS is an encrypted and
HTTRS: [ O secure protocal,

- Lllore the fireswall to respond to ICMP ECHO requests on the specified
Fing: O interface(s).

HTTP:

The recommendation is to restrict the interfaces which allow management access and to always use
the HTTPS protocol to ensure that management communication is encrypted.

The only advantage in using HTTP for management access is to avoid the issue with certificates.
NetDefendOS sends an unsigned certificate to the browser when using HTTPS and this means there
is an extra, small step involved to tell the browser to accept the certificate (the interaction to do this
isdightly different depending on the browser).

Enabling Ping Requests

Another option in the management settings is to determine which interfaces will receive and respond
to an ICMP ping request. Ping requests are a simple means to establish if a host is "alive" and
consist of a simple sequence of an "are you there" ping request to an | P address followed by a"yes |
am" response by the host.

It is often best to disallow responses to ping requests received from the public internet on the WAN
interface which is why ping responses on WAN are disabled by default. Potential intruders often use
pings to scan the internet for potential target IP addresses and it is therefore not recommended to
expose the DFL-160s public IP address to this probing.

For troubleshooting purposes, however, it may be desirable to temporarily enable ping responses on
the WAN interface.

B. Administrator Settings
By default, the administrator username admin with a password admin exists when a brand new

DFL-160 is started for the first time. It is recommended, at a minimum, to change the password
of thisuser asone of thefirst stepsduring initial setup.

&dmin Login Mame: |admin |

Passwiord:

Confirm Passwiord:

If desired, the username admin can also be changed and this will also boost security for
administrator access.

A second user with username audit is also defined but must be explicitly enabled by ticking the
checkbox on the web interface page. The audit user has read-only access to the NetDefendOS. They
can see the entire NetDefendOS web interface but cannot make any configuration changes. The
default password for the audit user is audit and this aso, as a minimum, should be changed as soon
aspossible if the audit user is enabled. If desired, the audit username can a so be changed from audit
to something else.

C. Management Ports
The default port numbers for HTTP and HTTPS management access can be changed. This must be

done if normal inbound traffic is enabled for the same protocol that is used for management
access.
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HTTP Port: [0 |
HTTRS Port: |43 |

For instance, if HTTPS is used for management access and HTTPS inbound traffic is enabled (this
isdonein Section 4.3, * Inbound Traffic Options’) then both will use the port number 443 and there
will be a problem. The port number for management traffic and normal HTTPS traffic must
be unique.

The solution is to change the HTTPS port that is used for administrator access. This could, for

example, be changed to port 400. Then the administrator would surf to https://192.168.10.1:400/ in
order to access the web management interface through a browser.

I mportant: Changing the port number may be necessary

Changing the port number must be done if there is a clash of port numbers after
enabling inbound traffic.

Management Through the Serial Console

Some administration tasks can be carried out through a console device attached directly to the serial
port of the DFL-160 which is described in Section 2.4, “ Console Port Connection” .

There are two administration options when using the console port:

» Using the boot menu

The boot menu can be accessed between power up and completion of NetDefendOS startup. It is
used for performing a limited set of low level administration tasks and is described fully in
Chapter 8, The Console Boot Menu.

e Using CLI Commands

Once NetDefendOS has booted up and started, a set of CLI commands can be entered through
the console. These commands are listed and described in Appendix A, CLI Reference.

25



3.2. Internet Connection Chapter 3. The System Menu

3.2. Internet Connection

The options on this page allow the administrator to specify the communications protocol with which
the WAN interface is connected to the public Internet via an Internet Service Provider (1SP).

Your ISP will provide details of their connection. The first task is to make a physica Ethernet
connection between the DFL-160's WAN interface and the ISP. This might be typically done

through some form of broadband modem and the relevant third party modem documentation should
be consulted in order to have this link operational .

The possible connection protocol options are:
A. DHCP Setup

B. Static Connection

C. PPPoE Connection

D. PPTP Connection

A. DHCP Setup

The DHCP protocol is a means for a network device, such as the DFL-160, to retrieve all required
| P addresses automatically from a DHCP server. In this case, the ISP provides the | P addresses from
its DHCP server, provided that the Ethernet connection to the ISP is functioning.

All required IP addresses will automatically be retrieved and no further configuration is normally
required for this option. The only option is the MTU value that will be used for this connection but
this normally doesn't need to be changed.

MTL: Should narmally not be changed

The MTU value appears as an option in al the different types of Internet connections described
below. The MTU value affects the level of packet fragmentation in connections to the ISP. A lower
MTU value increases fragmentation with a resulting increase in processing overhead to re-assemble
the packets. The default MTU valueis 1500.

B. Static Connection

With this option the | P addresses required for the internet connection are entered manually.

Your ISP should provide all the information needed for this option. All fields need to be entered
except for the Secondary DNS server field.

C. PPPOE Connection

With this option, the username and password supplied by your ISP for PPPoE connection should be
entered. The Service field should be left blank unless the ISP supplies avalue for it.

If the Dial-on-Demand option is enabled, the PPPoE connection will not be set up until traffic is
actually sent.

¢ Always Connected
& Dial-on-dernand

Idle Timeout: seconds
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The Idle Timeout is the length of time with inactivity that passes before PPPoE disconnection occurs
if the Dial-on-Demand is selected.

DNS servers are set automatically after connection with PPPOE.

D. PPTP Connection

With this option, the username and password supplied by your ISP for PPTP connection should be
entered. If DHCP is to be used with the PPTP connection to the ISP then this should be selected,
otherwise Satic should be selected and the static 1P addresses supplied by the ISP should be
entered.

If the Dial-on-Demand option is enabled, the PPTP connection will not be set up until traffic is
actually sent. Thisworks in the same way as described above with a PPPoE connection.

The Idle Timeout is the length of time with inactivity that passes before PPTP disconnection occurs
if the Dial-on-Demand is selected.

DNS servers are set automatically after connection with PPTP.
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3.3. LAN Settings

The settings in this part of the management web interface determine how the DFL-160's LAN
interface operates. These settings are very similar to the corresponding page for the DM Z interface
(see Section 3.4, “ DMZ ettings” ).

The Logical LAN Interface

There are four physical interfaces in the DFL-160 hardware which are labelled: LAN1...LAN4. As
explained in Section 1.2, “ Ethernet Interfaces’, these are connected together by a switch fabric in
the DFL-160 so they act asasingle logical interface called LAN. This manual, therefore, refers only

to the LAN logical interface and the rules applied to LAN apply to all four physical interfaces but
not the traffic flowing between them.

LAN Interface Options

There are three sections on the web interface page relating to the L AN:
A. LAN Interface Settings

B. Mode

C. DHCP Server Settings

A. LAN Interface Settings

The IP address of the LAN interface is allocated here for NAT and Routing mode. Transparent
mode does not require an IP address to be allocated, instead, the L AN interface automatically gets
the same I P address asthe WAN interface.

The presentation of the L AN interface optionsin the web interface is shown below:

Interface IP Address: |1U-6-58-1D |

Netmask:
Enable DNS Relay: Relay DNS quaries sent to the LAM interface 1P

The setting Enable DNS Relay relays DNS queries sent to the LAN interface IP. This should be
enabled if, for example, web browsers running on LAN clients are going to be resolved using
external DNS servers on the internet. Any other situation where URL resolution is required will also
need to find a DNS server. These DNS servers should be manually configured, if this hasn't already
been done automatically through DHCP when connecting to an ISP.

If the Enable DNS Relay option is not enabled then clients will communicate directly with the DNS
servers that are configured for public Internet access and the DNS server will send responses
directly back to the client through the firewall. Relaying will not take place.

B. Mode

There are three modes that are available with the LAN interface. The presentation of the mode
options in the web interface is shown below.

28



3.3. LAN Settings Chapter 3. The System Menu

@ Use NAT Mode (default) Network Address Translation should be enabled, unless the LAN uses public 1P
~ addresses,
In Router Mode, MAT iz disabled and clients on the intermal networks need to
(") Use Router Mode be routable from the WaN interface. Local dients use this device as default
Qateway,
In Transparent Mode, the firewall can easily be deployved in an already
() Use Transparent Mode established environment without any need for changing the configuration of
the present network devices.

NAT Mode

This mode enables Dynamic Network Address Trandation (NAT) use between the LAN and
WAN interfaces. This means that the individual 1P addresses of hosts on the LAN interface will
be hidden from the public internet. All traffic coming from the public Internet to LAN hosts will
be directed to the public IP address of the WAN interface and NetDefendOS will perform the
necessary |P address translation.

Enabling NAT is a recommended way to shield the users and hosts on the LAN network from
outside attack. It also means that a DFL-160 requires just a single public 1P address to be
alocated by the ISP.

Router Mode

This is the mode used if NAT is not used. It means that each the individual hosts and users on
the LAN network need their own public |P addresses if they are to communicate with the public
Internet.

Although not recommended when WAN is connected to the public internet, there may be
situations where NAT cannot be applied and the individual LAN network addresses need to be
exposed through the WAN interface.

In some scenarios, the WAN interface may be connected to another internal network and in this
case NAT usage may also not be appropriate because there is no need to shield LAN addresses
and there are lots of internal | P addresses that can be used.

Transparent Mode

This mode is used if the DFL-160 is to be placed between the LAN and WAN interface in a
transparent way. This means that no |P addresses need to be changed in either network, but the
traffic flowing between the interfaces is still subject to the rules and controls imposed by
NetDefendOS.

In transparent mode, NetDefendOS works out from the traffic itself which networks can be
found on the interfaces and creates the necessary entriesin its routing table.

Note: The LAN and WAN | P addresses are the same
In transparent mode, the LAN interface takes on the same IP address as the WAN
interface.
If both the LAN and DMZ interfaces have transparent mode enabled, traffic will flow
transparently between all 3 of the DFL-160 interfaces.

In transparent mode, the additional option is provided that allows the relaying of DHCP
reguests.

Allovs DHCP Requests to be relayed to a3 DHCP server on the WAN
interface.

C. DHCP Server Settings
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With this option enabled, arange of |P addresses can be allocated which can then be allocated out to
hosts on the network that need them. The presentation of the DHCP server options in the web
interface is shown below.

Enable DHCP Server:
DHCP IP Address Range: |152.188.1.100 |tn 152.185.1.14% ||:At||:|resses within the LAN subnet)
DHCP Lease Time: |1£:' | minutes

In most scenarios, the LAN network will be an "internal" network that does not require public 1P
addresses. However, if a range of public IP addresses are allocated by the ISP these could also be
alocated using this feature.

NetDefendOS also allows a DHCP Reservations list to be created. These bind a certain |P address
with a particular MAC address. When a request for a DHCP lease is received on the interface,
NetDefendOS checks the MAC address of the requesting DHCP client against the list. If a match is
found, the | P address that has been associated with the MAC address is the one that is handed out.

The screenshot below shows how this option appears in the web interface. Combinations of 1P
address and MAC address can be added to the list. The red icon on the right of each entry can be
clicked to delete the entry.

IP Address: | | Host's IP address

MAC Address: | | Ethernet MAC address, e.g. "12-34-38-78-ab-cd".

| MAC Address
152.168,10.110 00-10-4B-95-04-83 G‘
152.168.10.111 00-10-4B-9%-25-A0 G‘
192.188.10.112 00-02-E3-55-27-4B G‘

This feature allows the same | P address to be always allocated to a particular DHCP client.

Transparent Mode and the Interface IP Address

There are some considerations that should be noted with the LAN IP address when transparent
mode is enabled:

* Intransparent mode, the LAN interface will take on the same | P address as the WAN interface.

e |If DHCP is enabled on the WAN interface and the IP address on WAN cannot be refreshed
within its DHCP lease time then it will receive the |P address 0.0.0.0 and the LAN interface will
also receive this | P address.

This will mean that it will not be possible for the administrator to connect through the LAN

interface with a browser to perform management tasks while the LAN interface has the 0.0.0.0
IP address.

These | P address considerations are also true if transparent mode is enabled on the DM Z interface.
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3.4. DMZ Settings

The settings in this part of the management web interface determine how the DFL-160's DMZ
interface operates. These settings are very similar to the corresponding page for the LAN interface
(see Section 3.3, “ LAN Settings”).

DMZ Interface Options
There are three sections on this page of the web interface:
A. DMZ Interface Settings

B. Mode

C. DHCP Server Settings

A. DMZ Interface Settings

The IP address of the DMZ interface is allocated here for NAT and Routing mode. Transparent
mode does not require an |P address to be allocated. Instead, the L AN interface automatically gets
the same I P address asthe WAN interface.

Interface IP Address: |1‘32-153-2-1 |

etrask:
Enable DHS Relay: Relay DNS queries sent to the DMZ interface IP,

The setting Enable DNS Relay relays DNS queries sent to the DM Zinterface IP. This should be
enabled if, for example, web browsers running on DM Z clients are going to be resolved using
external DNS servers on the internet. Any other situation where URL resolution is required will also
need to find a DNS server. These DNS servers should be manually configured, if this hasn't already
been done automatically through DHCP when connecting to an I1SP.

If the Enable DNS Relay option is not enabled then clients will communicate directly with the DNS

servers that are configured for public Internet access and the DNS server will send responses
directly back to the client through the firewall. Relaying will not take place.

B. Mode

There are three modes that are available with the LAN interface. The presentation of the mode
options in the web interface is shown below.

@ Use NAT Made (defauit) %e;v;grrgssﬁgsdress Translation should be enabled, unless the DMZ Lses public

In Router Mode, MAT is disabled and clients on the internal networks need to
(7 Use Router Mode be routable from the WaN interface. Local clients use this device as default
gateway,
In Transparent Mode, the firewall can easily be deployved in an already
() Use Transparent Mode established environment without any need for chanaing the configuration of
the present network devices,

* NAT Mode

This mode enables Dynamic Network Address Translation (NAT) use between the DMZ and
WAN interfaces. This means that the individual 1P addresses of hosts on the DM Z interface will
be hidden from the public internet. All traffic coming from the public Internet to DMZ hosts
will be directed to the public IP address of the WAN interface and NetDefendOS will perform
the necessary | P address trandlation.
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Enabling NAT is a recommended way to shield the users and hosts on the DM Z network from
outside users. It also means that a DFL-160 requires just a single public IP address to be
alocated by the ISP.

* Router Mode

This is the mode used if NAT is not used. It means that each the individual hosts and users on
the DMZ network need their own public IP addresses if they are to communicate with the public
Internet.

Although not recommended when WAN is connected to the public internet, there may be
situations where NAT cannot be applied and the individual DM Z network addresses need to be
exposed through the WAN interface.

In some scenarios, the WAN interface may be connected to another internal network and in this
case NAT usage may also not be appropriate because there is no need to shield DM Z addresses
and there are lots of internal | P addresses that can be used.

e Transparent Mode

This mode is used if the DFL-160 is to be placed between the DMZ and WAN interface in a
transparent way. This means that no |P addresses need to be changed in either network, but the
traffic flowing between the interfaces is till subject to the rules and controls imposed by
NetDefendOS.

In transparent mode, NetDefendOS works out from the traffic itself which networks can be
found on the interfaces and creates the necessary entriesin its routing table.

If both the LAN and DMZ interfaces have transparent mode enabled, traffic will flow
transparently between all 3 of the DFL-160 interfaces.

In transparent mode, the additional option is provided that allows the relaying of DHCP
requests.

Allow DHCP Requests to be relzyed to 3 DHCP server on the WAN
interface.

C. DHCP Server Settings

With this option enabled, arange of |P addresses can be alocated which can then be allocated out to
hosts on the network as they are needed. The presentation of the server options in the web interface
is shown below.

Enable DHCP Server:
DHCP IP Address Range: | 15218511100 |t|:| 152,185,11,14% |(A|:I|:I|‘esses within the DMZ subnet)
DHCP Lease Time: |1£:' | minutes

In most scenarios, the DMZ network will be an "internal” network that does not require public IP
addresses. However, if arange of public IP addresses are allocated by the ISP these could also be
allocated using this feature.

NetDefendOS also allows a DHCP Reservations list to be created. These bind a certain |P address
with a particular MAC address. When a request for a DHCP lease is received on the interface,
NetDefendOS checks the MAC address of the requesting DHCP client against the list. If amatch is
found, the | P address that has been associated with the MAC address is the one that is handed out.

The screenshot below shows how this option appears in the web interface. Combinations of 1P
address and MAC address can be added to the list. The red icon on the right of each entry can be
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clicked to delete the entry.

IP Address:

IP Address
192.168.10,110
192.165.10.111

192.188.10.112

| Host's IP address

MAC Address:

| Ethernet MAC address, e.g. "12-34-36-78-ab-cd".

| MAC Address

00-10-4B-93-04-83

00-10-4B-35-26-A0

00-02-E3-55-27-4B

000

This feature allows the same | P address to be always allocated to a particular DHCP client.

Transparent Mode and the Interface IP Address

There are some considerations that should be noted with the DMZ IP address when transparent

mode is enabled:

e Intransparent mode, the DM Z interface will take on the same I P address asthe WAN interface.

» |If DHCP is enabled on the WAN interface and the IP address on WAN cannot be refreshed
within its DHCP lease time then it will receive the |P address 0.0.0.0 and the DM Z interface

will also receive this | P address.

As a result, the administrator cannot connect through the DMZ interface to perform
management tasks with a browser while the DM Z has the 0.0.0.0 I P address.

These | P address considerations are also true if transparent mode is enabled on the L AN interface.
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3.5. Logging

NetDefendOS Log Messages

During NetDefendOS operation, log messages are routinely generated to indicate when certain
events occur. These messages form an important audit trail that show what has occurred during
system operation and can dealt with in various ways.

There are dozens of events for which event messages can be generated. The events range from
high-level user events down to low-level system events. The conn_open event, for instance, is a
typical high-level event that generates an event message whenever a new connection, such as a
TCP/IP link is established. An example of a low-level event would be the startup_normal event,
which generates a mandatory event message as soon as the system starts up.

All event messages have a common format, with attributes that include category, severity and
recommended actions. These attributes enable easy filtering and analysis of messages, either within
NetDefendOS or on an external SysLog server.

A list of all event messages can be found in the DFL-160 Log Reference Guide. That guide also
describes the design of event messages, the meaning of severity levels and the various attributes
available. The severity of each event is predefined and it can be, in order of severity, one of:

1 - Emergency (the most severe)
2-Alert

3- Critical

4-Error

5-Warning

6 - Notice

7 - Info

8 - Debug

By default all messages of severity Info and above are sent. The Debug category of messages is
designed for troubleshooting only and is only used when troubleshooting a problem.

Logging Options

The Logging page of the web interface is divided into three option sections:
A. Sydlog Settings

B. Audit Logging

C. Email Alerts

A. Syslog Settings

Sysdlog is a log message standard that is widely used for sending messages to a separate Syslog
Server. NetDefendOS supports this standard and up to two syslog servers can be configured to
receive messages from NetDefendOS by specifying their | P addresses.

The Sydog Facility is a way of marking syslog messages with a specific source identifier. For
instance, one DFL-160 might be given the sydog facility localO while a second might be local 1.

When messages are sent to the same syslog server, the messages from one unit can be distinguished
from the messages of the other unit.

B. Audit Logging

When data connections are opened and closed, these events are not normally part of the log
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messages generated by NetDefendOS. By enabling this option, these log messages will be included.

C. Email Alerts

NetDefendOS can be configured to send emails to up to three email addresses when log messages
are generated that are equal to or exceed a defined threshold. This threshold is referred to as the
sensitivity.

The sengitivity settings translate into the following values:

* VeryHigh
Min Repeat Delay: 600 seconds
Hold Time: 120
Log Threshold: O

* High
Min Repeat Delay: 600 seconds
Hold Time: 120
Log Threshold: 2

* Medium
Min Repeat Delay: 600 seconds
Hold Time: 120
Log Threshold: 3

e Low
Min Repeat Delay: 1800 seconds
Hold Time: 120
Log Threshold: 5

e VerylLow
Min Repeat Delay: 3600 seconds
Hold Time: 120
Log Threshold: 10

The Log Threshold indicates the threshold severity for the log message generated. Every log
message has a severity value that ranges from zero (the most severe) to 10 (the least severe).

An SMTP server should be specified that will be used to send the email messages. The SMTP server
MUST be specified using an IP address and cannot be specified using a domain name such as
dns: smtp.domain.com.
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3.6. Date and Time

A variety of NetDefendOS functions depend on the system date and time being set correctly for the
DFL-160. It is therefore recommended to set the correct time and date as soon as possible. There are
three time and date options:

A. General

B. Time zone and daylight saving time settings

C. Automatic time synchronization

A. General

The Set Date and Time button allows the current management workstation's computer's date and
time to be used as the DFL-160's date and time.

B. Time zone and daylight saving time settings

The applicable time zone and applicable daylight saving time settings can be set in this part of the
web page.

Enable daylight saving tirne

Offaet: |5'3' | minutes

Start Date: |Marth i |1 i
End Date: |O°t°ber i |1 i

C. Automatic time synchronization
A number of publicly available time servers exist on the Internet which any host can query to get the

current time and date. These can be used to automatically check and adjust the DFL-160 system
clock. NetDefendOS can make use of one of two types of time server:

* D-Link own time servers.
* Publictime servers.
The details of D-Link's own time servers are built into NetDefendOS and this option only has to be

enabled for the servers to be used. If public time servers are used, the details for server access have
to be entered manually and it recommended that more than one is defined for redundancy.

(" Dizabled
i} D-Link {pre-configured timesync server)
() Custom

Prirnary Tirme Server: | | E.g. 'dns:ntp.darnain.com’

Secondary Time Server: | | [optional)
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When usage of time servers is enabled, NetDefendOS will poll them on a regular basis and then
adjust the DFL-160 system clock with the exact time.

If the time server and the current time differ by more than one hour (60 minutes) then the time
server isignored.
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3.7. Dynamic DNS Settings

A DNS feature offered by NetDefendOS is the ability to explicitly inform DNS servers when the
external |P address of the DFL-160 has changed. This is sometimes referred to as Dynamic DNS
(DDNS) and is useful where the DFL-160 has an external |P address that can change.

By enabling this option, NetDefendOS acts as a dynamic DNS client and every time it restarts, it

will send a message so the dynamic DNS server is informed of the current |P address on the WAN
interface. This messaging is also repeated at set intervals during normal operation.

The httpposter CLI Command

The CLI console command httpposter can be used to troubleshoot problems by showing what
NetDefendOS is sending and what a server is returning during dynamic DNS lookup.

All CLI commands are documented in Appendix A, CLI Reference.

Usage in VPN Scenarios

Dynamic DNS can aso be useful in VPN scenarios where both ends of the tunnel have dynamic IP
addresses. If only one side of the tunnel has a dynamic address then the NetDefendOS VPN
keep-alive feature solves this problem.

Note: Queries should not be too frequent

Dynamic DNS services are often sensitive to repeated logon attempt over short periods
of time and may blacklist IP addresses that are sending excessive requests. It is
therefore not advisable to query these services too often otherwise they may cease to
respond.

The D-Link DDNS Server

D-Link offers its own DDNS server which is a free service for D-Link customers. Registration is
required and can be done by going to https:/Amww.dlinkddns.comvlogin. This service is
recommended but one of the other pre-defined services could be used instead.
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* Outbound LAN Traffic Options, page 41
* Outbound DMZ Traffic Options, page 43
* Inbound Traffic Options, page 45

* VPN Options, page 47

« VPN Users, page 55

» Web Content Filtering, page 56

* Anti-Virus, page 65

* |IDP Options, page 68

* Traffic Shaping, page 71

* Schedules, page 74

B

The options in the Firewall menu alow the administrator to control and manage the features of the
DFL-160 that are specific to a firewall. A firewall, as the name suggests, is a capability that
provides a protective barrier against a range of potential threats that can be transported by the public
Internet towards sensitive internal networks.

OUTBOUND LAN TRAFFIC

OUTBOUND DMZ TRAFFIC

INBOUND TRAFFIC

VFN

VPN USERS

WEB CONTENT FILTERIMNG
ANTIVIRUS

IDP

TRAFFIC SHAPING

SCHEDULES

Using the DFL-160 as a Firewall

The firewalling capabilities of NetDefendOS alow the administrator to impose various security
restrictions on the traffic flowing through the interfaces of the DFL-160. In summary, the
firewalling options are;

» Thetypes of traffic that are allowed to flow between interfaces can be specified and also in what
direction they are allowed to flow.

» Secure VPN connections can be specified for traffic flowing through interfaces.

» Policies can be set for the URLs to which web surfing is allowed.

40



4.1. Outbound LAN Traffic Options Chapter 4. The Firewall Menu

e Anti-Virus scanning can be enabled for file downloads.

* Intrusion Detection and Prevention (IDP) can be enabled to search streams of traffic for threats
against internal resources.

» Time schedules can be set up which can be then used to specify the times when security policies
are applied.

» Listsof usersthat are alowed to access protected resources can be specified.

The sections that follow describe the options in this menu in the order they appear.

4.1. Outbound LAN Traffic Options

The Meaning of Outbound

These options determine what types of traffic can pass between the LAN network on the protected
"inside" of the DFL-160 and the WAN interface when the connection is initiated by a client or host
on the LAN network.

For instance, the retrieval of data from a web server on the public Internet is still considered part of
outbound traffic if the retrieval request isinitiated by aweb surfer sitting on the LAN network.
Allowing Services

A Service refers to a higher level protocol such as the HTTP protocol used for web surfing and is a

convenient way of identifying different types of data traffic. The presentation of the first few
choicesin the web interface is shown below.

Service Enable Schedule

ICMP Ping I
HTTPS ¥
e O [ M
T = IS |

By default, all services are alowed, that is to say, no connections initiated from the LAN network
are blocked.

It is recommended, however, to try and impose restrictions that match the expected needs of the
clients and hosts on the L AN network. For instance, selecting only the HTTP and HTTPS protocols
allows only web surfing to take place from the LAN network and other protocols such as FTP will
not be allowed.

Connections from the LAN to the DMZ

Connections initiated from the LAN network to hosts on the DMZ network are always allowed.
However, the opposite is never true: connections initiated by hosts on the DM Z network are never
allowed to the LAN network.

This arrangement prevents a host that becomes infected on the DM Z spreading the problem to the
L AN network.

Specifying Custom Traffic
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By clicking the Custom Traffic tab and then selecting Add > Custom Traffic it is possible to
allow through a protocol not specified in the pre-defined list.

L Add -
Customn Traffic

For a custom protocol it is necessary to specify if the protocol uses TCP or UDP connections or
both and to specify the port number the protocol will try and connect to at the other end of the

connection.
Mame: | custom_ule |
Protocal: ' Specifies whether this sarvice uses the TCP or LUDP protocol or bath,
Partis): Spedifies the destination part(s) of the traffic ta be alowed.
Schedule: The schedule defines when the specified traffic should be alowed.

Specifying a Schedule

A named Schedule can be defined through the Firewall > Schedules menu option and this can then
be used with any individua protocol allowed for outgoing traffic from the L AN interface.

Schedules specify a period of time when a particular selection is valid. For example, the
administrator might decide to not allow web surfing during working hours. The HTTP and HTTPS
protocols could then have the appropriate schedul e associated with them to achieve this.

More details can be found in Section 4.10, “ Schedules’ .
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4.2. Outbound DMZ Traffic Options

The Meaning of Outbound

These options determine what types of traffic can pass between the DMZ network and the WAN
interface when the connection is initiated by a client or host on the DM Z network.

For instance, the retrieval of data from a web server on the public Internet is still considered part of
outbound traffic if the retrieval request isinitiated by aweb surfer sitting on the DM Z network.

The options on the page of the web interface follow the same pattern described for the LAN
interface described in Section 4.1, “ Outbound LAN Traffic Options’ athough there are some
differences.

Allowing Services

A Service refers to a higher level protocol such as the HTTP protocol used for web surfing and is a
convenient way of identifying different types of data traffic. The presentation of the first few
choices in the web interface is shown below.

Service Enable  Schedule

ICMP Ping EER
o 0 [ W
TrTn — [ronen W

By default, all services are alowed, that is to say, no connections initiated from the DMZ network
are blocked.

It is recommended, however, to try and impose restrictions that match the expected needs of the
clients and hosts on the DM Z network.

Connections from the DMZ to the LAN

Connections initiated from the DMZ network to hosts on the LAN network are never allowed.
However, the opposite is always true: connections initiated by hosts on the L AN network are always
allowed to the DM Z network.

This arrangement prevents a host that becomes infected on the DMZ spreading the problem to the
LAN network. This implements one of the prime purposes of the DMZ which is to be a network
where hosts which receive connections from the public Internet can be placed.

Specifying Custom Traffic

By clicking the Custom Traffic tab and then selecting Add > Custom Traffic, it is possible to
allow through a protocol not specified in the pre-defined list.

L Add -
Customn Traffic

For a custom protocol it is necessary to specify if the protocol uses TCP or UDP connections or
both and to specify the port number that the protocol will try and connect to at the other end of the
connection. The presentation of the new custom rule options in the web interface is shown below.
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Marne: | custorn_fule |

Protocal: Specifies whether this service uses the TCP or UDP protocol or both,
Port(s): Specifies the destination part(s) of the traffic to be alowed,
Schedule: The schedule defines when the specified traffic should be alowed.

Specifying a Schedule

A named Schedule can be defined through the Firewall > Schedules menu option and this can then
be used with any individual protocol allowed for outgoing traffic from the LAN interface.

Schedules specify a period of time when a particular selection is valid. For example, the
administrator might decide to not allow web surfing during working hours. The HTTP and HTTPS
protocols could then have the appropriate schedul e associated with them to achieve this.

More details can be found in Section 4.10, “ Schedules” .
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4.3. Inbound Traffic Options

This set of NetDefendOS options deals using firewalling to protect against inbound traffic. The term
inbound refers to connections that are initiated from the public Internet on the WAN interface.

These connections are typically made to access some resource that sits behind the DFL-160, such as
an HTTP server that is sitting on the DMZ network. By default, NO SUCH CONNECTIONS
ARE ALLOWED and the administrator must explicitly alow individual protocols by ticking one
or more of the checkboxes on this page of the web interface.

This page of the web interface is divided into 3 parts:

A. Inbound Traffic

B. Inbound Multicast

C. Custom Traffic

A. Inbound Traffic

A pre-defined list is displayed on this page of al the most common protocols. Ticking the checkbox
against a protocol name means that inbound traffic of just that protocol type will be alowed
through. The presentation of the first few checkboxes in the web interface is shown below.

Service  Enable Server IP Schedule Dietails

HTTP [ 192 168.2.10 | [Mone) M TP rort a0
HTTPS [192.168.2.10 | [Mone) M Tcp Port 443
FTP W [zezo | [mene) M Tcr rort 21
ToTn M [iszaesza0 | [fone] Bl imnoneer en

The IP address for each service must be entered. Default 1P addresses are already entered but these
probably need to be changed. The IP address entered would be a private |P address of the internal
host if NAT isbeing used or a public IP addressif it is not.

If there are two IP addresses for a particular service (for instance 2 web servers) then the inbound
traffic to one could be allowed by ticking the box here and the inbound traffic to the other could be
allowed by creating a Custom Traffic rule as described below. If NAT is being used then the port
numbers for each server must be different (otherwise NAT cannot function).

I mportant: Changing the management access port number

Note that if HTTP or HTTPS is allowed then management access that uses the same
protocol must have the default port number changed. This is explained more fully in
Section 3.1, “ Administration” .

A named Schedule can be defined and then associated with any protocol for inbound traffic.
Schedules specify times when a particular protocol is alowed. Schedules can aso be defined for
outbound traffic protocols. More details can be found in Section 4.10, “ Schedules’ .

B. Inbound Multicast

Multicast is an IP networking technique that alows a single host to broadcast messages to multiple
receiving clients. If such inbound traffic is allowed then the allowed |P address range can also be
specified.

Multimedia applications sometimes make use of multicast and the administrator should check with
the needs of internal users to determine if this option should be enabled. For example, "IP-TV" isan
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application that typically makes use of multicast data transfers.

Multicast traffic can be forwarded to local clients on LAN and DMZ if the clients have requested the traffic
Lizing the IGMP protocal,

Multicast Groups: |224.0.2.0-239.255.255.255 Multicast groups to allorw

C. Custom Traffic

If aparticular protocol does not appear in the standard list of protocols then a Custom Traffic "rule”
can be created which allows incoming TCP or UDP traffic through on a specified port.

L Add -
Customn Traffic

As explained above, the custom rule must have a destination |P address specified which either an
internal IP address if NAT is being used of a public IP if NAT is not being used. The port number
must be different from any other rule for the same protocol if NAT is being used. The presentation
of the new custom inbound rule options in the web interface are shown below.

Marne: | custamn_pule |

Protocal: Specifies whether this service uses the TCP or LUDP protocol or both,
Destination Port(s); |4€~D | Specifies the destination port(s) of the traffic to be forwarded,
Destination IP: | 192.2.4.1| | Destination IP address of local server or host,

Schedule: The schedule defines when the specified traffic should be forwarded.
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4.4. VPN Options

VPN Usage

The Internet is increasingly used as a means to connect together computers since it offers efficient
and inexpensive communication. The requirement therefore exists for data to traverse the Internet to
its intended recipient without another party being able to read or alter it.

VPN allows the setting up of a tunnel between two devices known as tunnel endpoints. All data
flowing through the tunnel is then secure. The mechanism that provides tunnel security is
encryption.

There are two common scenarios where VPNs are used:

1. LAN to LAN connection - Where two internal networks need to be connected together over
the internet. In this case, each network is protected by an individual DFL-160 and the VPN
tunnel is set up between them.

2. Client to LAN connection - Where many remote clients need to connect to an internal
network over the internet. In this case, the internal network is protected by the DFL-160 to
which the client connects and the VPN tunnel is set up between them.
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In summary, a VPN alows the public Internet to be used for setting up secure communications or
tunnel's between DFL-160s or between a DFL-160 and other security gateway devices or clients.

VPN with the DFL-160

NetDefendOS supports setting up tunnels using the following types of tunnel protocols for secure
communication:

* |Psectunnels.
* L2TPtunnéls.
Using L2TP tunnels the DFL-160 can either be:
1. AnL2TP client - which connectsto an L2TP server.
2. OranL2TP server - towhich L2TP clients connect.
* PPTPtunnels.
Using PPTP tunnels the DFL-160 can either be:
1. A PPTP client - which connects to a PPTP server.

2. OraPPTP server - to which PPTP clients connect.

Pressing the Add button on the initial VPN page of the web interface allows the administrator to
define a tunnel based on one of these protocols. The following sections explore these options in
greater depth.

In the web interface, the L2TP and PPTP setup options are grouped together into the same pages.

This is because of their similarity. L2TP is a protocol that has superseded PPTP but PPTP is till
used in some scenarios.

4.4.1. IPsec

This section explains the | Psec options available when setting up an 1Psec based VPN tunnel.

An IPsec Overview

Internet Protocol Security (IPsec) is a standardized set of protocols that provide highly secure data
transportation. 1Psec is made up of two parts:

» ThelInternet Key Exchange protocol (IKE)

e |Psec protocols (AH and ESP)

Thefirst part, IKE, istheinitial negotiation phase, where two VPN tunnel endpoints agree on which
methods will be used to provide transportation and security for the data traffic. IKE manages
connections by creating a set of Security Associations (SAs) for each tunnel. An SA is unidirectional
so there are usually at least two for each |Psec connection.

The second part is the actual data transfer and this is done using the encryption and authentication
methods agreed upon in the IKE negotiation.

The flow of events for IPsec can be summarized as follows:
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IKE negotiates how IKE should be protected.

IKE negotiates how |Psec should be protected.

An IPsec tunnel is established which is used to securely transport data.

The following sections are used in the web interface for 1Psec setup:
A. General

B. Authentication

C. Tunnel Type

D. Advanced

A. General

Here, a textua Name for the tunnel is specified. This is used only for identifying the tunnel for
management purposes in the web interface.

Mame:

Local Metwork:

The Local Network is the network attached to the LAN or DM Z interface which will communicate
through the I Psec tunnel.

B. Authentication

Thisisthe Pre-shared Key (PSK) that provides the initial means to set up the tunnel. The key should
be the same for both end points of the tunnel for communication to succeed.

A PSK can be any alphanumeric character string.
Security using digital certificates is not possible with the DFL-160 but is possible with higher-end
D-Link NetDefend products.
C. Tunnel Type
An |Psec tunnel can be one of two types:
* Roaming Users.
If clients will be connecting through the tunnel via the WAN port then this option should be

enabled. If XAuth is required then this means a user must give a username and password listed in
the user database (see Section 4.5, “ VPN Users’).

() Roaming Users

Require user authentication viz IKE XAuth to open tunnel.

e Lan-to-Lan.

If the tunnel is being used to connect a remote network on the WAN interface to alocal network
onthe LAN or DMZ

The tunnel's remote endpoint may require X Auth authentication in which case a valid username
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and password must be specified.

(@ LAN-To-LAN
Remote Metwork: |1:-.3.z.:-_'2: |
Remote Gateway: |:'5='-':~'-a>:z": 2com |

Note: Fully qualified domain names

If fully qualified DNS names (FQDN) are used, for example vpn.example.com, then
the prefix dns: must be used when these are entered. For this example:
dns:vpn.example.com (a DNS server must also be configured either manually or
automatically for resolution to an |P address to succeed).

LAN-to-LAN tunnel establishment can also optionally require a username and password pair for
authentication using X Auth. This can be optionally specified.

Pass username and password to peer via IKE XAuth, i the remote gatewsy reguires it

KAuth User Mame: | |

¥Auth Passward: | |

Confirm Password: | |

Advanced

The advanced options provide a way to customize some of the parameters used by 1Psec. This may
be necessary in certain scenarios where the DFL-160 must communicate with an IPsec peer that
expects certain conventions to be used.

The advanced options are as follows:

A. Lifetimes

B. IKE Settings

C. Perfect Forward Secrecy

D. Dead Peer Detection

E. Keep-Alive

A. Lifetimes

Both the IKE and the IPsec connections have limited lifetimes and are described both in terms of
time (seconds). These lifetimes prevent a connection from being used too long, which is desirable
from a crypto-analysis perspective.

IKE lifetime:

JEEDD | seconds

IPsec lifetimea: 3800 | seconds

The IPsec lifetime must be shorter than the IKE lifetime. The difference between the two must be a
minimum of 5 minutes. This alows for the IPsec connection to be re-keyed simply by performing
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another phase-2 negotiation. There is no need to do another phase-1 negotiation until the IKE
lifetime has expired.

It is recommended that the lifetimes not be shorter than the following:

» |IKE lifetime - 600 seconds (10 minutes)

» |Psec lifetime - 300 seconds (5 minutes)

B. IKE Settings

Internet Key Exchange is the | Psec protocol used to set up an | Psec tunnel between two computers.

IKE Mode: Mazin mode

DH Group: 2 i

« |KE Mode

The options for the mode are Main or Aggressive. Aggressive Mode provides faster tunnel setup
because fewer negotiation messages are exchanged but with the tradeoff that tunnel security is
reduced. Main Mode is the default and is the recommended option.

 DH Group
Diffie Hellman (DH) is a method used to establish a mutually agreed secret key between two

computers without a third party who monitors the exchange being able to work out the key. The
DH group value selects the strength of the DH algorithm being used. The optionsare 1, 2 and 5.

C. Perfect Forward Secrecy

Perfect Forward Secrecy (PFS) ensures that the session key derived from public and private keysis
not compromised if one of the private keysis compromised.

PFS: Maone

PFS DH Group: 2 i

If PFSis selected then the PFS DH Group drop-down box becomes enabled and the Diffie Hellman
group can be selected for PFS. The DH group optionsfor PFSarealso 1, 2 and 5.

D. Dead Peer Detection
DPD monitors the aliveness of the tunnel by looking for traffic coming from the peer at the other

end of the tunnel. If no message is seen within a set length of time then NetDefendOS sends
DPD-R-U-THERE messages to the peer to determineiif it is still reachable and alive.

Enzble Dead Peer Detection.

If the peer does not respond to DPD-R-U-THERE messages during a set period of time then the peer
is considered dead and the tunnel is taken down. NetDefendOS will then automatically try to
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re-establish the tunnel after a set period of time.

E. Keep-Alive

The IPsec Keep-alive option ensures that the tunnel remains established at all possible times even if
no traffic flows. It does this by continuously sending ICMP Ping messages through the tunnel. If
replies to the ping messages are not received then the tunnd link is assumed to be broken and an
attempt is automatically made to re-establish the tunnel. This feature is only useful for LAN to LAN
tunnels.

(& Disabled

O Auto
¢ Manual

Keep-zlve destination IP: | |

With the Manual option, a specific source IP address and/or a destination IP address for the pings
can optionally be specified. It is recommended to specify a destination IP of a host which is known
to being able to reliably respond to ICMP messages.

If the Auto option is chosen and a destination IP is therefore not specified, NetDefendOS will use
the first IP address on the remote network for sending messages.

Listing IPsec Tunnels

Currently established I1Psec tunnels can be listed and their usage examined through the IPsec option
in the Satus menu (see Section 6.8, “ IPsec Satus’ ).

4.4.2. L2TP/PPTP Client

This option allows a tunnel to be set up where the DFL-160 acts as a L2TP or PPTP client. In this
mode, atunnel is set up where the DFL-160 connectsto an L2TP or PPTP server.

In this mode, users and hosts on the DFL-160 LAN and DM Z interfaces can connect securely to
resources at the other end of the tunnel. Unlike pure IPsec VPN where separate VPN tunnels are set
up for each user or host, only one L2TP tunnel is set up and al traffic flows through it.

The following sections appear in the web interface for setup:

A. General

B. Authentication

C. I Psec Encryption

D. Security Authentication

E. MPPE

F. Dial-on-Demand

A. General
In this section, the tunnel is named and the protocol (L2TP or PPTP is chosen).
The Remote endpoaint is the | P address of the other end of the tunnel (the server's IP address). It can

be specified as a URI such as gw.domain.com but if it is then the prefix dns: must be added so the
full entry would be dns: gw.domain.com.
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The Remote Network is the network behind the server to which the client will communicate.

B. Authentication

The client will need a username and password for authentication.

C. IPsec Encryption

L2TP usually uses |Psec as its encryption method.

D. Security Authentication

This section specifies how authentication is done when connecting to the server.

E. MPPE

Microsoft Point to Point Encryption (MPPE) is an optional encryption method usually used only by
PPTP. The method chosen must be compatible with the method chosen on the server.

F. Dial-on-Demand

If this option is enabled, the tunnel will not be set up until traffic is actually sent.

The Idle Timeout is the length of time with inactivity that passes before tunnel disconnection occurs.

4.4.3. L2TP/PPTP Server

This option alows VPN tunnels to be set up based on the L2TP protocol, where the DFL-160 acts as
a L2TP or PPTP server, receiving connection requests from external clients. Such clients are
sometimes called roaming clients since they might not have a fixed |P address and might connect
through temporary connection to a remote network.

Secure VPN connections by external clients could also be achieved, as described previously, using
IPsec tunnels. However, IPsec requires special IPsec client software be installed on the client
computer which can increase the overall complexity and expense of VPN. On many computers, such
as al Microsoft Windows PCs, L2TP and PPTP client software exists as a standard component
which means VPN is much simpler to implement.

The following sections appear in the web interface for setup:

A. General

B. IP Pool Settings

C. Authentication

D. MPPE

D. Idle Timeout

A. General

In this section of the page, the type of tunnel is selected (L2TP or PPTP) and if the tunnel uses IPsec
encryption (thisis usually only the case for L2TP tunnels).
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B. IP Pool Settings

The IP Pool is a range of 1P numbers that can be handed out to clients as they connect to the
DFL-160 using thistunnel.

Relaying of DNS queries means that URL resolution requests are relayed to a DNS server. Thiswill
require that the DFL-160 to have at least one DNS server defined.

C. Authentication

This section specifies how authentication is done with connecting clients.

D. MPPE

Microsoft Point to Point Encryption (MPPE) is an optional encryption method usually used only by
PPTP. The method chosen must be compatible with that used by connecting clients.

E. Idle Timeout

The Idle Timeout is the length of time with inactivity that passes before tunnel disconnection occurs.
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4.5. VPN Users

The User Database

This page in the web interface allows the administrator to enter the details of new users into the
NetDefendOS user database and to also administer these users by making deletions or changes.
Thereisno limit on the database size.

The NetDefendOS user authentication database is used only with VPN. When external clients
connect through a VPN link to resources protected by the DFL-160, they can be required to provide
a unique combination of a userid and a password (access without any authentication is also
possible).

For a description of how to set up VPN connections with the DFL-160, see Section 4.4, “ VPN
Options’ .
VPN Types That Use VPN Authentication

The exact types of VPN actions that rely on this user database are:

e Access by an external client through an IPsec tunnel through the WAN interface (see
Section 4.4.1, “ IPsec”).

» Access by an external client through an L2TP tunnel through the WAN interface, where the
DFL-160 isacting asan L2TP server (see Section 4.4.3, “ L2TP/PPTP Server™).
Note: User databases
The users in the user database have no connection with the usernames and associated

passwords used for the system administration and system audit functions. Those are
described in Section 3.1, “ Administration” .
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4.6. Web Content Filtering
4.6.1. Options

The Web Content Filtering (WCF) options alow control over the types of web surfing allowed by
clients on the LAN or DMZ. When web browsers try to access a URL on the public Internet
through the WAN interface, NetDefendOS checks the URL against a D-Link URL database to find
out what category it is. For instance, a URL for web site like CNN might belong to the News
category.

The administrator can set up policies to determine what categories are permitted or denied for web
surfing. A company's internal surfing policy might be, for example, to only allow access to news
and e-banking sites but not to any other type of site.

The sections of the WCF page in the web interface are:
A. Subscription

B. Web Content Filter

C. Categories

D. Options

E. URL Filters

A. Subscription

WCEF is a subscription based service and a one year subscription can be purchased as a license
add-on from your D-Link agent. The buy license link here will open a D-Link window in your
browser so that you can find your local agent. Alternatively you can click the link here:
http://security.dlink.com.tw/wheretobuy.asp.
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B. Web Content Filter

The option here is to enable or disable web content filtering. Note that HTTP and HTTPS traffic (or
all traffic) should be allowed in the outgoing traffic options for the LAN or DM Z interfaces for
clients on those networks to able to reach the public Internet.

C. Categories

The administrator adds the categories that are to be blocked from the choices in the left table to the
selected list in the right. In most cases the category description should be self-explanatory.

Allowed Blocked
Drating sites ry Adwertising
Drrugstialeohal Gambling
E-B-arking Health sites
Educational
Entettainrnent
Games sites
Gavernment blocking list
Investrnent sites
Jab search
Malicious
hiuri- || W

D. Options

There are three further options which can be selected when WCEF is enabled as shown below.

MNon-Managed Action: Action to take for content that hasn't been dassified.
Al sers to override a festrirted Site notice and access blocked content.

» Non-Managed Action

If a URL is not found in the WCF database (and is therefore not "classified") then the default
action is allow access anyway. The administrator can decide, however, to block any unclassified
URLs.

e Allow Override

With this option, a web page is displayed to the user to indicate that they are trying to access a
URL which has been "flagged" by the WCF database. There is a link on the page, however,
which allows them to continue on to the URL .

This option is useful to draw users attention to the fact that their web surfing is being monitored
but not is till intrusive enough to totally block their surfing.

Blocking all flagged URLs in all undesirable categories at once can sometimes result in strong
protests from an internal web surfing community and it is therefore often advisable to introduce
blocking gradually.

» Allow Reclassification
This option displays aweb page that shows a URL has been "flagged" by the WCF database and

givesthe user alink to request "reclassification" of the URL. This option provides users away to
give feedback when they believe the WCF subsystem isincorrectly classifying URLSs.

E. Static URL Filters
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It is possible to explicitly allow or explicitly block certain URLs by adding one or more Static URL
Filters. Thisis also referred to as whitelisting and blacklisting and the URL s specified in such filters
are not looked up by the WCF subsystem.

When defining a URL filter it is important to note that wildcarding can be used when specifying the
URL. The wildcard character "*" can represent any sequence of charactersin the URL.

For example, the URL filter blacklist *.blocked site.com will block all pages with URLSs that end
with blocked site.com.

If we want to now explicitly allow one particular page in this domain then this can be done using a
whitelist URL filter of the form ok page.blocked site.com. The blacklisting URL filter above will
not prevent this page from being reachable since the whitelist has precedence.

Monitoring WCF
The log messages generated by WCF can be viewed through the Status menu and thisis described in

Section 6.4, “ Web Content Filtering Satus’ . A graphical summary of WCF activity, shown below,
can be found in the initial display screen which is described in Section 6.1, “ System Status’ .

UTM Statistics
Top 5 Web Content Filtering Categories UTM Information
AV Signatures:
N 4000 Signatures
- ?De;hhsiis, 5%, I[I;i’stSL_dea‘;ed 2?08—10—29 06:26:13
Entertainment ignatures:
- 337 hits, 23% 16243 Signatures
' - Last updated 2008-10-28 08:35:40
Computing/IT T
209 hits, 14%
Advertising
62 hits, 4%
Business oriented
50 hits, 3%
Other
83 hits, 6%
Total classification count: 1444 I

4.6.2. The Content Categories

Below is alist of al the categories used with WCF and with a description of the purpose of each
category.

Category 1: Adult Content

A web site may be classified under the Adult Content category if its content includes the description
or depiction of erotic or sexual acts or sexually oriented material such as pornography. Exceptionsto

this are web sites that contain information relating to sexuality and sexual health, which may be
classified under the Health Sites Category (21). Examples might be:

*  www.naughtychix.com

o www.fullonxxx.com

Category 2: News

A web site may be classified under the News category if its content includes information articles on
recent events pertaining to topics surrounding a locality (for example, town, city or nation) or
culture, including weather forecasting information. Typically this would include most real-time
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online news publications and technology or trade journals. This does not include financial quotes,
refer to the Investment Sites category (11), or sports, refer to the Sports category (16). Examples
might be:

* www.newsunlimited.com

* www.dailyscoop.com

Category 3: Job Search
A web site may be classified under the Job Search category if its content includes facilities to search

for or submit online employment applications. This also includes resume writing and posting and
interviews, as well as staff recruitment and training services. Examples might be:

e www.althegjobs.com

* Www.yourcareer.com

Category 4. Gambling

A web site may be classified under the Gambling category if its content includes advertisement or
encouragement of, or facilities allowing for the partaking of any form of gambling; For money or
otherwise. This includes online gaming, bookmaker odds and lottery web sites. This does not

include traditional or computer based games; refer to the Games Sites category (10). Examples
might be:

*  www.blackjackspot.com

* www.pickapony.net

Category 5: Travel / Tourism

A web site may be classified under the Travel / Tourism category if its content includes information
relating to travel activities including travelling for recreation and travel reservation facilities.
Examples might be:

« www.flythere.nu

» www.reallycheaptix.com.au

Category 6: Shopping

A web site may be classified under the Shopping category if its content includes any form of
advertisement of goods or services to be exchanged for money, and may also include the facilities to
perform that transaction online. Included in this category are market promotions, catalogue selling
and merchandising services. Examples might be;

o www.megamall.com

* www.buy-alcohol.se

Category 7: Entertainment

A web site may be classified under the Entertainment category if its content includes any general
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form of entertainment that is not specifically covered by another category. Some examples of this
are music sites, movies, hobbies, special interest, and fan clubs. This category also includes personal
web pages such as those provided by |SPs. The following categories more specifically cover various
entertainment content types, Pornography / Sex (1), Gambling (4), Chatrooms (8), Game Sites (10),
Sports (16), Clubs and Societies (22) and Music Downloads (23). Examples might be:

* www.celebnews.com

e www.hollywoodlatest.com

Category 8: Chatrooms
A web site may be classified under the Chatrooms category if its content focuses on or includes
real-time on-line interactive discussion groups. This also includes bulletin boards, message boards,

online forums, discussion groups as well as URLs for downloading chat software. Examples might
be:

* www.thetalkroom.org

e chat.yazoo.com

Category 9: Dating Sites
A web site may be classified under the Dating Sites category if its content includes facilities to

submit and review personal advertisements, arrange romantic meetings with other people, mail order
bride / foreign spouse introductions and escort services. Examples might be:

* adultmatefinder.com

e Www.marriagenow.com

Category 10: Game Sites

A web site may be classified under the Game Sites category if its content focuses on or includes the
review of games, traditional or computer based, or incorporates the facilities for downloading
computer game related software, or playing or participating in online games. Examples might be:

*  www.gamesunlimited.com

e www.gameplace.com

Category 11: Investment Sites

A web site may be classified under the Investment Sites category if its content includes information,
services or facilities pertaining to personal investment. URLs in this category include contents such
as brokerage services, online portfolio setup, money management forums or stock quotes. This

category does not include electronic banking facilities, refer to the E-Banking category (12).
Examples might be:

* www.loadsofmoney.com.au

e www.putsandcalls.com

Category 12: E-Banking
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A web site may be classified under the E-Banking category if its content includes electronic banking
information or services. This category does not include Investment related content; refer to the
Investment Sites category (11). Examples might be:

e www.nateast.co.uk

* www.borganfanley.com

Category 13: Crime / Terrorism

A web site may be classified under the Crime / Terrorism category if its content includes the
description, promotion or instruction in, criminal or terrorist activities, cultures or opinions.
Examples might be:

* www.beatthecrook.com

Category 14: Personal Beliefs / Cults

A web site may be classified under the Personal Beliefs / Cults category if its content includes the
description or depiction of, or instruction in, systems of religious beliefs and practice. Examples
might be:

*  www.paganfed.demon.co.uk

* www.cultdeadcrow.com

Category 15: Politics

A web site may be classified under the Politics category if its content includes information or
opinions of a poalitical nature, electoral information and including political discussion groups.
Examples might be:

e www.democrats.org.au

e www.political.com

Category 16: Sports

A web site may be classified under the Sports category if its content includes information or
instructions relating to recreational or professional sports, or reviews on sporting events and sports
scores. Examples might be:

*  www.sportstoday.com

e www.soccerball.com

Category 17: www-Email Sites

A web site may be classified under the www-Email Sites category if its content includes online,
web-based email facilities. Examples might be:

e www.coldmail.com

* mail.yazoo.com
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Category 18: Violence / Undesirable

A web site may be classified under the Violence / Undesirable category if its contents are extremely
violent or horrific in nature. This includes the promotion, description or depiction of violent acts, as
well as web sites that have undesirable content and may not be classified elsewhere. Examples
might be:

e www.itstinks.com

s www.ratemywaste.com

Category 19: Malicious

A web site may be classified under the Malicious category if its content is capable of causing
damage to a computer or computer environment, including malicious consumption of network
bandwidth. This category also includes "Phishing” URLs which designed to capture secret user
authentication details by pretending to be alegitimate organization. Examples might be:

» hastalavista.baby.nu

Category 20: Search Sites

A web site may be classified under the Search Sites category if its main focus is providing online
Internet search facilities. Refer to the section on unique categories at the start of this document.
Examples might be:

* www.zoogle.com

*  WWW.yazoo.com

Category 21: Health Sites

A web site may be classified under the Health Sites category if its content includes health related
information or services, including sexuality and sexua health, as well as support groups, hospital
and surgical information and medical journals. Examples might be:

* www.thehealthzone.com

» www.safedrugs.com

Category 22: Clubs and Societies

A web site may be classified under the Clubs and Societies category if its content includes
information or services of relating to a club or society. This includes team or conference web sites.
Examples might be:

* www.sierra.org

* www.wakingclub.org

Category 23: Music Downloads
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A web site may be classified under the Music Downloads category if it provides online music
downloading, uploading and sharing facilities as well as high bandwidth audio streaming. Examples
might be:

e www.onlymp3s.com

*  www.mp3space.com

Category 24: Business Oriented

A web site may be classified under the Business Oriented category if its content is relevant to
general day-to-day business or proper functioning of the Internet, for example Web browser
updates. Access to web sites in this category would in most cases not be considered unproductive or
inappropriate.

Category 25: Government Blocking List

This category is populated by URLs specified by a government agency, and contains URLS that are

deemed unsuitable for viewing by the general public by way of their very extreme nature. Examples
might be:

e www.verynastystuff.com

*  www.unpleasantvids.com

Category 26: Educational
A web site classified under the Educational category may belong to other categories but has content
that relates to educational services or has been deemed of educational value, or to be an educational

resource, by educational organizations. This category is populated by request or submission from
various educational organizations. Examples might be:

» highschoolessays.org

* www.learn-at-home.com

Category 27: Advertising

A web site may be classified under the Advertising category if its main focus includes providing
advertising related information or services. Examples might be:

. Www.admessag&c.com

» www.tripleclick.com

Category 28: Drugs/Alcohol

A web site may be classified under the Drugs/Alcohol category if its content includes drug and
alcohol related information or services. Some URLSs categorized under this category may also be
categorized under the Health category. Examples might be:

* www.the-cocktail-guide.com

o www.stiffdrinks.com
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Category 29: Computing/IT

A web site may be classified under the Computing/IT category if its content includes computing
related information or services. Examples might be:

e www.purplehat.com

e Www.gnu.org

Category 30: Swimsuit/Lingerie/Models

A web site may be categorized under the Swimsuit/Lingerie/Models category if its content includes
information pertaining to, or images of swimsuit, lingerie or general fashion models. Examples
might be:

e www.vickys-secret.com

»  gportspictured.cnn.com/features’2002/swimsuit

Category 31: Spam

A web site may be classified under the Spam category if it is found to be contained in bulk or spam
emails. Examples might be:

«  kagsovdij.gjibhgk.info

» www.pleaseupdateyourdetails.com

Category 32: Non-Managed

Unclassified sites and sites that do not fit one of the other categories will be placed in this category.
It isunusual to block this category since this could result in most harmless URL s being blocked.
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4.7. Anti-Virus

Overview

The NetDefendOS Anti-Virus module protects against malicious code carried in file downloads.
Files may be downloaded as part of a web-page in an HTTP transfer or in an FTP download or
perhaps as an attachment to an email delivered through SMTP. Malicious code in such downloads
can have different intents ranging from programs that merely cause annoyance to more sinister aims
such as sending back passwords, credit card humbers and other sensitive information. The term
"Virus' can be used as a generic description for all forms of malicious code carried in files.

Combining with Client Virus Scanning

Unlike IDP, which is primarily directed at attacks against servers, Anti-Virus scanning is focused on
downloads by clients. NetDefendOS Anti-Virus is designed to be a complement to the standard
antivirus scanning normally carried out locally by specialized software installed on client
computers. IDP is not intended as a complete substitute for local scanning but rather as an extra
shield to boost client protection. Most importantly, it can act as a backup for when local client
antivirus scanning is not available.

The Scanning Mechanism

As afile transfer is streamed through the DFL-160, NetDefendOS will scan the data stream for the
presence of virusesif the Anti-Virus module is enabled. Since files are being streamed and not being
read completely into memory, a minimum amount of memory is required and there is minimal effect
on overall throughput.

The inspection process is based on pattern matching against a database of known virus patterns and
can determine, with a high degree of certainty, if avirusisin the process of being downloaded to a
user behind the DFL-160. Once a virus is recognized in the contents of afile, the download can be
terminated before it completes.

Types of File Downloads Scanned

Anti-Virus scanning can scan file downloads associated with the HTTP, FTP, SMTP and POP3
protocols. More specifically:

* Any uncompressed file type transferred for these protocols can be scanned.

» If the file has been compressed, ZIP and GZIP file downloads will be scanned athough the
maximum allowed compression ratio is 1:20 (if the ratio exceeds this, the file will be dropped
and logged).

The reason for the compression ratio limit is that when scanning compressed files, NetDefendOS
must apply decompression to examine the file's contents. Some types of data can result in very
high compression ratios where the compressed file is a small fraction of the original
uncompressed file size. This can mean that a comparatively small compressed file attachment
might need to be uncompressed into a much larger file which can place an excessive load on
NetDefendOS resources and noticeably slowdown throughput.

The Virus Signature Database

NetDefendOS Anti-Virus scanning is implemented by pattern matching against a virus signature
database maintained locally in the DFL-160's memory. This database is the "SafeStream" virus
signature database which is created and maintained by Kaspersky, a company which is a world
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leader in the field of virus detection. The database provides protection against virtually all known
virus threats including trojans, worms, backdoor exploits and others. The database is also
thoroughly tested to provide near zero false positives.

NetDefendOS Anti-Virus scanning is a subscription based service and yearly subscriptions can be
purchased from your local D-Link agent. After purchase, you will receive a code which is then used
for activating IDP.

A subscription means that the SafeStream database is updated on a daily basis from D-Link servers
with any new virus signatures that become available. Older signatures are seldom retired but instead
are replaced with more generic signatures covering several viruses.

Anti-Virus Settings

The NetDefendOS Anti-Virus feature provides the option to scan any file downloads for viruses.
The downloads that are scanned are those that pass through the WAN interface.

The page in the web interface for Anti-Virus scanning is divided into 3 sections:
A. Anti-Virus Database
B. Anti-Virus Scanning

C. Scan Exclusion Control

A. Anti-Virus Database

This section of the user interface shows the current status of the virus database which is discussed
previoudly in this section.

B. Anti-Virus Scanning

This part of the interface is where virus scanning is enabled. Any combination of the HTTP, FTP,
SMTP or POP3 protocols can be selected. If none is selected, no virus scanning will take place.

C. Scan Exclusion Control

It is possible to explicitly exclude some file types from virus scanning. Virus scanning takes up
processing resources so expanding this list can help increase throughput. Some filetypes are

excluded by default.
htrn
i
1414
Remowe
[wernv] [ add |

When using the Add button, the filetype should not have aleading period. In other words, if adding
PDF files, specify pdf and not .pdf.

File Type Checking

Some viruses can try to hide inside files by using a misleading name. For example, a file might
pretend to be a .pdf file by using the name myfile.pdf but actually contain a virus. If .pdf files are on
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the exclusion list such a file might not be scanned. To avoid this situation, NetDefendOS always
performs MIME checking where it looks inside the file to determine what the true filetype of the
data is. Only if the filetype determined by MIME checking is on the exclude list is virus scanning
skipped.

67



4.8. IDP Options Chapter 4. The Firewall Menu

4.8. IDP Options

The Intrusion Threat

Computer servers can sometimes have vulnerabilities which leave them exposed to attacks carried
by network traffic. Worms, trojans and backdoor exploits are examples of such attacks which, if
successful, can potentially compromise or take control of a server. A generic term that can be used
to describe these server orientated threats are Intrusions.

Intrusion Detection

Intrusions differ from viruses in that a virus is normally contained in a single file download and this
is normally downloaded to a client system. An intrusion manifests itself as a malicious pattern of
Internet data aimed at bypassing server security mechanisms. Intrusions are not uncommon and they
can constantly evolve since their creation can be automated by the attacker.

With the DFL-160, servers that are accessed from the public Internet are typicaly situated on the
network connected to the DM Z interface. This provides one form of defense against intrusions by
isolating any server infection away from the most sensitive "inside" network which is usually
connected to the LAN interface. However, it is much better to take steps to prevent these infections
ever occurring.

The IDP Solution

Intrusion Detection and Prevention (IDP) is a NetDefendOS feature that is designed to detect and
neutralize such intrusion attempts. When IDP is enabled, it functions by monitoring network traffic
as it passes through the DFL-160's WAN interface from the public Internet, searching for patterns
that indicate an intrusion is being attempted. When such a pattern is detected, NetDefendOS IDP
can then neutralize the attempt by dropping the traffic containing the threat.

The IDP Database and Subscribing

NetDefendOS IDP uses a locally held database of threat patterns which is routinely updated by
downloads from external D-Link servers with the latest threat information as they become available.

NetDefendOS IDP is a subscription based service and yearly subscriptions can be purchased from
your local D-Link agent. After purchase, you will receive a code which is then used for activating
IDP.
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formnation for harmnifull data.

I.\S) Harmmifull data is kxgged and discarded

Enabling IDP for a Protocol

The IDP page of the NetDefendOS web interface lists a set of protocols which can be scanned by
the IDP subsystem. Selecting any of the protocols switches on IDP scanning.

Dropping Connections or Only Logging

When IDP is enabled, the administrator has two options for how detected intrusions are dealt with:

e Logonly.

» Log and drop connection.

The Log only option can be useful to first examine what traffic IDP would block if it was fully
enabled.

Select the Minimum Number of Protocols

It is recommended to scan the minimum number of protocols required. For example, if there is only
an SMTP server in the DMZ network, then enabling the SMTP checkbox only is recommended.
IDP scanning can consume the processing resources of the DFL-160 and it is therefore best to keep
the scanning requested to a minimum.

The Scanners Category

The Scanners IDP category is not protocol specific and is an additional precaution against attempted

connections coming from the public Internet which randomly search for hosts that will respond.
Often, these try and make connections on different port numbers that might allow accessto a host.

The Worms and Malware Category
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This category is similar to Scanners in that it is not protocol specific but provides an additional
"catch all" protection against intrusion attempts that are not specific to a particular protocol.

With both Worms and Malware and Scanners, it is important to use them with caution since they
will use more processing resources by increasing the scanning load. Both can be particularly useful
when used for periods of time in log only mode to determine if IDP is indicating that a DFL-160
installation is being targeted by external intrusions.
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4.9. Traffic Shaping

Traffic Shaping alows the administrator to control the level of flows for different types of traffic
between the public Internet connected to the WAN interface and hosts on the LAN and DMZ
networks.

For example, we may want to specify how much of the available bandwidth is used for FTP
downloads from the internet. Traffic shaping allows us to do this by setting up arule that triggers on
FTP traffic and that has the desired maximum specified.

Instead of, or as well as, specifying a maximum we can aso use traffic shaping to specify a
guarantee for how much of the total bandwidth will be available for a particular traffic type. For
example, we could guarantee that FTP download traffic will always get at least a tenth of the total
bandwidth if it is needed. As explained later, Priorities help to resolve competing guarantees.

Setting Up traffic Shaping

After selecting the Traffic Shaping menu option in the Firewall menu, we must first click the box
that enables the option.

] Enable Traffic Shaping

Specifying WAN Capacity

Next, it is necessary to specify the total available maximum downstream and upstream capacity of
the Internet link connected to the WAN interface.

Downstream Bandwidth | 10 | | Mbps Lﬁ
Upstream Bandwidth |1 | | Mbps ﬂ

I mportant: Thetotal capacity should be correctly specified

It is important to specify the total capacity on the WAN interface as accurately as
possible. Failure to do so may result in unexpected behaviour.

Adding Rules

After specifying the total capacity, we next must add Traffic Shaping Rules each of which identify a
particular type of traffic to shape and what amount of bandwidth that traffic is allowed and/or what
amount is to be guaranteed.

Click the Rulestab to begin adding individual traffic shaping rules.

Traffic Shaping | =

# Name Service Maximum Up/Down Guaranteed UpfDown

When the Add button is pushed, the dialog for entering a traffic shaping rule is displayed.
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Specifying Rules

Each rule is given a name for display purposes and then the Service associated with the rule can be
specified. The Service corresponds to a protocol such as FTP. The predefined services are shown

below.

DNS

HTTP
HTTPS
POP3
RDP
SMTP
ZEH
TFTR
VNC

VPN

port 54

port 21

port 80

port 443

port 110

Remote Deskiop Protocel {port 21)
Simple Mzil Transfer Protoccl {port 25)
port 22

UDP port 63

port 5300

LITP, PPTP or IPsec

SIP {port 5050-5061}

Either one of the predefined services can be used or a new service can be specified in terms of the
lower level protocol (for example, TCP) and the port number associated with it.

& Pre-defined
Servica: FTF
(" Customn
Service Type: [TCF i

Service Ports: | |

Tip: Specifying all services

It is not possible to explcitly specify all services. However, it is possible to specify a
custom service with a port range that is zero to a very large number. A port range
could therefore be specified as 1-65535 for all ports.

Specifying Rule Bandwidth

In the Bandwidth part of the rule definition we can specify the desired traffic limits and/or
guarantees for the type of traffic that triggersthisrule.

Type:

Upstream

Upstream

Maximum bandwidth limits
Downstream | 1 | [tes l]

Guarantees
Traffic Prio | Priarity 4 l]
Downstream | 1 || tbps l]

= l]

I (=

[ = ®

The possible types combinations that can be specified for the rule are:

* Max - Specify the maximum bandwidth only.
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e Guarantee - Specify the guaranteed bandwidth only.

* Max and Guarantee - Specify both the maximum and guaranteed bandwidth.

The entry fields for the bandwidth are enabled in the interface according to the option chosen. The
term Upstream means traffic leaving the WAN interface going towards the public Internet. The term
Downstream is the opposite, which is traffic arriving from the public Internet.

Guarantee Priorities

If guarantees are specified then a Priority is also specified and this can take a value from 1 up to 4
(1=low, 2=normal, 3= high, 4=critical). These priorities apply when the guarantee cannot be met
because of competing guarantees. The guarantee with the highest priority is met first and remaining
bandwidth is used to meet guarantees with lower priorities.

Specifying Networks

If required, the traffic shaping rule can apply to a specific local network (on LAN or DM Z) and/or a
specific remote network on the Internet.

[ Limit local network

MNetwork: | ----- |

If specified, the source and/or destination networks provide an alternate condition for the traffic
shaping rule to trigger. The | P addresses specified can either be in one of the following forms:

» A network. For example, 192.168.10.0/24.
e Anindividual IP address. For example, 192.168.10.10.

* A network range. For example, 192.168.10.10-192.168.10.20.

Rules Summary

After adding a number of rules, a summary can be displayed of the defined rules and is shown as a
table under the Rules tab.

Maximum Up/Down Guaranteed Up/Down
1 HTTP limit HTTP 500kbps [ 1Mbps
2 FTP_limit FTP 800k bps [ 800kbps
3 RDP_guarantes RDP 4Mbps [ 4Mbps

Tip: Sharing the Total Bandwidth

Keep in mind when specifying a rule maximum that it should be less than the total
capacity we have specified for WAN otherwise there is no reason to specify a
maxi mum.

Smilarly, a guarantee should be just a portion of the entire WAN bandwidth since the
aimisto guarantee a minimum level of service for a particular type of traffic.
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4.10. Schedules

Schedules are used to determine when certain features in NetDefendOS are enabled.
For instance, it may be decided to allow web surfing from clients on the LAN interface only at
certain times of the day. In this case, we would create a schedule that contained the times when

surfing is allowed and then associate the schedule with the enabled HTTP option of Outbound LAN
Traffic in the Firewall menu options.

Schedule Usage
When creating a schedule, the administrator gives the schedule a name and it is then possible to
associate the schedule with a feature using the name. The principle usage for schedules is to control

when certain inbound and outbound traffic services are allowed and thisis described further in:

» Section 4.1, “Outbound LAN Traffic Options’.
e Section 4.2, “Outbound DMZ Traffic Options’.

» Section 4.3, “Inbound Traffic Options”.

Predefined Schedules

By default, a number of predefined schedules are provided that provide commonly used time

arrangements.
Start date End date Comments
MarhidorkingHaours All hours, except Manday ta Friday 0&:00-17:00
Wiaekdays Maonday ta Friday, 00:00-23:59
Weekends Saturday and Sunday, 00:00-22:59
WorkingHours Monday to Friday, 02:00-17:00

Custom Schedules

When creating a new schedule, a grid of checkboxes is displayed which correspond to each hour in
each days of the week (24 times 7 checkboxes). The left-hand checkbox is the first hour of the day
(midnight to one o'clock) and so on. Clicking the checkbox indicates that the hour is to a have the
associated feature enabled. An example is shown below with the first three hours of Monday
checked.

Mame: | ry_schedule |
0 3 6 9 1z 15 18 21

Mondsy MMM MOOOOOOOOOOOOOOOOOOOO

A range of dates can aso be specified. If no range is specified then the schedule will apply
continuously onceit is associated with afeature.

Start Date:  [2008-10-08 10:5 105

End Date: [2008-10-31 1081142

Adding Comments
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The comments field allows some text explanation to be added to the schedule. It serves only as a
reminder to the administrator what the schedule was intended for.
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* Ping, page 77
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The Tools menu provides access to features which can be helpful in overall system operation.

FING

The sections that follow describe the options in this menu in the order they appear.

5.1. Ping

The ICMP ping protocol provides a simple query/response tool to determine if a particular network
component is alive. A ping request asks the question "are you there" on a given IP address and the
response is either "yes | am" or there is no response and the request times out.

The ping page in the NetDefendOS web interface provides a simple way to issue a ping command to
any IP address and also to repeat the ping request a certain number of times with a certain size of
packet. The image below shows the ping dialog while waiting for aresponse.

IP Address: |1‘38.3.2.10

Murnber of Packets: |1 hd

Packet Size: 2w

Pinging 198.3.2.10 with 32 bytes of data...

The response from a ping is expressed as the percentage of packet loss. Packet loss is 100% if no
response is received as shown below.

1 packets transmitted, 0 packets received, 100% packet loss,
Round trip time average: 0 ms.

In the case of NetDefendOS, a response to a ping request on a particular interface depends on if the
administrator has enabled ping responses or not. This is discussed further in Section 3.1,
“ Administration” .

Initiating Ping Requests from the CLI

An alternative method of issuing ping requests is to use the CLI ping command. This command is
described in Appendix A, CLI Reference.
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» System Status, page 80

* Logging Status, page 82

* Anti-Virus Status, page 83

» Web Content Filtering Status, page 84
* IDP Status, page 85

« Connections Status, page 86

* Interfaces Status, page 87

« IPsec Status, page 89

 User Authentication Status, page 90
* Routes, page 91

* DHCP Server Status, page 92

m - =

The Satus menu of the DFL-160 web interface provides various views of the current status,
performance and loading of the various subsystems that make up NetDefendOS.

ADMINISTRATION
INTERMET
LAM SETTI

DMZ SETTIMNGS

L i3

DATE AND TIME

DYNAMIC DS SETTIMGS

Filtering Output

Where the status output could consist of a large number of lines of output, the web interface
provides the ability to impose a filter on the output so only those lines that are of interest are

displayed.

Where a large number of lines could be displayed, the convention in the web interface is to break
these into 100 entry blocks and to have available up to 500 entriesin total.

Status Screens are a Snapshot

It should also be kept in mind that the status screens are providing a snapshot of the system status
and history at a given point in time. In many screens, a Refresh button is provided to force the
status display to be updated.

The sections that follow describe the options in this menu in the order they appear.
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6.1. System Status

The System Satus page is the default page that is shown when the web interface opens after logging
in to NetDefendOS as administrator.

The status display is divided into three parts:
A. System Resources
B. UTM Statistics

C. Log History

A. System Resources

Various graphical displays and numerical values show the current status of the DFL-160 system and
how its resources are being used.

System Resources System Information
CPU Load Throughput Model:
1000 200Mbps DFL-160
B% 150Mbps System Time:
ﬁ: 100Mbps 2008-10-30 00:28:19
Uptime:
SOMby
0% " 0 days, 00:58:06
2h 1h " row h 1h now Configuration:
Connections Memory Usage F‘l.l'ersron 10 .
1000 178Mb irmware Version:
200 2.25.00.04-9048
o0 56Mb Oct 24 2008
200 4bb Last Restart:
200 32Mb 2008-10-30 00:23:32:
o changes
2h ih o Configuration Log:
Error(s): 0
Warning(s): 0
CPU Load: 21% [
RAM: 78/ 128 M | I
Connections: 269 / 12000 [N N N N |
IPsec: FET T

B. UTM Statistics

Unified Threat Management (UTM) consists of the 3 components. Anti-Virus, IDP and Web
Content Filtering. If any of these features are enabled, this section gives an overview of the
throughput statistics for the features.

The configuration options for setting up the different aspects of UTM can be found in Chapter 4,
The Firewall Menu.
C. Log History

This table shows the last few log events generated by NetDefendOS (an example of this is shown
below).
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2008-10-27
14:01:49
2003-10-27
14:01:49
2008-10-27
14:01:48
2003-10-27
14:01:48
2008-10-27
14:01:48

Severity

Warning
Warning
Motice
Mokice

Warning

Category/ID
ARP
300049
ARP
300049
SYSTEM
3203000
SESMGR
4900001
ARP
300049

Event/Action
invalid_arp_sender_ip_address
drop
invalid_arp_sender_ip_address
drop

admin_login

sesmgr_session_created

none
invalid_arp_sender_ip_address
drop

Clicking the More... link in the display will take you to the L ogging option in the System menu for
amore complete list of recent events and the filters to analyze them.

The details of NetDefendOS logging can be found in Section 3.5, “ Logging” .
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6.2. Logging Status

Various events that occur in NetDefendOS cause |og messages to created. All possible log messages
generated are documented in the accompanying DFL-160 Log Reference Guide. An external SysLog
server can be configured to receive these events, as described in Section 3.5, “Logging”. That
section also describes setting up email aerts for certain events.

As events occur, the last 500 log general messages are kept in local memory and this store is known
as the NetDefendOS MemLog. Along with these 500, the last 500 from each of the Anti-Virus, Web
Content Filtering and IDP subsystems are also kept in memory and these can be viewed separately.

The MemLog Display

The most recent 500 log messages from all sources (including AV, WCF and IDP) can be viewed
through the Logging page of the Status menu.

Log messages are visible in 100 message blocks on the page and tools are also provided for filtering
out messages of interest based on various criteria. The dialog for entering the search criteria are
shown below.

Fram To

Time: | |j| |j
Source Destination

Interface:

IP Address:

Port:

Ewent: Action:

Severity: | {Any] ot Cateqgary: | (Amy) v

Free Text:

Some typical log output for the Anti-Virus subsystem is shown below.

Date Severity Category/ID Rule Proto Src/Dstf Src/DstIP Src/DstPort  Event/Action
2008-10-320 . ANTIVIRUS lan 10.10.10.10 3229 virus_found

‘Warning TCP -
00:50:26 5800001 core 81.216.65.11 25 block_data
filename="zicar.com” virusname="EICAR-Test-File" virussig="EICAR-Test-File" advizoryid="AV1" layer?_srcinfo= lzyer?_dstinfo=
algmod=smitp algsesid=1333 origsent=1323 termsent=513 Advisory link
2008-10-320 Notice ANTIVIRUS TCP lan 10.10.10.10 3212 excluded_fila
00:49:22 5800002 core 81.216.65.11 25 allow_data_without_scan
filename="techsupport-20081030.b4" filkktype="tt" layer?_srcinfo= layer?_dstinfo= algmod=smtp algsesid=1328 origsent=3425
termsent=E813
2008-10-20 Notice ANTIVIRUS TcP lan 10.10.10.10 22632 excluded_file
00:24:01 5800002 core 160.68,205.221 a0 allow_data_without_scan

filename="weskend.html” fietype="html" algmod=hitp algsesid=1280 origsent=1071 termsent=584
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6.3. Anti-Virus Status

This page of the web interface provides the ability to view and filter out the last 500 log messages
generated by just the Anti-Virus subsystem.

These same messages can also appear mixed in with other messages in the Logging page in the
Satus menu (described in Section 6.2, “ Logging Status” ).

Log messages are visible in 100 message blocks on the page and tools are also provided for filtering
out messages of interest based on various criteria.

These messages can provide valuable feedback from the Anti-Virus system on any files being
dropped because of viruses being detected.

A full description of the NetDefendOS Anti-Virus feature can be found in Section 4.7, “ Anti-Virus’ .
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6.4. Web Content Filtering Status

This page of the web interface provides the ability to view and filter out the last 500 log messages
generated by just the Web Content Filtering (WCF) subsystem.

These same messages can also appear mixed in with other messages in the Logging page in the
Satus menu (described in Section 6.2, “ Logging Status” ).

Log messages are visible in 100 message blocks on the page and tools are also provided for filtering
out messages of interest based on various criteria.

These messages can provide valuable feedback from the WCF subsystem on the surfing habits of
internal users and which URL accesses are being denied..

A full description of the NetDefendOS Web Content Filtering feature can be found in Section 4.6,
“Web Content Filtering” .
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6.5. IDP Status

This page of the web interface provides the ability to view and filter out the last 500 log messages
generated by just the IDP subsystem.

These same messages can also appear mixed in with other messages in the Logging page in the
Satus menu (described in Section 6.2, “ Logging Status” ).

Log messages are visible in 100 message blocks on the page and tools are also provided for filtering
out messages of interest based on various criteria.

These messages can provide valuable feedback from the IDP system on what kinds of threats are
being detected.

A full description of the NetDefendOS IDP feature can be found in Section 4.8, “ IDP Options’ .
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6.6. Connections Status

A connection in NetDefendOS refers to either a normal TCP/IP connection set up to perform a
transfer of data or a UDP packet based "connection”, where a stream of packetsis being sent from a

sender to areceiver (such asin a streaming video transfer).

This page of the web interface shows the currently established connections. The list shows the
protocol (TCP or UDP), the source IP address and the destination 1P address of the connection. A

example of the information displayed is shown below.

Stat= Proto
RAWIF ESF
PING ICMP
ucP ucP
uCe uCe
ucP ucP
uce uce
FIN_RCVD TCP
FIM_RCVD TCR
ucpP ucpP
FIM_RCVD TCR
FIN_RCVD TCP
FIM_RCVD TCFR
TCP_OPEN TCP
TCP_OPEN TC|
TCP_OPEN TCP
TCP_OPEN TCR
TCP_OPEN TCP

Source
wan:10.6.200.3:0
=n:152.158.1.11:1280

lan:192.168.1.100:123

cora: 3

core:10,6.28.160: 1701

RemoteUsars WinkP:192.168,1,150:137

core:10.6,28,160: 25547
=n:1592.158,1.100:1141

n:152,168.1,100: 1025

i

n:192.168.1.100: 1139

n:152.168.1.100:1142

i

n:152.168.1.100:1140

core:10.6,28,160: 2009

=n:1592.168,1.100:1143
core:1.6.28,180: 13116
an:192,168,1,100: 1144
lan:192.168.1.11: 2458

Diestination

core:10.6.28.180:0

core:192.168.1.1:1280
wan:207.45,157.32:123
core:10.6.28.160: 1701

IPs=c_RemoteUs=rs WinXP:10.6.200,3:1701
wan:255.255.255,255:137

wan:10.6.0,17:80

core:10.6.0,17:

wan:192,188.1.1:53

core:10.6.0.17:80

core:10.6.0.17:80

wan:10,6.0,17:80

core:10.6.0.17:80

core:192,168.1,1:443

State table contents (max 100 entries)

Time=out

71
7B
78
262142
262142
282142
262142

262144

Where the source of destination address is marked as core this means that it is NetDefendOS itself

that is dealing with the connection.

The ability to filter the connections is possible based on specific combinations of source/destination

|P address/interface.

Source:
IP Address:

Interface: | Any

Port:

IP Protocol: | Amy [

Destination:

FILTER STATE TABLE DISPLAY
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6.7. Interfaces Status

This option can show the current status for each of the DFL-160 interfaces. When one of the
interfaces is selected from a drop-down box in this page, information about the interface's status is
displayed, both in numerical and graphical form. The sections displayed for the chosen interface are;
A. Interface Status

B. Driver Information/Hardware Statistics

C. Throughput Statistics

A. Interface Status

The general information for the chosen interface is displayed. The example below is for the DMZ

interface.
Interface: dmz [
IP Address: 192.168.2.1
Link Status: 100 Mbps Full Duplex
MAC Address: 00-a0-4c-69-21-3
Send Rate: 712 kbps
Receive Rate: 33720 kbps

B. Driver Information/Hardware Statistics

This section of the display shows summary performance values for the chosen interface. An
example of the typical output is shown below.

errors= o dropped= o

mrror== 1] dropped=

Cut: Jend=s AZborted

rier Errors

o
Q
o]
a
o]
a
a
o
a
o
Q
o]

C. Throughput Statistics

The throughput statistics over the last 24 hours are shown in graphical form as shown below. First,
are the statistics for sent (outgoing) traffic. An example of this is shown below (the image is
truncated on the right side).
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SEND RATE OVER THE PAST 24 HOURS

2000Kbps
1500Kbps _

1000Kbps T T [ N [ VN TN TN SN N TR 1 N N (U [N T AU N S

oDkbos WY

24h 15h 12h &h

Secondly, the statistics for received (incoming) traffic are shown over the last 24 hours. An example
is shown below (the image is also truncated on the right side).

RECEIVE RATE OVER THE PAST 24 HOURS

100Mbps
75Mbps _

EDMbps

I5Mbps

24h 18h 12h &h
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6.8. IPsec Status

List VPN Interfaces

This option (the default) shows all the currently established VPN tunnels (also known as VPN
interfaces). An example of this display is shown below.

IPsec Interface: IPsec_RemotzUsers WirkP [a]
Mame: IPsec_Remaotelsers \VWinXP
Local IP: 10.6.28.160

Broadcast: 0.0.0.0

Local Metwork: 10.6.28.160

Remote Metwark: 0.0.0.0/0

Remote Gatewsay: 0.0.0.0/0

IKE Made: Main

D-H modp group: 2

MNAT Traversal: Enzbled i needed and supported by the remote peer
SA per: Met

PFS: Disabled

Config Mode: Diszbled

DHCP over IPsec: Disabled

Add Route: Enabled

¥AUTH Client: Disablad

XAUTH: Disabled

Keep-alve: Disabled

Authentication: PSK: L2TPServ_Remotelsers_WWinXP
MTU: 1420

Send Rate: 0 kbps

Receive Rate: 0 kbps

List all active IKE SAs

An IKE Security Association (SA) is an entity that defines the encryption methods and other
parameters that will be used for data flowing from one end of an IPsec tunnel to the other. SAs are
set up after the two ends of a VPN tunnel use the Internet Exchange Protocol (IKE) to agree how
they will communicate. A single SA applies to data flowing in only one direction and for that reason

an IPsec tunnel usually has two SAS set up.

An example of the SA status display is shown below.

IPSEC SAS

Remote Gateway Remote net Protocol
10.6.200.4 10.6.28.150 10.5.200.4 3des-che
10.6.200.3 10.6.28.160 10.5.200.3 3des-che
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6.9. User Authentication Status

This page of the web interface displays the users who have been authenticated and are using a VPN
tunnel. An example of the user authentication display is shown below.

Username IP Address Interface Timeout Idle Timeout  Logged in as Fordbly Log Out
Mark 132,168.1.151 RemotaUs in 2&m G
Annz 152,188.1,150 RemotzUs 27m &

The Forcibly Logout Option

For each user, the administrator has the option to force a logout of a user with this option. This can
be useful if suspicious activity is seen coming from a particular logged in user.
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6.10. Routes

A Brief Overview of Routing

A list of all routes are maintained by NetDefendOS in its internal routing table. The routing table
indicates which networks can be found on which interface. When traffic arrives at the DFL-160 on
one interface, the routing table is consulted by NetDefendOS to determine on which interface the
traffic should be forwarded so it gets to its intended destination. When the routing table is consulted,
the route chosen is the one that has the narrowest match to the destination I P address being looked
up (thisis explained further below).

The traffic forwarding function performed with the help of the routing table is the primary task of
any device which is called arouter. It is aso one of the primary tasks of the DFL-160 and in most
cases the routes in the NetDefendOS routing table are created automatically without intervention
from the administrator.

The image below shows atypical example of the status display for the NetDefendOS routing table.

Routing table contents (max 100 entries)

Flzgs MNetwiork Interfzce Gatzway Locsl IP Metric

(B1) 152.168.1.150 Remaotellsers WinxP /]

C 10.6.200.3 IPs=c_RamotzlUssrs_WinkP
152.168.1.0/24 =n 100
152.168.2.0/24 dmz 100
10.6.0.0/16 vian 100
0.0.0.0/0 n 10.6.0.1 1

In the "Flags" field of the routing tables, the following letters are used:
0: Learned vizg OSPF X: Route is Disabled

M: Route is Monitared  A: Published via Proxy ARP

D: Dynamic (from e.g. IPsec, L2TR/PPTP servars, atc.)

The 0.0.0.0/0 Route

When NetDefendOS looks up the routing table, it searches for a route which is the closest match
possible for the IP address it is trying to find a route to. The routing table always contains a "catch
all" route which points to the IP address 0.0.0.0/0 which is a special IP address that means "all
networks'. This route is, by default, assigned to the WAN interface since if NetDefendOS cannot
find an 1P address on the LAN or DM Z interface, then it must be on the public Internet.

The Route Metric

Routing metrics are one of the criteria routing algorithms use to compute the "best” route to a
destination. A routing protocol relies on one or several metrics to evaluate links across a network
and to determine the optimal path.
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6.11. DHCP Server Status

As explained in Section 3.3, “ LAN Settings’ and Section 3.4, “ DMZ Settings”, the LAN and DM Z

interfaces can be configured to act as DHCP servers, allocating |P addresses from a predefined |P
range to any users or hosts that require them.

This option in the Status menu allows the administrator to see which DHCP servers are configured
and the status of these servers. Each line is the display shows the current usage of a DHCP server
and provides the ability to drill down to show the current Leases and Mappings for that server.

Interface IP Span
DHCPSrvlan lan 10,6.58.20,30 0%, [T (i) Leases 41 Mappings
DHCPSrwdme dmz 192.168.2.100-,149 (0% [T (1) Leases 1 Mappings
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Chapter 7. The Maintenance Menu

* The Update Center, page 94

* Licenses, page 96

* Backups, page 98

* Reset to Factory Defaults, page 99
* Upgrades, page 100

* Technical Support, page 101

-| MAINTENANCE |.

The Maintenance menu options deal with routine administrative tasks such as backups and software
upgrades.

UPDATE CEMTER

LICEMSE

BaCkUP

UPGERADE

TECHMWICAL SUPPORT

The sections that follow describe the optionsin this menu in the order they appear.

7.1. The Update Center

The Update Center refers to the external network of D-Link servers that supply updates for the
Anti-Virus and | DP databases. This portion of the web interfaceis divided into 3 tabs:

A. General
B. Update I nterval

C. History

A. General

This section of the user interface allows the administrator to enable or disable the automatic
updating of the IDP and Anti-Virus databases.

The Register at D-Link's Portal button opens aweb browser window at the page for registering for
the IDP or Anti-Virus service after purchase from a D-Link agent.

B. Update Interval

These options alow the frequency of the update interval to be determined. The recommendation is

to select atime during a day when there is little user activity through the DFL-160. Typically, this
might be in the early hours of the morning.
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The default interval is Daily and this is recommended to keep the databases updated with the latest
releases. It is not often that the databases are updated more than once in a day.
C. History

This tab shows the history of recent database updates and can also indicate if there were problems
with server access or downloading.
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7.2. Licenses

The license page shows information about the current license installed in the DFL-160. When the
DFL-160 is initialy delivered it comes with a standard license preinstalled which determines the
capabilities of the system.

Add On Services

It is possible to expand the capabilities of the DFL-160 by purchasing a license for any of the
following features:

 Anti-Virus

This option enables NetDefendOS to scan for viruses in any files downloaded to the unit, such
as those that might be contained in HTTP or FTP downloads.

e Intrusion Detection and Prevention (IDP)

This option enables NetDefendOS to scan traffic for patterns that indicate attempted network
intrusions. These are most often directed against internal servers.

*  Web Content Filtering

The option enables NetDefendOS to check the URLSs requested during web surfing to see if the
content type at the URL is allowed by administrator defined policies.

Activating a Service

After buying a subscription to a new service from your D-Link distributor or sales office, an
activation code is received which can then be entered into the license page to activate the service.

License Properties

Each DFL-160 comes pre-installed with a standard NetDefendOS license. This page of the web
interface shows the contents of the current license. The license determines the maximum capabilities
of the system and the parametersin alicense are as follows:

e Connections

This is the number of connections that can exist between interfaces in the NetDefendOS. A
connection refersto alogical concept in the state engine of the NetDefendOS software. A single
TCP based transfer can be regarded as a single connections but a UDP based data stream, such
as used with VOIP data transfers, can also be viewed as consisting of a connection.

The connection restriction can result in limitations on the total number of client users that can be
accessing Internet based facilities at the same time.

* Rules
This is the maximum number of IP rules that can be created by NetDefendOS. An IP rule
determines what protocols can flow between what interfaces in the DFL-160. The default value
isnormally sufficient.

e |Psec Tunn€ls

The maximum number of |IPsec tunnels which terminate at the WAN interface that can be
created.

96



7.2. Licenses Chapter 7. The Maintenance Menu

e PPP Tunnéls

The maximum number of PPP tunnels which terminate at the WAN interface that can be created.

To expand the capabilities of the standard product license, consult with your local D-Link
representative.
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7.3. Backups

The administrator has the ability to take a snapshot of a NetDefendOS system at a given point in
time and restore it when necessary. The snapshot can be of two types:

» A configuration backup which does not include the installed NetDefendOS version. This is a
recommended precaution to allow the configuration at a given point in time to be restored
provided the NetDefendOS version does not change.

e A system backup which is a complete backup of both the configuration and the installed
NetDefendOS software. This is a recommended precaution if both the configuration is to be
changed and the NetDefendOS version is upgraded.

To restore a backup file, the administrator should upload a backup file to the DFL-160. The name of
the file does not really matter since NetDefendOS will read a header in the file to determine what it
is.

Backups Do Not Contain Everything

Backups include only static information from the NetDefendOS configuration. Dynamic
information such as the DHCP server lease database or Anti-Virug/IDP databases will not be backed

up.

Operation Interruption

Backups can be created at any time without disturbing NetDefendOS operation. After restoring a
backup it is necessary to perform an Activate to make the restored configuration/system active.

Restoring and activating a configuration-only backup should not, in most cases, disturb system
operation. Complete system restore, however, is more involved and will require that NetDefendOS
reinitializes, with the loss of all existing connections. Initialization may require some seconds to
complete depending on the hardware type and normal operation will not be possible during this
time.
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7.4. Reset to Factory Defaults

Reset Through Software

A restore to factory defaults can be applied so that it is possible to return to the origina hardware
state that existed when the DFL-160 was shipped by D-Link. When arestore is applied in this way,
all configuration dataislost and the IDP and Ant-Virus databases are lost which means they must be
reloaded.

Performing a Reset Manually

An alternative way to reset the DFL-160 isto push in the reset button at the rear of the unit for 10 to
15 seconds while powering it on. After that, release the reset button and the unit will continue to
load and start up in default mode as though it were brand new and had never been configured. A
simple tool such asthetip of apencil or pen could be used to hold the reset button in.

DO NOT STOP THE RESET TO FACTORY DEFAULTS PROCESS PREMATURELY.
If the factory default reset process is interrupted, the DFL-160 can cease to function
properly since its memory may be left in an inconsistent internal state.

/') Warning: Do not abort a reset to factory defaults

End of Life Procedures

The restore to factory defaults option should also be used as part of the end of life procedure when a
DFL-160 is taken out of operation and will no longer be used. As part of the decommissioning
procedure, a restore to factory defaults should always be run in order to remove al sensitive
information such as VPN settings.

As a further precaution at the end of the product's life, it is also recommended that the memory
media in a DFL-160 is destroyed and certified as destroyed by a suitable provider of computer
disposal services.
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7.5. Upgrades

New releases of NetDefendOS are routinely made available by NetDefendOS. These releases are
available as a single file which can be uploaded to the DFL-160 through this page in the web
interface.

NetDefendOS upgrades can be downloaded for free from your local D-Link site or from the D-Link
NetDefend Center at http://security.dlink.com.tw.
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7.6. Technical Support

This section of the web interface allows the user to easily download a file of useful troubleshooting
information that can be emailed to technical support personnel.

After clicking on the button Download support file, a file is automatically generated by the
NetDefendOS and downloaded to the web interface and can be saved to the local disk.

The techsupport CLI Command

This file contains the same information that can also be generated on a console with the CLI
command:

DFL- 160: /> t echsupport
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Chapter 8. The Console Boot Menu

The NetDefendOS loader is the base software on top of which NetDefendOS runs and the
administrator's direct interface to this is called the console boot menu (also known simply as the
boot menu). This section discusses the boot menu options.

Accessing the Console Boot Menu

The boot menu is only accessible through a console device attached directly to the serial console
located on the DFL-160 (see Section 2.4, “ Console Port Connection”™).

The boot menu can be accessed through the console port after the DFL-160 is powered up and
before NetDefendOS is ready. After powering up, there is a 3 second interval before NetDefendOS
fully starts up and in that time the message Press any key to abort and load boot menu is displayed,
as shown below.

d load hoot menu

If any console key is pressed during these 3 seconds then NetDefendOS startup pauses and the
console boot menu is displayed.
Initial Boot Menu Options without a Password Set

When NetDefendOS is started for the first time with no console password set for console access
then the full set of boot menu options are displayed as shown below.

The options available in the boot menu are:

1. Start firewall
Thisinitiates the complete startup of the NetDefendOS software on the DFL-160.
2. Reset unit tofactory defaults

This option will restore the hardware to itsinitial factory state. The operations performed if this
option is selected are the following:

* Remove console security so thereis no console password.
» Restore default NetDefendOS executables along with the default configuration.
3.  Revert to default configuration

This will only reset the configuration to be the original, default NetDefendOS configuration
file. Other options, such as console security, will not be affected.

4. Set console password
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A password should be set for console access. If a password is not set, anyone can use the
console. After it is set, the console will prompt for the password before access is alowed to
either the boot menu or the command line interface (CLI) (more on the CLI can be found in
Appendix A, CLI Reference).

Initial Options with a Console Password Set

If a console password is set then the initial options that appear when NetDefendOS loading is
interrupted with akey press are shown below.

menu items

The Start firewall option re-continues the interrupted NetDefendOS startup process. If the Login
option is chosen, the console password must be entered and the full boot menu described above is
entered.

Removing the Console Password

Once the console password is set it can be removed by selecting the Set console password option in
the boot menu and entering nothing as the password and just pressing the Enter key to the prompt.

The Console Password is only for the Console

The password set for the console is not connected to the management passwords used for
administrator access through aweb browser. It isvalid only for console access.
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When the DFL-160 does not behave as expected, the following CLI tools are available to
troubleshoot problems.

The stat CLI Command

If a serious NetDefendOS problem is suspected then the first step should be to use the console
command:

> st at

The stat command will indicate the date and time of the last system shutdown and can indicate if
there has been a serious error in NetDefendOS operation. It should be remembered however that the
buffer which stat uses is cleared by certain operations such a reconfigure and the output will not
therefore show what occurred prior to buffer clearance.

The dconsole CLI Command

The next step if to use the console command:
> dconsol e

This can be abbreviated to:

> dcon

The dconsole command provides alist of important events in NetDefendOS operation and can help
to establish the date, time and nature of events leading up to a serious problem occurring. The output
might look similar like the following:

Showi ng di agnose entries since 2008-05-22:

2008- 06- 21 11: 54: 58 Start (2.27.00-0:131)
2008- 06- 21 11: 56: 16 St op ( RECONFI GURE)
2008- 06- 21 11:56: 21 Start (2.27.00-0: 131)
2008- 06- 21 11:57: 29 St op ( RECONFI GURE)
2008- 06- 21 11:59: 31 Start (2.27.00-0: 131)
2008- 06- 21 11: 59: 49 St op ( NORMAL)

dconsole output above may include a dump of the system memory in the case of serious runtime
errors. Thiswill look similar like the following:

Reason: Exception 'DataAbort' occurred at address Ox7aaea34
Ceneration date/tinme: 2008-07-04 14:23:56 List of |oaded PE-nodul es:
fw oader (1. 07.04): BA: 0x00100000, EP: 0x00101028, SS:0x0, |S: 0xe7000
fwcore(82.27. 00-2336): BA: 0x07761038, EP: 0x0007c¢630 Regi ster dunp:
ro : 0Oxela0003c, r1 : 0x07c¢685dc, r2 : 0x00000004, r3 : 0x50013700,
r4 : 0x06cb2d04, r5 : 0x0753a740, r6 : 0x050celf8, r7 : 0x00000000,
r8 : 0x0753a79c, r9 : 0x050celf 8, r10: 0x00000000, r1l: O0x0775ff 34,
r12: 0x00000004, sp 0x0775fcec, |r : 0Ox079de7e4 Stack dunp:
5da89306 c33613f4 c330cfc5 04411507 45515a49 86619f8b cOdb0asl
4e395861 cb25b796 e€3108934 932766¢c5 4dcff9e9 711c3463 b9cd5dle
52149961 9324dea3 d340dc25 15458610 63582ded 689a0c54 df b43131
02c7d971 alebb72c bf aae832 db216923 08ba693b 95e4de97 98d121a2
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Although dconsole output may be difficult to interpret by the administrator, it can be emailed to
D-Link support representatives for further investigation. The dconsole command supersedes the
crashdump command found in earlier versions of NetDefendOS.

Restarting

If asystem isin anon-functional "frozen" state then system restart can offer a ssmple way to clear
all error conditions. This can take afew minutes and while restart occurs no traffic can flow through
the unit. All connections will be logt, including any VPN tunnels, and these will have to be
re-established after restart.

Restarting can be regarded as a last resort when dealing with system problems but is perhaps the
only solution when all other methods of troubleshooting are exhausted.
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This section summarizes in aphabetical order the command set that can be entered through a
console connected to the RS232 console port on the DFL-160.

Details of how to connect up a console device to the console COM port on the DFL-160 can be
found in Section 2.4, “ Console Port Connection” . Once the connection is made and NetDefendOS

has started up, pressing the Enter key on the console should get a CLI prompt response on the
console;

DFL-160: />

It is advisable to use the Boot Menu to place a password on access through the console port to
prevent unauthorized access. How to do thisis described in Chapter 8, The Console Boot Menu.

About

Display information about the version of NetDefendOS currently running on the DFL-160.
Syntax: about

ARP

Displays ARP entries for the specified interface(s). Published, static as well as dynamic items are
shown.

Syntax: arp [options] <interface pattern>

Options:

-ip <pattern> - Display only IP addresses matching <pattern>.

-hw <pattern> - Display only hardware addresses matching <pattern>.
-num <n> - Display only the first <n> entries per iface (default: 20).
-hashinfo - Display information on hash table health.

-flush - Flush ARP cache of ALL interfaces.

-flushif - Flush ARP cache of an iface.

Example:

DFL- 160: /> arp wan

ARP cache of iface wan
Dynamic 194.2.1.1 = 0020: d216: 5eec Expire=141

ARPSnoop

Toggles the on-screen display of ARP queries. This command can be of great help in configuring
the hardware, since it shows which IP addresses are heard on each interface.

Syntax: arpsnoop <interface pattern>
Toggle snooping on given interfaces.
Syntax: arpsnoop all

Snoop all interfaces.

Syntax: arpsnoop none

Disable all snooping.
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Example:

DFL- 160: /> arpsnoop all

ARP snoopi ng active on interfaces: |an wan dnz
ARP on wan: gwworld requesting wan_ip
ARP on lan: 192.168.123.5 requesting lan_ip

Buffers

This command can be useful for troubleshooting. For example, if an unexpectedly large number of
packets begin queuing or when traffic does not seem to be flowing for an unknown reason. By
analyzing the contents of the buffers, it is possible to determine whether such traffic is making it to
the DFL-160 at all.

Syntax: buffers

Brings up alist of most recently freed buffers.

Example:

DFL- 160: /> buff

Di spl aying the 20 nost recently freed buffers

Recvl f Num Si ze Prot ocol Sender Desti nation

wan 1224 121 UDP 192. 168. 3. 183 192. 168. 123. 137
| an 837 131 UDP 192. 168. 123. 137 192. 168. 3. 183
wan 474 112 UDP 192. 168. 3. 183 192. 168. 123. 137
wan 395 91 UDP 192. 168. 3. 183 192. 168. 123. 137
| an 419 142 UDP 192.168. 123. 137 192. 168. 3. 183
wan 543 322 UDP 194.2.1.50 192. 168. 123. 182
| an 962 60 UDP 192.168.123. 182 194.2.1.50

| an 687 60 ARP 0080: ad87:e592 ffff:ffff.ffff
wan 268 88 UDP 192. 168. 3. 183 192. 168. 123. 137
| an 249 101 UDP 192. 168. 123. 137 192. 168. 3. 183
wan 219 60 TCP 193. 12. 33. 105 192. 168. 123. 12
| an 647 60 ARP 0010: a707:dd31 ffff:ffff:ffff
wan 1185 98 UDP 192. 168. 3. 183 192. 168. 123. 137
| an 912 98 UDP 192. 168. 123. 137 192. 168. 3. 183
wan 682 112 UDP 192. 168. 3. 183 192. 168. 123. 137
| an 544 60 TCP 192.168.123.12 194.2.1.50

| an 633 60 TCP 192.168.123.26 194.2.1.50

| an 447 60 TCP 192.168.123.25 194.2.1.50

| an 645 60 TCP 192.168.123.23 194.2.1.50

| an 643 123 UDP 192. 168. 123. 137 192. 168. 3. 183

Syntax: buffer <number>
Shows the contents of the specified buffer.

Example:

DFL- 160: /> buff 1059

Decode of buffer nunber 1059

| an: Enet 0050: dadf: 7bbf > 0003: 325c: cc00 type 0x0800 | en 1058
|P 192.168.123.10 -> 193.13.79.1 I HL: 20

Dat aLen: 1024 TTL: 254 Proto: | CWP

| CMP Echo reply |1 D:6666 Seq: 0

Syntax: buffer
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Shows the contents of the most recently used buffer.

Example:

DFL-160: /> buff .

Decode of buffer nunmber 1059

| an: Enet 0050: dadf: 7bbf > 0003: 325c: cc00 type 0x0800 | en 1058
| P 192.168.123.10 -> 193.13.79.1 I HL: 20

Dat aLen: 1024 TTL: 254 Prot o: | CWP

| CMP Echo reply | D:6666 Seq: 0

CfgLog

Shows the results of the most recent reconfiguration or start up of the firewall. This text is the same
as is shown on-screen during reconfiguration or start up.

Syntax: cfglog
Example:

DFL- 160: /> cfgl og

Configuration | og:

Configuring from FWCore_N. cfg

Confi guration done

Configuration "FWCore_N. cfg" (v153)
verified for bi-directional communication

Connections

Shows the last 20 connections opened through the DFL-160. Connections are created when traffic is
permitted to pass via Allow or NAT rules. Traffic permitted to pass under FwdFast is not included
in this list. Each connection has two timeout values, one in each direction. These are updated when
the firewall receives packets from each end of the connection. The value shown in the Timeout
column isthe lower of the two values.

Possible values in the State column include:

SYN_RECV TCP packet with SYN flag received.

SYNACK_S TCP packet with SYN + ACK flags sent.

ACK_RECV TCP packet with ACK flag received.

TCP_OPEN TCP packet with ACK flag sent.

FIN_RECV TCP packet with FIN / RST flag received.

PING The connection isan ICMP ECHO connection.

UDP The connection is a UDP connection.

RAWIP The connection uses an |P protocol other than TCP, UDP or ICMP.

Syntax: connections

Example:

DFL- 160: /> conn

State Prot Source Destination Tine

TCP_OPEN TCP wan: 60. 20. 37. 6: 5432 dnz: wwsrv: 80 3600

SYN_RECV TCP wan: 60. 20. 37. 6: 5433 dnez: wwsrv: 80 30
UDP_OPEN UDP | an: 10. 5. 3. 2: 5433 dnz: dnssrv: 53 50

Crashdump
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Displays the contents of the file crashdump.dmp stored by NetDefendOS. The file contains critical
diagnostic information which can help determine the reason for a critical system event.

Syntax: crashdump

Dconsole

DHCP

Displays a list of event information that is useful in pinpointing the occurrence of critical system
errors.

Syntax: dconsole

Syntax: dhcp [options] <interface>
Options:

-renew - Force interface to renew its lease.
-release - Force interface to release its lease.

Example:

DFL-160: /> dhcp -renew wan

DHCPServer

DNS

Show the contents of the DHCP server configuration section and active DHCP |eases.
Syntax: dhcpserver [options]

Options:

-rules - Shows dhcp server rules.

-leases - Shows dhcp server leases.

-mappings - Shows dhcp server IP=>MAC mappings.
-release - Releases an active or blacklisted IP.

Example:

DFL- 160: / > dhcpserver

Contents of the DHCP-Server rule set; default action is | GNORE
# Source Pool Gat eway DNS1 LTi me

Acti ve DHCP sessi ons:

Rule Iface Cient MAC Cient IP Expire
1 | an 000f : 3dOf : 797a 192. 168. 32. 212 10746
1 | an 0050: 8df 5: 24a3 192. 168. 37. 88 10700
1 | an 000f : 3d3f: c409 192. 168. 34. 96 10678
1 | an 000d: 8802: 61cd 192. 168. 34. 175 10574
1 | an 000f ;: 3d1f: a3cc 192. 168. 34. 154 10549
1 | an 0030: f 12e: 587f 192. 168. 38. 220 10529

Show what external DNS servers are configured for domain name lookups. Up to 3 servers can be
configured.
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Syntax: dns

Options:

-list - List pending DNS queries.

-query=<domain-name> - Resolve domain name.

-remove - Remove all pending DNS queries.

Example:

DFL-160: /> dns

DNS cl i ent

is initialized.

Usi ng servers:

DNS Ser ver
DNS Ser ver
DNS Server

Frags

0 : 10.5.0.19
1 : Not set
2 . Not set

Shows the 20 most recent fragment reassembly attempts. This includes both ongoing and completed

attempts.

Syntax: frags

Example:

DFL- 160: /> frags

Recvlf Num State Source Destinati on Proto Next Ti neout

lan 2 Done 10.5.3.2 26.23.5.4 | CvP 2000 58
wan 8 Accept 23.3.8.4 10.5.3.2 | CW 1480 60

HTTPPoster

Show the configured httpposter URL s and status.

Syntax: httpposter [options]

Options:

-repost - Re-post all URLS now.

Example:

DFL-160: /> htt pposter
HTTPPost er _URL1:

Host : ""
Port : O
Path : ""
Post . "*"
User . ""
Pass : ""

Status: (not configured)

HTTPPost er URL2:

Host : ""
Port : O
Path : ""
Post : ""
User @ ""
Pass . "*"

Status: (not configured)
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HTTPPost er URL3:

Host : ""

Port : O

Path : ""

Post : ""

User @ ""

Pass : ""

Status: (not configured)

IfStat

Syntax: ifstat
Shows alist of the interfaces installed.

Example:

DFL- 160: /> i fstat
Configured interfaces:
| face | P Address PBR nmenbership Interface type

core 127.0.0.1 <al | > Nul I ('si nk)

mgnt  10.9. 0. 36 <al | > Builtin el00 - Intel (R) 8255..
wan 172.16. 87. 252 <al | > Builtin €100 - Intel (R) 8255..
I an 192.168.121.1 <al |l > Builtin e100 - Intel (R) 8255..
pptp 10.10.240.131 <all> PPTP tunnel to 192.168.23.1

Syntax: ifstat <interface>
Shows hardware and software statistics for the specified NIC.

Example:

DFL-160:/> ifstat | an

| face | an

Builtin el000 - Intel (R PRO 1000 T Server Adapter Slot 2/1 IRQ5
Media : "1000BaseTx"

Speed : 1000 Mops Ful |l Dupl ex

MIU : 1500

Li nk Partner :

10BASE-T, 10BASE-T FD, 100BASE-TX, 100BASE-TX FD, 1000BASE-TX F
Bus Type : PCl 64-bit/33M&

| P Address : 192.168.123.1

Hw Address : 00-03-47-ab-ea-25

Software Statistics:
Soft received : 193075 Soft sent : 212480 Send failures : O
Dropped : O IP Input Errs : O

Har dwar e stati stics:

IN : packets= 193074 bytes=36524718 errors= 10 dropped= 10
QUT: packets= 212646 byt es=208065794 errors= 0 dropped= 0
Collisions : O

n: Length Errors : O

n: Overruns : O

n: CRC Errors : O

n: Franme Errors : 0

n FI FO Overruns : O

n

. Packets Mssed : O
CQut: Sends Aborted : O
Qut: Carrier Errors : O
Qut: FIFO Underruns : 0
Qut: SCQE Errors : O

Qut: Late Collisions : O
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The Dropped counter in the software section states the number of packets discarded as the result of
structural integrity tests or rule set drops. The IP Input Errs counter in the software section specifies
the number of packets discarded due to checksum errors or |P headers broken beyond recognition.
The latter ismost likely the result of local network problems rather than remote attacks.

Ikesnoop

Ikesnoop is used to diagnose problems with | Psec tunnels.

Syntax: ikesnoop

Display current ikesnoop status.

Syntax: ikesnoop -off

Turn IKE snooping off.

Syntax: ikesnoop -on [ipaddr]

Turn IKE snooping on, if an IP is specified then only IKE traffic from that |P will be shown.
Syntax: ikesnoop -verbose [ipaddr]

Enable verbose output, if an IP is specified then only IKE traffic from that IP will be shown.

IPsecstats

Display connected |Psec VPN gateways and remote clients.

Syntax: ipsecstats <options>

Options:

-u - Append SA usage.

-num <connection-number> - Show this connection number.

Example:

DFL- 160: /> i psecstats

--- | Psec SAs:

Di spl ayi ng one |ine per SA-bundle

VPN Tunnel Local net Renot e net Renote GW

vpn- hone 192.168. 123. 0/ 24 192.168.1.2/32 192.168.1.2/32

IPsectunnels
Display configured IPsec VPN connections.
Syntax: ipsectunnels
Example:

DFL- 160: /> i psect unnel
No Name Local Net Renpt e Net Renpte GW

1 vpn- hone 192.168.123.0/24 0.0.0.0 0.0.0.0/0
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Killsa

Killsall IPsec and IKE SAsfor the specified | P-address.
Syntax: killsa <ipaddr>

Example:

DFL-160:/> killsa 192.168.0.2
Destroying all IPsec & IKE SAs for renpote peer 192.168.0.2

License

Shows the content of the license-file.

Syntax: license

Lockdown

Setslocal lockdown on or off. During local lockdown, only traffic from admin nets to NetDefendOS
itself is allowed. Everything else is dropped. Note: If local lockdown has been set by NetDefendOS
itself dueto licensing or configuration problems, this command will NOT remove the lock.

Syntax: lockdown [ on | off ]

Logout

Only works on the serial or local console, it is used to logout the current user and enable the
password.

Syntax: logout

Memory

Displays core memory consumption. Also displays detailed memory use of some components and
lists.

Syntax: memory
Ping

Sends a specified number of ICMP Echo Request packets to a given destination. All packets are sent
in immediate succession rather than one per second and this behavior is best suited for diagnosing
connectivity problems. Pinging can optionally be done on specific ports using UDP or TCP.

Syntax: ping <IPAddr> [<options>] [<# of packets> [<size>]

Options:

-r <recvif> - Run through the rule set, simulating that the packet was received by <recvif>.
-s<srcip> - Usethis source IP.

-p <table> - Route using the specified PBR table.

-v - Verbose ping.

-t <ipaddress> -p <port> - Ping the specified | P address on the specified port using TCP.

-u <ipaddress> -p <port> - Ping the specified | P address on the specified port using UDP.

Example:

DFL- 160: /> ping 192.168.12.1
Sending 1 ping to 192.168.12.1 from 192. 168. 14. 19
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using PBR table "main".
Echo reply from 192.168.12.1 seq=0 time= 10 ns TTL=255

DFL- 160:/> ping 192.168.12.1 -v

Sending 1 ping to 192.168.12.1 from 192. 168. 14. 19

using PBR table "main".

... using route "192.168.12.0/22 via wan, no gw' in PBR table "main"
Echo reply from 192.168. 12. 1 seq=0 ti me=<10 ns TTL=255

ReConfigure
Reinitializes NetDefendOS.
Syntax: reconfiure

Example:

DFL- 160: /> reconfigure

Shut down RECONFI GURE. Active in 1 second.
Shut down reason: Reconfigure due to CLI comand

Routes

Displays information about the routing tables, contents of a (named) routing table or alist of routing
tables, along with atotal count of route entries in each table, as well as how many of the entries are
single-host routes. Note that "core" routes for interface | P addresses are not normally shown, use the
-all switch to show core routes also. In the "Flags' field of the routing tables, the following letters
are used:

M: Route is Monitored.

A: Published via Proxy ARP.

D: Dynamic (from, for example, IPsec, L2TP/PPP servers, €tc).

Syntax: routes [<options>] [<table name>]

Options:

-all - Also show routes for interface addresses.

-num<n> - Limit display to <n> entries (default: 20).
-nonhost - Do not show single-host routes.

-lookup <ip> - Lookup the route for the given | P address.
-v - Verbose.

Example:

DFL- 160: /> routes

Fl ags Net wor k | face Gateway Local IP Metric
192.168.12.0/22 lan 0
194.2.1.0/ 24 wan 0
0.0.0.0/0 wan 194.2.1.1 0

DFL-160: /> routes -1 ookup 193.1.2.3
Looking up 193.1.2.3 in routing table "main":

Mat ching route: 0.0.0.0/0
Routing table : main

Send via iface: wan
Gateway : 194.2.1.1
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Proxy ARP on :

Local IP: (use iface IP in ARP queries)
Metric : O

Fl ags :

Rules

Shows the contents of the Rules configuration section.

Syntax: rules [<options>] [<range>]

Options:

-schedule - Filter out rules that are not currently allowed by selected schedules.
-type - Type of rulesto display.

-verbose - show al parameters of therules.

The range parameter specifies which rules to include in the output of this command.

Settings
Shows the contents of the Settings configuration section.
Syntax: settings
Shows available groups of settings.

Example:

DFL- 160: /> sett

Avai |l abl e categories in the Settings section:

| P - IP (Internet Protocol) Settings

TCP - TCP (Transni ssion Control Protocol) Settings

| CWP - ICWP (Internet Control Message Protocol) Settings
ARP - ARP (Address Resol ution Protocol) Settings

State - Stateful |nspection Settings

ConnTi neouts - Default Connection timeouts

Lengt hLi m - Default Length limts on Sub-1P Protocols

Frag - Fragnentation Settings

VLAN - VLAN Settings

SNVP - SNMP Settings

DHCP - DHCP (Dynam c Host Configuration Protocol) Settings
Log - Log Settings

M sc - M scel |l aneous Settings

Syntax: settings <group_name>
Shows the settings of the specified group.
Example:

DFL- 160: /> settings arp
ARP (Address Resol ution Protocol) Settings

ARPMat chEnet Sender . DroplLog
ARPQuer yNoSender | P : DropLog
ARPSender | P : Validate
Unsol i ci t edARPRepl i es : DroplLog
ARPRequest s . Drop
ARPChanges . Accept Log
St at i cARPChanges : DropLog
ARPEXxpi r e : 900
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ARPEXpi r eUnknown : 15

ARPMuI t i cast . DroplLog

ARPBr oadcast . DroplLog

ARPCacheSi ze . 4096

ARPHashSi ze : 512

ARPHashSi zeVLAN . 64
Shutdown

Instructs NetDefendOS to perform a shutdown in a given number of seconds. It is not necessary to
perform a shutdown before the system is powered off.

Syntax: shutdown <seconds>

If the <seconds> parameter is not specified then the default value is 5 seconds.
Options:

-normal - Perform anormal shutdown (the default).

-reboot - A reboot occurs automatically.

Example:

DFL- 160: /> shut down

Shut down NORMAL. Active in 5 seconds.
Shut down reason: Shutdown due to consol e command

Stats

Shows various vital stats and counters.
Syntax: stats

Example:

DFL-160:/> stats

Upti nme : 10 days, 23:11:59
Last shut down : 2008-10-06 16:49: 22
CPU Load : 6%
Connecti ons : 4919 out of 32768
Fragnment s : 17 out of 1024 (O lingering)
Buffers allocated : 1252
Buf f ers menory : 1252 x 2292 = 2802 KB
Fragbufs all ocated : 16
Fragbufs nenory : 16 x 10040 = 156 KB
Qut - of -buffers . 0

Sysmsgs
Show the contents of the OS sysmsg buffer.
Syntax: sysmsgs
Example:

DFL-160: /> sysmsg

Contents of OS sysnsg buffer:
2003-04- 24 00: 03: 46 Boot device nunber is 0x80
2003-04- 24 00: 03: 46 Avai |l abl e LowPool Menory: 360424 Bytes
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(LBl ock: 360424 byt es)

2003-04- 24 00: 03: 46 Avai l abl e Ker nel Pool Menory: 1048560 bytes
(LBl ock: 1048560 bytes)

2003-04- 24 00: 03: 46 Avai l abl e User Pool Menory: 198868948 bytes
2003- 04- 24 00: 03: 46 Drive 0x00 present: (C/H S/SCM:

(0x50/ 0x2/ 0x12/ 0x24/ 0xb3f)

2003- 04-24 00: 03: 46 Drive 0x80 present: (C/H S/SCM:

(0x3f 2/ 0x10/ 0x33/ 0x330/ 0xc935f)

2003-04-24 00:03: 46 Drive 0x80 is using a FAT-16 fil esystem
2003- 04- 24 00: 03:46 Firewal I | oader up and running!

Techsupport

Time

Displays extensive system information that can be used for trouble shooting. This information is
designed to be sent to technical support for problem diagnosis. This command's output is actually a
concatenation of the output from several other commands.

Syntax: techsupport

Displays the system date and time
Syntax: time <options>

Options:

-set <arg> - Set system local time (YYYY-MM-DD HH:MM:SS).
-sync - Synchronize time with timeserver(s) (specified in settings).
-force - Force synchronization regardless of the MaxAdjust setting.

Uarules

Shows configured user authentication rules.

Syntax: uarules

Updatecenter

Displays Anti-Virug/IDP version and update information.
Syntax: updatecenter [options]

Options:

-update [av|idp] - force a database update now.

-status [av|idp] - show update status.

-removedb av|idp - delete the specified database.

-servers - show information about autoupdate servers.

-debugtestidp - invokes IDP test code (CAUTION: this sometimes may cause the hardware to
freeze).

Example:

DFL- 160: / > updat ecenter -status

Antivirus Signature Database

Dat abase Version: 2 2008-01-22 15:02:27

HW Support: |c2350a

Har dware DB Version: Latest Full:2008-01-22 15:02:27 Patch: N A
Status: Update server avail able

Next update schedul ed for: 2008-01-25 05:11: 00

| DP Si gnature Database

118



Urlcache

Appendix A. CLI Reference

Dat abase Version: 2 2006-10-04 10:13:18

HW Support: |c2350a

Har dware DB Version: Latest Full:2006-10-04 10:13:18 Patch: N A
Status: Update server avail able

Next update schedul ed for: 2008-01-25 05:11: 00

Urlcache

Displays information related to the URL cache used by the Web Content Filtering function.
Syntax: urlcache [options]

Options:

-v - Verbose option to list al information.

-c - Display the cache count.

-hash - Display information regarding the hashing.

-num <value> - List <value> entriesin the cache.

-serverstatus - Web Content Filtering server status.

-connectserver - Connect to the Web Content Filtering Server. Provides away to check connection.
-disconnectserver - Disconnect from the Web Content Filtering server, provides a way to explicitly
disconnect.

Userauth

Display information about authenticated users, known privileges.
Syntax: userauth [options]

Options:

-1 - Displays alist of all authenticated users.

-p - Displaysalist of al known privileges (usernames and groups).
-r <ip> - Removes an authenticated user (=logout).

Example:

DFL- 160: /> userauth -1

Logi n | P Address Interface Tineouts Privil eges
user 1 192. 168. 4. 56 xaut ht unnel none/ 28m
user 2 192. 168. 4. 44 xaut ht unnel none/ 27m

Userdb

Syntax: Userdb <dbname> [<wildcard> or <username>]

Display user databases and their contents. If <dbname> is specified users configured in that user
database will be shown. A wildcard can be used to only show users matching that pattern or if a
username is specified information regarding that user will be shown.

Options:
-num - Displays the specified number of users (default 20).

Example:
DFL- 160: /> userdb

Confi gured user databases:

Nane #users
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Local Users 2

DFL- 160: /> userdb Local Users
Cont ents of user database Local Users:
Username Goups Static |IP Renote Networks

bob sal es
alice tech

DFL- 160: /> userdb Local Users bob
Informati on for bob in database Local Users:
Usernane : bob

Groups : sales
Net wor ks :
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A Microsoft Windows PC can be used as the management workstation for initia setup of a
DFL-160. Usually explicit configuration of the IP address of the PC's chosen Ethernet interface
should not be needed since the DFL-160 automatically assigns the workstation's address using
DHCP.

If DHCP cannot be used, the workstation |P address should be configured manually and this section
describes the steps to do that.

Traffic must be able to flow between the designated PC Ethernet interface and the DFL-160 L AN

interface so they must be on the same IP network. This means the PC's interface should be assigned
the following static | P addresses:

e |Paddress: 192.168.10.30
* Subnet mask: 255.255.255.0

» Default gateway: 192.168.10.1

To configure these settings on a Windows XP system, perform the following steps:

1. Click the Windows Start button.

2. Right click on My Network Places and select Properties.
‘,:.] My Metwork Places

3. Right click the chosen Ethernet interface and select Properties.

4. Select Internet Protocol (TCP/IP) and click Properties.

—& Local Area Connection, 2 Properties Ejg|

General | Advanced

Connect using:
B8 EBroadcom Net<ireme Gigabit Etherne

Thizs connection uses the follawing items:

E Client for Microzoft Metworks
g (05 Packet Scheduler
.@ File ahd Printer Sharing for Microsoft Mebworks

' [rtemnet Protocal [TCRAP]
Dezcription

Tranzmizzion Contral Protocol/internet Protocol. The default
wide area network protacal that provides communication
across diverse interconnected network s

[15how icon in notification area when connected
Matify me when this connection has limited or no connectivity

’ oK ] ’ Cancel

5. Enter the IP addresses given above and click OK.

121



Appendix B. Windows XP IP Setup

Internet Protocol (TCP/IP) Properties

General |

the appropriate 1P zettings.

") Obtain an |P address automatically
(®) Use the following IP address:

YYou can get 1P zettings assigned automatically if wour network, supports
thiz capability. Othenwize, you need to ask pour network administrator far

IP address: [192.168. 10 . 30 |
Subret mask: | 255.255.255. 0 |
Defaul gateway: | 192.168. 10 . 1 |
(®) Use the fallowing DNS server addresses:

Preferred DNS server. | 192.168. 10 . 1 |

&ltermate DMS server |

oK

H Cancel ]

The assigned |P address 192.168.10.30 could, in fact, be another address from the 192.168.10.0/24
network. However, 192.168.10.30 is normally used by D-Link as a convention.
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A Windows Vista based PC can be used as the management workstation for setup of a DFL-160.
Usually, configuration of the IP address of the PC's chosen Ethernet interface should not be needed
since the DFL-160 automatically assigns the address using DHCP. If DHCP cannot be used, the

workstation IP address should be configured manually. The steps to do this with Windows Vista are
asfollows:

1. Pressthe Windows Start button.
2. Select the Control Pand from the start menu.

3. Select Network & Sharing Center from the control panel.

AL

e

Metwaork and
Sharing Center

4. Select the Manage network connections option.

EE# » Control Panel »

File Edit View Tools Help

Tasks

View computers and devices
Connect to a network
Manage wireless networks

Set up a connection or
network

Manage network connections

Diagnose and repair

5. Alist of the Ethernet interface connections will appear. Select the interface that will connect to
the firewall.

;'. Local Area Connection
» _ Network cable unplugged

S NVIDIA nForce 10/100/1000

6. Thepropertiesfor the selected interface will appear.
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T”, Local Area Connection PmErt'les - ﬁ
Metworking | Sharing

Connect using:

-‘} NVIDIA nForce 10/100/1000 Mbps Ethemet

This connection uses the following tems:

- 98 Client for Microsoft Networke

| o) 005 Packet Scheduler

| éﬁle and Prirter Sharing for Microsoft Networks
i [ntemet Protocol Version & (TCP/IPvE)

W |iormet Protocol Version 4 (TCP/IPv4)

=& Link-Layer Topology Discovery Mapper /0 Driver
=& Link-Layer Topology Discovery Responder

Select and display the properties for Internet Protocol Version 4 (TCP/IPv4).

7. Inthe properties dialog, select the option Use the following | P addr ess and enter the following
values:

e IPAddress 192.168.10.30
e Subnet mask: 255.255.255.0
e Default gateway: 192.168.10.1

f al
Internet Protocol Version 4 (TCP/IPv4) Properties &lﬁ |

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 . 168 . 10. 30
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 10. 1

DNS addresses can be entered later once Internet access is established.

8. Click OK to closethisdialog and close al the other dialogs opened since step (1).
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A Windows 7 based PC can be used as the management workstation for setup of a DFL-160.
Usually, configuration of the IP address of the PC's chosen Ethernet interface should not be needed
since the DFL-160 automatically assigns the address using DHCP. If DHCP cannot be used, the
workstation 1P address should be configured manually. The steps to do this with Windows 7 are as
follows:

1. Pressthe Windows Start button.
2.  Sedlect the Control Panel from the start menu.
3. Seect Network & Sharing Center from the control panel.

| WNILETTIEL WL

Location and Other Sensors
w¥ Metwork and Sharing Center
Bl personalization

5l Dranrame and Featurac

4. Select the Change adapter settings option.

@l sx « All Control Panel Ite

| File Edit View Tools Help

Control Panel Home

Manage wireless networks

Change adapter settings
Change advanced sharing

settings
I

5. A list of adapters will appear and will include the Ethernet interfaces. Select the interface that
will connect to the firewall.

@l El'« MNetwork and Internet » Network

File Edit Wiew Tools Advanced Help

Organize = Disable this network device Dii

" Bluetooth Metwork Connection [
[ Mot connected -
g Bluetooth Device (Personal Area ...

Local Area Connection
* _ Network cable unplugged
xR S Broadcom 440x 104100 Integrated...

WP, x;'ﬂ

Fi |

P,

6. The propertiesfor the selected interface will appear.
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U Local Area Connection Properties l 28 I

| Networking | Sharing

Connect using:

:7‘ Broadcom 440k« 10,100 Integrated Controller

|

This connection uses the following tems:

% Client for Microsoft Networks

ol oS Packet Scheduler

.@File and Printer Sharing for Microsoft Networks

- Intemet Protocol Version & (TCP/IPvE)

-4 |ntemet Protocol Wersion 4 (TCP/1Pv4)

-&. Link-Layer Topology Discovery Mapper 1/0 Driver

Wl _a. linll =uar Tanalnms Disrauanr Rasmandar

Select and display the properties for Internet Protocol Version 4 (TCP/IPv4).

7. Inthe properties dialog, select the option Use the following | P addr ess and enter the following
values:

 |PAddress: 192.168.10.30
e Subnet mask: 255.255.255.0

e Default gateway: 192.168.10.1

Intemnet Protocol Version 4 (TCP/IPv4) Properties ‘@l_g'
General I

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IF address: 192 . 168 . 10. 30
Subnet mask: 255,255,255, 0
Default gateway: 192 .168 . 10. 1

DNS addresses can be entered later once Internet access is established.

8. Click OK to closethis dialog and close all the other dialogs opened since step (1).
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An Apple Mac can be used as the management workstation for setup of a DFL-160. Usually
configuration of the IP address of the MAC's chosen Ethernet interface should not be needed since
the DFL-160 automatically assigns the address using DHCP. If DHCP cannot be used, the

workstation |P address should be configured manually. The steps to do this with MacOS X are as
follows:

1. Gotothe Apple Menu and select System Prefer ences.

800 System Preferences

Personal

Appearance  Deskiop & Exposé &  International secunw Spotlight
Screen Saver Spaces
Hardware
) = A !
O © m o o= N
Bluetooth  CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound
Saver Mouse

Internet & Network

o> Q @

Mac QuickTime Sharing
System
./L_ Y {
2 ¢ » ® ¥ O @
Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access

2. Click on Network.
3. Sdlect Ethernet from the left sidebar menu.

4. Select Manually in the Configure pull down menu.

800 Network

Location: | Automatic =

@ Sluttr:loth
jot Connected Status: Cable Unplugged

The cable for Ethernet is not plugged in.

@ firewire Configure ¥ Using DHCP

Using DHCP with manual address
@ AirPort — IP Address  sing BootP

Off =
Subnet Mas
Router L4
DNS Servet Create PPPoE Service. .. :]
Search Domains:
= a Advanced... ) @
'y c -
]_ Click the lock 1o prevent further changes. Assistme... ) [ Revert ) g Apply _\I
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5. Now set the following values:
* |P Address: 192.168.10.30
e Subnet Mask: 255.255.255.0
* Router: 192.168.10.1

800 etwork

Location: | Automatic H
g Bluetooth 9
Not Connected Status: Cable Unplugged
" Ethernet The cable for Ethernet is not plugged in.
Not Connected
FireWire K .
e e 2 Configure: | Manually -]
@ AirPort e IP Address: 192.168.10.30
off =
Subnet Mask: 255.255.255.0
Router: | 192.168.10.1 |
DNS Server:
Search Domains:
P ®
i’ -
Click the lock to prevent further changes. [: Assist me... ) ( Revert ) [:_ Apply )

6. Click Apply to complete the static | P setup.

Note: Different MacOS versions

Some versions of MacOS may differ dlightly from the screenshots shown above but the
setup should be almost the same.
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ikesnoop CLI command, 113
inbound connections, 17
inbound traffic options, 45
interfaces, 8
interfaces status, 87
internet connection, 26
Internet Explorer usage, 15
intrusion detection and prevention (see IDP)
| Psec, 48, 89

aggresive mode, 51

dead peer detection, 51

DH groups, 51
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