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Section 1 - Product Overview

Package Contents

D-Link DIR-615 Wireless N Home Router
2 Detachable Antennas
Power Adapter
CATS5 Ethernet Cable
CD-ROM with Installation Wizard, User Manual,
oLk O @ & & oD Qg a - l

and Special Offers _———

Note: Using a power supply with a different voltage rating than the one included
with the DIR-615 will cause damage and void the warranty for this product.

System Requirements

Ethernet-based Cable or DSL Modem

Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

Internet Explorer Version 6.0, Mozilla 1.7.12 (5.0), or Firefox 1.5 and above (for configuration)
Installation Wizard requires Windows® XP with Service Pack 2
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-615 provides up to 300Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11n wireless router
gives you the freedom of wireless networking at speeds 650% faster than 802.11g.

e Compatible with 802.11b and 802.11g Devices - The DIR-615 is still fully compatible with the IEEE
802.11b standard, so it can connect with existing 802.11b PCI, USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-615 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-615
can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-615 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from |IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental

conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Qverview
Connections

Reset
Pressing the Reset button restores the router to
its original factory default settings.

S¥=—==2.5A

LAN Ports (1-4) Internet Port _ Power Receptor
Connect Ethernet devices such as The auto MDI/MDIX Internet port is Receptor for the supplied power
computers, switches, and hubs. the connection for the Ethernet cable adapter.

to the cable or DSL modem.
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Section 1 - Product Overview

Hardware Qverview
LEDs

WLAN LED
A solid light indicates that the wireless
segment is ready. This LED blinks
during wireless data transmission.

Status LED
A blinking light indicates that the
DIR-615 is ready.

Internet Status LED
A green light indicates a successful
connection to the Internet.

D-Link (U] @ & ((‘ Q Q g 3 . DIR-615

Power LED Internet LED Local Network LEDs

A solid light indicates a A solid light indicates connection on A solid light indicates a connection to an

proper connection to the the Internet port. This LED blinks Ethernet-enabled computer on ports 1-4.
power supply.

This LED blinks during data transmission.

during data transmission.

D-Link DIR-615 User Manual



Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

.If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

Internet port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, Internet light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 14 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

 Disable UPnP™

 Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user
name to Admin and leave the password box empty. Click Log In to continue.

Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings
to continue.

Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save
Settings to continue.

Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to
save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.

D-Link DIR-615 User Manual 11



Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the Internet port of the D-Link router.

8. You may now use the other 3 LAN ports to connect other Ethernet devices and computers. To configure your wireless
network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration and
Wireless Security sections for more information on setting up your wireless network.

D-Link DIR-615 User Manual 12



Section 2 - Installation

Getting Started

The DIR-615 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to
guide you quickly through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown
in Windows® XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer go to Start > Run. In the run box type
“‘D:\DIR615.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Start.

-2 Prinstall Acrobal Reader
- 5 Technical Support

Installation GO mﬂ“ﬁiﬁ
Wireless N Home Router

Click Start ' 2

Note: It is recommended to write down the login password on the provided CD holder.

19,
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

a D-Link - Microsoft Internet Explurér

To access the configuration utility, open a web-browser

such as Internet Explorer and enter the IP address of File Edt ‘iew Favorites Tools  Help
the router (192.168.0.1). @ ke« ©) ﬂ \El ' !.- s
Address @] 192.168.0.1 ~ B

Select Admin from the drop-down menu and then enter  Jigain
your password. Leave the password blank by default. | ;e outer
User Name : | Admin =]
Password: | Log In |
If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.
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Section 3 - Configuration

Internet Connection Setup Wizard

Once logged into the web interface of the router, the Setup > Internet page will appear. Click the Internet Connection
Setup Wizard button to quickly configure your router using the setup wizard.

If you want to enter your settings without running the wizard, click Manual Internet Configuration Wizard and skip

to page 20.

WIRELESS SETTINGS

NETWORK SETTINGS

e

INTERNET

There are two ways to set up your Internet connection: you can use the Web-based Internet
Connection Setup Wizard, or you can manually configure the connection.

INTERNET CONNECTION SETUP WIZARD

If you would like to utilze our easy to use Web-based Wizards to assist you in connecting your
new D-Link Systems Router to the Internet, dick on the button below.

L Internet Connection Setup Wizard ]

Note: Before unching these wizards, please make sure you have folowed all steps outlined in
the Quick Installation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would like to configure the Internet settings of your new D-Link Systermns Router manually,
then click on the button below.

[ Manual intemnet Connection Setup |

| ADVANCED TOOLS STATUS SUPPORT

Helpful Hints....

If you are new to
networking and have
never configured a
router before, dlick on
Internet Connection
Setup Wizard and the
router will guide you
through a few simple
steps to get your
network up and
running.

If you consider yourself
an advanced user and
have configured a
router before, click
Manual Internet
Connection Setup to
input all the settings
manually.

D-Link DIR-615 User Manual
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Section 3 - Configuration

Click Next to continue.

Create a new password and then click Next to
continue.

Select your time zone from the drop-down menu and
then click Next to continue.

WELCOME TO THE D-LINK INTERNET CONMNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your new D-Link router and connect to
the Internet.

Skep 1: Set wour Password

Step 2! Select vour Time Zone

Step 31 Configure your Internet Connection
Step 4: Save Settings and Conneck

STEP 1: SET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access to the Web-
based configuration pages. To secure your new networking device, please set and verify a password below:

Password :

Yerify Password :

[ Prey l lNext l [ Cancel l

STEP 2: SELECT YOUR. TIME ZONE

Select the appropriate time zone for your location. This information is required to configure the time-based
options for the router.

{i5MT-05:007 Pacific Time (US/Canadal, Tijuana [+]

[ Pres l lNext l [ Cancel l

D-Link DIR-615 User Manual
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Section 3 - Configuration

Select the type of Internet connection you use and
then click Next to continue.

If you selected Dynamic, you may need to enter the
MAC address of the computer that was last connected
directly to your modem. If you are currently using that
computer, click Clone Your PC’s MAC Address and
then click Next to continue.

The Host Name is optional but may be required by
some ISPs. The default host name is the device
name of the Router and may be changed.

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Your Internet Connection could not be detected, please select your Internet Service Provider (ISP)
from the list below. If your ISP is not listed; select the "Not Listed or Don't Know™ option to manually
configure your connection.

Mot Listed or Don't Know |+

If your Internet Service Provider was not listed or you don't know who it is, please select the
Internet connection type below:

@& DHCP Connection (Dynamic IP Address)
Choose this if your Internet connection automatically provides you with an IP Address. Most Cable Modems
use this type of connection.
() Username [ Password Connection (PPPOE)
Choose this option if your Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.
() Username [ Password Connection (PPTP)
PPTP client.

( Username [ Password Connection (L2TP)
L2TP client.

() Static IP Address Connection
Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
rmanually configured.
¢ BigPond
BigPond Cable (Australa)

[Prev ] ’Next ] ’ Cancel ]

DHCP CONNECTION (DYNAMIC IP ADDRESS)

computer's MAC Address to the D-Link Router.

MAC Address: |00:0D:56:38:22:88 {optional)

[ Clone Your PC's MAC Address ]

Host Name : | |

information, please contact your ISP,

[Prev | [ mext | [ cancel ]

To set up this connection, please make sure that you are connected to the D-Link Router with the PC that was
originally connected to your broadband connection. If you are, then click the Clone MAC button to copy your

Maote: You may also need to provide a Host Mame. If you do not have or know this

D-Link DIR-615 User Manual
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoE username
and password. Click Next to continue.

Select Static if your ISP assigned you the IP
address, subnet mask, gateway, and DNS server
addresses.

Note: Make sure to remove your PPPoE software
from your computer. The software is no longer
needed and will not work through a router.

If you selected PPTP, enter your PPTP username
and password. Click Next to continue.

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

Address Mode :
IP Address :
User Name :

Password :
Verify Password :

Service Name :

To set up this connection you will need to have a Username and Password from your Internet Service Provider.
If you do not have this information, please contact your ISP.

® Dynamic P () Static IP

il

[ ltoptoma

MNote: You may also need to provide a Service Name, If you do not have or know this
information, please contact your ISP,

[Prev | [mext | [ cancel |

SET USERNAME AND PASSWORD CONNECTION (PPTP)

Address Mode :
PPTP IP Address :
PPTP Subnet Mask :

PPTP Gateway IP Address :

PPTP Server IP Address (may
be same as gateway) :

User Name :
Password :

Verify Password :

To set up this connection you will need to have a Username and Password from your Internet Service Provider.
You also need PPTP IP adress. If you do not have this information, please contact your I5P.

O Dynamic P (&) Static IP
0.0.0.0
255.255.255.0

0.0.0.0

0.0.0.0

L1l

[Prev l [ Mext l [ Cancel ]

D-Link DIR-615 User Manual
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Section 3 - Configuration

If you selected L2TP, enter your L2TP username
and password. Click Next to continue.

If you selected Static, enter your network settings
supplied by your Internet provider. Click Next to
continue.

Click Connect to save your settings. Once the router
is finished rebooting, click Continue. Please allow
1-2 minutes to connect.

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this connection you will need to have a Username and Password from your Internet Service Provider.
You also need L2TP IP adress. If you do not have this information, please contact your ISP.
Address Mode: (CDynamicIP (&) Static IP
L2TP IP Address: |0.0.0.0
L2TP Subnet Mask: |255.255 255.0

L2TP Gateway IP Address : |0.0.0.0

L2TP Server IP Address (may 0.0.0.0
be same as gateway): ———

User Name :

Password :

Ll

Verify Password :

[ Prev l [ Mext ] [ Cancel ]

SET STATIC IP ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IP information provided by your Internet
Service Provider. If you have a Static IP connection and do not have this information, please contact your ISP.
IP Address: |0.0.0.0
Subnet Mask: |0.0.0.0
Gateway Address: |0.0.0.0

Primary DNS Address: |0.0.0.0

Secondary DNS Address: |0.0.0.0

[Prev ] [Next ] l Cancel ]

SETUP COMPLETE!

The Internet Connection Setup Wizard has completed. Click the Connect button to save your settings and
reboot the router.

’F‘rev ] [ Cancel ] ’ Connect

D-Link DIR-615 User Manual
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Internet Setup
Manual Configuration

If you opt to set up your Internet connection manually, you will be redirected to a WAN page that allows you to select
your Internet type and enter the correct configuration parameters.

Select your Internet connection type using the “My
Internet Connection is” drop-down menu.

Click the Save Settings button when you have
configured the connection. P  rtcroct Conccton

L i smscion bo corfigure your mwllm.“m'umdmlnllmmdm
frome Static [, DHCF, PPRol, PRTP, LETR, and BigPond. If you ane unsine of your connection method, please
siardial yinm Bbraret Servie Prarvicher

{otes IF sng the PRROE option, ou will need to remove or deabls any FRRoE deent software on vowr
e, Service Provider (159)

[ sove setigs.__| [ oo Savm Settngs._|

INTERNKET CINNECTION TYFE
Chisnse the msode ba be ased by the radier b connect o the Enbermel.

My Internet Conmection ts:  Cynamd [P [0HCF) -

DYNAMIE 1P (DHCP) INTERNET CONNECTION TYPE @

Use this Intrmnet comnertion bype il your Internet Seevier Provider (150) didn't provide oo
weitl TP Achlress Edorralicn end /or & usernanme sid password
Host Mame £
Use Unkeasting =[] computibdity for sormes DHCP Servers)
Primaey DMS Server s 0,000.0
Secandary DG SErver: 0.0.0.0
MTW: 19 Mrptes] MU deld il = 1500
UAC Address o 0000 000 00; 00

[ ot ok Fis A Ackdosss ]

WIRELESS
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Dynamic IP Address (DHCP)

My Internet Select Dynamic IP (DHCP) to obtain IP Address
Connection: information automatically from your ISP. Select
this Optlon if your ISP doc_as n_Ot give you any IP Use this Internet connection type if your Internet Service Provider {ISP) didn't provide you
numbers to use. This Optlon IS COM m0n|y used with IP Address information and/or a username and password.
for Cable modem services.

DYNAMIC IP (DHCP) INTERNET CONMECTION TYPE :

Host Name :
Host Name: The Host Name is optional but may be required Use Unicasting : [ {compatibilicy for some DHCP Servers)
by some ISPs. Primary DNS Server : [0.0.0.0

. . . . Secondary DNS Server : |0.0.0.0
Use Unicasting: Check the box if you are having problems

.. MTU: 1500 bk MTU defaulk = 1500
obtaining an IP address from your ISP. (brtes) =

MALC Address : |00:00:00:00:00:00

DNS Addresses: Enter the Primary DNS server IP address | Clane Your PC's MAC Address |
assigned by your ISP.

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1500 is
the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

My Internet Select PPPoE (Username/Password) from

Connection:

Address Mode:

IP Address:
User Name:

Password:

Service Name:

Reconnection Mode:

Maximum Idle Time:

DNS Addresses:

MTU:

MAC Address:

PPPOE INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider {ISP).

the drop-down menu.

Select Static if your ISP assigned you the IP
address, subnet mask, gateway, and DNS
server addresses. In most cases, select
Dynamic.

Address Mode: (2 pynamic 1P ) Static IP

IP Address :
Username :

Password: (esses

Enter the IP address (Static PPPoE only).

Enter your PPPOE user name.

¥Yerify Password :
Service Name :

Reconnect Mode :

[ 1 12T}
{optional)
O Always on ® 0n demand ) Manual

Enter your PPPoE password and then retype ) ] _ o
) Maximum Idle Time : |20 {minutes, 0=infinite}
the password in the next box.
Primary DNS Server: |(0.0.0.0
Enter the ISP Service Name (optional). Secondary DNS Server: |0.0.0.0

Select either Always-on, On-Demand, or
Manual.

Enter a maximum idle time during which the

MTU :

MALC Address :

1492 (bytes) MTU default = 1492

00:00;00:00:00:00

l Clone Your PC's MAC Address ]

Internet connection is maintained during inactivity. To disable this feature, enable Auto-reconnect.

Enter the Primary and Secondary DNS Server Addresses (Static PPPoE only).

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.

D-Link DIR-615 User Manual
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PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

Select Statc if your ISP assigned you the IP

Address Mode: address, subnet mask, gateway, and DNS server
addresses. In most cases, select Dynamic.

Choose the mode to be used by the router to connect to the Interneat.
My Internet Connection is @ | PPTP (Username [ Password) %

PPTP INTERNET CONNECTION TYPE :

PPTP Subnet Enter the Primary and Secondary DNS Server Enter the information provided by your Internet Service Provider (ISP).
Mask: Addresses (Static PPTP only).

PPTP IP Address: Enter the IP address (Static PPTP only).

Address Mode : O Dynarnic IP® staticIP
. . PPTP IP Address : [0.0.0.i
PPTP Gateway: Enter the Gateway IP Address provided by your ress: 0000
ISP PPTP Subnet Mask : |255.255,255.0
’ PPTP Gateway IP Address : |0.0.0.0
PPTP Server IP Address : |0.0.0.0

PPTP Server IP: Enter the Server IP provided by your ISP (op-

- Username :
t|0n3.|). Password @ ===
Verify Password ; |#====
Username: Enter your PPTP username. Reconnect Mode : O Always on @ 0n demand O Manual
y
Maximum Idle Time : |5 {minutes, 0=infinite)
Password: Enter your PPTP password and then retype the Primary DNS Server : |0.0.0.0
paSSWOI'd in the next box. Secondary DNS Server : [0.0.0.0
MTU : 1400 (bytes) MTU defaulc = 1400
Reconnect Mode: Select either Always-on, On-Demand, or MAC Address : joo:
Manual. [ Clone Your PC's MAC Address l

Maximum ldle Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this feature, enable
Time: Auto-reconnect.

DNS Servers: The DNS server information will be supplied by your ISP (Internet Service Provider.)

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is the
default MTU.
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MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’'s MAC address with the MAC address of your Ethernet card.
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Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a

L2TP

username and password. This option is typically used for DSL services.

L2TP INTERNET CONNECTION TYPE :

Address Mode:

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway:

L2TP Server IP:

Username:

Password:

Reconnect Mode:

Maximum Idle Time:

DNS Servers:

Select Static if your ISP assigned you the IP
address, subnet mask, gateway, and DNS
server addresses. In most cases, select
Dynamic.

Enter the L2TP IP address supplied by your
ISP (Static only).

Enter the Subnet Mask supplied by your ISP
(Static only).

Enter the Gateway IP Address provided by
your ISP.

Enter the Server IP provided by your ISP
(optional).

Enter your L2TP username.

Enter your L2TP password and then retype
the password in the next box.

Select either Always-on, On-Demand, or
Manual.

Address Mode

L2TP IP Address :

L2TP Subnet Mask :

L2TP Gateway IP Address :
L2TP Server IP Address :

Password :

Verify Password :
Reconnect Mode :
Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :
MTU :

MAC Address :

Enter the information provided by your Internet Service Provider (ISP).

: O Dynamic IP & staticIp
0.0.0.0

255.255.255.0

0.0.0.0

0.0.0.0

Username :

HHHHH

HHHHH

O Avays on ® on demand O Manual

5 (minutes, O=infinite)

0.0.0.0

0.0.0.0

1400 (bytes) MTU default = 1400

00:0d:50: fe:dé: 1e

[ Clone Your PC's MAC Address

Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this feature,

enable Auto-reconnect.

Enter the Primary and Secondary DNS Server Addresses (Static L2TP only).
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Static IP Address

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.
Subnet Mask: Enter the Subnet Mask assigned by your ISP.
Default Gateway: Enter the Gateway assigned by your ISP.

DNS Servers: The DNS server information will be supplied by
your ISP (Internet Service Provider.)

MTU: Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.

MAC Address: The default MAC Address is set to the Internet
port’s physical interface MAC address on the
Broadband Router. It is not recommended that
you change the default MAC address unless

required by your ISP. You can use the Clone Your PC’s MAC Address button to replace the Internet port's MAC

STATIC IP ADDRESS INTERNET CONWECTION TYPE :

Enter the static address information provided by your Internet Service Provider {ISP).

IP Address: |0.0.0.0
Subnet Mask : |255.255.255.0
Default Gateway : |0.0.0.0
Primary DNS Server: |0.0.0.0
Secondary DNS Server : |0.0.0.0
MTU: 1500 (bytes)  MTU defaulk = 1500

MALC Address : |00:00:00:00:00:00

l Clone Your PC's MAC Address ]

address with the MAC address of your Ethernet card.
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BigPond Server: Enter the IP address of the login server.
BigPond Username: Enter your BigPond username.

BigPond Password: Enter your BigPond password and then retype
the password in the next box.

DNS Servers: The DNS server information will be supplied by
your ISP (Internet Service Provider.)

MTU: Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.

MAC Address: The default MAC Address is set to the Internet’s
physical interface MAC address on the

Big Pond

BIG POND INTERNET CONNECTION TYPE :

BigPond Server :
BigPond User Id :
BigPond Password :
Yerify Password :
Primary DNS Server :
Secondary DNS Server :
MTU :

MALC Address :

Enter the information provided by your Internet Service Provider {ISP).

0,0.0.0
0,0.0.0
1500 {bytes) MTU defaul = 1500

000000 00:00:00

[ Clone Your PC's MAC Address

Broadband Router. It is not recommended that you change the default MAC address unless required by your ISP. You
can use the Clone Your PC’s MAC Address button to replace the Internet port’'s MAC address with the MAC address of

your Ethernet card.
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Wireless Settings

If you want to configure your wireless settings through the setup wizard, click Wireless Network Setup Wizard and
skip to page 73. If you would like to enter your settings manually continue to the next page. The Add Wireless Device

Wizard is used to allow a wireless client to connect using WiFi Protected Setup.

WIRELESS

Thit fodowmng Wish-bosed wizards am desgnied 10 29T you N yOur Wb neTwork setug
and wigies device connechon,

Bufore benchng these wiards, plose make sure you have folowed i eps outined n the
Chacie Insmalaton Guda nocudad in the pacags.

ADD WIRLCLESS DEVICE WIZARD

This wizard B capgnad [0 EET You N CORNSTERD your wineless dente IS your routern It wil
guade vou thiough Shep-by-E06D NSruchons on R T QI pour wifehess crwoe connicted, Ok

the buthon below Lo bagn

| adewveessDence aad. |

WIRELESS NETWORK SFETUF WIFARD

This wizand £ Serpiad 10 FREET wou 1 your wirelast network eafup. It wil uide you thitugh
st -byst e rdbiatliong an how 0o et up vour wreleis netweaik Jod how 1o make & $ecung,

i Ve b Ok SELD eaand |

Nobe: Some changes mde usng e Sebup Wissd fray hequire you Lo chenge some s=tings on
your wiralss chent adapters w0 thay can el connecs to the B-Lni Router.

MANOAL WIRELESS RETWODHEE SETUR

¥ your wareless network & aready set up with WiR Protected Setup, manua! confguaton of tha
wirgheid fetwork will destroy the exetng wirsless nebworc. B you vould Bee te configure the
\'J?E‘iii_ srtings of your new D-Lrk hystams Router manualy, Than 2ok on e Mantal Wiralass
Rl Setug Button Bk,

[ Mana iretss ebe SELg ]
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Enable Wireless:

Manual Configuration

Check the box to enable the wireless function.
If you do not want to use wireless, uncheck the
box to disable all the wireless functions.

Wireless Network Service Set Identifier (SSID) is the name of your

Name:

Enable Auto
Channel Scan:

Wireless Channel:

802.11 Mode:

Channel Width:

wireless network. Create a name using up to 32
characters. The SSID is case-sensitive.

The Auto Channel Scan setting can be selected
to allow the DIR-615 to choose the channel with
the least amount of interference.

Indicates the channel setting for the DIR-615.
By default the channel is set to 6. The Channel
can be changed to fit the channel setting for an
existing wireless network or to customize the
wireless network. If you enable Auto Channel
Scan, this option will be greyed out.

Select one of the following:

802.11g Only - Select if all of your wireless
clients are 802.11g.

Mixed 802.11g and 802.11b - Select if you
are using both 802.11b and 802.11g wireless
clients.

802.11b Only - Select if all of your wireless
clients are 802.11b.

D-Link

Wirsdesx felwork Sel tings

ADVARCED

W L Socton to oonfipure e wreies settngs (or your D-Link Fouter, Blaaoe note Lhal changess. mde o
s Sactcdy iy Bisn Febd o e duplcsted on your Winsless Chent,

[ sevesetngs. | [ montSwesetnes |

WIRELLSSG NETWORK GETTINGS

Ersalile Winrleas :

Whireless Setwork Mo
Erusble Ak n Channel Sean
Wiredews Dliosiiee] :

B L Mode :

Chaiel Width ;

Transmission Rabe :

=1
dind. (e cabad tha 91D

=

Mo S0 § Lng, 802, 1 1g end 802, E b |
Bubes 00 MHy (o]

Dot (atomatac)

Vinibility Slalus : (=

Grea varily il -

WIRELEES SECURITY MDDE

T prifm | pins vy yimi don Cordngrn varebig vmriy Pasfusss This dhevics dugguorls, S vl
sadurty modes ndudne: WEP, WERA-Parscnal, and WPA-DAEs prige, WEP B Ehe ool vsbies Srdryilicn
stardland, WPR prowdes  PegPer lewel OF seourty, WRR-Personel doss ot régurs & stherbication sérver
The Wok Enberpeize aption regures s extamal RADILS servr,

Herm -

802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select the Channel Width:

SUPPORT

Helpiul Hts.

WIRELESS

Auto 20/40 - This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients.
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Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcast by the DIR-615. If Invisible is selected,

the SSID of the DIR-615 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID of your
DIR-615 in order to connect to it.

Wireless Security: Refer to page 70 for more information regarding wireless security.
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply, you
will need to enter the new IP address in your browser
to get back into the configuration utility.

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Local Domain: Enter the Domain name (Optional).
Enable DNS Relay: Uncheck the box to transfer the DNS server information

from your ISP to your computers. If checked, your
computers will use the router for a DNS server.

WIRELESS

Fledplul Flints_

LUse: this saction o configuie Bhe nteenal rebwerk ssttings of vour eouter and aisn to configure the Bolt-n
DHCP Sarwer b g 1P acdratoes 0 the pongatent on pour fetmsr. Tha B9 Sk thae i confiunsd hem
e the IF Gddress that ol e ko goosrs the Web-bessd manasgement inberf sce. B you changs the I° Addeess
I, yimas iy oeed T el o 0 Fictsmer b Sel B D S Ehe Aelwirk agn

[ smmgetrgs | [ b Sovn demteen |

RIOMITER SETTINGR

1m Mo umetions R conigune By intmeruel etk st 1o of e eontoe, Th [ Addh that i configumd
hete is the [P Rddness hak you use o a00ess e Wib-based management interface. IF you change the I
Ak hons, i ey s o Sl our PO fotrer b et D Sdopas Eh elwirk agn
Router IP Address - 150 160001
Sigbrect Mawk = I55, 755 I9E0
Lot al Dvearrein Mo =

Enable BNS RBelay =[]

[FHCP SERVER SE1TINGS

Ui theg eqion 10 cord o B bull o DHCP Sereer 1o msa 11 addneasey 10 Uhe ciimgeters on oo
resbairk
Enable BICP Server: [+
DHCP IF Address Range = 100, 1880100 b 192 E6E.0.199
OHUP Lease Time = 1440 {marares)

Aluays broadeast :  [F]lcorpatblly o some DROP Clerds)

A DHCPE BESERYATION

H |

£ anna

& 0000 (0 00 00

| Loy oam FL G MAL bl et ]
(| [oee]

DHCP RESERVATIONG LIET

prrsiRl PRS0 %6 DRLIORIa ]l 2FHeus lEMedes  Ieate Mok
l

MUMBLEE OF DYRAMIC DHCP CLEENTS 1

Warrvfuaitsr Miser 1P Adderss rMag Address Fsggairs Tiie
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-615 has a built-in DHCP server. The DHCP Server will
automatically assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be
DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your computers
on, they will automatically load the proper TCP/IP settings provided by the DIR-615. The DHCP Server will automatically
allocate an unused IP address from the IP address pool to the requesting computer. You must specify the starting and

ending address of the |IP address pool.

Enable DHCP Check this box to enable the DHCP server on
Server: your router. Uncheck to disable this function.

DHCP IP Address Enter the starting and ending IP addresses for
Range: the DHCP server’s IP assignment.

Note: If you statically (manually) assign IP
addresses to your computers or devices, make
sure the IP addresses are outside of this range
or you may have an IP conflict.

DHCP SERYER SETTINGS

niekwiork,

Enable DHCP Server :
DHCP IP Address Range :
DHCP Lease Time :

Always broadcast :

IJse this section to configure the built-in DHCP Server to assign IP addresses to the computers on your

192,165,0.100 ko 192.165,0.199
1440 {minukes)

{compatibility For some DHCP Clients)

Lease Time: The length of time for the IP address lease. Enter the Lease time in minutes.

Always Broadcast: Enable this function to ensure compatibility with some DHCP clients.
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DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation.
The router will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable: Check this box to enable the reservation.
ADD DHCP RESERVATION

Computer Name: Enterthe computer name or select from the drop- Enable :
dOWﬂ menu and CliCk << Computer Name : <= | Computer Mame v
IP Address: [0.0.0.0
IP Address: Enter the IP address you want to assign to the
computer or device. This IP Address must be

within the DHCP IP Address Range. | CopyvourPCsMaC Address |
[ Save ] [ Clear ]

MAC Address : |00:00:00:00:00:00

MAC Address: Enter the MAC address of the computer or
device. DHCP RESERVATIONS LIST

Copy Your PC’s If you want to assign an IP address to the | Enable  ComputerName RIS s (EAddicss

MAC Address: computer you are currently on, click this button
to populate the fields.

NUMBER OF DYNAMIC DHCP CLIENTS @ 1

Computer Name  IP Address MALC Address Expire Time
Save: Click Save to save your entry. You must click | pescor 192,168.0,156  O0:11:09:22:94:11 23 Houwrs 18 Minutes  Revoke Reserve
Save Settings at the top to activate your
reservations.
Number of
Dynamic DHCP In this section you can see what LAN devices are currently leasing IP addresses.

Clients:

Revoke: Click Revoke to cancel the lease for a specific LAN device and free an entry in the lease table. Do this only if the device
no longer needs the leased IP address, because, for example, it has been removed from the network.

w
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Note: The Revoke option will not disconnect a PC with a current network session from the network; you would need to use
MAC Address Filter to do that. Revoke will only free up a DHCP Address for the very next requester. If the previous
owner is still available, those two devices may both receive an IP Address Conflict error, or the second device may
still not receive an IP Address; in that case, you may still need to extend the “DHCP IP Address Range” to address
the issue, it is located in the DHCP Server section.

Reserve: The Reserve option converts this dynamic IP allocation into a DHCP Reservation and adds the corresponding entry to the
DHCP Reservations List.
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Virtual Server

The DIR-615 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-615 firewall feature filters out unrecognized
packets to protect your LAN network so all computers
networked with the DIR-615 are invisible to the outside
world. If you wish, you can make some of the LAN
computers accessible from the Internet by enabling
Virtual Server. Depending on the requested service,
the DIR-615 redirects the external service request to
the appropriate server within the LAN network.

The DIR-615 is also capable of port-redirection
meaning incoming traffic to a particular port may
be redirected to a different port on the server
computer.

Each virtual service that is created will be listed at the
bottom of the screeninthe Virtual Servers List. There are
pre-defined virtual services already in the table. You
may use them by enabling them and assigning the
server IP to use that particular virtual service.

SUPPORT
Fielpful Hinks...
Thes Virttinsl Servier OEEIaN Aliers iU B0 define & orols puble ot O pour rauber fior radinecton B of intarmal

LAN TP Sddress and Prrvgte LEN poet F reguired, This Testure i weful Foe hosting onling services puch as FTR
o Waish Servers.

[ ssvezeniog. | [ vontsevs sews |

24 -~ ¥IRTUAL SERVERS LIRT

v

[sd
=
[
=
™
[
]

For a list of ports for common applications, please visit http://support.dlink.com/faqg/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to page 38.

Name:

IP Address:

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Private Port/ Enter the port that you want to open next to Private

Public Port:

Protocol Type:

Inbound Filter:

Schedule:

Port and Public Port. The private and public ports
are usually the same. The public port is the port
seen from the Internet side, and the private port
is the port being used by the application on the
computer within your local network.

Select TCP, UDP, or Both from the drop-down
menu.

Select Allow All (most common) or a created

24 -- VIRTUAL SERYERS LIST

Mame

O

IP Address
0.0.0.0

Mame

O

IP Address
0.0.0.0

Marne

[

IP Address
0.0.0.0

Mame

O

IP Address
0.0.0.0

Marme

O]

IP Address
0.0.0.0

Application Mame
Computer Mame
Application Marme
Computer Mame
Application Mame
Computer Mame
Application Mame
Computer Mame
Application Mame

Zomputer Mame

Port

Public
]

Private
0

Public
0

Private
i

Public
1]

Private
0

Public
]

Private
0

Public
]

Private
0

Traffic Type

Both | w

Protocal

Both |»

Protocol

Both | %

Protocal

Both | w

Protocal

Both | w

Protocal

Schedule
Always | W

Inbound Filker
Alloow All |

schedule
Always |

Inbound Filker
Allow All |

Schedule
Blways |

Inbound Filker
Allowa All |

Schedule
Always | W

Inbound Filker
Allow All |

Schedule
Always | W

Inbound Filker
Allow All |

Inbound filter. You may create your own inbound filters in the Advanced > Inbound Filter page.

The schedule of time when the Virtual Server Rule will be enabled. The schedule may be set to Always, which will allow the
particular service to always be enabled. You can create your own times in the Tools > Schedules section.
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Port Forwarding

This will allow you to open a single port or a range of ports.

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

IP Address: Enter the IP address of the computer on your local

network that you want to allow the INCOMING SEIVICE ot | 1 o i e s e st st o 5 o pts 1y e s e i g e
. P Ly LLES mmamnmmm:mmmmmmmunmrmm.m
to. If your computer is receiving an |IP address = Rarges (1031500, dvickuel Ports (0, 60, 8981, o Moo (1360-5090, 6040

automatically from the router (DHCP), you computer = BN | [ ceecemngs | [ peetssvesemes ]
will be listed in the “Computer Name” drop-down |
menu. Select your computer and click <<.

24 -~ PORT NIEWARDING RULES

TCP/UDP: Enter the TCP and/or UDP port or ports that you L: iopcaben Nams
want to open. You can enter a single portorarange &8s (5] Compuers Hame

of ports. Separate ports with a common. (5] ppicatu: ee

E e

Example: 24,1009,3000-4000

{551 applestion Name

LEE] Competen Name

Inbound Filter: Select Allow All (most common) or a created

Inbound filter. You may create your own inbound (] sopacaton e
filters in the Advanced > Inbound Filter page. [£] computer e

55N Aol N

Schedule: The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Tools > Schedules section.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-615. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TCP or
UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The DIR-615 provides some predefined applications in the table on the bottom of the web page. Select the application

you want to use and enable it.

Name: Enter a name for the rule. You may select a
pre-defined application from the drop-down
menu and click <<.

Trigger: Thisisthe port used to trigger the application. It
can be either a single port or a range of ports.

Traffic Type: Select the protocol of the trigger port (TCP,
UDP, or Both).

Firewall: Thisis the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You
can use a comma to add multiple ports or port
ranges.

Traffic Type: Select the protocol of the firewall port (TCP,
UDP, or Both).

Schedule: The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

Thes opiion & used b0 open sngie o muitpls ports 0 your noLter swhen the router senses
idats sent to the IrMernat on & “tnpger” port o port range. Specil Applications rules apply to
al computert on your intermal natwok:,

Dot Save Sertings I

Port Traflic Type Scheduse

Trigraes
d TOP &

. fechcaton
fes) [ poheaticnName & Frgwal

|k v

Aophcation

1
Ty Applearion Name

_ AppRcation
E-ma&...u—m.— -

Ayl 4hion
<51 Appkcation Name +

Appication
o ff ASORcRtoN hame W
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clients that are currently connected to the Broadband Router.

Configure MAC
Filtering:

MAC Address:

DHCP Client:

Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of

Select Turn MAC Filtering Off, allow MAC
addresses listed below, or deny MAC addresses
listed below from the drop-down menu.

Enter the MAC address you would like to
filter.

To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

Select a DHCP client from the drop-down menu
and click << to copy that MAC Address.

SLTUp ADYANLED
L

The MaC Aocess Controder | Addeess fiver option b5 used to control network acoess
bamed on the MAC Address of the network: adapter, & MAC address s a unious 10 assigned by
i marsfactunes of the network adapter. This faature can be confgunad to ALLOW or DENY
rabwirk/intemeat aces.

[ swesenas | [ oontswesenss |

AL FILTERING RULES

Corfigeen MAT Fllerig bxdtne:
Tt MAC Filtering OFF

AL Address

SUFPOR T

Helall Hinks....
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental
Controls to only grant access to approved sites, limit web access based on time or dates, and/or block access from
applications like P2P utilities or games.

Add Policy: Check the Enable Access Control check box
and click the Add Policy button to start the
Access Control Wizard.

Thee Access Control option alows you bo control access in and out of your network, Usa this
Spatumy A ConAndl: b oriy grant Jciies b apetend st Bl wel a00ess Baid on
tima or datas, andi'or black internet acoess for applcations e P2P utities o games.

| sonsetbens | | Dot Save st |

Enable Access Contred @ [5]

Access Control Wizard

STEP 1: CHOOSE POLICY NAME

Click Next to continue with the wizard.

Choose a unique name for your policy.

Policy Name : | Exampls 1|
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

» Address Type - Select IP address, MAC address, or

Other Machines.
* |IP Address - Enter the IP address of the computer

you want to apply the rule to.

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

Policy Name :  |Example 1|

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

| Alwarys 3"

Details :  Always

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify a machine with its IP or MAC address, or select "Other Machines” for machines that do not have a policy,

Address Type: & p O mac O Other Machines
IP Address : |192,163.0.100 PRI ornpter Mame
Machine Address : |:| <

Machine

192.168.0.100

@
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Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

Enter the rule:

Enable - Check to enable the rule.

Name - Enter a name for your rule.

Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.

Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method : O |ogweb Access Only O Block Al Access & Block Some Access

Apply Web Filter :
Apply Advanced Port Filters :

STEP 5: PORT FILTER

Add Port Filters Rules.

Specify rules to prohibit access to specific IP addresses and ports.,

Enable Name gf::tlp Eﬁ;t i Protocol Bg?: Bg?:
Start End

il 0.0.0.0 755,255,255, 255 any v

O 0.0.0.0 255,255.255,255 Any v

D 0.0.0,0 255,255,255,255 any W

] 0.0.0.0 255,755,255, 255 Any v

D 0.0.0,0 255,255,255,255 any W

] 0.0.0.0 255,755,255, 255 Any v

D 0.0.0,0 255,255,255,255 any W

] 0.0.0.0 255,755,255, 255 Any v

STEP 6: CONFIGURE WEB ACCESS LOGGING

Web Access Logging : (&) Disabled
O Enabled

Pres Sawve Cancel
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Website Filters

Website Filters are used to deny or allow LAN computers from accessing specific web sites by the URL or
domain. A URL is a specially formatted text string that defines a location on the Internet. If any part of the
URL the blocked words applied, the site will not be accessible and the web page will not displayed. When
applying for allowed list, only keywords entered will be allowed and anything else will be blocked. To use
this feature, enter the text and click Save Setings. To delete the text, click Clear the List Below.

Website URL/ Enter the URLs that you want to deny or
Domain: allow LAN computers from accessing.

binckad. To use ths featre, you must ako salect the “Apply Web Fiter™ dhedkbor
Access Control section.

[ Sweswngs | [ toetsavesennm |
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Name: Enter a name for the inbound filter rule.

Action: Select Allow or Deny.

- | osoor  QENCITCUCENN oo | swws | sueeom
Enable: Check to enable rule. RTIaL SERYE Helphul Hints._
- k. Wi 1% Rt Y ca CoRa s s Mmoo o corcta |
Source IP Start: Enter the starting IP address. Enter 0.0.0.0 if g
you do not want to specify an IP range. | oo "“ai e s s St Dl s VYt S, PRt Par g & haoes .
Source IP End: Enter the ending IP address. Enter
255.255.255.255 if you do not want to specify e
and IP range. i Action : ey @
Source IP Ranoe @ Enolde Source 1P Starl Soorce TP B
00 T T
Save: Click the Save button to apply your settings. . dainads] 1 [enee 295.255,295.255
You must click Save Settings at the top to i s
save the Settings. 1 lnoon 265 255 755 255
1 pali ek} 255.355,255.255
Inbound Filter This section will list any rules that are created. e ——
Rules List: You may click the Edit icon to change the ¥ o) .
settings or enable/disable the rule, or click the -
Delete icon to remove the rule. e

WIRELESS
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Firewall Settings

A firewall protects your network from the outside world. The D-Link DIR-615 offers a firewall type functionality. The SPI feature helps
prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications. If you choose
to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the chosen computer completely
to the outside world.

Enable SPI:

NAT Endpoint
Filtering:

Enable Anti-Spoof
Checking:

Enable DMZ Host:

IP Address:

SPI (Stateful Packet Inspection, also known as dynamic packet filtering) helps to prevent cyber attacks by tracking more
state per session. It validates that the traffic passing through the session D-Link
conforms to the protocol.

---------

Select one of the following for TCP and UDP ports:

Endpoint Independent - Any incoming traffic sent to an open port will
be forwarded to the application that opened the port. The port will close
if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address of ==y &
the outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP
address and port of the outgoing connection.

Enable this option to provide protection from certain kinds of “spoofing”
attacks.

If an application has trouble working from behind the router, you can
expose one computer to the Internet and run the application on that
computer.

Note: Placing a computer in the DMZ may expose that computer to a variety of security risks. Use of this option is only
recommended as a last resort.

Specify the IP address of the computer on the LAN that you want to have unrestricted Internet communication. If this
computer obtains it’s IP address automatically using DHCP, be sure to make a static reservation on the System > Network
Settings page so that the IP address of the DMZ machine does not change.
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Transmit Power:

Beacon Period:

RTS Threshold:

Fragmentation
Threshold:

DTIM Interval:

802.11d:

WMM Function:

Short Gl:

Advanced Wireless Settings

Set the transmit power of the antennas.

Beacons are packets sent by an
Access Point to synchronize a wireless
network. Specify a value. 100 is the
default setting and is recommended.

This value should remain at its default setting
of 2432. If inconsistent data flow is a problem,
only a minor modification should be made.

The fragmentation threshold, which is
specified in bytes, determines whether packets
will be fragmented. Packets exceeding the
2346 byte setting will be fragmented before
transmission. 2346 is the default setting.

(Delivery Traffic Indication Message) 3 is

the default setting. A DTIM is a countdown
informing clients of the next window for
listening to broadcast and multicast messages.

This enables 802.11d operation.

802.11d is a wireless specification developed to allow implementation of wireless networks in countries that
cannot use the 802.11 standard. This feature should only be enabled if you are in a country that requires it.

S [ e | |

| WIRELESS

If your are not famiiar with these Aovanced
beforg attempting o modfy thass settings

Wirelass sattings, please read the help section

Dot Svvd Sattings ]

Franmidl Pooster ©

Deston Perodl & ¢

RTS Threshold ; 2
Fragpmesstation Theesbold
DT Interval :

HUL.11d Enable @ |

AupgEergation b Packers @ g
Force Short Shot for 1IN [T
Chents :

St Gl : [
Extra Wirehess Probec o @ |:|

(20, 1000}
(0L =347)
(2545, F248)
(1..255)

[T B0
[1..E]

SUPPORT

Hhelpiul Hints...

Itk

WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless clients.

Check this box to reduce the guard interval time therefore increasing the data
capacity. However, it’s less reliable and may create higher data loss.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”
as well as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well
as manufactures. The process is just as easy, as depressing a button for the Push-Button Method or correctly entering
the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use are quite beneficial, while the
highest wireless Security setting of WPA2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Lock Wireless Locking the wireless security settings prevents
Security Settings: the settings from being changed by the Wi-Fi
Protected Setup feature of the router. Devices |
can still be added to the network using Wi-Fi & VIV PRobactad Sebl i I e 0 ol A CUCAZ 0 bk ey 3 PIIY OF BUCSOR 0.

Protected Setup. However, the settings of the |E = Lo
network will not change once this option is

checked. b

PIN Settings: A PIN is a unique number that can be used
to add the router to an existing network or to
create a new network. The default PIN may be
printed on the bottom of the router. For extra
security, a new PIN can be generated. You can
restore the default PIN at any time. Only the
Administrator (“admin” account) can change or
reset the PIN.

[ Save Saltres J: l Dl Save Seliree ]

Curment PIN © 24081350

[' frasee P b Cisfimlt

WIRELESS

Current PIN: Shows the current value of the router’s PIN.

Reset PIN to
Default: Restore the default PIN of the router.

Generate New PIN: Create a random number that is a valid PIN. This becomes the router’s PIN. You can then copy this PIN to the user interface
of the registrar.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:
The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the
PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup
and has a configuration button, you can add it to the network by pressing the configuration button on the device and then
the on the router within 60 seconds. The status LED on the router will flash three times if the device has been successfully
added to the network.

There are several ways to add a wireless device to your network. A “registrar’ controls access to the wireless network. A
registrar only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected

Setup button on the device. The router acts as a registrar for the network, although other devices may act as a registrar as
well.

Add Wireless
Device Wizard: Click to add a wireless client to your network. Please refer to page 79 for more informa
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UPnP Settings:

WAN Ping:

WAN Port Speed:

Advanced Network Settings

To use the Universal Plug and Play (UPnP™)
feature click on Enabled. UPNP provides
compatibility with networking equipment, software
and peripherals.

Unchecking the box will not allow the DIR-615 to
respond to pings. Blocking the Ping may provide
some extra security from hackers. Check the box
to allow the Internet port to be “pinged”.

You may set the port speed of the Internet port
to 10Mbps, 100Mbps, or auto. Some older cable
or DSL modems may require you to set the port
speed to 10Mbps.

Multicast Check the box to allow multicast traffic to pass

Streams:

through the router from the Internet.

WIRELESS

I you aeh nok famndar with thiss Advancnd Metwork settings, pleasn eoad thi il section
beerfiore it bermprting Lo iy these settng.

[ swesdtens | [ pontsemsetes |

upRp

Ul 1) sl Py (UPREY) supports pese=to=peer g sl ey fonoUioeelity Tor
nebwnrk devices.

Esvabibe UPRP . [7)

IT you enable this (eature, the WAN port of your router will respond to png remeests
Froen Thie Ttermiet That are sent To The Wan 1 sddness.

Fruable WAN Ping Respond @[]

WA Py Dot Tifber
Delals : 2z aa

WAN PORT SPEED

WAN Part Bpeed [ | sobo 10/1000bps W

MULTICAST STREAMS
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management.
There are two accounts that can access the management interface through the web browser. The accounts are admin
and user. Admin has read/write access while user has read-only access. User can only view the settings but cannot
make any changes. Only the admin account has the ability to change both admin and user account passwords.

Admin Password: Enteranew password for the Administrator Login
Name. The administrator can make changes to
the settings.

User Password: Enterthe new password for the User login. If you
login as the User, you can only see the settings, : T e
but cannot change them. ' - o Gt s, e s o 2 s,

Ery defank there i na d eoedigured. [t highly reo deed Ehat you creabo & pasevord e kenp your
rider secune,

Gateway Name: Enter a name for the DIR-615 router.

[ sovesettenn | [ Dot Sovm Settens |
Remote Remote management allows the DIR-615to be : ;
Management: configured from the Internet by a web browser. & | b i s i it i P sl
A username and password is still required i
to access the Web-Management interface. i Gkl
In general, only a member of your network ' :
can browse the built-in web pages to perform
Administrator tasks. This feature enables you USRS SN P ond e Mot T lation:
to perform Administrator tasks from the remote Password
(Internet) host. Verk'y Passioord :
Remote Admin
Port: The port number used to access the DIR-615. G bk

Example: http://x.x.x.x:8080 whereas X.X.x.X '
is the Internet IP address of the DIR-615 and
8080 is the port used for the Web Management L R
interface. Resmute Adevin [l

Inbound Filter: T e
This section will list any rules that are created.
You may click the Edit icon to change the

settings or enable/disable the rule, or click the
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Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system
clock. From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also

be configured to automatically adjust the time when needed.

Time Zone: Select the Time Zone from the drop-down
menu.

Daylight Saving: To select Daylight Saving time manually, select

enabled or disabled, and enter a start date and
an end date for daylight saving time.

Enable NTP NTP is short for Network Time Protocol. NTP
Server: synchronizes computer clock times in a network
of computers. Check this box to use a NTP
server. This will only connect to a server on the
Internet, not a local server.

NTP Server Used: Enter the NTP server or select one from the

drop-down menu.

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.
You can also click Copy Your Computer’s
Time Settings.

TIME CONFIGURATION

HLTUR | ADVANLLE SUFPLRT

Helplul Hints—.

Tirvee Configpar stivn

T Time Corfiguraiion option allows you tn configurn, update, ard maintain the comact me on the intemal
wysbern chock, From this sechion yiu can Seb U bime sons thal you afe inad et the HTP [Metveork, Tane
Proboool) Sarver, Dayight Saving can ok be configuned T mutomaticsly st the time whén reeded,

Current Rooter Time @ Saturday, Jamsey 31, 2004 205054 P
The Zowwe = | (oT-000: 00) B Tieswe (LS [C i), Tipanna
Enable Daylight Saving:  [7]
Daylight Saving Difset @
Dianelighl Savang Dales : Markh weak Dy of ek T
D51 Starl
ErST Ersd

AUTCPATIE TIME CONFIGIFR AT TN

Skl THE DATE AND TIME MANUALLY

Yomr |2004 %] Murth 2 (vl Dey 3 [w]

Erabe Aaied Tiine & . g - -
w| Hrmbe 50 |8 Second |45 sl (PM w)

[ Copy Your Compder's Trme Settis |
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs
to a SysLog server on your network.

Enable Logging to Check this box to send the router logs to a
SysLog Server: SysLog Server.

SysLog Server IP The address of the SysLog server that will be | sewe | apvancen | |
Address: used to send the logs. You may also select & s
your computer from the drop-down menu (only % S el s o R bl o o o e
if receiving an IP address from the router via '

LS smtngs | [ Cortsemssenes |

DHCP).

Ersalsle Logyiey To Sysheg ()
cerveri M

Sypabog Sevver 1P faddress s 0000

WIRELESS
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Enable Email
Notification:

From Email
Address:

To Email Address:

SMTP Server
Address:

Enable

Authentication:

Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

E-mail Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification
to your e-mail address.

When this option is enabled, router activity logs
are e-mailed to a designated e-mail address.

This e-mail address will appear as the sender
when you receive a log file or firmware upgrade
notification via e-mail.

Enter the e-mail address where you want the
e-mail sent.

Enter the SMTP server address for sending
e-mail. If your SMTP server requires
authentication, select this option.

Check this box if your SMTP server requires
authentication.

Enter your account for sending e-mail.
Enter the password associated with the account.
Re-type the password associated with the

account.

When this option is selected, logs will be sent
via e-mail when the log is full.

Selecting this option will send the logs via e-mail

according to schedule.

ST 3
S N ENABLE
I i |

SLIUP ADVANLLD SUPPORT

Herlpdidl Hirit:

Tree Eml fotiing oo b used o send the system log fles, router slert missiges, nd Frievrs update
wenkFie st b wour el adddress.

[ sovesten | [ iontseesenns |

Enable Crnadl Motificetion; [«

EMAIL SETTINGS

Froan Ceneall Address :

Ton Ervnail Aledrrs ¢

SMTP Server Address ¢
Frashle Authentication: [

Avcount Mame ;

Password ;

Vrrily Passwmned @

EMALL LI WHEN FULL OR DN SCHEDLILE

D Lo Full; [
O Schede [

Schedule :

This option is enabled when On Schedule is selected. You can select a schedule from the list of defined schedules. To

create a schedule, go to Tools > Schedules.
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System Settings

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk
of the computer you are using. First, click the
Save button. You will then see a file dialog,
where you can select a location and file name

for the settings.

Load Settings Use this option to load previously saved
from Local Hard router configuration settings. First, use the
Drive: Browse control to find a previously save file

of configuration settings. Then, click the Load

button to transfer those settings to the router.

Restore to Factory This option will restore all configuration settings
Default Settings: back to the settings that were in effect at the
time the router was shipped from the factory.
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration

settings, use the Save button above.

Reboot Device: Click to reboot the router.

D-Link

WIRELESS

SLTUPF ADYANLED

L The System Settngs pecton alows you to rebodt the dewcs, of reftods the router to the

Bactory default settngs. Restomng the unk to the factory default settngs wil erase all settings,

 uding any rukes that vou hiave oreated,

The cusrent System settngs an be cved as 3 fie onto the ocal hard deve. The sved e o
any other wved settng fie Odated by devioe Gan be uploaded nto the unt.

SYSTEM SETTINGS L)
you

.liawtnlprau-umm:| Save Confgeraton _'

Load From Local Hard Deve:

Restore To Factory Dafalt: I [ — T ]
Resrore Bl setings ©o the factory defauks,

Reboot The Device:

Heboat She Devce
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Firmware
Upgrade:

Browse:

Notifications
Options:

Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Click on Check Online Now for Latest Firmware
Version to find out if there is an updated firmware;
if so, download the new firmware to your hard
drive.

After you have downloaded the new firmware,
click Browse to locate the firmware update on
your hard drive. Click Upload to complete the
firmware upgrade.

Check Automatically Check Online for Latest
Firmware Version to have the router check
automatically to see if there is a new firmware
upgrade.

Check Email Notification of Newer Firmware
Version to have the router send an e-mail when
there is a new firmware available.

SLTUPF ADYANLED

The Frmware Upgrade secton can be uked to updats to the Btest frmware code to mprove
functonalty and pedformance.

If you wocrdd s to be notfed when new firmwans & releated, pboe 3 chacomank in the boax
nieat i Errad Matfeation of Hiwer Frmmans Verson,

[ seesemegs | [ oecrssvesernocs |

FIRMWARE IHFORMATION :
o

Current Firmware Version @ 2,20
Current Femware Dabe ; 2007 /0515
Latect Firmware Varson 3 2.20

Ok B b gicess Firmwars onlne,

FIRMWARE LIRS E AT

Robe: Soaee frmwane upgrades reset the cenfiguration opbicns to the factony
delzults, Before perfoming an upgrade. be swe bo save the cument configuration
from the Toods - SyEbein s,

To upgrade the femware, your P maee Bove 3 sored commecUon bo The roater. Enter
thar maener of The firmawaes upgradee file, and chick on the Bpload button.

plaad : e
(Lusod |

FIRMWARE UPGRADE ROTIFICATION OPTIONS

Automatically Check Online [
for Labest Firmware Version @

Emall Rotification of Newer [ ]
Hrmsars Varsion ©

LWIRELESS
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in
your domain name to connect to your server no matter what your IP address is.

DDNS: Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Server Address: Choose your DDNS provider from the drop

i Tha DOHS faaturs alowe you 0 hokt 3 penag: {Wab, FTP, Game Sarvar, atc...} ueng 3 doman
down menu. RPN | arm that you have purchased (wew. whateveryoumanes. com) weh Your

addrescas Uging a DONS sadvca peovidas, your fiands can entad your hoet name. fo connedt
B0 yOUEH (A Sarvar fo mamher what your P addross B

Host Name: Enter the Host Name that you registered with
your DDNS service provider.

et | S0 Up for D-Link's Fres DONS senace at yosn DLAKEINS com.
[ saesemogs | | oedrssveserecs |

Username or Key: Enter the Username for your DDNS account. T

Cnable Oynamic DRS: [
. Seryer Acldness: o | Betet Dyt DS Server |
Password or Key: Enter the Password for your DDNS account. R e
UErriame Or Ky
Timeout: Enter a time (in hours). Password or Key:
Vaerify Password or Koy:

Tenaout: 5 L ]

Status: Displays the current connection status to your
DDNS server.

Status; Dsconnect

WIRELESS
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System Check

Ping Test: The Ping Test is used to send Ping packets
to test if a computer is on the Internet. Enter
the IP Address that you wish to Ping, and
click Plng | | SUPPDRT

o Helplul Hinks_
Ping Results: The results of your ping attempts will be
displayed here.

i Host Mame or 1P Address © [P

| Lnfer & host name o IF sddress shove and dick Ping’
L

WIRELESS
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Name:

Days:

Time:

Save:

Schedule Rules
List:

Schedules

Enter a name for your new schedule.

Select a day, a range of days, or All Week to
include every day.

Check All Day - 24hrs or enter a start and
end time for your schedule.

Click Save to save your schedule. You
must click Save Settings at the top for your
schedules to go into effect.

The list of schedules will be listed here. Click
the Edit icon to make changes or click the
Delete icon to remove the schedule.

WIRELESS

The Sclechde cordpaabars opfion w und b o ecbede ne e varicnn, Freeal sl pured ol cordaed
fosres,

ADD SCHEDULE RULE

Marse
Dayls): O alweek (=) Salect Dap(s)
Clmn Clmon C1 toe B wed O om E1 e O 5a
Al Dy - 24 bres: [
Stast Teme: G it A | (hourimite, 12 heur tiva)

Enl Tome 1 i B | (hourimets, 12 hou bre)

Marme Da(s} Tinve Frame
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Device Information

This page displays the current information for the DIR-615. It will display the LAN, WAN (Internet), and Wireless
information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be
displayed. Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Bz il 4
Connect button and a Disconnect button will be
displayed. Use Disconnect to drop the PPPoE
connection and use Connect to establish the PPPoE

Al ol your Inbesngd and network connection delels e deplayed on tho pege. The frmwae

connection. vecson 5 40 dipkere e,
See the fOIIOWing page for more information- T 3 Thoeesdey, Morch 01, 2007 13008 M

Fammware Version @ 3.00, 20070212

Comnection Type @
oS Engine ;

Cable Status @

Mo lbwork Stabus :
Commed Lion Up Tioe ;

MAL Bclchress ;. O0:0364:00:01:23
1P fucclress :
Sulnet Mask
Default Gateway :
Primary DS Serder
Sreconnlary DNS Server
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General:

WAN:

LAN:

Wireless LAN:

LAN Computers:

IGMP Multicast
Memberships:

Displays the router’s time and firmware version.

Displays the MAC address and the public IP
settings for the router.

Displays the MAC address and the private (local)
IP settings for the router.

Displays the wireless MAC address and your
wireless settings such as SSID and Channel.

Displays computers and devices that are connected

to the router via Ethernet and that are receiving an
IP address assigned by the router (DHCP).

Displays the Multicast Group IP Address.

Al o your Iriteerat ol rtwerk: correcton datsh e chplved on e page. Tha frrwrs

S0 & a0 deolived hane.

GENERAL

Time : Trorsday, Mach 08, 2007 130008 R

o e TSN |

Cawrwr ton Type |
Calile Statum !
Partwal Statu
twrwede o U T |

AL Address

P Addchvess
Saalanet ik ;
Delmlt Gateway |
Prinary DG Sevr |
e oralay DG Serv |

2.0, AT 03 AT

Oilp(icte: 000 123

i DOES 0] -2

I L LR
] SHEHITAn

Al Addeess

R bwrrl Name (S5I0)
Chamwwd :

Srounty Mode |

Wi-F Protected Sebos

Ol e F:ER 18

=

4

B4 L

Enabiadibict. Confioured

UWHRELESS
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Log

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal
memory for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows
you to view the router logs. You can define what types of events you want to view and the level of the events to view.
This router also has external Syslog Server support so you can send the log files to a computer on your network that
is running a Syslog utility.

What to View:

View Levels:

Apply Log
Settings:

Refresh:
Clear:

Email Now:

Save Log:

You can select the types of messages that you want
to display from the log. Firewall & Security, System,
and Router Status messages can be selected.

There are three levels of message importance:
Informational, Warning, and Critical. Select the levels
that you want displayed in the log.

Will filter the log results so that only the selected
options appear.

Updates the log details on the screen so it displays
any recent activity.

Clears all of the log contents.
This option will send a copy of the router log to the
e-mail address configured in the Tools > Email

Settings screen.

This option will save the router to a log file on your
computer.

Lk this Dpiticn 10 witrw thas rolRer g, Yol San dofind: winat Byl OF ovEnts you wank 1o
vigne arcl tha event levels I view. This FOURER Jieni Ras atemnal Bysing serer UpRart @ you
can send the kg Ses (0 & compules on yous netwiork that B rurmng & sysiog ity

Whal loView : [ Frewal & Soounty [ System [ Rouder Stabus

View Lewels ;|| dmea [ wareg [ rformanond

e

[Aetmh | [char | [ it | [ 5ol |

[IMFER] Ty Mar 01 1335:51 2007 Log wowed by 12 sadass 192,15291.216

[INFE] Tho Mae 0 1323:48 2007 Bodked incoming TEP connecton request from

67, 129,235, 161 1353 to 67.130.140.145: 1433

[IF0] Thas Mar 01 133546 2007 Provous misaol nopeatcd 1 1m

[IFG] Thea Mar 0 13232043 3007 Slocked incomeng TOP connecbion request from
67,129,235, 161:2007 bty 67.130,140.145:5300

FINFD] Thas Mar 03 13:02:40 2007 Prevacin messade repaated 1 lme

[IMFC] Thed M 0] 12332027 207 SBacked incoming TOP concdc Bon ieausst fiam

G 1292301611700 to AF. 130, 1400 145 135

[INF] Tha Mar O 1570225 2007 Srevios fmesiae repaated 1 lirme

[AFF] Thou M 01 1329018 2007 Sk edome 10 packes 00 g 8) fom
B 11257 5% 10 67. 1300 145 145

[INFCT This Mar 01 15209111 2007 Previous messaps fepaated 1 tms

[ ] Thws Mar 01 13020 16 2007 Staned oon i alon 1 forevolatle memony

[INFCI] Thaa Mar 0113000 52 2007 Pobty Eismied 1 ftatnd, Wiamat atoess for B0 addiess
L8E. 1660, L changed toc Alipwed, Wieh S8es - Resimched, Logoed, Poity « Restrctad
[INF3] Thu Mo O 13:20:12 2007 Intemnet soceis for TP sddrens 192, 868000100 sef ta:
Abewrd, Wb SR - Mo ok, Poety - Hges BRcke]

[INFD] Ths Mar- 03 13:30: 13 2007 Ore or moee Infmret access polces ae In effect, Infemat
acoets wil D8 restricied anoonding ta thede policies

[IMs] Trma Mar 01 13060015 2007 ook rooming 0P pocket (1089 bype 8] fom
SULSEE STLY 30 B 67 130L 1AL 145

[IMFOI] T Mar 01 13:003; 13 7007 Brevicus merssage repaated 1 ima

[IHF3] Thes Mar 01 1%07: 13 2007 Alowed corfpurstion solbentication by B addrens
19 192.81.218

[IhF0] Thas Mar 0F $3:04; 12 2007 Ademnstraton logout

B
LOG OPTIONG \

LUG DETAILE

D-Link DIR-615 User Manual

62



Section 3 - Configuration

Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-615
on both the Internet and the LAN ports. The traffic counter will reset if the device is rebooted.

o, 1 T R T

STATISTICS

STATUS

‘ SUPPORT

MNetwork Traffic Stats

Traffic Statistics display Receive and Transmit packets passing through wour router,

|I Refresh Statiskics

LAN STATISTICS

Sent: 36459
TX Packets Dropped: 0
Collisions : 0

WAN STATISTICS

Sent: 19151 Received : 31433
TX Packets Dropped: 0 RX Packets Dropped: 0
Collisions : 0 Errors: 00

] L Clear Skatistics _|

Received : 22978
R¥ Packets Dropped: O
Errors: O

WIRELESS STATISTICS

Sent: 10330 Received : 25649
TX Packets Dropped: 0 Errors: 0

WIRELESS
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is
a conversation between a program or application on a LAN-side computer and a program or application on a WAN-
side computer.

Local: The IP address and, where appropriate, port
number of the local application.

NAT: The port number of the LAN-side application as
viewed by the WAN-side application.

The IP address and, where appropriate, port

Internet: number of the application on the Internet. i NAT Internet Protocol State Dir Priorty Time Out
I | 192isa0.1E0 B0 150 152 B 2T TCP EST ¢ THOO
. i | 1821658 1) 160 B 192 SR RLEERNTT TOR EST
The communications protocol used for the 192160080 8080 MRIRELEZITZ TP O
. 193, 158.0. 1500 e0ed 162.152.81.2221771 TP
conversation. B2iAE0100 0000 1621528122270 TP 0

Protocol 67.120.140.145:68 68 671014019267 DR .
19215A01ED B0O 1SR1S2RLZERITEY TP il

T2 1680180 B eas s TP €L

State: State for sessions that use the TCP protocol:

NO: None -- This entry is used as a placeholder for a future connection that may occur.

SS: SYN Sent -- One of the systems is attempting to start a connection.

EST: Established -- the connection is passing data.

FW: FIN Wait -- The client system has requested that the connection be stopped.

CW: Close Wait -- The server system has requested that the connection be stopped.

TW: Time Wait -- Waiting for a short time while a connection that was in FIN Wait is fully closed.

LA: Last ACK -- Waiting for a short time while a connection that was in Close Wait is fully closed.

CL: Closed -- The connection is no longer active but the session is being tracked in case there are any retransmitted
packets still pending.

The direction of initiation of the conversation:

Out - Initiated from LAN to WAN.
In - Initiated from WAN to LAN.
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Dir: The preference given to outbound packets of this conversation by the QoS Engine logic. Smaller numbers represent higher
priority.

Priority: The number of seconds of idle time until the router considers the session terminated. The initial value of Time Out depends
on the type and state of the connection.

Time OQut: 300 seconds - UDP connections.
240 seconds - Reset or closed TCP connections. The connection does not close instantly so that lingering packets
can pass or the connection can be re-established.
7800 seconds - Established or closing TCP connections.
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless clients.

DIR-615 // SETUP ADYANCED TOOLS | STATUS | SUPPORT

Associated Wireless Client List

Use this option to view the wireless disnts that are connected to your wireless router,

NUMBER OF WIRELESS CLIENTS @ 1

MAC Address IP Address Mode Rate Signal (%)
O01SESF93114 192.168.0.111 113 54 a0

WIRELESS
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STATUS

SUFPORT

ADVARLCED HELPF

Pl Formpdog
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-615 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK(Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal
- using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Wireless Security Setup Wizard

To run the security wizard, browse to the Setup page and then click the Launch Wireless Security Setup Wizard

button.

ADVANCED

The folowing Web-baved wiards e dosgned bo siest you in your winoks notwark sstup
and wirakess dvioe connisction,

Defore lsunching thess witards, please make sure you hive folowed o Steps outined n the
Quick Trstlation Guide ncduded n the packape.

ADD WIRELESS DEVICE WIZARD

The witerd b desgned Lo amst vou R connectng youl wireless devide Do youe fouber, It wil
puids you through sbep-by-sten mstruchons on how B0 gel your wrekess device confedted. Cick
the buthon balow b9 bagin

WIRLLESS NETWORK SETUP WIZARD

Ths witded & CeRqned [0 35S0 yOU 1 your Wirgless natwork setup. It wil guide vou thraugh
step-by-SieD NEtTUCTIoNS 0N hisw TO 58T UD wour wirgiess network and how to make £ saqune:

e ke iasid

Mote: Some changes made Ung ths Setup Wzad may re&urg you T change Bome S4TNgE on
youl Wirkiess Cent 3daptens S0 ey Gan 608 Connact [0 the D-Lnx Rouber,

MANUAL WIRLLESS NETWORK SETUP

B wour wireizss nebwork s aready set up with WeF Protected Sebup, manual confguration of the
wireiass natwick wil destroy the exstng wireless network. If you would Boe to configura the
wireless saongs af your new D-Link Systems Rovter manualy, then cick on the Manus \Wreless
Netwark Setus button below.

[ larraal Uy ales Lintronk et

Wirebess Device
Wizard t
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Auto: Select to auto generate your wireless security settings. This option can be
used when using a wireless adapter that supports Wi-Fi Protected Setup.

Manual: Select this option to run the wireless setup wizard which will guide you to
configure your wireless settings. Skip to page 73.

PLEASE SELECT CONFIGURATION METHOD TO SET UP YOUR WIRELESS NETWORK

Auto & select this option if your wireless device supports Wi-Fi Protected Setup

Manual ) Select this option if you want to setup your network manually

| next | | cancel |

Wireless Wizard - Auto

The router has automatically generated your wireless settings. Please write down and keep this information for your
reference. Click Save.

SETUP COMPLETE!

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client
adapters.

Wireless Network Name DIR-615_c2000000
(SSID) :

Security Mode : Auto (WPA or WPAZ) - Personal
Cipher Type : TKIP and AES
Pre-Shared Key : 8f4e1945952535293a8d45e403309d873259b353316566636c806236997 ebbec

[ Cancel l [ Save ]
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Click Next to continue.

Enter the SSID (Service Set Identifier). The SSID is the
name of your wireless network. Create a name using up to
32 characters. The SSID is case-sensitive.

Select the level of security for your wireless network:
* Best - WPA2 Authentication
* Better - WPA Authentication
* Good - WEP Encryption
* None - No security

Click Next to continue.

If you selected Best or Better, enter a password between
8-63 characters.

If you selected Good, enter 13 characters or 26 Hex digits.

Click Next to continue.

WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

This wizard will guide you through a step-by-step process to setup your wireless network and make it secure.

® Step 1: Mame your Wireless Mebwork
® Step 2: Secure your Wireless Metwork
® Step 3 Set your Wireless Security Password

STEP 1: NAME YOUR WIRELESS NETWORK

Your wireless network needs a name so it can be easily recognized by wireless clients. For security purposes, it
is highly recommended to change the pre-configured network name of [dlink].

Wireless Network Name [
(551D} dlink.

[ Pres ] iNext i [ Cancel ]

STEP 2: SECURE YOUR WIRELESS NETWORK

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose
one of the following wireless network security settings.

There are three levels of wireless security -Good Security, Better Security, AND Best Security. The level you
choose depends on the security features your wireless adapters support.

BesT () Select this option if your wireless adapters SUPPORT WPAZ
BETTER () Select this option if your wireless adapters SUPPORT WRA
Goop ) Select this option iF your wireless adapters DO NOT SUPPORT WPA

NONE () Select this option if vou do not want to activate any security Features

For information on which security Features your wireless adapters support, please refer to the adapters’
documentation.

Mote: All D-Link wireless adapters currently support WPA.

[ Prev ] iNext I [ Cancel ]

STEP 3: SET YOUR WIRELESS SECURITY PASSWORD

‘fou have selected your security level - you will need to set a wireless security password,

Wireless Security Password :
(8 to 63 characters)

Note: You will need to enter the same password as keyed in this step into your wireless clients in order to
enable proper wireless communication.

[ Prev ] [ Next ] [ Cancel ]
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If you selected Good, the following screen will show you your

WE P key to enter On you r WI reless CI |entS Below is a detailed summary of your wireless security settings. Please print this page out, or write the

information on a piece of paper, so you can configure the correct settings on your wireless client adapters.

Wireless Networ{kssu:sr}be? dlink
CI|Ck Save to f|n|Sh the Security Wizard. Wep Key Length: 128 bits
Default WEP Keyto Use: 1
Authentication : Open
Wep Key: 41AC3 DBES25 1FEAE DEVAC B1BOF D

Pre-vl ‘Carw:ell _EJ

If you selected Better, the following screen will show you your

Pre-Shared Key to enter on your wireless clients. g ety R T s s o
Wireless Network Name dlink
. .. . . (S5ID) :
Click Save to finish the Securlty Wizard. Encryption : WPA-PSK(TKIP (also known as WPA Persanal)

Pre-Shared Key : password M2Z

Prev i Cancel i Save i

If you selected Best, the following screen will show you your
Pre-Shared Key to enter on your wireless clients.

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client adapters.

Click Save to finish the Security Wizard. W gy

Encryption: WPAZ-PSK/AES (also known as WPAZ Personal)
Pre-Shared Key: password

[Prev ] ’ Cancel ] ’ Save ]

If you selected WPA-Enterprise, the RADIUS information will be displayed. Click Save to finish the Security Wizard.
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Configure WEP

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

.Log into the web-based configuration by opening a
web browser and entering the IP address of the router
(192.168.0.1). Click on Setup and then click Wireless
Settings on the left side.

. Next to Security Mode, select WEP.

. Next to WEP Key Length, select the level of encryption
(64 or 128-bit).
Hex - (recommended) Letters A-F and numbers 0-9
are valid.

. Next to WEP Key 1, enter a WEP key that you create.
Make sure you enter this key exactly on all your wireless
devices. You may enter up to 4 different keys.

. Next to Authentication, select Shared Key.

. Click Save Settings to save your settings. If you are
configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and
enter the same WEP key as you did on the router.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not
require an authentication server. The WPA-Enterprise option requires an external RADIUS server.

Security Mode : |wep [+]

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wireless stations. For &4 bit keys you must enter 10 hex digits into each key box.
For 128 bit keys you must enter 26 hex digits into each key box. A hex digit is either a number
from 0 to 9 or a letter from A to F. For the most secure use of WEP set the authentication type
to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it will be converted into a
hexadecimal key using the ASCII values of the characters. A maximum of 5 text characters can
be entered for 64 bit keys, and a maximum of 13 characters for 128 bit keys.

If you choose the WEP security option this device will ONLY operate in Legacy Wireless mode
(802.11B/G). This means you wil NOT get 11N performance due to the fact that WEP is not
supported by Draft 11N specification.

WEP Key Length :
WEP Key 1 :

128 bit (26 hex digits) [ (length applies to all keys)

o

WEPKay 2! |ssnssssssnssssssssssnnss
WEP Key 3 :
WEP Key 4 :

Default WEP Key :

Authentication :

FERRRRRRRRRRRRRR RN RRRER
LI L LR R A eyl
WEP Key 1 [w]

Open I
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Configure WPA-Personal (PSK)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

.Log into the web-based configuration by opening a
web browser and entering the IP address of the router
(192.168.0.1). Click on Setup and then click Wireless
Settings on the left side.

. Next to Security Mode, select WPA-Personal.

. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only.
Use Auto if you have wireless clients using both WPA and
WPA2.

. Next to Cypher Type, select TKIP and AES, TKIP, or AES.
If you have wireless clients that use both types, use TKIP
and AES.

. Next to Group Key Update Interval, enter the amount of time
before the group key used for broadcast and multicast data
is changed (3600 is default).

.Next to Pre-Shared Key, enter a key (passphrase). The key
is entered as a pass-phrase in ASCII format at both ends of
the wireless connection. The pass-phrase must be between
8-63 characters.

7.Click Save Settings to save your settings. If you are

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides 3 higher level of security, WPA-Personal does not
reguire an authentication server. The WPA-Enterprise option requires an external RADIUS server.

Security Mode : | vPa-Personal V

WPA

Use WPA or WPA2 mode to achieve 3 balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are WPA2Z
capable. Also the strongest cipher that the client supports wil be used. For best security, use
WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not alowed access
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : | Auto (WPA or WRAZ) [w]
Cipher Type : | TkP and AES [+
Group Key Update Interval :

3600 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a3 commonly known phrase.

Pre-Shared Key :

configuring the router with a wireless adapter, you will lose connectivity until you enable WPA-PSK on your adapter

and enter the same passphrase as you did on the router.
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8.

9.

Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

. Log into the web-based configuration by opening a web browser

and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

. Next to Security Mode, select WPA-Enterprise.

. Nextto WPA Mode, select Auto, WPA2 Only, or WPA Only. Use

Auto if you have wireless clients using both WPA and WPA2.

. Next to Cypher Type, select TKIP and AES, TKIP, or AES. If you

have wireless clients that use both types, use TKIP and AES.

. Next to Group Key Update Interval, enter the amount of time

before the group key used for broadcast and multicast data is
changed (3600 is default).

. Next to Authentication Timeout, enter the amount of time before

a client is required to re-authenticate (60 minutes is default).

.Nextto RADIUS Server IP Address enter the IP Address of your

RADIUS server.

WIRELESS SECURITY MODE

Ta protect your privacy you can configure wirgless security features, This device supports three wireless
security modes induding: WEP, WPA-Personal, and WPA-Enterprise, WEP is the original wirgless encryption
standard. WPA provides a higher level of security, WPA-Personal does not require an authentication server,
The WPA-Enterprise option requires an external RADIUS server.

Security Mode : | WPA-Enterprise +

WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility, This mode uses WPA
for legacy dients while maintaining higher security with stations that are WPAZ capable. Also the strongest
dpher that the dient supports will be used. For best security, use WPA2 Only mode. This mode uses AES
(CCMP) cipher and legacy stations are not allowed access with WPA security, For maximum compatibility, use
WPA Only. This mode uses TKIP cipher. Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode {or in other words AES cipher).

WPA Mode : |WPA Only -

Group Key Update Interval: 3600 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802, 1x) to authenticate dients via a remote RADIUS
SEerver.

Authentication Timeout : |60 (minutes)

RADIUS server IP Address: |0.0.0.0

RADIUS server Port:

RADIUS server Shared
Secret:

MAC Address Authentication :

1812

radius_shared

Next to RADIUS Server Port, enter the port you are using with your RADIUS server. 1812 is the default port.

Next to RADIUS Server Shared Secret, enter the security key.

D-Link DIR-615 User Manual



Section 4 - Security

EAP (802.1X)

10. If the MAC Address Authentication box is selected then the . N
. When WPA enterprise is enabled, the router uses EAP (802, 1x) to authenticate dients via a remote RADIUS
user will need to connect from the same computer whenever | =ve-

logging into the wireless network. Authentication Timeout : [60 (minutes)
RADIUS server IP Address: |0.0.0.0
11. Click Advanced to enter settings for a secondary RADIUS RADIUS server Port: |1512
Server- RADIUS server:‘r;:id: radius_shared

MAC Address Authentication :

12. Click Apply Settings to save your settings.

Optional backup RADIUS server:

Second RADIUS server IP
Address :

Second RADIUS server Port: |1312

Second RADIUS server
Shared Secret:

Second MAC Address
Authentication :

0.0.0.0

radius_shared
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Connect to a Wireless Network
Add Wireless Device Wizard

This feature allows you to add any wireless devices that support Wi-Fi Protected Setup (WPS).

Click Next.

This wizard will guide you through a step-by-step process to add vour wireless device to your wireless
network.

+ Step 1: Select Configuration Method for your Wireless Network
» Step 2: Connect your Wireless Device

Select the method you would like to use for adding a STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK
new wireless device onto your wireless network.

For information on which configuration method your wireless device support, please refer to the
adapters’ documentation.

PIN & sSelect this option if vour wireless device supports PIN
Push Button (O sglact this option if your wireless device supports push button

Manual O sSglact this option if you want to configure your wireless device manually

[ Prew l I Mext l [ Cancel ]
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Section 5 - Connecting to a Wireless Network

PIN: PIN requires you to enter your wireless device’s
PIN information.

Enter the wireless device’s PIN information in
the box and click on Connect.

Push Button: Push button allows you to connect
a wireless device onto your wireless
network through button press
method.

Click on Connect button when you
are ready.

To successfully add a new wireless device, you would
have to enter either the PIN information or the button
must be pressed within 120 seconds.

Manual: Use this option if you uncertain if your
wireless device support WPS, it will display
your current wireless settings.

STEP 2: CONNECT YOUR WIRELESS DEVICE

Please enter the PIN of your wireless device, then dick on the Connect button below,
Wireless Device PIN :

’ Cancel l [ Zonneck

STEP 2: CONNECT YOUR WIRELESS DEVICE

Please push button on your wirgless device, then click on the Connect button below,

l Zancel ] l Conneck

STEP 2: CONNECT YOUR WIRELESS DEYICE

Please wait 118 seconds for your wireless device to be connected, If you want to stop the process, click on the
Cancel button below,

Adding wireless device: Started,

STEP 2: CONNECT YOUR WIRELESS DEVICE

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client
adapters.

S5ID: DIR_Sa000000

Security Mode: auto (WP2 o WPAZ) - Parsonal

Cipher Type: TKIP and AES

Pre-shared Key: b4re49931a226d070017049bd3e 1c3cfdba60713129a98f3672 14 13535b00da7

[ Zancel ] [ Wireless Skatus
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Section 5 - Connecting to a Wireless Network

Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on i il I
the center of the bubble to access the utility. SR A o Oek M

or
Right-click on the wireless computer icon in your system tray S idie Sl s
(lower-right corner next to the time). Select View Availahle Open Network Connections
Wireless Networks. Repsir

Yiew Available Wireless Networks

| Choose a wireless network

Tk o e ) T 2 e 15 Eorvaec] 19 8 (e itk i inge oF B et
| PRmansN

Tk

The utility will display any available wireless networks in your b R
area. Click on a network (displayed using the SSID) and click o=,
the Connect button. or s s

syt e e

sl

If you get a good signal but cannot access the Internet, check
you TCP/IP settings for your wireless adapter. Refer to the
Networking Basics section in this manual for more information.

[T A pp————
This retcrk s & et by, 1y e T connet i Fa

rptwnrk, cick Darnect

DGL A 300

(gt

uilll

il

il
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Section 5 - Connecting to a Wireless Network

Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available Wireless
Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Cpen Metwork Connections

Repair

Yiew Available Wireless Networks

.,_’; Set up a wircless netwaork
for @ home or small office |

| Related Tasks

1) Learn about wireless
networking

Change the order of
preferred networks

'3_,2;& Change advanced
settings

159 Wireless Network Connection 6

(<ﬁ»)

3
) { Choose a wireless network
Click an item in the list below to connect to & wireless network in range or to get more
information.
(@) Test e
ﬁ Unsecured wireless netwark i[l[lﬂ[l
(‘ )) default :
ﬁ Unsecured wireless netwark i[l[l[l[l i
(‘ )) salestest
ﬁ ' Security-enabled wireless network il[lﬂ[l b |

testl

ﬁ Security-enabled wireless network I”

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

n B
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the same
WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection g|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available Wireless
Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

< Setup a wireless network
for @ home or small office |

| Related Tasks

j) Learn about wireless
networking

Change the order of
preferred networks

3 Change advanced
settings

159 Wireless Network Connection 6

)

testl

ﬁ Security-enabled wireless network
This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

3
) { Choose a wireless network
Click an item in the list below to connect to & wireless network in range or to get more
information.
o)) Test G
ﬁ Unsecured wireless netwark i[l[lﬂ[l
(‘ )) default .
ﬁ Unsecured wireless netwark il]l]l][l |
(‘ )) salestest
ﬁ ' Security-enabled wireless network il[lﬂ[l b |

2l

on BB
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the WPA-
PSK passphrase and click Gonnect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection E|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-300 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuration for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to Default
button.

Current PIN : 53468734

Reset PIN to Default | [ Generate New PIN

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router’'s Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Section 7 - Changing the Computer Name and Joining a Workgroup

Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties.

Open

Explore

Search...

Manage

Scan with AVG Free

Map Network Drive..,
Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties

2. Click on the Advanced system settings link.

View basic information about y
¥ Device Manager

Windows edition

¥ Remote settings

Windows Vista™ Enterprise

¥ Systemn protection . .
2 Copyright © 2006 Microsoft Corpora
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Section 7 - Changing the Computer Name and Joining a Workgroup

3. Click the Computer Name tab in the System Properties window and
enter a description of your computer in the textbox. When you are
finished, click the Change button.

4. Go to the Computer Name/Domain Changes window and
click the radio button next to the Workgroup you want to
join. When you are finished, click the 0K button.

System Properties Lﬁ
Computer Name | Hardware | Advanced | System Protection | Remote|

Windows uses the following information to identify your computer

!JJ'&-, on the networl.

Computer description: |

For example: "Kitchen Computer” ar "Many's

Computer”.
Full computer name: Ryan-PC-Dell
Workgroup: WORKGROUP

To use a wizard to join a domain or worcgroup, click

Netwark D, [ Network1D... |
To rename this computer or change its domain or
workegroup, click Change. g

|
| [ ok ][ Ganced ]| 20
|

Computer Name/Domain Changes I&J |

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:
Office

Full computer name:
Cfice

Member of

(™) Domairi:

@ Workgroup:
ACCOUNTING

[ ok ]][ Cancel
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Section 8 - Configuring the IP Address in Vista

Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties.

2. Go to the Network and Internet window and click the
appropriate Local Area Connection icon.

3. Right-click the Local Area Connection icon and then select
Properties from the drop-down menu.

I

Open
Explore

Search...

Manage
Scan with AVG Free

Map Metwork Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Rename

I'¥ Device Manager
I'¥ Remote settings

¥ System protection

Iy Advanced system settings

View basic information about y

Windows edition

Windows Vista™ Enterprise

Copyright © 2006 Microsoft Corpora

Wolrdow usaas fha following infoematicn bo ety your compatar

an ihe netweark

Computer descrigbon |
For sxample: “Hichen Computer or “Mary's
Cenrageiies™

[ e e Fiyari P Dl

Wiadgrous WOREGROLUP

To use & wizand 19 join 3 doman or workgroup_ elelc [

ot [ oot 1.

T rerianes this compiler e change ds domain o |: ey ||
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Section 8 - Configuring the IP Address in Vista

4. Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in the
Networking tab in the Local Area Connection Properties window.

9. Click the “Use the following IP address” option in the General
tab in the Local Area Connections Properties window and enter
the desired IP address in the space offered. Then click the
“Use the following DNS server adresses” option on the same
tab and enter the desired DNS server information.

b |
Computer Name/Domain Changes &J

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:

Cffice

Full computer name:
Office

Member of
) Dc_:main:
@ Workgroup:
ACCOUNTING
[ ok [ cancel
Internet Protocol Version 4 (TCP/IPv4) Properties @l&] ]
General |

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically
@ Use the following IP address:

IP address: 192168, 0 i 2
Subnet mask: 255,255,205 . B
Default gateway:

Obtain DNS server address automatically

(@ Use the following DNS server addresses: }

Preferred DNS server: 16895 B

Alternate DNS server:

Advanced...

[ OK ][ Cancel l]
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Section 8 - Configuring the IP Address in Vista

6. Right-click the Local Area Connection icon and then select Status from
the drop-down menu.

7. Go to the Local Area Connection Status window and click the
Details button.

8. Confirm your new settings on the Network Connection Status window.
When you are finished, click the Done button.

LAM or High-5peed Internet (1)

L.

-
et
=5F

m-  Br

Local Area Connection

10107201 Picabl
| Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

v Lmcsl Ares Cronsrms Shans &

Hetwai: Conrecion Dolak
Propeeity ek
Corrctanapectic DN ek oo I
Dscrption Trmadcon 40 10100 itegraied Corf
Pl Addeus
DHCF Enabind

Lesos Exgaren ]
Pl Defmst Cabevny [ i
el DRCF Sereer ¥

Lk ol 1PE Adkwa A0 =M sb¥hc el M
P Defat Goloway
1P DS Sarver
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Section 9 - Setting Up a Connection Wirelessly

Setting Up a Connection or Network Wirelessly

The following are step-by-step directions to set up a wireless connection.

1. Click on Set up a connection or network in the Network and Sharing
Center section.

Open

Explore

Search...

Manage
5can with AVG Free
2. Go to the Set up a connection or network window and choose the Set . i
up a wireless router or access point Set up a new wireless network for E——— T
your home or business option. Click the Next button. i |
h::‘i . LRSI

R T Sora T M o A L Sy
e, a7 miy
Wi Tt Sy e
It e | o ST
Ltadr wer Kool [
il ey e Lradl
g degton
Lvigmgy MORSER

frans S
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Section 9 - Setting Up a Connection Wirelessly

3. Click the Next button on the Set up a wireless router or access point eirfu=i= e

Window. !_'I.ll't."ln | Ak | Sy Paiection iﬁnﬂl

.h Windows uas the fokowing infommation Lo ety your computer
o Bt nebwirds

Compiber descrption |

For example: "Fiichen Comouter™ of “Marys

Compudar”
Full campubier nime: e P Ded
Wiarkgrin WORKGROUF

To uisé & werand B0 join & doman of workgroup, clidc 0

Nabwisk 101

Tor rewnare Hhes covpuber or change s doman o [ Changs |

workup, chok Changs | .
l._‘UIIIiJ\.lI.CI INaTE T LAV I RORE R N |ﬂl|5|:3 e—

4. The following window displays the system progress.
Yau can change the name and the membership of this
computer. Changes might affect access to network resounces.
More information

Computer name:
Office

Full computer name:
Office

Mare...

Member of
(1 Domain;

LERUEH IS T ELALI WS SR AT W TR AT LT

9. This window confirms that you want to create wireless network gy

settings that are savable to a USB flash drive.

You can get IP settings assigned automatically it your network supporis
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

1 Obtain an IP address automatically
[ @ Use the following IP address: !

IP address: 102 68, 0 .. 2
Subnet mask: 2552550255 . O
Default gateway:

Cbisin DNS server address automatically

E{i Use the following DNS server addresses: ?

Piembme e md TARIE s s ) [ i 4
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Section 9 - Setting Up a Connection Wirelessly

6. Enter a network name on the Give your network a name window in
the Set up a wireless router or access point wizard. Click the Next
button.

1. Enter a passphrase on the Help make your network more secure with
a passphrase window in the Set up a wireless router or access point
wizard. Click the Show advanced network security options link.

8. Select security method on the Choose advanced network security
options window in the Set up a wireless router or access point wizard.
Click the Next button.

LAM er High-5peed Internet

— :
L‘. Local Area Connection
 — dlink. corm.bw i
<
T

4]

Disable

: ] Status I‘;J

Diagnose

Bridge Connections

Create Shortcut

Celete
Rename
Properties
U Local Area Connection Status L&J
General |
Connection
IPv4 Connectivity: Limited
IPvE Connectivity: Limited
Media State: Enabled
Duration: 03:35:43
Speed: 100.0 Mbps
Activity
NeTwork Lonnecuon vetand | —

Networs Connection Details:

Property
Connectionspecific DM, .
Description

Physical Address
DHCF Enabled

|Pwd IP Address

IPw4 Subnet Mask
Lease Obtained
Lease Expires

|Pv4d Default Gateway
IPwd DHCP Server
IPv4 DMNS Server
IPwd WINS Server

Value

diink .com tw
Broadcom 440« 10100 Integrated Contre
00-0D-56-AE-DE-52
Yes
152.168.0.102
255 25525560
Tuesday. January 30, 2007 11:59:38 AM
Tuesday, February 06, 2007 3:.34:36 FM
152168.0.1
152.168.0.1
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Section 9 - Setting Up a Connection Wirelessly

9. Once you have selected the desired security method on the Choose
advanced network security options window in the Set up a wireless router
or access point wizard, click the Next button.

10.Select the desired file and printer sharing option on the Choose file
and printer sharing options window in the Set up a wireless router or
access point wizard. Click the Next button.

11.0nce you have saved your network settings to USB, use the
pull-down menu on the Insert the USB flash drive into this computer
window in the Set up a wireless router or access point wizard to select
a destination for your network settings. Click the Next button.

Open
Explore
Scan with AVG Free

Map Metwork Drive...

Dizsconnect Mebwork Drive...

Create Shortcut
Crelete
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Section 9 - Setting Up a Connection Wirelessly

12.0Once you have saved your network settings to USB, the
Copying settings to the USB drive window in the Set up a
wireless router or access point wizard opens to indicate the
system progress.

13.0nce you are finished, the To add a device or computer, follow these
instructions window in the Set up a wireless router or access point wizard
opens. When you are finished, click the Close button.

Open

Explore
Scan with AYG Free

Map Metwork Drive...
Disconnect Metwork Drive..,

Create Shortcut
Delete

Open

Explore
Scan with AYG Free

Map Metwork Drive...
Disconnect Mebwork Drive..,

Contro

Create Shortcut
Delete
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

Connecting to a Secured Wireless Network (WEP,
WPA-PSK & WPA2-PSK)

The following are step-by-step directions to set up a wireless connection.

1. Click on Properties.

Explore

Search...

Manage

Scan with AVG Free

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Rename

2. Click the Manage network connections link in the Network and -
- . b dydem 8 Wyahers e ap W Copes P
Sharing Center window. - — -
Windy Bidal ROt 55 yind Eormpuber
WAt et
Wingres Vats™ fatepse
Copyight & 200 Mo Corpoertes. & s ntvtrund
Syt
brrg P sl
Pracancr Il P mi®] M poacempr XS [A) (g
Marnoey |EaMG 8
e e Rl g eten
Corspubn e, deman, ardwarigo.g sy
Cirtgaber it e Pl Dl W hinge iy
Pl s navguanm narres Byun-BL Dl
Cirmpule dtrphion
Wk groag [ el
Wadivwr mEvite
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect to
window in the Connect to a network wizard and then click the Connect
button.

9. The following Connect to a network wizard window displays the system
progress.

i .{rﬂm .pruprrh'r:n

i Conrguiter Mame 1h.p=n--n Achranced | System Proiection I Fommote |

= k Windows uses Lha Tollvwing infomalion Lo kdariily your compulerd
e on the network

(St B Aassnptinn ]
Feir secample’ "HEchan Compuisc or “Mans
Crmpnd o

Full comster neme Piyar-PC-Dall

Warkgrous WORKGASUM

r:lzll:g::lﬁum 16 pein & damain or worigraup, chek [ |

Ta rerames B cores dar 6F chanos s denar af I

=

Computer Mame/Domain Changes

|

You can change the name and the membership of this

computer. Changes might affect access to network resources.

More information

Computer name:
Office

Full computer name:
Office

Internet Protocol Version 4 (TCP/IPvd) Properties

General |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings,

7 Obtain an IP address automatically
@ Use the following I address: }

IP address: 192 . 168. 0 . 2
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DN server-address automatically

@ Use the following DNS server addresses: }
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

6. Enter the network security key or passphrase for the Router in the
textbox provided in the Type the network security key or passphrase
for dlink300 window in the Connect a network wizard. When you are
finished, click the Gonnect button.

1. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the
Windows start up menu.

hetmirs, virmer Dty

Faracrt Sarrmcmen Datsis

Papay

Lovactiragacic T et [
[t

‘:. Local Area Connection
T dinkcomtw - -
=" Br Ox 1 Disable '
Status Fﬂ
Diagnose |
Bridge Connections
Create Shortcut
Rename
Properties
,*} Local Area Connection Status l'i_E_J
General |
Connection
IPv4 Connectivity: Limited
IPvG Connectivity: Limited
Media State: Enabled
Duration: 03:35:43
Speed: 100.0 Mbps
Activity
-
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

9. Confirm your new settings by calling up the command prompt and
then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command [afveaaa i
prompt. - :
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Section 11 - Connecting to an Unsecured Wireless Network

Connecting to an Unsecured Wireless Network

The following are step-by-step directions to set up an unsecured wireless connection.

1. Click on Properties.

2. Go to the Network and Sharing Center window and click the
Manage Network Connections link.

Open
Explore

Search...

Manage

Scan with AVG Free

Map Metwork Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Rename

o e

Wenidyen gddan

Windswi Werta™ Draarpnds

1 f "’:ll v Contred Panel ¢ Syiterm and Mumance » T :

View basic infermation abaut your complter

Computer name, durman, and werkgioup settings

Computer rame Ryan-FC-Del

Ful comgubtr mamig Fyan Bl el

Compulss deisnplse

‘Weoalgroup: WOSKGROUP
‘Windowy sctvation

Lopyright € 2006 Microsolt Corporation. N nghts reserved.

Sysiem
Eating m-’--'-ﬂ\l'! [xperience Indies
Froimpsm e Pratasmd®) M processes 14000MHe 180 GHr
Wemary (RAME TeE nE
System type 32-b2 Opesating System

Charege serticgs
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Section 11 - Connecting to an Unsecured Wireless Network

[ System Pr_qperties I\-L‘bJ1
3. Right-click the Wireless Network Connection entry and then select | [Comuerine Jrasnare | Advanced | System Protestion | Remete]
Connect/Disconnect from the drop-down menu. il R R Sl
Computer description: |
For example: "Kitchen Computer” or "Mary's
Computer”.
Full computer name: Ryan-PC-Dell
Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click ‘:
MNetwaork 1D, Network |D....

To rename this computer or change ts domain or i

4. Select a network to connect to in the Select a network to connect to | ¢ puter Mame/Domain Changes =
window in the Connect to a network wizard and then click the Connect
button You can change the name and the membership of this

computer. Changes might affect access to network resounces.
More information

Computer name:
(Office

Full computer name:
Office

Member of

71 Mamnain-

B e R e R Ry TR L M e—

9. Confirm your desire to connect anyway on the following Network
Connection Status window.

General ]

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
[ @ Use the following IP address: f

IP address: IO I6H.. 0 . 2
Subnet mask: P55..:255.0985 . O
Default gateway:

Obtain DS server-address automatically

[ @ Use the following DMNS server addresses: ]
Preferred DNS server: 168,85 . 1 . 1
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Section 11 - Connecting to an Unsecured Wireless Network

LAM or High-5peed Internet (1}
l_;* Local Area Connection
o ¥ ctfis o,

6. The following Connect to a network wizard window displays the system oodeom 40x 10100 pisable
progress. [ Status

Diagnose

S

Bridge Connections

Create Shortcut

.
Properties
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start up menu. ot
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9. Confirm your new settings by calling up the command prompt
and then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-615. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screen shots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
» Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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» Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive e-mails when connecting through my router?

If you are having a problem sending or receiving e-mail, or connecting to secure sites such as eBay, banking sites,
and Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, efc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

* Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

plng [urI] ['f] ['l] [MTU value] C:~\>ping vahoo.com —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packets: Sent = 4. Received = B, Lost = 4 (188x loss).

Examp|e: plng yahOO.com -f -| 1472 Approximate round trip timea_- in milli—secunc}s:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

 Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.
* To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

* Test your e-mail. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires.
Wi-Fi uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere
in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking
products. D-Link delivers the performance you need at a price you can afford. D-Link has all the products
you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point
A to point B. But wireless technology has restrictions as to how you can access the network. You must be
within the wireless network range area to be able to connect your computer. There are two different types of
wireless networks Wireless Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network.
The access point has a small antenna attached to it, which allows it to transmit data back and forth over radio
signals. With an indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor
access point the signal can reach out up to 30 miles to serve places like manufacturing plants, industrial
locations, college and high school campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate
in a range up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it
doesn’t use nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs,
headphones, laptops, speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for
home, office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
» Surf the web, check e-mail, instant message, and etc
e Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
» Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility
and it's becoming so popular that more and more public facilities now provide wireless access to attract people.
The wireless connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from
remote locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing

where to start. That’'s why we’ve put together a few setup steps and tips to help you through the process of
setting up a wireless network.

Tips
Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point
Make sure you place the router/access point in a centralized location within your network for the best
performance. Try to place the router/access point as high as possible in the room, so the signal gets dispersed
throughout your home. If you have a two-story home, you may need a repeater to boost the signal to extend
the range.

Eliminate Interference
Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible

from the router/access point. This would significantly reduce any interference that the appliances might cause
since they operate on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network
by turning on the WPA or WEP security feature on the router. Refer to product manual for detail information
on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

* Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DIR-615 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from

a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

o (G YWINDOWS\system 32'cmd. exe

Microsoft Windows XP [Uersion 5.1.26881]
(C>» GCopyright 1985-28P1 Microsoft Corp.

C:-“Documents and Settings’ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : dlink

IP Address. . . . . - . - . - . - & 18.5.7.114
Subnet Mask . . . . . . . . . . . = 255.255.255.8
Default Gateway H

C:“Documents and Settings>_

If you are connecting to a wireless network at a hotspot (e.g. hotel, coffee shop, airport), please contact an employee
or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.
Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Example: If the router’s LAN IP address is 192.168.0.1, make your |P address | jemes s g s wsosscst o et mosees.
192.168.0.X where X is a number between 2 and 99. Make sure that the number

e mprropnar IF ritrge

D a0 P sddesi st sl

you choose is not in use on the network. Set Default Gateway the same as the LAN s ol P ks

IP address of your router (192.168.0.1). - 2. 0%
Dl gateveay % 2 0 1

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. Rl A e = |

Step 5 S

Click OK twice to save your settings. [Capvancea ]

[ox ][ Coed |
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Technical Specifications

Standards Frequency Range
e [IEEE 802.11n (draft) 2.4GHz to 2.483GHz
* [IEEE 802.11¢g
* |EEE 802.11b Transmitter Output Power
* [IEEE 802.3 15dBm = 2dB
* [IEEE 802.3u
External Antenna Type
Security Two (2) detachable reverse SMA Antennas
* WPA-Personal
* WPA2-Personal LEDs
* WPA-Enterprise * Power * Internet e Status
* WPA2-Enterprise * WLAN * LAN (10/100)

* 64/128-bit WEP
Operating Temperature

Wireless Signal Rates* 32°F to 104°F ( 0°C to 40°C)
* 108Mbps * 48Mbps
* 54Mbps * 24Mbps Humidity
*36Mbps ¢ 12Mbps 95% maximum (non-condensing)
* 18Mbps * 9Mbps
*11Mbps ¢ 5.5Mbps Safety & Emissions
* 6Mbps * 1Mbps *FCC
* 2Mbps *CE
MSC (0-15) Dimensions
* 130Mbps (270) * 117Mbps (243) *| =7.6 inches
* 104Mbps (216) * 78Mbps (162) *W = 4.6 inches
* 66Mbps (135) * 58.5Mbps (121.5) * H = 1.2inches
* 52Mbps (108) * 39Mbps (81)
* 26Mbps (54) * 19.5Mbps (40.5) Warranty
* 12Mbps (27) * 6.5Mbps (13.5) 11 Year

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
factors will adversely affect wireless signal range.
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