D-Link

Building Networks for People

How to Configure VLAN

This example requires a DFL-1600 or 2500 to be fully implemented. Most settings can
however also be used on a DFL-210 or DFL-800.

Two tag based VLANSs will be created on lan3, that connect to switch port with VLAN tag.

Details:

- From lan1, lan2 and lan3: HTTP, HTTPS and DNS connect to Internet via wan2.
- All internal nets can also access the Mail server in dmz.

- Only VLANZ can access the FTP server in dmz.
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1. Addresses

Go to Objects -> Address book -> InterfaceAddresses

Make sure the configured addresses match the following list, and add the objects that not
already exist. To add new objects, select IP address from the add dropdown, enter name and
address and click ok.

Name Address

lan1_ip 192.168.1.1
lan1net 102.168.1.0/24
lan2_ip 192.168.2.1
lan2net 192.168.2.0/24
lan3_ip 192.168.3.1
lan3net 192.168.3.0/24
dmz_ip 172.17.100.254
dmznet 172.17.100.0/24
wan1_ip 192.168.110.1
waninet 192.168.110.0/24
wan1-gw 192.168.110.254
wan2_ip 192.168.120.1
wan2net 192.168.120.0/24
wan2-gw 192.168.120.254
vlan1_ip 192.168.5.254
vlaninet 192.168.5.0/24
vlan2_ip 192.168.10.254
vlan2net 192.168.10.0/24
ftp-server 172.17.100.1
mail-server 172.17.100.2
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Add a new IP4 Group.

In the General tab:

Mame: all-lannets
Zroup members: Awvailable Selected
all-nets :J lanlnet
ftp-zerver == llanZnet
mail-server “|wlaninet
wlanl_ip vlanZnet
wlanZ_ip —J {{l
wanl_gw LI
I
General:
Name: al | -1 annets

Add | anlnet, | an2net, vl anlnet and vl an2net.

Click Ok.

2. Ethernet interfaces

Go to Interfaces -> Ethernet.

Edit the wanl interface to use the following settings.

Name: wanl

IP Address: wanl_ip

Metnodi: wanlnet

Default Gateway: wanl_gw
I

In the General tab:

IP Address: wanl_i p
Network: wanlnet

Default Gateway: wanl_gw
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In the Advanced tab:

Automatically add commonly used routes related to this interface

r. Add route forintedface netwark
[T Add default routs if default gatewuay iz specified

Raute hMetric: 1o0

Il
Automatic Route Creation:

Deselect Add route for interface network and Add default route i f default
gateway i s specified.

Click Ok.

Edit the wan2 interface according to the following settings.
In the General tab:

General:

IP Address: wan2_i p

Network: wan2net

Default Gateway: wan2_gw

In the Advanced tab:

Automatic Route Creation:

Automatically add commonly used routes related to this interface

[T Add route farinterface nebuak
[T Add default route if default gateway is specified

Raute hdetric: 100

Deselect Add route for interface network and Add default route i f default
gateway i s specified.

Click Ok.
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3. Routes

Go to Routing -> Routing Tables -> Main.
Add a new Route.

In the General tab:

Interface: wanl w |
Metrarc: all-nets »
Gateway: wanl_qgw W
Local IP Address: (Nun.‘gj »
hetric: ag
I
General:

Interface: wanl
Network: al | - net's
Gateway: wanl_gw
Local IP Address: ( None)
Metric: 90

Click Ok.

Add a new Route.

In the General tab:
General:

Interface: wan2
Network: al | - net s
Gateway: wan2_gw
Local IP Address: ( None)

Metric: 80

Click Ok.
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4. VLAN interfaces

Go to Interfaces -> VLAN.
Add a new VLAN.
In the General tab:

General:

& ] General

ﬁ! Use a WLAN to define a wittual interface compatible with the IEEE 80210 VWitual LAN standard.

MHame:

vlani
Interface: lan= b
VLAN 1D i
I
Name: vl anl
Interface: | an3
VLAN ID: 1
Address Settings:
4} Address Settings A
IP Address: vlanl_ip
Hetrad: vlaninet
Leafault &ateway: (MHonel g
[ Enable Transparent bdode

IP Address: vl anl_ip
Network: vl anlnet
Default Gateway: ( None)

Click Ok
Add a new VLAN.



In the General tab:

General:
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& | General

m Use a WLAN to define a witual interface compatible with the IEEE 802,10 VWirtual LAN standard.

MHame: vlanZ
Interface: lanz
WLAN 1D 2
I
Name: vl an2
Interface: | an3
VLAN ID: 2
Address Settings:
4 Address Settings =
IF Address: vlanz_ip
M et i vlanlnet
Default &ateway: [Mane]

[T Enable Transparent bdode

IP Address: vl an2_i p
Network: vl an2net
Default Gateway: ( None)

Click Ok



5. Interface groups

Go to Interfaces -> Interface Groups.
Add a new Interface Group.

General:
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& ] General

Hame: all-lan

= Security/Transport Equivalent

% Use aninteface group to combine several interfaces for a simplified security palicy.

Name: al |l -1 an

4/ Interfaces

Forailable Selected
wanl lanl
wanz s |lan2
drnz vlani

lan2 vlanz
-:{l

Interfaces:

Add 1 anl, | an2, vl anl and vl an2 to this group.

Click Ok.



Add a new Interface Group.

General:
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& ] General

% Use aninteface group to combine several interfaces for a simplified security palicy.

Hame: all-wan

¥ Security/Transport Equivalent

Name: al | - wan
Select Security/ Transport Equi val ent

&/ Interfaces

Auailable Selected
dmz wanl
lanl ::-::-! wanz
lan2
lan3
wlani {{I
vlanz

I
Interfaces:

Add wanl and wan2 to this group.

Click Ok.
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6a. Rules to allow HTTP, HTTPS and DNS to Internet

Go to Rules -> IP Rules.
Add a new IP Rule (to allow outgoing HTTP).

In the General tab:

Hame: allow-http-all
Action: HaT
Senrice: http-all
Schedule: (Mane) “w
I
General:

Name: al | ow htt p-al |
Action: NAT
Service: http-al |

Source Destination
Intarface: all-lan o all-wan o
Metwa: all-lannets [ all-nets [
I
Address Filter:
Source interface: all -1 an
Source network: al | -1 annet s

Destination interface: al | - wan
Destination network: al | -net s

Click Ok.



Add a new IP Rule (to allow outgoing dns).
In the General tab:
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Hame: allaw-dns-all
Action: M&T
Senrice: dnz-all
Schedule:  (Mane) Bt
I
General:

Name: al | ow dns-al |
Action: NAT
Service: dns- al |

Source Destination
Interface: all-lan e all-wan
Metwa: all-lannets [ all-nets
I
Address Filter:
Source interface: all -1 an
Source network: al | -1 annet s

Destination interface: al | - wan
Destination network: al | -net s

Click Ok.

6b. Rules to allow internal users to access mail server

Add a new IP Rule (to allow internal smtp traffic to mailserver).

In the General tab:

General:
Name: al | ow snt p-i nt
Action: Al | ow
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Service: snt p

Address Filter:

Source interface: any

Source network: al | -nets

Destination interface: dne

Destination network: mai | - server

Click Ok.

6d. Rules to allow traffic to FTP server from vlan2

Add a new IP Rule folder called vl an2_t o_dne.
Add a new IP Rule (to allow ftp from vlan2 to dmz).
In the General tab:

General:

Name: al l ow-ft p

Action: Al | ow

Service: ft p- passt hr ough

Address Filter:

Source interface: vl an2
Source network: vl an2net
Destination interface: dne
Destination network: dnenet

Click Ok.

Save and activate the configuration



